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New and Changed Information

As of Cisco Fabric Manager Release 4.2(1), software configuration information is available in new
feature-specific configuration guides for the following information:

» System management

» Interfaces

- Fabric

e Quality of service

« Security

- P services

- High availability and redundancy

The information in these new guides previously existed in the Cisco MDS 9000 Family CLI
Configuration Guide and in the Cisco MDS 9000 Family Fabric Manager Configuration Guide. Those
configuration guides remain available on Cisco.com and should be used for all software releases prior
to Cisco Fabric Manager Release 4.2(1). Each guide addresses the features introduced in or available in
a particular release. Select and view the configuration guide that pertains to the software installed in your
switch.

For a complete list of document titles, see the list of Related Documentation in the “Preface.”

To find additional information about Cisco Fabric Manager Release 4.2(x), see the Cisco Fabric
Manager Release Notes available at the following Cisco Systems website:

http://www.cisco.com/en/US/products/ps10495/prod_release_notes_list.html

About This Guide

The information in the new Cisco Fabric Manager Interfaces Configuration Guide previously existed in
Part 3: Switch Configuration of the Cisco MDS 9000 Family Fabric Manager Configuration Guide.

Table 1 lists the New and Changed features for this guide, starting with Cisco Fabric Manager Release
4.2(1).

Cisco Fabric Manager Interfaces Configuration Guide
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Table 1 New and Changed Features for Cisco MDS Fabric Manager Release 4.2(x)
Changed
in
Feature GUI Change Description Release |Where Documented
Port Guard Interfaces > Port Guard |Added information about 4.2(1) Chapter 2, “Configuring
menu option configuring port guard for multiple Interfaces”
failure causes.
Port Owner Owned Ports button Added information about 4.2(1) Chapter 2, “Configuring
displaying the owned ports in Interfaces”
device view.
NPV External Interfaces Added information about 4.2(1) Chapter 9, “Configuring
Usage tab configuring external interfaces N Port Virtualization”
usage.
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This preface describes the audience, organization, and conventions of the Cisco Fabric Manager
Interfaces Configuration Guide. It also provides information on how to obtain related documentation.

Audience

This guide is for experienced network administrators who are responsible for configuring and
maintaining the Cisco MDS 9000 Family of multilayer directors and fabric switches, and Cisco Nexus
5000 Series switches.

Organization

The Cisco Fabric Manager Interfaces Configuration Guide is organized as follows:

Chapter

Title

Description

Chapter 1

Interfaces Overview

Provides an overview of all the features in this
guide.

Chapter 2

Configuring Interfaces

Explains Generation 1 and Generation 2
module port and operational state concepts in
Cisco MDS 9000 Family switches and provides
details on configuring ports and interfaces.

Chapter 3

Configuring Ethernet Interfaces

Explains configuring Ethernet Interfaces on
Nexus 5000 Series switches.

Chapter 4

Configuring Virtual Fibre Channel
Interfaces

Explains configuring FCoE and virtual
interfaces on Cisco Nexus 5000 Series
switches.

Chapter 5

Configuring Fibre Channel Interfaces

Explains configuration concepts for Fibre
Channel module ports and interfaces.

Chapter 6

Configuring Interface Buffers

Explains configuration concepts for Interface
Buffers.

Chapter 7

Configuring Trunking

Explains TE ports and trunking concepts.

[ 0L-19446-02, Cisco Fabric Manager Release 4.2(x)
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Chapter Title Description

Chapter 8 Configuring PortChannels Explains PortChannels and load balancing
concepts and provides details on configuring
PortChannels, adding ports to PortChannels,
and deleting ports from PortChannels.

Chapter 9 Configuring N Port Virtualization Provides an overview of N Port Virtualization
and includes quidelines and requirements for
configuring and verifying NPV.

Chapter 10  |Configuring FlexAttach Virtual FlexAttach virtual pWWN feature facilitates

pPWWN server and configuration management. In a
SAN environment, the server installation or
replacement, requires interaction and
coordination among the SAN and server
administrators.
Document Conventions

Command descriptions use these conventions:

boldface font Commands and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

[ 1 Elements in square brackets are optional.

[x]ylz] Optional alternative keywords are grouped in brackets and separated by

vertical bars.

Screen examples use these conventions:

screen font Terminal sessions and information the switch displays are in screen font.
boldface screen font |Information you must enter is in boldface screen font.

italic screen font Arguments for which you supply values are in italic screen font.

<> Nonprinting characters, such as passwords, are in angle brackets.

L1 Default responses to system prompts are in square brackets.

', # An exclamation point (1) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

This document uses the following conventions:

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Cisco Fabric Manager Interfaces Configuration Guide
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Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Related Documentation

The documentation set for the Cisco MDS 9000 Family includes the following documents. To find a
document online, use the Cisco MDS NX-OS Documentation Locator at:

http://www.cisco.com/en/US/docs/storage/san_switches/mds9000/roadmaps/doclocater.htm

Release Notes

» Cisco MDS 9000 Family Release Notes for Cisco MDS NX-OS Releases

» Cisco MDS 9000 Family Release Notes for MDS SAN-OS Releases

« Cisco MDS 9000 Family Release Notes for Storage Services Interface Images
« Cisco MDS 9000 Family Release Notes for Cisco MDS 9000 EPLD Images

- Release Notes for Cisco MDS 9000 Family Fabric Manager

Regulatory Compliance and Safety Information

« Regulatory Compliance and Safety Information for the Cisco MDS 9000 Family

Compatibility Information

- Cisco Data Center Interoperability Support Matrix

» Cisco MDS 9000 NX-OS Hardware and Software Compatibility Information and Feature Lists
» Cisco MDS NX-OS Release Compatibility Matrix for Storage Service Interface Images

» Cisco MDS 9000 Family Switch-to-Switch Interoperability Configuration Guide

« Cisco MDS NX-OS Release Compatibility Matrix for IBM SAN Volume Controller Software for
Cisco MDS 9000

« Cisco MDS SAN-OS Release Compatibility Matrix for VERITAS Storage Foundation for Networks
Software

Hardware Installation

» Cisco MDS 9500 Series Hardware Installation Guide
« Cisco MDS 9200 Series Hardware Installation Guide
« Cisco MDS 9100 Series Hardware Installation Guide
» Cisco MDS 9124 and Cisco MDS 9134 Multilayer Fabric Switch Quick Start Guide

Cisco Fabric Manager Interfaces Configuration Guide
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Software Installation and Upgrade

Cisco NX-0S

Cisco MDS 9000 NX-OS Release 4.1(x) and SAN-OS 3(x) Software Upgrade and Downgrade Guide
Cisco MDS 9000 Family Storage Services Interface Image Install and Upgrade Guide
Cisco MDS 9000 Family Storage Services Module Software Installation and Upgrade Guide

Cisco MDS 9000 Family NX-OS Fundamentals Configuration Guide

Cisco MDS 9000 Family NX-OS Licensing Guide

Cisco MDS 9000 Family NX-OS System Management Configuration Guide

Cisco MDS 9000 Family NX-OS Interfaces Configuration Guide

Cisco MDS 9000 Family NX-OS Fabric Configuration Guide

Cisco MDS 9000 Family NX-OS Quality of Service Configuration Guide

Cisco MDS 9000 Family NX-OS Security Configuration Guide

Cisco MDS 9000 Family NX-OS IP Services Configuration Guide

Cisco MDS 9000 Family NX-OS Intelligent Storage Services Configuration Guide
Cisco MDS 9000 Family NX-OS High Availability and Redundancy Configuration Guide
Cisco MDS 9000 Family NX-OS Inter-VSAN Routing Configuration Guide

Cisco Fabric Manager

Cisco Fabric Manager Fundamentals Configuration Guide

Cisco Fabric Manager System Management Configuration Guide

Cisco Fabric Manager Interfaces Configuration Guide

Cisco Fabric Manager Fabric Configuration Guide

Cisco Fabric Manager Quality of Service Configuration Guide

Cisco Fabric Manager Security Configuration Guide

Cisco Fabric Manager IP Services Configuration Guide

Cisco Fabric Manager Intelligent Storage Services Configuration Guide
Cisco Fabric Manager High Availability and Redundancy Configuration Guide
Cisco Fabric Manager Inter-VSAN Routing Configuration Guide

Cisco Fabric Manager Online Help

Cisco Fabric Manager Web Services Online Help

Command-Line Interface

Cisco MDS 9000 Family Command Reference

Cisco Fabric Manager Interfaces Configuration Guide
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Intelligent Storage Networking Services Configuration Guides

» Cisco MDS 9000 Family I/0 Accelerator Configuration Guide

» Cisco MDS 9000 Family SANTap Deployment Guide

« Cisco MDS 9000 Family Data Mobility Manager Configuration Guide

« Cisco MDS 9000 Family Storage Media Encryption Configuration Guide
» Cisco MDS 9000 Family Secure Erase Configuration Guide

» Cisco MDS 9000 Family Cookbook for Cisco MDS SAN-OS

Troubleshooting and Reference

« Cisco NX-OS System Messages Reference

« Cisco MDS 9000 Family NX-OS Troubleshooting Guide

» Cisco MDS 9000 Family NX-OS MIB Quick Reference

» Cisco MDS 9000 Family NX-OS SMI-S Programming Reference

- Cisco MDS 9000 Family Fabric Manager Server Database Schema

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

Cisco Fabric Manager Interfaces Configuration Guide
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CHAPTER 1

Interfaces Overview

This chapter describes the basic interfaces that are used with Fabric Manager. These interfaces include
Gigabit Ethernet interfaces, Fiber Channel interfaces, virtual interfaces on Nexus hardware, buffer
credits, management interfaces, VSAN interfaces, shared interface resources, trunking, PortChanneling,
N port virtualization (NPV), and FlexAttach virtual pWWN.

This chapter includes the following topics:
« Virtual Interfaces, page 1-1
» Trunks and PortChannels, page 1-1
« Fibre Channel Port Rate Limiting, page 1-2
« Extended Credits, page 1-2
« N Port Virtualization, page 1-2
» FlexAttach, page 1-2

Virtual Interfaces

Cisco Nexus 5000 Series switches support Fibre Channel over Ethernet (FCoE), which allows Fibre
Channel and Ethernet traffic to be carried on the same physical Ethernet connection between the switch
and the servers.

The Fibre Channel portion of FCoE is configured as a virtual Fibre Channel interface. Logical Fibre
Channel features (such as interface mode) can be configured on virtual Fibre Channel interfaces.

Trunks and PortChannels

Trunking, also known as VSAN trunking, is a feature specific to switches in the Cisco MDS 9000
Family. Trunking enables interconnect ports to transmit and receive frames in more than one VSAN, over
the same physical link. Trunking is supported on E ports and F ports.

PortChannels aggregate multiple physical ISLs into one logical link with higher bandwidth and port
resiliency for both Fibre Channel and FICON traffic. With this feature, up to 16 expansion ports
(E-ports) or trunking E-ports (TE-ports) can be bundled into a PortChannel. ISL ports can reside on any
switching module, and they do not need a designated master port. If a port or a switching module fails,
the PortChannel continues to function properly without requiring fabric reconfiguration.
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Cisco NX-OS software uses a protocol to exchange PortChannel configuration information between
adjacent switches to simplify PortChannel management, including misconfiguration detection and
autocreation of PortChannels among compatible ISLs. In the autoconfigure mode, ISLs with compatible
parameters automatically form channel groups; no manual intervention is required.

PortChannels load balance Fibre Channel traffic using a hash of source FC-1D and destination FC-ID,
and optionally the exchange ID. Load balancing using PortChannels is performed over both Fibre
Channel and FCIP links. Cisco NX-OS software also can be configured to load balance across multiple
same-cost FSPF routes.

Fibre Channel Port Rate Limiting

The Fibre Channel port rate-limiting feature for the Cisco MDS 9100 Series controls the amount of
bandwidth available to individual Fibre Channel ports within groups of four host-optimized ports.
Limiting bandwidth on one or more Fibre Channel ports allows the other ports in the group to receive a
greater share of the available bandwidth under high-utilization conditions. Port rate limiting is also
beneficial for throttling WAN traffic at the source to help eliminate excessive buffering in Fibre Channel
and IP data network devices.

Extended Credits

Full line-rate Fibre Channel ports provide at least 255 buffer credits standard. Adding credits lengthens
distances for Fibre Channel SAN extension. Using extended credits, up to 4095 buffer credits from a
pool of more than 6000 buffer credits for a module can be allocated to ports as needed to greatly extend
the distance for Fibre Channel SANs.

N Port Virtualization

Cisco NX-0S software supports industry-standard N port identifier virtualization (NPIV), which allows
multiple N port fabric logins concurrently on a single physical Fibre Channel link. HBAs that support
NPIV can help improve SAN security by enabling zoning and port security to be configured
independently for each virtual machine (OS partition) on a host. In addition to being useful for server
connections, NP1V is beneficial for connectivity between core and edge SAN switches.

N port virtualizer (NPV) is a complementary feature that reduces the number of Fibre Channel domain
IDs in core-edge SANs. Cisco MDS 9000 family fabric switches operating in the NPV mode do not join
a fabric; they only pass traffic between core switch links and end devices, which eliminates the domain
IDs for these switches. NP1V is used by edge switches in the NPV mode to log in to multiple end devices
that share a link to the core switch. This feature is available only for Cisco MDS Blade Switch Series,
the Cisco MDS 9124 Multilayer Fabric Switch, and the Cisco MDS 9134 Multilayer Fabric Switch.

FlexAttach

Cisco NX-OS supports the FlexAttach feature. One of the main problems in a SAN environment is the
time and effort required to install and replace servers. The process involves both SAN and server
administrators, and the interaction and coordination between them can make the process time
consuming. To alleviate the need for interaction between SAN and server administrators, the SAN
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configuration should not be changed when a new server is installed or an existing server is replaced.
FlexAttach addresses these problems, reducing configuration changes and the time and coordination
required by SAN and server administrators when installing and replacing servers. This feature is
available only for Cisco MDS 9000 Blade Switch Series, the Cisco MDS 9124, and the Cisco MDS 9134
when NPV mode is enabled.
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CHAPTER 2

Send docu

Configuring Interfaces

The main function of a switch is to relay frames from one data link to another. To relay the frames, the
characteristics of the interfaces through which the frames are received and sent must be defined. The
configured interfaces can be Fibre Channel interfaces, Gigabit Ethernet interfaces, the management
interface (mgmt0), or VSAN interfaces.

This chapter describes the basic interface configuration to get your switch up and running. It includes
the following sections:

- Common Interface Configuration, page 2-1
» Fibre Channel Interfaces, page 2-2

e TL Ports for Private Loops, page 2-20

« Configuring Port Guard, page 2-22

« Management Interfaces, page 2-26

» VSAN Interfaces, page 2-27

- Default Settings, page 2-28

For more information on configuring mgmtO interfaces, refer to the Cisco MDS 9000 Family NX-OS
Fundamentals Configuration Guide and Cisco MDS 9000 Family NX-OS IP Services Configuration
Guide.

See the Cisco MDS 9000 Family NX-OS IP Services Configuration Guide for more information on
configuring Gigabit Ethernet interfaces.

Tip Before you begin configuring the switch, ensure that the modules in the chassis are functioning as
designed. See the Cisco MDS 9000 Family NX-OS Fundamentals Configuration Guide.

Common Interface Configuration

Some configuration settings are similar for Fibre Channel, management, and VSAN interfaces. You can
configure interfaces from Fabric Manager by expanding Switches > Interfaces and selecting the
interface type from the Physical Attributes pane.

Figure 2-1 shows a sample of what you might see in the Information pane for Fibre Channel interfaces.

Cisco Fabric Manager Interfaces Configuration Guide
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Figure 2-1 Fibre Channel Interface Configuration

Fibre Channel Interfaces

This section describes Fibre Channel interface characteristics, including (but not limited to) modes,
frame encapsulation, states, SFPs, and speeds.

This section includes the following topics:
= Generation 1 Interfaces Configuration Guidelines, page 2-2
« About Interface Modes, page 2-3
» Configuring Interface Modes, page 2-12
» Configuring Administrative Speeds, page 2-12
« About Interface Descriptions, page 2-13
« Specifying a Port Owner, page 2-13
- Configuring Port Guard, page 2-22
» About Frame Encapsulation, page 2-16
« Identifying the Beacon LEDs, page 2-16
- About Beacon Mode, page 2-17
- About Bit Error Thresholds, page 2-17
« About SFP Transmitter Types, page 2-18
- Displaying SFP Transmitter Types, page 2-19

Generation 1 Interfaces Configuration Guidelines

The 32-port switching module guidelines apply to the following hardware:
e The 32-port, 2-Gbps or 1-Gbps switching module
« The Cisco MDS 9124 and 9134 switches
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Note

Note

Note  Due to the hardware design of the MDS 9134 switch, we do not support interface
out-of-service action on either of its two 10-Gigabit ports. This is because no internal port
hardware resource is released when an out-of-service action is performed on these
10-Gigabit ports.

When configuring these host-optimized ports, the following port mode guidelines apply:

You can configure only the first port in each 4-port group (for example, the first port in ports 1-4,
the fifth port in ports 5-8, and so on) as an E port. If the first port in the group is configured as an E
port, the other three ports in each group (ports 2-4, 6-8, and so on) are not usable and remain
shutdown.

If you execute the write erase command on a 32-port switching module, and then copy a saved
configuration to the switch from a text file that contains the no system default switchport
shutdown command, you need to copy the text file to the switch again for the E ports to come up
without manual configuration.

If any of the other three ports are enabled, you cannot configure the first port as an E port. The other
three ports continue to remain enabled.

The auto mode is not allowed in a 32-port switching module or the host-optimized ports in the Cisco
9100 Series (16 host-optimized ports in the Cisco MDS 9120 switch and 32 host-optimized ports in
the Cisco MDS 9140 switch).

The default port mode is Fx (Fx negotiates to F or FL) for 32-port switching modules.
The 32-port switching module does not support FICON.

We recommend that you configure your E ports on a 16-port switching module. If you must configure
an E port on a 32-port host-optimized switching module, the other three ports in that 4-port group cannot
be used.

In the Cisco MDS 9100 Series, the groups of ports that are located on the left and outlined in white are
full line rate. The other ports are host-optimized. Each group of 4 host-optimized ports have the same
features as for the 32-port switching module.

About Interface Modes

Each physical Fibre Channel interface in a switch may operate in one of several port modes: E port, F
port, FL port, TL port, TE port, SD port, ST port, and B port (see Figure 2-2). Besides these modes, each
interface may be configured in auto or Fx port modes. These two modes determine the port type during
interface initialization.

[ 0L-19446-02, Cisco Fabric Manager Release 4.2(x)
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Figure 2-2 Cisco MDS 9000 Family Switch Port Modes

NL port NL port

Private
ISL link

79528

Note Interfaces are created in VSAN 1 by default. See the Cisco MDS 9000 Family NX-OS Fabric
Configuration Guide.

Each interface has an associated administrative configuration and an operational status:

» The administrative configuration does not change unless you modify it. This configuration has
various attributes that you can configure in administrative mode.

- The operational status represents the current status of a specified attribute like the interface speed.
This status cannot be changed and is read-only. Some values may not be valid when the interface is
down (for example, the operational speed).

Note  When a module is removed and replaced with the same type of module, the configuration is retained. If
a different type of module is inserted, then the original configuration is no longer retained.

Each interface is briefly described in the sections that follow.

E Port

In expansion port (E port) mode, an interface functions as a fabric expansion port. This port may be
connected to another E port to create an Inter-Switch Link (ISL) between two switches. E ports carry
frames between switches for configuration and fabric management. They serve as a conduit between
switches for frames destined to remote N ports and NL ports. E ports support class 2, class 3, and class
F service.

An E port connected to another switch may also be configured to form a PortChannel (see Chapter 8,
“Configuring PortChannels”).
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Note
F Port
FL Port

Note
NP Ports
TL Port

%

We recommend that you configure E ports on 16-port modules. If you must configure an E port on a
32-port oversubscribed module, then you can only use the first port in a group of four ports (for example,
ports 1 through 4, 5 through 8, and so forth). The other three ports cannot be used.

In fabric port (F port) mode, an interface functions as a fabric port. This port may be connected to a
peripheral device (host or disk) operating as an N port. An F port can be attached to only one N port. F
ports support class 2 and class 3 service.

In fabric loop port (FL port) mode, an interface functions as a fabric loop port. This port may be
connected to one or more NL ports (including FL ports in other switches) to form a public arbitrated
loop. If more than one FL port is detected on the arbitrated loop during initialization, only one FL port
becomes operational and the other FL ports enter nonparticipating mode. FL ports support class 2 and
class 3 service.

FL port mode is not supported on 4-port 10-Gbps switching module interfaces.

An NP port is a port on a device that is in NPV mode and connected to the core switch via an F port. NP
ports function like N ports except that in addition to providing N port operations, they also function as
proxies for multiple, physical N ports.

For more details about NP ports and NPV, see Chapter 9, “Configuring N Port Virtualization.”

In translative loop port (TL port) mode, an interface functions as a translative loop port. It may be
connected to one or more private loop devices (NL ports). TL ports are specific to Cisco MDS 9000
Family switches and have similar properties as FL ports. TL ports enable communication between a
private loop device and one of the following devices:

« A device attached to any switch on the fabric
« A device on a public loop anywhere in the fabric
« A device on a different private loop anywhere in the fabric
» A device on the same private loop
TL ports support class 2 and class 3 services.

Private loop devices refer to legacy devices that reside on arbitrated loops. These devices are not aware
of a switch fabric because they only communicate with devices on the same physical loop (see the
“About TL Port ALPA Caches” section on page 2-22).

We recommend configuring devices attached to TL ports in zones that have up to 64 zone members.

Cisco Fabric Manager Interfaces Configuration Guide
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Note

TE Port

TF Port

TNP Port

SD Port

TL port mode is not supported on Generation 2 switching module interfaces.

In trunking E port (TE port) mode, an interface functions as a trunking expansion port. It may be
connected to another TE port to create an extended ISL (EISL) between two switches. TE ports are
specific to Cisco MDS 9000 Family switches. They expand the functionality of E ports to support the
following:

= VSAN trunking
- Transport quality of service (QoS) parameters
» Fibre Channel trace (fctrace) feature

In TE port mode, all frames are transmitted in EISL frame format, which contains VSAN information.
Interconnected switches use the VSAN ID to multiplex traffic from one or more VSANS across the same
physical link. This feature is referred to as trunking in the Cisco MDS 9000 Family (see Chapter 7,
“Configuring Trunking”). TE ports support class 2, class 3, and class F service.

In trunking F port (TF port) mode, an interface functions as a trunking expansion port. It may be
connected to another trunked N port (TN port) or trunked NP port (TNP port) to create a link between a
core switch and an NPV switch or an HBA to carry tagged frames. TF ports are specific to Cisco MDS
9000 Family switches. They expand the functionality of F ports to support VSAN trunking.

In TF port mode, all frames are transmitted in EISL frame format, which contains VSAN information.
Interconnected switches use the VSAN ID to multiplex traffic from one or more VSANS across the same
physical link. This feature is referred to as trunking in the Cisco MDS 9000 Family (see Chapter 7,
“Configuring Trunking”). TF ports support class 2, class 3, and class F service.

In trunking NP port (TNP port) mode, an interface functions as a trunking expansion port. It may be
connected to a trunked F port (TF port) to create a link to a core NPIV switch from an NPV switch to
carry tagged frames.

In SPAN destination port (SD port) mode, an interface functions as a switched port analyzer (SPAN).
The SPAN feature is specific to switches in the Cisco MDS 9000 Family. It monitors network traffic that
passes though a Fibre Channel interface. This monitoring is done using a standard Fibre Channel
analyzer (or a similar switch probe) that is attached to an SD port. SD ports do not receive frames, they
only transmit a copy of the source traffic. The SPAN feature is nonintrusive and does not affect switching
of network traffic for any SPAN source ports (see the Cisco MDS 9000 Family NX-OS System
Management Configuration Guide).
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ST Port

In the SPAN tunnel port (ST port) mode, an interface functions as an entry point port in the source switch
for the RSPAN Fibre Channel tunnel. The ST port mode and the remote SPAN (RSPAN) feature are
specific to switches in the Cisco MDS 9000 Family. When configured in ST port mode, the interface
cannot be attached to any device, and thus cannot be used for normal Fibre Channel traffic (see the Cisco
MDS 9000 Family NX-OS System Management Configuration Guide).

Note ST port mode is not supported on the Cisco MDS 9124 Fabric Switch, the Cisco Fabric Switch for HP
c-Class BladeSystem, and the Cisco Fabric Switch for IBM BladeCenter.

Fx Port

Interfaces configured as Fx ports can operate in either F port or FL port mode. The Fx port mode is
determined during interface initialization depending on the attached N port or NL port. This
administrative configuration disallows interfaces to operate in any other mode—for example, preventing
an interface to connect to another switch.

B Port

While E ports typically interconnect Fibre Channel switches, some SAN extender devices, such as the
Cisco PA-FC-1G Fibre Channel port adapter, implement a bridge port (B port) model to connect
geographically dispersed fabrics. This model uses B ports as described in the T11 Standard FC-BB-2.

If an FCIP peer is a SAN extender device that only supports Fibre Channel B ports, you need to enable
the B port mode for the FCIP link. When a B port is enabled, the E port functionality is also enabled and
they coexist. If the B port is disabled, the E port functionality remains enabled (see the Cisco MDS 9000
Family NX-OS IP Services Configuration Guide).

Auto Mode

Interfaces configured in auto mode can operate in one of the following modes: F port, FL port, E port,
TE port, or TF port. The port mode is determined during interface initialization. For example, if the
interface is connected to a node (host or disk), it operates in F port or FL port mode depending on the N
port or NL port mode. If the interface is attached to a third-party switch, it operates in E port mode. If
the interface is attached to another switch in the Cisco MDS 9000 Family, it may become operational in
TE port mode (see Chapter 7, “Configuring Trunking”).

TL ports and SD ports are not determined during initialization and are administratively configured.

Note  Fibre Channel interfaces on Storage Services Modules (SSMs) cannot be configured in auto mode.

About Interface States

The interface state depends on the administrative configuration of the interface and the dynamic state of
the physical link.

Cisco Fabric Manager Interfaces Configuration Guide
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Administrative States

The administrative state refers to the administrative configuration of the interface as described in
Table 2-1.

Table 2-1 Administrative States

Administrative State |Description

Up Interface is enabled.

Down Interface is disabled. If you administratively disable an interface by shutting
down that interface, the physical link layer state change is ignored.

Operational States
The operational state indicates the current operational state of the interface as described in Table 2-2.

Table 2-2 Operational States

Operational State |Description

Up Interface is transmitting or receiving traffic as desired. To be in this state, an
interface must be administratively up, the interface link layer state must be up, and
the interface initialization must be completed.

Down Interface cannot transmit or receive (data) traffic.

Trunking Interface is operational in TE or TF mode.

Reason Codes

Reason codes are dependent on the operational state of the interface as described in Table 2-3.

Table 2-3 Reason Codes for Interface States

Administrative |Operational

Configuration  |Status Reason Code

Up Up None.

Down Down Administratively down—If you administratively configure an interface
as down, you disable the interface. No traffic is received or transmitted.

Up Down See Table 2-4.

Note  Only some of the reason codes are listed in Table 2-4.

If the administrative state is up and the operational state is down, the reason code differs based on the
nonoperational reason code as described in Table 2-4.
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Table 2-4 Reason Codes for Nonoperational States

Applicable
Reason Code (long version) Description Modes
Link failure or not connected | The physical layer link is not operational. All

SFP not present

The small form-factor pluggable (SFP) hardware is not
plugged in.

Initializing

The physical layer link is operational and the protocol
initialization is in progress.

Reconfigure fabric in progress

The fabric is currently being reconfigured.

Offline

The Cisco NX-OS software waits for the specified
R_A_TOQOV time before retrying initialization.

Inactive

The interface VSAN is deleted or is in a suspended
state.

To make the interface operational, assign that port to a
configured and active VSAN.

Hardware failure

A hardware failure is detected.

Error disabled

Error conditions require administrative attention.
Interfaces may be error-disabled for various reasons.
For example:

» Configuration failure.
« Incompatible buffer-to-buffer credit configuration.

To make the interface operational, you must first fix the
error conditions causing this state; and next,
administratively shut down or enable the interface.

FC redirect failure

A port is isolated because a Fibre Channel redirect is
unable to program routes.

No port activation license
available

A port is not active because it does not have a port
license.

SDM failure

A port is isolated because SDM is unable to program
routes.
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Table 2-4 Reason Codes for Nonoperational States (continued)
Applicable

Reason Code (long version) Description Modes

Isolation due to ELP failure The port negotiation failed. Only E ports

Isolation due to ESC failure The port negotiation failed. and TE ports

Isolation due to domain The Fibre Channel domains (fcdomain) overlap.

overlap

Isolation due to domain ID The assigned domain ID is not valid.

assignment failure

Isolation due to the other side |The E port at the other end of the link is isolated.

of the link E port isolated

Isolation due to invalid fabric | The port is isolated due to fabric reconfiguration.

reconfiguration

Isolation due to domain The fcdomain feature is disabled.

manager disabled

Isolation due to zone merge The zone merge operation failed.

failure

Isolation due to VSAN The VSANSs at both ends of an ISL are different.

mismatch

Nonparticipating FL ports cannot participate in loop operations. It may |Only FL
happen if more than one FL port exists in the same portsand TL
loop, in which case all but one FL port in that loop ports
automatically enters nonparticipating mode.

PortChannel administratively | The interfaces belonging to the PortChannel are down. |Only

down PortChannel

interfaces

Suspended due to incompatible
speed

The interfaces belonging to the PortChannel have
incompatible speeds.

Suspended due to incompatible
mode

The interfaces belonging to the PortChannel have
incompatible modes.

Suspended due to incompatible
remote switch WWN

An improper connection is detected. All interfaces in a
PortChannel must be connected to the same pair of
switches.

For the Cisco Fabric Switch for HP c-Class BladeSystem and the Cisco Fabric Switch for IBM
BladeCenter, you can configure a range of interfaces among internal ports or external ports, but you
cannot mix both interface types within the same range. For example, “bay 1-10, bay 12” or “ext 0, ext
15-18” are valid ranges, but “bay 1-5, ext 15-17” is not.
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Graceful Shutdown

Note

Interfaces on a port are shut down by default (unless you modified the initial configuration).

The Cisco NX-OS software implicitly performs a graceful shutdown in response to either of the
following actions for interfaces operating in the E port mode:

« If you shut down an interface.
« If a Cisco NX-OS software application executes a port shutdown as part of its function.

A graceful shutdown ensures that no frames are lost when the interface is shutting down. When a
shutdown is triggered either by you or the Cisco NX-OS software, the switches connected to the
shutdown link coordinate with each other to ensure that all frames in the ports are safely sent through
the link before shutting down. This enhancement reduces the chance of frame loss.

A graceful shutdown is not possible in the following situations:
« If you physically remove the port from the switch.

« If in-order delivery (I0D) is enabled (for information about 10D, refer to the Cisco MDS 9000
Family NX-OS Fabric Configuration Guide).

- If the Min_LS_interval interval is higher than 10 seconds ().

This feature is only triggered if both switches at either end of this E port interface are MDS switches and
are running Cisco SAN-OS Release 2.0(1b) or later, or MDS NX-OS Release 4.1(1a) or later.

Setting the Interface Administrative State

Step 1

Step 2
Step 3

To disable or enable an interface using Fabric Manager, follow these steps:

Either expand Switches > Interfaces and then select Gigabit Ethernet or expand Switches > Interfaces
and then select FC Physical. You see the interface configuration in the Information pane.

Click the General tab.
Click Admin.
You see the drop-down box shown in Figure 2-3.

Figure 2-3 Changing the Administrative Status of a Switch

Cisco Fabric Manager Interfaces Configuration Guide
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Step 4
Step 5
Step 6

Set the status to down (disable) or up (enable).
(Optional) Set other configuration parameters using the other tabs.

Click Apply Changes.

Configuring Interface Modes

Note

Step 1

Step 2
Step 3
Step 4
Step 5

To ensure that ports that are part of ISLs do not get changed to port mode F, configure the ports in port
mode E, rather than in Auto mode.

To configure the interface mode using Fabric Manager, follow these steps:

Expand Switches > Interfaces, and then select FC Physical.

You see the interface configuration in the Information pane.

Click the General tab.

Click Mode Admin. Set the desired interface mode from the Admin drop-down menu.
(Optional) Set other configuration parameters using the other tabs.

Click Apply Changes icon.

Configuring Administrative Speeds

By default, the port administrative speed for an interface is automatically calculated by the switch.

Caution

Step 1

Step 2
Step 3

Changing the port administrative speed is a disruptive operation.

To configure administrative speed of the interface using Fabric Manager, follow these steps:

Expand Switches > Interfaces, and then select FC Physical.

You see the interface configuration in the Information pane.

Click the General tab.

Click Speed Admin. Set the desired speed from the drop-down menu.

The number indicates the speed in megabits per second (Mbps). You can set the speed to 1-Gbps, 2-Gbps,
4-Gbps, 8-Gbps, or auto (default).

Note  Ona Cisco Nexus 5000 Series switch that runs Cisco NX-OS Release 4.2(2), you can configure
the 8-Gbps administrative speed only on an M1060 switch module. You can configure the speed
to 1 Ghps, 2 Gbps, or 4 Ghps on all switch modules on a Cisco Nexus 5000 Series switch that
runs Cisco NX-OS Release 4.2(2) or earlier releases.
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Step4  Click Apply Changes.

For internal ports on the Cisco Fabric Switch for HP ¢_Class BladeSystem and Cisco Fabric Switch for
IBM BladeCenter, a port speed of 1 Gbps is not supported. Auto-negotiation is supported between 2
Gbps and 4 Gbps only. Also, if the BladeCenter is a T chassis, then port speeds are fixed at 2 Gbps and
auto-negotiation is not enabled.

Autosensing

Autosensing speed is enabled on all 4-Gbps and 8-Gbps switching module interfaces by default. This
configuration enables the interfaces to operate at speeds of 1 Gbps, 2 Ghps, or 4 Gbps on the 4-Gbps
switching modules, and 8 Gbps on the 8-Gbps switching modules. When autosensing is enabled for an
interface operating in dedicated rate mode, 4 Gbps of bandwidth is reserved, even if the port negotiates
at an operating speed of 1 Gbps or 2 Gbps.

To avoid wasting unused bandwidth on 48-port and 24-port 4-Gbps and 8-Gbps Fibre Channel switching
modules, you can specify that only 2 Ghps of required bandwidth be reserved, not the default of 4 Gbps
or 8 Gbps. This feature shares the unused bandwidth within the port group provided that it does not
exceed the rate limit configuration for the port. You can also use this feature for shared rate ports that
are configured for autosensing.

Tip When migrating a host that supports up to 2-Gbps traffic (that is, not 4 Gbps with autosensing
capabilities) to the 4-Gbps switching modules, use autosensing with a maximum bandwidth of 2 Ghps.
When migrating a host that supports up to 4-Gbps traffic (that is, not 8 Gbps with autosensing
capabilities) to the 8-Gbps switching modules, use autosensing with a maximum bandwidth of 4 Ghps.

About Interface Descriptions

Interface descriptions enable you to identify the traffic or the use for that interface. The interface
description can be any alphanumeric string.

Specifying a Port Owner

Using the port owner feature, you can specify the owner of a port and the purpose for which a port is
used so that the other administrators are informed.

Note  The port guard and port owner features are available for all ports regardless of the operational mode.
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To specify or remove the port owner using the Fabric Manager, follow these steps:

Stepl  Expand Switches > Interfaces and then select FC Physical.
You see the interface configuration in the Information pane.

Step2  Click the General tab (see Figure 2-4) and then select the port.

Figure 2-4 Fabric Manager - Port Owner

Step3  Inthe Owner text box, enter a port owner and the purpose for