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                  	Audience
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                  	Documentation Feedback

               

            
            
         
      

   
      
         
            
            Audience

            
            
               
               This guide is intended
                  		primarily for data center administrators with responsibilities and expertise in
                  		one or more of the following:
                  	 
               

               
               
                  
                  	
                     		  
                     Virtual machine installation and administration
                        		  
                     

                     		
                  

                  
                  	
                     		  
                     Server administration
                        		  
                     

                     		
                  

                  
                  	
                     		  
                     Switch and network administration
                        		  
                     

                     		
                  

                  
                  	
                     				
                     				
                     Cloud administration

                     			
                  

                  
               

               
            

            
         
      

   
      
         
            
            Document
               	 Conventions
            

            
            
            
               
               
                  		
                  Command descriptions
                     		  use the following conventions:
                     		
                  
 
                  		
                  
                     
                     
                        
                        
                     
                     
                        
                        
                           
                           	Convention
                              				  
                           
                           
                           	Description
                              				  
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	 
                              					 bold 
                              				  
                           
                           
                           	 
                              					 
                              Bold text
                                 						indicates the commands and keywords that you enter literally as shown.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	 
                              					 Italic 
                                 					  
                              				  
                           
                           
                           	 
                              					 
                              Italic
                                 						text indicates arguments for which the user supplies the values.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	[x]
                              				  
                           
                           
                           	 
                              					 
                              Square
                                 						brackets enclose an optional element (keyword or argument).
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	[x | y]
                              				  
                           
                           
                           	 
                              					 
                              Square
                                 						brackets enclosing keywords or arguments separated by a vertical bar indicate
                                 						an optional choice.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	{x | y}
                              				  
                           
                           
                           	 
                              					 
                              Braces
                                 						enclosing keywords or arguments separated by a vertical bar indicate a required
                                 						choice.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	[x {y | z}]
                              				  
                           
                           
                           	 
                              					 
                              Nested set
                                 						of square brackets or braces indicate optional or required choices within
                                 						optional or required elements. Braces and a vertical bar within square brackets
                                 						indicate a required choice within an optional element.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	 
                              					 variable 
                              				  
                           
                           
                           	 
                              					 
                              Indicates
                                 						a variable for which you supply values, in context where italics cannot be
                                 						used.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	string
                              				  
                           
                           
                           	A nonquoted set of
                              					 characters. Do not use quotation marks around the string or the string will
                              					 include the quotation marks.
                              				  
                           
                           
                        

                        
                     
                  
 
                  	 
               
               
                
                  		
                  Examples use the
                     		  following conventions:
                     		
                  

                  		
                  
                     
                     
                        
                        
                     
                     
                        
                        
                           
                           	Convention
                              				  
                           
                           
                           	Description
                              				  
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	 
                              					 screen font 
                              				  
                           
                           
                           	 
                              					 
                              Terminal
                                 						sessions and information the switch displays are in screen font.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	 
                              					  
                                 						boldface screen font 
                                 					  
                              				  
                           
                           
                           	 
                              					 
                              Information you must enter is in boldface screen font.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	 
                              					 
                                 						italic screen font 
                                 					  
                              				  
                           
                           
                           	 
                              					 
                              Arguments
                                 						for which you supply values are in italic screen font.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	< >
                              				  
                           
                           
                           	 
                              					 
                              Nonprinting characters, such as passwords, are in angle
                                 						brackets.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	[ ]
                              				  
                           
                           
                           	 
                              					 
                              Default
                                 						responses to system prompts are in square brackets.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                        
                           
                           	!, #
                              				  
                           
                           
                           	 
                              					 
                              An
                                 						exclamation point (!) or a pound sign (#) at the beginning of a line of code
                                 						indicates a comment line.
                                 					 
                              
 
                              				  
                           
                           
                        

                        
                     
                  
 
                  	 
               
               
                
                  		
                  This document uses
                     		  the following conventions:
                     		
                  
 
                  		
                  
                     
                        	
                           Note

                        
                        	
                            
                              		  
                              Means 
                                 			 reader take
                                    				note. Notes contain helpful suggestions or references to material not
                                 			 covered in the manual.
                                 		  
                              
 
                              		
                           

                        
                     

                  
 
                  		
                  
                     
                        	
                           Caution

                        
                        	
                            
                              		  
                              Means 
                                 			 reader be
                                    				careful. In this situation, you might do something that could result in
                                 			 equipment damage or loss of data.
                                 		  
                              
 
                              		
                           

                        
                     

                  

                  			
                  
                     
                        	
                           Warning

                        
                        	
                           
                              				
                              IMPORTANT SAFETY INSTRUCTIONS

                              				
                              This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work on any equipment,
                                 be aware of the hazards involved with electrical circuitry and be familiar with standard practices for preventing accidents.
                                 Use the statement number provided at the end of each warning to locate its translation in the translated safety warnings that
                                 accompanied this device.
                              

                              				
                              SAVE THESE INSTRUCTIONS

                              			
                           

                        
                     

                  

                  	 
               
               
            

            
         
      

   
      
         
            
            Documentation
               	 Feedback
            

            
            
               
               To provide technical feedback on this document, or to report an error or omission, please send your comments to apic-docfeedback@cisco.com. We appreciate your feedback. 
               

               
            

            
         
      

   
      
         
            
            
            Chapter 1. New and Changed Information
            

            
            
            
               
               
            

            
            
            
               
                  	New and Changed Information

               

            
            
         
      

   
      
         
            
            Chapter 2. Overview
            

            
            
            
            
            
            
               
                  	Extending the Cisco ACI Fabric to the Public Cloud

                  	Components of Extending Cisco ACI Fabric to the Public Cloud

                  	Changes in APIC Release 4.2(1)

                  	Policy Terminology

                  	Cisco Cloud APIC Licensing

                  	Cisco Cloud APIC-Related Documentation

               

            
            
         
      

   
      
         
            
            
            Extending the Cisco ACI Fabric to the Public Cloud

            
            
            
               
               
                  Cisco Application Centric
                     									Infrastructure (ACI) customers who own a private cloud sometimes may run part of their workload on a
                  public cloud. However, migrating the workload to the public cloud requires working with
                  a different interface and learning different ways to set up connectivity and define
                  security policies. Meeting these challenges can result in increased operational cost and
                  loss of consistency.
               

               
               Beginning in Cisco Application Policy Infrastructure
                     									Controller (APIC) Release 4.1(1), Cisco ACI can use Cisco Cloud APIC to extend a Cisco ACI Multi-Site fabric to Amazon Web Services (AWS) public clouds. 
               

               
               Beginning in APIC Release 4.2(1), Cisco ACI can also use Cisco Cloud APIC to extend a Cisco ACI Multi-Site fabric to Microsoft Azure public clouds. 
               

               
               
                  What Cisco Cloud APIC Is

                  
                  
                  Cisco Cloud APIC is a software component of Cisco APIC that can be deployed on a cloud-based virtual machine (VM). Cisco Cloud APIC
                     provides the following features:
                  

                  
                  
                     
                     	
                        
                        Provides an interface that is similar to the existing Cisco APIC to interact with the Amazon AWS or Microsoft Azure public clouds.
                        

                        
                     

                     
                     	
                        
                        Automates the deployment and configuration of cloud connectivity.

                        
                     

                     
                     	
                        
                        Configures the cloud router control plane.

                        
                     

                     
                     	
                        
                        Configures the data path between the on-premises Cisco ACI fabric and the cloud site.
                        

                        
                     

                     
                     	
                        
                        Translates Cisco ACI policies to cloud native policies.
                        

                        
                     

                     
                     	
                        
                        Discovers endpoints.

                        
                     

                     
                  

                  
               
               
               
                  How Users Can Benefit from Cisco ACI Extension to the Public Cloud

                  
                  
                  Cisco Cloud APIC is a key part of Cisco ACI extension to the public cloud. Cisco Cloud APIC provides consistent policy,
                     security, and analytics for workloads deployed either on or across on-premises data
                     centers and the public cloud. 
                  

                  
                  
                     Cisco ACI extension to the public cloud also provides an automated connection between
                     on-premises data centers and the public cloud with easy provisioning and monitoring.
                     It also provides a single point for managing, monitoring, and troubleshooting
                     policies across on-premises data centers and the public cloud or between cloud
                     sites.
                  

                  
               
               
               
                  Azure Government Support

                  
                  
                  Starting with Release 4.2(3), Cisco Cloud APIC supports Azure Government for on-premises-to-cloud connectivity (Hybrid-Cloud and
                     Hybrid Multi-Cloud), cloud site-to-cloud site connectivity (Multi-Cloud), and
                     single-cloud configurations (Cloud First).
                  

                  
                  Cisco Cloud APIC supports the following Azure Government regions:
                  

                  
                  
                     
                     	
                        
                        US DoD Central

                        
                     

                     
                     	
                        
                        US DoD East

                        
                     

                     
                     	
                        
                        US Gov Arizona

                        
                     

                     
                     	
                        
                        US Gov Texas

                        
                     

                     
                     	
                        
                        US Gov Virginia

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            Components of Extending Cisco ACI Fabric to the Public Cloud

            
               Several components—each with its specific role—are required to extend the Cisco Application Centric
                     									Infrastructure (ACI) Multi-Site fabric to the Microsoft Azure public cloud. 
               

               The following illustration shows the architecture of Cisco Cloud APIC.
               

               
                  Cisco Cloud APIC Architecture
                  
                  
[image: Cisco Cloud APIC architecture diagram]


               
               
                  On-Premises Data Center Components

                  
                  
                  
                  
                     	Cisco ACI Fabric and Cisco APIC

                     	
                        
                        The Cisco ACI allows application requirements to define the network. This architecture simplifies, optimizes, and accelerates the entire
                           application deployment life cycle. Cisco Application Policy Infrastructure
                              									Controller (APIC) is a key component of Cisco ACI. It enables applications to directly connect with a secure, shared, high-performance resource pool that includes network,
                           compute, and storage capabilities.
                        

                        
                     

                     	Cisco ACI Multi-Site and Cisco ACI Multi-Site Orchestrator
                     

                     	
                        
                        Cisco ACI Multi-Site is an architecture that allows the application to define the networking requirements in a programmatic way. This
                           architecture simplifies, optimizes, and accelerates application deployment. You must have Cisco ACI Multi-Site installed to use Cisco Cloud APIC to extend the fabric into the public cloud.
                        

                        
                        For more information, see the Cisco ACI Multi-Site documentation on Cisco.com and the section Managing Cisco Cloud APIC Through Cisco ACI Multi-Site in this guide.
                        

                        
                        Cisco ACI Multi-Site Orchestrator (MSO) manages multiple instances of Cisco Application Policy Infrastructure
                              									Controller (APICs) in multiple fabrics (sites).
                        

                        
                        When extending the Cisco ACI fabric to the public cloud, Cisco ACI Multi-Site Orchestrator creates connectivity between the on-premises data center and the public cloud. Use Cisco ACI Multi-Site to create tenants across the on-premises data center and the public cloud. 
                        

                        
                        
                        
                           
                              	
                                 Note

                              
                              	
                                 You must configure the on-premises Cisco ACI fabric: Create a Fabric Ext Connection Policy and define the overlay TEP and other information required for Multi-Site. You
                                    also must add the on-premises Cisco ACI fabric to the Multi-Site architecture. See the Cisco ACI Multi-Site Configuration Guide on Cisco.com. 
                                 

                              
                           

                        

                        
                        For more information, see the Cisco ACI Multi-Site documentation on Cisco.com and the section Managing Cisco Cloud APIC Through Cisco ACI Multi-Site in this guide.
                        

                        
                     

                     	IP Security (IPsec) Router

                     	
                        
                        A router capable of Internet Protocol Security (IPsec) is required to establish IPsec connections between the on-premises
                           site and the cloud site in Microsoft Azure.
                        

                        
                     

                  

                  
               
               
                  Azure Public Cloud Components

                  
                  
                  
                     	Cisco Cloud APIC

                     	Cisco Cloud APIC performs the following actions:
                        
                           	
                              
                              
                              Defines a site on the public cloud, provisions the cloud infra virtual networks (VNETs) and manages the Cisco Cloud Services
                                 Router (CSR) across all regions. 
                              

                              
                           

                           	
                              
                              Renders the Cisco ACI policy model in the public cloud, and manages cloud health.
                              

                              
                           

                        

                        For more information, see Cisco Cloud APIC Release Notes. Also see the sections Deploying the Cloud APIC in Azure and Configuring Cisco Cloud APIC Using the Setup Wizard in this guide.
                        

                     

                     	Cisco Cloud Services Router

                     	
                        
                        
                        The Cisco Cloud Services Router 1000V (CSR 1000V) is a virtual router that delivers comprehensive WAN gateway and network
                           services into virtual and cloud environments. The CSR 1000V enables enterprises to extend their WANs into provider-hosted
                           clouds. Two CSR 1000Vs are required for Cisco Cloud ACI solution. 
                        

                        
                        For more information, see the Cisco CSR 1000v documentation.
                        

                        
                     

                     	Microsoft Azure public cloud

                     	
                        
                        Microsoft Azure is a cloud-based platform that provides on-demand services such as compute, storage, network, and databases.
                           Subscribers to Azure have access through the Internet to virtual computers where they can run their workloads.
                        

                        
                        For more information, see the documentation on the Microsoft Azure website.

                        
                     

                  

                  
               
               
                  Connections Between the On-Premises Data Center and the Public Cloud

                  
                  
                  
                     	IPsec VPN

                     	
                        
                        You need Internet connectivity with a VPN from the IPsec router, including a publicly routable IP address and with sufficient
                           bandwidth for Microsoft Azure connectivity.
                        

                        
                     

                     	Management Connection

                     	You need a management connection between the Multi-Site Orchestrator in the on-premises data center and Cisco Cloud APIC in the Microsoft Azure public cloud.
                     

                  

                  
               
            

         
      

   
      
         
            Changes in APIC Release 4.2(1)

            
               As part of the initial release of the Cisco Cloud APIC in APIC Release 4.1(1), support was provided for the initial release of on-premises-to-cloud connectivity, or Hybrid-Cloud,
                  where you could use the Cisco ACI Multi-Site Orchestrator to extend an on-premises Cisco ACI site to Amazon AWS public clouds.
               

               
                  
                  
                     
                     [image: images/307510.jpg]

                  
                  
               

               Beginning in APIC Release 4.2(1), you can now use the Cisco ACI Multi-Site Orchestrator to extend an on-premises Cisco ACI site to Microsoft Azure public clouds.
               

               
                  
                  
                     
                     [image: images/307509.jpg]

                  
                  
               

               With the expanded functionality available in this release, you can also use the Cisco ACI Multi-Site Orchestrator to establish connectivity between the following components:
               

               
                  	
                     
                     On-premises-to-cloud connectivity:

                     
                     
                        	
                           
                           Connectivity for these public cloud sites:

                           
                           
                              	
                                 
                                 On-premises Cisco ACI and Amazon AWS public cloud sites (available previously in APIC Release 4.1[1])
                                 

                                 
                              

                              	
                                 
                                 On-premises Cisco ACI and Microsoft Azure public cloud sites
                                 

                                 
                              

                           

                           
                        

                        	
                           
                           On-premises-to-single cloud site connectivity (Hybrid-Cloud)

                           
                        

                        	
                           
                           On-premises-to-multiple cloud sites connectivity (Hybrid Multi-Cloud)

                           
                        

                     

                     
                     
                        
                        
                           
                           [image: images/307511.jpg]

                        
                        
                     

                     
                  

                  	
                     
                     Cloud site-to-cloud site connectivity (Multi-Cloud):

                     
                     
                        	
                           
                           Between Amazon AWS public cloud sites and Microsoft Azure public cloud sites

                           
                        

                        	
                           
                           Between Amazon AWS public cloud sites (Amazon AWS public cloud site-to-Amazon AWS public cloud site)

                           
                        

                        	
                           
                           Between Microsoft Azure public cloud sites (Microsoft Azure public cloud site-to-Microsoft Azure public cloud site)

                           
                        

                     

                     
                     
                        
                        
                           
                           [image: images/307606.jpg]

                        
                        
                     

                     
                  

               

               In addition, support is also available for the single-cloud configuration (Cloud First).

            

         
      

   
      
         
            Cisco Cloud APIC Licensing

            
               This section lists the licensing requirements to use Cisco Cloud Application Policy
                     									Infrastructure Controller (APIC). 
               

               
                  Cisco Cloud APIC and Cisco Cloud Services Router
                  

                  
                  
                  
                  Cisco licenses Cisco Cloud APIC by each virtual machine (VM) instance that it manages. The Cisco Cloud APIC binary images are available on Microsoft Azure portal and support the Bring Your Own License (BYOL) model.
                  

                  
                  The Essential Cloud tier includes licenses for a single policy domain or a single instance of Cisco Cloud APIC on a public cloud. If you deploy multiple instances of Cisco Cloud APIC, buy an Advantage Cloud license for each VM instance that Cisco Cloud APIC manages. 
                  

                  
                  For licensing details, see the Cisco Application Centric Infrastructure Ordering Guide.
                  

                  
                  In addition to obtaining one or more Cisco Cloud APIC licenses, you must register your Cisco Cloud APIC and Cisco Cloud Services Router (CSR) with Cisco Smart Software Licensing. 
                  

                  
                   Cisco Smart Licensing is a unified license management system that manages software licenses across Cisco products. To learn
                     more about Smart Software Licensing, visit https://www.cisco.com/go/smartlicensing.
                  

                  
                  Complete the following steps to register Cisco Cloud APIC and CSR:
                  

                  
                  
                     	
                        
                        Ensure that this product has access to the internet or a Smart Software Manager satellite that is installed on your network.

                        
                     

                     	
                        
                        Log in to Smart Account:

                        
                        
                           	
                              
                              Smart Software Manager: https://software.cisco.com/

                              
                           

                           	
                              
                              Smart Software Manager Satellite: https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

                              
                           

                        

                        
                     

                     	
                        
                        Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

                        
                     

                     	
                        
                        Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it.

                        
                     

                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           Cisco Cloud APIC deploys the appropriate size of CSRs based on the setting chosen in the Throughput of the routers field in the Cisco Cloud APIC setup wizard. See Requirements for the Azure Public Cloud and Configuring Cisco Cloud APIC Using the Setup Wizard for more information.
                           

                        
                     

                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                              If you remove a CSR from deployment at some point in the future (by deleting the CSR through the Cisco Cloud APIC GUI or through the cloud console or portal), this results in the CSR smart license server getting severed from that CSR.
                                 The CSR instance that got deleted will get marked as stale for 90 days and the license cannot be reused by any other new CSRs
                                 for that period of time.
                              

                              
                              To avoid this situation, rehost the new CSR to the old license by following the procedures provided here:

                              
                              Rehosting the Cisco CSR 1000v License

                              
                           

                        
                     

                  

                  
               
               
                  On-Premises Cisco ACI Licenses
If you have a single on-premises Cisco ACI site with one or more cloud sites, you can run your on-premises Cisco ACI fabric in either the Essential, Advantage, or Premier license tier.
               
               
                  Microsoft Azure

                  
                  
                  You must subscribe to the Cisco Cloud Services Router (CSR) 1000V - Bring Your Own License (BYOL) for Maximum Performance.
                     To subscribe through the Microsoft Azure Marketplace, follow the instructions in Subscribing to the Cisco Cloud Services Router 1000V.
                  

                  
               
            

         
      

   
      
         
            
            Chapter 3. Preparing for Installing Cisco Cloud APIC
            

            
            
            
            
            
               
                  	Requirements for Extending the Cisco ACI Fabric to the Public Cloud

                  	Cloud APIC Communication Ports

                  	Cisco Cloud APIC Installation Workflow

               

            
            
         
      

   
      
         
            Requirements for Extending the Cisco ACI Fabric to the Public Cloud

            
               Before you can extend the Cisco Application Centric
                     									Infrastructure (ACI) to the public cloud, you must meet requirements for the Cisco ACI on-premises datacenter and the Microsoft Azure deployment.
               

            

            
            
               
                  	Requirements for the On-Premises Data Center

                  	Requirements for the Azure Public Cloud

               

            
            
         
      

   
      
         
            Requirements for the On-Premises Data Center

            
               This section lists the on-premises data center requirements for extending the Cisco Application Centric
                     									Infrastructure (ACI) fabric to the public cloud.
               

               
                  	
                     
                     Ensure that the Cisco ACI fabric is installed with the following components:
                     

                     
                     
                     
                        
                        
                     

                     
                     
                        	
                           
                           
                           At least two Cisco Nexus EX or FX spine switches, or Nexus 9332C and 9364C spine switches, running Cisco Nexus 9000 Series
                              ACI Mode switch software release 14.1 or later.
                           

                           
                        

                        	
                           
                           At least two Cisco Nexus pre-EX, EX, or FX leaf switches running the Cisco Nexus 9000 Series ACI Mode switch software release
                              14.1 or later.
                           

                           
                        

                        	
                           
                           At least one on-premises Cisco Application Policy Infrastructure
                                 									Controller (APIC) running release 4.1 or later and Cisco ACI Multi-Site Orchestrator (MSO) Release 2.2(x) or later.
                           

                           
                        

                     

                     
                  

                  	
                     
                     
                     Cisco ACI Multi-Site Orchestrator 2.2(x) deployed with basic configuration.

                     
                  

                  	
                     
                     A router capable of terminating Internet Protocol Security (IPsec).

                     
                  

                  	
                     
                     You need to make sure that you have enough bandwidth for tenant traffic between on-premises and cloud sites.

                     
                  

                  	
                     
                     A Cisco SMART Licensing account and a Cisco ACI Leaf Advantage license.
                     

                     
                     All leafs on the on-premises site or sites must have Cisco ACI leaf licenses. 
                     

                     
                  

                  	
                     
                     Workloads that are connected to the Cisco ACI fabric.
                     

                     
                  

                  	
                     
                     
                     An intersite network (ISN) that is configured between the Cisco ACI fabric (spine) and the IP Security (IPsec) termination device.
                     

                     
                     
                     For information about creating an ISN, see the "Multipod" chapter of the Cisco APIC Layer 3 Networking Configuration Guide, Release 4.0(1).
                     

                     
                  

                  	
                     
                     
                     Certain firewall ports must be permitted if you are deploying firewalls between your on-premises and Azure deployments. These
                        include HTTPS access for the Cisco Cloud APIC, IPsec ports for each Azure CSR, and SSH connectivity for Azure CSR remote management.
                        
                     

                     
                     These firewall ports are described in more detail in Cloud APIC Communication Ports in this guide.
                     

                     
                  

               

            

         
      

   
      
         
            Requirements for the Azure Public Cloud

            
               This section lists the Microsoft Azure requirements for extending the Cisco Application Centric
                     									Infrastructure (ACI) fabric to the public cloud.
               

               
                  Azure Accounts

                  
                  
                  You must have at least one Azure account. You will then create a subscription in your Azure account, where you can choose
                     to deploy multiple tenants within the same subscription or you can create multiple subscriptions for the tenants.
                  

                  
               
               
                  Azure Quota Limits

                  
                  
                  Verify that you have the appropriate Azure quota limits:

                  
                  
                     	
                        
                        Navigate to Subscriptions > Settings: Usage + quotas.
                        

                        
                     

                     	
                        
                        In the Select a provider field, select:
                        

                        
                        
                           	
                              
                              Microsoft.Compute

                              
                           

                           	
                              
                              Microsoft.Network

                              
                           

                        

                        
                     

                     	
                        
                        In the Select a location field, select your region (for example, West US).
                        

                        
                     

                     	
                        
                        In the last field, change Show only items with usage to Show all.
                        

                        
                     

                  

                  
                  Output similar to the following appears. Use this output to verify that you have the appropriate Azure quota limits.

                  
                  
                     
                     [image: images/307588.jpg]

                  
                  
               
               
                  Azure Resources

                  
                  
                  You need the following resources as part of the Azure deployment:

                  
                  
                     	
                        
                        Access to the Azure Marketplace offer. Locate the Cisco Cloud APIC offer on the Azure Marketplace and follow the steps in
                           that page:
                        

                        
                        https://azuremarketplace.microsoft.com/en-us/marketplace/apps/cisco.cisco-aci-cloud-apic

                        
                     

                     	
                        
                        The following cloud resource requirements (assumes one tenant, one VRF):

                        
                        
                           
                           
                              
                              
                              
                           
                           
                              
                                 	
                                    
                                    Resource Name

                                    
                                 
                                 	
                                    
                                    Resource Type

                                    
                                 
                                 	
                                    
                                    Minimum Requirement

                                    
                                 
                              

                           
                           
                              
                                 	
                                    
                                    Virtual Networks 

                                    
                                 
                                 	
                                    
                                    Network

                                    
                                 
                                 	
                                    
                                    2

                                    
                                 
                              

                              
                                 	
                                    
                                    Static Public IP Addresses

                                    
                                 
                                 	
                                    
                                    Network

                                    
                                 
                                 	
                                    
                                    9

                                    
                                 
                              

                              
                                 	
                                    
                                    Total Public IP Addresses (Static Public IP Addresses and Dynamic Public IP Addresses)

                                    
                                 
                                 	
                                    
                                    Network

                                    
                                 
                                 	
                                    
                                    12

                                    
                                 
                              

                              
                                 	
                                    
                                    Network Security Groups

                                    
                                 
                                 	
                                    
                                    Network

                                    
                                 
                                 	
                                    
                                    5

                                    
                                 
                              

                              
                                 	
                                    
                                    Application Security Groups

                                    
                                 
                                 	
                                    
                                    Network

                                    
                                 
                                 	
                                    
                                    5

                                    
                                 
                              

                              
                                 	
                                    
                                    Application Gateways

                                    
                                 
                                 	
                                    
                                    Network

                                    
                                 
                                 	
                                    
                                    1

                                    
                                 
                              

                              
                                 	
                                    
                                    Virtual Machines

                                    
                                 
                                 	
                                    
                                    Compute

                                    
                                 
                                 	
                                    
                                    8

                                    
                                 
                              

                              
                                 	
                                    
                                    Standard DSv2 Family vCPUs

                                    
                                 
                                 	
                                    
                                    Compute

                                    
                                 
                                 	
                                    
                                    16

                                    
                                 
                              

                              
                                 	
                                    
                                    Standard DSv3 Family vCPUs

                                    
                                 
                                 	
                                    
                                    Compute

                                    
                                 
                                 	
                                    
                                    8

                                    
                                 
                              

                              
                                 	
                                    
                                    Premium Storage Managed Disks

                                    
                                 
                                 	
                                    
                                    Compute

                                    
                                 
                                 	
                                    
                                    4

                                    
                                 
                              

                           
                        

                        
                     

                  

                  
               
               
                  Azure Resource Providers

                  
                  
                  For every subscription that you use with the Cloud APIC, including for tenants that have subscriptions that you might add
                     later, you must register the following resource providers: 
                  

                  
                  
                     	
                        
                        microsoft.insights

                        
                     

                     	
                        
                        Microsoft.EventHub

                        
                     

                     	
                        
                        Microsoft.Logic

                        
                     

                     	
                        
                        Microsoft.ServiceBus

                        
                     

                  

                  
                  For more information, see Registering the Necessary Resource Providers.
                  

                  
               
               
                  Cisco Cloud Services Router (CSR)

                  
                  
                  Deploy the CSRs in the appropriate size, depending on the bandwidth requirement defined during the Cisco Cloud APIC setup.
                  

                  
                  The value for the throughput of the routers determines the size of the CSR instance that you deploy; a higher value for the
                     throughput results in the deployment of a larger VM. CSR licensing is based on the throughput configuration that you set as
                     part of the Cisco Cloud APIC setup process. You need the equivalent or higher license in your Smart account and the AX feature
                     set for compliance.
                  

                  
                  The following table lists what Azure VM sizes are needed for different router throughput settings:

                  
                  
                     
                     
                        
                        
                        
                        
                     
                     
                        
                           	
                              
                              CSR Throughput

                              
                           
                           	
                              
                              Azure VM Size

                              
                           
                           	
                              
                              Premium Storage

                              
                           
                           	
                              
                              Accelerated Networking

                              
                           
                        

                     
                     
                        
                           	
                              
                              Up to 1 GB

                              
                           
                           	
                              
                              DS3_v2

                              
                           
                           	
                              
                              Yes

                              
                           
                           	
                              
                              On

                              
                           
                        

                        
                           	
                              
                              1 GB - 5 GB

                              
                           
                           	
                              
                              DS4_v2

                              
                           
                           	
                              
                              Yes

                              
                           
                           	
                              
                              On

                              
                           
                        

                     
                  

                  
               
               
                  Cisco Cloud APIC

                  
                  
                  Cisco Cloud APIC is deployed using Standard_D8s_v3.
                  

                  
               
            

         
      

   
      
         
            Cisco Cloud APIC Installation Workflow

            
               This section provides a high-level description of the tasks that are required to install and deploy Cisco Cloud APIC. You perform installation tasks through Azure management portal, the Azure Resource Manager (ARM) template, the Cloud APIC
                  Setup Wizard, and Cisco Application Centric
                     									Infrastructure (ACI) Multi-Site.
               

               
                  	
                     
                     Fulfill all prerequisites, which include tasks in the on-premises data center and the public cloud.

                     
                     See the section "Requirements for Extending the Cisco ACI Fabric to the Public Cloud."
                     

                     
                  

                  	
                     
                     Deploy Cisco Cloud APIC in Azure.
                     

                     
                     This task includes subscribing to the Cisco Cloud Services Router 1000V, registering the necessary resource providers, and
                        creating an application in Azure. 
                     

                     
                     You also must create an Azure SSH keypair, deploy the Cisco Cloud APIC in Azure, and add a role assignment for a VM.
                     

                     
                     See the section "Deploying the Cloud APIC in Azure."
                     

                     
                  

                  	
                     
                     Configure Cisco Cloud APIC using the Setup Wizard.
                     

                     
                     This task includes logging into Cisco Cloud APIC and configuring the Cisco Cloud ACI fabric for connecting to the public cloud. You also add the Azure region selection. You
                        provide the Border Gateway Protocol (BGP) autonomous system number (ASN) and OSPF area ID for intersite network (ISN) peering
                        and add an external subnet. You then add the IPsec peer address. 
                     

                     
                     See the section "Configuring Cisco Cloud APIC Using the Setup Wizard."
                     

                     
                  

                  	
                     
                     Configure Cisco Cloud APIC using Cisco ACI Multi-Site.
                     

                     
                     
                        	
                           
                           For on-premises-to-cloud connectivity, this task includes logging into the Cisco ACI Multi-Site Orchestrator GUI, adding the on-premises and cloud site, configuring the fabric connectivity infra, and configuring
                              the properties for the on-premises site. You then configure the Cisco ACI spines, BGP peering, and enable the connectivity between the on-premises site and the Azure cloud sites. 
                           

                           
                        

                        	
                           
                           For cloud-to-cloud connectivity, this task includes logging into the Cisco ACI Multi-Site Orchestrator GUI, adding the cloud sites, enabling the ACI Multi-Site option and selecting the Deploy Only option when you are deploying the configuration.
                           

                           
                        

                     

                     
                     See the section "Managing Cisco Cloud APIC Through Cisco ACI Multi-Site."
                     

                     
                  

                  	
                     
                     Use Cisco Cloud APIC to extend Cisco ACI policy into the Azure public cloud.
                     

                     
                     See the sections "Navigating the Cisco Cloud APIC GUI" and "Configuring Cisco Cloud APIC Components."
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                  	Registering the Necessary Resource Providers

                  	Creating an Application in Azure

                  	Generating an SSH Key Pair for Azure

                  	Deploying the Cloud APIC in Azure

               

            
            
         
      

   
      
         
            
            Chapter 5. Configuring Cisco Cloud APIC Using the Setup Wizard
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            Understanding Limitations for Number of Sites, Regions and CSRs

            
               Throughout this document, you will be asked to decide on various configurations for sites, regions and CSRs. Following is
                  a list of limitations for each that you should keep in mind as you're making configuration decisions for each.
               

               
                  Sites

                  
                  
                  The total number of sites that you can have with Cloud APIC depends on the type of configuration that you are setting up:
                  

                  
                  
                     	
                        
                        On-premises ACI site-to-cloud site configuration (AWS or Azure): ACI Multi-Site multi-cloud deployments support any combination of one or two cloud sites (AWS or Azure) and one or two on-premises
                           sites for a maximum total of four sites. The connectivity options are:
                        

                        
                        
                           	
                              
                              Hybrid-Cloud: On-premises-to-single cloud site connectivity

                              
                           

                           	
                              
                              Hybrid Multi-Cloud: On-premises-to-multiple cloud sites connectivity

                              
                           

                        

                        
                     

                     	
                        
                        Multi-Cloud: Cloud site-to-cloud site connectivity (AWS or Azure): ACI Multi-Site multi-cloud deployments support a combination of any two cloud sites (AWS, Azure, or both) for a total of
                           two sites.
                        

                        
                     

                     	
                        
                        Cloud First: Single-Cloud Configuration: ACI Multi-Site multi-cloud deployments support a single cloud site (AWS or Azure)
                        

                        
                     

                  

                  
               
               
                  Regions

                  
                  
                  Within each site, you can have a maximum of four regions per site. Cloud APIC can manage multiple regions as a single site. 
                  

                  
               
               
                  CSRs

                  
                  
                  You can have a certain number of CSRs within some regions, with the following limitations:

                  
                  
                     	
                        
                        You must have at least one region with CSRs deployed to have inter-VNET
                           (Azure), inter-VPC (AWS), or inter-VRF communications.
                        

                        
                     

                     	
                        
                        You do not have to have CSRs in every region.

                        
                     

                     	
                        
                        For regions with CSRs deployed to enable connectivity, the number of CSRs that you can deploy in each region varies:

                        
                        
                           	
                              
                              For cloud site-to-cloud site configurations (Multi-Cloud):

                              
                              
                                 	
                                    
                                    CSRs can be deployed on a maximum of two managed regions.

                                    
                                 

                                 	
                                    
                                    A maximum of two CSRs per managed region is supported, for a total of four CSRs per cloud site.

                                    
                                 

                              

                              
                           

                           	
                              
                              For on-premises-to-cloud site (Hybrid-Cloud or Hybrid Multi-Cloud) or for single-cloud (Cloud First) configurations :

                              
                              
                                 	
                                    
                                    CSRs can be deployed on all four managed regions.

                                    
                                 

                                 	
                                    
                                    A maximum of four CSRs per managed region is supported, for a total of 16 CSRs per cloud site.
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                  	Configuring a Tenant

                  	Adding a Role Assignment

                  	Creating a Schema

                  	Configuring an Application Profile and the EPGs
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            About Cisco Cloud APIC and Cisco ACI Multi-Site

            
               If you selected the Inter-Site Connectivity option in the Region Management page when configuring Cisco Cloud APIC using the setup wizard, you will use Cisco ACI Multi-Site to manage another site, such as an on-premises site or cloud sites,
                  along with the Cisco Cloud APIC site. You do not need the Cisco ACI Multi-Site if you selected only the Cloud Routers option in the Region Management page in the Setup Wizard for Cisco Cloud APIC.
               

               Several new pages have been introduced in the ACI Multi-Site Orchestrator that are used specifically for the management of the Cisco Cloud APIC. The topics in this chapter provide information on
                  these new Cisco Cloud APIC management pages. Once you have entered the necessary information in these Cisco Cloud APIC management
                  pages, the Cisco Cloud APIC essentially becomes another site that you manage through the Cisco ACI Multi-Site.
               

               If you are managing an on-premises site along with the Cisco Cloud APIC site, we recommend that you set up your on-premises
                  site before beginning these procedures, if it is not set up already. See the Cisco ACI Multi-Site Orchestrator Installation and Upgrade Guide for those procedures, located here: https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

            

         
      

   
      
         
            
            Adding a Role Assignment

            
            
            
               
               The type of role assignment that you add depends on whether you have a managed identity or unmanaged identity for the access
                  type:
               

               
               
                  
                  	
                     
                     In the Associate Account page, if you made one of the following selections:
                     

                     
                     
                        
                        	
                           
                           You chose Mode: Create Own and you selected Managed Identity in the Associate Account page, or
                           

                           
                        

                        
                        	
                           
                           You choose Mode: Select Shared and you are sharing with the infra tenant
                           

                           
                        

                        
                     

                     
                     Then you must also add a role assignment for the user tenant. Go to Adding a Role Assignment for a VM.
                     

                     
                  

                  
                  	
                     
                     If you selected Unmanaged Identity in the Associate Account page, then the cloud resources will be managed through a specific application. Go to Adding a Role Assignment for an App.
                     

                     
                  

                  
               

               
            

            
            
            
               
                  	Adding a Role Assignment for an App

                  	Adding a Role Assignment for a VM
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            Navigating the Cisco Cloud APIC GUI

            
               After you install Cisco Cloud APIC, you can use it for extending Cisco Application Centric
                     									Infrastructure (ACI) policy to the Amazon Web Services (AWS) or Microsoft Azure public cloud. You do so through the Cisco Cloud APIC GUI.
               

               In the Cisco Cloud APIC GUI, you can create a tenant, configure application profiles, endpoint groups (EPGs), contracts, filters, and VRFs. You can
                  also view Cisco Cloud APIC topology, configurations, and resources. 
               

               You perform configuration steps with the. Intent feature. For instructions on using the Intent feature, see the section Configuring Cisco Cloud APIC Components. Also see the section "Understanding the Cisco Cloud APIC GUI Icons" in the Cisco Cloud APIC User Guide.
               

               The steps for performing basic tasks in Cisco Cloud APIC differ from the steps in regular Cisco APIC. However, the functions of the tenant, application profile, and other elements of Cisco APIC are the same. For more information, see the Cisco Application Centric Infrastructure Fundamentals Guide on Cisco.com.
               

               You view configurations and other information with the left navigation pane. You can choose Dashboard (the default view), Topology, Application Management, Cloud Resources, Operations, Infrastructure, and Administrative. 
               

               For information abut the icons, see the section "Understanding the Cisco Cloud APIC GUI Icons" in the Cisco Cisco Cloud APIC User Guide on Cisco.com.
               

            

         
      

   
      
         
            
            Logging Into Cloud APIC Through SSH

            
            
            
               
               Normally, you will log into your Cloud APIC through a browser, as described in Configuring Cisco Cloud APIC Using the Setup Wizard. If you need to log into
                  your Cloud APIC through SSH for any reason, however, the following sections
                  describe how to log into the Cloud APIC using the SSH keys that you generated in the previous
                  sections or using SSH password authentication.
               

               
            

            
            
            
               
                  	Log Into Cloud APIC Using SSH Keys

                  	Log Into Cloud APIC Using SSH Password Authentication

               

            
            
         
      

   
      
         
            
            Full Cisco Trademarks with Software License

            
            
            
               
               
                  
                  THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
                     MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
                     RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
                     WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
                     RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
                     
                  

                  
                  THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
                     ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
                     INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
                     LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
                     
                  

                  
                  The Cisco implementation of TCP header compression is an adaptation of
                     a program developed by the University of California, Berkeley (UCB) as part of
                     UCB's public domain version of the UNIX operating system. All rights reserved.
                     Copyright © 1981, Regents of the University of California.
                     
                  

                  
                  NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND
                     SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE
                     ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING,
                     WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
                     AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
                     PRACTICE. 
                     
                  

                  
                  IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
                     SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
                     LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
                     USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
                     POSSIBILITY OF SUCH DAMAGES. 
                     
                  

                  
                  Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
                     numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
                     for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
                     coincidental.
                  

                  
                  All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version
                     for the latest version.
                     
                  

                  
                  Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

                  
               
               
               
                  
                   Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries.
                     To view a list of Cisco trademarks, go to this URL: http://www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply
                     a partnership relationship between Cisco and any other company. (1721R)
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