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show flow node-policy 2076

show flow node-policy detail 2077

show flow record 2078

show flow record infra 2079

show flow record tenant 2080

show flow vm-exporter 2081

show health 2082

show health leaf 2083

show health leaf fex 2084

show health leaf fex module 2085

show health leaf interface ethernet 2086

show health leaf interface fc 2087

show health leaf interface fcportchannel 2088

show health leaf interface l3instance 2089

show health leaf interface mgmt 2090

show health leaf interface portchannel 2091

show health leaf interface tunnel 2092

show health leaf interface vethernet 2093

show health leaf inventory chassis 2094

show health leaf inventory fans 2095

show health leaf inventory module 2096

show health leaf inventory module fabricport 2097

show health leaf inventory module leafport 2098

show health leaf inventory powersupply 2099

show health leaf inventory supervisor 2100

show health leaf protocol 2101

show health leaf vpc 2102

show health leaf vrf 2103

show health spine 2104

show health spine interface ethernet 2105

show health spine interface l3instance 2106

show health spine interface mgmt 2107

show health spine interface tunnel 2108

show health spine inventory chassis 2109

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
li

Contents



show health spine inventory fabric 2110
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show health tenant vrf external-l3 bgp 2145
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show name-alias tenant l3out 2213
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Preface

• Audience, on page lxxv
• Document Conventions, on page lxxv
• Related Documentation, on page lxxvi
• Documentation Feedback, on page lxxvii

Audience
This guide is intended for network and systems administrators who configure and maintain the Application
Centric Infrastructure fabric.

Document Conventions
Command descriptions use the following conventions:

DescriptionConvention
Bold text indicates the commands and keywords that you enter literally
as shown.

bold

Italic text indicates arguments for which the user supplies the values.Italic

Square brackets enclose an optional element (keyword or argument).[x]

Square brackets enclosing keywords or arguments separated by a vertical
bar indicate an optional choice.

[x | y]

Braces enclosing keywords or arguments separated by a vertical bar
indicate a required choice.

{x | y}

Nested set of square brackets or braces indicate optional or required
choices within optional or required elements. Braces and a vertical bar
within square brackets indicate a required choice within an optional
element.

[x {y | z}]

Indicates a variable for which you supply values, in context where italics
cannot be used.

variable
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DescriptionConvention

A nonquoted set of characters. Do not use quotation marks around the
string or the string will include the quotation marks.

string

Examples use the following conventions:

DescriptionConvention
Terminal sessions and information the switch displays are in screen font.screen font

Information you must enter is in boldface screen font.boldface screen font

Arguments for which you supply values are in italic screen font.italic screen font

Nonprinting characters, such as passwords, are in angle brackets.< >

Default responses to system prompts are in square brackets.[ ]

An exclamation point (!) or a pound sign (#) at the beginning of a line
of code indicates a comment line.

!, #

This document uses the following conventions:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.Note

Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

Caution

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work
on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
practices for preventing accidents. Use the statement number provided at the end of each warning to locate
its translation in the translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

Warning

Related Documentation
Cisco Application Centric Infrastructure (ACI) Documentation

The ACI documentation is available at the following URL: http://www.cisco.com/c/en/us/support/
cloud-systems-management/application-policy-infrastructure-controller-apic/
tsd-products-support-series-home.html.
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Cisco Application Centric Infrastructure (ACI) Simulator Documentation

The Cisco ACI Simulator documentation is available at http://www.cisco.com/c/en/us/support/
cloud-systems-management/application-centric-infrastructure-simulator/tsd-products-support-series-home.html.

Cisco Nexus 9000 Series Switches Documentation

The Cisco Nexus 9000 Series Switches documentation is available at http://www.cisco.com/c/en/us/support/
switches/nexus-9000-series-switches/tsd-products-support-series-home.html.

Cisco Application Virtual Switch Documentation

The Cisco Application Virtual Switch (AVS) documentation is available at http://www.cisco.com/c/en/us/
support/switches/application-virtual-switch/tsd-products-support-series-home.html.

Cisco Application Centric Infrastructure (ACI) Integration with OpenStack Documentation

Cisco ACI integration with OpenStack documentation is available at http://www.cisco.com/c/en/us/support/
cloud-systems-management/application-policy-infrastructure-controller-apic/
tsd-products-support-series-home.html.

Documentation Feedback
To provide technical feedback on this document, or to report an error or omission, please send your comments
to apic-docfeedback@cisco.com. We appreciate your feedback.
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Using the APIC CLI

• Using the NX-OS Style CLI, on page 2
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Using the NX-OS Style CLI

The APICNX-OS style CLI uses similar syntax and other conventions to the Cisco NX-OS CLI, but the APIC
operating system is not a version of Cisco NX-OS software. Do not assume that a Cisco NX-OS CLI command
works with or has the same function on the APIC CLI.

Note

Abbreviating Commands

You can abbreviate commands and keywords by entering the first few characters of a command. The
abbreviation must include sufficient characters to make it unique from other commands or keywords. If you
are having trouble entering a command, check the system prompt and enter the question mark (?) for a list of
available commands. You might be in the wrong command mode or using incorrect syntax. Command
abbreviation is shown in the following example:

apic1# show aaa authentication
Default : local
Console : local

apic1# sh aa a
Default : local
Console : local

Command Completion

To complete a command or keyword after entering an abbreviated string, press the Tab key. The CLI completes
the command or keyword only if the partial string matches only one command or keyword.

Some commands, such as show hardware internal power-management, require the Tab key for partial
completion and the ESC key for the remainder of the completion.

Note

Viewing Command Options

After typing a partial command, you can display the command options by typing a question mark (?), as
shown in the following example:

apic1# show aaa ?
authentication Show AAA Authentication information
groups Show AAA group information

Command History

The history buffer stores the previous commands you entered. Using the Up arrow key (or typing Ctrl-P),
you can recall commands in the history buffer, beginning with the most recent command. Repeat the key
sequence to recall successively older commands. To return to more recent commands in the history buffer
after recalling commands, use the Down arrow key or type Ctrl-N).
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Filtering show Command Output

You can use the vertical bar (|) with any show command and include a filter option and filtering expression.
The filtering is performed by matching each output line with a regular expression. By selecting different filter
options you can include or exclude all output that matches the expression. You can also display all output
beginning with the line that matches the expression.

An example of filtering options with the show command is as follows:

apic1# show aaa authentication
Default : local
Console : local

apic1# show aaa authentication | grep Console
Console : local
apic1#

Displaying a List of Commands and Syntax

To display a list of CLI commands and their syntax, use the show cli list command, as shown in the
following example

apic1# show cli list
[ ][mode] [None ] exec
[cfg ][mode] [exec ] configure [['terminal', 't']]
[cfg ][mode] [configure ] power redundancy-policy <WORD>
[cfg ][cmd ] [power ] redundancy-mode combined|ps-redundant|redundant
.
.
.

You can filter the output of this command, as shown in the following example:

apic1# show cli list | grep ntp
[cfg ][mode] [pod ] ntp
[cfg ][cmd ] [ntp ] authenticate
[cfg ][cmd ] [ntp ] authentication-key <id> [md5 <md5>]
.
.
.

Negating a Command with the no Prefix

Almost every configuration command has a no form that can be used to disable a feature, revert to a default
value, or remove a configuration.

To disable a feature, remove a created object, or revert a configuration setting to its default value, most
configuration commands can be preceded with the prefix 'no'.
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New, Changed, and Deprecated Commands

• New, Changed, and Deprecated Commands in Cisco APIC Release 4.2(3), on page 6
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New, Changed, and Deprecated Commands in Cisco APIC
Release 4.2(3)

The following sections describe changes in the APIC NXOS-style CLI since Release 4.2(1) .

New Commands

The following commands are added in this release.

• as-path multipath-relax

• custom-epg-name <custom_name>

• inherit bgp bestpath <WORD>

• restricted_rbac_enable

• template bgp bestpath <WORD> tenant <WORD>

• trigger upgradetriagetool

Changed Commands

The following commands are modified in this release.

• OLD: endpoint ip <A.B.C.D/LEN> next-hop <A.B.C.D>

• NEW: endpoint ip <A.B.C.D/LEN> next-hop <A.B.C.D> [scope <scope>]

• OLD: endpoint ipv6 <A:B::C:D/LEN> next-hop <A:B::C:D>

• NEW: endpoint ipv6 <A:B::C:D/LEN> next-hop <A:B::C:D> [scope <scope>]

• OLD: set conform-cos-transmit <0-6>

• NEW: set conform-cos-transmit <0-7>

• OLD: set exceed-cos-transmit <0-6>

• NEW: set exceed-cos-transmit <0-7>

• OLD: set violate-cos-transmit <0-6>

• NEW: set violate-cos-transmit <0-7>

• OLD: vmware-domain member <WORD> [encap <WORD>] [primary-encap <WORD>]
[allow-micro-segmentation] [deploy <WORD>] [push <WORD>] [binding-type
staticBinding|dynamicBinding|ephemeral] [port-allocation fixed|elastic] [num-ports <WORD>]
[untagged-access-pg] [delimiter <WORD>]

• NEW: vmware-domain member <WORD> [encap <WORD>] [primary-encap <WORD>]
[allow-micro-segmentation] [deploy <WORD>] [push <WORD>] [binding-type
staticBinding|dynamicBinding|ephemeral] [port-allocation fixed|elastic] [num-ports <WORD>]
[untagged-access-pg] [custom-epg-name <WORD>] [delimiter <WORD>]
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Deprecated Commands

No commands are removed in this release.
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A Commands

• aaa authentication login console, on page 11
• aaa authentication login default, on page 12
• aaa authentication login domain, on page 13
• aaa authentication login fallback-check, on page 14
• aaa authentication login ping-check, on page 15
• aaa banner, on page 16
• aaa group server ldap, on page 17
• aaa group server radius, on page 18
• aaa group server rsa, on page 19
• aaa group server tacacsplus, on page 20
• aaa user default-role, on page 21
• absolute, on page 22
• access-encap, on page 23
• access-group, on page 24
• access-list, on page 25
• account-status, on page 26
• action, on page 27
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• address-pool, on page 34
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• address, on page 36
• admin-rx-state, on page 37
• admin-state-enable, on page 38
• admin-state, on page 40
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• admin, on page 42
• advertise-host-routes, on page 43
• advertise-subnet, on page 44
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• algo, on page 46
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• allow-origin, on page 48
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aaa authentication login console
aaa authentication login console

Description: Configure console methods

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa authentication login console
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aaa authentication login default
aaa authentication login default

Description: Configure default methods

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa authentication login default
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aaa authentication login domain
aaa authentication login domain <WORD>

Description: Configure domain methods

Syntax:

Login domain nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa authentication login domain <WORD>
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aaa authentication login fallback-check
aaa authentication login fallback-check

Description: checks if default auth servers are active or not before allowing fallback login

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa authentication login fallback-check
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aaa authentication login ping-check
aaa authentication login ping-check

Description: Enables ICMP health check of AAA servers

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa authentication login ping-check
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aaa banner
aaa banner <LINE>

Description: CLI informational banner to be displayed before user login (wrap with single quotes)

Syntax:

CLI informational banner to be displayed before user login (wrap with
single quotes) (Max Size None)

LINE

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa banner <LINE>
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aaa group server ldap
aaa group server ldap <WORD>

Description: LDAP server group name.

Syntax:

LDAP server group nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa group server ldap <WORD>
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aaa group server radius
aaa group server radius <WORD>

Description: RADIUS server group name.

Syntax:

RADIUS server group nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa group server radius <WORD>
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aaa group server rsa
aaa group server rsa <WORD>

Description: RSA server group name.

Syntax:

RSA server group nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa group server rsa <WORD>
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aaa group server tacacsplus
aaa group server tacacsplus <WORD>

Description: TACACS+ server group name.

Syntax:

TACACS+ server group nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa group server tacacsplus <WORD>
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aaa user default-role
aaa user default-role <default-role-policy>

Description: Default role assigned by aaa-admin for remote authentication

Syntax:

<default-role-policy><default-role-policy>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# aaa user default-role <default-role-policy>
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absolute
absolute window <WORD>

Description: Absolute window configuration mode

Syntax:

Configure scheduler windowwindow

Window name (Max size 31)WORD

Command Mode: scheduler : Scheduler configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# scheduler fabric|controller schedule <WORD>
(config-scheduler)# absolute window <WORD>
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access-encap
access-encap vlan <NUMBER>

Description: set the access-vlan for the qinq tunnel

Syntax:

Encapsulation Vlanvlan

Encapsulation Vlan. Number range from=1 to=4094<1-4094>

Command Mode: dot1q-tunnel : Tunnel configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# dot1q-tunnel <WORD>
(config-tenant-tunnel)#access-encap vlan <NUMBER>
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access-group
access-group <WORD> <WORD> [action <WORD>] [priority <WORD>] log no-stats

Description: Apply an access-list on this subject

Syntax:

Name of the access-list to apply (Max Size 64)WORD

DirectionsWORD

(Optional) PermitOrDenyWORD

(Optional) priority overrideWORD

Log packets hitting the ACLlog

Stats collection for the current entryno-stats

Command Mode: subject : Configuration a subject on the contract

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# contract <WORD> [type <type>]
(config-tenant-contract)# subject <WORD>
(config-tenant-contract-subj)# access-group <WORD> <WORD> [action <WORD>] [priority <WORD>]
log no-stats
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access-list
access-list <WORD>

Description: Create access-list

Syntax:

Access-list Name (Max Size 64)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# access-list <WORD>
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account-status
account-status <WORD>

Description: Set The status of the locally-authenticated user account.

Syntax:

status of the locally-authenticated user accountWORD

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# account-status <WORD>
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action
action merge|replace

Description: Snapshot import action merge|replace

Syntax:

Merge with existing configurationmerge

Replace existing configurationreplace

Command Mode: snapshot import : Configuration import setup mode

Command Path:

# configure [['terminal', 't']]
(config)# snapshot import <WORD>
(config-import)# action merge|replace
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active-flow-timeout
active-flow-timeout <activeFlowTimeout>

Description: Configure Active Flow TimeOut

Syntax:

Configure Active Flow TimeOut. Number range from=60 to=3600activeFlowTimeout

Command Mode: flow exporter : Configure NetFlow Exporter Policy

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-dvs
(config-vmware-dvs)# flow exporter <WORD>
(config-vmware-dvs-flow-exporter)# active-flow-timeout <activeFlowTimeout>

active-flow-timeout <activeFlowTimeout>

Description: Configure Active Flow TimeOut

Syntax:

Configure Active Flow TimeOut. Number range from=60 to=3600activeFlowTimeout

Command Mode: flow exporter : Configure NetFlow Exporter Policy

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
(config-vmware-avs)# flow exporter <WORD>
(config-None)# active-flow-timeout <activeFlowTimeout>

active-flow-timeout <activeFlowTimeout>

Description: Configure Active Flow TimeOut

Syntax:

Configure Active Flow TimeOut. Number range from=60 to=3600activeFlowTimeout

Command Mode: flow exporter : Configure NetFlow Exporter Policy

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
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[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
(config-vmware-ave)# flow exporter <WORD>
(config-None)# active-flow-timeout <activeFlowTimeout>
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address-family
address-family ipv4|ipv6 unicast

Description: Address Family

Syntax:

IPv4 address familyipv4

IPv6 address familyipv6

Unicast delivery modelunicast

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# address-family ipv4|ipv6 unicast

address-family ipv4|ipv6 unicast

Description: EIGRP Policy Address Family

Syntax:

Address Family IPv4ipv4

Address Family IPv6ipv6

Unicastunicast

Command Mode: vrf : Configure VRF information

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# address-family ipv4|ipv6 unicast

address-family ipv4|ipv6|l2vpn unicast|multicast|evpn

Description: Configure an address-family for peer

Syntax:

Configure IPv4 address-familyipv4

Configure IPv6 address-familyipv6
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Configure l2vpn address-familyl2vpn

Configure Unicast sub-address-familyunicast

Configure Multicast sub-address-familymulticast

Configure EVPN sub-address-familyevpn

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# address-family ipv4|ipv6|l2vpn unicast|multicast|evpn

address-family ipv4|ipv6 unicast

Description: Configure an address-family

Syntax:

Configure IPv4 address-familyipv4

Configure IPv6 address-familyipv6

Configure unicast address-familyunicast

Command Mode: vrf : Virtual Router Context

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# address-family ipv4|ipv6 unicast

address-family ipv4|ipv6 unicast

Description: Address Family

Syntax:

IPv4 address familyipv4

IPv6 address familyipv6

Unicast delivery modelunicast

Command Mode: vrf : Configure VRF parameters
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# address-family ipv4|ipv6 unicast

address-family ipv4|ipv6 unicast

Description: EIGRP Policy Address Family

Syntax:

Address Family IPv4ipv4

Address Family IPv6ipv6

Unicastunicast

Command Mode: vrf : Configure VRF information

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# address-family ipv4|ipv6 unicast

address-family ipv4|ipv6|l2vpn unicast|multicast|evpn

Description: Configure an address-family for peer

Syntax:

Configure IPv4 address-familyipv4

Configure IPv6 address-familyipv6

Configure l2vpn address-familyl2vpn

Configure Unicast sub-address-familyunicast

Configure Multicast sub-address-familymulticast

Configure EVPN sub-address-familyevpn

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
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<WORD>]
(config-leaf-bgp-vrf-neighbor)# address-family ipv4|ipv6|l2vpn unicast|multicast|evpn

address-family ipv4|ipv6 unicast

Description: Configure an address-family

Syntax:

Configure IPv4 address-familyipv4

Configure IPv6 address-familyipv6

Configure unicast address-familyunicast

Command Mode: vrf : Virtual Router Context

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# address-family ipv4|ipv6 unicast
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address-pool
address-pool <ippool> <connection-type>

Description: Configure External IP Address Pool

Syntax:

ippoolippool

bridge-domain/l3-externalconnection-type

Command Mode: l4l7 resource-pool : Configure L4-L7 Service Resource Pool

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 resource-pool <WORD>
(config-resource-pool)# address-pool <ippool> <connection-type>

address-pool <PoolName> <gateway-address>

Description: Configure Address Pool

Syntax:

Name of the poolPoolName

gateway-addressgateway-address

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# address-pool <PoolName> <gateway-address>
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address-range
address-range <start> <end>

Description: Add Unicast Address Range

Syntax:

Start Addressstart

End Addressend

Command Mode: address-pool : Configure Address Pool

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# address-pool <PoolName> <gateway-address>
(config-tenant-addrinst)# address-range <start> <end>
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address
address <A.B.C.D> [preferred]

Description: Configure the IP address for dns servers

Syntax:

IP Unicast address in format i.i.i.iA.B.C.D

(Optional) Configure the address to be preferredpreferred

Command Mode: dns : Configure default dns policy

Command Path:

# configure [['terminal', 't']]
(config)# dns
(config-dns)# address <A.B.C.D> [preferred]
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admin-rx-state
admin-rx-state <admin-rx-state>

Description: Set adminRxSt for lldp policy

Syntax:

Admin stateadmin-rx-state

Command Mode: mgmt-lldp : Configure LLDP policy for management interfaces on spines and leaves

Command Path:

# configure [['terminal', 't']]
(config)# mgmt-lldp <WORD>
(config-mgmt-lldp)# admin-rx-state <admin-rx-state>
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admin-state-enable
admin-state-enable

Description: Enable the state of the SSH communication service

Command Mode: ssh-service : SSH communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# ssh-service
(config-ssh-service)# admin-state-enable

admin-state-enable

Description: Enable the state of the TELNET communication service

Command Mode: telnet : TELNET communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# telnet
(config-telnet)# admin-state-enable

admin-state-enable

Description: Enable the state of the shellinabox communication service

Command Mode: shellinabox : SHELLINABOX communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# shellinabox
(config-shellinabox)# admin-state-enable

admin-state-enable

Description: Enable the state of the HTTP communication service

Command Mode: http : HTTP communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
(config-http)# admin-state-enable
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admin-state-enable

Description: Enable the state of the HTTPS communication service

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# admin-state-enable

admin-state-enable

Description: Enable the api montiroring

Command Mode: performance : Nginx Requested Response Time Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# performance
(config-performance)# admin-state-enable
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admin-state
admin-state <admin-state>

Description: Set adminSt for cdp policy

Syntax:

Admin stateadmin-state

Command Mode: mgmt-cdp : Configure CDP policy for management interfaces on spines and leaves

Command Path:

# configure [['terminal', 't']]
(config)# mgmt-cdp <WORD>
(config-mgmt-cdp)# admin-state <admin-state>
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admin-tx-state
admin-tx-state <admin-tx-state>

Description: Set adminTxSt for lldp policy

Syntax:

Admin stateadmin-tx-state

Command Mode: mgmt-lldp : Configure LLDP policy for management interfaces on spines and leaves

Command Path:

# configure [['terminal', 't']]
(config)# mgmt-lldp <WORD>
(config-mgmt-lldp)# admin-tx-state <admin-tx-state>
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admin
admin enable

Description: Set admin state of syslog group

Syntax:

Enableenable

Command Mode: logging : Logging server group configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# logging server-group <WORD>
(config-logging)# admin enable
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advertise-host-routes
advertise-host-routes

Description: Enable advertising host-routes

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# advertise-host-routes
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advertise-subnet
advertise-subnet

Description: Advertise ip subnet instead of a host mask in the router LSA

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# advertise-subnet

advertise-subnet

Description: Advertise ip subnet instead of a host mask in the router LSA

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# advertise-subnet
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aggregate-address
aggregate-address <IP-PREFIX/LEN> [as-set]

Description: Route summarization

Syntax:

Aggregate IPv4 address and mask lengthIP-PREFIX/LEN

(Optional) Autonomous system set path information and community
information

as-set

Command Mode: vrf : Virtual Router Context

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# aggregate-address <IP-PREFIX/LEN> [as-set]

aggregate-address <IP-PREFIX/LEN> [as-set]

Description: Route summarization

Syntax:

Aggregate IPv4 address and mask lengthIP-PREFIX/LEN

(Optional) Autonomous system set path information and community
information

as-set

Command Mode: vrf : Virtual Router Context

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# aggregate-address <IP-PREFIX/LEN> [as-set]
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algo
algo wred|tail-drop

Description: Configure the global QOS policies

Syntax:

Set parameters for wredwred

Set parameters for tail-droptail-drop

Command Mode: qos parameters : Configure the global QOS policies

Command Path:

# configure [['terminal', 't']]
(config)# qos parameters <WORD>
(config-qos)# algo wred|tail-drop
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allow-credential
allow-credential

Description: Enable HTTP Access-Control-Allow-Credentials header

Command Mode: http : HTTP communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
(config-http)# allow-credential

allow-credential

Description: Enable HTTPS Access-Control-Allow-Credentials header

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# allow-credential
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allow-origin
allow-origin <WORD>

Description: The URL to return in the Access-Control-Allow-Origin HTTP header

Syntax:

The URL to return in the Access-Control-Allow-Origin HTTP header
(Max Size 256)

WORD

Command Mode: http : HTTP communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
(config-http)# allow-origin <WORD>

allow-origin <WORD>

Description: The URL to return in the Access-Control-Allow-Origin HTTPS header

Syntax:

The URL to return in the Access-Control-Allow-Origin HTTPS header
(Max Size 256)

WORD

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# allow-origin <WORD>
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allow-promiscuous
allow-promiscuous enable

Description: Enable/disable promiscuous mode on trunk

Syntax:

enableenable

Command Mode: trunk-portgroup : Configure a trunk port group in the VMWare domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# trunk-portgroup <>
(config-vmware-trunk)# allow-promiscuous enable
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allow-self-as
allow-self-as

Description: Accept as-path with my AS present in it

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# allow-self-as

allow-self-as

Description: Accept as-path with my AS present in it

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# allow-self-as
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allow-writes
allow-writes

Description: Allow writes for the RBAC rule

Command Mode: rbac rule : Create RBAC rule, security domain users can read subtree starting at specific
object

Command Path:

# configure [['terminal', 't']]
(config)# rbac rule <DN> <WORD>
(config-rule)# allow-writes
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allowed-self-as-count
allowed-self-as-count <NUMBER>

Description: The number of occurrences of a local access service network

Syntax:

Number of occurrences of AS number, default is 3. Number range
from=1 to=10

<1-10>

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# allowed-self-as-count <NUMBER>

allowed-self-as-count <NUMBER>

Description: The number of occurrences of a local access service network

Syntax:

Number of occurrences of AS number, default is 3. Number range
from=1 to=10

<1-10>

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# allowed-self-as-count <NUMBER>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
52

A Commands
allowed-self-as-count



analytics
analytics cluster <WORD>

Description: Configure external analytics reachability information

Syntax:

Analytics cluster namecluster

Analytics cluster nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# analytics cluster <WORD>
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anycast
anycast enable

Description: Configure an anycast feature on a Redirection policy, example: anycast enable

Syntax:

Redirecion Policy for anycast feature, example: anycast enableenable

Command Mode: svcredir-pol : Configure L4L7 service redirection policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# svcredir-pol <WORD>
(svcredir-pol)# anycast enable
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application
application <WORD>

Description: application configuration mode

Syntax:

Application name (Max Size 64)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>

application <WORD>

Description: application configuration mode

Syntax:

Application name (Max Size 64)WORD

Command Mode: dnssvrgrp : dnssvrgrp configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# dnssvrgrp <WORD>
(config-tenant-dnssvrgrp)# application <WORD>
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area default-cost
area <A.B.C.D|NUMBER> default-cost <0-16777215>

Description: Set OSPF default area cost

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Cost value<0-16777215>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> default-cost <0-16777215>

area <A.B.C.D|NUMBER> default-cost <0-16777215>

Description: Set OSPF default area cost

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Cost value<0-16777215>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> default-cost <0-16777215>
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area interpod
area <A.B.C.D|NUMBER> interpod peering

Description: InterPod Peering

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

InterPod Peeringpeering

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> interpod peering

area <A.B.C.D|NUMBER> interpod peering

Description: InterPod Peering

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

InterPod Peeringpeering

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> interpod peering
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area l3out
area <A.B.C.D|NUMBER> l3out <l3out name>

Description: Enable OSPF in the L3Out

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Configure ASN on an API configured L3Out<l3out name>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> l3out <l3out name>

area <A.B.C.D|NUMBER> l3out <l3out name>

Description: Enable OSPF in the L3Out

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Configure ASN on an API configured L3Out<l3out name>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> l3out <l3out name>
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area loopback
area <A.B.C.D|NUMBER> loopback <Loopback Ip Address>

Description: Configure OSPF on Loopback

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Loopback Ip<Loopback Ip Address>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> loopback <Loopback Ip Address>

area <A.B.C.D|NUMBER> loopback <Loopback Ip Address>

Description: Configure OSPF on Loopback

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Loopback Ip<Loopback Ip Address>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> loopback <Loopback Ip Address>
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area nssa
area <A.B.C.D|NUMBER> nssa

Description: Configure area as nssa

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> nssa

area <A.B.C.D|NUMBER> nssa

Description: Configure area as nssa

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> nssa
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area nssa default-information-originate
area <A.B.C.D|NUMBER> nssa default-information-originate [no-redistribute]

Description: Originate a default route

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

(Optional) No Redistribute area optionno-redistribute

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> nssa default-information-originate
[no-redistribute]

area <A.B.C.D|NUMBER> nssa default-information-originate [no-redistribute]

Description: Originate a default route

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

(Optional) No Redistribute area optionno-redistribute

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> nssa default-information-originate
[no-redistribute]
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area nssa no-redistribute
area <A.B.C.D|NUMBER> nssa no-redistribute [default-information-originate]

Description: Configure area as no-redistribute

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

(Optional) Originate a default routedefault-information-originate

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> nssa no-redistribute
[default-information-originate]

area <A.B.C.D|NUMBER> nssa no-redistribute [default-information-originate]

Description: Configure area as no-redistribute

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

(Optional) Originate a default routedefault-information-originate

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> nssa no-redistribute
[default-information-originate]

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
62

A Commands
area nssa no-redistribute



area nssa translate
area <A.B.C.D|NUMBER> nssa translate type7 suppress-fa

Description: Translate LSAs

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

From Type 7 to Type 5type7

Suppress forwarding address in translated LSAssuppress-fa

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> nssa translate type7 suppress-fa

area <A.B.C.D|NUMBER> nssa translate type7 suppress-fa

Description: Translate LSAs

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

From Type 7 to Type 5type7

Suppress forwarding address in translated LSAssuppress-fa

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> nssa translate type7 suppress-fa
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area range
area <A.B.C.D|NUMBER> range <IP-PREFIX/LENGTH> [cost <cost>]

Description: Range

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Summarized IPIP-PREFIX/LENGTH

(Optional) Route costcost

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> range <IP-PREFIX/LENGTH> [cost <cost>]

area <A.B.C.D|NUMBER> range <IP-PREFIX/LENGTH> [cost <cost>]

Description: Range

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Summarized IPIP-PREFIX/LENGTH

(Optional) Route costcost

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> range <IP-PREFIX/LENGTH> [cost <cost>]
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area route-map
area <A.B.C.D|NUMBER> route-map <WORD> out|in

Description: Set Route Map

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Route Map Name (Max Size 63)WORD

Apply policy to outgoing routesout

Apply Policies for Incoming routein

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> route-map <WORD> out|in

area <A.B.C.D|NUMBER> route-map <WORD> out|in

Description: Set Route Map

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Route Map Name (Max Size 63)WORD

Apply policy to outgoing routesout

Apply Policies for Incoming routein

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> route-map <WORD> out|in
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area stub
area <A.B.C.D|NUMBER> stub

Description: Configure area as a stub

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> stub

area <A.B.C.D|NUMBER> stub

Description: Configure area as a stub

Syntax:

OSPF area ID<A.B.C.D|NUMBER>

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# area <A.B.C.D|NUMBER> stub
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arp-learning
arp-learning enabled|disabled

Description: Enable/Disable arp learning on AVS/AVE Domain

Syntax:

Enable arp learningenabled

Disable arp learningdisabled

Command Mode: configure-avs : Configure a VMWare Domain as AVS (N1K) type

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
(config-vmware-avs)# arp-learning enabled|disabled

arp-learning enabled|disabled

Description: Enable/Disable arp learning on AVS/AVE Domain

Syntax:

Enable arp learningenabled

Disable arp learningdisabled

Command Mode: configure-ave : Configure a Cisco AVE domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
(config-vmware-ave)# arp-learning enabled|disabled
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arp
arp

Description: Config trust ARP in trust control policy

Command Mode: trust-control : Configuration for trust control policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# first-hop-security
(config-tenant-fhs)# trust-control <WORD>
(config-tenant-fhs-trustctrl)# arp
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arp flooding
arp flooding

Description: Enable ARP flooding

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# arp flooding
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as-override
as-override

Description: AS-override attribute to this neighbor

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# as-override

as-override

Description: AS-override attribute to this neighbor

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# as-override
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asn
asn <NUMBER>

Description: Configure BGP Autonomous System number

Syntax:

Number that uniquely identifies an autonomous system. Number range
from=1 to=4294967295

<1-4294967295>

Command Mode: bgp-fabric : Border Gateway Protocol (BGP)

Command Path:

# configure [['terminal', 't']]
(config)# bgp-fabric
(config-bgp-fabric)# asn <NUMBER>

asn <NUMBER>

Description: Configure BGP Autonomous System number

Syntax:

Number that uniquely identifies an autonomous system. Number range
from=1 to=4294967295

<1-4294967295>

Command Mode: bgp : Border Gateway Protocol (BGP)

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# bgp fabric
(config-pod-bgp)# asn <NUMBER>
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attach-ave-ng
attach-ave-ng <OpflexDevid>

Description: Execute remote cli on AVE NG Device

Syntax:

Specify the AVE NG device<OpflexDevid>

Command Mode: exec : Exec Mode

Command Path:

# attach-ave-ng <OpflexDevid>
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attach-ave
attach-ave <OpflexDevid>

Description: Execute remote cli on AVE Device

Syntax:

Specify the AVE device<OpflexDevid>

Command Mode: exec : Exec Mode

Command Path:

# attach-ave <OpflexDevid>
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attach-avs
attach-avs <OpflexDevid>

Description: Execute remote cli on an Opflex Device

Syntax:

Specify the OpFlex device<OpflexDevid>

Command Mode: exec : Exec Mode

Command Path:

# attach-avs <OpflexDevid>
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attribute-logical-expression
attribute-logical-expression <logical-expression>

Description: Configure a logical expression as criteria

Syntax:

Enter a logical expression in the format: '<attributeType> <operator>
<attributeValue>' For custom-label, enter logical expression in the
format: 'custom <labelName> <operator> <labelValue>' For tags, enter
logical expression in the format: 'tag <operator> <categoryName>
<tagName>' - attributeType can take one of these values: vm-name,
guest-os, hypervisor-id, vm-id, vnic, domain, datacenter, ip, mac,
vm-folder, vmfolder-path - operator can take one of these values: equals,
contains, startsWith, endsWith - operator should be 'equals' when
attributeType is ip or mac - attributeValue, labelName, labelValue,
categoryName and tagName accept a string - attributeValue can be
'use-epg-subnet' only when attributeType is ip - A logical expression
can be formed by combining any of the above using 'AND'/'and'/'OR'/'or'
- If any attribute value contains spaces or parenthesis, enclose it in
backslashes ('\'). e.g.: attribute-logical-expression 'hypervisor-id equals
host-123 OR tag contains TCAT_1 TTAG_1 AND (guest-os equals
\Ubuntu Linux (64-bit)\ and domain contains fex)' e.g.:
attribute-logical-expression 'ip equals 10.1.1.10 or ip equals
use-epg-subnet'

<logical-expression>

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# attribute-logical-expression <logical-expression>
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attribute
attribute <WORD>

Description: An LDAP endpoint attribute to be used as the CiscoAVPair

Syntax:

LDAP endpoint attribute (Max Size 63)<WORD>

Command Mode: ldap-server host : LDAP server DNS name or IP address

Command Path:

# configure [['terminal', 't']]
(config)# ldap-server host <A.B.C.D|A:B::C:D|WORD>
(config-host)# attribute <WORD>
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auth-choice
auth-choice <authChoice>

Description: Set the LDAP Server authorization choice

Syntax:

authChoiceauthChoice

Command Mode: aaa group server ldap : LDAP server group name.

Command Path:

# configure [['terminal', 't']]
(config)# aaa group server ldap <WORD>
(config-ldap)# auth-choice <authChoice>
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authenticate
authenticate

Description: Configure authentication for the default ntp policy

Command Mode: ntp : Configure the default ntp policy

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# ntp
(config-ntp)# authenticate

authenticate

Description: Configure authentication for the default ntp policy

Command Mode: template ntp-fabric : Network Time Protocol (NTP)

Command Path:

# configure [['terminal', 't']]
(config)# template ntp-fabric <WORD>
(config-template-ntp-fabric)# authenticate
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authentication-key-timeout
authentication-key-timeout <NUMBER>

Description: Configure the authentication key timeout

Syntax:

Hold interval in seconds. Number range from=0 to=32767<0-32767>

Command Mode: template hsrp group-policy : Configure HSRP Group policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template hsrp group-policy <WORD> tenant <WORD>
(config-template-hsrp-group-pol)# authentication-key-timeout <NUMBER>

authentication-key-timeout <NUMBER>

Description: Configure the authentication key timeout

Syntax:

Hold interval in seconds. Number range from=0 to=32767<0-32767>

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication-key-timeout <NUMBER>

authentication-key-timeout <NUMBER>

Description: Configure the authentication key timeout

Syntax:

Hold interval in seconds. Number range from=0 to=32767<0-32767>

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
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(config-if-hsrp)# authentication-key-timeout <NUMBER>

authentication-key-timeout <NUMBER>

Description: Configure the authentication key timeout

Syntax:

Hold interval in seconds. Number range from=0 to=32767<0-32767>

Command Mode: template hsrp group-policy : Configure HSRP Group policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template hsrp group-policy <WORD> tenant <WORD>
(config-template-hsrp-group-pol)# authentication-key-timeout <NUMBER>

authentication-key-timeout <NUMBER>

Description: Configure the authentication key timeout

Syntax:

Hold interval in seconds. Number range from=0 to=32767<0-32767>

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication-key-timeout <NUMBER>

authentication-key-timeout <NUMBER>

Description: Configure the authentication key timeout

Syntax:

Hold interval in seconds. Number range from=0 to=32767<0-32767>

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication-key-timeout <NUMBER>
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authentication-key
authentication-key <id> sha1|md5 <key>

Description: Configure ntp authentication keys for the default ntp policy

Syntax:

Id for the authentication key. Number range from=1 to=65535id

use-hmac-sha1-algorithm-for-authenticationsha1

use-hmac-md5-algorithm-for-authenticationmd5

Configure the authentication key (Max Size 40)key

Command Mode: ntp : Configure the default ntp policy

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# ntp
(config-ntp)# authentication-key <id> sha1|md5 <key>

authentication-key <id> sha1|md5 <key>

Description: Configure ntp authentication keys for the default ntp policy

Syntax:

Id for the authentication key. Number range from=1 to=65535id

use-hmac-sha1-algorithm-for-authenticationsha1

use-hmac-md5-algorithm-for-authenticationmd5

Configure the authentication key (Max Size 40)key

Command Mode: template ntp-fabric : Network Time Protocol (NTP)

Command Path:

# configure [['terminal', 't']]
(config)# template ntp-fabric <WORD>
(config-template-ntp-fabric)# authentication-key <id> sha1|md5 <key>

authentication-key <LINE>

Description: Configure the authentication key

Syntax:
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authentication keyLINE

Command Mode: template hsrp group-policy : Configure HSRP Group policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template hsrp group-policy <WORD> tenant <WORD>
(config-template-hsrp-group-pol)# authentication-key <LINE>

authentication-key <LINE>

Description: Configure the authentication key

Syntax:

authentication keyLINE

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication-key <LINE>

authentication-key <LINE>

Description: Configure the authentication key

Syntax:

authentication keyLINE

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication-key <LINE>

authentication-key <LINE>

Description: Configure the authentication key

Syntax:

authentication keyLINE
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Command Mode: template hsrp group-policy : Configure HSRP Group policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template hsrp group-policy <WORD> tenant <WORD>
(config-template-hsrp-group-pol)# authentication-key <LINE>

authentication-key <LINE>

Description: Configure the authentication key

Syntax:

authentication keyLINE

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication-key <LINE>

authentication-key <LINE>

Description: Configure the authentication key

Syntax:

authentication keyLINE

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication-key <LINE>
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authentication
authentication type compatible|strict

Description: Configure COOP authentication type

Syntax:

Configure COOP authentication typetype

Compatible typecompatible

Strict typestrict

Command Mode: coop-fabric : Council Of Oracles Protocol (COOP)

Command Path:

# configure [['terminal', 't']]
(config)# coop-fabric
(config-coop-fabric)# authentication type compatible|strict

authentication type compatible|strict

Description: Configure COOP authentication type

Syntax:

Configure COOP authentication typetype

Compatible typecompatible

Strict typestrict

Command Mode: coop : COOP protocol

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# coop fabric
(config-pod-coop)# authentication type compatible|strict

authentication simple|md5

Description: Authentication

Syntax:

Plain text authenticationsimple

Use MD5 authenticationmd5
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Command Mode: template hsrp group-policy : Configure HSRP Group policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template hsrp group-policy <WORD> tenant <WORD>
(config-template-hsrp-group-pol)# authentication simple|md5

authentication simple|md5

Description: Authentication

Syntax:

Plain text authenticationsimple

Use MD5 authenticationmd5

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication simple|md5

authentication simple|md5

Description: Authentication

Syntax:

Plain text authenticationsimple

Use MD5 authenticationmd5

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication simple|md5

authentication simple|md5

Description: Authentication

Syntax:
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Plain text authenticationsimple

Use MD5 authenticationmd5

Command Mode: template hsrp group-policy : Configure HSRP Group policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template hsrp group-policy <WORD> tenant <WORD>
(config-template-hsrp-group-pol)# authentication simple|md5

authentication simple|md5

Description: Authentication

Syntax:

Plain text authenticationsimple

Use MD5 authenticationmd5

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication simple|md5

authentication simple|md5

Description: Authentication

Syntax:

Plain text authenticationsimple

Use MD5 authenticationmd5

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# authentication simple|md5
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authsvr
authsvr <WORD> <WORD> <svrMgmt> <WORD>

Description: Configure an auth server

Syntax:

Server Name (Max Size 64)WORD

Server FQDN (Max Size None)WORD

Mgmt EPgsvrMgmt

KeyRing name (Max Size 64)WORD

Command Mode: authsvrgrp : authsvrgrp configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# authsvrgrp <WORD>
(config-tenant-authsvrgrp)# authsvr <WORD> <WORD> <svrMgmt> <WORD>
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authsvrgrp
authsvrgrp <WORD>

Description: authsvrgrp configuration mode

Syntax:

Server group name (Max Size None)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# authsvrgrp <WORD>
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auto-cost
auto-cost reference-bandwidth <NUMBER>

Description: Set OSPF Policy Bandwidth Reference

Syntax:

OSPF Policy Bandwidth Referencereference-bandwidth

Bandwidth ReferenceValue inMbps. Number range from=1 to=4000000<1-4000000>

Command Mode: template ospf vrf-policy : Configure Router OSPF Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ospf vrf-policy <WORD> tenant <WORD>
(config-vrf-policy)# auto-cost reference-bandwidth <NUMBER>

auto-cost reference-bandwidth <NUMBER>

Description: Set OSPF Policy Bandwidth Reference

Syntax:

OSPF Policy Bandwidth Referencereference-bandwidth

Bandwidth ReferenceValue inMbps. Number range from=1 to=4000000<1-4000000>

Command Mode: template ospf vrf-policy : Configure Router OSPF Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template ospf vrf-policy <WORD> tenant <WORD>
(config-vrf-policy)# auto-cost reference-bandwidth <NUMBER>
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auto-route-target
auto-route-target

Description: Configure Route Target

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# auto-route-target

auto-route-target

Description: Configure Route Target

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# auto-route-target
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autonomous-system
autonomous-system <NUMBER> [l3out <l3out>]

Description: Autonomous System Configuration for EIGRP

Syntax:

The autonomous system number. Number range from=1 to=65535<1-65535>

(Optional) Configure ASN on an API configured L3Outl3out

Command Mode: vrf : Configure VRF information

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# autonomous-system <NUMBER> [l3out <l3out>]

autonomous-system <NUMBER> [l3out <l3out>]

Description: Autonomous System Configuration for EIGRP

Syntax:

The autonomous system number. Number range from=1 to=65535<1-65535>

(Optional) Configure ASN on an API configured L3Outl3out

Command Mode: vrf : Configure VRF information

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# autonomous-system <NUMBER> [l3out <l3out>]
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autostate
autostate

Description: Enable or disable autostate for interface-vlan

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# autostate

autostate

Description: Enable or disable autostate for virtual-interface-profile

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# autostate

autostate

Description: Enable or disable autostate for interface-vlan

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# autostate

autostate

Description: Enable or disable autostate for virtual-interface-profile

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
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(virtual-interface-profile)# autostate
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avail-monitor
avail-monitor enable

Description: Enable AVE availability monitoring

Syntax:

enableenable

Command Mode: vmware-domain : Create a VMM VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# avail-monitor enable
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ave-timeout
ave-timeout <WORD>

Description: Configure AVE Timeout (seconds)

Syntax:

AVE Timeout (seconds)WORD

Command Mode: configure-ave : Configure a Cisco AVE domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
(config-vmware-ave)# ave-timeout <WORD>
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B Commands

• bandwidth, on page 98
• basedn, on page 99
• bash, on page 100
• bd-enf-exp-ip, on page 101
• bd-enforce, on page 102
• bfd, on page 103
• bfd ip ipv6 authentication, on page 105
• bfd ip ipv6 inherit, on page 109
• bfd ip ipv6 tenant, on page 112
• bgp-fabric, on page 115
• bgp, on page 116
• binddn, on page 118
• bpdu-filter, on page 119
• breakout, on page 120
• bridge-domain-match, on page 122
• bridge-domain, on page 123
• burst-rate, on page 125
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bandwidth
bandwidth <NUMBER>

Description: Set the desired bandwidth to police to

Syntax:

Bandwidth percentage guaranteed as %. Number range from=0 to=100<0-100>

Command Mode: qos parameters : Configure the global QOS policies

Command Path:

# configure [['terminal', 't']]
(config)# qos parameters <WORD>
(config-qos)# bandwidth <NUMBER>
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basedn
basedn <WORD>

Description: The LDAP base DN for user lookup in the LDAP directory tree

Syntax:

user lookup in LDAP directory tree (Max Size 127)<WORD>

Command Mode: ldap-server host : LDAP server DNS name or IP address

Command Path:

# configure [['terminal', 't']]
(config)# ldap-server host <A.B.C.D|A:B::C:D|WORD>
(config-host)# basedn <WORD>
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bash
bash

Description: Bash shell for unix commands

Command Mode: exec : Exec Mode

Command Path:

# bash
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bd-enf-exp-ip
bd-enf-exp-ip add <ip>

Description: Enable Enforced BD Flag

Syntax:

BD Enforce Exception ipadd

ipip

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# bd-enf-exp-ip add <ip>
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bd-enforce
bd-enforce enable

Description: Enable Enforced BD Flag

Syntax:

Enable BD Enforcingenable

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# bd-enforce enable
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bfd
bfd enable

Description: Enable Bidirectional Forwarding Detection

Syntax:

Enable BFDenable

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# bfd enable

bfd enable

Description: Enable Bidirectional Forwarding Detection

Syntax:

Enable BFDenable

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# bfd enable

bfd enable

Description: Enable Bidirectional Forwarding Detection

Syntax:

Enable BFDenable

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template ospf interface-policy <WORD> tenant <WORD>
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(config-interface-policy)# bfd enable

bfd enable

Description: Enable Bidirectional Forwarding Detection

Syntax:

Enable BFDenable

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# bfd enable
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bfd ip ipv6 authentication
bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

Description: Configure BFD authentication

Syntax:

IPv4ip

IPv6ipv6

Configure Keyed SHA1 authenticationkeyed-sha1

Configure authentication key IDkeyid

Authentication key ID. Number range from=1 to=255<keyid>

Configure shared authentication keykey

Shared authentication key (Max Size 20)WORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

Description: Configure BFD authentication

Syntax:

IPv4ip

IPv6ipv6

Configure Keyed SHA1 authenticationkeyed-sha1

Configure authentication key IDkeyid

Authentication key ID. Number range from=1 to=255<keyid>

Configure shared authentication keykey

Shared authentication key (Max Size 20)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

Description: Configure BFD authentication

Syntax:

IPv4ip

IPv6ipv6

Configure Keyed SHA1 authenticationkeyed-sha1

Configure authentication key IDkeyid

Authentication key ID. Number range from=1 to=255<keyid>

Configure shared authentication keykey

Shared authentication key (Max Size 20)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

Description: Configure BFD authentication

Syntax:

IPv4ip

IPv6ipv6

Configure Keyed SHA1 authenticationkeyed-sha1

Configure authentication key IDkeyid

Authentication key ID. Number range from=1 to=255<keyid>

Configure shared authentication keykey

Shared authentication key (Max Size 20)WORD

Command Mode: interface vlan : Vlan interface
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

Description: Configure BFD authentication

Syntax:

IPv4ip

IPv6ipv6

Configure Keyed SHA1 authenticationkeyed-sha1

Configure authentication key IDkeyid

Authentication key ID. Number range from=1 to=255<keyid>

Configure shared authentication keykey

Shared authentication key (Max Size 20)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

Description: Configure BFD authentication

Syntax:

IPv4ip

IPv6ipv6

Configure Keyed SHA1 authenticationkeyed-sha1

Configure authentication key IDkeyid

Authentication key ID. Number range from=1 to=255<keyid>

Configure shared authentication keykey

Shared authentication key (Max Size 20)WORD
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Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# bfd ip|ipv6 authentication keyed-sha1 keyid <NUMBER> key <WORD>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
108

B Commands
bfd ip ipv6 authentication



bfd ip ipv6 inherit
bfd ip|ipv6 inherit interface-policy <WORD>

Description: Inherit BFD interface template policy

Syntax:

IPv4ip

IPv6ipv6

Associate the interface with a BFD interface policyinterface-policy

Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# bfd ip|ipv6 inherit interface-policy <WORD>

bfd ip|ipv6 inherit interface-policy <WORD>

Description: Inherit BFD interface template policy

Syntax:

IPv4ip

IPv6ipv6

Associate the interface with a BFD interface policyinterface-policy

Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# bfd ip|ipv6 inherit interface-policy <WORD>

bfd ip|ipv6 inherit interface-policy <WORD>

Description: Inherit BFD interface template policy

Syntax:
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IPv4ip

IPv6ipv6

Associate the interface with a BFD interface policyinterface-policy

Policy nameWORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# bfd ip|ipv6 inherit interface-policy <WORD>

bfd ip|ipv6 inherit interface-policy <WORD>

Description: Inherit BFD interface template policy

Syntax:

IPv4ip

IPv6ipv6

Associate the interface with a BFD interface policyinterface-policy

Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# bfd ip|ipv6 inherit interface-policy <WORD>

bfd ip|ipv6 inherit interface-policy <WORD>

Description: Inherit BFD interface template policy

Syntax:

IPv4ip

IPv6ipv6

Associate the interface with a BFD interface policyinterface-policy

Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# bfd ip|ipv6 inherit interface-policy <WORD>

bfd ip|ipv6 inherit interface-policy <WORD>

Description: Inherit BFD interface template policy

Syntax:

IPv4ip

IPv6ipv6

Associate the interface with a BFD interface policyinterface-policy

Policy nameWORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# bfd ip|ipv6 inherit interface-policy <WORD>
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bfd ip ipv6 tenant
bfd ip|ipv6 tenant mode

Description: Enable BFD Tenant Mode

Syntax:

IPv4ip

IPv6ipv6

Modemode

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# bfd ip|ipv6 tenant mode

bfd ip|ipv6 tenant mode

Description: Enable BFD Tenant Mode

Syntax:

IPv4ip

IPv6ipv6

Modemode

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# bfd ip|ipv6 tenant mode

bfd ip|ipv6 tenant mode

Description: Enable BFD Tenant Mode

Syntax:

IPv4ip

IPv6ipv6
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Modemode

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# bfd ip|ipv6 tenant mode

bfd ip|ipv6 tenant mode

Description: Enable BFD Tenant Mode

Syntax:

IPv4ip

IPv6ipv6

Modemode

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# bfd ip|ipv6 tenant mode

bfd ip|ipv6 tenant mode

Description: Enable BFD Tenant Mode

Syntax:

IPv4ip

IPv6ipv6

Modemode

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# bfd ip|ipv6 tenant mode
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bfd ip|ipv6 tenant mode

Description: Enable BFD Tenant Mode

Syntax:

IPv4ip

IPv6ipv6

Modemode

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# bfd ip|ipv6 tenant mode
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bgp-fabric
bgp-fabric

Description: Border Gateway Protocol (BGP)

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# bgp-fabric
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bgp
bgp fabric

Description: Border Gateway Protocol (BGP)

Syntax:

Fabric BGP configurationfabric

Command Mode: pod : Pod configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# bgp fabric

bgp evpn peering [type <type>] [password <password>]

Description: BGP EVPN Peering Profile

Syntax:

BGP EVPN Peering Profileevpn

BGP EVPN Peering Profilepeering

(Optional) BGP EVPN Peering typetype

(Optional) BGP EVPN Peering Passwordpassword

Command Mode: fabric-external : Intrasite/Intersite Connectivity Profile

Command Path:

# configure [['terminal', 't']]
(config)# fabric-external <NUMBER>
(config-fabric-external)# bgp evpn peering [type <type>] [password <password>]

bgp evpn peering [type <type>] [password <password>]

Description: BGP EVPN Peering Profile

Syntax:

BGP EVPN Peering Profileevpn

BGP EVPN Peering Profilepeering

(Optional) BGP EVPN Peering typetype

(Optional) BGP EVPN Peering Passwordpassword
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Command Mode: pod : Pod Profile

Command Path:

# configure [['terminal', 't']]
(config)# fabric-external <NUMBER>
(config-fabric-external)# pod <NUMBER>
(config-fabric-external-pod)# bgp evpn peering [type <type>] [password <password>]

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
117

B Commands
bgp



binddn
binddn <WORD>

Description: The LDAP bind DN for user lookup in the LDAP directory tree

Syntax:

user lookup in LDAP directory tree (Max Size 127)<WORD>

Command Mode: ldap-server host : LDAP server DNS name or IP address

Command Path:

# configure [['terminal', 't']]
(config)# ldap-server host <A.B.C.D|A:B::C:D|WORD>
(config-host)# binddn <WORD>
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bpdu-filter
bpdu-filter

Description: Enable BPDU filter for extended chassis ports

Command Mode: spanning-tree : STP MST configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# spanning-tree mst configuration
(config-stp)# bpdu-filter
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breakout
breakout <breakout-map>

Description: Configure breakout ports

Syntax:

Breakout Map<breakout-map>

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# breakout <breakout-map>

breakout <breakout-map>

Description: Configure breakout ports

Syntax:

Breakout Map<breakout-map>

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# breakout <breakout-map>

breakout <breakout-map>

Description: Configure breakout ports

Syntax:

Breakout Map<breakout-map>

Command Mode: spine-interface-group : Configure Spine Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# spine-interface-profile <WORD>
(config-spine-if-profile)# spine-interface-group <WORD>
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(config-spine-if-group)# breakout <breakout-map>

breakout <breakout-map>

Description: Configure breakout ports

Syntax:

Breakout Map<breakout-map>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# breakout <breakout-map>

breakout <breakout-map>

Description: Configure breakout ports

Syntax:

Breakout Map<breakout-map>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# breakout <breakout-map>
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bridge-domain-match
bridge-domain-match

Description: Remove the global default-export route-profile

Command Mode: route-map : Create route-map or enter route-map command mode

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# bridge-domain-match

bridge-domain-match

Description: Remove the global default-export route-profile

Command Mode: route-map : Create route-map or enter route-map command mode

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# bridge-domain-match
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bridge-domain
bridge-domain <WORD>

Description: Configuration for bridge-domain

Syntax:

Name of the bridge-domain (Max Size 64)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>

bridge-domain member <WORD>

Description: Bind the EPG to a bridge-domain

Syntax:

Bind the EPG to a bridge-domainmember

bridge-domain to associate (Max Size 64)WORD

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# bridge-domain member <WORD>

bridge-domain <WORD>

Description: Bind the EPG to a bridge-domain

Syntax:

bridge domain associated with epg suggestion use "inb"WORD

Command Mode: inband-mgmt : Enter Inside In-band management mode to modify inband properties or
create new inband

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
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(config-tenant)# inband-mgmt epg <WORD>
(config-inb-epg)# bridge-domain <WORD>

bridge-domain member <WORD>

Description: Bind the EPG to a bridge-domain

Syntax:

Bind the EPG to a bridge-domainmember

bridge-domain to associate (Max Size 64)WORD

Command Mode: external-l2 : L2 external EPG creation/configuration

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l2 epg <WORD>
(config-tenant-l2ext-epg)# bridge-domain member <WORD>

bridge-domain tenant <tenant> name <name>

Description: Configure Bridge Domain for a L4-L7 Graph Connector.

Syntax:

Tenant in which the bridge domain is availabletenant

Tenant in which the bridge domain is available<tenant>

Bridge domain namename

Name of bd<name>

Command Mode: connector : Configure Connector for a Service Node

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 graph <WORD> [contract <contract-option>]
(config-graph)# service <WORD> [device-cluster-tenant <WORD>] [device-cluster <WORD>] [mode
<Available Modes>] [svcredir <Service Redirection>] [service-type <Service Type>]
(config-service)# connector <WORD> [cluster-interface <WORD>]
(config-connector)# bridge-domain tenant <tenant> name <name>
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burst-rate
burst-rate <arg>

Description: Set burst-rate (Byte Per Second)

Syntax:

. Number range from=10 to=549755813760arg

Command Mode: policy-protocol : Create policy protocol

Command Path:

# configure [['terminal', 't']]
(config)# policy-map type control-plane-if <WORD>
(config-pmap-copp-if)# policy-protocol <WORD>
(config-pmap-copp-if)# burst-rate <>
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C Commands

• callhome, on page 130
• callhome test info notice emergency alert critical error debug warning node, on page 131
• cdp, on page 132
• cert-chain, on page 136
• cert, on page 137
• certificate, on page 138
• channel-group, on page 139
• channel-mode, on page 141
• cif, on page 145
• cipher-suite, on page 146
• ciphers, on page 147
• clear-encryption-key, on page 148
• clear-pwd-history, on page 149
• clear core-status controller, on page 150
• clear core-status switch, on page 151
• clear core controller, on page 152
• clear core switch, on page 153
• clear endpoints leaf tenant bridge-domain, on page 154
• clear endpoints leaf tenant bridge-domain vlan, on page 155
• clear endpoints leaf tenant vrf, on page 156
• clear firmware, on page 157
• clear snapshot file, on page 158
• clear snapshot job, on page 159
• clear techsupport controllers, on page 160
• clear techsupport switch, on page 161
• clear tenant, on page 162
• clear tenant bridge-domain, on page 163
• clear tenant bridge-domain first-hop-security statistics arp, on page 164
• clear tenant bridge-domain first-hop-security statistics dhcpv4, on page 165
• clear tenant bridge-domain first-hop-security statistics dhcpv6, on page 166
• clear tenant bridge-domain first-hop-security statistics neighbor-discovery, on page 167
• clear tenant bridge-domain first-hop-security violation-event all, on page 168
• clear tenant bridge-domain first-hop-security violation-event feature, on page 169
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• clear troubleshoot report, on page 170
• cli-only-mode-enable, on page 171
• client-cert-ca, on page 172
• client-cert-state-enable, on page 173
• clock display-format, on page 174
• clock show-offset, on page 175
• clock timezone, on page 176
• cluster-device, on page 177
• cluster-interface, on page 178
• collect, on page 179
• comm-policy, on page 180
• community-list expanded, on page 181
• community-list standard, on page 182
• compatibility-check, on page 183
• conf-offset, on page 184
• config-file, on page 185
• configure-ave, on page 186
• configure-avs, on page 187
• configure-dvs, on page 188
• configure, on page 189
• connection intra-service, on page 190
• connection intra-service service1 connector1 service2 connector2 copyservice, on page 191
• connection terminal provider consumer service, on page 192
• connection terminal provider consumer service connector copyservice, on page 193
• connection terminal provider consumer terminal provider consumer copyservice, on page 194
• connector, on page 195
• console, on page 196
• consumer, on page 197
• consumption, on page 198
• contract-id, on page 199
• contract, on page 200
• contract consumer, on page 201
• contract deny, on page 204
• contract enforce, on page 206
• contract intra-epg, on page 207
• contract provider, on page 208
• control-plane-policing-prefilter, on page 211
• controller-group, on page 212
• controller, on page 213
• coop-fabric, on page 214
• coop, on page 215
• copp-aggr, on page 216
• cos enable, on page 217
• cos value, on page 218
• cost, on page 219
• country, on page 220
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• crypto aes, on page 221
• crypto ca, on page 222
• crypto keyring, on page 223
• crypto webtoken, on page 224
• csr, on page 225
• customer-id, on page 226
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callhome
callhome common

Description: Callhome common policy configuration mode

Syntax:

Callhome common policy configuration modecommon

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# callhome common

callhome test info|notice|emergency|alert|critical|error|debug|warning

Description: Send callhome test message

Syntax:

Send callhome test messagetest

Infoinfo

Noticenotice

Emergencyemergency

Alertalert

Criticalcritical

Errorerror

Debugdebug

Warningwarning

Command Mode: exec : Exec Mode

Command Path:

# callhome test info|notice|emergency|alert|critical|error|debug|warning
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callhome test info notice emergency alert critical error debug
warning node

callhome test info|notice|emergency|alert|critical|error|debug|warning node <Source node>

Description: Source node

Syntax:

Send callhome test messagetest

Infoinfo

Noticenotice

Emergencyemergency

Alertalert

Criticalcritical

Errorerror

Debugdebug

Warningwarning

leaf or spine node. Number range from=0 to=9223372036854775807Source node

Command Mode: exec : Exec Mode

Command Path:

# callhome test info|notice|emergency|alert|critical|error|debug|warning node <Source node>
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cdp
cdp enable|default

Description: Configure CDP parameters on DVS uplink ports

Syntax:

Enable CDPenable

Remove CDP override policydefault

Command Mode: configure-dvs : Configure a VMWare Domain as DVS type

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-dvs
(config-vmware-dvs)# cdp enable|default

cdp enable|default

Description: Configure CDP parameters on AVS/AVE uplink ports

Syntax:

Enable CDPenable

Remove CDP override policydefault

Command Mode: configure-avs : Configure a VMWare Domain as AVS (N1K) type

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
(config-vmware-avs)# cdp enable|default

cdp enable|default

Description: Configure CDP parameters on AVS/AVE uplink ports

Syntax:

Enable CDPenable

Remove CDP override policydefault

Command Mode: configure-ave : Configure a Cisco AVE domain
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Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
(config-vmware-ave)# cdp enable|default

cdp enable

Description: Configure CDP interface parameters

Syntax:

Configure CDP parametersenable

Command Mode: template policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# cdp enable

cdp enable

Description: Configure CDP interface parameters

Syntax:

Configure CDP parametersenable

Command Mode: template port-channel : Configure Port-Channel Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template port-channel <WORD>
(config-po-ch-if)# cdp enable

cdp enable

Description: Configure CDP interface parameters

Syntax:

Configure CDP parametersenable

Command Mode: template spine-interface-policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template spine-interface-policy-group <WORD>
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(config-spine-if-pol-grp)# cdp enable

cdp enable

Description: Configure CDP interface parameters

Syntax:

Configure CDP parametersenable

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# cdp enable

cdp enable

Description: Configure CDP interface parameters

Syntax:

Configure CDP parametersenable

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# cdp enable

cdp enable

Description: Configure CDP interface parameters

Syntax:

Configure CDP parametersenable

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# cdp enable
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cdp enable

Description: Configure CDP interface parameters

Syntax:

Configure CDP parametersenable

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# cdp enable

cdp enable

Description: Configure CDP interface parameters

Syntax:

Configure CDP parametersenable

Command Mode: interface : Provide VPC Name

Command Path:

# configure [['terminal', 't']]
(config)# vpc context leaf <101-4000> <101-4000> [fex <fex>]
(config-vpc)# interface vpc <WORD> [fex <fex>]
(config-vpc-if)# cdp enable
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cert-chain
cert-chain <WORD>

Description: Set The PEM-encoded chain of trust from the trustpoint to a trusted root authority.

Syntax:

The PEM-encoded chain of trust from the trustpoint to a trusted root
authority

<WORD>

Command Mode: crypto ca : Configure certificate authority related information

Command Path:

# configure [['terminal', 't']]
(config)# crypto ca <WORD>
(config-ca)# cert-chain <WORD>
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cert
cert <CERTIFICATE>

Description: Provide a certificate, that contains public key and signed information.

Syntax:

Provide a certificate in quotes, that contains public key and signed
information

<CERTIFICATE>

Command Mode: crypto keyring : A keyring mode to create and hold an SSL certificate

Command Path:

# configure [['terminal', 't']]
(config)# crypto keyring <WORD>
(config-keyring)# cert <CERTIFICATE>
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certificate
certificate <WORD>

Description: Create AAA user certificate in X.509 format.

Syntax:

Name for the user certificateWORD

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# certificate <WORD>
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channel-group
channel-group <WORD> [vpc]

Description: Create Port Channel

Syntax:

Port-Channel/VPC Name (Max Size 64)WORD

(Optional) Configure channel-group as VPCvpc

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# channel-group <WORD> [vpc]

channel-group <WORD> [vpc]

Description: Configure Port Channel on Fex

Syntax:

Port-Channel/VPC Name (Max Size 64)WORD

(Optional) Create the channel-group as a VPCvpc

Command Mode: fex-interface-group : Configure Fex Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# fex-profile <WORD>
(config-fex-profile)# fex-interface-group <WORD>
(config-fex-if-group)# channel-group <WORD> [vpc]

channel-group <WORD> [vpc]

Description: Associate a Channel Group to this Interface

Syntax:

Port-Channel/VPC Name (Max Size 64)WORD

(Optional) Create the channel-group as a VPCvpc

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# channel-group <WORD> [vpc]

channel-group <WORD> [vpc]

Description: Associate a Channel Group to this Interface

Syntax:

Port-Channel/VPC Name (Max Size 64)WORD

(Optional) Create the channel-group as a VPCvpc

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# channel-group <WORD> [vpc]
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channel-mode
channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

Description: Configure LACP mode override on DVS uplink ports

Syntax:

Set channeling mode to ON (static)on

Set channeling mode to ACTIVEactive

Set channeling mode to PASSIVEpassive

Set channeling mode to MAC-PINNINGmac-pinning

Set channeling mode to MAC-PIN-NICLOADmac-pin-nicload

Set channeling mode to use EXPLICIT-FAILOVERexplicit-failover

Command Mode: configure-dvs : Configure a VMWare Domain as DVS type

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-dvs
(config-vmware-dvs)# channel-mode
on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

Description: Configure LACP mode override on AVS/AVE uplink ports

Syntax:

Set channeling mode to ON (static)on

Set channeling mode to ACTIVEactive

Set channeling mode to PASSIVEpassive

Set channeling mode to MAC-PINNINGmac-pinning

Set channeling mode to MAC-PIN-NICLOADmac-pin-nicload

Set channeling mode to use EXPLICIT-FAILOVERexplicit-failover

Command Mode: configure-avs : Configure a VMWare Domain as AVS (N1K) type

Command Path:

# configure [['terminal', 't']]

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
141

C Commands
channel-mode



(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
(config-vmware-avs)# channel-mode
on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

Description: Configure LACP mode override on AVS/AVE uplink ports

Syntax:

Set channeling mode to ON (static)on

Set channeling mode to ACTIVEactive

Set channeling mode to PASSIVEpassive

Set channeling mode to MAC-PINNINGmac-pinning

Set channeling mode to MAC-PIN-NICLOADmac-pin-nicload

Set channeling mode to use EXPLICIT-FAILOVERexplicit-failover

Command Mode: configure-ave : Configure a Cisco AVE domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
(config-vmware-ave)# channel-mode
on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

Description: Configure channeling mode

Syntax:

Set channeling mode to ON (static)on

Set channeling mode to ACTIVEactive

Set channeling mode to PASSIVEpassive

Set channeling mode to MAC-PINNINGmac-pinning

Set channeling mode to MAC-PIN-NICLOADmac-pin-nicload

Set channeling mode to use EXPLICIT-FAILOVERexplicit-failover

Command Mode: template port-channel : Configure Port-Channel Parameters

Command Path:
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# configure [['terminal', 't']]
(config)# template port-channel <WORD>
(config-po-ch-if)# channel-mode
on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

Description: Configure channeling mode

Syntax:

Set channeling mode to ON (static)on

Set channeling mode to ACTIVEactive

Set channeling mode to PASSIVEpassive

Set channeling mode to MAC-PINNINGmac-pinning

Set channeling mode to MAC-PIN-NICLOADmac-pin-nicload

Set channeling mode to use EXPLICIT-FAILOVERexplicit-failover

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

Description: Configure channeling mode

Syntax:

Set channeling mode to ON (static)on

Set channeling mode to ACTIVEactive

Set channeling mode to PASSIVEpassive

Set channeling mode to MAC-PINNINGmac-pinning

Set channeling mode to MAC-PIN-NICLOADmac-pin-nicload

Set channeling mode to use EXPLICIT-FAILOVERexplicit-failover

Command Mode: interface port-channel : Port Channel interface

Command Path:
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# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover

Description: Configure channeling mode

Syntax:

Set channeling mode to ON (static)on

Set channeling mode to ACTIVEactive

Set channeling mode to PASSIVEpassive

Set channeling mode to MAC-PINNINGmac-pinning

Set channeling mode to MAC-PIN-NICLOADmac-pin-nicload

Set channeling mode to use EXPLICIT-FAILOVERexplicit-failover

Command Mode: interface : Provide VPC Name

Command Path:

# configure [['terminal', 't']]
(config)# vpc context leaf <101-4000> <101-4000> [fex <fex>]
(config-vpc)# interface vpc <WORD> [fex <fex>]
(config-vpc-if)# channel-mode on|active|passive|mac-pinning|mac-pin-nicload|explicit-failover
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cif
cif cluster <WORD> device <WORD> device-interface <WORD>

Description: Configure Relation to Cluster Interface

Syntax:

logical clustercluster

Logical Cluster name (Max Size 64)WORD

Cluster Devicedevice

Cluster Device name (Max Size 64)WORD

Cluster Device Interfacedevice-interface

Cluster Device Interface (Max Size 256)WORD

Command Mode: l1l2redir-dest : Configure l1l2redirect destination

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# svcredir-pol <WORD>
(svcredir-pol)# l1l2redir-dest <WORD>
(config-l1l2redir-dest)# cif cluster <WORD> device <WORD> device-interface <WORD>
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cipher-suite
cipher-suite <arg>

Description: Configure SAP negotiation algorithm

Syntax:

default =arg

Command Mode: template macsec access|fabric security-policy : ConfigureMAC security policy parameters

Command Path:

# configure [['terminal', 't']]
(config)# template macsec access|fabric security-policy <WORD>
(config-macsec-param)# cipher-suite <>
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ciphers
ciphers <WORD>

Description: HTTPS cipher suite

Syntax:

Provide a valid cipher nameWORD

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# ciphers <WORD>
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clear-encryption-key
clear-encryption-key

Description: Clears AES encryption key

Command Mode: crypto aes : AES encryption configuration

Command Path:

# configure [['terminal', 't']]
(config)# crypto aes
(config-aes)# clear-encryption-key
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clear-pwd-history
clear-pwd-history

Description: Clears the password history of a locally-authenticated user

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# clear-pwd-history
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clear core-status controller
clear core-status controller <NUMBER> <WORD>

Description: Remove exported core status and files for controllers

Syntax:

Controller id. Number range from=1 to=64<1-64>

Core status collection timeWORD

Command Mode: exec : Exec Mode

Command Path:

# clear core-status controller <NUMBER> <WORD>
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clear core-status switch
clear core-status switch <NUMBER> <WORD>

Description: Remove exported core status and files for switches

Syntax:

Switch id. Number range from=101 to=4000<101-4000>

Core status collection timeWORD

Command Mode: exec : Exec Mode

Command Path:

# clear core-status switch <NUMBER> <WORD>
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clear core controller
clear core controller <NUMBER> <WORD>

Description: Remove core metadata information generated at a controller

Syntax:

Controller id. Number range from=1 to=64<1-64>

Core creation timeWORD

Command Mode: exec : Exec Mode

Command Path:

# clear core controller <NUMBER> <WORD>
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clear core switch
clear core switch <NUMBER> <WORD>

Description: Remove core metadata information generated at a switch

Syntax:

Switch id. Number range from=101 to=4000<101-4000>

Core creation timeWORD

Command Mode: exec : Exec Mode

Command Path:

# clear core switch <NUMBER> <WORD>
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clear endpoints leaf tenant bridge-domain
clear endpoints leaf <node-id> tenant <tenant-name> bridge-domain <bd-name>

Description: Clear Bridge-Domain Hosting the endpoints

Syntax:

Leaf Numberleaf

Leaf Number (Max Size 4000). Number range from=0
to=9223372036854775807

node-id

Tenant Hosting the endpointstenant

Tenant Hosting the endpoints (Max Size 63)tenant-name

Bridge-Domain Hosting the endpointsbridge-domain

Bridge-Domain Hosting the endpoints (Max Size 64)bd-name

Command Mode: exec : Exec Mode

Command Path:

# clear endpoints leaf <WORD> tenant <WORD> bridge-domain <WORD>
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clear endpoints leaf tenant bridge-domain vlan
clear endpoints leaf <node-id> tenant <tenant-name> bridge-domain <bd-name> vlan <NUMBER>

Description: Clear VLAN Hosting the endpoints

Syntax:

Leaf Numberleaf

Leaf Number (Max Size 4000). Number range from=0
to=9223372036854775807

node-id

Tenant Hosting the endpointstenant

Tenant Hosting the endpoints (Max Size 63)tenant-name

Bridge-Domain Hosting the endpointsbridge-domain

Bridge-Domain Hosting the endpoints (Max Size 64)bd-name

VLAN Hosting the endpointsvlan

The number of the encapsulation VLAN, from 1 to 4094. For example,
for vlan-23 you enter 23 in this field.

<1-4094>

Command Mode: exec : Exec Mode

Command Path:

# clear endpoints leaf <WORD> tenant <WORD> bridge-domain <WORD> vlan <NUMBER>
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clear endpoints leaf tenant vrf
clear endpoints leaf <node-id> tenant <tenant-name> vrf <vrf-name>

Description: Clear VRF Hosting the endpoints

Syntax:

Leaf Numberleaf

Leaf Number (Max Size 4000). Number range from=0
to=9223372036854775807

node-id

Tenant Hosting the endpointstenant

Tenant Hosting the endpoints (Max Size 63)tenant-name

VRF Hosting the endpointsvrf

Name of the VRF Hosting the endpoints (Max Size 64)vrf-name

Command Mode: exec : Exec Mode

Command Path:

# clear endpoints leaf <WORD> tenant <WORD> vrf <WORD>
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clear firmware
clear firmware upgrade scheduler-restrictions

Description: Clear firmware upgrade scheduler restrictions

Syntax:

upgradeupgrade

scheduler-restrictionsscheduler-restrictions

Command Mode: exec : Exec Mode

Command Path:

# clear firmware upgrade scheduler-restrictions
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clear snapshot file
clear snapshot file <WORD>

Description: Remove snapshot file

Syntax:

Snapshot file nameWORD

Command Mode: exec : Exec Mode

Command Path:

# clear snapshot file <WORD>
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clear snapshot job
clear snapshot job <WORD>

Description: Remove snapshot job

Syntax:

Snapshot job nameWORD

Command Mode: exec : Exec Mode

Command Path:

# clear snapshot job <WORD>
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clear techsupport controllers
clear techsupport controllers <NUMBER> <WORD>

Description: Clear techsupport status for controllers

Syntax:

Controller id. Number range from=1 to=64<1-64>

Techsupport collection timeWORD

Command Mode: exec : Exec Mode

Command Path:

# clear techsupport controllers <NUMBER> <WORD>
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clear techsupport switch
clear techsupport switch <NUMBER> <WORD>

Description: Clear techsupport status for switch

Syntax:

Switch id. Number range from=101 to=4000<101-4000>

Techsupport collection timeWORD

Command Mode: exec : Exec Mode

Command Path:

# clear techsupport switch <NUMBER> <WORD>
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clear tenant
clear tenant <WORD>

Description: Clear Tenant related information

Syntax:

Name of the tenant to filter on (Max Size 63)WORD

Command Mode: exec : Exec Mode

Command Path:

# clear tenant <WORD>
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clear tenant bridge-domain
clear tenant <WORD> bridge-domain <WORD>

Description: Show Bridge-domain Information

Syntax:

Name of the tenant to filter on (Max Size 63)WORD

Name of the bridge-domain (Max Size 64)WORD

Command Mode: exec : Exec Mode

Command Path:

# clear tenant <WORD> bridge-domain <WORD>
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clear tenant bridge-domain first-hop-security statistics arp
clear tenant <WORD> bridge-domain <WORD> first-hop-security statistics arp

Description: Clear Bridge-domain First Hop Security ARP Statistics

Syntax:

Name of the tenant to filter on (Max Size 63)WORD

Name of the bridge-domain (Max Size 64)WORD

Command Mode: exec : Exec Mode

Command Path:

# clear tenant <WORD> bridge-domain <WORD> first-hop-security statistics arp
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clear tenant bridge-domain first-hop-security statistics dhcpv4
clear tenant <WORD> bridge-domain <WORD> first-hop-security statistics dhcpv4

Description: Clear Bridge-domain First Hop Security DHCPv6 Statistics

Syntax:

Name of the tenant to filter on (Max Size 63)WORD

Name of the bridge-domain (Max Size 64)WORD

Command Mode: exec : Exec Mode

Command Path:

# clear tenant <WORD> bridge-domain <WORD> first-hop-security statistics dhcpv4
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clear tenant bridge-domain first-hop-security statistics dhcpv6
clear tenant <WORD> bridge-domain <WORD> first-hop-security statistics dhcpv6

Description: Clear Bridge-domain First Hop Security DHCPv6 Statistics

Syntax:

Name of the tenant to filter on (Max Size 63)WORD

Name of the bridge-domain (Max Size 64)WORD

Command Mode: exec : Exec Mode

Command Path:

# clear tenant <WORD> bridge-domain <WORD> first-hop-security statistics dhcpv6
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clear tenant bridge-domain first-hop-security statistics
neighbor-discovery

clear tenant <WORD> bridge-domain <WORD> first-hop-security statistics neighbor-discovery

Description: Clear Bridge-domain First Hop Security Neighbor Discovery Statistics

Syntax:

Name of the tenant to filter on (Max Size 63)WORD

Name of the bridge-domain (Max Size 64)WORD

Command Mode: exec : Exec Mode

Command Path:

# clear tenant <WORD> bridge-domain <WORD> first-hop-security statistics neighbor-discovery
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clear tenant bridge-domain first-hop-security violation-event
all

clear tenant <WORD> bridge-domain <WORD> first-hop-security violation-event all

Description: Clear all FHS Violations

Syntax:

Name of the tenant to filter on (Max Size 63)WORD

Name of the bridge-domain (Max Size 64)WORD

Command Mode: exec : Exec Mode

Command Path:

# clear tenant <WORD> bridge-domain <WORD> first-hop-security violation-event all
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clear tenant bridge-domain first-hop-security violation-event
feature

clear tenant <WORD> bridge-domain <WORD> first-hop-security violation-event feature <WORD> origin
<WORD> type <WORD> ip <WORD> mac <WORD> pctag <WORD>

Description: Specify FHS Violation feature type

Syntax:

Name of the tenant to filter on (Max Size 63)WORD

Name of the bridge-domain (Max Size 64)WORD

Specify FHS Violation feature typeWORD

Specify FHS Violation origin typeorigin

Specify FHS Violation origin typeWORD

Specify FHS Violation typetype

Specify FHS Violation typeWORD

Specify FHS Violation EndPoint Ipip

Specify FHS Violation EndPoint IpWORD

Specify FHS Violation EndPoint MACmac

Specify FHS Violation EndPoint MACWORD

Specify FHS Violation EndPoint PC Tagpctag

Specify FHS Violation EndPoint MACWORD

Command Mode: exec : Exec Mode

Command Path:

# clear tenant <WORD> bridge-domain <WORD> first-hop-security violation-event feature <WORD>
origin <WORD> type <WORD> ip <WORD> mac <WORD> pctag <WORD>
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clear troubleshoot report
clear troubleshoot report <WORD>

Description: Remove non-pending reports of a troubleshoot session

Syntax:

Report creation timeWORD

Command Mode: exec : Exec Mode

Command Path:

# clear troubleshoot report <WORD>
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cli-only-mode-enable
cli-only-mode-enable

Description: Enable HTTP CLI only mode

Command Mode: http : HTTP communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
(config-http)# cli-only-mode-enable

cli-only-mode-enable

Description: Enable HTTPs CLI only mode

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# cli-only-mode-enable
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client-cert-ca
client-cert-ca <ca-name>

Description: Use specified CA for the HTTPS client certificate auth

Syntax:

CA name (Max Size 64)ca-name

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# client-cert-ca <ca-name>
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client-cert-state-enable
client-cert-state-enable

Description: Enable the state of the HTTPS communication service

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# client-cert-state-enable
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clock display-format
clock display-format local|utc

Description: Configure Clock Display Format

Syntax:

Local display formatlocal

UTC display formatutc

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# clock display-format local|utc
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clock show-offset
clock show-offset enable

Description: Enable/Disable Display of the Offset

Syntax:

Enable/Disable Display of the Offset from UTCenable

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# clock show-offset enable
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clock timezone
clock timezone <timeZone>

Description: Configure clock timezone

Syntax:

The Timezone SelectiontimeZone

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# clock timezone <timeZone>
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cluster-device
cluster-device <WORD> [vcenter <WORD>] [vm <WORD>] [host <host>] [management-ip <management-ip>]
[gateway <gateway>] [subnet-mask <subnet-mask>] [management-port <management-port>] [management-vnic
<management-vnic>] [mgmt-portgroup <mgmt-portgroup>] [ha-portgroup <ha-portgroup>] [ha-vnic <ha-vnic>]
[user-name <WORD>]

Description: Configure L4-L7 Cluster Device

Syntax:

device name (Max Size 64)WORD

(Optional) vcenter name (Max Size 64)WORD

(Optional) vm name (Max Size 128)WORD

(Optional) hosthost

(Optional) Enter management IP address for dynamic devicemanagement-ip

(Optional) Enter gateway IP addressgateway

(Optional) Enter subnet masksubnet-mask

(Optional) Enter management port http/httpsmanagement-port

(Optional) Enter management VNic for dynamic devicemanagement-vnic

(Optional) Enter management port group namemgmt-portgroup

(Optional) Enter HA PortGroup nameha-portgroup

(Optional) Enter ha VNic for ha Port Groupha-vnic

(Optional) username for concrete deviceWORD

Command Mode: l4l7 cluster name : Add a L4-L7 Service Device Cluster

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 cluster name <WORD> type <type> vlan-domain <domain-name>
[switching-mode <switching-mode>] [service <service>] [function <function>] [context
<context>] [trunking <enable|disable>] [vm-instantiation-policy <vm-instantiation-policy>]
(config-cluster)# cluster-device <WORD> [vcenter <WORD>] [vm <WORD>] [host <host>]
[management-ip <management-ip>] [gateway <gateway>] [subnet-mask <subnet-mask>]
[management-port <management-port>] [management-vnic <management-vnic>] [mgmt-portgroup
<mgmt-portgroup>] [ha-portgroup <ha-portgroup>] [ha-vnic <ha-vnic>] [user-name <WORD>]
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cluster-interface
cluster-interface <WORD> [vlan <NUMBER>]

Description: Configure L4-L7 Cluster Interface

Syntax:

Cluster interface name (Max Size 16)WORD

(Optional) Static Encap/VLAN to user for this cluster interface. Number
range from=1 to=4094

<vlan>

Command Mode: l4l7 cluster name : Add a L4-L7 Service Device Cluster

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 cluster name <WORD> type <type> vlan-domain <domain-name>
[switching-mode <switching-mode>] [service <service>] [function <function>] [context
<context>] [trunking <enable|disable>] [vm-instantiation-policy <vm-instantiation-policy>]
(config-cluster)# cluster-interface <WORD> [vlan <NUMBER>]
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collect
collect <arg>

Description: Configure collect

Syntax:

arg

Command Mode: flow record : Configure Netflow Record

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow record <WORD>
(config-tn-flow-record)# collect <>

collect <arg>

Description: Configure collect

Syntax:

arg

Command Mode: flow record : Configure Netflow Record

Command Path:

# configure [['terminal', 't']]
(config)# flow record <WORD>
(config-flow-record)# collect <>
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comm-policy
comm-policy <WORD>

Description: Configure any communication policy, ssh/telnet/shellinabox/http/https

Syntax:

Provide a communication policy nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
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community-list expanded
community-list expanded <WORD> <LINE>

Description: Configure expanded community list templates

Syntax:

Community list name (Max Size 64)WORD

Regular-expressionLINE

Command Mode: template route group : Configure Route Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template route group <WORD> tenant <WORD>
(config-route-group)# community-list expanded <WORD> <LINE>

community-list expanded <WORD> <LINE>

Description: Configure expanded community list templates

Syntax:

Community list name (Max Size 64)WORD

Regular-expressionLINE

Command Mode: template route group : Configure Route Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template route group <WORD> tenant <WORD>
(config-route-group)# community-list expanded <WORD> <LINE>
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community-list standard
community-list standard <WORD> ASN2:NN

Description: Configure standard community list templates

Syntax:

Community list name (Max Size 64)WORD

Community number aa:nn formatASN2:NN

Command Mode: template route group : Configure Route Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template route group <WORD> tenant <WORD>
(config-route-group)# community-list standard <WORD> ASN2:NN

community-list standard <WORD> ASN2:NN

Description: Configure standard community list templates

Syntax:

Community list name (Max Size 64)WORD

Community number aa:nn formatASN2:NN

Command Mode: template route group : Configure Route Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template route group <WORD> tenant <WORD>
(config-route-group)# community-list standard <WORD> ASN2:NN
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compatibility-check
compatibility-check

Description: Check for compatibility

Command Mode: controller-group : Controller Upgrade Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# firmware
(config-firmware)# controller-group
(config-firmware-controller)# compatibility-check

compatibility-check

Description: Check for compatibility

Command Mode: switch-group : Create switch firmware upgrade policy

Command Path:

# configure [['terminal', 't']]
(config)# firmware
(config-firmware)# switch-group <WORD>
(config-firmware-switch)# compatibility-check
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conf-offset
conf-offset <arg>

Description: Configure confidentiality offset for encryption

Syntax:

arg

Command Mode: template macsec access|fabric security-policy : ConfigureMAC security policy parameters

Command Path:

# configure [['terminal', 't']]
(config)# template macsec access|fabric security-policy <WORD>
(config-macsec-param)# conf-offset <>
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config-file
config-file <config-file>

Description: Select configuration file SVM instantiation policy

Syntax:

Select configuration file SVM instantiation policyconfig-file

Command Mode: inst-pol : Configure L4L7 service vm instantiation policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# inst-pol <WORD> <vmm-domain> <ctrlr> <vm-template> <resource-pool>
<datastore>
(config-inst-pol)# config-file <config-file>
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configure-ave
configure-ave

Description: Configure a Cisco AVE domain

Command Mode: vmware-domain : Create a VMM VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
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configure-avs
configure-avs

Description: Configure a VMWare Domain as AVS (N1K) type

Command Mode: vmware-domain : Create a VMM VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
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configure-dvs
configure-dvs

Description: Configure a VMWare Domain as DVS type

Command Mode: vmware-domain : Create a VMM VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-dvs
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configure
configure [['terminal', 't']]

Description: Configuration Mode

Syntax:

(Optional) configure using terminalterminal

(Optional) configure using terminalterminal

Command Mode: exec : Exec Mode

Command Path:

# configure [['terminal', 't']]
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connection intra-service
connection <WORD> [peerconnect <Peer connectivity>] intra-service service1 <WORD> connector1 <WORD>
service2 <WORD> connector2 <WORD>

Description: Configure L4-L7 connection between service nodes

Syntax:

Connection name (Max Size 64)WORD

(Optional) Configure connectivity to peerPeer connectivity

Service node 1service1

service-node-1 name (Max Size 64)WORD

Connector on service node 1 that connects to the connectionconnector1

service-node-1 connector name (Max Size 64)WORD

Service node 2service2

service-node-2 name (Max Size 64)WORD

Connector on service node 2 that connects to the connectionconnector2

service-node-2 connector name (Max Size 64)WORD

Command Mode: l4l7 graph : Configure L4-L7 Service Graph

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 graph <WORD> [contract <contract-option>]
(config-graph)# connection <WORD> [peerconnect <Peer connectivity>] intra-service service1
<WORD> connector1 <WORD> service2 <WORD> connector2 <WORD>
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connection intra-service service1 connector1 service2
connector2 copyservice

connection <WORD> [peerconnect <Peer connectivity>] intra-service service1 <WORD> connector1 <WORD>
service2 <WORD> connector2 <WORD> copyservice <WORD> connector <WORD>

Description: Configure copy node and connector

Syntax:

Connection name (Max Size 64)WORD

(Optional) Configure connectivity to peerPeer connectivity

Service node 1service1

service-node-1 name (Max Size 64)WORD

Connector on service node 1 that connects to the connectionconnector1

service-node-1 connector name (Max Size 64)WORD

Service node 2service2

service-node-2 name (Max Size 64)WORD

Connector on service node 2 that connects to the connectionconnector2

service-node-2 connector name (Max Size 64)WORD

service node name (Max Size 64)WORD

Connector on the service node that connects to a terminal nodeconnector

connector name (Max Size 64)WORD

Command Mode: l4l7 graph : Configure L4-L7 Service Graph

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 graph <WORD> [contract <contract-option>]
(config-graph)# connection <WORD> [peerconnect <Peer connectivity>] intra-service service1
<WORD> connector1 <WORD> service2 <WORD> connector2 <WORD> copyservice <WORD> connector
<WORD>
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connection terminal provider consumer service
connection <WORD> [peerconnect <Peer connectivity>] terminal provider|consumer service <WORD>
connector <WORD>

Description: Configure service node that connects to a terminal node

Syntax:

Connection name (Max Size 64)WORD

(Optional) Configure connectivity to peerPeer connectivity

Provider terminalprovider

Consumer terminalconsumer

service node name (Max Size 64)WORD

Connector on the service node that connects to a terminal nodeconnector

connector name (Max Size 64)WORD

Command Mode: l4l7 graph : Configure L4-L7 Service Graph

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 graph <WORD> [contract <contract-option>]
(config-graph)# connection <WORD> [peerconnect <Peer connectivity>] terminal provider|consumer
service <WORD> connector <WORD>
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connection terminal provider consumer service connector
copyservice

connection <WORD> [peerconnect <Peer connectivity>] terminal provider|consumer service <WORD>
connector <WORD> copyservice <WORD> connector <WORD>

Description: Configure copy node and connector

Syntax:

Connection name (Max Size 64)WORD

(Optional) Configure connectivity to peerPeer connectivity

Provider terminalprovider

Consumer terminalconsumer

service node name (Max Size 64)WORD

Connector on the service node that connects to a terminal nodeconnector

connector name (Max Size 64)WORD

service node name (Max Size 64)WORD

Connector on the service node that connects to a terminal nodeconnector

connector name (Max Size 64)WORD

Command Mode: l4l7 graph : Configure L4-L7 Service Graph

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 graph <WORD> [contract <contract-option>]
(config-graph)# connection <WORD> [peerconnect <Peer connectivity>] terminal provider|consumer
service <WORD> connector <WORD> copyservice <WORD> connector <WORD>
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connection terminal provider consumer terminal provider
consumer copyservice

connection <WORD> [peerconnect <Peer connectivity>] terminal provider|consumer terminal
provider|consumer copyservice <WORD> connector <WORD>

Description: Configure copy node and connector

Syntax:

Connection name (Max Size 64)WORD

(Optional) Configure connectivity to peerPeer connectivity

Provider terminalprovider

Consumer terminalconsumer

Provider terminalprovider

Consumer terminalconsumer

service node name (Max Size 64)WORD

Connector on the service node that connects to a terminal nodeconnector

connector name (Max Size 64)WORD

Command Mode: l4l7 graph : Configure L4-L7 Service Graph

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 graph <WORD> [contract <contract-option>]
(config-graph)# connection <WORD> [peerconnect <Peer connectivity>] terminal provider|consumer
terminal provider|consumer copyservice <WORD> connector <WORD>
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connector
connector <WORD> [cluster-interface <WORD>]

Description: Configure Connector for a Service Node

Syntax:

Connector name (Max Size 64)WORD

(Optional) Cluster Interface name (Max Size 16)WORD

Command Mode: service : Configure L4-L7 Service

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 graph <WORD> [contract <contract-option>]
(config-graph)# service <WORD> [device-cluster-tenant <WORD>] [device-cluster <WORD>] [mode
<Available Modes>] [svcredir <Service Redirection>] [service-type <Service Type>]
(config-service)# connector <WORD> [cluster-interface <WORD>]
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console
console [severity severity <severity-value>] [format <format>]

Description: Enable the logging to console(switches only)

Syntax:

(Optional) The severity level for the logsseverity <severity-value>

(Optional) The format for the log messagesformat

Command Mode: logging : Logging server group configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# logging server-group <WORD>
(config-logging)# console [severity severity <severity-value>] [format <format>]
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consumer
consumer epg-label <WORD>

Description: Add a consumer EPG label

Syntax:

EPG labelepg-label

EPG label name (Max Size 64)WORD

Command Mode: external-l3 epg : External L3 EPG configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l3 epg <WORD> [oob-mgmt] [l3out <l3out>]
(config-tenant-l3ext-epg)# consumer epg-label <WORD>
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consumption
consumption <consumption>

Description: Update consumption value in PoE Node-policy

Syntax:

Configure consumption value in PoE Node-policy. Number range
from=4000 to=30000

consumption

Command Mode: template power-over-ethernet node-policy : Configure Power Over Ethernet Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template power-over-ethernet node-policy <WORD>
(config-poe-node-pol)# consumption <consumption>

consumption <4000-30000>

Description: Set power wattage for interface consumption

Syntax:

Interface power consumption in milliwatts<4000-30000>

Command Mode: switchport power-over-ethernet : Power Over Ethernet configuration

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# switchport power-over-ethernet <WORD>
(config-power-over-ethernet)# consumption <4000-30000>
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contract-id
contract-id <WORD>

Description: Service contract id of the customer

Syntax:

The contract id (Max Size 512) surrounded by quotesWORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# callhome common
(config-callhome)# destination-profile
(config-callhome-destnprof)# contract-id <WORD>

contract-id <WORD>

Description: Service contract id of the customer

Syntax:

The contract id (Max Size 512) surrounded by quotesWORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# smartcallhome common
(config-smartcallhome)# destination-profile
(config-callhome-destnprof)# contract-id <WORD>
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contract
contract <WORD> [type <type>]

Description: Configure binary contracts between Application EPGs

Syntax:

Name of the contract to create (Max Size 64)WORD

(Optional) whitelist (permit) or blacklist(deny) or oob-mgmt type of
contract

type

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# contract <WORD> [type <type>]
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contract consumer
contract consumer <WORD> [qos-class <WORD>]

Description: Add the supplied contract to be consumed by any AEPg on this VRF

Syntax:

Whitelist contract to consume (Max Size 64)WORD

(Optional) Qos LevelWORD

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# contract consumer <WORD> [qos-class <WORD>]

contract consumer <WORD> [imported] [label <WORD>] [qos-class <WORD>]

Description: Add a contract consumed by this AEPg, along with an optional list of subject labels

Syntax:

Whitelist contract to consume (Max Size 64)WORD

(Optional) used for contracts imported from other tenantsimported

(Optional) Per-Contract label (Max Size 64)WORD

(Optional) Qos LevelWORD

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# contract consumer <WORD> [imported] [label <WORD>] [qos-class
<WORD>]

contract consumer <contractName> [imported] [label <WORD>]

Description: Add a contract consumed by this EPG, along with an optional list of subject labels

Syntax:

Whitelist contract to consume<contractName>
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(Optional) Used for contracts imported from other tenantsimported

(Optional) Per-Contract label (Max Size 64)WORD

Command Mode: external-l3 epg : External L3 EPG configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l3 epg <WORD> [oob-mgmt] [l3out <l3out>]
(config-tenant-l3ext-epg)# contract consumer <contractName> [imported] [label <WORD>]

contract consumer <WORD> [imported] [label <WORD>]

Description: Add a contract consumed by this In-band Epg, along with an optional list of subject labels

Syntax:

Whitelist contract to consume (Max Size 64)WORD

(Optional) used for contracts imported from other tenantsimported

(Optional) Per-Contract label (Max Size 64)WORD

Command Mode: inband-mgmt : Enter Inside In-band management mode to modify inband properties or
create new inband

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# inband-mgmt epg <WORD>
(config-inb-epg)# contract consumer <WORD> [imported] [label <WORD>]

contract consumer <WORD> [imported] [label <WORD>] [qos-class <WORD>]

Description: Add a contract consumed by this EPG, along with an optional list of subject labels

Syntax:

Whitelist contract to consume (Max Size 64)WORD

(Optional) used for contracts imported from other tenantsimported

(Optional) Per-Contract label (Max Size 64)WORD

(Optional) Qos LevelWORD

Command Mode: external-l2 : L2 external EPG creation/configuration

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
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(config-tenant)# external-l2 epg <WORD>
(config-tenant-l2ext-epg)# contract consumer <WORD> [imported] [label <WORD>] [qos-class
<WORD>]

contract consumer <WORD> [imported]

Description: Add a consumer contract

Syntax:

Whitelist contract to consumeWORD

(Optional) Used for contracts imported from other tenantsimported

Command Mode: match prefix-list : Match entries of a prefix-list

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match prefix-list <WORD> [deny]
(config-leaf-vrf-route-map-match)# contract consumer <WORD> [imported]

contract consumer <WORD> [imported]

Description: Add a consumer contract

Syntax:

Whitelist contract to consumeWORD

(Optional) Used for contracts imported from other tenantsimported

Command Mode: match prefix-list : Match entries of a prefix-list

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match prefix-list <WORD> [deny]
(config-leaf-vrf-route-map-match)# contract consumer <WORD> [imported]
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contract deny
contract deny <WORD>

Description: Attach a taboo contract to this AEPg

Syntax:

Name of the blacklist contract (Max Size 64)WORD

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# contract deny <WORD>

contract deny <contractName>

Description: Attach a taboo contract to this EPG

Syntax:

Name of the blacklist contract<contractName>

Command Mode: external-l3 epg : External L3 EPG configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l3 epg <WORD> [oob-mgmt] [l3out <l3out>]
(config-tenant-l3ext-epg)# contract deny <contractName>

contract deny <contractName>

Description: Attach a taboo contract to this InBand Epg

Syntax:

Name of the blacklist contract<contractName>

Command Mode: inband-mgmt : Enter Inside In-band management mode to modify inband properties or
create new inband

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# inband-mgmt epg <WORD>
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(config-inb-epg)# contract deny <contractName>

contract deny <WORD>

Description: Attach a taboo contract to this EPG

Syntax:

Name of the blacklist contract (Max Size 64)WORD

Command Mode: external-l2 : L2 external EPG creation/configuration

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l2 epg <WORD>
(config-tenant-l2ext-epg)# contract deny <WORD>
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contract enforce
contract enforce [ingress] [egress]

Description: Add a policy enforcement

Syntax:

(Optional) Policy will be applied at the Ingress Nodeingress

(Optional) Policy will be applied at the Egress Nodeegress

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# contract enforce [ingress] [egress]
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contract intra-epg
contract intra-epg <WORD>

Description: Contract for controlling Intra-EPG traffic

Syntax:

Whitelist contract to apply (Max Size 64)WORD

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# contract intra-epg <WORD>
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contract provider
contract provider <WORD> [qos-class <WORD>]

Description: Add the supplied contract to be provided by any AEPg on this VRF

Syntax:

Whitelist contract provided (Max Size 64)WORD

(Optional) Qos LevelWORD

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# contract provider <WORD> [qos-class <WORD>]

contract provider <WORD> [label <WORD>] [qos-class <WORD>]

Description: Contract provided by this AEPg, along with an optional list of subject labels

Syntax:

Whitelist contract to provide (Max Size 64)WORD

(Optional) Per-Contract label (Max Size 64)WORD

(Optional) Qos LevelWORD

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# contract provider <WORD> [label <WORD>] [qos-class <WORD>]

contract provider <contractName> [label <WORD>]

Description: Add a contract provided by this EPG, along with an optional list of subject labels

Syntax:

Whitelist contract to provide<contractName>

(Optional) Per-Contract label (Max Size 64)WORD
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Command Mode: external-l3 epg : External L3 EPG configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l3 epg <WORD> [oob-mgmt] [l3out <l3out>]
(config-tenant-l3ext-epg)# contract provider <contractName> [label <WORD>]

contract provider <contractName> [label <label>]

Description: Add a contract provided by this AEPg, along with an optional list of subject labels

Syntax:

link to contract name<contractName>

(Optional)label

Command Mode: inband-mgmt : Enter Inside In-band management mode to modify inband properties or
create new inband

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# inband-mgmt epg <WORD>
(config-inb-epg)# contract provider <contractName> [label <label>]

contract provider <WORD> [label <WORD>] [qos-class <WORD>]

Description: Add a contract provided by this EPG, along with an optional list of subject labels

Syntax:

Whitelist contract to provide (Max Size 64)WORD

(Optional) Per-Contract label (Max Size 64)WORD

(Optional) Qos LevelWORD

Command Mode: external-l2 : L2 external EPG creation/configuration

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l2 epg <WORD>
(config-tenant-l2ext-epg)# contract provider <WORD> [label <WORD>] [qos-class <WORD>]

contract provider <contractName>

Description: Add a contract provided by this AEPg, along with an optional list of subject labels

Syntax:
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Name of the contract to be provided<contractName>

Command Mode: oob-mgmt : Creates/Modify the out of band mgmt under the tenant mgmt

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# oob-mgmt epg <epgval>
(config-oob-epg)# contract provider <contractName>

contract provider <WORD>

Description: Add a provider contract

Syntax:

Whitelist contract to provideWORD

Command Mode: match prefix-list : Match entries of a prefix-list

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match prefix-list <WORD> [deny]
(config-leaf-vrf-route-map-match)# contract provider <WORD>

contract provider <WORD>

Description: Add a provider contract

Syntax:

Whitelist contract to provideWORD

Command Mode: match prefix-list : Match entries of a prefix-list

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match prefix-list <WORD> [deny]
(config-leaf-vrf-route-map-match)# contract provider <WORD>
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control-plane-policing-prefilter
control-plane-policing-prefilter <arg>

Description: Add leaf ACL policy

Syntax:

arg

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# control-plane-policing-prefilter <>

control-plane-policing-prefilter <arg>

Description: Add spine ACL policy

Syntax:

arg

Command Mode: template spine-policy-group : Configure Spine Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template spine-policy-group <WORD>
(config-spine-policy-group)# control-plane-policing-prefilter <>
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controller-group
controller-group

Description: Controller Upgrade Configuration Mode

Command Mode: firmware : Firmware upgrade configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# firmware
(config-firmware)# controller-group

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
212

C Commands
controller-group



controller
controller

Description: Configure Controller Node

Syntax:

arg

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# controller
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coop-fabric
coop-fabric

Description: Council Of Oracles Protocol (COOP)

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# coop-fabric
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coop
coop fabric

Description: COOP protocol

Syntax:

Fabric COOP configurationfabric

Command Mode: pod : Pod configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# coop fabric
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copp-aggr
copp-aggr <arg>

Description: Add CoPP aggregate policy

Syntax:

arg

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# copp-aggr <>

copp-aggr <arg>

Description: Add CoPP aggregate policy

Syntax:

arg

Command Mode: template spine-policy-group : Configure Spine Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template spine-policy-group <WORD>
(config-spine-policy-group)# copp-aggr <>
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cos enable
cos enable

Description: Enable Cos Marking

Command Mode: vmware-domain : Associate EPG to a VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# vmware-domain member <WORD> [encap <WORD>] [primary-encap <WORD>]
[allow-micro-segmentation] [deploy <WORD>] [push <WORD>] [binding-type
staticBinding|dynamicBinding|ephemeral] [port-allocation fixed|elastic] [num-ports <WORD>]
[untagged-access-pg] [delimiter <WORD>]
(config-tenant-app-epg-domain)# cos enable
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cos value
cos value <num>

Description: CoS value <0-7>

Syntax:

Class of Service. Number range from=0 to=7num

Command Mode: vmware-domain : Associate EPG to a VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# vmware-domain member <WORD> [encap <WORD>] [primary-encap <WORD>]
[allow-micro-segmentation] [deploy <WORD>] [push <WORD>] [binding-type
staticBinding|dynamicBinding|ephemeral] [port-allocation fixed|elastic] [num-ports <WORD>]
[untagged-access-pg] [delimiter <WORD>]
(config-tenant-app-epg-domain)# cos value <num>
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cost
cost <NUMBER>

Description: Set OSPF cost for the interface

Syntax:

OSPF cost. Number range from=0 to=65535<0-65535>

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# cost <NUMBER>

cost <NUMBER>

Description: Set OSPF cost for the interface

Syntax:

OSPF cost. Number range from=0 to=65535<0-65535>

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# cost <NUMBER>
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country
country <WORD>

Description: Set The two-letter ISO code for the country where the organization is located.

Syntax:

The two-letter ISO code for the country where the organization is located<WORD>

Command Mode: csr : A csr mode to create and hold an SSL certificate

Command Path:

# configure [['terminal', 't']]
(config)# crypto keyring <WORD>
(config-keyring)# csr
(config-csr)# country <WORD>
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crypto aes
crypto aes

Description: AES encryption configuration

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# crypto aes
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crypto ca
crypto ca <WORD>

Description: Configure certificate authority related information

Syntax:

Trustpoint label (Max Size 64)WORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# crypto ca <WORD>
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crypto keyring
crypto keyring <WORD>

Description: A keyring mode to create and hold an SSL certificate

Syntax:

Provide a keyring nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# crypto keyring <WORD>
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crypto webtoken
crypto webtoken

Description: The cryptographic data used for generating and verifying web tokens.

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# crypto webtoken
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csr
csr

Description: A csr mode to create and hold an SSL certificate

Command Mode: crypto keyring : A keyring mode to create and hold an SSL certificate

Command Path:

# configure [['terminal', 't']]
(config)# crypto keyring <WORD>
(config-keyring)# csr

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
225

C Commands
csr



customer-id
customer-id <WORD>

Description: The customer id

Syntax:

The customer id (Max Size 512) surrounded by quotesWORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# callhome common
(config-callhome)# destination-profile
(config-callhome-destnprof)# customer-id <WORD>

customer-id <WORD>

Description: The customer id

Syntax:

The customer id (Max Size 512) surrounded by quotesWORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# smartcallhome common
(config-smartcallhome)# destination-profile
(config-callhome-destnprof)# customer-id <WORD>
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D Commands

• data, on page 229
• dead-interval, on page 230
• debug-switch, on page 231
• debug log reset, on page 232
• debug log set, on page 233
• decommission controller, on page 234
• decommission switch, on page 235
• default-information, on page 236
• default-originate, on page 238
• delay, on page 239
• deltape, on page 240
• deny-mode, on page 241
• deploy-epg tenant application epg qinq, on page 242
• deploy-epg tenant application epg type, on page 244
• deploy-epg tenant application epg vlan, on page 246
• deployment-mode, on page 248
• descr, on page 249
• description, on page 250
• dest-type, on page 275
• destination-port, on page 276
• destination-profile, on page 277
• destination, on page 278
• destination address, on page 281
• destination destip, on page 282
• destination epg, on page 283
• destination external-l3 epg tenant l3out epg, on page 285
• destination external-l3 epg tenant vrf epg, on page 287
• destination interface ethernet, on page 289
• destination interface port-channel, on page 290
• destination tenant, on page 291
• device-address, on page 293
• device-package, on page 294
• dhcp option, on page 295
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• dhcp relay policy, on page 296
• dhcpv4-server, on page 299
• dhcpv6-server, on page 300
• dhparam, on page 301
• direction, on page 302
• disable-connected-check, on page 305
• disable-peer-as-check, on page 306
• distance, on page 307
• dns, on page 311
• dnssearchsuffix, on page 312
• dnsservers, on page 313
• dnssuffix, on page 314
• dnssvr, on page 315
• dnssvrgrp, on page 316
• domain, on page 317
• dot1q-tunnel, on page 319
• drop, on page 320
• dscp, on page 322
• dsr-vip, on page 324
• dsr, on page 325
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data
data <LINE>

Description: Set A user public key in PEM format.

Syntax:

user public key in PEM format in quotes (Max Size None)LINE

Command Mode: ssh-key : Update ssh key for the user for ssh authentication

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# ssh-key <WORD>
(config-ssh-key)# data <LINE>

data <CERTIFICATE>

Description: Set PEM encoded certificate

Syntax:

PEM encoded certificate in quotesCERTIFICATE

Command Mode: certificate : Create AAA user certificate in X.509 format.

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# certificate <WORD>
(config-certificate)# data <CERTIFICATE>
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dead-interval
dead-interval <NUMBER>

Description: Dead interval

Syntax:

Interval in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# dead-interval <NUMBER>

dead-interval <NUMBER>

Description: Dead interval

Syntax:

Interval in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# dead-interval <NUMBER>
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debug-switch
debug-switch <NUMBER>

Description: Turn on debug mode for switch

Syntax:

Node ID. Number range from=101 to=4000<101-4000>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# debug-switch <NUMBER>
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debug log reset
debug <node-name> <process> log reset

Description: Reset the log levels to default log level

Syntax:

Node name<node-name>

Process name<process>

Command Mode: exec : Exec Mode

Command Path:

# debug <node-name> <process> log reset
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debug log set
debug <node-name> <process> log set <topic> <level>

Description: Set log level for a topic

Syntax:

Node name<node-name>

Process name<process>

Topic name<topic>

Level name<level>

Command Mode: exec : Exec Mode

Command Path:

# debug <node-name> <process> log set <topic> <level>
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decommission controller
decommission controller <NUMBER>

Description: Decommission controller

Syntax:

Controller ID. Number range from=1 to=64<1-64>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# decommission controller <NUMBER>
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decommission switch
decommission switch <NUMBER> [remove-from-controller] [pod <NUMBER>]

Description: Decommission switch

Syntax:

Node ID. Number range from=101 to=4000<101-4000>

(Optional) Remove the switch from controller (optional)remove-from-controller

(Optional) Pod ID. Number range from=1 to=10NUMBER

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# decommission switch <NUMBER> [remove-from-controller] [pod <NUMBER>]
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default-information
default-information originate [always]

Description: Control origination of a default route

Syntax:

Originate a default routeoriginate

(Optional) Always advertise default routealways

Command Mode: vrf : Configure VRF information

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# default-information originate [always]

default-information originate [always]

Description: Control origination of a default route

Syntax:

Originate a default routeoriginate

(Optional) Always advertise default routealways

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# default-information originate [always]

default-information originate [always]

Description: Control origination of a default route

Syntax:

Originate a default routeoriginate

(Optional) Always advertise default routealways

Command Mode: vrf : Configure VRF information
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# default-information originate [always]

default-information originate [always]

Description: Control origination of a default route

Syntax:

Originate a default routeoriginate

(Optional) Always advertise default routealways

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# default-information originate [always]
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default-originate
default-originate

Description: Originate a default toward this peer

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# default-originate

default-originate

Description: Originate a default toward this peer

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# default-originate
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delay
delay minimum|reload <NUMBER>

Description: HSRP initialization delay

Syntax:

Minimum delayminimum

Delay after reloadreload

Delay in seconds. Number range from=0 to=10000<0-10000>

Command Mode: template hsrp interface-policy : Configure HSRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template hsrp interface-policy <WORD> tenant <WORD>
(config-template-hsrp-if-pol)# delay minimum|reload <NUMBER>

delay minimum|reload <NUMBER>

Description: HSRP initialization delay

Syntax:

Minimum delayminimum

Delay after reloadreload

Delay in seconds. Number range from=0 to=10000<0-10000>

Command Mode: template hsrp interface-policy : Configure HSRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template hsrp interface-policy <WORD> tenant <WORD>
(config-template-hsrp-if-pol)# delay minimum|reload <NUMBER>
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deltape
deltape <21-40>

Description: Set deltape for ssd flash config

Syntax:

deltape<21-40>

Command Mode: flash-config : Configure SSD Flash Config policy

Command Path:

# configure [['terminal', 't']]
(config)# flash-config <WORD>
(config-flash-config)# deltape <21-40>
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deny-mode
deny-mode

Description: WhiteList or BlackList mode for EPG

Command Mode: external-l3 epg : External L3 EPG configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l3 epg <WORD> [oob-mgmt] [l3out <l3out>]
(config-tenant-l3ext-epg)# deny-mode

deny-mode

Description: WhiteList or BlackList mode for EPG

Command Mode: external-l2 : L2 external EPG creation/configuration

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l2 epg <WORD>
(config-tenant-l2ext-epg)# deny-mode
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deploy-epg tenant application epg qinq
deploy-epg tenant <WORD> application <WORD> epg <WORD> qinq outer-vlan <NUMBER> inner-vlan
<NUMBER>

Description: Deploy regular AEPg on leaf with qinq(double encap)

Syntax:

Tenant hosting the AEPg to deploytenant

Tenant hosting the AEPg to deploy (Max Size 63)WORD

Application hosting the AEPg to deployapplication

Application Name (Max Size 64)WORD

AEPg to be deployed on the leafepg

EPg that uses the statically enabled Encap. (Max Size 64)WORD

Encapsulation Outer Vlanouter-vlan

Encapsulation Outer Vlan. Number range from=1 to=4094<1-4094>

Encapsulation Inner Vlaninner-vlan

Encapsulation Inner Vlan. Number range from=1 to=4094<1-4094>

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# deploy-epg tenant <WORD> application <WORD> epg <WORD> qinq outer-vlan
<NUMBER> inner-vlan <NUMBER>

deploy-epg tenant <WORD> application <WORD> epg <WORD> qinq outer-vlan <NUMBER> inner-vlan
<NUMBER>

Description: Deploy regular AEPg on leaf with qinq(double encap)

Syntax:

Tenant hosting the AEPg to deploytenant

Tenant hosting the AEPg to deploy (Max Size 63)WORD

Application hosting the AEPg to deployapplication

Application Name (Max Size 64)WORD

AEPg to be deployed on the leafepg
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EPg that uses the statically enabled Encap. (Max Size 64)WORD

Encapsulation Outer Vlanouter-vlan

Encapsulation Outer Vlan. Number range from=1 to=4094<1-4094>

Encapsulation Inner Vlaninner-vlan

Encapsulation Inner Vlan. Number range from=1 to=4094<1-4094>

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# deploy-epg tenant <WORD> application <WORD> epg <WORD> qinq outer-vlan
<NUMBER> inner-vlan <NUMBER>
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deploy-epg tenant application epg type
deploy-epg tenant <WORD> application <WORD> epg <WORD> type micro-segmented

Description: Deploy micro-segmented AEPg on leaf

Syntax:

Tenant hosting the AEPg to deploytenant

Tenant hosting the AEPg to deploy (Max Size 63)WORD

Application hosting the AEPg to deployapplication

Application Name (Max Size 64)WORD

AEPg to be deployed on the leafepg

EPg that uses the statically enabled Encap. (Max Size 64)WORD

micro-segmented AEPgmicro-segmented

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# deploy-epg tenant <WORD> application <WORD> epg <WORD> type micro-segmented

deploy-epg tenant <WORD> application <WORD> epg <WORD> type micro-segmented

Description: Deploy micro-segmented AEPg on leaf

Syntax:

Tenant hosting the AEPg to deploytenant

Tenant hosting the AEPg to deploy (Max Size 63)WORD

Application hosting the AEPg to deployapplication

Application Name (Max Size 64)WORD

AEPg to be deployed on the leafepg

EPg that uses the statically enabled Encap. (Max Size 64)WORD

micro-segmented AEPgmicro-segmented

Command Mode: spine : Configure Spine Node

Command Path:
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# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# deploy-epg tenant <WORD> application <WORD> epg <WORD> type micro-segmented
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deploy-epg tenant application epg vlan
deploy-epg tenant <WORD> application <WORD> epg <WORD> vlan <NUMBER> vlan-domain member
<WORD>

Description: Deploy regular AEPg on leaf

Syntax:

Tenant hosting the AEPg to deploytenant

Tenant hosting the AEPg to deploy (Max Size 63)WORD

Application hosting the AEPg to deployapplication

Application Name (Max Size 64)WORD

AEPg to be deployed on the leafepg

EPg that uses the statically enabled Encap. (Max Size 64)WORD

Encapsulation Vlan. Number range from=1 to=4094<1-4094>

Vlan Domain for Encapsulation Vlanvlan-domain

Vlan Domain for Encapsulation Vlanmember

vlan-domain to use to validate encapsulation vlan. (Max Size 64)WORD

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# deploy-epg tenant <WORD> application <WORD> epg <WORD> vlan <NUMBER>
vlan-domain member <WORD>

deploy-epg tenant <WORD> application <WORD> epg <WORD> vlan <NUMBER> vlan-domain member
<WORD>

Description: Deploy regular AEPg on leaf

Syntax:

Tenant hosting the AEPg to deploytenant

Tenant hosting the AEPg to deploy (Max Size 63)WORD

Application hosting the AEPg to deployapplication

Application Name (Max Size 64)WORD

AEPg to be deployed on the leafepg
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EPg that uses the statically enabled Encap. (Max Size 64)WORD

Encapsulation Vlan. Number range from=1 to=4094<1-4094>

Vlan Domain for Encapsulation Vlanvlan-domain

Vlan Domain for Encapsulation Vlanmember

vlan-domain to use to validate encapsulation vlan. (Max Size 64)WORD

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# deploy-epg tenant <WORD> application <WORD> epg <WORD> vlan <NUMBER>
vlan-domain member <WORD>
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deployment-mode
deployment-mode <WORD>

Description: Set zone deployment mode

Syntax:

Zone Deployment ModeWORD

Command Mode: zone : Create zone policy

Command Path:

# configure [['terminal', 't']]
(config)# zones
(config-zones)# zone <WORD>
(config-zone)# deployment-mode <WORD>
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descr
descr <WORD>

Description: RADIUS server descr for authentication

Syntax:

descr for authentication (Max Size 128)<WORD>

Command Mode: radius-server host : RADIUS server's DNS name or its IP address

Command Path:

# configure [['terminal', 't']]
(config)# radius-server host <A.B.C.D|A:B::C:D|WORD>
(config-host)# descr <WORD>

descr <WORD>

Description: RSA server descr for authentication

Syntax:

descr for authentication (Max Size 128)<WORD>

Command Mode: rsa-server host : RSA server's DNS name or its IP address

Command Path:

# configure [['terminal', 't']]
(config)# rsa-server host <A.B.C.D|A:B::C:D|WORD>
(config-host)# descr <WORD>
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description
description <description>

Description: Add a description to a power supply redundancy policy

Syntax:

Power supply redundancy policy description string<description>

Command Mode: power : Create a power supply redundancy policy

Command Path:

# configure [['terminal', 't']]
(config)# power redundancy-policy <WORD>
(config-power)# description <description>

description <LINE>

Description: Set description

Syntax:

Set description, use single quotes with spaces ex: 'my descr' (Max Size
128)

LINE

Command Mode: rbac security-domain : Create AAA security domain for processing authentication requests.

Command Path:

# configure [['terminal', 't']]
(config)# rbac security-domain <WORD>
(config-security-domain)# description <LINE>

description <WORD>

Description: The description of callhome destination-profile

Syntax:

The description (Max Size 128) surrounded by single quotesWORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# callhome common
(config-callhome)# destination-profile
(config-callhome-destnprof)# description <WORD>
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description <WORD>

Description: The description of callhome destination-profile

Syntax:

The description (Max Size 128) surrounded by single quotesWORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# smartcallhome common
(config-smartcallhome)# destination-profile
(config-callhome-destnprof)# description <WORD>

description <WORD>

Description: Add switch-group description

Syntax:

Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: switch-group : Create switch firmware upgrade policy

Command Path:

# configure [['terminal', 't']]
(config)# firmware
(config-firmware)# switch-group <WORD>
(config-firmware-switch)# description <WORD>

description <STRING>

Description: Configure remote path description

Syntax:

DescriptionSTRING

Command Mode: remote : Remote path configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# remote path <WORD>
(config-remote)# description <STRING>

description <STRING>

Description: Configure description for the active ntp policy
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Syntax:

DescriptionSTRING

Command Mode: ntp : Configure the default ntp policy

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# ntp
(config-ntp)# description <STRING>

description <STRING>

Description: Configure STP description

Syntax:

DescriptionSTRING

Command Mode: region : STP MST region configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# spanning-tree mst configuration
(config-stp)# region <WORD>
(config-stp-region)# description <STRING>

description <WORD>

Description: Add description for Cloudsec Policy

Syntax:

Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: template cloudsec : Configure cloudsec Policies

Command Path:

# configure [['terminal', 't']]
(config)# template cloudsec <WORD>
(config-cloudsec)# description <WORD>

description <WORD>

Description: Description string, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:

Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD
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Command Mode: template dhcp relay : Create a DHCP Relay policy

Command Path:

# configure [['terminal', 't']]
(config)# template dhcp relay policy <WORD>
(config-template-dhcp-relay)# description <WORD>

description <description>

Description: Update FC Policy-Group Template description

Syntax:

<description>

Command Mode: template fc-policy-group : Configure FC Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template fc-policy-group <WORD>
(config-fc-pol-grp-if)# description <description>

description <WORD>

Description: Add fc-fabric-policy description

Syntax:

Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: template fc-fabric-policy : Configure FC Fabric Policy(Max Size 64)

Command Path:

# configure [['terminal', 't']]
(config)# template fc-fabric-policy <WORD>
(config-fc-fabric-policy)# description <WORD>

description <description>

Description: Update FC leaf policy description

Syntax:

<description>

Command Mode: template fc-leaf-policy : Configure FC Leaf Policy(Max Size 64)

Command Path:

# configure [['terminal', 't']]
(config)# template fc-leaf-policy <WORD>
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(config-fc-leaf-policy)# description <description>

description <WORD>

Description: Add MAC security key chain description

Syntax:

Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: template macsec access|fabric keychain : Configure macsec key chain

Command Path:

# configure [['terminal', 't']]
(config)# template macsec access|fabric keychain <WORD>
(config-macsec-keychain)# description <WORD>

description <WORD>

Description: Add MAC security policy description

Syntax:

Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: template macsec access|fabric security-policy : ConfigureMAC security policy parameters

Command Path:

# configure [['terminal', 't']]
(config)# template macsec access|fabric security-policy <WORD>
(config-macsec-param)# description <WORD>

description <STRING>

Description: Configure description for the active ntp policy

Syntax:

DescriptionSTRING

Command Mode: template ntp-fabric : Network Time Protocol (NTP)

Command Path:

# configure [['terminal', 't']]
(config)# template ntp-fabric <WORD>
(config-template-ntp-fabric)# description <STRING>
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description <description>

Description: Update Policy-Group Template description

Syntax:

<description>

Command Mode: template policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# description <description>

description <description>

Description: Update Port-Channel Template description

Syntax:

<description>

Command Mode: template port-channel : Configure Port-Channel Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template port-channel <WORD>
(config-po-ch-if)# description <description>

description <description>

Description: Update Spine-Interface-Policy-Group Template description

Syntax:

<description>

Command Mode: template spine-interface-policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template spine-interface-policy-group <WORD>
(config-spine-if-pol-grp)# description <description>

description <WORD>

Description: Add a description string to a tenant, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:
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Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# description <WORD>

description <WORD>

Description: Add a description on a contract, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:

Contract description, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: contract : Configure binary contracts between Application EPGs

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# contract <WORD> [type <type>]
(config-tenant-contract)# description <WORD>

description <WORD>

Description: Add a description on a subject, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:

Subject description, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: subject : Configuration a subject on the contract

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# contract <WORD> [type <type>]
(config-tenant-contract)# subject <WORD>
(config-tenant-contract-subj)# description <WORD>

description <WORD>

Description: Add a description on a vrf, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
256

D Commands
description



VRF description, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# description <WORD>

description <WORD>

Description: Add a description on an application, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:

Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: application : application configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# description <WORD>

description <WORD>

Description: Add a description on an epg, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:

Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# description <WORD>

description <WORD>

Description: Add a description on an epg, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
257

D Commands
description



Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: dot1q-tunnel : Tunnel configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# dot1q-tunnel <WORD>
(config-tenant-tunnel)#description <WORD>

description <epgDescr>

Description: Add a description on an epg

Syntax:

<epgDescr>

Command Mode: inband-mgmt : Enter Inside In-band management mode to modify inband properties or
create new inband

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# inband-mgmt epg <WORD>
(config-inb-epg)# description <epgDescr>

description <WORD>

Description:Add a description on a bridge-domain, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:

Bridge-domain description, surrounded by single quotes if with spaces
ex: 'My descr' (Max Size 128)

WORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# description <WORD>

description <WORD>

Description: Add a description on an epg, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:
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Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: external-l2 : L2 external EPG creation/configuration

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l2 epg <WORD>
(config-tenant-l2ext-epg)# description <WORD>

description <epgDescr>

Description: Add a description on an epg

Syntax:

<epgDescr>

Command Mode: oob-mgmt : Creates/Modify the out of band mgmt under the tenant mgmt

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# oob-mgmt epg <epgval>
(config-oob-epg)# description <epgDescr>

description <WORD>

Description: Add a description on a Redirection policy, surrounded by single quotes if with spaces ex: 'My
descr'

Syntax:

Redirection Policy description, surrounded by single quotes if with
spaces ex: 'My descr' (Max Size 128)

WORD

Command Mode: svcredir-pol : Configure L4L7 service redirection policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# svcredir-pol <WORD>
(svcredir-pol)# description <WORD>

description <WORD>

Description: Description string, surrounded by single quotes if with spaces ex: 'My descr'

Syntax:
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Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: template dhcp relay : Create a DHCP Relay policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template dhcp relay policy <WORD>
(config-tenant-template-dhcp-relay)# description <WORD>

description <LINE>

Description: Update igmp policy description

Syntax:

IGMP policy description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# description <LINE>

description <LINE>

Description: Update igmp snooping policy description

Syntax:

IGMP snooping policy description, use single quotes with spaces ex:
'my descr' (Max Size 128)

LINE

Command Mode: template ip igmp snooping policy : Create an IGMP snooping policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp snooping policy <WORD>
(config-tenant-template-ip-igmp-snooping)# description <LINE>

description <LINE>

Description: Update mld snooping policy description

Syntax:
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MLD snooping policy description, use single quotes with spaces ex:
'my descr' (Max Size 128)

LINE

Command Mode: template ipv6 mld snooping policy : Create an MLD snooping policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ipv6 mld snooping policy <WORD>
(config-tenant-template-ip-mld-snooping)# description <LINE>

description <LINE>

Description: Update Netflow Exporter description

Syntax:

Netflow Exporter description, use single quotes with spaces ex: 'my
descr' (Max Size 128)

LINE

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport
udp <dstPort>
(config-tn-flow-exporter)# description <LINE>

description <LINE>

Description: Update Netflow Record description

Syntax:

Netflow Record description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: flow record : Configure Netflow Record

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow record <WORD>
(config-tn-flow-record)# description <LINE>

description <LINE>

Description: Update Netflow Monitor description

Syntax:
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Netflow Monitor description, use single quotes with spaces ex: 'my
descr' (Max Size 128)

LINE

Command Mode: flow monitor : Configure Netflow Monitor

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow monitor <WORD>
(config-tn-flow-monitor)# description <LINE>

description <LINE>

Description: Update Leaf Profile description

Syntax:

Leaf-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: leaf-profile : Configure Leaf Profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf-profile <WORD>
(config-leaf-profile)# description <LINE>

description <LINE>

Description: Update Leaf Group description

Syntax:

Leaf-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: leaf-group : Configure Leaf Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf-profile <WORD>
(config-leaf-profile)# leaf-group <WORD>
(config-leaf-group)# description <LINE>

description <LINE>

Description: Update Leaf Interface Profile description

Syntax:
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Leaf-If-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: leaf-interface-profile : Create Leaf Interface Profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# description <LINE>

description <LINE>

Description: Update Leaf Interface Group description

Syntax:

Leaf-If-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# description <LINE>

description <LINE>

Description: Update Spine Profile description

Syntax:

Spine-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: spine-profile : Configure Spine Profile

Command Path:

# configure [['terminal', 't']]
(config)# spine-profile <WORD>
(config-spine-profile)# description <LINE>

description <LINE>

Description: Update Spine Group description

Syntax:

Spine-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE
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Command Mode: spine-group : Configure Spine Group

Command Path:

# configure [['terminal', 't']]
(config)# spine-profile <WORD>
(config-spine-profile)# spine-group <WORD>
(config-spine-group)# description <LINE>

description <LINE>

Description: Update Spine Interface Profile description

Syntax:

Spine-If-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: spine-interface-profile : Create Spine Interface Profile

Command Path:

# configure [['terminal', 't']]
(config)# spine-interface-profile <WORD>
(config-spine-if-profile)# description <LINE>

description <LINE>

Description: Update Spine Interface Group description

Syntax:

Spine-If-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: spine-interface-group : Configure Spine Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# spine-interface-profile <WORD>
(config-spine-if-profile)# spine-interface-group <WORD>
(config-spine-if-group)# description <LINE>

description <LINE>

Description: Update Fex Profile description

Syntax:

Fex-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: fex-profile : Configure Fex Profile
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Command Path:

# configure [['terminal', 't']]
(config)# fex-profile <WORD>
(config-fex-profile)# description <LINE>

description <LINE>

Description: Update Fex Interface Group description

Syntax:

Fex-If-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: fex-interface-group : Configure Fex Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# fex-profile <WORD>
(config-fex-profile)# fex-interface-group <WORD>
(config-fex-if-group)# description <LINE>

description <LINE>

Description: Update Leaf Interface Profile description

Syntax:

Leaf-If-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: leaf-interface-profile : Create Leaf Interface Profile

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# description <LINE>

description <LINE>

Description: Update Leaf Interface Group description

Syntax:

Leaf-If-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:
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# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# description <LINE>

description <LINE>

Description: Update Leaf Profile description

Syntax:

Leaf-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: leaf-profile : Configure Leaf Profile

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# leaf-profile <WORD>
(config-leaf-profile)# description <LINE>

description <LINE>

Description: Update Leaf Group description

Syntax:

Leaf-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: leaf-group : Configure Leaf Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# leaf-profile <WORD>
(config-leaf-profile)# leaf-group <WORD>
(config-leaf-group)# description <LINE>

description <LINE>

Description: Update Spine Interface Profile description

Syntax:

Spine-If-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: spine-interface-profile : Create Spine Interface Profile

Command Path:
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# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# spine-interface-profile <WORD>
(config-spine-if-profile)# description <LINE>

description <LINE>

Description: Update Spine Interface Group description

Syntax:

Spine-If-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: spine-interface-group : Configure Spine Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# spine-interface-profile <WORD>
(config-spine-if-profile)# spine-interface-group <WORD>
(config-spine-if-group)# description <LINE>

description <LINE>

Description: Update Spine Profile description

Syntax:

Spine-Profile description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: spine-profile : Configure Spine Profile

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# spine-profile <WORD>
(config-spine-profile)# description <LINE>

description <LINE>

Description: Update Spine Group description

Syntax:

Spine-group description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: spine-group : Configure Spine Group

Command Path:
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# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# spine-profile <WORD>
(config-spine-profile)# spine-group <WORD>
(config-spine-group)# description <LINE>

description <LINE>

Description: Update interface vlan description

Syntax:

interface vlan description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# description <LINE>

description <LINE>

Description: Update Interface description

Syntax:

Interface description, use single quotes with spaces ex: 'my descr' (Max
Size 128)

LINE

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# description <LINE>

description <LINE>

Description: Update Port-Channel description

Syntax:

Port-Channel description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: interface port-channel : Port Channel interface

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# description <LINE>

description <LINE>

Description: Update interface vlan description

Syntax:

interface vlan description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# description <LINE>

description <LINE>

Description: Update Interface description

Syntax:

Interface description, use single quotes with spaces ex: 'my descr' (Max
Size 128)

LINE

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# description <LINE>

description <LINE>

Description: Update Port-Channel description

Syntax:

Port-Channel description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: interface port-channel : Port Channel interface

Command Path:
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# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# description <LINE>

description <LINE>

Description: Update Netflow Exporter description

Syntax:

Netflow Exporter description, use single quotes with spaces ex: 'my
descr' (Max Size 128)

LINE

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-exporter)# description <LINE>

description <LINE>

Description: Update Netflow Exporter description

Syntax:

Netflow Exporter description, use single quotes with spaces ex: 'my
descr' (Max Size 128)

LINE

Command Mode: flow vm-exporter : Configure NetFlow Exporter for VM Networking

Command Path:

# configure [['terminal', 't']]
(config)# flow vm-exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-vm-exporter)# description <LINE>

description <LINE>

Description: Update Netflow Record description

Syntax:

Netflow Record description, use single quotes with spaces ex: 'my descr'
(Max Size 128)

LINE

Command Mode: flow record : Configure Netflow Record

Command Path:
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# configure [['terminal', 't']]
(config)# flow record <WORD>
(config-flow-record)# description <LINE>

description <LINE>

Description: Update Netflow Monitor description

Syntax:

Netflow Monitor description, use single quotes with spaces ex: 'my
descr' (Max Size 128)

LINE

Command Mode: flow monitor : Configure Netflow Monitor

Command Path:

# configure [['terminal', 't']]
(config)# flow monitor <WORD>
(config-flow-monitor)# description <LINE>

description <LINE>

Description: Update Netflow Node-policy description

Syntax:

Netflow Node-policy description, use single quotes with spaces ex: 'my
descr' (Max Size 128)

LINE

Command Mode: flow node-policy : Configure Netflow Node Policy Parameters

Command Path:

# configure [['terminal', 't']]
(config)# flow node-policy <WORD>
(config-flow-node-pol)# description <LINE>

description <LINE>

Description: Update VPC description

Syntax:

VPC description, use single quotes with spaces ex: 'my descr' (Max Size
128)

LINE

Command Mode: interface : Provide VPC Name

Command Path:

# configure [['terminal', 't']]
(config)# vpc context leaf <101-4000> <101-4000> [fex <fex>]
(config-vpc)# interface vpc <WORD> [fex <fex>]
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(config-vpc-if)# description <LINE>

description <LINE>

Description: Add description to the session

Syntax:

Session description, use single quotes with spaces ex: 'my descr' (Max
Size 128)

LINE

Command Mode: monitor access session : Configue monitor session for access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# description <LINE>

description <LINE>

Description: Add description to the session

Syntax:

Session description, use single quotes with spaces ex: 'my descr' (Max
Size 128)

LINE

Command Mode: monitor fabric : Configue monitor session for fabric interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# description <LINE>

description <LINE>

Description: Add description to the session

Syntax:

Session description, use single quotes with spaces ex: 'my descr' (Max
Size 128)

LINE

Command Mode: monitor tenant : Configue monitor session for tenant EPGs

Command Path:

# configure [['terminal', 't']]
(config)# monitor tenant <tenant_name> session <WORD>
(config-monitor-tenant)# description <LINE>
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description <LINE>

Description: Add description to the session

Syntax:

Session description, use single quotes with spaces ex: 'my descr' (Max
Size 128)

LINE

Command Mode: monitor virtual : Configure monitor session for virtual switches

Command Path:

# configure [['terminal', 't']]
(config)# monitor virtual session <WORD>
(config-monitor-virtual)# description <LINE>

description <STRING>

Description: Configure scheduler description

Syntax:

Scheduler descriptionSTRING

Command Mode: scheduler : Scheduler configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# scheduler fabric|controller schedule <WORD>
(config-scheduler)# description <STRING>

description <WORD>

Description: Add description for this server-group

Syntax:

Description (Max Size 128) surrounded by single quotesWORD

Command Mode: logging : Logging server group configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# logging server-group <WORD>
(config-logging)# description <WORD>

description <WORD>

Description: Add zone description

Syntax:
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Description string, surrounded by single quotes if with spaces ex: 'My
descr' (Max Size 128)

WORD

Command Mode: zone : Create zone policy

Command Path:

# configure [['terminal', 't']]
(config)# zones
(config-zones)# zone <WORD>
(config-zone)# description <WORD>
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dest-type
dest-type <WORD>

Description: Configure Dest Type for Service Redirect Policy, example 'dest-type L3' or 'dest-type L2' or
'dest-type L1'

Syntax:

Configure Dest Type for Service Redirect Policy (Max Size None)WORD

Command Mode: svcredir-pol : Configure L4L7 service redirection policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# svcredir-pol <WORD>
(svcredir-pol)# dest-type <WORD>
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destination-port
destination-port <port>

Description: Destination port of this analytics server

Syntax:

The analytics server destination port. Number range from=0 to=65535port

Command Mode: flow-exporter : Configure external analytics reachability information

Command Path:

# configure [['terminal', 't']]
(config)# analytics cluster <WORD>
(config-analytics)# flow-exporter <WORD>
(config-analytics-cluster-exporter)# destination-port <port>
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destination-profile
destination-profile

Description: Configure destination profile Parameters

Command Mode: callhome : Callhome common policy configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# callhome common
(config-callhome)# destination-profile

destination-profile

Description: Configure destination profile Parameters

Command Mode: smartcallhome : Smart Callhome common policy configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# smartcallhome common
(config-smartcallhome)# destination-profile
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destination
destination <WORD>

Description: Configure destination Parameters

Syntax:

The name (Max Size 64)WORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# callhome common
(config-callhome)# destination-profile
(config-callhome-destnprof)# destination <WORD>

destination <WORD>

Description: Configure destination Parameters

Syntax:

The name (Max Size 64)WORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# smartcallhome common
(config-smartcallhome)# destination-profile
(config-callhome-destnprof)# destination <WORD>

destination tenant <tenant_name> application <application_name> epg <epg_name> destination-ip <A.B.C.D>
source-ip-prefix <A.B.C.D/M>

Description: Configure monitor remote destination

Syntax:

tenanttenant

tenant name (Max Size 63)tenant_name

applicationapplication

application nameapplication_name

epgepg
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epg nameepg_name

destination IPdestination-ip

IP addressA.B.C.D

source IP prefixsource-ip-prefix

IP adddress prefixA.B.C.D/M

Command Mode: monitor fabric : Configue monitor session for fabric interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>

destination tenant <tenant_name> application <application_name> epg <epg_name> destination-ip <A.B.C.D>
source-ip-prefix <A.B.C.D/M>

Description: Configure monitor remote destination

Syntax:

tenanttenant

tenant name (Max Size 63)tenant_name

applicationapplication

application name (Max Size 64)application_name

epgepg

epg name (Max Size 64)epg_name

destination IPdestination-ip

IP addressA.B.C.D

source IP prefixsource-ip-prefix

IP adddress prefixA.B.C.D/M

Command Mode: monitor tenant : Configue monitor session for tenant EPGs

Command Path:

# configure [['terminal', 't']]
(config)# monitor tenant <tenant_name> session <WORD>
(config-monitor-tenant)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
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destination <A.B.C.D|A:B::C:D>

Description: Destination IP of analytics server

Syntax:

Destination IP of Analytics ServerA.B.C.D|A:B::C:D

Command Mode: flow-exporter : Configure external analytics reachability information

Command Path:

# configure [['terminal', 't']]
(config)# analytics cluster <WORD>
(config-analytics)# flow-exporter <WORD>
(config-analytics-cluster-exporter)# destination <A.B.C.D|A:B::C:D>
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destination address
destination address <A.B.C.D|A:B::C:D>

Description: Configure destination address

Syntax:

A.B.C.D|A:B::C:DA.B.C.D|A:B::C:D

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport
udp <dstPort>
(config-tn-flow-exporter)# destination address <A.B.C.D|A:B::C:D>

destination address <A.B.C.D|A:B::C:D>

Description: Configure destination address

Syntax:

A.B.C.D|A:B::C:DA.B.C.D|A:B::C:D

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-exporter)# destination address <A.B.C.D|A:B::C:D>

destination address <A.B.C.D|A:B::C:D>

Description: Configure destination address

Syntax:

A.B.C.D|A:B::C:DA.B.C.D|A:B::C:D

Command Mode: flow vm-exporter : Configure NetFlow Exporter for VM Networking

Command Path:

# configure [['terminal', 't']]
(config)# flow vm-exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-vm-exporter)# destination address <A.B.C.D|A:B::C:D>
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destination destip
destination destip <A.B.C.D>

Description: Configure monitor remote destination

Syntax:

Destination IP addressA.B.C.D

Command Mode: monitor virtual : Configure monitor session for virtual switches

Command Path:

# configure [['terminal', 't']]
(config)# monitor virtual session <WORD>
(config-monitor-virtual)# destination destip <A.B.C.D>
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destination epg
destination epg tenant <WORD> application <WORD> epg <WORD>

Description: Configure destination EPg

Syntax:

Tenant hosting the EPgtenant

Tenant hosting the EPg (Max Size 63)WORD

Application hosting the EPgapplication

Application hosting the EPg (Max Size 64)WORD

EPgepg

EPg (Max Size 64)WORD

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport
udp <dstPort>
(config-tn-flow-exporter)# destination epg tenant <WORD> application <WORD> epg <WORD>

destination epg tenant <WORD> application <WORD> epg <WORD>

Description: Configure destination EPg

Syntax:

Tenant hosting the EPgtenant

Tenant hosting the EPg (Max Size 63)WORD

Application hosting the EPgapplication

Application hosting the EPg (Max Size 64)WORD

EPgepg

EPg (Max Size 64)WORD

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
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<dstPort>
(config-flow-exporter)# destination epg tenant <WORD> application <WORD> epg <WORD>

destination epg tenant <WORD> application <WORD> epg <WORD>

Description: Configure destination EPg

Syntax:

Tenant hosting the EPgtenant

Tenant hosting the EPg (Max Size 63)WORD

Application hosting the EPgapplication

Application hosting the EPg (Max Size 64)WORD

EPgepg

EPg (Max Size 64)WORD

Command Mode: flow vm-exporter : Configure NetFlow Exporter for VM Networking

Command Path:

# configure [['terminal', 't']]
(config)# flow vm-exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-vm-exporter)# destination epg tenant <WORD> application <WORD> epg <WORD>
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destination external-l3 epg tenant l3out epg
destination external-l3 epg tenant <WORD> l3out <WORD> epg <WORD>

Description: Epg

Syntax:

Tenanttenant

Tenant hosting the EPg (Max Size 63)WORD

l3Out within the Tenant (Max Size 64)WORD

l3Out within the Tenant (Max Size 64)WORD

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport
udp <dstPort>
(config-tn-flow-exporter)# destination external-l3 epg tenant <WORD> l3out <WORD> epg <WORD>

destination external-l3 epg tenant <WORD> l3out <WORD> epg <WORD>

Description: Epg

Syntax:

Tenanttenant

Tenant hosting the EPg (Max Size 63)WORD

l3Out within the Tenant (Max Size 64)WORD

l3Out within the Tenant (Max Size 64)WORD

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-exporter)# destination external-l3 epg tenant <WORD> l3out <WORD> epg <WORD>

destination external-l3 epg tenant <WORD> l3out <WORD> epg <WORD>

Description: Epg

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
285

D Commands
destination external-l3 epg tenant l3out epg



Syntax:

Tenanttenant

Tenant hosting the EPg (Max Size 63)WORD

l3Out within the Tenant (Max Size 64)WORD

l3Out within the Tenant (Max Size 64)WORD

Command Mode: flow vm-exporter : Configure NetFlow Exporter for VM Networking

Command Path:

# configure [['terminal', 't']]
(config)# flow vm-exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-vm-exporter)# destination external-l3 epg tenant <WORD> l3out <WORD> epg <WORD>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
286

D Commands
destination external-l3 epg tenant l3out epg



destination external-l3 epg tenant vrf epg
destination external-l3 epg tenant <WORD> vrf <WORD> epg <WORD>

Description: epg

Syntax:

Tenanttenant

Tenant hosting the EPg (Max Size 63)WORD

Vrf on the Tenant (Max Size 64)WORD

Instp within the Tenant (Max Size 64)WORD

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport
udp <dstPort>
(config-tn-flow-exporter)# destination external-l3 epg tenant <WORD> vrf <WORD> epg <WORD>

destination external-l3 epg tenant <WORD> vrf <WORD> epg <WORD>

Description: epg

Syntax:

Tenanttenant

Tenant hosting the EPg (Max Size 63)WORD

Vrf on the Tenant (Max Size 64)WORD

Instp within the Tenant (Max Size 64)WORD

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-exporter)# destination external-l3 epg tenant <WORD> vrf <WORD> epg <WORD>

destination external-l3 epg tenant <WORD> vrf <WORD> epg <WORD>

Description: epg

Syntax:
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Tenanttenant

Tenant hosting the EPg (Max Size 63)WORD

Vrf on the Tenant (Max Size 64)WORD

Instp within the Tenant (Max Size 64)WORD

Command Mode: flow vm-exporter : Configure NetFlow Exporter for VM Networking

Command Path:

# configure [['terminal', 't']]
(config)# flow vm-exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-vm-exporter)# destination external-l3 epg tenant <WORD> vrf <WORD> epg <WORD>
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destination interface ethernet
destination interface ethernet <ethernet> leaf <leaf Id> [mtu <mtu>]

Description: Configure monitor local destination

Syntax:

<ethernet><ethernet>

leafleaf

leaf Id<leaf Id>

(Optional) mtu value. Number range from=64 to=9216mtu

Command Mode: monitor access session : Configue monitor session for access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# destination interface ethernet <ethernet> leaf <leaf Id> [mtu
<mtu>]

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
289

D Commands
destination interface ethernet



destination interface port-channel
destination interface port-channel <port-channel> leaf <leaf Id> [mtu <mtu>]

Description: Configure monitor local destination

Syntax:

<port-channel><port-channel>

leafleaf

leaf Id<leaf Id>

(Optional) mtu value. Number range from=64 to=9216mtu

Command Mode: monitor access session : Configue monitor session for access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# destination interface port-channel <port-channel> leaf <leaf Id>
[mtu <mtu>]
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destination tenant
destination tenant <tenant_name> application <application_name> epg <epg_name> destination-ip <A.B.C.D>
source-ip-prefix <A.B.C.D/M>

Description: Configure monitor remote destination

Syntax:

tenant name (Max Size 63)tenant_name

applicationapplication

application name (Max Size 64)application_name

epgepg

epg name (Max Size 64)epg_name

destination IPdestination-ip

IP addressA.B.C.D

source IP prefixsource-ip-prefix

IP adddress prefixA.B.C.D/M

Command Mode: monitor access session : Configue monitor session for access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>

destination tenant <WORD> application <WORD> epg <WORD> mac
E.E.E|EE-EE-EE-EE-EE-EE|EE:EE:EE:EE:EE:EE|EEEE.EEEE.EEEE

Description: Configure monitor local destination

Syntax:

tenant name (Max Size 63)WORD

applicationapplication

application name (Max Size 64)WORD

epgepg

epg name (Max Size 64)WORD

macmac
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MAC address (Option 1)E.E.E

MAC address (Option 2)EE-EE-EE-EE-EE-EE

MAC address (Option 3)EE:EE:EE:EE:EE:EE

MAC address (Option 4)EEEE.EEEE.EEEE

Command Mode: monitor virtual : Configure monitor session for virtual switches

Command Path:

# configure [['terminal', 't']]
(config)# monitor virtual session <WORD>
(config-monitor-virtual)# destination tenant <WORD> application <WORD> epg <WORD> mac
E.E.E|EE-EE-EE-EE-EE-EE|EE:EE:EE:EE:EE:EE|EEEE.EEEE.EEEE
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device-address
device-address <device-address>

Description: Device Address

Syntax:

Device Addressdevice-address

Command Mode: integrations-mgr : Integrations Manager

Command Path:

# configure [['terminal', 't']]
(config)# integrations-group <WORD>
(config-integrations-group)# integrations-mgr <WORD> <type>
(config-integrations-mgr)# device-address <device-address>
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device-package
device-package <mdev>

Description: Add device package

Syntax:

mdevmdev

Command Mode: function-profile : Configure function profile container

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 resource-pool <WORD>
(config-resource-pool)# function-profile <WORD>
(config-function-profile)# device-package <mdev>
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dhcp option
dhcp option <WORD> id <NUMBER> [data <WORD>]

Description: Add or modify an existing DHCP option when relayed from the server to the client

Syntax:

Name of the option to add (Max Size 64)WORD

ID of the optionid

ID of the option. Number range from=0 to=255<0-255>

(Optional) Body of the Option TLV as hex string, surrounded by single
quotes ex: 'foo*' (Max Size 256)

WORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# dhcp option <WORD> id <NUMBER> [data <WORD>]
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dhcp relay policy
dhcp relay policy tenant|infra <WORD> [option <WORD>]

Description: Associate the BD with a DHCP Relay policy

Syntax:

Select DHCP policies from current Tenanttenant

Select DHCP policy from infrainfra

Name of the DHCP relay policy (Max Size 64)WORD

(Optional) Name of the DHCP option policy (Max Size 64)WORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# dhcp relay policy tenant|infra <WORD> [option <WORD>]

dhcp relay policy tenant|infra <WORD>

Description: Associate the SVIs with a DHCP Relay policy

Syntax:

Select DHCP policies from current Tenanttenant

Select DHCP policy from infrainfra

Name of the DHCP relay policy (Max Size 64)WORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# dhcp relay policy tenant|infra <WORD>

dhcp relay policy tenant|infra <WORD>

Description: Associate the SVIs with a DHCP Relay policy

Syntax:

Select DHCP policies from current Tenanttenant
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Select DHCP policy from infrainfra

Name of the DHCP relay policy (Max Size 64)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# dhcp relay policy tenant|infra <WORD>

dhcp relay policy tenant|infra <WORD>

Description: Associate the SVIs with a DHCP Relay policy

Syntax:

Select DHCP policies from current Tenanttenant

Select DHCP policy from infrainfra

Name of the DHCP relay policy (Max Size 64)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# dhcp relay policy tenant|infra <WORD>

dhcp relay policy tenant|infra <WORD>

Description: Associate the SVIs with a DHCP Relay policy

Syntax:

Select DHCP policies from current Tenanttenant

Select DHCP policy from infrainfra

Name of the DHCP relay policy (Max Size 64)WORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# dhcp relay policy tenant|infra <WORD>
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dhcp relay policy tenant|infra <WORD>

Description: Associate the SVIs with a DHCP Relay policy

Syntax:

Select DHCP policies from current Tenanttenant

Select DHCP policy from infrainfra

Name of the DHCP relay policy (Max Size 64)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# dhcp relay policy tenant|infra <WORD>

dhcp relay policy tenant|infra <WORD>

Description: Associate the SVIs with a DHCP Relay policy

Syntax:

Select DHCP policies from current Tenanttenant

Select DHCP policy from infrainfra

Name of the DHCP relay policy (Max Size 64)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# dhcp relay policy tenant|infra <WORD>
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dhcpv4-server
dhcpv4-server

Description: Config DHCPv4 server in trust control policy

Command Mode: trust-control : Configuration for trust control policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# first-hop-security
(config-tenant-fhs)# trust-control <WORD>
(config-tenant-fhs-trustctrl)# dhcpv4-server
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dhcpv6-server
dhcpv6-server

Description: Config DHCPv6 server in trust control policy

Command Mode: trust-control : Configuration for trust control policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# first-hop-security
(config-tenant-fhs)# trust-control <WORD>
(config-tenant-fhs-trustctrl)# dhcpv6-server
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dhparam
dhparam <dhparam>

Description: Set the DH parameter used for HTTPS communication service

Syntax:

DH Param as comma separated values like val1,val2,..valNdhparam

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# dhparam <dhparam>
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direction
direction both|rx|tx

Description: Monitor direction

Syntax:

bothboth

rxrx

txtx

Command Mode: source interface ethernet : Configure monitor for ethernet access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface ethernet <ethernet> leaf <leaf Id>
(config-monitor-access-source)# direction both|rx|tx

direction both|rx|tx

Description: Monitor direction

Syntax:

bothboth

rxrx

txtx

Command Mode: source interface port-channel : Configure monitor for port-channel interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface port-channel <port-channel list> leaf <leaf Id>
[fex <fex Id>]
(config-monitor-access-source)# direction both|rx|tx

direction both|rx|tx

Description: Monitor direction

Syntax:

bothboth

rxrx
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txtx

Command Mode: source interface vpc : Configure monitor for VPC interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface vpc <vpc list> leaf <leaf Id1> <leaf Id2> [fex
<fex Ids>]
(config-monitor-access-source)# direction both|rx|tx

direction both|rx|tx

Description: Monitor direction

Syntax:

bothboth

rxrx

txtx

Command Mode: source interface ethernet : Configure monitor for ethernet fabric interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# source interface ethernet <ethernet> switch <switch Id>
(config-monitor-fabric-source)# direction both|rx|tx

direction both|rx|tx

Description: Monitor direction

Syntax:

bothboth

rxrx

txtx

Command Mode: source application : Configure EPG as monitor source

Command Path:

# configure [['terminal', 't']]
(config)# monitor tenant <tenant_name> session <WORD>
(config-monitor-tenant)# source application <application_name> epg <epg_name>
(config-monitor-tenant-source)# direction both|rx|tx
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direction both|rx|tx

Description: Configure monitor source direction

Syntax:

bothboth

rxrx

txtx

Command Mode: source : Configure monitor virtual source

Command Path:

# configure [['terminal', 't']]
(config)# monitor virtual session <WORD>
(config-monitor-virtual)# source tenant <WORD> application <WORD> epg <WORD> [mac <E.E.E
EE-EE-EE-EE-EE-EE EE:EE:EE:EE:EE:EE EEEE.EEEE.EEEE >]
(config-monitor-virtual-source)# direction both|rx|tx

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
304

D Commands
direction



disable-connected-check
disable-connected-check

Description: Disable check for directly connected peer

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# disable-connected-check

disable-connected-check

Description: Disable check for directly connected peer

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# disable-connected-check
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disable-peer-as-check
disable-peer-as-check

Description: Disable checking of peer AS-number while advertising

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# disable-peer-as-check

disable-peer-as-check

Description: Disable checking of peer AS-number while advertising

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# disable-peer-as-check
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distance
distance <NUMBER>

Description: Set OSPF Policy Preferred Administrative Distance

Syntax:

Distance Value. Number range from=1 to=255<1-255>

Command Mode: template ospf vrf-policy : Configure Router OSPF Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ospf vrf-policy <WORD> tenant <WORD>
(config-vrf-policy)# distance <NUMBER>

distance <NUMBER> <NUMBER> <NUMBER>

Description: Configure BGP Address Family Distance Properties

Syntax:

The administrative distance of eBGP routes. Number range from=1
to=255

<1-255>

The administrative distance of iBGP routes. Number range from=1
to=255

<1-255>

The administrative distance of local routes. Number range from=1 to=255<1-255>

Command Mode: template bgp address-family : Configure Router BGP Address Family Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template bgp address-family <WORD> tenant <WORD>
(config-bgp-af)# distance <NUMBER> <NUMBER> <NUMBER>

distance <NUMBER> <NUMBER>

Description: Set EIGRP adminstrative distances

Syntax:

The administrative distance preference for internal routes. Number range
from=1 to=255

<1-255>

The administrative distance preference for external routes. Number
range from=1 to=255

<1-255>
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Command Mode: template eigrp vrf-policy : Configure EIGRP VRF policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template eigrp vrf-policy <WORD> tenant <WORD>
(config-template-eigrp-vrf-pol)# distance <NUMBER> <NUMBER>

distance <NUMBER> <NUMBER>

Description: Set EIGRP adminstrative distances

Syntax:

The administrative distance preference for internal routes. Number range
from=1 to=255

<1-255>

The administrative distance preference for external routes. Number
range from=1 to=255

<1-255>

Command Mode: address-family : EIGRP Policy Address Family

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# address-family ipv4|ipv6 unicast
(config-address-family)# distance <NUMBER> <NUMBER>

distance <NUMBER>

Description: Set OSPF Policy Preferred Administrative Distance

Syntax:

Distance Value. Number range from=1 to=255<1-255>

Command Mode: template ospf vrf-policy : Configure Router OSPF Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template ospf vrf-policy <WORD> tenant <WORD>
(config-vrf-policy)# distance <NUMBER>

distance <NUMBER> <NUMBER> <NUMBER>

Description: Configure BGP Address Family Distance Properties

Syntax:
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The administrative distance of eBGP routes. Number range from=1
to=255

<1-255>

The administrative distance of iBGP routes. Number range from=1
to=255

<1-255>

The administrative distance of local routes. Number range from=1 to=255<1-255>

Command Mode: template bgp address-family : Configure Router BGP Address Family Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template bgp address-family <WORD> tenant <WORD>
(config-bgp-af)# distance <NUMBER> <NUMBER> <NUMBER>

distance <NUMBER> <NUMBER>

Description: Set EIGRP adminstrative distances

Syntax:

The administrative distance preference for internal routes. Number range
from=1 to=255

<1-255>

The administrative distance preference for external routes. Number
range from=1 to=255

<1-255>

Command Mode: template eigrp vrf-policy : Configure EIGRP VRF policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template eigrp vrf-policy <WORD> tenant <WORD>
(config-template-eigrp-vrf-pol)# distance <NUMBER> <NUMBER>

distance <NUMBER> <NUMBER>

Description: Set EIGRP adminstrative distances

Syntax:

The administrative distance preference for internal routes. Number range
from=1 to=255

<1-255>

The administrative distance preference for external routes. Number
range from=1 to=255

<1-255>

Command Mode: address-family : EIGRP Policy Address Family

Command Path:
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# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# address-family ipv4|ipv6 unicast
(config-address-family)# distance <NUMBER> <NUMBER>
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dns
dns

Description: Configure default dns policy

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# dns

dns label <WORD>

Description: Add a DNS policy to the VRF

Syntax:

Dns policy to applylabel

Dns policy to apply (Max Size 64)WORD

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# dns label <WORD>
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dnssearchsuffix
dnssearchsuffix <suffix>

Description: Add DNS search suffix

Syntax:

suffixsuffix

Command Mode: microsoft : Configure static IP pool

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# microsoft static-ip-pool <name> gateway <gwAddress>
(config-tenant-app-epg-ms-ip-pool)# dnssearchsuffix <suffix>
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dnsservers
dnsservers <DNS server list>

Description: Add dns servers

Syntax:

DNS server listDNS server list

Command Mode: microsoft : Configure static IP pool

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# microsoft static-ip-pool <name> gateway <gwAddress>
(config-tenant-app-epg-ms-ip-pool)# dnsservers <DNS server list>
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dnssuffix
dnssuffix <suffix>

Description: Add dns suffix

Syntax:

suffixsuffix

Command Mode: microsoft : Configure static IP pool

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# microsoft static-ip-pool <name> gateway <gwAddress>
(config-tenant-app-epg-ms-ip-pool)# dnssuffix <suffix>
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dnssvr
dnssvr <A.B.C.D>

Description: dnssvr configuration mode

Syntax:

IP Unicast address in format i.i.i.iA.B.C.D

Command Mode: dnssvrgrp : dnssvrgrp configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# dnssvrgrp <WORD>
(config-tenant-dnssvrgrp)# dnssvr <A.B.C.D>
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dnssvrgrp
dnssvrgrp <WORD>

Description: dnssvrgrp configuration mode

Syntax:

Server group name (Max Size 16)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# dnssvrgrp <WORD>
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domain
domain <WORD>

Description: Create the AAA domain to which the user belongs.

Syntax:

Domain for the userWORD

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# domain <WORD>

domain <WORD> [default]

Description: Configure the domains for dns servers

Syntax:

Domain in the format
^([a-zA-Z]|[a-zA-Z][a-zA-Z0-9]|[a-zA-Z][a-zA-Z0-9-.]{0,253}[a-zA-Z0-9])$

WORD

(Optional) Set the default domain for dns serversdefault

Command Mode: dns : Configure default dns policy

Command Path:

# configure [['terminal', 't']]
(config)# dns
(config-dns)# domain <WORD> [default]

domain <WORD>

Description: domain configuration mode

Syntax:

Name of domain (Max Size 512)WORD

Command Mode: dnssvr : dnssvr configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# dnssvrgrp <WORD>
(config-tenant-dnssvrgrp)# dnssvr <A.B.C.D>
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(config-tenant-dnssvrgrp-dnssvr)# domain <WORD>

domain <WORD>

Description: Create the AAA domain to which the Group DN belongs.

Syntax:

Domain for the userWORD

Command Mode: ldap-group-map-rule : LDAP group map rule name.

Command Path:

# configure [['terminal', 't']]
(config)# ldap-group-map-rule <WORD>
(config-ldap-group-map-rule)# domain <WORD>
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dot1q-tunnel
dot1q-tunnel <WORD>

Description: Tunnel configuration mode

Syntax:

Tunnel EPG name (Max Size 64)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# dot1q-tunnel <WORD>
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drop
drop enable

Description: Enable span on drop

Syntax:

enableenable

Command Mode: source interface ethernet : Configure monitor for ethernet access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface ethernet <ethernet> leaf <leaf Id>
(config-monitor-access-source)# drop enable

drop enable

Description: Enable span on drop

Syntax:

enableenable

Command Mode: source interface port-channel : Configure monitor for port-channel interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface port-channel <port-channel list> leaf <leaf Id>
[fex <fex Id>]
(config-monitor-access-source)# drop enable

drop enable

Description: Enable span on drop

Syntax:

enableenable

Command Mode: source interface vpc : Configure monitor for VPC interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface vpc <vpc list> leaf <leaf Id1> <leaf Id2> [fex
<fex Ids>]

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
320

D Commands
drop



(config-monitor-access-source)# drop enable

drop enable

Description: Enable span on drop

Syntax:

enableenable

Command Mode: source interface ethernet : Configure monitor for ethernet fabric interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# source interface ethernet <ethernet> switch <switch Id>
(config-monitor-fabric-source)# drop enable
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dscp
dscp <0-63>

Description: Configure dscp

Syntax:

Dscp Value<0-63>

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport
udp <dstPort>
(config-tn-flow-exporter)# dscp <0-63>

dscp <0-63>

Description: Configure dscp

Syntax:

Dscp Value<0-63>

Command Mode: flow exporter : Configure Netflow Exporter

Command Path:

# configure [['terminal', 't']]
(config)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-exporter)# dscp <0-63>

dscp <0-63>

Description: Configure dscp

Syntax:

Dscp Value<0-63>

Command Mode: flow vm-exporter : Configure NetFlow Exporter for VM Networking

Command Path:

# configure [['terminal', 't']]
(config)# flow vm-exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
(config-flow-vm-exporter)# dscp <0-63>
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dscp <WORD>

Description: Specifies the DSCP value

Syntax:

DSCP valueWORD

Command Mode: flow-exporter : Configure external analytics reachability information

Command Path:

# configure [['terminal', 't']]
(config)# analytics cluster <WORD>
(config-analytics)# flow-exporter <WORD>
(config-analytics-cluster-exporter)# dscp <WORD>
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dsr-vip
dsr-vip <WORD>

Description: Configure DSR VIP for a L4-L7 Graph Connector.

Syntax:

Enter VIP address (Max Size None)WORD

Command Mode: connector : Configure Connector for a Service Node

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 graph <WORD> [contract <contract-option>]
(config-graph)# service <WORD> [device-cluster-tenant <WORD>] [device-cluster <WORD>] [mode
<Available Modes>] [svcredir <Service Redirection>] [service-type <Service Type>]
(config-service)# connector <WORD> [cluster-interface <WORD>]
(config-connector)# dsr-vip <WORD>
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dsr
dsr virtual-ip-address <address> [description <description>]

Description: Add a DSR virtual IP address

Syntax:

Virtual IP address of load balancervirtual-ip-address

IP address<address>

(Optional) descriptiondescription

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# dsr virtual-ip-address <address> [description <description>]
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E Commands

• ebgp-multihop, on page 329
• echo-address, on page 330
• echo-mode, on page 331
• echo-rx-interval, on page 332
• ecn, on page 333
• email-addr, on page 334
• email-contact, on page 335
• email, on page 336
• enable-bfd, on page 337
• enable-ssl, on page 338
• enable-throttle, on page 339
• enable, on page 340
• encap-mode, on page 341
• encap-sync, on page 342
• encap, on page 343
• encryption, on page 345
• end, on page 346
• endpoint, on page 347
• endpoint ip, on page 348
• endpoint ip aging, on page 349
• endpoint ip anycast, on page 350
• endpoint ip epnlb mode group, on page 351
• endpoint ip epnlb mode mac, on page 352
• endpoint ip next-hop, on page 353
• endpoint ipv6, on page 354
• endpoint ipv6 anycast, on page 355
• endpoint ipv6 epnlb mode group, on page 356
• endpoint ipv6 next-hop, on page 357
• endpoint loop-detect action bd-learn-disable, on page 358
• endpoint loop-detect action port-disable, on page 359
• endpoint loop-detect enable, on page 360
• endpoint loop-detect factor, on page 361
• endpoint loop-detect interval, on page 362
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• endpoint move-detection, on page 363
• endpoint retention bounce-age-interval, on page 364
• endpoint retention hold-interval, on page 365
• endpoint retention local-age-interval, on page 366
• endpoint retention move-frequency, on page 367
• endpoint retention policy, on page 368
• endpoint retention remote-age-interval, on page 369
• endpoint rogue-detect enable, on page 370
• endpoint rogue-detect factor, on page 371
• endpoint rogue-detect hold-interval, on page 372
• endpoint rogue-detect interval, on page 373
• endtime, on page 374
• enforce-subnet-learning, on page 375
• enhancedlacp, on page 376
• ep-flush, on page 377
• ep-retention-time, on page 378
• epdamp, on page 379
• epg, on page 380
• eraseconfig, on page 382
• errdisable recovery cause bpduguard, on page 383
• errdisable recovery cause ep-move, on page 384
• errdisable recovery cause mcp-loop, on page 385
• errdisable recovery interval, on page 386
• erspan-id, on page 387
• erspan-version, on page 389
• esx-avail-override, on page 391
• evpn, on page 392
• evpn consumer, on page 393
• evpn export, on page 394
• evpn import, on page 395
• evpn provider, on page 396
• exception, on page 397
• exec, on page 398
• exit, on page 399
• expiration, on page 400
• expires, on page 401
• export-config, on page 402
• export, on page 403
• exporter, on page 405
• extcommunity-list expanded, on page 406
• extcommunity-list standard, on page 407
• external-l2, on page 408
• external-l3, on page 409
• external-l3 epg, on page 410
• external-routed-domain, on page 411
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ebgp-multihop
ebgp-multihop <NUMBER>

Description: Specify multihop TTL for remote peer

Syntax:

EBGP TTL value. Number range from=1 to=255<1-255>

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# ebgp-multihop <NUMBER>

ebgp-multihop <NUMBER>

Description: Specify multihop TTL for remote peer

Syntax:

EBGP TTL value. Number range from=1 to=255<1-255>

Command Mode: neighbor : Configure a BGP neighbor

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# neighbor A.B.C.D|A.B.C.D/LEN|A:B::C:D|A:B::C:D/LEN [evpn] [l3out
<WORD>]
(config-leaf-bgp-vrf-neighbor)# ebgp-multihop <NUMBER>
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echo-address
echo-address <arg>

Description: Configure BFD ECHO-SRC-ADDRESS value

Syntax:

arg

Command Mode: template bfd : BFD group of commands

Command Path:

# configure [['terminal', 't']]
(config)# template bfd ip|ipv6 <WORD>
(config-bfd)# echo-address <>
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echo-mode
echo-mode enable

Description: Enable Echo mode

Syntax:

Enable Echo modeenable

Command Mode: template bfd : Configure BFD Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template bfd <WORD> tenant <WORD>
(config-template-bfd-pol)# echo-mode enable

echo-mode enable

Description: Enable Echo mode

Syntax:

Enable Echo modeenable

Command Mode: template bfd : Configure BFD Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template bfd <WORD> tenant <WORD>
(config-template-bfd-pol)# echo-mode enable
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echo-rx-interval
echo-rx-interval <NUMBER>

Description: Configure BFD ECHO-RX-INTERVAL value in milliseconds

Syntax:

BFD interval. Number range from=50 to=999<interval>

Command Mode: template bfd : BFD group of commands

Command Path:

# configure [['terminal', 't']]
(config)# template bfd ip|ipv6 <WORD>
(config-bfd)# echo-rx-interval <NUMBER>

echo-rx-interval <NUMBER>

Description: Configure Echo Rx Interval in milliseconds

Syntax:

Echo Rx Interval. Number range from=50 to=999<interval>

Command Mode: template bfd : Configure BFD Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template bfd <WORD> tenant <WORD>
(config-template-bfd-pol)# echo-rx-interval <NUMBER>

echo-rx-interval <NUMBER>

Description: Configure Echo Rx Interval in milliseconds

Syntax:

Echo Rx Interval. Number range from=50 to=999<interval>

Command Mode: template bfd : Configure BFD Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template bfd <WORD> tenant <WORD>
(config-template-bfd-pol)# echo-rx-interval <NUMBER>
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ecn
ecn enabled|disabled

Description: Set Explicit congestion notification for WRED

Syntax:

Set Explicit congestion notification for WREDenabled

Disable congestion notification for WREDdisabled

Command Mode: algo : Configure the global QOS policies

Command Path:

# configure [['terminal', 't']]
(config)# qos parameters <WORD>
(config-qos)# algo wred|tail-drop
(config-qos-algo)# ecn enabled|disabled
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email-addr
email-addr <WORD>

Description: Configure the e-mail address

Syntax:

The email address (Max Size None)WORD

Command Mode: destination : Configure destination Parameters

Command Path:

# configure [['terminal', 't']]
(config)# callhome common
(config-callhome)# destination-profile
(config-callhome-destnprof)# destination <WORD>
(config-callhome-destnprof-destn)# email-addr <WORD>

email-addr <WORD>

Description: Configure the e-mail address

Syntax:

The email address (Max Size None)WORD

Command Mode: destination : Configure destination Parameters

Command Path:

# configure [['terminal', 't']]
(config)# smartcallhome common
(config-smartcallhome)# destination-profile
(config-callhome-destnprof)# destination <WORD>
(config-callhome-destnprof-destn)# email-addr <WORD>
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email-contact
email-contact <WORD>

Description: The contact e-mail address

Syntax:

Contract e-mail address (Max Size 512)WORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# callhome common
(config-callhome)# destination-profile
(config-callhome-destnprof)# email-contact <WORD>

email-contact <WORD>

Description: The contact e-mail address

Syntax:

Contract e-mail address (Max Size 512)WORD

Command Mode: destination-profile : Configure destination profile Parameters

Command Path:

# configure [['terminal', 't']]
(config)# smartcallhome common
(config-smartcallhome)# destination-profile
(config-callhome-destnprof)# email-contact <WORD>
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email
email <WORD>

Description: Set The email address of the locally-authenticated user.

Syntax:

email address of the locally-authenticated userWORD

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# email <WORD>

email <WORD>

Description: Set The email address of the organization contact person.

Syntax:

email address (Max Size 40)<WORD>

Command Mode: csr : A csr mode to create and hold an SSL certificate

Command Path:

# configure [['terminal', 't']]
(config)# crypto keyring <WORD>
(config-keyring)# csr
(config-csr)# email <WORD>
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enable-bfd
enable-bfd

Description: Enable Bidirectional Forwarding Detection(BFD) protocol

Command Mode: template hsrp interface-policy : Configure HSRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template hsrp interface-policy <WORD> tenant <WORD>
(config-template-hsrp-if-pol)# enable-bfd

enable-bfd

Description: Enable Bidirectional Forwarding Detection(BFD) protocol

Command Mode: template hsrp interface-policy : Configure HSRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template hsrp interface-policy <WORD> tenant <WORD>
(config-template-hsrp-if-pol)# enable-bfd
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enable-ssl
enable-ssl

Description: Enabling an SSL connection with the LDAP provider

Command Mode: ldap-server host : LDAP server DNS name or IP address

Command Path:

# configure [['terminal', 't']]
(config)# ldap-server host <A.B.C.D|A:B::C:D|WORD>
(config-host)# enable-ssl
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enable-throttle
enable-throttle

Description: Enable HTTP AAA Login/Refresh throttling

Command Mode: http : HTTP communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
(config-http)# enable-throttle

enable-throttle

Description: Enable HTTPS AAA Login/Refresh throttling

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# enable-throttle
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enable
enable

Description: Enable macsec policy

Command Mode: template macsec access|fabric interface-policy : Configure macsec interface policy

Command Path:

# configure [['terminal', 't']]
(config)# template macsec access|fabric interface-policy <WORD>
(config-macsec-if-policy)# enable

enable

Description: Enable TWAMP Responder policy

Command Mode: template twamp responder-policy : Configure twamp responder policy

Command Path:

# configure [['terminal', 't']]
(config)# template twamp responder-policy <WORD>
(config-twamp-responder-policy)# enable

enable

Description: Enable TWAMP Server policy

Command Mode: template twamp server-policy : Configure twamp server policy

Command Path:

# configure [['terminal', 't']]
(config)# template twamp server-policy <WORD>
(config-twamp-server-policy)# enable
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encap-mode
encap-mode auto|vlan|vxlan

Description: Enforce encap mode, domain mode will be used if not set

Syntax:

Uses domain preferenceauto

VLANvlan

VXLANvxlan

Command Mode: vmware-domain : Associate EPG to a VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# vmware-domain member <WORD> [encap <WORD>] [primary-encap <WORD>]
[allow-micro-segmentation] [deploy <WORD>] [push <WORD>] [binding-type
staticBinding|dynamicBinding|ephemeral] [port-allocation fixed|elastic] [num-ports <WORD>]
[untagged-access-pg] [delimiter <WORD>]
(config-tenant-app-epg-domain)# encap-mode auto|vlan|vxlan
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encap-sync
encap-sync <encapSync>

Description: Encap Sync Mode

Syntax:

Encap Sync Mode<encapSync>

Command Mode: integrations-mgr : Integrations Manager

Command Path:

# configure [['terminal', 't']]
(config)# integrations-group <WORD>
(config-integrations-group)# integrations-mgr <WORD> <type>
(config-integrations-mgr)# encap-sync <encapSync>
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encap
encap scope <arg>

Description: Configure the encap scope

Syntax:

The encap scopescope

arg

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# encap scope <>

encap scope <arg>

Description: Configure the encap scope

Syntax:

The encap scopescope

arg

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# encap scope <>

encap scope <arg>

Description: Configure the encap scope

Syntax:

The encap scopescope

arg

Command Mode: interface vlan : Vlan interface

Command Path:
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# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# encap scope <>

encap scope <arg>

Description: Configure the encap scope

Syntax:

The encap scopescope

arg

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# encap scope <>
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encryption
encryption

Description: Enable AES Encryption

Command Mode: crypto aes : AES encryption configuration

Command Path:

# configure [['terminal', 't']]
(config)# crypto aes
(config-aes)# encryption
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end
end

Description: Exit to the exec mode

Command Mode: exec : Exec Mode

Command Path:

# end
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endpoint
endpoint retention <WORD>

Description: Specify an endpoint retention policy for this VRF

Syntax:

Specify an endpoint retention policy for this VRFretention

Endpoint Retention Policy (Max Size 64)WORD

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# endpoint retention <WORD>
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endpoint ip
endpoint ip <A.B.C.D/LEN>

Description: IP endpoint

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ip <A.B.C.D/LEN>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
348

E Commands
endpoint ip



endpoint ip aging
endpoint ip aging

Description: Enable/Disable Endpoint IP Aging

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint ip aging
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endpoint ip anycast
endpoint ip <A.B.C.D/LEN> anycast E.E.E|EE-EE-EE-EE-EE-EE|EE:EE:EE:EE:EE:EE|EEEE.EEEE.EEEE

Description: IP endpoint

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

MAC address (Option 1)E.E.E

MAC address (Option 2)EE-EE-EE-EE-EE-EE

MAC address (Option 3)EE:EE:EE:EE:EE:EE

MAC address (Option 4)EEEE.EEEE.EEEE

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ip <A.B.C.D/LEN> anycast
E.E.E|EE-EE-EE-EE-EE-EE|EE:EE:EE:EE:EE:EE|EEEE.EEEE.EEEE

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
350

E Commands
endpoint ip anycast



endpoint ip epnlb mode group
endpoint ip <A.B.C.D/LEN> epnlb mode <WORD> group <IP>

Description: NLB endpoint Group for igmp mode

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

epNlb modeWORD

Multicast IPIP

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ip <A.B.C.D/LEN> epnlb mode <WORD> group <IP>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
351

E Commands
endpoint ip epnlb mode group



endpoint ip epnlb mode mac
endpoint ip <A.B.C.D/LEN> epnlb mode <WORD> mac
E.E.E|EE-EE-EE-EE-EE-EE|EE:EE:EE:EE:EE:EE|EEEE.EEEE.EEEE

Description: NLB endpoint mac

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

epNlb modeWORD

MAC address (Option 1)E.E.E

MAC address (Option 2)EE-EE-EE-EE-EE-EE

MAC address (Option 3)EE:EE:EE:EE:EE:EE

MAC address (Option 4)EEEE.EEEE.EEEE

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ip <A.B.C.D/LEN> epnlb mode <WORD> mac
E.E.E|EE-EE-EE-EE-EE-EE|EE:EE:EE:EE:EE:EE|EEEE.EEEE.EEEE
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endpoint ip next-hop
endpoint ip <A.B.C.D/LEN> next-hop <A.B.C.D>

Description: IP endpoint

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

IP address in format i.i.i.iA.B.C.D

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ip <A.B.C.D/LEN> next-hop <A.B.C.D>
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endpoint ipv6
endpoint ipv6 <A:B::C:D/LEN>

Description: IPv6 endpoint

Syntax:

IPv6 prefix format: xxxx:xxxx/ml, xxxx:xxxx::/ml, xxxx::xx/128A:B::C:D/LEN

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ipv6 <A:B::C:D/LEN>
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endpoint ipv6 anycast
endpoint ipv6 <A:B::C:D/LEN> anycast E.E.E|EE-EE-EE-EE-EE-EE|EE:EE:EE:EE:EE:EE|EEEE.EEEE.EEEE

Description: IPv6 endpoint

Syntax:

IPv6 prefix format: xxxx:xxxx/ml, xxxx:xxxx::/ml, xxxx::xx/128A:B::C:D/LEN

MAC address (Option 1)E.E.E

MAC address (Option 2)EE-EE-EE-EE-EE-EE

MAC address (Option 3)EE:EE:EE:EE:EE:EE

MAC address (Option 4)EEEE.EEEE.EEEE

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ipv6 <A:B::C:D/LEN> anycast
E.E.E|EE-EE-EE-EE-EE-EE|EE:EE:EE:EE:EE:EE|EEEE.EEEE.EEEE
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endpoint ipv6 epnlb mode group
endpoint ipv6 <A:B::C:D/LEN> epnlb mode <WORD> group <IP>

Description: NLB endpoint Group for igmp mode

Syntax:

IPv6 prefix format: xxxx:xxxx/ml, xxxx:xxxx::/ml, xxxx::xx/128A:B::C:D/LEN

epNlb modeWORD

Multicast IPIP

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ipv6 <A:B::C:D/LEN> epnlb mode <WORD> group <IP>
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endpoint ipv6 next-hop
endpoint ipv6 <A:B::C:D/LEN> next-hop <A:B::C:D>

Description: IPv6 endpoint

Syntax:

IPv6 prefix format: xxxx:xxxx/ml, xxxx:xxxx::/ml, xxxx::xx/128A:B::C:D/LEN

IPv6 address in format xxxx:xxxx, xxxx::xxA:B::C:D

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# endpoint ipv6 <A:B::C:D/LEN> next-hop <A:B::C:D>
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endpoint loop-detect action bd-learn-disable
endpoint loop-detect action bd-learn-disable

Description: Configure Endpoint Loop Protection Action to BD-Learn-Disable

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint loop-detect action bd-learn-disable
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endpoint loop-detect action port-disable
endpoint loop-detect action port-disable

Description: Configure Endpoint Loop Protection Action to Port-Disable

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint loop-detect action port-disable
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endpoint loop-detect enable
endpoint loop-detect enable

Description: Enable/Disable Endpoint Loop-Detect Policy

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint loop-detect enable
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endpoint loop-detect factor
endpoint loop-detect factor <NUMBER>

Description: Configure Endpoint Loop Detection Factor

Syntax:

End Point Loop ProtectionMultipication Factor. Number range from=1
to=255

<1-255>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint loop-detect factor <NUMBER>
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endpoint loop-detect interval
endpoint loop-detect interval <NUMBER>

Description: Configure Endpoint Loop Detection Interval

Syntax:

End Point Loop Detection Interval. Number range from=30 to=300<30-300>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint loop-detect interval <NUMBER>
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endpoint move-detection
endpoint move-detection <WORD>

Description: Endpoint Move detection Mode

Syntax:

Endpoint Move detection ModeWORD

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# endpoint move-detection <WORD>
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endpoint retention bounce-age-interval
endpoint retention bounce-age-interval x in <0-0> or <150-65535>

Description: Set the bounce age interval for endpoints

Syntax:

Set the Bounce Age Interval, use 0 for infinitex in <0-0> or <150-65535>

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# endpoint retention bounce-age-interval x in <0-0> or <150-65535>

endpoint retention bounce-age-interval x in <0-0> or <150-65535>

Description: Set the bounce age interval for endpoints

Syntax:

Set the Bounce Age Interval, use 0 for infinitex in <0-0> or <150-65535>

Command Mode: template endpoint retention policy : Configure an endpoint retention policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template endpoint retention policy <WORD>
(config-tenant-template-endpoint-retention)# endpoint retention bounce-age-interval x in
<0-0> or <150-65535>
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endpoint retention hold-interval
endpoint retention hold-interval <NUMBER>

Description: Set the hold interval for endpoints

Syntax:

Set the Hold Interval. Number range from=5 to=65535<5-65535>

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# endpoint retention hold-interval <NUMBER>

endpoint retention hold-interval <NUMBER>

Description: Set the hold interval for endpoints

Syntax:

Set the Hold Interval. Number range from=5 to=65535<5-65535>

Command Mode: template endpoint retention policy : Configure an endpoint retention policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template endpoint retention policy <WORD>
(config-tenant-template-endpoint-retention)# endpoint retention hold-interval <NUMBER>
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endpoint retention local-age-interval
endpoint retention local-age-interval x in <0-0> or <120-65535>

Description: Set the local endpoint age interval

Syntax:

Set the local endpoint age interval, use 0 for infinitex in <0-0> or <120-65535>

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# endpoint retention local-age-interval x in <0-0> or <120-65535>

endpoint retention local-age-interval x in <0-0> or <120-65535>

Description: Set the local endpoint age interval

Syntax:

Set the local endpoint age interval, use 0 for infinitex in <0-0> or <120-65535>

Command Mode: template endpoint retention policy : Configure an endpoint retention policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template endpoint retention policy <WORD>
(config-tenant-template-endpoint-retention)# endpoint retention local-age-interval x in
<0-0> or <120-65535>
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endpoint retention move-frequency
endpoint retention move-frequency <NUMBER>

Description: Set the move frequency

Syntax:

Set the move frequency. Number range from=0 to=65535<0-65535>

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# endpoint retention move-frequency <NUMBER>

endpoint retention move-frequency <NUMBER>

Description: Set the move frequency

Syntax:

Set the move frequency. Number range from=0 to=65535<0-65535>

Command Mode: template endpoint retention policy : Configure an endpoint retention policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template endpoint retention policy <WORD>
(config-tenant-template-endpoint-retention)# endpoint retention move-frequency <NUMBER>
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endpoint retention policy
endpoint retention policy <WORD>

Description: Associate the BD with an endpoint retention policy

Syntax:

Name of the endpoint retention policy to set (Max Size 64)WORD

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# endpoint retention policy <WORD>
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endpoint retention remote-age-interval
endpoint retention remote-age-interval x in <0-0> or <120-65535>

Description: Set the remote endpoint age interval

Syntax:

Remote endpoint age interval, use 0 for infinitex in <0-0> or <120-65535>

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# endpoint retention remote-age-interval x in <0-0> or <120-65535>

endpoint retention remote-age-interval x in <0-0> or <120-65535>

Description: Set the remote endpoint age interval

Syntax:

Remote endpoint age interval, use 0 for infinitex in <0-0> or <120-65535>

Command Mode: template endpoint retention policy : Configure an endpoint retention policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template endpoint retention policy <WORD>
(config-tenant-template-endpoint-retention)# endpoint retention remote-age-interval x in
<0-0> or <120-65535>
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endpoint rogue-detect enable
endpoint rogue-detect enable

Description: Enable/Disable Rogue Endpoint Detection Policy

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint rogue-detect enable
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endpoint rogue-detect factor
endpoint rogue-detect factor <NUMBER>

Description: Configure Rogue Endpoint Detection Factor

Syntax:

Rogue Endpoint Detection Factor. Number range from=2 to=65535<2-65535>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint rogue-detect factor <NUMBER>
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endpoint rogue-detect hold-interval
endpoint rogue-detect hold-interval <NUMBER>

Description: Configure Rogue Endpoint Hold Interval

Syntax:

Rogue Endpoint Hold Interval. Number range from=300 to=3600<300-3600>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint rogue-detect hold-interval <NUMBER>
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endpoint rogue-detect interval
endpoint rogue-detect interval <NUMBER>

Description: Configure Rogue Endpoint Detection Interval

Syntax:

Rogue Endpoint Detection Interval. Number range from=30 to=3600<30-3600>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# endpoint rogue-detect interval <NUMBER>
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endtime
endtime <LINE>

Description: Set endTime

Syntax:

endTime in UTC format (Max Size None)LINE

Command Mode: key-policy : Configuration for Key Policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# keychain-policy <WORD>
(config-tenant-keychainpolicy)# key-policy <NUMBER>
(config-tenant-keychainpolicy-keypolicy)# endtime <LINE>
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enforce-subnet-learning
enforce-subnet-learning

Description: Subnet learning enforcement

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# enforce-subnet-learning
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enhancedlacp
enhancedlacp <lag-policy-name>

Description: Configure Enhanced LACP mode on DVS uplink ports

Syntax:

Enhanced Lag Policy Name<lag-policy-name>

Command Mode: vmware-domain : Create a VMM VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# enhancedlacp <lag-policy-name>
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ep-flush
ep-flush

Description: Clear remote L2 entries when local vPC L2 entries are cleared

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# ep-flush
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ep-retention-time
ep-retention-time <WORD>

Description: Retention Time for all End Points in this domain

Syntax:

End Point Retention TimeWORD

Command Mode: vmware-domain : Create a VMM VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# ep-retention-time <WORD>
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epdamp
epdamp disable

Description: Disable COOP EpDampening flag

Syntax:

Disable COOP EpDampening flagdisable

Command Mode: coop-fabric : Council Of Oracles Protocol (COOP)

Command Path:

# configure [['terminal', 't']]
(config)# coop-fabric
(config-coop-fabric)# epdamp disable

epdamp disable

Description: Disable COOP EpDampening flag

Syntax:

Disable COOP EpDampening flagdisable

Command Mode: coop : COOP protocol

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# coop fabric
(config-pod-coop)# epdamp disable
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epg
epg tenant <arg> application <arg> epg <arg>

Description: EPG the Power Device will connect to

Syntax:

Tenant hosting the EPgtenant

arg

Application Nameapplication

arg

EPg for the Power Deviceepg

arg

Command Mode: switchport power-over-ethernet : Power Over Ethernet configuration

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# switchport power-over-ethernet <WORD>
(config-power-over-ethernet)# epg tenant <> application <> epg <>

epg <WORD> [type <WORD>]

Description: AEPg configuration mode

Syntax:

Application EPG name (Max Size 64)WORD

(Optional) Specify EPG typeWORD

Command Mode: application : application configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]

epg <WORD>

Description: AEPg configuration mode

Syntax:
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Application EPG name (Max Size 64)WORD

Command Mode: application : application configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# dnssvrgrp <WORD>
(config-tenant-dnssvrgrp)# application <WORD>
(config-tenant-dnssvrgrp-app)# epg <WORD>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
381

E Commands
epg



eraseconfig
eraseconfig [setup]

Description: Erase config and reboot

Syntax:

(Optional) Clean setupsetup

Command Mode: exec : Exec Mode

Command Path:

# eraseconfig [setup]
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errdisable recovery cause bpduguard
errdisable recovery cause bpduguard

Description: Enable timer to recover from BPDU Guard error disable

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# errdisable recovery cause bpduguard
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errdisable recovery cause ep-move
errdisable recovery cause ep-move

Description: Enable timer to recover from End Point Move error disable

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# errdisable recovery cause ep-move
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errdisable recovery cause mcp-loop
errdisable recovery cause mcp-loop

Description: Enable timer to recover from MCP Loop error disable

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# errdisable recovery cause mcp-loop
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errdisable recovery interval
errdisable recovery interval <NUMBER>

Description: Configure Error Disable Recovery Interval

Syntax:

Timer-interval (sec). Number range from=30 to=65535<30-65535>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# errdisable recovery interval <NUMBER>
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erspan-id
erspan-id <id>

Description: Erspan Id

Syntax:

erspan Id. Number range from=1 to=1023id

Command Mode: destination tenant : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
(config-monitor-access-dest)# erspan-id <id>

erspan-id <id>

Description: Erspan Id

Syntax:

erspan Id. Number range from=1 to=1023id

Command Mode: destination : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
(config-monitor-fabric-dest)# erspan-id <id>

erspan-id <arg>

Description: Erspan Id

Syntax:

erspan Id. Number range from=1 to=1023arg

Command Mode: destination : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor tenant <tenant_name> session <WORD>
(config-monitor-tenant)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
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(config-monitor-tenant-dest)# erspan-id <>

erspan-id <arg>

Description: Configure ERSPAN ID

Syntax:

ERSPAN ID. Number range from=1 to=1023arg

Command Mode: destination destip : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor virtual session <WORD>
(config-monitor-virtual)# destination destip <A.B.C.D>
(config-monitor-virtual-remote-dest)# erspan-id <>
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erspan-version
erspan-version <version> [enforce]

Description: Set ERSPAN version

Syntax:

ERSPAN versionversion

(Optional) enforceenforce

Command Mode: destination tenant : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
(config-monitor-access-dest)# erspan-version <version> [enforce]

erspan-version <version> [enforce]

Description: Set ERSPAN version

Syntax:

ERSPAN versionversion

(Optional) enforceenforce

Command Mode: destination : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
(config-monitor-fabric-dest)# erspan-version <version> [enforce]

erspan-version <version> [enforce]

Description: Set ERSPAN version

Syntax:

ERSPAN versionversion

(Optional) enforceenforce

Command Mode: destination : Configure monitor remote destination
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Command Path:

# configure [['terminal', 't']]
(config)# monitor tenant <tenant_name> session <WORD>
(config-monitor-tenant)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
(config-monitor-tenant-dest)# erspan-version <version> [enforce]
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esx-avail-override
esx-avail-override <esx-hostname> green|yellow|red

Description: Override ESX availability

Syntax:

ESX Hostname<esx-hostname>

greengreen

yellowyellow

redred

Command Mode: vcenter : Configure a vCenter in the VMware domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# vcenter <> datacenter <WORD> [dvs-version <>]
(config-vmware-vc)# esx-avail-override <esx-hostname> green|yellow|red

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
391

E Commands
esx-avail-override



evpn
evpn route-reflector spine <LIST>

Description: Configure BGP evpn route-reflectors

Syntax:

Configure BGP evpn route-reflectorsroute-reflector

Configure Spines as route-reflectorsspine

Route-reflector spine node name or ID list. Ex. spine1 or 103,105LIST

Command Mode: bgp-fabric : Border Gateway Protocol (BGP)

Command Path:

# configure [['terminal', 't']]
(config)# bgp-fabric
(config-bgp-fabric)# evpn route-reflector spine <LIST>

evpn route-reflector spine <LIST>

Description: Configure BGP evpn route-reflectors

Syntax:

Configure BGP evpn route-reflectorsroute-reflector

Configure Spines as route-reflectorsspine

Route-reflector spine node name or ID list. Ex. spine1 or 103,105LIST

Command Mode: bgp : Border Gateway Protocol (BGP)

Command Path:

# configure [['terminal', 't']]
(config)# pod <NUMBER>
(config-pod)# bgp fabric
(config-pod-bgp)# evpn route-reflector spine <LIST>
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evpn consumer
evpn consumer <WORD>

Description: EVPN Consumer

Syntax:

Label NameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# evpn consumer <WORD>

evpn consumer <WORD>

Description: EVPN Consumer

Syntax:

Label NameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# evpn consumer <WORD>
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evpn export
evpn export map <WORD> label <WORD>

Description: VRF export

Syntax:

Route-map based VRF exportmap

Route Map Name (Max Size 63)WORD

Configure consumer labellabel

Consumer label nameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# evpn export map <WORD> label <WORD>

evpn export map <WORD> label <WORD>

Description: VRF export

Syntax:

Route-map based VRF exportmap

Route Map Name (Max Size 63)WORD

Configure consumer labellabel

Consumer label nameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# evpn export map <WORD> label <WORD>
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evpn import
evpn import map <WORD> label <WORD>

Description: VRF import

Syntax:

Route-map based VRF importmap

Route Map Name (Max Size 63)WORD

Configure consumer labellabel

Consumer label nameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# evpn import map <WORD> label <WORD>

evpn import map <WORD> label <WORD>

Description: VRF import

Syntax:

Route-map based VRF importmap

Route Map Name (Max Size 63)WORD

Configure consumer labellabel

Consumer label nameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# evpn import map <WORD> label <WORD>
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evpn provider
evpn provider <WORD>

Description: EVPN Provider

Syntax:

Provide Label NameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# evpn provider <WORD>

evpn provider <WORD>

Description: EVPN Provider

Syntax:

Provide Label NameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# evpn provider <WORD>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
396

E Commands
evpn provider



exception
exception name <WORD> [field <WORD>] [consumer-regexp <WORD>] [provider-regexp <WORD>]

Description: apply an exception to this subject

Syntax:

namename

Name of the exception to apply (Max Size None)WORD

(Optional) Filed on which regex appliesWORD

(Optional) consumer regexWORD

(Optional) provider regexWORD

Command Mode: subject : Configuration a subject on the contract

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# contract <WORD> [type <type>]
(config-tenant-contract)# subject <WORD>
(config-tenant-contract-subj)# exception name <WORD> [field <WORD>] [consumer-regexp <WORD>]
[provider-regexp <WORD>]

exception name <WORD> [field <WORD>] [consumer-regexp <WORD>] [provider-regexp <WORD>]

Description: apply an exception to this subject

Syntax:

namename

Name of the exception to apply (Max Size None)WORD

(Optional) Filed on which regex appliesWORD

(Optional) consumer regexWORD

(Optional) provider regexWORD

Command Mode: contract : Configure binary contracts between Application EPGs

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# contract <WORD> [type <type>]
(config-tenant-contract)# exception name <WORD> [field <WORD>] [consumer-regexp <WORD>]
[provider-regexp <WORD>]
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exec
exec

Description: Exec Mode

Command Mode: None
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exit
exit

Description: Exit from current mode

Command Mode: exec : Exec Mode

Command Path:

# exit
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expiration
expiration <DATE>

Description: If expires enabled, Set expiration date of locally-authenticated user account.

Syntax:

UTC Date format (YYYY-MM-DDTHH:MM:SS.mmm[+-]hh:mm)DATE

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# expiration <DATE>
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expires
expires

Description: Enable expiry for locally-authenticated user account

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# expires
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export-config
export-config <WORD>

Description: Export Configuration

Syntax:

Filename(absolute path)WORD

Command Mode: exec : Exec Mode

Command Path:

# export-config <WORD>
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export
export to tenant <WORD> [as <WORD>]

Description: Export a contract to another tenant

Syntax:

Tenant to export the command toto

Tenant to export the command totenant

Tenant to export the command to (Max Size 63)WORD

(Optional) New name under which the contract will be known (Max
Size 64)

WORD

Command Mode: contract : Configure binary contracts between Application EPGs

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# contract <WORD> [type <type>]
(config-tenant-contract)# export to tenant <WORD> [as <WORD>]

export map <WORD>

Description: VRF export

Syntax:

Route-map for inter VRF route leakmap

Route Map Name (Max Size 63)WORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# export map <WORD>

export map <WORD>

Description: VRF export

Syntax:

Route-map for inter VRF route leakmap
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Route Map Name (Max Size 63)WORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# export map <WORD>
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exporter
exporter <WORD>

Description: Assign Netflow Exporter to the Monitor

Syntax:

Exporter Name (Max Size 64)WORD

Command Mode: flow monitor : Configure Netflow Monitor

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow monitor <WORD>
(config-tn-flow-monitor)# exporter <WORD>

exporter <WORD>

Description: Assign Netflow Exporter to the Monitor

Syntax:

Exporter Name (Max Size 64)WORD

Command Mode: flow monitor : Configure Netflow Monitor

Command Path:

# configure [['terminal', 't']]
(config)# flow monitor <WORD>
(config-flow-monitor)# exporter <WORD>
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extcommunity-list expanded
extcommunity-list expanded <WORD> <LINE>

Description: Configure expanded community list templates

Syntax:

Community list name (Max Size 64)WORD

Regular-expressionLINE

Command Mode: template route group : Configure Route Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template route group <WORD> tenant <WORD>
(config-route-group)# extcommunity-list expanded <WORD> <LINE>

extcommunity-list expanded <WORD> <LINE>

Description: Configure expanded community list templates

Syntax:

Community list name (Max Size 64)WORD

Regular-expressionLINE

Command Mode: template route group : Configure Route Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template route group <WORD> tenant <WORD>
(config-route-group)# extcommunity-list expanded <WORD> <LINE>
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extcommunity-list standard
extcommunity-list standard <WORD> [scope <scope>] ASN2:NN

Description: Configure standard community list templates

Syntax:

Community list name (Max Size 64)WORD

(Optional) transitive or non-transitivescope

Community number aa:nn formatASN2:NN

Command Mode: template route group : Configure Route Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template route group <WORD> tenant <WORD>
(config-route-group)# extcommunity-list standard <WORD> [scope <scope>] ASN2:NN

extcommunity-list standard <WORD> [scope <scope>] ASN2:NN

Description: Configure standard community list templates

Syntax:

Community list name (Max Size 64)WORD

(Optional) transitive or non-transitivescope

Community number aa:nn formatASN2:NN

Command Mode: template route group : Configure Route Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template route group <WORD> tenant <WORD>
(config-route-group)# extcommunity-list standard <WORD> [scope <scope>] ASN2:NN
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external-l2
external-l2 epg <WORD>

Description: L2 external EPG creation/configuration

Syntax:

L2 external EPG nameepg

L2 external EPG name (Max Size 64)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l2 epg <WORD>
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external-l3
external-l3 epg <WORD> <WORD>

Description: External L3 EPG to associate

Syntax:

Specify the external EPGepg

External L3 EPG nameWORD

evpn label nameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# external-l3 epg <WORD> <WORD>

external-l3 epg <WORD> <WORD>

Description: External L3 EPG to associate

Syntax:

Specify the external EPGepg

External L3 EPG nameWORD

evpn label nameWORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# external-l3 epg <WORD> <WORD>
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external-l3 epg
external-l3 epg <WORD> [oob-mgmt] [l3out <l3out>]

Description: External L3 EPG configuration mode

Syntax:

External L3 EPG name (Max Size 49)WORD

(Optional) External L3 EPG for Out of bandoob-mgmt

(Optional) Configure external-l3 epg on an API configured L3Outl3out

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l3 epg <WORD> [oob-mgmt] [l3out <l3out>]
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external-routed-domain
external-routed-domain <l3dom>

Description: Add l3Dom to the Resource Pool

Syntax:

l3doml3dom

Command Mode: l4l7 resource-pool : Configure L4-L7 Service Resource Pool

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 resource-pool <WORD>
(config-resource-pool)# external-routed-domain <l3dom>
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F Commands

• fabric-external, on page 415
• fabric-interface ethernet, on page 416
• fabric clear, on page 417
• fabric show, on page 418
• fail-auth-epg, on page 419
• fail-auth-vlan, on page 420
• fc-channel-group, on page 421
• fc-policy-group, on page 422
• fc, on page 423
• fcoe, on page 424
• fcoe fcmap, on page 426
• fcoe fka-adv-period, on page 427
• fcoe vsan vlan loadbalancing, on page 428
• fctimer e-d-tov, on page 430
• fctimer r-a-tov, on page 431
• feature, on page 432
• fex-interface-group, on page 433
• fex-profile, on page 434
• fex, on page 435
• file, on page 437
• filter-group, on page 438
• filter, on page 440
• filter tenant application, on page 441
• filter tenant bd, on page 443
• filter tenant l3out, on page 444
• filter tenant vrf, on page 446
• fips mode, on page 447
• firewall-logging, on page 448
• firewall, on page 450
• firmware-version, on page 451
• firmware, on page 452
• firmware repository add, on page 453
• firmware repository delete, on page 454
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• firmware upgrade controller-group, on page 455
• firmware upgrade switch-group, on page 456
• first-file, on page 457
• first-hop-security, on page 458
• first-hop-security security-policy, on page 459
• first-hop-security trust-control, on page 460
• first-name, on page 461
• flash-config, on page 462
• flood-in-encapsulation, on page 463
• flow-exporter, on page 464
• flow direction, on page 465
• flow exporter, on page 466
• flow monitor, on page 469
• flow node-policy, on page 471
• flow record, on page 473
• flow timeout collection, on page 474
• flow timeout template, on page 475
• flow vm-exporter, on page 476
• force-pwd-change, on page 477
• forged-transmits, on page 478
• format, on page 479
• forward-error-correction, on page 481
• function-profile, on page 482
• fwdnonecn, on page 483
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fabric-external
fabric-external <NUMBER>

Description: Intrasite/Intersite Connectivity Profile

Syntax:

Fabric ID. Number range from=0 to=9223372036854775807<ID>

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# fabric-external <NUMBER>
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fabric-interface ethernet
fabric-interface ethernet

Description: Ethernet IEEE 802.3z

Syntax:

interface rangearg

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# fabric-interface ethernet

fabric-interface ethernet

Description: Ethernet IEEE 802.3z

Syntax:

interface rangearg

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# fabric-interface ethernet
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fabric clear
fabric <nodes> clear <scope>

Description: clear switch information

Syntax:

node list<nodes>

switch command<scope>

Command Mode: exec : Exec Mode

Command Path:

# fabric <nodes> clear <scope>

Usage Notes:

When clearing virtual fibre channel (VFC) interface counters using the fabric node clearcounters interface
vfc slot/port command, allow up to eight seconds after sending the command for the counters to clear.
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fabric show
fabric <nodes> show <scope>

Description: Show switch information

Syntax:

node list<nodes>

switch command<scope>

Command Mode: exec : Exec Mode

Command Path:

# fabric <nodes> show <scope>
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fail-auth-epg
fail-auth-epg tenant <arg> application <arg> epg <arg>

Description: Set default EPg name if authentication fails

Syntax:

Tenant hosting the EPgtenant

arg

Application Nameapplication

arg

Deploy EPg if authentication failsepg

arg

Command Mode: policy-map type port-authentication : Create node level port authentication policy

Command Path:

# configure [['terminal', 't']]
(config)# policy-map type port-authentication <WORD>
(config-pmap-port-authentication)# fail-auth-epg tenant <> application <> epg <>
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fail-auth-vlan
fail-auth-vlan <vlan-id>

Description: Set default vlan encap if authentication fails

Syntax:

Configure Vlan ID<vlan-id>

Command Mode: policy-map type port-authentication : Create node level port authentication policy

Command Path:

# configure [['terminal', 't']]
(config)# policy-map type port-authentication <WORD>
(config-pmap-port-authentication)# fail-auth-vlan <vlan-id>
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fc-channel-group
fc-channel-group <WORD>

Description: Associate a Channel Group to this Interface

Syntax:

Port-Channel name (Max Size 64)WORD

Command Mode: interface fc : FC Interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface fc <ifRange>
(config-leaf-fc-if)# fc-channel-group <WORD>

fc-channel-group <WORD>

Description: Associate a Channel Group to this Interface

Syntax:

Port-Channel name (Max Size 64)WORD

Command Mode: interface fc : FC Interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface fc <ifRange>
(config-leaf-fc-if)# fc-channel-group <WORD>
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fc-policy-group
fc-policy-group <WORD>

Description: Associate an FC Interface Policy Group to this Interface Group

Syntax:

FC Interface Policy Group Name (Max Size 64)WORD

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# fc-policy-group <WORD>

fc-policy-group <WORD>

Description: Convert interface to FC and Associate FC Policy Group

Syntax:

FC Interface Policy Group Name (Max Size 64)WORD

Command Mode: interface fc : FC Interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface fc <ifRange>
(config-leaf-fc-if)# fc-policy-group <WORD>

fc-policy-group <WORD>

Description: Convert interface to FC and Associate FC Policy Group

Syntax:

FC Interface Policy Group Name (Max Size 64)WORD

Command Mode: interface fc : FC Interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface fc <ifRange>
(config-leaf-fc-if)# fc-policy-group <WORD>
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fc
fc

Description: Enable fc BD

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# fc
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fcoe
fcoe vsan <NUMBER> vlan <NUMBER>

Description: Configure fcoe parameters

Syntax:

Configure Vsan IDvsan

Configure Vsan ID. Number range from=1 to=4093<vsan-id>

Configure Vlan IDvlan

Configure Vlan ID. Number range from=1 to=4094<vlan-id>

Command Mode: vsan-domain : Configure vsan domain

Command Path:

# configure [['terminal', 't']]
(config)# vsan-domain <name>
(config-vsan)# fcoe vsan <NUMBER> vlan <NUMBER>

fcoe fcmap <WORD>

Description: Configure fcoe parameters

Syntax:

FC Mapfcmap

Configure FC Map, range is from 0E:FC:00 to 0E:FC:FFWORD

Command Mode: template fc-fabric-policy : Configure FC Fabric Policy(Max Size 64)

Command Path:

# configure [['terminal', 't']]
(config)# template fc-fabric-policy <WORD>
(config-fc-fabric-policy)# fcoe fcmap <WORD>

fcoe vsan <NUMBER> vlan <NUMBER>

Description: Configure fcoe parameters

Syntax:

Configure Vsan IDvsan

Configure Vsan ID. Number range from=1 to=4093<vsan-id>

Configure Vlan IDvlan
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Configure Vlan ID. Number range from=1 to=4094<vlan-id>

Command Mode: template vsan-attribute : Configure Vsan Attributes(Max Size 64)

Command Path:

# configure [['terminal', 't']]
(config)# template vsan-attribute <WORD>
(config-vsan-attr)# fcoe vsan <NUMBER> vlan <NUMBER>
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fcoe fcmap
fcoe fcmap <WORD>

Description: Configure FC Map

Syntax:

Configure FC Map, range is from 0E:FC:00 to 0E:FC:FFWORD

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# fcoe fcmap <WORD>

fcoe fcmap <WORD>

Description: Configure FC Map

Syntax:

Configure FC Map, range is from 0E:FC:00 to 0E:FC:FFWORD

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# fcoe fcmap <WORD>
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fcoe fka-adv-period
fcoe fka-adv-period <NUMBER>

Description: Configure FIP Keep Alive Interval

Syntax:

FIP Keep Alive Timer. Number range from=4 to=60<interval>

Command Mode: template fc-leaf-policy : Configure FC Leaf Policy(Max Size 64)

Command Path:

# configure [['terminal', 't']]
(config)# template fc-leaf-policy <WORD>
(config-fc-leaf-policy)# fcoe fka-adv-period <NUMBER>

fcoe fka-adv-period <NUMBER>

Description: Configure FIP Keep Alive Interval

Syntax:

FIP Keep Alive Timer. Number range from=4 to=60<interval>

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# fcoe fka-adv-period <NUMBER>

fcoe fka-adv-period <NUMBER>

Description: Configure FIP Keep Alive Interval

Syntax:

FIP Keep Alive Timer. Number range from=4 to=60<interval>

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# fcoe fka-adv-period <NUMBER>
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fcoe vsan vlan loadbalancing
fcoe vsan <NUMBER> vlan <NUMBER> loadbalancing src-dst-id|src-dst-ox-id

Description: Configure loadbalancing

Syntax:

Configure Vsan IDvsan

Configure Vsan ID. Number range from=1 to=4093<vsan-id>

Configure Vlan IDvlan

Configure Vlan ID. Number range from=1 to=4094<vlan-id>

Load balaning based on src-dst-idsrc-dst-id

Load balaning based on the src-dst-ox-idsrc-dst-ox-id

Command Mode: vsan-domain : Configure vsan domain

Command Path:

# configure [['terminal', 't']]
(config)# vsan-domain <name>
(config-vsan)# fcoe vsan <NUMBER> vlan <NUMBER> loadbalancing src-dst-id|src-dst-ox-id

fcoe vsan <NUMBER> vlan <NUMBER> loadbalancing src-dst-id|src-dst-ox-id

Description: Configure loadbalancing

Syntax:

Configure Vsan IDvsan

Configure Vsan ID. Number range from=1 to=4093<vsan-id>

Configure Vlan IDvlan

Configure Vlan ID. Number range from=1 to=4094<vlan-id>

Load balaning based on src-dst-idsrc-dst-id

Load balaning based on the src-dst-ox-idsrc-dst-ox-id

Command Mode: template vsan-attribute : Configure Vsan Attributes(Max Size 64)

Command Path:

# configure [['terminal', 't']]
(config)# template vsan-attribute <WORD>
(config-vsan-attr)# fcoe vsan <NUMBER> vlan <NUMBER> loadbalancing src-dst-id|src-dst-ox-id
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fctimer e-d-tov
fctimer e-d-tov <NUMBER>

Description: Configure e_d_tov value

Syntax:

FC Fabric error detect timeout. Number range from=1000 to=4000<interval>

Command Mode: template fc-fabric-policy : Configure FC Fabric Policy(Max Size 64)

Command Path:

# configure [['terminal', 't']]
(config)# template fc-fabric-policy <WORD>
(config-fc-fabric-policy)# fctimer e-d-tov <NUMBER>

fctimer e-d-tov <NUMBER>

Description: Configure e_d_tov value

Syntax:

FC Fabric error detect timeout. Number range from=1000 to=4000<interval>

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# fctimer e-d-tov <NUMBER>

fctimer e-d-tov <NUMBER>

Description: Configure e_d_tov value

Syntax:

FC Fabric error detect timeout. Number range from=1000 to=4000<interval>

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# fctimer e-d-tov <NUMBER>
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fctimer r-a-tov
fctimer r-a-tov <NUMBER>

Description: Configure r_a_tov value

Syntax:

FC Fabric resolution allocation timeout. Number range from=5000
to=10000

<interval>

Command Mode: template fc-fabric-policy : Configure FC Fabric Policy(Max Size 64)

Command Path:

# configure [['terminal', 't']]
(config)# template fc-fabric-policy <WORD>
(config-fc-fabric-policy)# fctimer r-a-tov <NUMBER>

fctimer r-a-tov <NUMBER>

Description: Configure r_a_tov value

Syntax:

FC Fabric resolution allocation timeout. Number range from=5000
to=10000

<interval>

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# fctimer r-a-tov <NUMBER>

fctimer r-a-tov <NUMBER>

Description: Configure r_a_tov value

Syntax:

FC Fabric resolution allocation timeout. Number range from=5000
to=10000

<interval>

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# fctimer r-a-tov <NUMBER>
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feature
feature analytics|netflow

Description: Select Netflow

Syntax:

Select Analyticsanalytics

Select Netflownetflow

Command Mode: node-control : Create a Node Control Policy

Command Path:

# configure [['terminal', 't']]
(config)# node-control policy <WORD>
(config-node)# feature analytics|netflow
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fex-interface-group
fex-interface-group <WORD>

Description: Configure Fex Interface Group

Syntax:

Fex Interface Group Name (Max Size 64)WORD

Command Mode: fex-profile : Configure Fex Profile

Command Path:

# configure [['terminal', 't']]
(config)# fex-profile <WORD>
(config-fex-profile)# fex-interface-group <WORD>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
433

F Commands
fex-interface-group



fex-profile
fex-profile <WORD>

Description: Configure Fex Profile

Syntax:

Fex Profile Name (Max Size 64)WORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# fex-profile <WORD>
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fex
fex associate <NUMBER> template <WORD>

Description: Configure Fex on the Interface

Syntax:

Associate the port to a FEXassociate

Fex Number. Number range from=101 to=199NUMBER

Associate a templatetemplate

Fex Template Name (Max Size 64)WORD

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# fex associate <NUMBER> template <WORD>

fex associate <arg>

Description: Configure Fex on the Interface

Syntax:

Associate the port to a FEXassociate

Fex Number. Number range from=101 to=199arg

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# fex associate <>

fex associate <arg>

Description: Configure Fex on the Interface

Syntax:

Associate the port to a FEXassociate

Fex Number. Number range from=101 to=199arg
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Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# fex associate <>
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file
file <FILENAME>

Description: Snapshot file name

Syntax:

Snapshot file nameFILENAME

Command Mode: snapshot download : Configuration snapshot download setup mode

Command Path:

# configure [['terminal', 't']]
(config)# snapshot download <WORD>
(config-download)# file <FILENAME>

file <FILENAME>

Description: Snapshot file name

Syntax:

Snapshot file nameFILENAME

Command Mode: snapshot import : Configuration import setup mode

Command Path:

# configure [['terminal', 't']]
(config)# snapshot import <WORD>
(config-import)# file <FILENAME>

file <FILENAME>

Description: Snapshot file name

Syntax:

Snapshot file nameFILENAME

Command Mode: snapshot upload : Configuration snapshot upload setup mode

Command Path:

# configure [['terminal', 't']]
(config)# snapshot upload <WORD>
(config-upload)# file <FILENAME>
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filter-group
filter-group <WORD>

Description: Associate a filter group to the session

Syntax:

Filter group name (Max Size 64)WORD

Command Mode: monitor access session : Configue monitor session for access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# filter-group <WORD>

filter-group <WORD>

Description: Associate a filter group to the source

Syntax:

Filter group name (Max Size 64)WORD

Command Mode: source interface ethernet : Configure monitor for ethernet access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface ethernet <ethernet> leaf <leaf Id>
(config-monitor-access-source)# filter-group <WORD>

filter-group <WORD>

Description: Associate a filter group to the source

Syntax:

Filter group name (Max Size 64)WORD

Command Mode: source interface port-channel : Configure monitor for port-channel interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface port-channel <port-channel list> leaf <leaf Id>
[fex <fex Id>]
(config-monitor-access-source)# filter-group <WORD>
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filter-group <WORD>

Description: Associate a filter group to the source

Syntax:

Filter group name (Max Size 64)WORD

Command Mode: source interface vpc : Configure monitor for VPC interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface vpc <vpc list> leaf <leaf Id1> <leaf Id2> [fex
<fex Ids>]
(config-monitor-access-source)# filter-group <WORD>
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filter
filter <WORD>

Description: Set the LDAP filter to be used in a user search

Syntax:

filter used in user search (Max Size 63)<WORD>

Command Mode: ldap-server host : LDAP server DNS name or IP address

Command Path:

# configure [['terminal', 't']]
(config)# ldap-server host <A.B.C.D|A:B::C:D|WORD>
(config-host)# filter <WORD>

filter [ipproto <WORD>] [srcaddr <srcAddr>] [dstaddr <dstAddr>] [srcportfrom <WORD>] [srcportto <WORD>]
[dstportfrom <WORD>] [dstportto <NUMBER>]

Description: Configue filter entry

Syntax:

(Optional) IP protocol name or valueWORD

(Optional) Source IP prefixsrcAddr

(Optional) Destination IP prefixdstAddr

(Optional) Starting L4 source portWORD

(Optional) Ending L4 source portWORD

(Optional) Starting L4 destination portWORD

(Optional) Ending L4 destination portNUMBER

Command Mode: monitor access filter-group : Configue filter groups

Command Path:

# configure [['terminal', 't']]
(config)# monitor access filter-group <WORD>
(config-monitor-access-filtergrp)# filter [ipproto <WORD>] [srcaddr <srcAddr>] [dstaddr
<dstAddr>] [srcportfrom <WORD>] [srcportto <WORD>] [dstportfrom <WORD>] [dstportto <NUMBER>]
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filter tenant application
filter tenant <tenant_name> application <application_name> epg <epg_name>

Description: application

Syntax:

tenanttenant

tenant name (Max Size 63)tenant_name

application name (Max Size 64)application_name

epgepg

epg name (Max Size 64)epg_name

Command Mode: source interface ethernet : Configure monitor for ethernet access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface ethernet <ethernet> leaf <leaf Id>
(config-monitor-access-source)# filter tenant <tenant_name> application <application_name>
epg <epg_name>

filter tenant <tenant_name> application <application_name> epg <epg_name>

Description: application

Syntax:

tenanttenant

tenant name (Max Size 63)tenant_name

application name (Max Size 64)application_name

epgepg

epg name (Max Size 64)epg_name

Command Mode: source interface port-channel : Configure monitor for port-channel interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface port-channel <port-channel list> leaf <leaf Id>
[fex <fex Id>]
(config-monitor-access-source)# filter tenant <tenant_name> application <application_name>
epg <epg_name>
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filter tenant <tenant_name> application <application_name> epg <epg_name>

Description: application

Syntax:

tenanttenant

tenant name (Max Size 63)tenant_name

application name (Max Size 64)application_name

epgepg

epg name (Max Size 64)epg_name

Command Mode: source interface vpc : Configure monitor for VPC interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface vpc <vpc list> leaf <leaf Id1> <leaf Id2> [fex
<fex Ids>]
(config-monitor-access-source)# filter tenant <tenant_name> application <application_name>
epg <epg_name>
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filter tenant bd
filter tenant <tenant_name> bd <bd_name>

Description: BD filter

Syntax:

tenanttenant

tenant nametenant_name

BD namebd_name

Command Mode: source interface ethernet : Configure monitor for ethernet fabric interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# source interface ethernet <ethernet> switch <switch Id>
(config-monitor-fabric-source)# filter tenant <tenant_name> bd <bd_name>
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filter tenant l3out
filter tenant <tenant_name> l3out <L3Out name> vlan <Vlan of the interface>

Description: L3Out

Syntax:

tenanttenant

tenant name (Max Size 63)tenant_name

L3Out name (Max Size 64)L3Out name

Vlan of the interfacevlan

Vlan of the interface. Number range from=0 to=4094Vlan of the interface

Command Mode: source interface ethernet : Configure monitor for ethernet access interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface ethernet <ethernet> leaf <leaf Id>
(config-monitor-access-source)# filter tenant <tenant_name> l3out <L3Out name> vlan <Vlan
of the interface>

filter tenant <tenant_name> l3out <L3Out name> vlan <Vlan of the interface>

Description: L3Out

Syntax:

tenanttenant

tenant name (Max Size 63)tenant_name

L3Out name (Max Size 64)L3Out name

Vlan of the interfacevlan

Vlan of the interface. Number range from=0 to=4094Vlan of the interface

Command Mode: source interface port-channel : Configure monitor for port-channel interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface port-channel <port-channel list> leaf <leaf Id>
[fex <fex Id>]
(config-monitor-access-source)# filter tenant <tenant_name> l3out <L3Out name> vlan <Vlan
of the interface>
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filter tenant <tenant_name> l3out <L3Out name> vlan <Vlan of the interface>

Description: L3Out

Syntax:

tenanttenant

tenant name (Max Size 63)tenant_name

L3Out name (Max Size 64)L3Out name

Vlan of the interfacevlan

Vlan of the interface. Number range from=0 to=4094Vlan of the interface

Command Mode: source interface vpc : Configure monitor for VPC interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# source interface vpc <vpc list> leaf <leaf Id1> <leaf Id2> [fex
<fex Ids>]
(config-monitor-access-source)# filter tenant <tenant_name> l3out <L3Out name> vlan <Vlan
of the interface>
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filter tenant vrf
filter tenant <tenant_name> vrf <vrf_name>

Description: VRF filter

Syntax:

tenanttenant

tenant nametenant_name

vrf namevrf_name

Command Mode: source interface ethernet : Configure monitor for ethernet fabric interfaces

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# source interface ethernet <ethernet> switch <switch Id>
(config-monitor-fabric-source)# filter tenant <tenant_name> vrf <vrf_name>
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fips mode
fips mode enable

Description: Enable FIPS mode

Syntax:

Enable FIPS modeenable

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# fips mode enable
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firewall-logging
firewall-logging server-group <WORD> [severity severity <severity-info>] [polling-interval <polling-interval>]
[action-type <action-type>]

Description: Configure firewall-logging on AVS/AVE

Syntax:

Specify server group nameserver-group

Logging server-group name (Max Size 64)WORD

(Optional) Specify severity infoseverity <severity-info>

(Optional) Specify polling interval time in seconds. Number range
from=60 to=86400

polling-interval

(Optional) Specify action typeaction-type

Command Mode: configure-avs : Configure a VMWare Domain as AVS (N1K) type

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
(config-vmware-avs)# firewall-logging server-group <WORD> [severity severity <severity-info>]
[polling-interval <polling-interval>] [action-type <action-type>]

firewall-logging server-group <WORD> [severity severity <severity-info>] [polling-interval <polling-interval>]
[action-type <action-type>]

Description: Configure firewall-logging on AVS/AVE

Syntax:

Specify server group nameserver-group

Logging server-group name (Max Size 64)WORD

(Optional) Specify severity infoseverity <severity-info>

(Optional) Specify polling interval time in seconds. Number range
from=60 to=86400

polling-interval

(Optional) Specify action typeaction-type

Command Mode: configure-ave : Configure a Cisco AVE domain

Command Path:

# configure [['terminal', 't']]
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(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
(config-vmware-ave)# firewall-logging server-group <WORD> [severity severity <severity-info>]
[polling-interval <polling-interval>] [action-type <action-type>]
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firewall
firewall mode enabled|disabled|learning

Description: Configure firewall mode on AVS/AVE

Syntax:

firewall modemode

Enabled modeenabled

Disabled modedisabled

Learning modelearning

Command Mode: configure-avs : Configure a VMWare Domain as AVS (N1K) type

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
(config-vmware-avs)# firewall mode enabled|disabled|learning

firewall mode enabled|disabled|learning

Description: Configure firewall mode on AVS/AVE

Syntax:

firewall modemode

Enabled modeenabled

Disabled modedisabled

Learning modelearning

Command Mode: configure-ave : Configure a Cisco AVE domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
(config-vmware-ave)# firewall mode enabled|disabled|learning
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firmware-version
firmware-version <version>

Description: Set target firmware version

Syntax:

firmware version<version>

Command Mode: controller-group : Controller Upgrade Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# firmware
(config-firmware)# controller-group
(config-firmware-controller)# firmware-version <version>

firmware-version <version>

Description: Set target firmware version

Syntax:

firmware version<version>

Command Mode: switch-group : Create switch firmware upgrade policy

Command Path:

# configure [['terminal', 't']]
(config)# firmware
(config-firmware)# switch-group <WORD>
(config-firmware-switch)# firmware-version <version>
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firmware
firmware

Description: Firmware upgrade configuration Mode

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# firmware
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firmware repository add
firmware repository add <WORD>

Description: Add firmware image to repository

Syntax:

Firmware image filename(absolute path)WORD

Command Mode: exec : Exec Mode

Command Path:

# firmware repository add <WORD>
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firmware repository delete
firmware repository delete <WORD>

Description: Remove firmware image from repository

Syntax:

Firmware image nameWORD

Command Mode: exec : Exec Mode

Command Path:

# firmware repository delete <WORD>
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firmware upgrade controller-group
firmware upgrade controller-group [['ignore-validation']]

Description: Trigger controller-group upgrade

Syntax:

(Optional) ignore Validation checksignore-validation

Command Mode: exec : Exec Mode

Command Path:

# firmware upgrade controller-group [['ignore-validation']]
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firmware upgrade switch-group
firmware upgrade switch-group <WORD>

Description: Trigger switch-group upgrade

Syntax:

switch-group name (Max Size 64)WORD

Command Mode: exec : Exec Mode

Command Path:

# firmware upgrade switch-group <WORD>
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first-file
first-file <FILENAME>

Description: First snapshot file name

Syntax:

First snapshot file nameFILENAME

Command Mode: snapshot rollback : Configuration rollback setup mode

Command Path:

# configure [['terminal', 't']]
(config)# snapshot rollback <WORD>
(config-rollback)# first-file <FILENAME>
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first-hop-security
first-hop-security

Description: Configuration for first hop security

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# first-hop-security
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first-hop-security security-policy
first-hop-security security-policy <WORD>

Description: Associate the bridge domain with a first hop security policy

Syntax:

first hop security policy name to be associated (Max Size 64)WORD

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# first-hop-security security-policy <WORD>
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first-hop-security trust-control
first-hop-security trust-control <WORD>

Description: Bind the EPG to a trust control policy

Syntax:

trust control to associate (Max Size 64)WORD

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# first-hop-security trust-control <WORD>
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first-name
first-name <WORD>

Description: Set the first name of the locally-authenticated user.

Syntax:

first name (Max Size 32)WORD

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# first-name <WORD>
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flash-config
flash-config <arg>

Description: Add SSD Flash config policy

Syntax:

arg

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# flash-config <>

flash-config <WORD>

Description: Configure SSD Flash Config policy

Syntax:

Provide a SSD Flash Config policy nameWORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# flash-config <WORD>
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flood-in-encapsulation
flood-in-encapsulation

Description: Flood in encapsulation for EPG

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# flood-in-encapsulation
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flow-exporter
flow-exporter <WORD>

Description: Configure external analytics reachability information

Syntax:

Analytics config server nameWORD

Command Mode: analytics : Configure external analytics reachability information

Command Path:

# configure [['terminal', 't']]
(config)# analytics cluster <WORD>
(config-analytics)# flow-exporter <WORD>
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flow direction
flow direction ingress|egress|both

Description: Configure Netflow Direction (Valid only for AVS domain)

Syntax:

Ingress Directioningress

Egress Directionegress

Bidirectionalboth

Command Mode: vmware-domain : Associate EPG to a VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# vmware-domain member <WORD> [encap <WORD>] [primary-encap <WORD>]
[allow-micro-segmentation] [deploy <WORD>] [push <WORD>] [binding-type
staticBinding|dynamicBinding|ephemeral] [port-allocation fixed|elastic] [num-ports <WORD>]
[untagged-access-pg] [delimiter <WORD>]
(config-tenant-app-epg-domain)# flow direction ingress|egress|both
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flow exporter
flow exporter <WORD>

Description: Configure NetFlow Exporter Policy

Syntax:

VMM Exporter Policy NameWORD

Command Mode: configure-dvs : Configure a VMWare Domain as DVS type

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-dvs
(config-vmware-dvs)# flow exporter <WORD>

flow exporter <WORD>

Description: Configure NetFlow Exporter Policy

Syntax:

VMM Exporter Policy NameWORD

Command Mode: configure-avs : Configure a VMWare Domain as AVS (N1K) type

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
(config-vmware-avs)# flow exporter <WORD>

flow exporter <WORD>

Description: Configure NetFlow Exporter Policy

Syntax:

VMM Exporter Policy NameWORD

Command Mode: configure-ave : Configure a Cisco AVE domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
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(config-vmware-ave)# flow exporter <WORD>

flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp <dstPort>

Description: Configure Netflow Exporter

Syntax:

Exporter Name (Max Size 64)WORD

Configure destination addressdestination

Configure destination addressaddress

IP address in format i.i.i.i or IPv6 address in format xxxx:xxxx, xxxx::xxA.B.C.D or A:B::C:D

Configure Transport Porttransport

Configure Transport Portudp

Configure Transport PortdstPort

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport
udp <dstPort>

flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp <dstPort>

Description: Configure Netflow Exporter

Syntax:

Exporter Name (Max Size 64)WORD

Configure destination addressdestination

Configure destination addressaddress

IP address in format i.i.i.i or IPv6 address in format xxxx:xxxx, xxxx::xxA.B.C.D or A:B::C:D

Configure Transport Porttransport

Configure Transport Portudp

Configure Transport PortdstPort

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
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(config)# flow exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
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flow monitor
flow monitor enable

Description: Configure Netflow Monitor

Syntax:

Enable Netflow Monitorenable

Command Mode: vmware-domain : Associate EPG to a VMWare Domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# vmware-domain member <WORD> [encap <WORD>] [primary-encap <WORD>]
[allow-micro-segmentation] [deploy <WORD>] [push <WORD>] [binding-type
staticBinding|dynamicBinding|ephemeral] [port-allocation fixed|elastic] [num-ports <WORD>]
[untagged-access-pg] [delimiter <WORD>]
(config-tenant-app-epg-domain)# flow monitor enable

flow monitor <WORD>

Description: Configure Netflow Monitor

Syntax:

Monitor Name (Max Size 64)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow monitor <WORD>

flow monitor <WORD>

Description: Configure Netflow Monitor

Syntax:

Monitor Name (Max Size 64)WORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
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(config)# flow monitor <WORD>
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flow node-policy
flow node-policy <WORD>

Description: Netflow Node Policy Configuration

Syntax:

Netflow Node Policy Name (Max Size 64)WORD

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# flow node-policy <WORD>

flow node-policy <WORD>

Description: Node-policy name

Syntax:

Netflow Node Policy Name (Max Size 64)WORD

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# flow node-policy <WORD>

flow node-policy <WORD>

Description: Node-policy name

Syntax:

Netflow Node Policy Name (Max Size 64)WORD

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# flow node-policy <WORD>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
471

F Commands
flow node-policy



flow node-policy <WORD>

Description: Configure Netflow Node Policy Parameters

Syntax:

Netflow Node Policy Name (Max Size 64)WORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# flow node-policy <WORD>
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flow record
flow record <WORD>

Description: Configure Netflow Record

Syntax:

Record Name (Max Size 64)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# flow record <WORD>

flow record <WORD>

Description: Configure Netflow Record

Syntax:

Exporter Name (Max Size 64)WORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# flow record <WORD>
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flow timeout collection
flow timeout collection <arg>

Description: Collection time interval

Syntax:

Configure collection timeout value in seconds. Number range from=60
to=36000

arg

Command Mode: flow node-policy : Configure Netflow Node Policy Parameters

Command Path:

# configure [['terminal', 't']]
(config)# flow node-policy <WORD>
(config-flow-node-pol)# flow timeout collection <>
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flow timeout template
flow timeout template <arg>

Description: Template time interval

Syntax:

Configure template timeout value in seconds. Number range from=60
to=64000

arg

Command Mode: flow node-policy : Configure Netflow Node Policy Parameters

Command Path:

# configure [['terminal', 't']]
(config)# flow node-policy <WORD>
(config-flow-node-pol)# flow timeout template <>
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flow vm-exporter
flow vm-exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp <dstPort>

Description: Configure NetFlow Exporter for VM Networking

Syntax:

NetFlow Exporter Name (Max Size 64)WORD

Configure destination addressdestination

Configure destination addressaddress

IP address in format i.i.i.i or IPv6 address in format xxxx:xxxx, xxxx::xxA.B.C.D or A:B::C:D

Configure Transport Porttransport

Configure Transport Portudp

Configure Transport PortdstPort

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# flow vm-exporter <WORD> destination address <A.B.C.D or A:B::C:D> transport udp
<dstPort>
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force-pwd-change
force-pwd-change

Description: Force the user to change password in next login

Command Mode: username : Create a locally-authenticated user account

Command Path:

# configure [['terminal', 't']]
(config)# username <WORD>
(config-username)# force-pwd-change
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forged-transmits
forged-transmits accept

Description: Enable/disable forged transmits on trunk

Syntax:

enableaccept

Command Mode: trunk-portgroup : Configure a trunk port group in the VMWare domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# trunk-portgroup <>
(config-vmware-trunk)# forged-transmits accept
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format
format xml|short-txt|aml

Description: Configure the format of the message

Syntax:

Xmlxml

Short-txtshort-txt

Amlaml

Command Mode: destination : Configure destination Parameters

Command Path:

# configure [['terminal', 't']]
(config)# callhome common
(config-callhome)# destination-profile
(config-callhome-destnprof)# destination <WORD>
(config-callhome-destnprof-destn)# format xml|short-txt|aml

format xml|short-txt|aml

Description: Configure the format of the message

Syntax:

Xmlxml

Short-txtshort-txt

Amlaml

Command Mode: destination : Configure destination Parameters

Command Path:

# configure [['terminal', 't']]
(config)# smartcallhome common
(config-smartcallhome)# destination-profile
(config-callhome-destnprof)# destination <WORD>
(config-callhome-destnprof-destn)# format xml|short-txt|aml

format xml|json

Description: Snapshot format: xml or json

Syntax:

XML formatxml
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JSON formatjson

Command Mode: snapshot export : Configuration export setup mode

Command Path:

# configure [['terminal', 't']]
(config)# snapshot export <WORD>
(config-export)# format xml|json
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forward-error-correction
forward-error-correction <WORD>

Description: Forward Error Correction

Syntax:

Forward Error Correction ModeWORD

Command Mode: template policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# forward-error-correction <WORD>

forward-error-correction <WORD>

Description: Forward Error Correction

Syntax:

Forward Error Correction ModeWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# forward-error-correction <WORD>

forward-error-correction <WORD>

Description: Forward Error Correction

Syntax:

Forward Error Correction ModeWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# forward-error-correction <WORD>
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function-profile
function-profile <WORD>

Description: Configure function profile container

Syntax:

Provide a container name for function profilesWORD

Command Mode: l4l7 resource-pool : Configure L4-L7 Service Resource Pool

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 resource-pool <WORD>
(config-resource-pool)# function-profile <WORD>
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fwdnonecn
fwdnonecn enabled|disabled

Description: Set forwarding for Non ECN (Explicit congestion notification for WRED

Syntax:

Enable non ECN forwardingenabled

Disable non ECN forwardingdisabled

Command Mode: algo : Configure the global QOS policies

Command Path:

# configure [['terminal', 't']]
(config)# qos parameters <WORD>
(config-qos)# algo wred|tail-drop
(config-qos-algo)# fwdnonecn enabled|disabled
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G Commands

• gbb, on page 486
• global-name, on page 487
• global-throttle-rate, on page 488
• global-throttle-unit, on page 489
• global-throttle, on page 490
• graceful-restart-helper, on page 491
• graceful-restart, on page 492
• group-map-rule, on page 494
• group, on page 495
• groupdn, on page 496
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gbb
gbb <4-15>

Description: Set gbb for ssd flash config

Syntax:

gbb<4-15>

Command Mode: flash-config : Configure SSD Flash Config policy

Command Path:

# configure [['terminal', 't']]
(config)# flash-config <WORD>
(config-flash-config)# gbb <4-15>
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global-name
global-name <WORD>

Description: Set private network global name

Syntax:

Private network global name (Max Size 64)WORD

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# global-name <WORD>
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global-throttle-rate
global-throttle-rate <NUMBER>

Description: Set Global throttling rate for HTTP Requests

Syntax:

Set the global throttle rate for HTTP requests. Number range from=1
to=10000

<1-10000>

Command Mode: http : HTTP communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
(config-http)# global-throttle-rate <NUMBER>

global-throttle-rate <NUMBER>

Description: Set Global throttling rate for HTTPS Requests

Syntax:

Set the global throttle rate for HTTPS requests. Number range from=1
to=10000

<1-10000>

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# global-throttle-rate <NUMBER>
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global-throttle-unit
global-throttle-unit <arg>

Description: Set Global throttling unit for HTTP Requests

Syntax:

Global Throttle Unit for HTTParg

Command Mode: http : HTTP communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
(config-http)# global-throttle-unit <>

global-throttle-unit <arg>

Description: Set Global throttling unit for HTTPS Requests

Syntax:

Global Throttle Unit for HTTPSarg

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# global-throttle-unit <>
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global-throttle
global-throttle

Description: Enable Global throttling for HTTP Requests

Command Mode: http : HTTP communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
(config-http)# global-throttle

global-throttle

Description: Enable Global throttling for HTTPS Requests

Command Mode: https : HTTPS communication policy group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
(config-https)# global-throttle
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graceful-restart-helper
graceful-restart-helper

Description: Configure BGP Policy Graceful Restart Helper

Command Mode: template bgp timers : Configure Router BGP Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template bgp timers <WORD> tenant <WORD>
(config-bgp-timers)# graceful-restart-helper

graceful-restart-helper

Description: Configure BGP Policy Graceful Restart Helper

Command Mode: template bgp timers : Configure Router BGP Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template bgp timers <WORD> tenant <WORD>
(config-bgp-timers)# graceful-restart-helper
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graceful-restart
graceful-restart helper-disable

Description: Disable OSPF Policy Graceful Restart Helper

Syntax:

disable Restart helperhelper-disable

Command Mode: template ospf vrf-policy : Configure Router OSPF Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ospf vrf-policy <WORD> tenant <WORD>
(config-vrf-policy)# graceful-restart helper-disable

graceful-restart stalepath-time <NUMBER>

Description: Set BGP Policy Graceful Restart Timers

Syntax:

Maximum time that BGP keeps stale routes from the restarting BGP
peer

stalepath-time

Timer Value in Seconds. Number range from=1 to=3600<1-3600>

Command Mode: template bgp timers : Configure Router BGP Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template bgp timers <WORD> tenant <WORD>
(config-bgp-timers)# graceful-restart stalepath-time <NUMBER>

graceful-restart helper-disable

Description: Disable OSPF Policy Graceful Restart Helper

Syntax:

disable Restart helperhelper-disable

Command Mode: template ospf vrf-policy : Configure Router OSPF Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
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(config-spine)# template ospf vrf-policy <WORD> tenant <WORD>
(config-vrf-policy)# graceful-restart helper-disable

graceful-restart stalepath-time <NUMBER>

Description: Set BGP Policy Graceful Restart Timers

Syntax:

Maximum time that BGP keeps stale routes from the restarting BGP
peer

stalepath-time

Timer Value in Seconds. Number range from=1 to=3600<1-3600>

Command Mode: template bgp timers : Configure Router BGP Timer Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template bgp timers <WORD> tenant <WORD>
(config-bgp-timers)# graceful-restart stalepath-time <NUMBER>
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group-map-rule
group-map-rule <WORD>

Description: Add LDAP group map rule to LDAP group map

Syntax:

LDAP group map rule nameWORD

Command Mode: ldap-group-map : LDAP server group map name.

Command Path:

# configure [['terminal', 't']]
(config)# ldap-group-map <WORD>
(config-ldap-group-map)# group-map-rule <WORD>
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group
group <WORD>

Description: Specify server groups

Syntax:

Server group name (Max Size 127)<WORD>

Command Mode: aaa authentication login console : Configure console methods

Command Path:

# configure [['terminal', 't']]
(config)# aaa authentication login console
(config-console)# group <WORD>

group <WORD>

Description: Specify server groups

Syntax:

Server group name (Max Size 127)<WORD>

Command Mode: aaa authentication login default : Configure default methods

Command Path:

# configure [['terminal', 't']]
(config)# aaa authentication login default
(config-default)# group <WORD>

group <WORD>

Description: Set provider group for login domain

Syntax:

Server group name (Max Size 127)<WORD>

Command Mode: aaa authentication login domain : Configure domain methods

Command Path:

# configure [['terminal', 't']]
(config)# aaa authentication login domain <WORD>
(config-domain)# group <WORD>
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groupdn
groupdn <WORD>

Description: The LDAP group DN for user lookup in the LDAP directory tree

Syntax:

user lookup in LDAP directory tree (Max Size 127)<WORD>

Command Mode: ldap-group-map-rule : LDAP group map rule name.

Command Path:

# configure [['terminal', 't']]
(config)# ldap-group-map-rule <WORD>
(config-ldap-group-map-rule)# groupdn <WORD>
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H Commands

• hello-interval, on page 498
• host-mode, on page 499
• host-rt-leak, on page 500
• hsrp delay, on page 501
• hsrp enable-bfd, on page 503
• hsrp group, on page 504
• hsrp use-bia, on page 506
• hsrp version, on page 507
• http, on page 509
• https, on page 510
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hello-interval
hello-interval <NUMBER>

Description: Hello interval

Syntax:

Interval in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# hello-interval <NUMBER>

hello-interval <NUMBER>

Description: Hello interval

Syntax:

Interval in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template ospf interface-policy : Configure OSPF Interface Policy Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template ospf interface-policy <WORD> tenant <WORD>
(config-interface-policy)# hello-interval <NUMBER>
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host-mode
host-mode <arg>

Description: Set host mode

Syntax:

Host modearg

Command Mode: switchport port-authentication : Port authentication configuration

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# switchport port-authentication <WORD>
(config-port-authentication)# host-mode <>
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host-rt-leak
host-rt-leak enable

Description: Configure BGP Host Type2 Routes

Syntax:

Enabling the host routes type 2 Policyenable

Command Mode: template bgp address-family : Configure Router BGP Address Family Templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template bgp address-family <WORD> tenant <WORD>
(config-bgp-af)# host-rt-leak enable

host-rt-leak enable

Description: Configure BGP Host Type2 Routes

Syntax:

Enabling the host routes type 2 Policyenable

Command Mode: template bgp address-family : Configure Router BGP Address Family Templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template bgp address-family <WORD> tenant <WORD>
(config-bgp-af)# host-rt-leak enable
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hsrp delay
hsrp delay minimum|reload <NUMBER>

Description: HSRP initialization delay

Syntax:

Minimum delayminimum

Delay after reloadreload

Delay in seconds. Number range from=0 to=10000<0-10000>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp delay minimum|reload <NUMBER>

hsrp delay minimum|reload <NUMBER>

Description: HSRP initialization delay

Syntax:

Minimum delayminimum

Delay after reloadreload

Delay in seconds. Number range from=0 to=10000<0-10000>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp delay minimum|reload <NUMBER>

hsrp delay minimum|reload <NUMBER>

Description: HSRP initialization delay

Syntax:

Minimum delayminimum

Delay after reloadreload
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Delay in seconds. Number range from=0 to=10000<0-10000>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp delay minimum|reload <NUMBER>

hsrp delay minimum|reload <NUMBER>

Description: HSRP initialization delay

Syntax:

Minimum delayminimum

Delay after reloadreload

Delay in seconds. Number range from=0 to=10000<0-10000>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp delay minimum|reload <NUMBER>
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hsrp enable-bfd
hsrp enable-bfd

Description: Enable Bidirectional Forwarding Detection(BFD) protocol

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp enable-bfd

hsrp enable-bfd

Description: Enable Bidirectional Forwarding Detection(BFD) protocol

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp enable-bfd

hsrp enable-bfd

Description: Enable Bidirectional Forwarding Detection(BFD) protocol

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp enable-bfd

hsrp enable-bfd

Description: Enable Bidirectional Forwarding Detection(BFD) protocol

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp enable-bfd
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hsrp group
hsrp group <NUMBER> [['ipv4', 'ipv6']]

Description: Configure HSRP Group

Syntax:

Group number(0-255 for v1, 0-4095 for v2). Number range from=0
to=4095

<0-4095>

(Optional) Configure IP Version 4 groupipv4

(Optional) Configure IP Version 6 groupipv6

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]

hsrp group <NUMBER> [['ipv4', 'ipv6']]

Description: Configure HSRP Group

Syntax:

Group number(0-255 for v1, 0-4095 for v2). Number range from=0
to=4095

<0-4095>

(Optional) Configure IP Version 4 groupipv4

(Optional) Configure IP Version 6 groupipv6

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]

hsrp group <NUMBER> [['ipv4', 'ipv6']]

Description: Configure HSRP Group

Syntax:
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Group number(0-255 for v1, 0-4095 for v2). Number range from=0
to=4095

<0-4095>

(Optional) Configure IP Version 4 groupipv4

(Optional) Configure IP Version 6 groupipv6

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]

hsrp group <NUMBER> [['ipv4', 'ipv6']]

Description: Configure HSRP Group

Syntax:

Group number(0-255 for v1, 0-4095 for v2). Number range from=0
to=4095

<0-4095>

(Optional) Configure IP Version 4 groupipv4

(Optional) Configure IP Version 6 groupipv6

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
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hsrp use-bia
hsrp use-bia

Description: HSRP uses interfaces burned in address

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp use-bia

hsrp use-bia

Description: HSRP uses interfaces burned in address

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp use-bia

hsrp use-bia

Description: HSRP uses interfaces burned in address

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp use-bia

hsrp use-bia

Description: HSRP uses interfaces burned in address

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp use-bia
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hsrp version
hsrp version 1|2

Description: Configure Hsrp Version

Syntax:

Version 11

Version 22

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp version 1|2

hsrp version 1|2

Description: Configure Hsrp Version

Syntax:

Version 11

Version 22

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp version 1|2

hsrp version 1|2

Description: Configure Hsrp Version

Syntax:

Version 11

Version 22

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:
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# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp version 1|2

hsrp version 1|2

Description: Configure Hsrp Version

Syntax:

Version 11

Version 22

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp version 1|2
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http
http

Description: HTTP communication policy group

Command Mode: comm-policy : Configure any communication policy, ssh/telnet/shellinabox/http/https

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# http
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https
https

Description: HTTPS communication policy group

Command Mode: comm-policy : Configure any communication policy, ssh/telnet/shellinabox/http/https

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# https
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I Commands

• idle-flow-timeout, on page 518
• immediacy-immediate, on page 520
• import-config, on page 521
• inactivity-timer, on page 522
• inband-mgmt, on page 523
• inband-mgmt epg, on page 524
• inherit-from-epg, on page 525
• inherit, on page 527
• inherit analytics-policy, on page 535
• inherit bfd, on page 536
• inherit bgp, on page 537
• inherit bgp address-family, on page 538
• inherit bgp dampening, on page 539
• inherit dwdm, on page 540
• inherit eigrp, on page 543
• inherit fc-fabric-policy, on page 546
• inherit fc-leaf-policy, on page 547
• inherit hsrp, on page 548
• inherit ip, on page 549
• inherit ipsla, on page 552
• inherit ipv4, on page 553
• inherit ipv6-nd, on page 554
• inherit ipv6, on page 557
• inherit isis-fabric, on page 560
• inherit macsec-fabric, on page 561
• inherit macsec, on page 562
• inherit macsec security-policy auto-key-generation, on page 567
• inherit macsec security-policy keychain, on page 568
• inherit node-control-policy, on page 569
• inherit node-only, on page 570
• inherit ntp-fabric, on page 571
• inherit pod-group, on page 572
• inherit redirect-health-group, on page 573
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• inherit snmp-fabric, on page 574
• inherit twamp-responder-policy, on page 575
• inherit twamp-server-policy, on page 576
• inherit vsan-attribute, on page 577
• inst-pol, on page 578
• instance, on page 579
• integrations-group, on page 580
• integrations-mgr, on page 581
• interface, on page 582
• interface ethernet, on page 585
• interface fc-port-channel, on page 587
• interface fc, on page 588
• interface inband-mgmt0, on page 589
• interface mgmt0, on page 590
• interface port-channel, on page 591
• interface vfc-po, on page 593
• interface vfc, on page 594
• interface vlan, on page 595
• interface vpc, on page 596
• interpod, on page 597
• interval, on page 598
• ip-filter-action, on page 599
• ip-inspection-admin-status, on page 600
• ip, on page 601
• ip address-range, on page 605
• ip address, on page 607
• ip address tenant application, on page 612
• ip address tenant external-l2, on page 614
• ip address tenant external-l3, on page 615
• ip arp garp-adj-enable, on page 616
• ip bandwidth, on page 619
• ip bfd, on page 623
• ip dhcp relay address tenant application, on page 627
• ip dhcp relay address tenant external-l2, on page 631
• ip dhcp relay address tenant external-l3, on page 632
• ip distribute-list eigrp, on page 633
• ip dscp, on page 637
• ip flow, on page 639
• ip hello-interval, on page 644
• ip hold-interval, on page 648
• ip igmp, on page 652
• ip igmp allow-v3-asm, on page 653
• ip igmp fast-leave, on page 655
• ip igmp group-timeout, on page 657
• ip igmp inherit, on page 659
• ip igmp last-member-query-count, on page 661
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• ip igmp last-member-query-response-time, on page 663
• ip igmp querier-timeout, on page 664
• ip igmp query-interval, on page 666
• ip igmp query-max-response-time, on page 668
• ip igmp report-link-local-groups, on page 670
• ip igmp report-policy, on page 672
• ip igmp robustness-variable, on page 674
• ip igmp snooping, on page 676
• ip igmp snooping access-group route-map leaf interface ethernet ethernet vlan, on page 677
• ip igmp snooping access-group route-map leaf interface port-channel vlan, on page 678
• ip igmp snooping access-group route-map vpc context interface vpc vlan, on page 679
• ip igmp snooping fast-leave, on page 680
• ip igmp snooping last-member-query-interval, on page 681
• ip igmp snooping policy, on page 682
• ip igmp snooping querier, on page 683
• ip igmp snooping query-interval, on page 684
• ip igmp snooping query-max-response-time, on page 685
• ip igmp snooping startup-query-count, on page 686
• ip igmp snooping startup-query-interval, on page 687
• ip igmp snooping static-group leaf interface ethernet ethernet vlan, on page 688
• ip igmp snooping static-group leaf interface port-channel vlan, on page 689
• ip igmp snooping static-group vpc context interface vpc vlan, on page 690
• ip igmp ssm-translate, on page 691
• ip igmp startup-query-count, on page 692
• ip igmp startup-query-interval, on page 694
• ip igmp state-limit, on page 696
• ip igmp state-limit reserved, on page 698
• ip igmp static-oif, on page 701
• ip igmp version, on page 704
• ip load-sharing address source destination gtpu, on page 706
• ip multicast, on page 707
• ip next-hop-self, on page 708
• ip ospf authentication-key, on page 712
• ip ospf authentication, on page 715
• ip ospf bfd, on page 719
• ip ospf cost, on page 722
• ip ospf dead-interval, on page 725
• ip ospf hello-interval, on page 728
• ip ospf inherit, on page 731
• ip ospf mtu-ignore, on page 734
• ip ospf network, on page 736
• ip ospf passive-interface, on page 740
• ip ospf prefix-suppression, on page 742
• ip ospf priority, on page 746
• ip ospf retransmit-interval, on page 749
• ip ospf transmit-delay, on page 752
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• ip passive-interface, on page 755
• ip pim, on page 759
• ip pim auto-rp forward, on page 760
• ip pim auto-rp listen, on page 761
• ip pim auto-rp mapping-agent-policy, on page 762
• ip pim border, on page 763
• ip pim bsr bsr-policy, on page 765
• ip pim bsr forward, on page 766
• ip pim bsr listen, on page 767
• ip pim dr-delay, on page 768
• ip pim dr-priority, on page 770
• ip pim fabric-rp-address, on page 772
• ip pim fast-convergence, on page 773
• ip pim hello-authentication, on page 774
• ip pim hello-interval, on page 776
• ip pim inherit, on page 778
• ip pim inter-vrf-src, on page 780
• ip pim jp-interval, on page 781
• ip pim jp-policy, on page 783
• ip pim mtu, on page 785
• ip pim neighbor-policy, on page 786
• ip pim passive, on page 788
• ip pim register-rate-limit, on page 790
• ip pim register-source, on page 791
• ip pim rp-address, on page 792
• ip pim sg-expiry-timer, on page 793
• ip pim sparse, on page 794
• ip pim ssm route-map, on page 795
• ip pim state-limit, on page 796
• ip pim state-limit reserved, on page 797
• ip pim strict-rfc-compliant, on page 798
• ip pim use-shared-tree-only, on page 800
• ip prefix-list, on page 801
• ip prefix-list permit le, on page 802
• ip prefix, on page 803
• ip prefix permit le, on page 804
• ip router eigrp authentication enable, on page 805
• ip router eigrp authentication keychain-policy, on page 807
• ip router eigrp default, on page 810
• ip router ospf, on page 812
• ip router ospf default, on page 814
• ip shared address consumer, on page 816
• ip shared address provider, on page 817
• ip split-horizon, on page 818
• ip summary-address eigrp, on page 822
• ip throughput-delay, on page 825
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• ip ttl, on page 830
• ipdataplanelearning, on page 832
• ipobtainmode, on page 833
• iprange, on page 835
• ipsla-monpol, on page 836
• ipsla-pol, on page 837
• ipv6-l3-unknown-multicast, on page 838
• ipv6-router, on page 839
• ipv6, on page 840
• ipv6 address-range, on page 841
• ipv6 address, on page 843
• ipv6 address tenant application, on page 849
• ipv6 address tenant external-l2, on page 851
• ipv6 address tenant external-l3, on page 852
• ipv6 bandwidth, on page 853
• ipv6 bfd, on page 857
• ipv6 dhcp relay address tenant application, on page 860
• ipv6 dhcp relay address tenant external-l2, on page 861
• ipv6 dhcp relay address tenant external-l3, on page 862
• ipv6 distribute-list eigrp, on page 863
• ipv6 flow, on page 867
• ipv6 hello-interval, on page 872
• ipv6 hold-interval, on page 876
• ipv6 link-local, on page 880
• ipv6 mld snooping, on page 883
• ipv6 mld snooping access-group route-map leaf interface ethernet ethernet vlan, on page 884
• ipv6 mld snooping access-group route-map leaf interface port-channel vlan, on page 885
• ipv6 mld snooping access-group route-map vpc context interface vpc vlan, on page 886
• ipv6 mld snooping fast-leave, on page 887
• ipv6 mld snooping last-member-query-interval, on page 888
• ipv6 mld snooping policy, on page 889
• ipv6 mld snooping querier, on page 890
• ipv6 mld snooping query-interval, on page 891
• ipv6 mld snooping query-max-response-time, on page 892
• ipv6 mld snooping startup-query-count, on page 893
• ipv6 mld snooping startup-query-interval, on page 894
• ipv6 mld snooping static-group leaf interface ethernet ethernet vlan, on page 895
• ipv6 mld snooping static-group leaf interface port-channel vlan, on page 896
• ipv6 mld snooping static-group vpc context interface vpc vlan, on page 897
• ipv6 multicast, on page 898
• ipv6 nd hop-limit, on page 899
• ipv6 nd managed-config-flag, on page 903
• ipv6 nd mtu, on page 906
• ipv6 nd ns-interval, on page 910
• ipv6 nd ns-retries, on page 914
• ipv6 nd other-config-flag, on page 918
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• ipv6 nd policy, on page 921
• ipv6 nd prefix, on page 922
• ipv6 nd ra-interval, on page 927
• ipv6 nd ra-lifetime, on page 931
• ipv6 nd reachable-time, on page 935
• ipv6 nd retrans-timer, on page 939
• ipv6 nd suppress-ra-mtu, on page 943
• ipv6 nd suppress-ra, on page 946
• ipv6 nd unsolicit-na-glean, on page 949
• ipv6 next-hop-self, on page 952
• ipv6 ospf authentication-key, on page 955
• ipv6 ospf authentication, on page 956
• ipv6 ospf bfd, on page 957
• ipv6 ospf cost, on page 960
• ipv6 ospf dead-interval, on page 963
• ipv6 ospf hello-interval, on page 966
• ipv6 ospf inherit, on page 969
• ipv6 ospf mtu-ignore, on page 972
• ipv6 ospf network, on page 974
• ipv6 ospf passive-interface, on page 978
• ipv6 ospf prefix-suppression, on page 980
• ipv6 ospf priority, on page 984
• ipv6 ospf retransmit-interval, on page 987
• ipv6 ospf transmit-delay, on page 990
• ipv6 passive-interface, on page 993
• ipv6 pim, on page 996
• ipv6 pim border, on page 997
• ipv6 pim dr-delay, on page 998
• ipv6 pim dr-priority, on page 1000
• ipv6 pim fast-convergence, on page 1002
• ipv6 pim hello-authentication, on page 1003
• ipv6 pim hello-interval, on page 1005
• ipv6 pim inherit, on page 1007
• ipv6 pim jp-interval, on page 1009
• ipv6 pim jp-policy, on page 1011
• ipv6 pim mtu, on page 1013
• ipv6 pim neighbor-policy, on page 1014
• ipv6 pim passive, on page 1016
• ipv6 pim register-rate-limit, on page 1017
• ipv6 pim register-source, on page 1018
• ipv6 pim rp-address, on page 1019
• ipv6 pim sg-expiry-timer, on page 1020
• ipv6 pim sparse, on page 1021
• ipv6 pim state-limit, on page 1022
• ipv6 pim state-limit reserved, on page 1023
• ipv6 pim strict-rfc-compliant, on page 1024
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• ipv6 pim use-shared-tree-only, on page 1026
• ipv6 router eigrp authentication enable, on page 1027
• ipv6 router eigrp authentication keychain-policy, on page 1029
• ipv6 router eigrp default, on page 1032
• ipv6 router ospf default, on page 1034
• ipv6 shared address consumer, on page 1037
• ipv6 shared address provider, on page 1038
• ipv6 split-horizon, on page 1039
• ipv6 summary-address eigrp, on page 1042
• ipv6 throughput-delay, on page 1045
• isis, on page 1049
• isis bfd, on page 1050
• isolation, on page 1051
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idle-flow-timeout
idle-flow-timeout <idleFlowTimeout>

Description: Configure Idle Flow TimeOut

Syntax:

Configure Idle Flow TimeOut. Number range from=10 to=600idleFlowTimeout

Command Mode: flow exporter : Configure NetFlow Exporter Policy

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-dvs
(config-vmware-dvs)# flow exporter <WORD>
(config-vmware-dvs-flow-exporter)# idle-flow-timeout <idleFlowTimeout>

idle-flow-timeout <idleFlowTimeout>

Description: Configure Idle Flow TimeOut

Syntax:

Configure Idle Flow TimeOut. Number range from=10 to=600idleFlowTimeout

Command Mode: flow exporter : Configure NetFlow Exporter Policy

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-avs
(config-vmware-avs)# flow exporter <WORD>
(config-None)# idle-flow-timeout <idleFlowTimeout>

idle-flow-timeout <idleFlowTimeout>

Description: Configure Idle Flow TimeOut

Syntax:

Configure Idle Flow TimeOut. Number range from=10 to=600idleFlowTimeout

Command Mode: flow exporter : Configure NetFlow Exporter Policy

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
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[number-of-uplinks <number-of-uplinks>]
(config-vmware)# configure-ave
(config-vmware-ave)# flow exporter <WORD>
(config-None)# idle-flow-timeout <idleFlowTimeout>
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immediacy-immediate
immediacy-immediate enable

Description: Enable/disable immediate immediacy on trunk

Syntax:

enableenable

Command Mode: trunk-portgroup : Configure a trunk port group in the VMWare domain

Command Path:

# configure [['terminal', 't']]
(config)# vmware-domain <WORD> [delimiter <WORD>] [access-mode <access-mode>]
[number-of-uplinks <number-of-uplinks>]
(config-vmware)# trunk-portgroup <>
(config-vmware-trunk)# immediacy-immediate enable
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import-config
import-config <WORD>

Description: Import Configuration

Syntax:

Filename(absolute path)WORD

Command Mode: exec : Exec Mode

Command Path:

# import-config <WORD>
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inactivity-timer
inactivity-timer <arg>

Description: Inactivity Timer for TWAMP Server

Syntax:

Configure Inactivity Timer for TWAMP Server. Number range from=1
to=65535

arg

Command Mode: template twamp server-policy : Configure twamp server policy

Command Path:

# configure [['terminal', 't']]
(config)# template twamp server-policy <WORD>
(config-twamp-server-policy)# inactivity-timer <>
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inband-mgmt
inband-mgmt epg <WORD>

Description: Enter Inside In-band management mode to modify inband properties or create new inband

Syntax:

inband mgmt epg label, usage inband-mgmt epgepg

epg name for inband epg, it can be existing inband epg or new oneWORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# inband-mgmt epg <WORD>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
523

I Commands
inband-mgmt



inband-mgmt epg
inband-mgmt epg <WORD>

Description: Associate node to a Inband EPG

Syntax:

Inband End Point Group Name (Max Size 64)WORD

Command Mode: interface inband-mgmt0 : Inband management interface

Command Path:

# configure [['terminal', 't']]
(config)# controller
(config-controller)# interface inband-mgmt0
(config-controller-if)# inband-mgmt epg <WORD>

inband-mgmt epg <WORD>

Description: Associate node to a Inband EPG

Syntax:

Inband End Point Group Name (Max Size 64)WORD

Command Mode: interface inband-mgmt0 : Inband management interface

Command Path:

# configure [['terminal', 't']]
(config)# switch
(config-switch)# interface inband-mgmt0
(config-switch-if)# inband-mgmt epg <WORD>
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inherit-from-epg
inherit-from-epg application <WORD> epg <WORD>

Description: EPG settings inheritance

Syntax:

Application for the EPG where to inherit settingsapplication

Application for the EPG where to inherit settings (Max Size 64)WORD

EPG where to inherit settingsepg

EPG where to inherit settings (Max Size 64)WORD

Command Mode: epg : AEPg configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# application <WORD>
(config-tenant-app)# epg <WORD> [type <WORD>]
(config-tenant-app-epg)# inherit-from-epg application <WORD> epg <WORD>

inherit-from-epg epg <WORD>

Description: EPG settings inheritance

Syntax:

EPG where to inherit settingsepg

EPG where to inherit settings (Max Size 64)WORD

Command Mode: external-l3 epg : External L3 EPG configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l3 epg <WORD> [oob-mgmt] [l3out <l3out>]
(config-tenant-l3ext-epg)# inherit-from-epg epg <WORD>

inherit-from-epg epg <WORD>

Description: EPG settings inheritance

Syntax:

EPG where to inherit settingsepg

EPG where to inherit settings (Max Size 64)WORD
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Command Mode: external-l2 : L2 external EPG creation/configuration

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# external-l2 epg <WORD>
(config-tenant-l2ext-epg)# inherit-from-epg epg <WORD>
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inherit
inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: template route-profile : Configure route-profile template under tenant for BGP dampening
and route redistribution

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template route-profile <WORD> tenant <WORD>
(config-leaf-template-route-profile)# inherit route-profile <WORD> <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: template route-profile : Configure route-profile template under VRF/L3Out for
bridge-domain export

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# template route-profile <WORD> <WORD> <NUMBER>
(config-leaf-vrf-template-route-profile)# inherit route-profile <WORD> <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:
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Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: match bridge-domain : Match subnets of a bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match bridge-domain <> [tenant <tenant>]
(config-leaf-vrf-route-map-match)# inherit route-profile <WORD> <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: match prefix-list : Match entries of a prefix-list

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match prefix-list <WORD> [deny]
(config-leaf-vrf-route-map-match)# inherit route-profile <WORD> <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: match route group : Route group

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match route group <> [order <order>] [deny]
(config-leaf-vrf-route-map-match)# inherit route-profile <WORD> <WORD>

inherit route tag <WORD>

Description: Inherit a policy template

Syntax:

Policy template for routesroute

Route tag policy templatetag

Policy template name (Max Size 64)WORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# inherit route tag <WORD>

inherit group-policy <WORD>

Description: Inherit HSRP Group template policy

Syntax:

Associate the Group with an HSRP Group policygroup-policy

Policy nameWORD

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# inherit group-policy <WORD>

inherit group-policy <WORD>

Description: Inherit HSRP Group template policy

Syntax:

Associate the Group with an HSRP Group policygroup-policy
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Policy nameWORD

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# inherit group-policy <WORD>

inherit eigrp vrf-policy <WORD>

Description: Inherit EIGRP VRF Policy under this VRF

Syntax:

Inherit EIGRP VRF Policyeigrp

Inherit EIGRP VRF Policyvrf-policy

Policy nameWORD

Command Mode: address-family : EIGRP Policy Address Family

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# address-family ipv4|ipv6 unicast
(config-address-family)# inherit eigrp vrf-policy <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: template route-profile : Configure route-profile template under tenant for BGP dampening
and route redistribution

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template route-profile <WORD> tenant <WORD>
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(config-leaf-template-route-profile)# inherit route-profile <WORD> <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: template route-profile : Configure route-profile template under VRF/L3Out for
bridge-domain export

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# template route-profile <WORD> <WORD> <NUMBER>
(config-leaf-vrf-template-route-profile)# inherit route-profile <WORD> <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: match bridge-domain : Match subnets of a bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match bridge-domain <> [tenant <tenant>]
(config-leaf-vrf-route-map-match)# inherit route-profile <WORD> <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile
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Route profile nameWORD

route control context nameWORD

Command Mode: match prefix-list : Match entries of a prefix-list

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match prefix-list <WORD> [deny]
(config-leaf-vrf-route-map-match)# inherit route-profile <WORD> <WORD>

inherit route-profile <WORD> <WORD>

Description: Inherit a policy template

Syntax:

Configure route-profileroute-profile

Route profile nameWORD

route control context nameWORD

Command Mode: match route group : Route group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# route-map <WORD>
(config-leaf-vrf-route-map)# match route group <> [order <order>] [deny]
(config-leaf-vrf-route-map-match)# inherit route-profile <WORD> <WORD>

inherit route tag <WORD>

Description: Inherit a policy template

Syntax:

Policy template for routesroute

Route tag policy templatetag

Policy template name (Max Size 64)WORD

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
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(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# inherit route tag <WORD>

inherit group-policy <WORD>

Description: Inherit HSRP Group template policy

Syntax:

Associate the Group with an HSRP Group policygroup-policy

Policy nameWORD

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# inherit group-policy <WORD>

inherit group-policy <WORD>

Description: Inherit HSRP Group template policy

Syntax:

Associate the Group with an HSRP Group policygroup-policy

Policy nameWORD

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# inherit group-policy <WORD>

inherit eigrp vrf-policy <WORD>

Description: Inherit EIGRP VRF Policy under this VRF

Syntax:

Inherit EIGRP VRF Policyeigrp

Inherit EIGRP VRF Policyvrf-policy

Policy nameWORD
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Command Mode: address-family : EIGRP Policy Address Family

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router eigrp default
(config-eigrp)# vrf member tenant <WORD> vrf <WORD>
(config-eigrp-vrf)# address-family ipv4|ipv6 unicast
(config-address-family)# inherit eigrp vrf-policy <WORD>
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inherit analytics-policy
inherit analytics-policy cluster <WORD> server <WORD>

Description: Associate an analytics policy

Syntax:

Analyics Clustercluster

Name of analytics clusterWORD

Analyics Serverserver

Name of analytics policyWORD

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# inherit analytics-policy cluster <WORD> server <WORD>

inherit analytics-policy cluster <WORD> server <WORD>

Description: Associate an analytics policy

Syntax:

Analyics Clustercluster

Name of analytics clusterWORD

Analyics Serverserver

Name of analytics policyWORD

Command Mode: template spine-policy-group : Configure Spine Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# template spine-policy-group <WORD>
(config-spine-policy-group)# inherit analytics-policy cluster <WORD> server <WORD>
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inherit bfd
inherit bfd ip|ipv6 <WORD>

Description: BFD Policy

Syntax:

IPv4 Addressip

IPv6 Addressipv6

BFD PolicyWORD

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# inherit bfd ip|ipv6 <WORD>

inherit bfd ip|ipv6 <WORD>

Description: BFD Policy

Syntax:

IPv4 Addressip

IPv6 Addressipv6

BFD PolicyWORD

Command Mode: template spine-policy-group : Configure Spine Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template spine-policy-group <WORD>
(config-spine-policy-group)# inherit bfd ip|ipv6 <WORD>
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inherit bgp
inherit bgp timer <WORD>

Description: Inherit VRF specific BGP Timer Policy

Syntax:

Inherit BGP Timer Policytimer

BGP Template Policy Name (Max Size 64)WORD

Command Mode: vrf : Virtual Router Context

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# inherit bgp timer <WORD>

inherit bgp timer <WORD>

Description: Inherit VRF specific BGP Timer Policy

Syntax:

Inherit BGP Timer Policytimer

BGP Template Policy Name (Max Size 64)WORD

Command Mode: vrf : Virtual Router Context

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# inherit bgp timer <WORD>
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inherit bgp address-family
inherit bgp address-family <WORD>

Description: Inherit BGP Address Family Policy

Syntax:

BGP Address Family Policy Name (Max Size 64)WORD

Command Mode: address-family : Configure an address-family

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# address-family ipv4|ipv6 unicast
(config-leaf-bgp-vrf-af)# inherit bgp address-family <WORD>

inherit bgp address-family <WORD>

Description: Inherit BGP Address Family Policy

Syntax:

BGP Address Family Policy Name (Max Size 64)WORD

Command Mode: address-family : Configure an address-family

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# address-family ipv4|ipv6 unicast
(config-leaf-bgp-vrf-af)# inherit bgp address-family <WORD>
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inherit bgp dampening
inherit bgp dampening <WORD>

Description: Inherit Route Profile with BGP Dampening Policy

Syntax:

Route Profile with BGP Dampening Policy Name (Max Size 64)WORD

Command Mode: address-family : Configure an address-family

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# address-family ipv4|ipv6 unicast
(config-leaf-bgp-vrf-af)# inherit bgp dampening <WORD>

inherit bgp dampening <WORD>

Description: Inherit Route Profile with BGP Dampening Policy

Syntax:

Route Profile with BGP Dampening Policy Name (Max Size 64)WORD

Command Mode: address-family : Configure an address-family

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# address-family ipv4|ipv6 unicast
(config-leaf-bgp-vrf-af)# inherit bgp dampening <WORD>
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inherit dwdm
inherit dwdm interface-policy <WORD> <NUMBER>

Description: DWDM interface policy

Syntax:

Inherit DWDM interface-policyinterface-policy

interface policy name (Max Size 64)WORD

dwdmChannelNumber. Number range from=1 to=96<1-96>

Command Mode: template fabric-interface-policy-group : Configure Leaf Fabric Interface Policy Group
Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template fabric-interface-policy-group <WORD>
(leaf-fab-pol-grp)# inherit dwdm interface-policy <WORD> <NUMBER>

inherit dwdm interface-policy <WORD> <NUMBER>

Description: DWDM interface policy

Syntax:

Inherit DWDM interface-policyinterface-policy

interface policy name (Max Size 64)WORD

dwdmChannelNumber. Number range from=1 to=96<1-96>

Command Mode: template policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# inherit dwdm interface-policy <WORD> <NUMBER>

inherit dwdm interface-policy <WORD> <NUMBER>

Description: DWDM interface policy

Syntax:

Inherit DWDM interface-policyinterface-policy

interface policy name (Max Size 64)WORD
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dwdmChannelNumber. Number range from=1 to=96<1-96>

Command Mode: template spine-fabric-interface-policy-group : Configure Spine Fabric Interface Policy
Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template spine-fabric-interface-policy-group <WORD>
(spine-fab-pol-grp)# inherit dwdm interface-policy <WORD> <NUMBER>

inherit dwdm interface-policy <WORD>

Description: Inherit DWDM interface policy

Syntax:

Associate the interface with an new DWDM interface policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# inherit dwdm interface-policy <WORD>

inherit dwdm interface-policy <WORD> <NUMBER>

Description: DWDM interface policy

Syntax:

Inherit DWDM interface-policyinterface-policy

interface policy name (Max Size 64)WORD

dwdmChannelNumber. Number range from=1 to=96<1-96>

Command Mode: fabric-interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# fabric-interface ethernet
(config-leaf-if)# inherit dwdm interface-policy <WORD> <NUMBER>

inherit dwdm interface-policy <WORD>

Description: Inherit DWDM interface policy
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Syntax:

Associate the interface with an new DWDM interface policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# inherit dwdm interface-policy <WORD>

inherit dwdm interface-policy <WORD> <NUMBER>

Description: DWDM interface policy

Syntax:

Inherit DWDM interface-policyinterface-policy

interface policy name (Max Size 64)WORD

dwdmChannelNumber. Number range from=1 to=96<1-96>

Command Mode: fabric-interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# fabric-interface ethernet
(config-leaf-if)# inherit dwdm interface-policy <WORD> <NUMBER>
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inherit eigrp
inherit eigrp ip|ipv6 interface-policy <WORD>

Description: Inherit EIGRP interface template policy

Syntax:

Address Family IPv4ip

Address Family IPv6ipv6

Associate the interface with an EIGRP interface policyinterface-policy

Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# inherit eigrp ip|ipv6 interface-policy <WORD>

inherit eigrp ip|ipv6 interface-policy <WORD>

Description: Inherit EIGRP interface template policy

Syntax:

Address Family IPv4ip

Address Family IPv6ipv6

Associate the interface with an EIGRP interface policyinterface-policy

Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# inherit eigrp ip|ipv6 interface-policy <WORD>

inherit eigrp ip|ipv6 interface-policy <WORD>

Description: Inherit EIGRP interface template policy

Syntax:
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Address Family IPv4ip

Address Family IPv6ipv6

Associate the interface with an EIGRP interface policyinterface-policy

Policy nameWORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# inherit eigrp ip|ipv6 interface-policy <WORD>

inherit eigrp ip|ipv6 interface-policy <WORD>

Description: Inherit EIGRP interface template policy

Syntax:

Address Family IPv4ip

Address Family IPv6ipv6

Associate the interface with an EIGRP interface policyinterface-policy

Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# inherit eigrp ip|ipv6 interface-policy <WORD>

inherit eigrp ip|ipv6 interface-policy <WORD>

Description: Inherit EIGRP interface template policy

Syntax:

Address Family IPv4ip

Address Family IPv6ipv6

Associate the interface with an EIGRP interface policyinterface-policy

Policy nameWORD
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Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# inherit eigrp ip|ipv6 interface-policy <WORD>

inherit eigrp ip|ipv6 interface-policy <WORD>

Description: Inherit EIGRP interface template policy

Syntax:

Address Family IPv4ip

Address Family IPv6ipv6

Associate the interface with an EIGRP interface policyinterface-policy

Policy nameWORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# inherit eigrp ip|ipv6 interface-policy <WORD>
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inherit fc-fabric-policy
inherit fc-fabric-policy <WORD>

Description: FC Fabric Policy

Syntax:

FC Fabric PolicyWORD

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# inherit fc-fabric-policy <WORD>
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inherit fc-leaf-policy
inherit fc-leaf-policy <WORD>

Description: FC Leaf Policy

Syntax:

FC Leaf PolicyWORD

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# inherit fc-leaf-policy <WORD>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
547

I Commands
inherit fc-leaf-policy



inherit hsrp
inherit hsrp interface-policy <WORD>

Description: Inherit HSRP interface template policy

Syntax:

Associate the interface with an HSRP interface policyinterface-policy

Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# inherit hsrp interface-policy <WORD>

inherit hsrp interface-policy <WORD>

Description: Inherit HSRP interface template policy

Syntax:

Associate the interface with an HSRP interface policyinterface-policy

Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# inherit hsrp interface-policy <WORD>
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inherit ip
inherit ip arp <WORD>

Description: Inherit IP ARP template policy

Syntax:

Associate the interface with an IP ARP policyarp

Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# inherit ip arp <WORD>

inherit ip arp <WORD>

Description: Inherit IP ARP template policy

Syntax:

Associate the interface with an IP ARP policyarp

Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# inherit ip arp <WORD>

inherit ip arp <WORD>

Description: Inherit IP ARP template policy

Syntax:

Associate the interface with an IP ARP policyarp

Policy nameWORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# inherit ip arp <WORD>

inherit ip arp <WORD>

Description: Inherit IP ARP template policy

Syntax:

Associate the interface with an IP ARP policyarp

Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# inherit ip arp <WORD>

inherit ip arp <WORD>

Description: Inherit IP ARP template policy

Syntax:

Associate the interface with an IP ARP policyarp

Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# inherit ip arp <WORD>

inherit ip arp <WORD>

Description: Inherit IP ARP template policy

Syntax:

Associate the interface with an IP ARP policyarp

Policy nameWORD

Command Mode: virtual-interface-profile : Configure virtual interface profile
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# inherit ip arp <WORD>
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inherit ipsla
inherit ipsla <WORD>

Description: Configure IP SLA Monitoring Policy with PBR

Syntax:

IPSLA Monitoring PolicyWORD

Command Mode: svcredir-pol : Configure L4L7 service redirection policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# svcredir-pol <WORD>
(svcredir-pol)# inherit ipsla <WORD>
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inherit ipv4
inherit ipv4 ospf vrf-policy <WORD>

Description: Inherit OSPF Template Policy under this VRF

Syntax:

Inherit OSPF Policyospf

Inherit OSPF vrf-policyvrf-policy

OSPF Template Policy name (Max Size 64)WORD

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# inherit ipv4 ospf vrf-policy <WORD>

inherit ipv4 ospf vrf-policy <WORD>

Description: Inherit OSPF Template Policy under this VRF

Syntax:

Inherit OSPF Policyospf

Inherit OSPF vrf-policyvrf-policy

OSPF Template Policy name (Max Size 64)WORD

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# inherit ipv4 ospf vrf-policy <WORD>
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inherit ipv6-nd
inherit ipv6-nd prefix <WORD> <WORD>

Description: Inherit IPv6 Neighbor Discovery Prefix template policy

Syntax:

Associate a ND Prefix policy with an IPv6 Prefixprefix

WORDWORD

ND Prefix Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# inherit ipv6-nd prefix <WORD> <WORD>

inherit ipv6-nd prefix <WORD> <WORD>

Description: Inherit IPv6 Neighbor Discovery Prefix template policy

Syntax:

Associate a ND Prefix policy with an IPv6 Prefixprefix

WORDWORD

ND Prefix Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# inherit ipv6-nd prefix <WORD> <WORD>

inherit ipv6-nd prefix <WORD> <WORD>

Description: Inherit IPv6 Neighbor Discovery Prefix template policy

Syntax:

Associate a ND Prefix policy with an IPv6 Prefixprefix

WORDWORD
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ND Prefix Policy nameWORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# inherit ipv6-nd prefix <WORD> <WORD>

inherit ipv6-nd prefix <WORD> <WORD>

Description: Inherit IPv6 Neighbor Discovery Prefix template policy

Syntax:

Associate a ND Prefix policy with an IPv6 Prefixprefix

WORDWORD

ND Prefix Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# inherit ipv6-nd prefix <WORD> <WORD>

inherit ipv6-nd prefix <WORD> <WORD>

Description: Inherit IPv6 Neighbor Discovery Prefix template policy

Syntax:

Associate a ND Prefix policy with an IPv6 Prefixprefix

WORDWORD

ND Prefix Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# inherit ipv6-nd prefix <WORD> <WORD>
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inherit ipv6-nd prefix <WORD> <WORD>

Description: Inherit IPv6 Neighbor Discovery Prefix template policy

Syntax:

Associate a ND Prefix policy with an IPv6 Prefixprefix

WORDWORD

ND Prefix Policy nameWORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# inherit ipv6-nd prefix <WORD> <WORD>
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inherit ipv6
inherit ipv6 nd <WORD>

Description: Inherit IPv6 Neighbor Discovery template policy

Syntax:

Associate the interface with an IPv6 Neighbor Discovery policynd

Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# inherit ipv6 nd <WORD>

inherit ipv6 nd <WORD>

Description: Inherit IPv6 Neighbor Discovery template policy

Syntax:

Associate the interface with an IPv6 Neighbor Discovery policynd

Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# inherit ipv6 nd <WORD>

inherit ipv6 ospf vrf-policy <WORD>

Description: Inherit OSPF Template Policy under this VRF

Syntax:

Inherit OSPF Policyospf

Inherit OSPF vrf-policyvrf-policy

OSPF Template Policy name (Max Size 64)WORD

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
557

I Commands
inherit ipv6



Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# inherit ipv6 ospf vrf-policy <WORD>

inherit ipv6 nd <WORD>

Description: Inherit IPv6 Neighbor Discovery template policy

Syntax:

Associate the interface with an IPv6 Neighbor Discovery policynd

Policy nameWORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# inherit ipv6 nd <WORD>

inherit ipv6 nd <WORD>

Description: Inherit IPv6 Neighbor Discovery template policy

Syntax:

Associate the interface with an IPv6 Neighbor Discovery policynd

Policy nameWORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# inherit ipv6 nd <WORD>

inherit ipv6 nd <WORD>

Description: Inherit IPv6 Neighbor Discovery template policy

Syntax:

Associate the interface with an IPv6 Neighbor Discovery policynd
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Policy nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# inherit ipv6 nd <WORD>

inherit ipv6 ospf vrf-policy <WORD>

Description: Inherit OSPF Template Policy under this VRF

Syntax:

Inherit OSPF Policyospf

Inherit OSPF vrf-policyvrf-policy

OSPF Template Policy name (Max Size 64)WORD

Command Mode: vrf : Associate Router OSPF Policy with Tenant/VRF

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router ospf default|multipod-internal
(config-leaf-ospf)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-ospf-vrf)# inherit ipv6 ospf vrf-policy <WORD>

inherit ipv6 nd <WORD>

Description: Inherit IPv6 Neighbor Discovery template policy

Syntax:

Associate the interface with an IPv6 Neighbor Discovery policynd

Policy nameWORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# inherit ipv6 nd <WORD>
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inherit isis-fabric
inherit isis-fabric <WORD>

Description: InterSystem-InterSystem Protocol (IS-IS)

Syntax:

IS-IS Fabric template (Max Size 64)WORD

Command Mode: template pod-group : POD Group

Command Path:

# configure [['terminal', 't']]
(config)# template pod-group <WORD>
(config-pod-group)# inherit isis-fabric <WORD>
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inherit macsec-fabric
inherit macsec-fabric <WORD>

Description: MAC security fabric interface policy name

Syntax:

MAC security fabric interface policy name (Max Size 64)WORD

Command Mode: template pod-group : POD Group

Command Path:

# configure [['terminal', 't']]
(config)# template pod-group <WORD>
(config-pod-group)# inherit macsec-fabric <WORD>
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inherit macsec
inherit macsec interface-policy <WORD>

Description: MAC security interface policy

Syntax:

Inherit MAC Security interface-policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: template fabric-interface-policy-group : Configure Leaf Fabric Interface Policy Group
Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template fabric-interface-policy-group <WORD>
(leaf-fab-pol-grp)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: MAC security interface policy

Syntax:

Inherit MAC Security interface-policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: template policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: MAC security interface policy

Syntax:

Inherit MAC Security interface-policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: template port-channel : Configure Port-Channel Parameters

Command Path:
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# configure [['terminal', 't']]
(config)# template port-channel <WORD>
(config-po-ch-if)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: MAC security interface policy

Syntax:

Inherit MAC Security interface-policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: template spine-fabric-interface-policy-group : Configure Spine Fabric Interface Policy
Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template spine-fabric-interface-policy-group <WORD>
(spine-fab-pol-grp)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: MAC security interface policy

Syntax:

Inherit MAC Security interface-policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: template spine-interface-policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template spine-interface-policy-group <WORD>
(config-spine-if-pol-grp)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: Inherit MAC security interface policy

Syntax:

Associate the interface with an MAC security interface policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: Inherit MAC security interface policy

Syntax:

Associate the interface with an MAC security interface policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: MAC security interface policy

Syntax:

Inherit MAC Security interface-policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: fabric-interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# fabric-interface ethernet
(config-leaf-if)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: Inherit MAC security interface policy

Syntax:

Associate the interface with an MAC security interface policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: Inherit MAC security interface policy

Syntax:

Associate the interface with an MAC security interface policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: MAC security interface policy

Syntax:

Inherit MAC Security interface-policyinterface-policy

interface policy name (Max Size 64)WORD

Command Mode: fabric-interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# fabric-interface ethernet
(config-leaf-if)# inherit macsec interface-policy <WORD>

inherit macsec interface-policy <WORD>

Description: Inherit MAC security interface policy

Syntax:

Associate the interface with an MAC security interface policyinterface-policy

interface policy name (Max Size 64)WORD
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Command Mode: interface : Provide VPC Name

Command Path:

# configure [['terminal', 't']]
(config)# vpc context leaf <101-4000> <101-4000> [fex <fex>]
(config-vpc)# interface vpc <WORD> [fex <fex>]
(config-vpc-if)# inherit macsec interface-policy <WORD>
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inherit macsec security-policy auto-key-generation
inherit macsec security-policy <WORD> auto-key-generation

Description: Use auto key generation

Syntax:

macsec policy name (Max Size 64)WORD

Command Mode: template macsec access|fabric interface-policy : Configure macsec interface policy

Command Path:

# configure [['terminal', 't']]
(config)# template macsec access|fabric interface-policy <WORD>
(config-macsec-if-policy)# inherit macsec security-policy <WORD> auto-key-generation

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
567

I Commands
inherit macsec security-policy auto-key-generation



inherit macsec security-policy keychain
inherit macsec security-policy <WORD> keychain <WORD>

Description: key chain

Syntax:

macsec policy name (Max Size 64)WORD

Keychain name (Max Size 64)WORD

Command Mode: template macsec access|fabric interface-policy : Configure macsec interface policy

Command Path:

# configure [['terminal', 't']]
(config)# template macsec access|fabric interface-policy <WORD>
(config-macsec-if-policy)# inherit macsec security-policy <WORD> keychain <WORD>
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inherit node-control-policy
inherit node-control-policy <WORD>

Description: Associate an node-control policy

Syntax:

Name of node-control policyWORD

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# inherit node-control-policy <WORD>

inherit node-control-policy <WORD>

Description: Associate an node-control policy

Syntax:

Name of node-control policyWORD

Command Mode: template spine-policy-group : Configure Spine Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# template spine-policy-group <WORD>
(config-spine-policy-group)# inherit node-control-policy <WORD>
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inherit node-only
inherit node-only bgp timer <WORD>

Description: Inherit node specific BGP Timer Policy

Syntax:

Inherit BGP Timer Policybgp

Inherit BGP Timer Policytimer

BGP Template Policy Name (Max Size 64)WORD

Command Mode: vrf : Virtual Router Context

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# inherit node-only bgp timer <WORD>

inherit node-only bgp timer <WORD>

Description: Inherit node specific BGP Timer Policy

Syntax:

Inherit BGP Timer Policybgp

Inherit BGP Timer Policytimer

BGP Template Policy Name (Max Size 64)WORD

Command Mode: vrf : Virtual Router Context

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# router bgp <fabric-ASN>
(config-leaf-bgp)# vrf member tenant <WORD> vrf <WORD>
(config-leaf-bgp-vrf)# inherit node-only bgp timer <WORD>
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inherit ntp-fabric
inherit ntp-fabric <WORD>

Description: Network Time Protocol (NTP)

Syntax:

NTP Fabric template (Max Size 64)WORD

Command Mode: template pod-group : POD Group

Command Path:

# configure [['terminal', 't']]
(config)# template pod-group <WORD>
(config-pod-group)# inherit ntp-fabric <WORD>
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inherit pod-group
inherit pod-group <WORD>

Description: Pod Group

Syntax:

Pod Group Name (Max Size 64)WORD

Command Mode: pods : Set of PODs

Command Path:

# configure [['terminal', 't']]
(config)# pod-profile <WORD>
(config-pod-profile)# pods <1-255>
(config-pod-profile-pods)# inherit pod-group <WORD>
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inherit redirect-health-group
inherit redirect-health-group <WORD>

Description: Configure RedirectHealthGroup with PBR Destination

Syntax:

Redirect Health GroupWORD

Command Mode: l1l2redir-dest : Configure l1l2redirect destination

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# svcredir-pol <WORD>
(svcredir-pol)# l1l2redir-dest <WORD>
(config-l1l2redir-dest)# inherit redirect-health-group <WORD>
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inherit snmp-fabric
inherit snmp-fabric <WORD>

Description: Simple Network Management Protocol (SNMP)

Syntax:

SNMP Fabric template (Max Size 64)WORD

Command Mode: template pod-group : POD Group

Command Path:

# configure [['terminal', 't']]
(config)# template pod-group <WORD>
(config-pod-group)# inherit snmp-fabric <WORD>
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inherit twamp-responder-policy
inherit twamp-responder-policy <WORD>

Description: Associate a twamp-responder policy

Syntax:

Name of twamp-responder policyWORD

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# inherit twamp-responder-policy <WORD>

inherit twamp-responder-policy <WORD>

Description: Associate a twamp-responder policy

Syntax:

Name of twamp-responder policyWORD

Command Mode: template spine-policy-group : Configure Spine Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# template spine-policy-group <WORD>
(config-spine-policy-group)# inherit twamp-responder-policy <WORD>
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inherit twamp-server-policy
inherit twamp-server-policy <WORD>

Description: Associate a twamp-server policy

Syntax:

Name of twamp-server policyWORD

Command Mode: template leaf-policy-group : Configure Leaf Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# template leaf-policy-group <WORD>
(config-leaf-policy-group)# inherit twamp-server-policy <WORD>

inherit twamp-server-policy <WORD>

Description: Associate a twamp-server policy

Syntax:

Name of twamp-server policyWORD

Command Mode: template spine-policy-group : Configure Spine Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# template spine-policy-group <WORD>
(config-spine-policy-group)# inherit twamp-server-policy <WORD>
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inherit vsan-attribute
inherit vsan-attribute <WORD>

Description: Configure Vsan Attribute Policy

Syntax:

Configure Vsan Attribute PolicyWORD

Command Mode: vsan-domain : Configure vsan domain

Command Path:

# configure [['terminal', 't']]
(config)# vsan-domain <name>
(config-vsan)# inherit vsan-attribute <WORD>
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inst-pol
inst-pol <WORD> <vmm-domain> <ctrlr> <vm-template> <resource-pool> <datastore>

Description: Configure L4L7 service vm instantiation policy

Syntax:

service vm instantiation policy name (Max Size 16)WORD

Select Domainvmm-domain

Select ctrlrctrlr

Select vcenter under domainvm-template

Select resourcepool for instpolresource-pool

select datastoredatastore

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# inst-pol <WORD> <vmm-domain> <ctrlr> <vm-template> <resource-pool>
<datastore>
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instance
instance <NUMBER> vlan <RANGE>

Description: Maps VLANs to an MST instance

Syntax:

MST instance ID. Number range from=1 to=4094<1-4094>

Virtual LANvlan

VLAN range. Ex.: 10-3000RANGE

Command Mode: region : STP MST region configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# spanning-tree mst configuration
(config-stp)# region <WORD>
(config-stp-region)# instance <NUMBER> vlan <RANGE>
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integrations-group
integrations-group <WORD>

Description: Integrations Group

Syntax:

group name (Max Size None)WORD

Command Mode: configure : Configuration Mode

Command Path:

# configure [['terminal', 't']]
(config)# integrations-group <WORD>
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integrations-mgr
integrations-mgr <WORD> <type>

Description: Integrations Manager

Syntax:

manager name (Max Size 64)WORD

Device Type<type>

Command Mode: integrations-group : Integrations Group

Command Path:

# configure [['terminal', 't']]
(config)# integrations-group <WORD>
(config-integrations-group)# integrations-mgr <WORD> <type>
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interface
interface bridge-domain <WORD>

Description: Configuration for interface bridge-domain

Syntax:

Name of the bridge-domainbridge-domain

Name of the bridge-domain (Max Size 64)WORD

Command Mode: tenant : Tenant configuration mode

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>

interface ethernet

Description: Provide a Range of Interfaces

Syntax:

Configure Physical Interfaceethernet

Provide range of Interfacesarg

Command Mode: spine-interface-group : Configure Spine Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# spine-interface-profile <WORD>
(config-spine-if-profile)# spine-interface-group <WORD>
(config-spine-if-group)# interface ethernet

interface ethernet

Description: Configure Ports on the Fex Interface Group

Syntax:

Configure Physical Interfaceethernet

Provide range of Interfacesarg

Command Mode: fex-interface-group : Configure Fex Interface Group

Command Path:
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# configure [['terminal', 't']]
(config)# fex-profile <WORD>
(config-fex-profile)# fex-interface-group <WORD>
(config-fex-if-group)# interface ethernet

interface ethernet

Description: Provide a Range of Interfaces

Syntax:

Configure Physical Interfaceethernet

Provide range of Interfacesarg

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# interface ethernet

interface ethernet

Description: Provide a Range of Interfaces

Syntax:

Configure Physical Interfaceethernet

Provide range of Interfacesarg

Command Mode: spine-interface-group : Configure Spine Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# fabric-internal
(config-fabric-internal)# spine-interface-profile <WORD>
(config-spine-if-profile)# spine-interface-group <WORD>
(config-spine-if-group)# interface ethernet

interface vpc <WORD> [fex <fex>]

Description: Provide VPC Name

Syntax:

VPC Interfacevpc

VPC Name (Max Size 64)WORD
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(Optional) Fex Id. Number range from=101 to=199fex

Command Mode: vpc context : Enter vpc context

Command Path:

# configure [['terminal', 't']]
(config)# vpc context leaf <101-4000> <101-4000> [fex <fex>]
(config-vpc)# interface vpc <WORD> [fex <fex>]
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interface ethernet
interface ethernet <ethernet> leaf <leaf-id>

Description: Configure Physical Ethernet Port as a Cluster Member Interface

Syntax:

List of ethernet itfs<ethernet>

Leaf ID that connects to cluster ethernet interface on (physical) device.leaf

Leaf ID that connects to cluster ethernet interface on (physical) device.<leaf-id>

Command Mode: member : Configure Cluster Interface Member

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 cluster name <WORD> type <type> vlan-domain <domain-name>
[switching-mode <switching-mode>] [service <service>] [function <function>] [context
<context>] [trunking <enable|disable>] [vm-instantiation-policy <vm-instantiation-policy>]
(config-cluster)# cluster-interface <WORD> [vlan <NUMBER>]
(config-cluster-interface)# member device <WORD> device-interface <WORD>
(config-member)# interface ethernet <ethernet> leaf <leaf-id>

interface ethernet

Description: Provide a Range of Interfaces

Syntax:

Provide range of Interfacesarg

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# interface ethernet

interface ethernet <ifRange>

Description: Ethernet IEEE 802.3z

Syntax:

interface Range<ifRange>

Command Mode: leaf : Configure Leaf Node
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Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>

interface ethernet <ifRange>

Description: Ethernet IEEE 802.3z

Syntax:

interface Range<ifRange>

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
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interface fc-port-channel
interface fc-port-channel <WORD>

Description: FC Port Channel

Syntax:

Port-Channel Name (Max Size 64)WORD

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface fc-port-channel <WORD>

interface fc-port-channel <WORD>

Description: FC Port Channel

Syntax:

Port-Channel Name (Max Size 64)WORD

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface fc-port-channel <WORD>
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interface fc
interface fc

Description: Configure a native FC Interface

Syntax:

Provide range of Interfacesarg

Command Mode: leaf-interface-group : Configure Leaf Interface Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf-interface-profile <WORD>
(config-leaf-if-profile)# leaf-interface-group <WORD>
(config-leaf-if-group)# interface fc

interface fc <ifRange>

Description: FC Interface

Syntax:

interface Range<ifRange>

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface fc <ifRange>

interface fc <ifRange>

Description: FC Interface

Syntax:

interface Range<ifRange>

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface fc <ifRange>
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interface inband-mgmt0
interface inband-mgmt0

Description: Inband management interface

Command Mode: controller : Configure Controller Node

Command Path:

# configure [['terminal', 't']]
(config)# controller
(config-controller)# interface inband-mgmt0

interface inband-mgmt0

Description: Inband management interface

Command Mode: switch : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# switch
(config-switch)# interface inband-mgmt0
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interface mgmt0
interface mgmt0

Description: Out of band management interface

Command Mode: controller : Configure Controller Node

Command Path:

# configure [['terminal', 't']]
(config)# controller
(config-controller)# interface mgmt0

interface mgmt0

Description: Out of band management interface

Command Mode: switch : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# switch
(config-switch)# interface mgmt0
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interface port-channel
interface port-channel <port-channel-name> leaf <NUMBER> [fex <fex-id>]

Description: Configure Port Channel as a Cluster Member Interface

Syntax:

Name of the port-channel<port-channel-name>

Leaf Id for the port-channelleaf

Leaf Id for the port channel.. Number range from=0
to=9223372036854775807

NUMBER

(Optional) Fex ID that connects to cluster interface interface on
(physical) device.

<fex-id>

Command Mode: member : Configure Cluster Interface Member

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 cluster name <WORD> type <type> vlan-domain <domain-name>
[switching-mode <switching-mode>] [service <service>] [function <function>] [context
<context>] [trunking <enable|disable>] [vm-instantiation-policy <vm-instantiation-policy>]
(config-cluster)# cluster-interface <WORD> [vlan <NUMBER>]
(config-cluster-interface)# member device <WORD> device-interface <WORD>
(config-member)# interface port-channel <port-channel-name> leaf <NUMBER> [fex <fex-id>]

interface port-channel <WORD> [fex <fex>]

Description: Port Channel interface

Syntax:

Port-Channel Name (Max Size 64)WORD

(Optional) Fex Id. Number range from=101 to=199fex

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]

interface port-channel <WORD> [fex <fex>]

Description: Port Channel interface

Syntax:
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Port-Channel Name (Max Size 64)WORD

(Optional) Fex Id. Number range from=101 to=199fex

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
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interface vfc-po
interface vfc-po <WORD> [fex <fex>]

Description: VFC Port Channel interface

Syntax:

Port-Channel Name (Max Size 64)WORD

(Optional) Fex Id. Number range from=101 to=199fex

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vfc-po <WORD> [fex <fex>]

interface vfc-po <WORD> [fex <fex>]

Description: VFC Port Channel interface

Syntax:

Port-Channel Name (Max Size 64)WORD

(Optional) Fex Id. Number range from=101 to=199fex

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vfc-po <WORD> [fex <fex>]

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
593

I Commands
interface vfc-po



interface vfc
interface vfc <ifRange>

Description: Virtual Fiber Channel interface

Syntax:

interface Range<ifRange>

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vfc <ifRange>

interface vfc <ifRange>

Description: Virtual Fiber Channel interface

Syntax:

interface Range<ifRange>

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vfc <ifRange>
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interface vlan
interface vlan <1-4094>

Description: Vlan interface

Syntax:

Vlan interface number<1-4094>

Command Mode: leaf : Configure Leaf Node

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>

interface vlan <1-4094>

Description: Vlan interface

Syntax:

Vlan interface number<1-4094>

Command Mode: spine : Configure Spine Node

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
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interface vpc
interface vpc <vpc-name> leaf <NUMBER> <NUMBER> [fex fex <Ids>]

Description: Configure monitor for VPC interfaces

Syntax:

VPC port-channel group name<vpc-name>

leafleaf

First leaf member of the Pair. Number range from=0
to=9223372036854775807

NUMBER

Second leaf member of the Pair. Number range from=0
to=9223372036854775807

NUMBER

(Optional) paired fex Idsfex <Ids>

Command Mode: member : Configure Cluster Interface Member

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# l4l7 cluster name <WORD> type <type> vlan-domain <domain-name>
[switching-mode <switching-mode>] [service <service>] [function <function>] [context
<context>] [trunking <enable|disable>] [vm-instantiation-policy <vm-instantiation-policy>]
(config-cluster)# cluster-interface <WORD> [vlan <NUMBER>]
(config-cluster-interface)# member device <WORD> device-interface <WORD>
(config-member)# interface vpc <vpc-name> leaf <NUMBER> <NUMBER> [fex fex <Ids>]
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interpod
interpod data hardware-proxy <A.B.C.D>

Description: Interpod anycast hardware-proxy ip

Syntax:

Interpod anycast hardware-proxy ipdata

Interpod anycast hardware-proxy iphardware-proxy

IPV4 address in format x.x.x.xA.B.C.D

Command Mode: pod : Pod Profile

Command Path:

# configure [['terminal', 't']]
(config)# fabric-external <NUMBER>
(config-fabric-external)# pod <NUMBER>
(config-fabric-external-pod)# interpod data hardware-proxy <A.B.C.D>
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interval
interval <NUMBER>

Description: Set the window of calculation

Syntax:

Set the window of calculation. Number range from=30 to=900<30-900>

Command Mode: performance : Nginx Requested Response Time Policy Group

Command Path:

# configure [['terminal', 't']]
(config)# comm-policy <WORD>
(config-comm-policy)# performance
(config-performance)# interval <NUMBER>
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ip-filter-action
ip-filter-action deny|permit

Description: IP filtering action for VRF filtering

Syntax:

Deny IP trafficdeny

Allow IP trafficpermit

Command Mode: flow-exporter : Configure external analytics reachability information

Command Path:

# configure [['terminal', 't']]
(config)# analytics cluster <WORD>
(config-analytics)# flow-exporter <WORD>
(config-analytics-cluster-exporter)# ip-filter-action deny|permit
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ip-inspection-admin-status
ip-inspection-admin-status enabled-both|disabled

Description: Config IP inspection administrative status in first hop security bridge domain policy

Syntax:

Enable IP inspection for both IPv4 and IPv6enabled-both

Disable IP inspectiondisabled

Command Mode: security-policy : Configuration for security policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# first-hop-security
(config-tenant-fhs)# security-policy <WORD>
(config-tenant-fhs-secpol)# ip-inspection-admin-status enabled-both|disabled
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ip
ip learning

Description: Instruct the destination leaf to learn source ip of the packet

Syntax:

ip learninglearning

Command Mode: bridge-domain : Configuration for bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# bridge-domain <WORD>
(config-tenant-bd)# ip learning

ip route <A.B.C.D/LEN> <ipAddress|null> <ZeroorPref> <BfdorPref> [ip-trackList <ip-trackList>] [nh-trackList
<nh-trackList>]

Description: Configure IP features

Syntax:

Route informationroute

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

ipAddress|null

<ZeroorPref>

<BfdorPref>

(Optional) Select TrackList for IpRouteip-trackList

(Optional) Select TrackList for IpNextHopnh-trackList

Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# ip route <A.B.C.D/LEN> <ipAddress|null> <ZeroorPref> <BfdorPref>
[ip-trackList <ip-trackList>] [nh-trackList <nh-trackList>]

ip <arg> [secondary]

Description: Enable HSRP IP and set the virtual IP address
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Syntax:

arg

(Optional) Configure IP Address as Secondary IPsecondary

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# ip <> [secondary]

ip <arg> [secondary]

Description: Enable HSRP IP and set the virtual IP address

Syntax:

arg

(Optional) Configure IP Address as Secondary IPsecondary

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# ip <> [secondary]

ip route <A.B.C.D/LEN> <ipAddress|null> <ZeroorPref> <BfdorPref> [ip-trackList <ip-trackList>] [nh-trackList
<nh-trackList>]

Description: Configure IP features

Syntax:

Route informationroute

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

ipAddress|null

<ZeroorPref>

<BfdorPref>

(Optional) Select TrackList for IpRouteip-trackList

(Optional) Select TrackList for IpNextHopnh-trackList
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Command Mode: vrf : Configure VRF parameters

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# vrf context tenant <WORD> vrf <WORD> [l3out <l3out>]
(config-leaf-vrf)# ip route <A.B.C.D/LEN> <ipAddress|null> <ZeroorPref> <BfdorPref>
[ip-trackList <ip-trackList>] [nh-trackList <nh-trackList>]

ip <arg> [secondary]

Description: Enable HSRP IP and set the virtual IP address

Syntax:

arg

(Optional) Configure IP Address as Secondary IPsecondary

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# ip <> [secondary]

ip <arg> [secondary]

Description: Enable HSRP IP and set the virtual IP address

Syntax:

arg

(Optional) Configure IP Address as Secondary IPsecondary

Command Mode: hsrp group : Configure HSRP Group

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# hsrp group <NUMBER> [['ipv4', 'ipv6']]
(config-if-hsrp)# ip <> [secondary]

ip prefix-list <name> [permit <A.B.C.D/LEN>]

Description: Import Prefix list

Syntax:
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Prefix Listprefix-list

Prefix list namename

(Optional) IPV4 address in format x.x.x.x/LENA.B.C.D/LEN

Command Mode: route-map : Import subnet from IPN

Command Path:

# configure [['terminal', 't']]
(config)# fabric-external <NUMBER>
(config-fabric-external)# route-map interpod-import
(config-fabric-external-route-map)# ip prefix-list <name> [permit <A.B.C.D/LEN>]
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ip address-range
ip address-range <A.B.C.D/LEN> gateway <A.B.C.D>

Description: Configure IP and gateway features

Syntax:

IP Address and network mask length in format x.x.x.x/mA.B.C.D/LEN

Configure gateway address on interfacegateway

Gateway address in format x.x.x.xA.B.C.D

Command Mode: interface mgmt0 : Out of band management interface

Command Path:

# configure [['terminal', 't']]
(config)# controller
(config-controller)# interface mgmt0
(config-controller-if)# ip address-range <A.B.C.D/LEN> gateway <A.B.C.D>

ip address-range <A.B.C.D/LEN> gateway <A.B.C.D>

Description: Configure IP and gateway features

Syntax:

IP address and network mask length in format x.x.x.x/mA.B.C.D/LEN

Configure gateway address on interfacegateway

Gateway address in format x.x.x.xA.B.C.D

Command Mode: interface inband-mgmt0 : Inband management interface

Command Path:

# configure [['terminal', 't']]
(config)# controller
(config-controller)# interface inband-mgmt0
(config-controller-if)# ip address-range <A.B.C.D/LEN> gateway <A.B.C.D>

ip address-range <A.B.C.D/LEN> gateway <A.B.C.D>

Description: Configure IP and gateway features

Syntax:

IP Address and network mask length in format x.x.x.x/mA.B.C.D/LEN

Configure gateway address on interfacegateway
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Gateway address in format x.x.x.xA.B.C.D

Command Mode: interface mgmt0 : Out of band management interface

Command Path:

# configure [['terminal', 't']]
(config)# switch
(config-switch)# interface mgmt0
(config-switch-if)# ip address-range <A.B.C.D/LEN> gateway <A.B.C.D>

ip address-range <A.B.C.D> gateway <A.B.C.D>

Description: Configure IP and gateway features

Syntax:

IP address and network mask length in format x.x.x.x/mA.B.C.D

Configure gateway address on interfacegateway

Gateway address in format x.x.x.xA.B.C.D

Command Mode: interface inband-mgmt0 : Inband management interface

Command Path:

# configure [['terminal', 't']]
(config)# switch
(config-switch)# interface inband-mgmt0
(config-switch-if)# ip address-range <A.B.C.D> gateway <A.B.C.D>
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ip address
ip address <A.B.C.D/LEN> [scope <scope>] [secondary] [multi-site] [snooping-querier]

Description: Define an IPv4 subnet to be exported by the BD

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

(Optional) Scope of the address among ['public', 'private']scope

(Optional) Set the address as secondary addresssecondary

(Optional) Set the address as multi-site addressmulti-site

(Optional) Tell the address to be used by IGMP Snooping querier
functionality if enabled

snooping-querier

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip address <A.B.C.D/LEN> [scope <scope>] [secondary] [multi-site]
[snooping-querier]

ip address <A.B.C.D/LEN> [secondary]

Description: Configure IP address on interface

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

(Optional) Configure additional IP addresses on interfacesecondary

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip address <A.B.C.D/LEN> [secondary]

ip address <A.B.C.D/LEN> [secondary]

Description: Configure IP address on interface

Syntax:
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IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

(Optional) Configure IP Address as Secondary IPsecondary

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip address <A.B.C.D/LEN> [secondary]

ip address <A.B.C.D/LEN> [secondary]

Description: Configure IP address on interface

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

(Optional) Configure IP Address as Secondary IPsecondary

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip address <A.B.C.D/LEN> [secondary]

ip address <A.B.C.D/LEN>

Description: Configure IP address on interface

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip address <A.B.C.D/LEN>

ip address <A.B.C.D/LEN> [secondary]

Description: Configure IP address on interface

Syntax:
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IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

(Optional) Configure additional IP addresses on interfacesecondary

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip address <A.B.C.D/LEN> [secondary]

ip address <A.B.C.D/LEN> [secondary]

Description: Configure IP address on interface

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

(Optional) Configure IP Address as Secondary IPsecondary

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip address <A.B.C.D/LEN> [secondary]

ip address <A.B.C.D/LEN> [secondary]

Description: Configure IP address on interface

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

(Optional) Configure IP Address as Secondary IPsecondary

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip address <A.B.C.D/LEN> [secondary]

ip address <A.B.C.D/LEN>

Description: Configure IP address on interface
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Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip address <A.B.C.D/LEN>

ip address <A.B.C.D/LEN> gateway <A.B.C.D>

Description: Configure IP and gateway features

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

Configure gateway address on interfacegateway

Gateway address in format x.x.x.xA.B.C.D

Command Mode: interface mgmt0 : Out of band management interface

Command Path:

# configure [['terminal', 't']]
(config)# controller
(config-controller)# interface mgmt0
(config-controller-if)# ip address <A.B.C.D/LEN> gateway <A.B.C.D>

ip address <A.B.C.D/LEN> gateway <A.B.C.D>

Description: Configure IP and gateway features

Syntax:

IP address and network mask length in format x.x.x.x/mA.B.C.D/LEN

Configure gateway address on interfacegateway

Gateway address in format x.x.x.xA.B.C.D

Command Mode: interface inband-mgmt0 : Inband management interface

Command Path:

# configure [['terminal', 't']]
(config)# controller
(config-controller)# interface inband-mgmt0
(config-controller-if)# ip address <A.B.C.D/LEN> gateway <A.B.C.D>
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ip address <A.B.C.D/LEN> gateway <A.B.C.D>

Description: Configure IP and gateway features

Syntax:

IP prefix and network mask length in format x.x.x.x/mA.B.C.D/LEN

Configure gateway address on interfacegateway

Gateway address in format x.x.x.xA.B.C.D

Command Mode: interface mgmt0 : Out of band management interface

Command Path:

# configure [['terminal', 't']]
(config)# switch
(config-switch)# interface mgmt0
(config-switch-if)# ip address <A.B.C.D/LEN> gateway <A.B.C.D>

ip address <A.B.C.D/LEN> gateway <A.B.C.D>

Description: Configure IP and gateway features

Syntax:

IP address and network mask length in format x.x.x.x/mA.B.C.D/LEN

Configure gateway address on interfacegateway

Gateway address in format x.x.x.xA.B.C.D

Command Mode: interface inband-mgmt0 : Inband management interface

Command Path:

# configure [['terminal', 't']]
(config)# switch
(config-switch)# interface inband-mgmt0
(config-switch-if)# ip address <A.B.C.D/LEN> gateway <A.B.C.D>
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ip address tenant application
ip address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Add a new server relay address under an AEPg

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

Application hosting the EPG (Max Size 64)WORD

AEPg behind which the DHCP server sitsepg

AEPg behind which the DHCP server sits (Max Size 64)WORD

Command Mode: template dhcp relay : Create a DHCP Relay policy

Command Path:

# configure [['terminal', 't']]
(config)# template dhcp relay policy <WORD>
(config-template-dhcp-relay)# ip address <A.B.C.D> tenant <WORD> application <WORD> epg
<WORD>

ip address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Add a new server relay address under an AEPg

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

Application hosting the EPG (Max Size 64)WORD

AEPg behind which the DHCP server sitsepg

AEPg behind which the DHCP server sits (Max Size 64)WORD

Command Mode: template dhcp relay : Create a DHCP Relay policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template dhcp relay policy <WORD>
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(config-tenant-template-dhcp-relay)# ip address <A.B.C.D> tenant <WORD> application <WORD>
epg <WORD>
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ip address tenant external-l2
ip address <A.B.C.D> tenant <WORD> external-l2 epg <WORD>

Description: Add a new server relay address under a L2 External EPG

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

epg keywordepg

l2 external EPG behind which the DHCP server sits (Max Size 64)WORD

Command Mode: template dhcp relay : Create a DHCP Relay policy

Command Path:

# configure [['terminal', 't']]
(config)# template dhcp relay policy <WORD>
(config-template-dhcp-relay)# ip address <A.B.C.D> tenant <WORD> external-l2 epg <WORD>

ip address <A.B.C.D> tenant <WORD> external-l2 epg <WORD>

Description: Add a new server relay address under a L2 External EPG

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

epg keywordepg

l2 external EPG behind which the DHCP server sits (Max Size 64)WORD

Command Mode: template dhcp relay : Create a DHCP Relay policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template dhcp relay policy <WORD>
(config-tenant-template-dhcp-relay)# ip address <A.B.C.D> tenant <WORD> external-l2 epg
<WORD>
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ip address tenant external-l3
ip address <A.B.C.D> tenant <WORD> external-l3 epg <WORD>

Description: Add a new server relay address under a L3 External EPG

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

EPG keywordepg

l3 external EPG behind which the DHCP server sits (Max Size 64)WORD

Command Mode: template dhcp relay : Create a DHCP Relay policy

Command Path:

# configure [['terminal', 't']]
(config)# template dhcp relay policy <WORD>
(config-template-dhcp-relay)# ip address <A.B.C.D> tenant <WORD> external-l3 epg <WORD>

ip address <A.B.C.D> tenant <WORD> external-l3 epg <WORD>

Description: Add a new server relay address under a L3 External EPG

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

EPG keywordepg

l3 external EPG behind which the DHCP server sits (Max Size 64)WORD

Command Mode: template dhcp relay : Create a DHCP Relay policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template dhcp relay policy <WORD>
(config-tenant-template-dhcp-relay)# ip address <A.B.C.D> tenant <WORD> external-l3 epg
<WORD>
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ip arp garp-adj-enable
ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: template ip arp policy : Create/modify an IP ARP policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip arp policy <WORD>
(config-tenant-template-ip-arp)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: template ip arp policy : Create/modify an IP ARP policy

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template ip arp policy <WORD> tenant <WORD>
(config-template-arp-pol)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip arp garp-adj-enable
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ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: template ip arp policy : Create/modify an IP ARP policy

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template ip arp policy <WORD> tenant <WORD>
(config-template-arp-pol)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP
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Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip arp garp-adj-enable

ip arp garp-adj-enable

Description: Enable learning adjacency from GARP

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip arp garp-adj-enable
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ip bandwidth
ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: template eigrp interface-policy : Configure EIGRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template eigrp interface-policy <WORD> tenant <WORD>
(config-template-eigrp-if-pol)# ip bandwidth eigrp default <NUMBER>

ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip bandwidth eigrp default <NUMBER>

ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault
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bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip bandwidth eigrp default <NUMBER>

ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip bandwidth eigrp default <NUMBER>

ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip bandwidth eigrp default <NUMBER>
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ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: template eigrp interface-policy : Configure EIGRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template eigrp interface-policy <WORD> tenant <WORD>
(config-template-eigrp-if-pol)# ip bandwidth eigrp default <NUMBER>

ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip bandwidth eigrp default <NUMBER>

ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: interface ethernet : Ethernet IEEE 802.3z
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip bandwidth eigrp default <NUMBER>

ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip bandwidth eigrp default <NUMBER>

ip bandwidth eigrp default <NUMBER>

Description: Set EIGRP bandwidth

Syntax:

EIGRPeigrp

EIGRP default instancedefault

bandwidth in kbps. Number range from=0 to=2560000000<0-2560000000>

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip bandwidth eigrp default <NUMBER>
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ip bfd
ip bfd enable

Description: Enable Bidirectional Forwarding Detection

Syntax:

Enable BFDenable

Command Mode: template eigrp interface-policy : Configure EIGRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template eigrp interface-policy <WORD> tenant <WORD>
(config-template-eigrp-if-pol)# ip bfd enable

ip bfd eigrp enable

Description: Enable EIGRP Bidirectional Forwarding Detection

Syntax:

EIGRPeigrp

Enable BFDenable

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip bfd eigrp enable

ip bfd eigrp enable

Description: Enable EIGRP Bidirectional Forwarding Detection

Syntax:

EIGRPeigrp

Enable BFDenable

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
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(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip bfd eigrp enable

ip bfd eigrp enable

Description: Enable EIGRP Bidirectional Forwarding Detection

Syntax:

EIGRPeigrp

Enable BFDenable

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip bfd eigrp enable

ip bfd eigrp enable

Description: Enable EIGRP Bidirectional Forwarding Detection

Syntax:

EIGRPeigrp

Enable BFDenable

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip bfd eigrp enable

ip bfd enable

Description: Enable Bidirectional Forwarding Detection

Syntax:

Enable BFDenable

Command Mode: template eigrp interface-policy : Configure EIGRP Interface policy templates

Command Path:
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# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template eigrp interface-policy <WORD> tenant <WORD>
(config-template-eigrp-if-pol)# ip bfd enable

ip bfd eigrp enable

Description: Enable EIGRP Bidirectional Forwarding Detection

Syntax:

EIGRPeigrp

Enable BFDenable

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip bfd eigrp enable

ip bfd eigrp enable

Description: Enable EIGRP Bidirectional Forwarding Detection

Syntax:

EIGRPeigrp

Enable BFDenable

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip bfd eigrp enable

ip bfd eigrp enable

Description: Enable EIGRP Bidirectional Forwarding Detection

Syntax:

EIGRPeigrp

Enable BFDenable

Command Mode: interface port-channel : Port Channel interface
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip bfd eigrp enable

ip bfd eigrp enable

Description: Enable EIGRP Bidirectional Forwarding Detection

Syntax:

EIGRPeigrp

Enable BFDenable

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip bfd eigrp enable

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
626

I Commands
ip bfd



ip dhcp relay address tenant application
ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Add a new server relay address under an AEPg

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

Application hosting the EPG (Max Size 64)WORD

AEPg behind which the DHCP server sitsepg

AEPg behind which the DHCP server sits (Max Size 64)WORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD>
epg <WORD>

ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Application hosting the DHCP server

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the DHCP server (Max Size 63)WORD

Application hosting the DHCP server (Max Size 64)WORD

EPG hosting the DHCP serverepg

EPG hosting the DHCP server (Max Size 64)WORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
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(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg
<WORD>

ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Application hosting the DHCP server

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the DHCP server (Max Size 63)WORD

Application hosting the DHCP server (Max Size 64)WORD

EPG hosting the DHCP serverepg

EPG hosting the DHCP server (Max Size 64)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg
<WORD>

ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Application hosting the DHCP server

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the DHCP server (Max Size 63)WORD

Application hosting the DHCP server (Max Size 64)WORD

EPG hosting the DHCP serverepg

EPG hosting the DHCP server (Max Size 64)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
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(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg
<WORD>

ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Application hosting the DHCP server

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the DHCP server (Max Size 63)WORD

Application hosting the DHCP server (Max Size 64)WORD

EPG hosting the DHCP serverepg

EPG hosting the DHCP server (Max Size 64)WORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg
<WORD>

ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Application hosting the DHCP server

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the DHCP server (Max Size 63)WORD

Application hosting the DHCP server (Max Size 64)WORD

EPG hosting the DHCP serverepg

EPG hosting the DHCP server (Max Size 64)WORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
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(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg
<WORD>

ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg <WORD>

Description: Application hosting the DHCP server

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the DHCP server (Max Size 63)WORD

Application hosting the DHCP server (Max Size 64)WORD

EPG hosting the DHCP serverepg

EPG hosting the DHCP server (Max Size 64)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip dhcp relay address <A.B.C.D> tenant <WORD> application <WORD> epg
<WORD>
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ip dhcp relay address tenant external-l2
ip dhcp relay address <A.B.C.D> tenant <WORD> external-l2 epg <WORD>

Description: Add a new server relay address under a L2 External EPG

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

epg keywordepg

l2 external EPG behind which the DHCP server sits (Max Size 64)WORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip dhcp relay address <A.B.C.D> tenant <WORD> external-l2 epg
<WORD>
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ip dhcp relay address tenant external-l3
ip dhcp relay address <A.B.C.D> tenant <WORD> external-l3 epg <WORD>

Description: Add a new server relay address under a L3 External EPG

Syntax:

IP address in format i.i.i.iA.B.C.D

Tenant hosting the DHCP servertenant

Tenant hosting the EPG (Max Size 63)WORD

EPG keywordepg

l3 external EPG behind which the DHCP server sits (Max Size 64)WORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip dhcp relay address <A.B.C.D> tenant <WORD> external-l3 epg
<WORD>
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ip distribute-list eigrp
ip distribute-list eigrp default route-map <WORD> out

Description: Configure distribute-list EIGRP route-map

Syntax:

EIGRP default instancedefault

route maproute-map

Route-map name (Max Size 64)WORD

outout

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip distribute-list eigrp default route-map <WORD> out

ip distribute-list eigrp default route-map <WORD> out

Description: Configure distribute-list EIGRP Policies

Syntax:

EIGRP default instancedefault

route maproute-map

Route-map name (Max Size 64)WORD

outout

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip distribute-list eigrp default route-map <WORD> out

ip distribute-list eigrp default route-map <WORD> out

Description: Configure distribute-list EIGRP Policies

Syntax:
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EIGRP default instancedefault

route maproute-map

Route-map name (Max Size 64)WORD

outout

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip distribute-list eigrp default route-map <WORD> out

ip distribute-list eigrp default route-map <WORD> out

Description: Configure distribute-list EIGRP route-map

Syntax:

EIGRP default instancedefault

route maproute-map

Route-map name (Max Size 64)WORD

outout

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip distribute-list eigrp default route-map <WORD> out

ip distribute-list eigrp default route-map <WORD> out

Description: Configure distribute-list EIGRP route-map

Syntax:

EIGRP default instancedefault

route maproute-map

Route-map name (Max Size 64)WORD

outout
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Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip distribute-list eigrp default route-map <WORD> out

ip distribute-list eigrp default route-map <WORD> out

Description: Configure distribute-list EIGRP Policies

Syntax:

EIGRP default instancedefault

route maproute-map

Route-map name (Max Size 64)WORD

outout

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip distribute-list eigrp default route-map <WORD> out

ip distribute-list eigrp default route-map <WORD> out

Description: Configure distribute-list EIGRP Policies

Syntax:

EIGRP default instancedefault

route maproute-map

Route-map name (Max Size 64)WORD

outout

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip distribute-list eigrp default route-map <WORD> out
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ip distribute-list eigrp default route-map <WORD> out

Description: Configure distribute-list EIGRP route-map

Syntax:

EIGRP default instancedefault

route maproute-map

Route-map name (Max Size 64)WORD

outout

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip distribute-list eigrp default route-map <WORD> out
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ip dscp
ip dscp <dscp>

Description: dscp

Syntax:

DSCP code or valuedscp

Command Mode: destination tenant : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor access session <session_name>
(config-monitor-access)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
(config-monitor-access-dest)# ip dscp <dscp>

ip dscp <dscp>

Description: dscp

Syntax:

DSCP code or valuedscp

Command Mode: destination : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor fabric session <session_name>
(config-monitor-fabric)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
(config-monitor-fabric-dest)# ip dscp <dscp>

ip dscp <dscp>

Description: dscp

Syntax:

DSCP code or valuedscp

Command Mode: destination : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor tenant <tenant_name> session <WORD>
(config-monitor-tenant)# destination tenant <tenant_name> application <application_name>
epg <epg_name> destination-ip <A.B.C.D> source-ip-prefix <A.B.C.D/M>
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(config-monitor-tenant-dest)# ip dscp <dscp>

ip dscp <dscp>

Description: Configure DSCP

Syntax:

<dscp><dscp>

Command Mode: destination destip : Configure monitor remote destination

Command Path:

# configure [['terminal', 't']]
(config)# monitor virtual session <WORD>
(config-monitor-virtual)# destination destip <A.B.C.D>
(config-monitor-virtual-remote-dest)# ip dscp <dscp>
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ip flow
ip flow monitor <WORD>

Description: Configure Netflow on the Port-Channel

Syntax:

Configure Netflow on the Port-Channelmonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: template policy-group : Configure Policy Group Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template policy-group <WORD>
(config-pol-grp-if)# ip flow monitor <WORD>

ip flow monitor <WORD>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: template port-channel : Configure Port-Channel Parameters

Command Path:

# configure [['terminal', 't']]
(config)# template port-channel <WORD>
(config-po-ch-if)# ip flow monitor <WORD>

ip flow monitor <WORD>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
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(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip flow monitor <WORD>

ip flow monitor <WORD>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip flow monitor <WORD>

ip flow monitor <arg>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)arg

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip flow monitor <>

ip flow monitor <WORD>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip flow monitor <WORD>

ip flow monitor <WORD>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip flow monitor <WORD>

ip flow monitor <WORD>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip flow monitor <WORD>

ip flow monitor <arg>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)arg

Command Mode: interface ethernet : Ethernet IEEE 802.3z
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip flow monitor <>

ip flow monitor <WORD>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip flow monitor <WORD>

ip flow monitor <WORD>

Description: Configure Netflow on the Interface

Syntax:

Configure Netflow on the Interfacemonitor

Netflow Monitor Policy Name (Max Size 64)WORD

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip flow monitor <WORD>

ip flow monitor <WORD>

Description: Configure Netflow on the VPC

Syntax:

Configure Netflow on the VPCmonitor

Netflow Monitor Policy Name (Max Size 64)WORD
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Command Mode: interface : Provide VPC Name

Command Path:

# configure [['terminal', 't']]
(config)# vpc context leaf <101-4000> <101-4000> [fex <fex>]
(config-vpc)# interface vpc <WORD> [fex <fex>]
(config-vpc-if)# ip flow monitor <WORD>
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ip hello-interval
ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template eigrp interface-policy : Configure EIGRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template eigrp interface-policy <WORD> tenant <WORD>
(config-template-eigrp-if-pol)# ip hello-interval eigrp default <NUMBER>

ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip hello-interval eigrp default <NUMBER>

ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
644

I Commands
ip hello-interval



Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip hello-interval eigrp default <NUMBER>

ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip hello-interval eigrp default <NUMBER>

ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip hello-interval eigrp default <NUMBER>
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ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template eigrp interface-policy : Configure EIGRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template eigrp interface-policy <WORD> tenant <WORD>
(config-template-eigrp-if-pol)# ip hello-interval eigrp default <NUMBER>

ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip hello-interval eigrp default <NUMBER>

ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface ethernet : Ethernet IEEE 802.3z
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip hello-interval eigrp default <NUMBER>

ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip hello-interval eigrp default <NUMBER>

ip hello-interval eigrp default <NUMBER>

Description: Set EIGRP Hello interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hello interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip hello-interval eigrp default <NUMBER>
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ip hold-interval
ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template eigrp interface-policy : Configure EIGRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# template eigrp interface-policy <WORD> tenant <WORD>
(config-template-eigrp-if-pol)# ip hold-interval eigrp default <NUMBER>

ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface vlan <1-4094>
(config-leaf-if)# ip hold-interval eigrp default <NUMBER>

ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault
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Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip hold-interval eigrp default <NUMBER>

ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip hold-interval eigrp default <NUMBER>

ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip hold-interval eigrp default <NUMBER>
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ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template eigrp interface-policy : Configure EIGRP Interface policy templates

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# template eigrp interface-policy <WORD> tenant <WORD>
(config-template-eigrp-if-pol)# ip hold-interval eigrp default <NUMBER>

ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface vlan : Vlan interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface vlan <1-4094>
(config-leaf-if)# ip hold-interval eigrp default <NUMBER>

ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface ethernet : Ethernet IEEE 802.3z
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Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip hold-interval eigrp default <NUMBER>

ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip hold-interval eigrp default <NUMBER>

ip hold-interval eigrp default <NUMBER>

Description: Set EIGRP Hold interval time

Syntax:

EIGRPeigrp

EIGRP default instancedefault

Hold interval time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: virtual-interface-profile : Configure virtual interface profile

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# virtual-interface-profile vlan <1-4094> tenant <WORD> vrf <WORD> [l3out
<l3out>]
(virtual-interface-profile)# ip hold-interval eigrp default <NUMBER>
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ip igmp
ip igmp

Description: Enable IGMP

Command Mode: vrf : Configuration for vrf

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# vrf context <WORD>
(config-tenant-vrf)# ip igmp
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ip igmp allow-v3-asm
ip igmp allow-v3-asm

Description: Allow V3 ASM

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp allow-v3-asm

ip igmp allow-v3-asm

Description: Allow V3 ASM

Syntax:

igmpigmp

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp allow-v3-asm

ip igmp allow-v3-asm

Description: Allow V3 ASM

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp allow-v3-asm

ip igmp allow-v3-asm

Description: Allow V3 ASM

Command Mode: interface port-channel : Port Channel interface

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp allow-v3-asm

ip igmp allow-v3-asm

Description: Allow V3 ASM

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp allow-v3-asm

ip igmp allow-v3-asm

Description: Allow V3 ASM

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp allow-v3-asm
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ip igmp fast-leave
ip igmp fast-leave

Description: Enable IP IGMP fast leave processing

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp fast-leave

ip igmp fast-leave

Description: Enable IP IGMP fast leave processing

Syntax:

igmpigmp

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp fast-leave

ip igmp fast-leave

Description: Enable IP IGMP fast leave processing

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp fast-leave

ip igmp fast-leave

Description: Enable IP IGMP fast leave processing

Command Mode: interface port-channel : Port Channel interface

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp fast-leave

ip igmp fast-leave

Description: Enable IP IGMP fast leave processing

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp fast-leave

ip igmp fast-leave

Description: Enable IP IGMP fast leave processing

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp fast-leave
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ip igmp group-timeout
ip igmp group-timeout <NUMBER>

Description: Configures group membership timeout for IGMPv2

Syntax:

Time in seconds. Number range from=3 to=65535<3-65535>

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp group-timeout <NUMBER>

ip igmp group-timeout <NUMBER>

Description: Configures group membership timeout for IGMPv2

Syntax:

igmpigmp

Time in seconds. Number range from=3 to=65535<3-65535>

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp group-timeout <NUMBER>

ip igmp group-timeout <NUMBER>

Description: Configures group membership timeout for IGMPv2

Syntax:

Time in seconds. Number range from=3 to=65535<3-65535>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
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(config-leaf-if)# ip igmp group-timeout <NUMBER>

ip igmp group-timeout <NUMBER>

Description: Configures group membership timeout for IGMPv2

Syntax:

Time in seconds. Number range from=3 to=65535<3-65535>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp group-timeout <NUMBER>

ip igmp group-timeout <NUMBER>

Description: Configures group membership timeout for IGMPv2

Syntax:

Time in seconds. Number range from=3 to=65535<3-65535>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp group-timeout <NUMBER>

ip igmp group-timeout <NUMBER>

Description: Configures group membership timeout for IGMPv2

Syntax:

Time in seconds. Number range from=3 to=65535<3-65535>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp group-timeout <NUMBER>
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ip igmp inherit
ip igmp inherit interface-policy <WORD> [tenant <WORD>]

Description: Associate a IGMP interface policy to this interface

Syntax:

interface-policyinterface-policy

IGMP inteface policy name (Max Size 64)WORD

(Optional) Tenant where policy is definedWORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp inherit interface-policy <WORD> [tenant <WORD>]

ip igmp inherit interface-policy <WORD> [tenant <WORD>]

Description: Associate a IGMP interface policy to this interface

Syntax:

interface-policyinterface-policy

IGMP inteface policy name (Max Size 64)WORD

(Optional) Tenant where policy is definedWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp inherit interface-policy <WORD> [tenant <WORD>]

ip igmp inherit interface-policy <WORD> [tenant <WORD>]

Description: Associate a IGMP interface policy to this interface

Syntax:

interface-policyinterface-policy

IGMP inteface policy name (Max Size 64)WORD
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(Optional) Tenant where policy is definedWORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp inherit interface-policy <WORD> [tenant <WORD>]

ip igmp inherit interface-policy <WORD> [tenant <WORD>]

Description: Associate a IGMP interface policy to this interface

Syntax:

interface-policyinterface-policy

IGMP inteface policy name (Max Size 64)WORD

(Optional) Tenant where policy is definedWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp inherit interface-policy <WORD> [tenant <WORD>]

ip igmp inherit interface-policy <WORD> [tenant <WORD>]

Description: Associate a IGMP interface policy to this interface

Syntax:

interface-policyinterface-policy

IGMP inteface policy name (Max Size 64)WORD

(Optional) Tenant where policy is definedWORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp inherit interface-policy <WORD> [tenant <WORD>]
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ip igmp last-member-query-count
ip igmp last-member-query-count <NUMBER>

Description: Configures number of group-specific Queries sent

Syntax:

Count value. Number range from=1 to=5<1-5>

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp last-member-query-count <NUMBER>

ip igmp last-member-query-count <NUMBER>

Description: Configures number of group-specific Queries sent

Syntax:

igmpigmp

Count value. Number range from=1 to=5<1-5>

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp last-member-query-count <NUMBER>

ip igmp last-member-query-count <NUMBER>

Description: Configures number of group-specific Queries sent

Syntax:

Count value. Number range from=1 to=5<1-5>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
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(config-leaf-if)# ip igmp last-member-query-count <NUMBER>

ip igmp last-member-query-count <NUMBER>

Description: Configures number of group-specific Queries sent

Syntax:

Count value. Number range from=1 to=5<1-5>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp last-member-query-count <NUMBER>

ip igmp last-member-query-count <NUMBER>

Description: Configures number of group-specific Queries sent

Syntax:

Count value. Number range from=1 to=5<1-5>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp last-member-query-count <NUMBER>

ip igmp last-member-query-count <NUMBER>

Description: Configures number of group-specific Queries sent

Syntax:

Count value. Number range from=1 to=5<1-5>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp last-member-query-count <NUMBER>
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ip igmp last-member-query-response-time
ip igmp last-member-query-response-time <NUMBER>

Description: Configures last member query response time

Syntax:

Time in seconds. Number range from=1 to=25<1-25>

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp last-member-query-response-time <NUMBER>

ip igmp last-member-query-response-time <NUMBER>

Description: Configures last member query response time

Syntax:

igmpigmp

Time in seconds. Number range from=1 to=25<1-25>

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp last-member-query-response-time <NUMBER>
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ip igmp querier-timeout
ip igmp querier-timeout <NUMBER>

Description: Configures querier timeout for IGMPv2

Syntax:

Time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp querier-timeout <NUMBER>

ip igmp querier-timeout <NUMBER>

Description: Configures querier timeout for IGMPv2

Syntax:

igmpigmp

Time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp querier-timeout <NUMBER>

ip igmp querier-timeout <NUMBER>

Description: Configures querier timeout for IGMPv2

Syntax:

Time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
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(config-leaf-if)# ip igmp querier-timeout <NUMBER>

ip igmp querier-timeout <NUMBER>

Description: Configures querier timeout for IGMPv2

Syntax:

Time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp querier-timeout <NUMBER>

ip igmp querier-timeout <NUMBER>

Description: Configures querier timeout for IGMPv2

Syntax:

Time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp querier-timeout <NUMBER>

ip igmp querier-timeout <NUMBER>

Description: Configures querier timeout for IGMPv2

Syntax:

Time in seconds. Number range from=1 to=65535<1-65535>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp querier-timeout <NUMBER>
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ip igmp query-interval
ip igmp query-interval <NUMBER>

Description: Configures interval between Query transmission

Syntax:

Time in seconds. Number range from=1 to=18000<1-18000>

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp query-interval <NUMBER>

ip igmp query-interval <NUMBER>

Description: Configures interval between Query transmission

Syntax:

igmpigmp

Time in seconds. Number range from=1 to=18000<1-18000>

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp query-interval <NUMBER>

ip igmp query-interval <NUMBER>

Description: Configures interval between Query transmission

Syntax:

Time in seconds. Number range from=1 to=18000<1-18000>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
666

I Commands
ip igmp query-interval



(config-leaf-if)# ip igmp query-interval <NUMBER>

ip igmp query-interval <NUMBER>

Description: Configures interval between Query transmission

Syntax:

Time in seconds. Number range from=1 to=18000<1-18000>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp query-interval <NUMBER>

ip igmp query-interval <NUMBER>

Description: Configures interval between Query transmission

Syntax:

Time in seconds. Number range from=1 to=18000<1-18000>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp query-interval <NUMBER>

ip igmp query-interval <NUMBER>

Description: Configures interval between Query transmission

Syntax:

Time in seconds. Number range from=1 to=18000<1-18000>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp query-interval <NUMBER>

Cisco APIC NX-OS Style CLI Command Reference, Release 4.2(x)
667

I Commands
ip igmp query-interval



ip igmp query-max-response-time
ip igmp query-max-response-time <NUMBER>

Description: Configures MRT for query messages

Syntax:

Time in seconds. Number range from=1 to=25<1-25>

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp query-max-response-time <NUMBER>

ip igmp query-max-response-time <NUMBER>

Description: Configures MRT for query messages

Syntax:

igmpigmp

Time in seconds. Number range from=1 to=25<1-25>

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp query-max-response-time <NUMBER>

ip igmp query-max-response-time <NUMBER>

Description: Configures MRT for query messages

Syntax:

Time in seconds. Number range from=1 to=25<1-25>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
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(config-leaf-if)# ip igmp query-max-response-time <NUMBER>

ip igmp query-max-response-time <NUMBER>

Description: Configures MRT for query messages

Syntax:

Time in seconds. Number range from=1 to=25<1-25>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp query-max-response-time <NUMBER>

ip igmp query-max-response-time <NUMBER>

Description: Configures MRT for query messages

Syntax:

Time in seconds. Number range from=1 to=25<1-25>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp query-max-response-time <NUMBER>

ip igmp query-max-response-time <NUMBER>

Description: Configures MRT for query messages

Syntax:

Time in seconds. Number range from=1 to=25<1-25>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp query-max-response-time <NUMBER>
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ip igmp report-link-local-groups
ip igmp report-link-local-groups

Description: Send Reports for groups in 224.0.0.0/24

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp report-link-local-groups

ip igmp report-link-local-groups

Description: Send Reports for groups in 224.0.0.0/24

Syntax:

igmpigmp

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp report-link-local-groups

ip igmp report-link-local-groups

Description: Send Reports for groups in 224.0.0.0/24

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp report-link-local-groups

ip igmp report-link-local-groups

Description: Send Reports for groups in 224.0.0.0/24

Command Mode: interface port-channel : Port Channel interface

Command Path:
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# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp report-link-local-groups

ip igmp report-link-local-groups

Description: Send Reports for groups in 224.0.0.0/24

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp report-link-local-groups

ip igmp report-link-local-groups

Description: Send Reports for groups in 224.0.0.0/24

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp report-link-local-groups
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ip igmp report-policy
ip igmp report-policy <WORD>

Description: Configure IGMP report policy

Syntax:

Route-map nameWORD

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp report-policy <WORD>

ip igmp report-policy <WORD>

Description: Configure IGMP report policy

Syntax:

igmpigmp

Route-map nameWORD

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp report-policy <WORD>

ip igmp report-policy <WORD>

Description: Configure IGMP report policy

Syntax:

Route-map nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
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(config-leaf-if)# ip igmp report-policy <WORD>

ip igmp report-policy <WORD>

Description: Configure IGMP report policy

Syntax:

Route-map nameWORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp report-policy <WORD>

ip igmp report-policy <WORD>

Description: Configure IGMP report policy

Syntax:

Route-map nameWORD

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp report-policy <WORD>

ip igmp report-policy <WORD>

Description: Configure IGMP report policy

Syntax:

Route-map nameWORD

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp report-policy <WORD>
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ip igmp robustness-variable
ip igmp robustness-variable <NUMBER>

Description: Configures RFC defined Robustness Variable

Syntax:

Count value. Number range from=1 to=7<1-7>

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp robustness-variable <NUMBER>

ip igmp robustness-variable <NUMBER>

Description: Configures RFC defined Robustness Variable

Syntax:

igmpigmp

Count value. Number range from=1 to=7<1-7>

Command Mode: template ip igmp interface-policy : Create an IGMP interface policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp interface-policy <WORD>
(config-tenant-template-ip-igmp-policy)# ip igmp robustness-variable <NUMBER>

ip igmp robustness-variable <NUMBER>

Description: Configures RFC defined Robustness Variable

Syntax:

Count value. Number range from=1 to=7<1-7>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface ethernet <ifRange>
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(config-leaf-if)# ip igmp robustness-variable <NUMBER>

ip igmp robustness-variable <NUMBER>

Description: Configures RFC defined Robustness Variable

Syntax:

Count value. Number range from=1 to=7<1-7>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# leaf <101-4000>
(config-leaf)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp robustness-variable <NUMBER>

ip igmp robustness-variable <NUMBER>

Description: Configures RFC defined Robustness Variable

Syntax:

Count value. Number range from=1 to=7<1-7>

Command Mode: interface ethernet : Ethernet IEEE 802.3z

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface ethernet <ifRange>
(config-leaf-if)# ip igmp robustness-variable <NUMBER>

ip igmp robustness-variable <NUMBER>

Description: Configures RFC defined Robustness Variable

Syntax:

Count value. Number range from=1 to=7<1-7>

Command Mode: interface port-channel : Port Channel interface

Command Path:

# configure [['terminal', 't']]
(config)# spine <101-4000>
(config-spine)# interface port-channel <WORD> [fex <fex>]
(config-leaf-if)# ip igmp robustness-variable <NUMBER>
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ip igmp snooping
ip igmp snooping

Description: IP IGMP snooping settings

Command Mode: interface : Configuration for interface bridge-domain

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# interface bridge-domain <WORD>
(config-tenant-interface)# ip igmp snooping

ip igmp snooping

Description: IP IGMP snooping settings

Command Mode: template ip igmp snooping policy : Create an IGMP snooping policy

Command Path:

# configure [['terminal', 't']]
(config)# tenant <WORD>
(config-tenant)# template ip igmp snooping policy <WORD>
(config-tenant-template-ip-igmp-snooping)# ip igmp snooping
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