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            Chapter 1. New and Changed
               	 Information
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	New and Changed Information

               

            
            
         
      

   
      
         
            Chapter 2. Cisco ACI Virtual
               	 Machine Networking
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	Cisco ACI VM Networking Support for Virtual Machine Managers

                  	Virtual Machine Manager Domain Main Components

                  	Virtual Machine Manager Domains

                  	VMM Domain VLAN Pool Association

                  	VMM Domain EPG Association

                  	About Trunk Port Group

                  	Attachable Entity Profile

                  	EPG Policy Resolution and Deployment Immediacy

                  	Guidelines for Deleting VMM Domains

                  	Troubleshooting VMM Connectivity

               

            
            
         
      

   
      
         
            Cisco ACI VM Networking Support for Virtual Machine Managers

            
               
                  Benefits of ACI VM Networking

                  			
                  			
                  			
                  			
                  Cisco ACI virtual machine (VM) networking supports hypervisors from multiple vendors. It provides the hypervisors programmable
                     and automated access to high-performance scalable virtualized data center infrastructure.
                  

                  			
                  Programmability and automation are critical features of scalable data center virtualization infrastructure. The Cisco ACI
                     open REST API enables virtual machine integration with and orchestration of the policy model-based Cisco ACI fabric. Cisco
                     ACI VM networking enables consistent enforcement of policies across both virtual and physical workloads managed by hypervisors
                     from multiple vendors.
                  

                  			
                  Attachable entity profiles easily enable VM mobility and placement of workloads anywhere in the Cisco ACI fabric. The Cisco
                     Application Policy Infrastructure Controller (APIC) provides centralized troubleshooting, application health score, and virtualization
                     monitoring. Cisco ACI multi-hypervisor VM automation reduces or eliminates manual configuration and manual errors. This enables
                     virtualized data centers to support large numbers of VMs reliably and cost effectively.
                  

                  		
               
               
                  Supported Vendors

                  			
                  			
                  			
                  Cisco ACI supports virtual machine managers (VMMs) from the following products and vendors:

                  			
                  
                     	
                        					
                        Cisco Application Centric Infrastructure Virtual Edge

                        					
                        For information, see the Cisco ACI Virtual Edge documentation on Cisco.com.
                        

                        				
                     

                     	
                        					
                        Cisco Application Virtual Switch (AVS)

                        					
                        For information, see the chapter "Cisco ACI with Cisco AVS" in the Cisco ACI Virtualization Guide and Cisco AVS documentation on Cisco.com.
                        

                        				
                     

                     	
                        					
                        Cloud Foundry

                        					
                        Cloud Foundry integration with Cisco ACI is supported beginning with Cisco APIC Release 3.1(2). For information, see the knowledge
                           base article, Cisco ACI and Cloud Foundry Integration on Cisco.com.
                        

                        				
                     

                     	
                        					
                        Kubernetes

                        					
                        For information, see the knowledge base article, Cisco ACI and Kubernetes Integration on Cisco.com.
                        

                        				
                     

                     	
                        					
                        Microsoft System Center Virtual Machine Manager (SCVMM)

                        					
                        For information, see the chapters "Cisco ACI with Microsoft SCVMM" and "Cisco ACI with Microsoft Windows Azure Pack in the
                           Cisco ACI Virtualization Guide.
                        

                        				
                     

                     	
                        					
                        OpenShift

                        					
                        For information, see the OpenShift documentation on Cisco.com.
                        

                        				
                     

                     	
                        					
                        OpenStack

                        					
                        For information, see the OpenStack documentation on Cisco.com.
                        

                        				
                     

                     	
                        					
                        Red Hat Virtualization (RHV)

                        					
                        For information, see the knowledge base article, Cisco ACI and Red Hat Integration on Cisco.com.
                        

                        				
                     

                     	
                        					
                        VMware Virtual Distributed Switch (VDS)

                        					
                        For information, see the chapter "Cisco "ACI with VMware VDS Integration" in the Cisco ACI Virtualization Guide.
                        

                        				
                     

                  

                  			
                  See the Cisco ACI Virtualization Compatibility Matrix for the most current list of verified interoperable products.
                  

                  		
               
            

         
      

   
      
         
            Virtual Machine
               	 Manager Domain Main Components 
            

            
                ACI fabric virtual
                  		machine manager (VMM) domains enable an administrator to configure connectivity
                  		policies for virtual machine controllers. The essential components of an ACI
                  		VMM domain policy include the following: 
                  	 
               

               
                  	 
                     		  
                     Virtual Machine Manager
                           				Domain Profile—Groups VM controllers with similar networking policy
                        			 requirements. For example, VM controllers can share VLAN pools and application
                        			 endpoint groups (EPGs). The 
                        			 APIC
                        			 communicates with the controller to publish network configurations such as port
                        			 groups that are then applied to the virtual workloads. The VMM domain profile
                        			 includes the following essential components: 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           Credential—Associates a
                              				  valid VM controller user credential with an 
                              				  APIC
                              				  VMM domain. 
                              				
                           
 
                           			 
                        

                        	 
                           				
                           Controller—Specifes how
                              				  to connect to a VM controller that is part of a policy enforcement domain. For
                              				  example, the controller specifies the connection to a VMware vCenter that is
                              				  part a VMM domain. 
                              				
                           
 
                           			 
                        

                     
 
                     		  
                      
                        			 
                        
                           
                              	
                                 Note

                              
                              	
                                  A single VMM
                                    				domain can contain multiple instances of VM controllers, but they must be from
                                    				the same vendor (for example, from VMware or from Microsoft. 
                                    			 
                                 

                              
                           

                        
 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      EPG Association—Endpoint
                        			 groups regulate connectivity and visibility among the endpoints within the
                        			 scope of the VMM domain policy. VMM domain EPGs behave as follows: 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           The 
                              				  APIC
                              				  pushes these EPGs as port groups into the VM controller. 
                              				
                           
 
                           			 
                        

                        	 
                           				
                            An EPG can
                              				  span multiple VMM domains, and a VMM domain can contain multiple EPGs. 
                              				
                           
 
                           			 
                        

                     
 
                     		
                  

                  	 
                     		  
                     Attachable Entity Profile
                           				Association—Associates a VMM domain with the physical network
                        			 infrastructure. An attachable entity profile (AEP) is a network interface
                        			 template that enables deploying VM controller policies on a large set of leaf
                        			 switch ports. An AEP specifies which switches and ports are available, and how
                        			 they are configured. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     VLAN Pool Association—A
                        			 VLAN pool specifies the VLAN IDs or ranges used for VLAN encapsulation that the
                        			 VMM domain consumes. 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            Virtual Machine
               	 Manager Domains
            

            
                An 
                  		APIC
                  		VMM domain profile is a policy that defines a VMM domain. The VMM domain policy
                  		is created in 
                  		APIC
                  		and pushed into the leaf switches. 
                  		
                  
                     ACI VMM
                        			 Domain VM Controller Integration
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               VMM domains provide
                  		the following: 
                  	 
               

               
                  	 
                     		  
                     A common layer
                        			 in the ACI fabric that enables scalable fault-tolerant support for multiple VM
                        			 controller platforms. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      VMM support for
                        			 multiple tenants within the ACI fabric. 
                        		  
                     
 
                     		
                  

               

                VMM domains contain
                  		VM controllers such as VMware vCenter or Microsoft SCVMM Manager and the
                  		credential(s) required for the ACI API to interact with the VM controller. A
                  		VMM domain enables VM mobility within the domain but not across domains. A
                  		single VMM domain can contain multiple instances of VM controllers but they
                  		must be the same kind. For example, a VMM domain can contain many VMware
                  		vCenters managing multiple controllers each running multiple VMs but it may not
                  		also contain SCVMM Managers. A VMM domain inventories controller elements (such
                  		as pNICs, vNICs, VM names, and so forth) and pushes policies into the
                  		controller(s), creating port groups, and other necessary elements. The ACI VMM
                  		domain listens for controller events such as VM mobility and responds
                  		accordingly. 
                  	 
               

            

         
      

   
      
         
            VMM Domain VLAN Pool
               	 Association
            

            
               VLAN pools represent
                  		blocks of traffic VLAN identifiers. A VLAN pool is a shared resource and can be
                  		consumed by multiple domains such as VMM domains and Layer 4 to Layer 7
                  		services. 
                  	 
               

               Each pool has an
                  		allocation type (static or dynamic), defined at the time of its creation. The
                  		allocation type determines whether the identifiers contained in it will be used
                  		for automatic assignment by the 
                  		APIC
                  		(dynamic) or set explicitly by the administrator (static). By default, all
                  		blocks contained within a VLAN pool have the same allocation type as the pool
                  		but users can change the allocation type for encapsulation blocks contained in
                  		dynamic pools to static. Doing so excludes them from dynamic allocation. 
                  	 
               

               A VMM domain can
                  		associate with only one dynamic VLAN pool. By default, the assignment of VLAN
                  		identifiers to EPGs that are associated with VMM domains is done dynamically by
                  		the 
                  		APIC.
                  		While dynamic allocation is the default and preferred configuration, an
                  		administrator can statically assign a VLAN identifier to an EPG instead. In
                  		that case, the identifiers used must be selected from encapsulation blocks in
                  		the VLAN pool associated with the VMM domain, and their allocation type must be
                  		changed to static.
                  	 
               

                The 
                  		APIC
                  		provisions VMM domain VLAN on leaf ports based on EPG events, either statically
                  		binding on leaf ports or based on VM events from controllers such as VMware
                  		vCenter or Microsoft SCVMM. 
                  	 
               

            

         
      

   
      
         
            VMM Domain EPG
               	 Association
            

            
                The ACI fabric
                  		associates tenant application profile EPGs to VMM domains, either automatically
                  		by an orchestration component such as Microsoft Azure, or by an 
                  		APIC
                  		administrator creating such configurations. An EPG can span multiple VMM
                  		domains and a VMM domain can contain multiple EPGs. 
                  		
                  
                     VMM Domain EPG
                        			 Association
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                In the illustration
                  		above, end points (EP) of the same color are part of the same end point group.
                  		For example, all the green EPs are in the same EPG even though they are in two
                  		different VMM domains. 
                  	 
               

                Refer to the latest
                  		Verified Scalability Guide for Cisco ACI document for virtual network and VMM
                  		domain EPG capacity information. 
                  		
                  
                     VMM Domain EPG
                        			 VLAN Consumption
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                           Note

                        
                        	
                            Multiple VMM
                              		  domains can connect to the same leaf switch if they do not have overlapping
                              		  VLAN pools on the same port. Similarly, the same VLAN pools can be used across
                              		  different domains if they do not use the same port of a leaf switch. 
                              		
                           

                        
                     

                  
 
                  	 
               

                EPGs can use multiple
                  		VMM domains in the following ways: 
                  	 
               

               
                  	 
                     		  
                      An EPG within a
                        			 VMM domain is identified by using an encapsulation identifier that is either
                        			 automatically managed by the 
                        			 APIC,
                        			 or statically selected by the administrator. An example is a VLAN, a Virtual
                        			 Network ID (VNID). 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      An EPG can be
                        			 mapped to multiple physical (for baremetal servers) or virtual domains. It can
                        			 use different VLAN or VNID encapsulations in each domain. 
                        		  
                     
 
                     		
                  

               

                
                  		
                  
                     
                        	
                           Note

                        
                        	
                           By default, the 
                              		  APIC
                              		  dynamically manages allocating a VLAN for an EPG. VMware DVS administrators
                              		  have the option to configure a specific VLAN for an EPG. In that case, the VLAN
                              		  is chosen from a static allocation block within the pool associated with the
                              		  VMM domain. 
                              		
                           

                        
                     

                  
 
                  	 
               

                Applications can be
                  		deployed across VMM domains. 
                  		
                  
                     Multiple VMM Domains and
                           			 Scaling of EPGs in the Fabric
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               While live migration
                  		of VMs within a VMM domain is supported, live migration of VMs across VMM
                  		domains is not supported. 
                  	 
               

            

         
      

   
      
         
            About Trunk Port Group

            
               
                  			
                  			
                  			
                  			
                  A trunk port group is used to aggregate the traffic of EPGs. Currently, it is supported under a VMware domain only. The trunk
                     port group’s naming scheme does not follow an EPG’s T|A|E format. The name can be any ASCII string, as a trunk port group
                     is not tenant-aware. 
                  

                  			
                  The aggregation of EPGs under the same domain is based on a VLAN range, which is specified as encapsulation blocks contained
                     in the trunk port group. Whenever a EPG’s encapsulation is changed or a trunk port group’s encapsulation block is changed,
                     the aggregation will be re-evaluated to determine if the EGP should be aggregated. A trunk port group controls the deployment
                     in leafs of network resources, such as VLANs, allocated to EPGs being aggregated, including both the base EPG and uSeg EPG.
                     In the case of a uSeg EPG, the trunk port group’s VLAN ranges need to include both the primary and secondary VLANs. 
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              				
                              
                              Cisco ACI does not support IP fragmentation. Therefore, when you configure Layer 3 Outside (L3Out) connections to external
                                 routers, or multipod connections through an Inter-Pod Network (IPN), it is critical that the MTU is set appropriately on both
                                 sides. On some platforms, such as ACI, Cisco NX-OS, and Cisco IOS, the configurable MTU value takes into account the IP headers (resulting in a max packet size to be set as
                                 9216 bytes for ACI and 9000 for NX-OS and IOS). However, other platforms such as IOS-XR configure the MTU value exclusive
                                 of packet headers (resulting in a max packet size of 8986 bytes). 
                              

                              				
                              For the appropriate MTU values for each platform, see the relevant configuration guides. 

                              				
                              Cisco highly recommends you test the MTU using CLI-based commands. For example, on the Cisco NX-OS CLI, use a command such as ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet 1/1.
                              

                              			
                           

                        
                     

                  

                  			
                  
                     
                        	
                           Caution

                        
                        	
                           
                              				
                              				
                              If you install 1 Gigabit Ethernet (GE) or 10GE links between the leaf and spine switches in the fabric, there is risk of packets
                                 being dropped instead of forwarded, because of inadequate bandwidth. To avoid the risk, use 40GE or 100GE links between the
                                 leaf and spine switches.
                              

                              			
                           

                        
                     

                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              				
                              				
                              Multiple Spanning Tree (MST) is not supported on interfaces configured with the Per Port VLAN feature (configuring multiple
                                 EPGs on a leaf switch using the same VLAN ID with localPort scope).
                              

                              			
                           

                        
                     

                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              				
                              If you are using Cisco ACI Multi-Site with this Cisco APIC cluster/fabric, look for a cloud icon on the object names in the navigation bar. This indicates that the information is derived
                                 from Multi-Site. It is recommended to only make changes from the Multi-Site GUI. Please review the Multi-Site documentation before making changes here.
                              

                              			
                           

                        
                     

                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              				
                              For a Cisco APIC REST API query of event records, the APIC system limits the response to a maximum of 500,000 event records. If the response is more than 500,000 events, it returns
                                 an error. Use filters to refine your queries. For more information, see Composing Query Filter Expressions.
                              

                              			
                           

                        
                     

                  

                  		
               
               
                  			
                  For more information, see

                  			
                  
                     	
                        					
                        Creating a Trunk Port Group Using the GUI

                        				
                     

                     	
                        					
                        Creating a Trunk Port Group Using the NX-OS Style CLI

                        				
                     

                     	
                        					
                        Creating a Trunk Port Group Using the REST API

                        				
                     

                  

                  		
               
            

         
      

   
      
         
            Attachable Entity
               	 Profile
            

            
               The ACI fabric
                  		provides multiple attachment points that connect through leaf ports to various
                  		external entities such as bare metal servers, virtual machine hypervisors,
                  		Layer 2 switches (for example, the Cisco UCS fabric interconnect), or Layer 3
                  		routers (for example Cisco Nexus 7000 Series switches). These attachment points
                  		can be physical ports, FEX ports, port channels, or a virtual port channel
                  		(vPC) on leaf switches. 
                  	 
               

               
                  
                     	
                        Note

                     
                     	
                        
                           When creating a VPC domain between two leaf switches, both switches must be in the same switch generation, one of the following:

                           
                              	
                                 					
                                 Generation 1 - Cisco Nexus N9K switches without “EX” or "FX" on the end of the switch name; for example, N9K-9312TX

                                 				
                              

                              	
                                 					
                                 Generation 2 – Cisco Nexus N9K switches with “EX” or "FX" on the end of the switch model name; for example, N9K-93108TC-EX

                                 					
                                 				
                              

                           
 Switches such as these two are not compatible VPC peers. Instead, use switches of the same generation.
                        

                     
                  

               

                An Attachable Entity Profile (AEP) represents a group of external entities with similar infrastructure policy requirements.
                  The infrastructure policies consist of physical interface policies that configure various protocol options, such as Cisco
                  Discovery Protocol (CDP), Link Layer Discovery Protocol (LLDP), or Link Aggregation Control Protocol (LACP). 
               

                An AEP is required to
                  		deploy VLAN pools on leaf switches. Encapsulation blocks (and associated VLANs)
                  		are reusable across leaf switches. An AEP implicitly provides the scope of the
                  		VLAN pool to the physical infrastructure. 
                  	 
               

               The following AEP requirements and dependencies must be accounted for in various configuration scenarios, including network
                  connectivity,  VMM domains, and multipod configuration: 
               

               
                  	 
                     		  
                      The AEP defines
                        			 the range of allowed VLANS but it does not provision them. No traffic flows
                        			 unless an EPG is deployed on the port. Without defining a VLAN pool in an AEP,
                        			 a VLAN is not enabled on the leaf port even if an EPG is provisioned. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      A particular VLAN
                        			 is provisioned or enabled on the leaf port that is based on EPG events either
                        			 statically binding on a leaf port or based on VM events from external
                        			 controllers such as VMware vCenter or Microsoft Azure Service Center Virtual
                        			 Machine Manager (SCVMM). 
                        		  
                     
 
                     		
                  

                  	
                     				
                     Attached entity profiles can be associated directly with application EPGs, which deploy the associated application EPGs to
                        all those ports associated with the attached entity profile. The AEP has a configurable generic function (infraGeneric), which
                        contains a relation to an EPG (infraRsFuncToEpg) that is deployed on all interfaces that are part of the selectors that are
                        associated with the attachable entity profile.
                     

                     			
                  

               

                A virtual machine
                  		manager (VMM) domain automatically derives physical interface policies from the
                  		interface policy groups of an AEP. 
                  	 
               

                An override policy at
                  		the AEP can be used to specify a different physical interface policy for a VMM
                  		domain. This policy is useful in scenarios where a VM controller is connected
                  		to the leaf switch through an intermediate Layer 2 node, and a different policy
                  		is desired at the leaf switch and VM controller physical ports. For example,
                  		you can configure LACP between a leaf switch and a Layer 2 node. At the same
                  		time, you can disable LACP between the VM controller and the Layer 2 switch by
                  		disabling LACP under the AEP override policy. 
                  	 
               

            

         
      

   
      
         
            EPG Policy
               	 Resolution and Deployment Immediacy
            

            
               Whenever an EPG associates to a VMM domain, the administrator can choose the resolution and deployment preferences to specify
                  when a policy should be pushed into leaf switches. 
               

               
                  Resolution Immediacy
 
                  		 
                  		
                  
                     	
                        					
                        			 
                        Pre-provision—Specifies that a policy (for example, VLAN, VXLAN binding, contracts, or filters) is downloaded to a leaf switch
                           even before a VM controller is attached to the virtual switch (for example, VMware VDS). This pre-provisions the configuration
                           on the switch. 
                        

                        					
                        This helps the situation where management traffic for hypervisors/VM controllers are also using the virtual switch associated
                           to APIC VMM domain (VMM switch).
                        

                        					
                        Deploying a VMM policy such as VLAN on ACI leaf switch requires APIC to collect CDP/LLDP information from both hypervisors via VM controller and ACI leaf switch. However if VM Controller is supposed to use the same VMM policy (VMM switch) to communicate with its hypervisors
                           or even APIC, the CDP/LLDP information for hypervisors can never be collected because the policy required for VM controller/hypervisor
                           management traffic is not deployed yet. 
                        

                        					
                        When using pre-provision immediacy, policy is downloaded to ACI leaf switch regardless of CDP/LLDP neighborship. Even without a hypervisor host connected to the VMM switch.
                        
 
                        		  
                     

                     	
                        					 
                        			 
                        Immediate—Specifies that EPG policies (including contracts and filters) are downloaded to the associated leaf switch software
                           upon ESXi host attachment to a DVS. LLDP or OpFlex permissions are used to resolve the VM controller to leaf node attachments.
                           
                        
 
                        			 
                        The policy will
                           				be downloaded to leaf when you add host to the VMM switch. CDP/LLDP
                           				neighborship from host to leaf is required. 
                           			 
                        
 
                        		  
                     

                     	
                        					 
                        			 
                        On Demand—Specifies that a policy (for example, VLAN, VXLAN bindings, contracts, or filters) is pushed to the leaf node only
                           when an ESXi host is attached to a DVS and a VM is placed in the port group (EPG). 
                        
 
                        			 
                        The policy will
                           				be downloaded to leaf when host is added to VMM switch and virtual machine
                           				needs to be placed into port group (EPG). CDP/LLDP neighborship from host to
                           				leaf is required. 
                           			 
                        
 
                        			 
                        With both
                           				immediate and on demand, if host and leaf lose LLDP/CDP neighborship the
                           				policies are removed. 
                           			 
                        
 
                        		  
                     

                  
 
                  	 
               
               
                  Deployment Immediacy
 
                  		 
                  		
                  Once the policies are downloaded to the leaf software, deployment immediacy can specify when the policy is pushed into the
                     hardware policy content-addressable memory (CAM). 
                  
 
                  		
                  
                     	 
                        			 
                        Immediate—Specifies that the policy is programmed in the hardware policy CAM as soon as the policy is downloaded in the leaf
                           software. 
                        
 
                        		  
                     

                     	 
                        			 
                        On demand—Specifies that the policy is programmed in the hardware policy CAM only when the first packet is received through
                           the data path. This process helps to optimize the hardware space. 
                        
 
                        		  
                     

                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				When you use on demand deployment immediacy with MAC-pinned VPCs, the EPG contracts are not pushed to the leaf ternary
                              content-addressble memory (TCAM) until the first endpoint is learned in the EPG on each leaf. This can cause uneven TCAM utilization
                              across VPC peers. (Normally, the contract would be pushed to both peers.)
                           

                        
                     

                  
 
                  	 
               
            

         
      

   
      
         
             Guidelines for
               	 Deleting VMM Domains
            

            
                Follow the sequence
                  		below to assure that the 
                  		APIC
                  		request to delete a VMM domain automatically triggers the associated VM
                  		controller (for example VMware vCenter or Microsoft SCVMM) to complete the
                  		process normally, and that no orphan EPGs are stranded in the ACI fabric. 
                  	 
               

               
                  	 
                     		  
                     The VM
                        			 administrator must detach all the VMs from the port groups (in the case of
                        			 VMware vCenter) or VM networks (in the case of SCVMM), created by the APIC. 
                        		  
                     
 
                     		  
                     In the case of
                        			 Cisco AVS, the VM admin also needs to delete vmk interfaces associated with the
                        			 Cisco AVS. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     The ACI
                        			 administrator deletes the VMM domain in the 
                        			 APIC.
                        			 The 
                        			 APIC
                        			 triggers deletion of VMware VDS or Cisco AVS or SCVMM logical switch and
                        			 associated objects. 
                        		  
                     
 
                     		  
                      
                        			 
                        
                           
                              	
                                 Note

                              
                              	
                                  The VM
                                    				administrator should not delete the virtual switch or associated objects (such
                                    				as port groups or VM networks); allow the 
                                    				APIC
                                    				to trigger the virtual switch deletion upon completion of step 2 above. EPGs
                                    				could be orphaned in the 
                                    				APIC
                                    				if the VM administrator deletes the virtual switch from the VM controller
                                    				before the VMM domain is deleted in the 
                                    				APIC.
                                    				
                                    			 
                                 

                              
                           

                        
 
                        		  
                     
 
                     		
                  

               

               If this sequence is
                  		not followed, the VM controller does delete the virtual switch associated with
                  		the 
                  		APIC
                  		VMM domain. In this scenario, the VM administrator must manually remove the VM
                  		and vtep associations from the VM controller, then delete the virtual
                  		switch(es) previously associated with the 
                  		APIC
                  		VMM domain. 
                  	 
               

            

         
      

   
      
         
            About NetFlow with Virtual Machine Networking

            
               The NetFlow technology provides the metering base for a key set of applications, including network traffic accounting, usage-based
                  network billing, network planning, as well as denial of services monitoring, network monitoring, outbound marketing, and data
                  mining for both service providers and enterprise customers. Cisco provides a set of NetFlow applications to collect NetFlow
                  export data, perform data volume reduction, perform post-processing, and provide end-user applications with easy access to
                  NetFlow data. If you have enabled NetFlow monitoring of the traffic flowing through your datacenters, this feature enables
                  you to perform the same level of monitoring of the traffic flowing through the Cisco Application Centric
                     				  Infrastructure (Cisco ACI) fabric.
               

               Instead of hardware directly exporting the records to a collector, the records are processed in the supervisor engine and
                  are exported to standard NetFlow collectors in the required format.
               

               For more information about NetFlow, see the Cisco APIC and NetFlow knowledge base article.
               

            

         
      

   
      
         
            About NetFlow Exporter Policies with Virtual Machine Networking

            
               A virtual machine manager exporter policy (netflowVmmExporterPol) describes information about the data collected for a flow
                  that is sent to the reporting server or NetFlow collector. A NetFlow collector is an external entity that supports the standard
                  NetFlow protocol and accepts packets marked with valid NetFlow headers.
               

               An exporter policy has the following properties:

               
                  	
                     
                     VmmExporterPol.dstAddr—This mandatory property specifies the IPv4 or IPv6 address of the NetFlow collector that accepts the NetFlow flow packets.
                        This must be in the host format (that is, "/32" or "/128"). An IPv6 address is supported in vSphere Distributed Switch (vDS)
                        version 6.0 and later.
                     

                     
                  

                  	
                     
                     VmmExporterPol.dstPort—This mandatory property specifies the port on which the NetFlow collector application is listening on, which enables the
                        collector to accept incoming connections.
                     

                     
                  

                  	
                     
                     VmmExporterPol.srcAddr—This optional property specifies the IPv4 address that is used as the source address in the exported NetFlow flow packets.
                     

                     
                  

               

            

         
      

   
      
         
            NetFlow Support with VMware vSphere Distributed Switch

            
               The VMware vSphere Distributed Switch (VDS) supports NetFlow with the following caveats:

               
                  	
                     
                     The external collector must be reachable through the ESX. ESX does not support virtual routing and forwardings (VRFs). 

                     
                  

                  	
                     
                     A port group can enable or disable NetFlow.

                     
                  

                  	
                     
                     VDS does not support flow-level filtering.

                     
                  

               

               Configure the following VDS parameters in VMware vCenter:

               
                  	
                     
                     Collector IP address and port. IPv6 is supported on VDS version 6.0 or later. These are mandatory.

                     
                  

                  	
                     
                     Source IP address. This is optional.

                     
                  

                  	
                     
                     Active flow timeout, idle flow timeout, and sampling rate. These are optional.

                     
                  

               

            

         
      

   
      
         
            NetFlow Support with Cisco Application Virtual Switch

            
               The Cisco Application Virtual Switch (AVS) supports NetFlow with the following caveats:

               
                  	
                     
                     The external collector must be reachable through the ESX. ESX does not support virtual routing and forwardings (VRFs). 

                     
                  

                  	
                     
                     A port group can enable or disable NetFlow and specify the direction of the traffic to be collected.

                     
                  

                  	
                     
                     Cisco AVS does not support flow-level filtering.

                     
                  

               

            

         
      

   
      
         
            Chapter 3. Cisco ACI with VMware VDS Integration
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	Configuring Virtual Machine Networking Policies

                  	Creating a VMM Domain Profile

                  	Creating VDS Uplink Port Groups

                  	Creating a Trunk Port Group Using the GUI

                  	Creating a Trunk Port Group Using the NX-OS Style CLI

                  	Creating a Trunk Port Group Using the REST API

                  	Troubleshooting the Cisco ACI and VMware VMM System Integration

               

            
            
         
      

   
      
         
            Configuring Virtual
               	 Machine Networking Policies
            

            
               Cisco APIC integrates with third-party VM managers (VMMs) (for example, VMware vCenter) to extend the benefits of Cisco ACI to the virtualized infrastructure. Cisco APIC enables Cisco ACI policies inside the VMM system to be used by its administrator. 
               

               The following modes of
                  		Cisco 
                  		ACI
                  		and VMware VMM integration are supported: 
                  	 
               

               
                  	 
                     		  
                      VMware VDS—When integrated with Cisco ACI, the VMware vSphere Distributed Switch (VDS) enables you to configure VM networking in the ACI fabric. 
                     
 
                     		
                  

                  	
                     				
                     				
                     Cisco ACI Virtual Edge—For information about how to install and configure Cisco ACI Virtual Edge, see the Cisco ACI Virtual Edge Installation Guide  and the Cisco ACI Virtual Edge Configuration Guide on Cisco.com .
                     

                     			
                  

                  	 
                     		  
                     Cisco Application Virtual Switch (AVS)—For information about how to install and configure Cisco AVS with Cisco ACI, see Cisco AVS documentation on Cisco.com. 
                     
 
                     		
                  

               

            

            
            
               
                  	APIC Supported VMware VDS Versions

                  	Mapping ACI and VMware Constructs

               

            
            
         
      

   
      
         
            APIC Supported
               	 VMware VDS Versions
            

            
               
                  			
                  
                     
                     
                        
                        
                        
                        
                        
                     
                     
                        
                           	
                              								
                              Version

                              							
                           
                           	
                              								
                              Release 5.1 

                              							
                           
                           	
                              								
                              Release 5.5 

                              							
                           
                           	
                              								
                              Release 6.0 

                              							
                           
                           	
                              								
                              Release 6.5

                              							
                           
                        

                     
                     
                        
                           	
                              								
                              VMware VDS 

                              							
                           
                           	
                              								
                              Supported 

                              							
                           
                           	
                              								
                              Supported

                              							
                           
                           	
                              								
                              Supported 

                              							
                           
                           	
                              								
                               Supported 

                              							
                           
                        

                        
                           	
                              								
                              VMware vCenter 

                              							
                           
                           	
                              								
                              Supported 

                              							
                           
                           	
                              								
                              Supported 

                              							
                           
                           	
                              								
                              Supported 

                              							
                           
                           	
                              								
                              Supported 

                              							
                           
                        

                     
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                               When adding additional VMware ESXi hosts to the VMM domain with VMware vSphere Distributed Switch (VDS), ensure that the
                                 version of ESXi host is compatible with the Distributed Virtual Switch (DVS) version already deployed in the vCenter. For
                                 more information about VMware VDS compatibility requirements for ESXi hosts, see the VMware documentation. 
                              

                              				
                               If the ESXi host version is not compatible with the existing DVS version, vCenter will not be able to add the ESXi host to
                                 the DVS, and an incompatibility error will occur. Modification of the existing DVS version setting from the Cisco APIC is
                                 not possible. To lower the DVS version in the vCenter, you need to remove and reapply the VMM domain configuration with a
                                 lower setting. 
                              

                              			
                           

                        
                     

                  

                  			
                  			
                  
                     
                        	
                           Important

                        
                        	
                           If you have ESXi 6.5 hosts running UCS B-Series or C-Series server with VIC cards, some of the vmnics may go down on a port
                              state event, such as a link flap or a TOR reload. To prevent this problem, do not use the default eNIC driver but install
                              it from the VMware website: https://my.vmware.com/web/vmware/details?downloadGroup=DT-ESXI65-CISCO-NENIC-1020&productId=614.
                           

                        
                     

                  

                  		
               
            

            
            
               
                  	Guidelines for Upgrading VMware DVS from 5.x to 6.x and VMM Integration

               

            
            
         
      

   
      
         
             Guidelines for
               	 Upgrading VMware DVS from 5.x to 6.x and VMM Integration 
            

            
                This section
                  		describes the guidelines for upgrading VMware Distributed Virtual Switch (DVS)
                  		from 5.x to 6.x and VMM integration. 
                  	 
                  	 
               

               
                  	 
                     		  
                      DVS versioning is only applicable to the VMware DVS and not the Cisco Application Virtual Switch (AVS). DVS upgrades are
                        initiated from VMware vCenter, or the relevant orchestration tool and not ACI. The Upgrade Version option appears grayed out for AVS switches within vCenter. 
                     
 
                     		
                  

                  	 
                     		  
                      If you are
                        			 upgrading the DVS from 5.x to 6.x, you must upgrade the vCenter Server to
                        			 version 6.0 and all hosts connected to the distributed switch to ESXi 6.0. For
                        			 full details on upgrading your vCenter and Hypervisor hosts, see VMware's
                        			 upgrade documentation. To upgrade the DVS go to the Web Client: 
                        			 Home > Networking > DatacenterX > DVS-X > Actions
                              				  Menu > Upgrade Distributed Switch. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      There is no
                        			 functional impact on the DVS features, capability, performance and scale if the
                        			 DVS version shown in vCenter does not match the VMM domain DVS version
                        			 configured on the 
                        			 APIC.
                        			 The 
                        			 APIC
                        			 and VMM Domain DVS Version is only used for initial deployment. 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            Creating a VMM
               	 Domain Profile
            

            
               VMM domain profiles specify connectivity policies that enable virtual machine controllers to connect to the Cisco ACI fabric.
                  They group VM controllers with similar networking policy requirements. For example, VM controllers can share VLAN pools and
                  application endpoint groups (EPGs). The Cisco APIC communicates with the controller to publish network configurations such
                  as port groups that are then applied to the virtual workloads. For details, see the Cisco Application Centric Infrastructure Fundamentals on Cisco.com.
               

               Beginning with Cisco APIC Release 3.1(1), you also can create a read-only VMM domain. A read-only VMM domain enables you to
                  view inventory information for a VDS in the VMware vCenter that Cisco APIC does not manage. Procedures to configure a read-only
                  VMM domain differ slightly from procedures to create other VMM domains. However, the same workflow and prerequisites apply.
               

               
                  
                     	
                        Note

                     
                     	
                        In this section, examples of a VMM domain are vCenter domain. 

                     
                  

               

            

            
            
               
                  	GUI Tasks

                  	Prerequisites for Creating a VMM Domain Profile

                  	vCenter Domain Operational Workflow

                  	Creating a Read-Only VMM Domain

                  	Endpoint Retention Configuration

               

            
            
         
      

   
      
         
            Prerequisites for
               	 Creating a VMM Domain Profile
            

            
                To configure a VMM domain profile, you must meet the following prerequisites:  

               
                  	
                     				
                     All fabric nodes are discovered and configured. 

                     			
                  

                  	
                     				
                     Inband (inb) or out-of-band (oob) management has been configured on the APIC. 

                     			
                  

                  	
                     				
                     A Virtual Machine Manager (VMM) is installed, configured, and reachable through the inb/oob management network (for example,
                        a vCenter). 
                     

                     			
                  

               

            

         
      

   
      
         
            vCenter Domain
               	 Operational Workflow
            

            
               
                  A Sequential Illustration of the vCenter Domain Operational Workflow
                  
[image: images/349378.jpg]



               
               The APIC administrator configures the vCenter domain policies in the APIC. The APIC administrator provides the following vCenter connectivity information:  
               

               
                  	
                     				
                     The vCenter IP address, vCenter credentials, VMM domain policies, and VMM domain SPAN 

                     			
                  

                  	
                     				
                     Policies (VLAN pools, domain type such as VMware VDS, Cisco Nexus 1000V switch) 

                     			
                  

                  	
                     				
                     Connectivity to physical leaf inerfaces (using attach entity profiles) 

                     			
                  

               

               
                  	
                     		  
                     The 
                        			 APIC
                        			 automatically connects to the vCenter.
                        		  
                     

                     		
                  

                  	
                     				
                     		  
                     The APIC creates the VDS—or uses an existing VDS if there is one already created—matching the name of the VMM domain.
                     

                     		  
                     
                        
                           	
                              Note

                           
                           	
                              If you use an existing VDS, the VDS must be inside a folder with the same name.

                           
                        

                     

                     				
                     
                        
                           	
                              Note

                           
                           	
                              If you want to see an existing VDS from the vCenter, you can do so by specifying the Read Only Mode in the Access Mode area when you create a VMM domain with the same name as the VDS in vCenter using the Cisco APIC. This VMM in Read Only Mode is not managed by APIC. You may not be able to modify any properties of this VMM domain except vCenter user credentials and
                                 vCenter IP address.
                              

                           
                        

                     

                     		
                  

                  	
                     		  
                     The vCenter administrator or the compute management tool adds the
                        			 ESX host or hypervisor to the 
                        			 APIC
                        			 VDS and assigns the ESX host hypervisor ports as uplinks on the 
                        			 APIC
                        			 VDS. These uplinks must connect to the ACI leaf switches. 
                        		  
                     

                     		
                  

                  	
                     		  
                     The 
                        			 APIC
                        			 learns the location of the hypervisor host to the leaf connectivity using LLDP
                        			 or CDP information of the hypervisors. 
                        		  
                     

                     		
                  

                  	
                     		  
                     The 
                        			 APIC
                        			 administrator creates and associates application EPG policies. 
                        		  
                     

                     		
                  

                  	
                     		  
                     The 
                        			 APIC
                        			 administrator associates EPG policies to VMM domains.
                        		  
                     

                     		
                  

                  	
                     		  
                     The 
                        			 APIC
                        			 automatically creates port groups in the VMware vCenter under the VDS. This
                        			 process provisions the network policy in the VMware vCenter. 
                        		  
                     

                     		  
                     
                        
                           	
                              Note

                           
                           	
                               
                                 			 
                                 
                                    	 
                                       				  
                                       The port group name is a concatenation of the tenant name, the
                                          					 application profile name, and the EPG name. 
                                          				  
                                       
 
                                       				
                                    

                                    	 
                                       				  
                                        The port group is created under the VDS, and it was created
                                          					 earlier by the 
                                          					 APIC.
                                          					 
                                          				  
                                       
 
                                       				
                                    

                                 
 
                                 		  
                              

                           
                        

                     

                     		
                  

                  	
                     		  
                     The vCenter administrator or the compute management tool
                        			 instantiates and assigns VMs to the port groups. 
                        		  
                     

                     		
                  

                  	
                     		  
                     The 
                        			 APIC
                        			 learns about the VM placements based on the vCenter events. The 
                        			 APIC
                        			 automatically pushes the application EPG and its associated policy (for
                        			 example, contracts and filters) to the ACI fabric.
                        		  
                     

                     		
                  

               

            

            
            
               
                  	Creating a vCenter Domain Profile Using the GUI

               

            
            
         
      

   
      
         
            Creating a Read-Only VMM Domain

            
               Beginning in Cisco APIC Release 3.1(1), you can create a read-only VMM domain. Doing so enables you to view inventory information
                  for a VDS in the VMware vCenter that Cisco APIC does not manage.
               

               After you create the read-only VMM domain, you can view hypervisors, VMs, NIC status, and other inventory information, as
                  with regular VMM domains. You can associate an EPG to the VMM domain and configure policies for it. However, policies are
                  not pushed from the read-only VMM domain to the VDS. Also, no faults are raised for a read-only VMM domain.
               

               You can create a read-only VMM domain using the Cisco APIC GUI, the NX-OS style CLI, or REST API. See the following sections
                  in this guide for instructions:
               

               
                  	
                     
                     Creating a Read-Only VMM Domain Using the Cisco APIC GUI

                     
                  

                  	
                     
                     Creating a Read-Only VMM Domain Using the REST API

                     
                  

                  	
                     
                     Creating a Read-Only VMM Domain Using the NX-OS Style CLI

                     
                  

               

            

            
            
               
                  	Creating a Read-Only VMM Domain Using the Cisco APIC GUI

               

            
            
         
      

   
      
         
            Endpoint Retention Configuration

            
               After you create a vCenter domain, you can configure endpoint retention. This feature enables you to delay the deletion of
                  an endpoint, reducing the chances of dropped traffic. 
               

               You configure endpoint retention in the APIC GUI or with the NX-OS style CLI or the REST API. For information, see the following
                  sections in this guide:
               

               
                  	
                     
                     Configuring Endpoint Retention Using the GUI

                     
                  

                  	
                     
                     Configuring Endpoint Retention Using the NX-OS Style CLI

                     
                  

                  	
                     
                     Configuring Endpoint Retention Using the REST API

                     
                  

               

            

            
            
               
                  	Configuring Endpoint Retention Using the GUI

                  	Configuring Endpoint Retention Using the NX-OS Style CLI

               

            
            
         
      

   
      
         
            Creating VDS Uplink
               	 Port Groups
            

            
               Each VMM domain
                  		appears in the vCenter as a vSphere Distributed Switch (VDS). The
                  		virtualization administrator associates hosts to the VDS created by the 
                  		APIC
                  		and selects which vmnics to use for the specific VDS. The configuration of the
                  		VDS uplinks are performed from the 
                  		APIC
                  		controller by changing the vSwitch configuration from the Attach Entity Profile
                  		(AEP) that is associated with the VMM domain. You can find the AEP in the 
                  		APIC
                  		GUI in the Fabric Access Policies configuration area. 
                  	 
               

               
                  
                     	
                        Note

                     
                     	
                        
                           		
                           When working with 
                              		  ACI
                              		  and vSphere VMM integration, Link Aggregation Groups (LAGs) are not a supported
                              		  method of creating interface teams on distributed switches created by the 
                              		  APIC.
                              		  The 
                              		  APIC
                              		  pushes the necessary interface teaming configuration based on the settings in
                              		  the Interface Policy Group and/or AEP vSwitch policy. It is not supported or
                              		  required to manually create interface teams in vCenter. 
                              		
                           

                           	 
                        

                     
                  

               

            

         
      

   
      
         
            Guidelines for Cisco
               	 UCS B-Series Servers
            

            
               When integrating blade
                  		server systems into Cisco ACI for purposes of VMM integration (for example,
                  		integrating Cisco UCS blade servers or other non-Cisco blade servers) you must
                  		consider the following guidelines: 
                  	 
               

               
                  
                     	
                        Note

                     
                     	
                        This example shows how to configure a port channel access policy for integrating Cisco UCS blade servers. You can use similar
                           steps to set up a virtual port channel or individual link access policies depending upon how your Cisco UCS blade server uplinks
                           are connected to the fabric. If no port channel is explicitly configured on the APIC for the UCS blade server uplinks, the default behavior will be mac-pinning.
                        

                     
                  

               

               
                  	 
                     		  
                     The VM endpoint
                        			 learning relies on either the CDP or LLDP protocol. If supported, CDP must be
                        			 enabled all the way from the leaf switch port through any blade switches and to
                        			 the blade adapters. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Ensure the
                        			 management address type, length, and value (TLV) is enabled on the blade switch
                        			 (CDP or LLDP protocol) and advertised towards servers and fabric switches.
                        			 Configuration of management TLV address must be consistent across CDP and LLDP
                        			 protocols on the blade switch. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     The 
                        			 APIC
                        			 does not manage fabric interconnects and the blade server, so any UCS specific
                        			 policies such as CDP or port channel policies must be configured from the UCS
                        			 Manager. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     VLANs defined in
                        			 the VLAN pool used by the attachable access entity profile on the 
                        			 APIC,
                        			 must also be manually created on the UCS and allowed on the appropriate uplinks
                        			 connecting to the fabric. This must include the infrastructure VLAN if
                        			 applicable. For details, see the 
                        			 Cisco UCS
                           				Manager GUI Configuration Guide. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     When you are
                        			 working with the Cisco UCS B-series server and using an 
                        			 APIC
                        			 policy, Link Layer Discovery Protocol (LLDP) is not supported. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Cisco Discovery Protocol (CDP) is disabled by default in Cisco UCS Manager. In Cisco UCS Manager, you must enable CDP by creating
                        a Network Control Policy. 
                     
 
                     		
                  

                  	 
                     		  
                      Do not enable
                        			 fabric failover on the adapters in the UCS server service profiles. Cisco
                        			 recommends that you allow the hypervisor to handle failover at the virtual
                        			 switch layer so that load balancing of traffic is appropriately performed. 
                        		  
                     
 
                     		
                  

               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                           
                              				Symptom: The change of management IP of the unmanaged node such as blade switch or fabric interconnect gets updated in
                              the VMware vCenter, but the VMware vCenter does not send any events to APIC. 
                           
 
                           		
                           Condition: This
                              		  causes the 
                              		  APIC
                              		  to be out of sync with VMware vCenter. 
                              		
                           
 
                           		
                           Workaround: You need
                              		  to trigger an inventory pull for the VMware vCenter controller that manages ESX
                              		  servers behind the unmanaged node. 
                              		
                           
 
                           	 
                        

                     
                  

               

            

         
      

   
      
         
            Troubleshooting the
               	 Cisco ACI and VMware VMM System Integration
            

            
               For troubleshooting
                  		information, see the following links: 
                  	 
               

               
                  	
                     		  
                     Cisco APIC Troubleshooting Guide
                        		  
                     

                     		
                  

                  	
                     		  
                      
                        			 ACI Troubleshooting Book 
                        		  
                     

                     		
                  

               

            

         
      

   
      
         
            Custom User Account
               	 with Minimum VMware vCenter Privileges
            

            
               This allows the APIC to send VMware API commands to vCenter to allow the creation of the DVS/AVS, creation of the VMK interface (AVS), publish
                  port groups and relay all necessary alerts. 
               

               To configure the
                  		vCenter from Cisco 
                  		APIC,
                  		your credentials must allow the following minimum set of privileges within the
                  		vCenter: 
                  	 
               

               
                  	 
                     		  
                     Alarms

                     				
                     APIC creates two alarms on the folder. One for DVS and another for port-group. The alarm is raised when the EPG or Domain policy
                        is deleted on APIC, but for port-group or DVS it cannot be deleted due to the VMs are attached.
                     
 
                     		
                  

                  	 
                     		  
                     Distributed Switch
                        				
                     
 
                     		
                  

                  	 
                     		  
                     dvPort Group
                        				
                     
 
                     		
                  

                  	 
                     		  
                     Folder
                        				
                     
 
                     		
                  

                  	
                     				
                     Network
                        				
                     

                     				
                     APIC manages the network settings such as add or delete port-groups, setting host/DVS MTU, LLDP/CDP, LACP etc.
                     

                     			
                  

                  	 
                     		  
                     Host
                        				
                     

                     				
                     If you use AVS in addition to above, you need the Host privilege on the data center where APIC will create DVS.
                     
 
                     		  
                     
                        	
                           						
                           Host.Configuration.Advanced settings

                           				
                           			 
                        

                        	 
                           				
                           Host.Local operations.Reconfigure virtual machine
 
                           			 
                        

                        	 
                           				
                           Host.Configuration.Network configuration
                              						
                           

                           						
                           This is needed for AVS and the auto-placement feature for virtual Layer 4 to Layer 7 Service VMs. For AVS, APIC creates VMK interface and places it in ‘vtep’ port-group which is used for OpFlex.
                           
 
                           			 
                        

                     
 
                     		
                  

                  	
                     				
                     Virtual machine
                        				
                     

                     				
                     If you use Service Graph in addition to above, you need the Virtual machine privilege for the virtual appliances which will
                        be used for Service Graph.
                     

                     				
                     
                        	
                           						
                           Virtual machine.Configuration.Modify device settings
                              						
                           

                           					
                        

                        	
                           						
                           Virtual machine.Configuration.Settings
                              						
                           

                           					
                        

                     

                     			
                  

               

            

         
      

   
      
         
            Quarantine Port
               	 Groups
            

            
                The quarantine port
                  		group feature provides a method to clear port group assignments under certain
                  		circumstances. In the VMware vCenter, when a VMware vSphere Distributed Switch
                  		(VDS) is created, a quarantine port group is created in the VDS by default. The
                  		quarantine port group default policy is to block all ports. 
                  	 
               

               As part of integration
                  		with Layer 4 to Layer 7 virtual service appliances, such as a load balancer or
                  		firewall, the Application Policy Infrastructure Controller (APIC) creates
                  		service port groups in vCenter for service stitching and orchestrates placement
                  		of virtual appliances, such as service virtual machines (VMs), in these service
                  		port groups as part of the service graph rendering mechanism. When the service
                  		graph is deleted, the service VMs are automatically moved to the quarantine
                  		port group. This auto-move to a quarantine port group on delete is only done
                  		for service VMs, which are orchestrated by the APIC. 
                  	 
               

               You can take further
                  		action with the port in quarantine port group as desired. For example, you can
                  		migrate all of the ports from the quarantine port group to another port group,
                  		such as a VM network.
                  	 
               

               The quarantine port group mechanism is not applicable to regular tenant
                  		endpoint groups (EPGs) and their associated port groups and tenant VMs.
                  		Therefore, if the tenant EPG is deleted, any tenant VMs present in the
                  		associated port group remains intact and they will not be moved to the
                  		quarantine port group. The placement of tenant VMs into the tenant port group
                  		is outside the realm of the APIC.
                  	 
               

            

         
      

   
      
         
            On-Demand VMM
               	 Inventory Refresh
            

            
               Triggered Inventory
                  		provides a manual trigger option to pull and resynchronize inventory between a
                  		virtual machine manager (VMM) controller and the 
                  		APIC.
                  		Triggered inventory provides instant recovery from out-of-sync scenarios.
                  		Triggered inventory is applicable to vCenter VMM controllers only. It is not
                  		required in normal scenarios and should be used with discretion since inventory
                  		sync is a burdensome operation for the VMM controllers. 
                  	 
               

               The 
                  		APIC
                  		initiates vCenter inventory pull. Hosts, VMs, DVS, uplink port groups, NICs,
                  		and so on are retrieved as part of the initial VMM Controller creation. Further
                  		changes in vCenter are learned through the event subscription mechanism. This
                  		enables the 
                  		APIC
                  		VMM manager to send endpoint attach/detach updates to the 
                  		APIC
                  		policy manager which downloads updated policies to leaf switches accordingly. 
                  	 
               

               When there is a
                  		process restart, leadership change, or background periodic 24 hour inventory
                  		audit, the 
                  		APIC
                  		does inventory pull to keep VMM inventory synchronized between VMM controllers
                  		and the 
                  		APIC.
                  		When heavily loaded, the vCenter fails to provide the 
                  		APIC
                  		an appropriate inventory event notification. In this case, triggered inventory
                  		helps to keep the 
                  		APIC
                  		in synchronization with the vCenter. 
                  	 
               

            

         
      

   
      
         
             
               Guidelines for Migrating
                  	 a vCenter Hypervisor VMK0 to an ACI Inband VLAN 
            

            
                Follow the guidelines
                  		below to migrate the default vCenter hypervisor VMK0 out of bound connectivity
                  		to ACI inband ports. An ACI fabric infrastructure administrator configures the 
                  		APIC
                  		with the necessary policies, then the vCenter administrator migrates the VMK0
                  		to the appropriate ACI port group. 
                  	 
               

            

            
            
               
                  	Create the Necessary Management EPG Policies in APIC

                  	Migrate the VMK0 to the Inband ACI VLAN

               

            
            
         
      

   
      
         
             
               Create the Necessary
                  	 Management EPG Policies in APIC 
            

            
                As an ACI fabric
                  		infrastructure administrator, use the following guidelines when creating the
                  		management tenant and VMM domain policies: 
                  	 
               

               
                  	 
                     		  
                     Choose a VLAN to
                        			 use for ESX management. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Add the VLAN
                        			 chosen for ESX management to a range (or Encap Block) in the VLAN pool
                        			 associated with the target VMM domain. The range where this VLAN is added must
                        			 have allocation mode set to static allocation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Create a
                        			 management EPG in the ACI management tenant (mgmt). 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Verify that the
                        			 bridge domain associated with the management EPG is also associated with the
                        			 private network (inb). 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Associate the
                        			 management EPG with the target VMM domain as follows: 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           Use resolution
                              				  immediacy as pre-provision. 
                              				
                           
 
                           			 
                        

                        	 
                           				
                            Specify the
                              				  management VLAN in the Port Encap field of the VM domain profile association. 
                              				
                           
 
                           			 
                        

                     
 
                     		  
                     As a result, APIC
                        			 creates the port group under vCenter with VLAN specified by the user. APIC also
                        			 automatically pushes the policies on the leaf switches associated with the VMM
                        			 domain and Attach Entity Profile (AEP). 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
             
               Migrate the VMK0 to the
                  	 Inband ACI VLAN 
            

            
                By default vCenter
                  		configures the default VMK0 on the hypervisor management interface. The ACI
                  		polices created above enable the vCenter administrator to migrate the default
                  		VMK0 to the port group that is created by APIC. Doing so frees up the
                  		hypervisor management port. 
                  	 
               

            

         
      

   
      
         
            Chapter 4. Microsegmentation
               	 with Cisco ACI
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	Microsegmentation with Cisco ACI

               

            
            
         
      

   
      
         
            Microsegmentation
               	 with Cisco ACI
            

            
               Microsegmentation with the Cisco Application Centric Infrastructure (ACI) enables you to automatically assign endpoints to
                  logical security zones called endpoint groups (EPGs). These EPGs are based on various network-based or virtual machine (VM)-based
                  attributes. This chapter contains conceptual information about Microsegmentation with Cisco ACI and instructions for configuring
                  microsegment (uSeg) EPGs. 
               

                Microsegmentation with Cisco ACI supports virtual endpoints attached to the following: 

               
                  	
                     				
                     Cisco ACI Virtual Edge

                     			
                  

                  	
                     				
                     Cisco Application Virtual Switch (AVS) 

                     			
                  

                  	
                     				
                     Microsoft vSwitch

                     			
                  

                  	 
                     		  
                     VMware vSphere
                        			 Distributed Switch (VDS) 
                        		  
                     
 
                     		
                  

               

               Microsegmentation with network-based attributes also supports bare-metal environments. See the section "Using Microsegmentation
                  with Network-based Attributes on Bare Metal" in the Cisco APIC Basic Configuration Guide, Release 3.x 

               Microsegmentation with Cisco ACI also support physical endpoints using EPGs with IP-based attributes. 

               
                  
                     	
                        Note

                     
                     	
                        You can configure Microsegmentation with Cisco ACI for physical and virtual endpoints, and you can share the same EPGs for
                           both physical and virtual endpoints. 
                        

                     
                  

               

               
                  
                     	
                        Note

                     
                     	
                        If you use Cisco ACI Virtual Edge, Cisco AVS, or Microsoft vSwitch, note the following limitation: If you want to use a MAC-based EPG and any attribute other
                           than IP for virtual endpoints, do not configure any overlapping IP attribute filters for physical endpoints or virtual endpoints
                           on a VDS VMM domain. If you do so, the Cisco ACI Virtual Edge, Cisco AVS, or Microsoft vSwitch microsegmentation EPG classification is overwritten.
                        

                     
                  

               

               
                  			The Cisco Application Policy Infrastructure Controller (APIC) manages microsegmentation polices used by the Cisco ACI Virtual Edge, Cisco AVS, VMware VDS, and Microsoft vSwitch. The fabric enforces the policies. This section assumes that you are familiar
                  with EPGs, tenants, contracts, and other key concepts relating to Cisco ACI policies. For more information, see Cisco Application Centric Infrastructure Fundamentals. 
               

            

            
            
               
                  	Benefits of Microsegmentation with Cisco ACI

                  	How Microsegmentation Using Cisco ACI Works

                  	Attributes for Microsegmentation with Cisco ACI

                  	Methods of Filtering VMs for uSeg EPGs

                  	Precedence of Operators

                  	Scenarios for Using Microsegmentation with Cisco ACI

                  	Configuring Microsegmentation with Cisco ACI

               

            
            
         
      

   
      
         
            Benefits of
               	 Microsegmentation with Cisco ACI
            

            
               Endpoint groups (EPGs) are used to group virtual machines (VMs) within a tenant and apply filtering and forwarding policies
                  to them. Microsegmentation with Cisco ACI adds the ability to group endpoints in existing application EPGs into new microsegment
                  (uSeg) EPGs and configure network or VM-based attributes for those uSeg EPGs. This enables you to filter with those attributes
                  and apply more dynamic policies. Microsegmentation with Cisco ACI also allows you to apply policies to any endpoints within
                  the tenant. 
               

               
                  Example:
                     		  Microsegmentation with Cisco ACI Within a Single EPG or Multiple EPGs in the
                     		  Same Tenant
                  
 
                  		 
                  		
                  You might assign web
                     		  servers to an EPG so that you can apply the similar policies. By default, all
                     		  endpoints within an EPG can freely communicate with each other. However, if
                     		  this web EPG contains a mix of production and development web servers, you
                     		  might not want to allow communication between these different types of web
                     		  servers. Microsegmentation with Cisco ACI allows you to create a new EPG and
                     		  autoassign endpoints based on their VM name attribute, such as "Prod-xxxx" or
                     		  "Dev-xxx". 
                     		
                  
 
                  	 
               
               
                  Example:
                     		  Microsegmentation for Endpoint Quarantine 
                  
 
                  		 
                  		
                  You might have
                     		  separate EPGs for web servers and database servers, and each one contains both
                     		  Windows and Linux VMs. If a virus affecting only Windows threatens your
                     		  network, you can isolate Windows VMs across all EPGs by creating a new EPG
                     		  called, for example, "Windows-Quarantine" and applying the VM-based operating
                     		  systems attribute to filter out all Windows-based endpoints. This quarantined
                     		  EPG could have more restrictive communication policies, such as limiting
                     		  allowed protocols or preventing communication to any other EPGs by not having
                     		  any contract. A microsegment EPG can have a contract or not have a contract. 
                     		
                  
 
                  	 
               
            

         
      

   
      
         
            How
               	 Microsegmentation Using Cisco ACI Works
            

            
               Microsegmentation using Cisco ACI involves the Cisco APIC, vCenter or Microsoft System Center Virtual Machine Manager (SCVMM),
                  and leaf switches. This section describes the workflow for microsegmentation using Cisco ACI Virtual Edge, Cisco AVS, VMware VDS, or Microsoft vSwitch. 
               

               
                  Cisco
                     		  APIC
                  
 
                  		
                  			
                  
                     	
                        					
                        The user configures a VMM domain for Cisco ACI Virtual Edge, Cisco AVS, VMware VDS, or Microsoft vSwitch in the Cisco APIC. 
                           					
                        

                        				
                     

                     	
                        					
                        The Cisco APIC connects to vCenter or SCVMM and does the following: 
                           					
                        

                        					
                        
                           	
                              							
                              Creates an instance of Cisco ACI Virtual Edge, Cisco AVS, VMware VDS, or Microsoft vSwitch. 
                              

                              						
                           

                           	
                              							
                              							
                              Pulls VM and hypervisor inventory information from the associated VMware vCenter or Microsoft SCVMM. 

                              						
                           

                        

                        				
                     

                     	
                        					
                         The user creates an application EPG and associates it with a vCenter/SCVMM domain. In each vCenter/SCVMM domain, a new encapsulation
                           is allocated for this application EPG. The application EPG does not have any attributes. 
                        

                        					
                        The vCenter/SCVMM administrator assigns virtual endpoints to this application EPG—not to any microsegment (uSeg) EPGs. It
                           is the application EPG that appears in vCenter/SCVMM as a port group. 
                        

                        				
                     

                     	
                        					
                         The user creates an uSeg EPG and associates it with the VMM domain. 

                        					
                        The uSeg EPG does not appear in vCenter/SCVMM as a port group; it has a special function: The uSeg EPG has VM-based attributes
                           to match filter criteria. If a match occurs between the uSeg EPG VM attributes and VMs, the Cisco APIC dynamically assigns
                           the VMs to the uSeg EPG. 
                        

                        					
                        The endpoints are transferred from the application EPG to the uSeg EPG. If the uSeg EPG is deleted, the endpoints are assigned
                           back to the application EPG. 
                        

                        					
                        The uSeg EPG must be assigned to a VMM domain in order for it to take effect. When you associate an uSeg EPG to a VMM domain,
                           its criteria will be applied for that VMM domain only. If you have VMware VDS, you also must assign the uSeg EPG to the same
                           bridge domain as the application EPG.
                        

                        					
                        In the case of VMware VDS, its criteria will be applied for that VMM domain and bridge domain. 

                        				
                     

                  
 
                  	 
               
               
                  Leaf Switch and Cisco ACI Virtual Edge, Cisco AVS, or Microsoft vSwitch
                  

                  			
                  			
                  
                     	
                        					
                        The physical leaf switch pulls the attribute policies from the Cisco APIC. 

                        				
                     

                     	
                        					
                        The Cisco ACI Virtual Edge, Cisco AVS, or Microsoft vSwitch sends a VM attach message to the physical leaf switch using the OpFlex protocol when a VM
                           attaches to Cisco ACI Virtual Edge, Cisco AVS, or Microsoft vSwitch. 
                        

                        				
                     

                     	
                        					
                        The physical leaf switch matches the VM against the configured attribute policies for the tenant. 

                        				
                     

                     	
                        					
                         If the VM matches the configured VM attributes, the physical leaf switch pushes the uSeg EPG—along with the corresponding
                           encapsulation— to the Cisco ACI Virtual Edge, Cisco AVS, or Microsoft vSwitch. 
                        

                        					
                        Note that this action does not change the original port-group assignment for the VM in vCenter/SCVMM. 

                        				
                     

                  

                  			
                  		
               
               
                  Packet Forwarding for Cisco ACI Virtual Edge, Cisco AVS, or Microsoft vSwitch
                  

                  			
                  			
                  			
                  
                     	
                        					
                         When the VM sends the data packets, Cisco ACI Virtual Edge, Cisco AVS, or Microsoft vSwitch tags the packets using encapsulation corresponding to the uSeg EPG, not the application
                           EPG. 
                        

                        					
                        				
                     

                     	
                        					
                         The physical leaf hardware sees an attribute-based encapsulated VM packet and matches it with the configured policy. 

                        					
                        The VM is dynamically assigned to an uSeg EPG, and the packet is forwarded based on the policy defined for that particular
                           uSeg EPG. 
                        

                        				
                     

                  

                  			
                  		
               
            

         
      

   
      
         
            Attributes for
               	 Microsegmentation with Cisco ACI
            

            
               Applying attributes to uSeg EPGs enables you to apply forwarding and security policies with greater granularity than you can
                  to EPGs without attributes. Attributes are unique within the tenant. 
               

               There are two types of attributes that you can apply to uSeg EPGs: network-based attributes and VM-based attributes.  

               
                  Network-Based
                     		  Attributes
                  
 
                  		
                  			 
                  		
                  The network-based attributes are IP (IP address filter) and MAC (MAC Address Filter). You can apply one or more MAC or IP
                     addresses to a uSeg EPG. 
                  
 
                  		
                  For IP addresses, you simply specify the address or the subnet; for MAC addresses, you simply specify the address. 

                  			
                  			
                  
                     
                        	
                           Note

                        
                        	
                           If you want to use a network-based attribute and classify IP addresses in the same subnet, you must use the MAC-based network
                              attribute. IP-based microsegmented EPGs do not support classification for IP addresses in the same subnet. IP-based microsegmented
                              EPGs are supported only when traffic requires Layer 3 routing. If the traffic is bridged, the microsegmentation policy cannot
                              be enforced.
                           

                        
                     

                  
 
                  	 
               
               
                  VM-Based
                     		  Attributes
                  
 
                  		
                  			 
                  		
                  You can apply multiple VM-based attributes to an uSeg EPG. The VM-based attributes are VMM Domain, Operating System, Hypervisor
                     Identifier, Datacenter, VM Identifier, VM Name, VNic Dn (vNIC domain name), Custom Attribute, and Tag. 
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           The attribute Datacenter corresponds to Cloud for Microsoft vSwitch. 

                        
                     

                  
 
                  		
                  When you create any VM-based attribute, in addition to naming the attribute, you must do the following:  

                  			
                  
                     	
                        					
                        Specify the attribute type, such as VM Name or Hypervisor Identifier. 
                        

                        				
                     

                     	
                        					
                        Specify the operator, such as Equals, or Starts With. 
                        

                        				
                     

                     	
                        					
                        Specify the value, such as a particular vNIC or name of the operating system. 

                        				
                     

                  
 
                  	 
               
               
                  Custom Attribute and Tag Attribute
 
                  		 
                  		
                  The Custom Attribute and the Tag attribute allow you to define an attribute based on criteria not used in other attributes.
                     For example, you might want to define a Custom Attribute called "Security Zone" in vCenter and then associate this attribute
                     to one or more VMs with such values as "DMZ" or "Edge." The APIC administrator can then create an uSeg EPG based on that VM
                     Custom Attribute. 
                  
 
                  		
                  
                     				The Custom Attribute and the Tag attribute appear in the APIC GUI as VM attributes that are configured on vCenter. They
                     are available for Cisco AVS and VMware VDS only. 
                  

                  			 
                  		
                   If you want to use a Custom Attribute or a Tag attribute, you also need to add it in VMware vSphere Web Client. We recommend
                     doing so before configuring the uSeg EPG so you can choose the Custom Attribute or Tag attribute in the drop-down list while
                     configuring microsegmentation policy in Cisco APIC. You can add the Custom Attribute or Tag attribute in vSphere Web Client
                     after you configure the uSeg EPG in Cisco APIC; however, you won't see the Custom Attribute or Tag attribute in the drop-down
                     list in Cisco APIC, although you can type the name in the text box. 
                  
 
                  		
                  See VMware vSphere ESXi and vCenter Server documentation for instructions for adding a Custom Attribute or Tag attribute in
                     vSphere Web Client. 
                  

                  			
                  Although similar to the Custom Attribute, the Tag attribute differs from in it several ways:

                  			
                  
                     	
                        					
                        The Tag attribute can be applied to any object in vCenter, such as a host or datacenter; the Custom Attribute can be applied
                           only to VMs and ESXi hosts. However, only the Tag attribute for VMs is relevant to microsegmentation.
                        

                        				
                     

                     	
                        					
                        The Tag attribute does not have a name and value like the Custom Attribute. Tags are simply labels that get applied or not
                           to objects.
                        

                        				
                     

                     	
                        					
                        To configure a Custom Attribute, you provide details about the controller and VM as well as an operator and a value; to configure
                           the Tag attribute, you provide the attribute type, category, operator, and tag name. 
                        

                        				
                     

                  

                  			
                  			
                  
                     
                        	
                           Note

                        
                        	
                           The Tag attribute can be defined for a uSeg EPG only when the vCenter is running vSphere 6 .0 or later.

                        
                     

                  
 
                  	 
               
               
                  Uniqueness of
                     		  Attributes Within a Tenant
                  
 
                  		 
                  		
                  Attributes must be
                     		  unique within a tenant. Uniqueness depends on the value of the attribute. 
                     		
                  
 
                  		
                  For example, for a
                     		  network-based attribute, you can use the attribute IP Address Filter multiple
                     		  times within a tenant provided that the attribute has a different value for the
                     		  IP address each time it is used. So you cannot use the IP Address Filter
                     		  attribute with the address 192.168.33.77 more than once; however, you can use
                     		  the IP Address Filter attribute a second time, provided that the IP address is
                     		  different, for example 192.168.33.78. 
                     		
                  

                  			 
                  	 
               
            

         
      

   
      
         
            Methods of Filtering VMs for uSeg EPGs

            
               You can configure uSeg EPGs with multiple attributes. However, VMs can become part of only one uSeg EPG. When a VM has attributes
                  matching more than one uSeg EPG in the tenant, Cisco APIC puts the VM into a uSeg EPG based on filtering rules.
               

               Depending on how you define the attributes, you can use different filtering rules:

               
                  	
                     
                     Matching any attribute—You can match any attribute, and Cisco APIC follows a the default precedence among attributes in deciding which uSeg EPG
                        that a VM will join.
                     

                     
                     For more information, see the section VM Filtering when Matching Any Attributein this guide.
                     

                     
                  

                  	
                     
                     Matching all attributes—You can match all of the VM-based attributes defined for the uSeg EPG. You cannot match all for multiple network-based attributes.
                     

                     
                     For more information, see the section VM Filtering when Matching All Attributes in this guide.
                     

                     
                  

                  	
                     
                     Using simple or block statements—You can create multiple statements to filter for multiple attributes, or you can create block, or nested, statements to create
                        precise filtering rules.
                     

                     
                     For more information, see the section VM Filtering when Using Simple or Block Statements in this guide.
                     

                     
                  

                  	
                     
                     Overriding existing rules—When you create a uSeg EPG, you can set its precedence, overriding other rules. You can set the precedence when you match
                        any attribute or match all attributes. You need to set match precedence to break ties across EPGs in the tenant. You can match
                        all attributes and not set match precedence; however, in such cases, if you have multiple uSeg EPGs with similar attributes,
                        the VM can get matched to any of the uSeg EPGs arbitrarily. 
                     

                     
                     For more information, see the section VM Filtering when Using EPG Match Precedence in this guide.
                     

                     
                  

               

            

            
            
               
                  	VM Filtering when Matching Any Attribute

                  	VM Filtering when Matching All Attributes

                  	VM Filtering when Using Simple or Block Statements

                  	VM Filtering when Using EPG Match Precedence

               

            
            
         
      

   
      
         
            VM Filtering when Matching Any Attribute

            
               Matching any attribute defined for a uSeg EPG is the default. 

               If you have multiple attributes and match any, Cisco APIC filters for VMs matching any of the attributes and—if VMs match
                  other EPGs in the tenant—puts them into uSeg EPG based on the precedence of attributes.
               

               
                  How Rules for Attribute Precedence are Applied

                  
                  
                  The following table lists the attributes that can be specified for an uSeg EPG: 

                  
                  
                  
                  
                     
                     
                        
                        
                        
                        
                     
                     
                        
                           	
                              
                              Attribute 

                              
                           
                           	
                              
                              Type 

                              
                           
                           	
                              
                              Precedence Order 

                              
                           
                           	
                              
                              Example 

                              
                           
                        

                     
                     
                        
                           	
                              
                               MAC

                              
                           
                           	
                              
                              Network 

                              
                           
                           	
                              
                              1- Cisco ACI Virtual Edge/Cisco AVS/Microsoft vSwitch 
                              

                              
                              2- VMware VDS 

                              
                           
                           	
                              
                               5c:01:23:ab:cd:ef 

                              
                           
                        

                        
                           	
                              
                               IP

                              
                           
                           	
                              
                              Network 

                              
                           
                           	
                              
                              1- VMware VDS 

                              
                              2- Cisco ACI Virtual Edge/Cisco AVS/Microsoft vSwitch 
                              

                              
                           
                           	
                              
                               192.168.33.77 

                              
                              10.1.0.0/16 

                              
                           
                        

                        
                           	
                              
                              VNic Dn (vNIC domain name) 

                              
                           
                           	
                              
                              VM 

                              
                           
                           	
                              
                              3 

                              
                           
                           	
                              
                               a1:23:45:67:89:0b 

                              
                           
                        

                        
                           	
                              
                               VM Identifier 

                              
                           
                           	
                              
                              VM 

                              
                           
                           	
                              
                              4 

                              
                           
                           	
                              
                              VM-598 

                              
                           
                        

                        
                           	
                              
                              VM Name 

                              
                           
                           	
                              
                              VM 

                              
                           
                           	
                              
                              5 

                              
                           
                           	
                              
                               HR_VDI_VM1 

                              
                           
                        

                        
                           	
                              
                              Hypervisor Identifier 

                              
                           
                           	
                              
                              VM 

                              
                           
                           	
                              
                              6 

                              
                           
                           	
                              
                              host-25 

                              
                           
                        

                        
                           	
                              
                              VMM Domain 

                              
                           
                           	
                              
                              VM 

                              
                           
                           	
                              
                              7 

                              
                           
                           	
                              
                               AVS-SJC-DC1 

                              
                           
                        

                        
                           	
                              
                               Datacenter 

                              
                           
                           	
                              
                              VM 

                              
                           
                           	
                              
                              8 

                              
                           
                           	
                              
                               SJC-DC1 

                              
                           
                        

                        
                           	
                              
                              Custom Attribute 

                              
                              (Cisco ACI Virtual Edge, Cisco AVS, and VMware VDS only) 
                              

                              
                           
                           	
                              
                              VM 

                              
                           
                           	
                              
                              9 

                              
                           
                           	
                              
                              SG_DMZ 

                              
                           
                        

                        
                           	
                              
                              Operating System 

                              
                           
                           	
                              
                              VM 

                              
                           
                           	
                              
                              10 

                              
                           
                           	
                              
                              Windows 2008 

                              
                           
                        

                        
                           	
                              
                              Tag

                              
                              (Cisco ACI Virtual Edge, Cisco AVS, and VMware VDS only)
                              

                              
                           
                           	
                              
                              VM

                              
                           
                           	
                              
                              11

                              
                           
                           	
                              
                              Linux

                              
                           
                        

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           Precedence of MAC-based and IP-based attributes differ for VMware VDS and Cisco ACI Virtual Edge/Cisco AVS/Microsoft vSwitch.
                           

                        
                     

                  

                  
               
               
                  Examples of how Rules for Precedence are Applied

                  
                  
                  You might have four uSeg EPGs containing attributes that match the same VM, and each uSeg EPG has a different network or VM
                     attribute: Operating System, Hypervisor Identifier, IP; and another has MAC.
                  

                  
                  Rules for Cisco AVS and Microsoft vSwitch are applied in this order: MAC, IP, Hypervisor Identifier, and Operating System.
                     The rule is applied to MAC, and the subsequent rules are skipped. However, if the uSeg EPG with the MAC attribute is deleted,
                     the rule is applied to IP Address Filter, and the subsequent rules are skipped—and so on with the other attributes. 
                  

                  
                   Rules for VMware VDS are applied in this order: IP Address Filter, MAC Address Filter, Hypervisor Identifier, and Operating
                     System. The rule is applied to IP, and the subsequent rules are skipped. However, if the uSeg EPG with the IP attribute is
                     deleted, the rule is applied to MAC and the subsequent rules are skipped—and so on with the other attributes. 
                  

                  
                  In another case, you might have uSeg EPGs containing the same VM, and each uSeg EPG has a different VM attribute: VMM Domain,
                     Datacenter, Custom Attribute, and VNic Dn. The rule is applied to VNic Dn, and the subsequent rules as skipped. However, if
                     the uSeg EPG with the VNic Dn attribute is deleted, the rule is applied to VMM Domain, and the subsequent rules are skipped–and
                     so on with the other attributes.
                  

                  
               
            

         
      

   
      
         
            VM Filtering when Matching All Attributes

            
               You can filter by matching all VM-based attributes defined for a uSeg EPG. You do so by choosing Match All  from a drop-down list in the APIC GUI or specify matching in the NX-OS CLI or REST API.
               

               If you match all attributes, Cisco APIC does not put any VM into the uSeg EPG unless it matches all the attributes defined
                  for the uSeg EPG.
               

               For example, you have a uSeg EPG with the following attributes: Hypervisor Identifier where the hypervisor is host-25, VM
                  Name that contains "vm," and Operating System of Linux. Cisco APIC puts into the uSeg EPG only those VMs that have the hypervisor
                  host-25, a VM Name containing "vm," and have the operating system Linux. It would not put into the uSeg EPG a VM that matches
                  the first two attributes but has the operating system Microsoft. 
               

               
                  
                     	
                        Note

                     
                     	
                        Matching all attributes is supported for VM-based attributes only. You cannot choose Match All for network-based attributes.

                     
                  

               

               If you want to match all VM-based attributes, you might want to set the EPG match precedence when you create the uSeg EPG.
                  Doing so allows you to decide which uSeg EPG should override other uSeg EPGs. However, you can set EPG match precedence whether
                  you match any attribute or all attributes. For more information, see the section VM Filtering when Using EPG Match Precedence in this guide.
               

               
                  
                     	
                        Note

                     
                     	
                        If you use Microsoft vSwitch and want to downgrade to APIC Release 2.3(1) from a later release, you first need to delete any
                           uSegs configured with the Match All filter. The Match All filter is supported for Microsoft beginning with APIC Release 3.0(1).
                        

                     
                  

               

            

         
      

   
      
         
            VM Filtering when Using Simple or Block Statements

            
               When you define attributes for a uSeg EPG, you can define multiple attributes in simple statements or in block statements.
                  You can combine simple and block statements to create complex filters for attributes.    
               

               Simple statements contain a single attribute. You can have as many simple statements as you want for each uSeg EPG. You can
                  match any of the attributes or all of the attributes. 
               

               Block statements contain multiple attributes at different levels in a hierarchy. You can have only two sublevels within a
                  block statement. You can match any of the attributes or all of the attributes for each level of the block statement.
               

               
                  
                     	
                        Note

                     
                     	
                        You cannot put network-based attributes into sublevels of block statements. However, you can create sublevels for network-based
                           attributes if the network-based attribute is at the top level of a block statement.
                        

                     
                  

               

               When you have block statements, Cisco APIC first filters for attributes defined on the top level. It then filters on the next-highest
                  level, and then the next-highest level. 
               

               You can create simple and block statements in the APIC GUI, the NX-OS CLI, and the REST API.

               
                  Example of Using Block Statements

                  
                  
                  You want to put some VMs into a uSeg EPG so you can update Linux on them. The VMs are within a single data center, but you
                     want to limit the update to VMs within two VMM domains. You can use block statements to set up filtering for those VMs.
                  

                  
                  Because you are filtering for VMs that run Linux and are in a single data center, you create two simple statements: one for
                     the Operating System attribute with the value Linux and one for the attribute Datacenter with the value of datacenter3. For
                     these statements you choose Match All because you want to capture all VMs in the tenant that run Linux and belong to datacenter
                     3.
                  

                  
                  However, among VMs that run Linux and belong to datacenter3, you now want to capture VMs that belong only to the VMM domains
                     mininet2 or mininet4. You create a block statement as a sublevel of the two simple statements. The blocks statement contains
                     two attributes: one for the attribute VMM domain with the value of mininet 2 and one for the attribute VMM domain with the
                     value of mininet 4. You choose match any for the block statement because you want to capture VMs that are in either VMM domain.
                  

                  
                  Once you define the attributes, Cisco APIC first filters for VMs that run Linux and also are in datacenter3. It then searches
                     among those VMs for the ones that belong to either mininet2 or mininet4.
                  

                  
               
            

         
      

   
      
         
            VM Filtering when Using EPG Match Precedence 

            
               EPG Match Precedence enables you to override default precedence rules for uSeg EPGs when filtering for VM-based attributes.
                  You configure it when you create the uSeg EPG in the GUI, NX-OS CLI, or REST API.
               

               EPG Match Precedence is optional when matching any attribute or matching all attributes. However, when you match all attributes—filtering
                  on multiple attributes—setting precedence enables Cisco APIC to break ties between uSeg EPGs. 
               

               
                  
                     	
                        Note

                     
                     	
                        You cannot use EPG Match Precedence when filtering network-based attributes. If you try to do so, you see an error message.

                     
                  

               

               When you configure EPG Match Precedence, you give the uSeg EPG an integer value; the higher the number the higher the precedence.
                  You can have nearly 4.3 billion (232) levels of precedence. The default is 0, which does not set any precedence.
               

               For example, you might have two uSeg EPGs, each with only one attribute. One has the attribute VM Name, and the other has
                  Operating System. A VM might match both uSeg EPGs. By default, Cisco APIC would assign the VM to the uSeg EPG with the VM
                  Name attribute because that attribute has higher precedence than the attribute Operating System. 
               

               However, if you give the uSeg EPG with the attribute Operating System a precedence of 10 and give the uSeg EPG with the attribute
                  VM Name a precedence of 7, Cisco APIC will give the VM matching both uSeg EPGs to the uSeg EPG with the Operating System attribute.
                  
               

            

         
      

   
      
         
            Precedence of
               	 Operators
            

            
                In addition to
                  		applying filtering rules based on attributes of uSeg EPGs within a tenant,
                  		Cisco APIC applies filtering rules within VM-based attributes based on the
                  		operator type. 
                  	 
               

               When you configure a
                  		microsegment with a VM-based attribute, you select one of four operators:
                  		Contains, Ends With, Equals, or Starts With. Each operators specifies the
                  		string or value match for the specific attribute. 
                  	 
               

               For example, you might
                  		want to create a microsegment with the VM Name attribute and want to filter for
                  		VMs with names that start with "HR_VM" or VMs that contain "HR" anywhere in
                  		their name. Or you might want to configure a microsegment for a specific VM and
                  		filter for the name "HR_VM_01." 
                  	 
               

               
                  How Rules for
                     		  Operator Precedence are Applied
                  
 
                  		 
                  		
                  The operators for a specific VM attribute within a tenant determine the order in which the VM-based attributes for microsegments
                     are applied. They also determine which operator will have precedence among a group of microsegments that share the same attribute
                     and overlapping values. The table below shows the default operator precedence for Cisco ACI Virtual Edge, Cisco AVS, and Microsoft vSwitch: 
                  

                  			
                  
                     
                     
                        
                        
                     
                     
                        
                           	
                              								
                              Operator Type 

                              							
                           
                           	
                              								
                              Precedence Order 

                              							
                           
                        

                     
                     
                        
                           	
                              								
                              Equals 

                              							
                           
                           	
                              								
                              1 

                              							
                           
                        

                        
                           	
                              								
                              Contains 

                              							
                           
                           	
                              								
                              2 

                              							
                           
                        

                        
                           	
                              								
                              Starts With 

                              							
                           
                           	
                              								
                              3 

                              							
                           
                        

                        
                           	
                              								
                              Ends With 

                              							
                           
                           	
                              								
                              4 

                              							
                           
                        

                     
                  
 
                  	 
               
               
                  Examples of how
                     		  Rules for Precedence are Applied
                  
 
                  		 
                  		
                  You have three Human
                     		  Resources VM machines in a datacenter cluster under the same tenant:
                     		  VM_01_HR_DEV, VM_01_HR_TEST, and VM_01_HR_PROD. You have created two
                     		  microsegmented EPGs based on the VM Name attribute: 
                     		
                  

                  			
                  
                     
                     
                        
                        
                        
                     
                     
                        
                           	
                              								
                              Criterion 

                              							
                           
                           	
                              								
                              Microsegment CONTAIN-HR 

                              							
                           
                           	
                              								
                              Microsegment HR-VM-01-PROD 

                              							
                           
                        

                     
                     
                        
                           	
                              								
                              Attribute type 

                              							
                           
                           	
                              								
                              VM Name 

                              							
                           
                           	
                              								
                              VM Name 

                              							
                           
                        

                        
                           	
                              								
                              Operator type 

                              							
                           
                           	
                              								
                              Contains 

                              							
                           
                           	
                              								
                              Equals 

                              							
                           
                        

                        
                           	
                              								
                              Value 

                              							
                           
                           	
                              								
                              VM_01_HR 

                              							
                           
                           	
                              								
                              VM_01_HR_PROD 

                              							
                           
                        

                     
                  
 
                  		
                  Because the operator
                     		  type Equals has precedence over the operator type Contains, the value
                     		  VM_01_HR_PROD is matched before the value VM_01_HR. So the VM named
                     		  VM_01_HR_PROD will be put into microsegment HR-VM-01-PROD because it is an
                     		  exact criterion match and because the operator Equals has precedence over the
                     		  operator Contains, even though the VM name matches both microsegments. The
                     		  other two VMs will be put in the Microsegment CONTAIN-HR. 
                     		
                  
 
                  	 
               
            

         
      

   
      
         
            Scenarios for Using
               	 Microsegmentation with Cisco ACI
            

            
               This section contains
                  		examples of circumstances in which you might find Microsegmentation useful in
                  		your network. 
                  	 
               

            

            
            
               
                  	Using Microsegmentation with Cisco ACI with VMs Within a Single Application EPG

                  	Using Microsegmentation with Cisco ACI with VMs in Different Application EPGs

                  	Using Microsegmentation with Network-based Attributes

               

            
            
         
      

   
      
         
            Using Microsegmentation with Cisco ACI with VMs Within a Single Application EPG

            
               You can use Microsegmentation with Cisco ACI to create new, uSeg EPGs to contain VMs from a single application EPG. By default,
                  VMs within an application EPG can communicate with each other; however, you might want to prevent communication between groups
                  of VMs, if VRF is in enforced mode and there is no contract between uSeg EPGs. 
               

               For more information about Intra-EPG Isolation knob, that controls communication between VMs within the EPG, see Intra-EPG Isolation for VMware VDS or Microsoft vSwitch. 
               

               
                  Example: Putting VMs from the Same Application EPG into a Microsegmented EPG
 
                  		 
                  		
                  Your company deploys a virtual desktop infrastructure (VDI) for its Human Resources, Finance, and Operations departments.
                     The VDI virtual desktop VMs are part of a single application EPG called EPG_VDI with identical access requirements to the
                     rest of the application EPGs. 
                  
 
                  		
                   Service contracts are built in such a way such that the EPG-VDI has access to Internet resources and internal resources.
                     But at the same time, the company must ensure that each of the VM groups—Human Resources, Finance, and Operations—cannot access
                     the others even though they belong to the same application EPG, EPG_VDI. 
                  
 
                  		
                  To meet this requirement, you can create filters in the Cisco APIC that would check the names of the VMs in the application
                     EPG, EPG_VDI. If you create a filter with the value "HR_VM," Cisco APIC creates a uSeg EPG—a microsegment—for all Human Resource
                     VMs. Cisco APIC looks for matching values in all the EPGs in a tenant even though you want to group the matching VMs within
                     one EPG. So when you create VMs, we recommend that you choose names unique within the tenant. 
                  
 
                  		
                  Similarly, you can create filters with the keyword "FIN_VMs" for Finance virtual desktops and "OPS_VMs" for Operations virtual
                     desktops. These uSeg EPGs are represented as new EPGs within the Cisco APIC policy model. You can then apply contracts and
                     filters to control access between the VM groups even though they belong to the same application EPG. 
                  
 
                  		 
                  		
                  
                     Microsegmentation with Cisco ACI with VMs from a Single Application EPG
                     
[image: Diagram of microsegmentation in a single application EPG]



                   
                  		
                  In the illustration above, all the virtual desktop VMs from the Human Resources, Finance, and Operations groups have been
                     moved from the application EPG, EPG_VDI, to new, uSeg EPGs: EPG_OPS_MS, EP_FIN_MS, and EPG_HR_MS. Each uSeg EPG has the attribute
                     type VM Name with a value to match key parts of the VM's name. EPG_OPS_MS has the value OPS_VM, so all VMs in the tenant containing
                     OPS_VM in their names become part of EPG_OPS_MS. The other uSeg EPGs have corresponding values, resulting in the movement
                     of VMs in the tenant with matching names to the uSeg EPGs. 
                  
 
                  	 
               
            

         
      

   
      
         
            Using Microsegmentation with Cisco ACI with VMs in Different Application EPGs

            
               You can configure Microsegmentation with Cisco ACI to put VMs that belong to different application EPGs into a new uSeg EPG.
                  You might want to do this to apply policy to VMs that share a certain characteristic although they belong to different application
                  EPGs. 
               

               
                  Example: Putting VMs in Different Application EPGs into a New uSeg EPG
 
                  		 
                  		
                  Your company deploys
                     		  a three-tier web application. The application is built on VMs that run
                     		  different operating systems and different versions of the same operating
                     		  system. For example, the VMs might run Linux, Windows 2008, and Windows 2008
                     		  R2. The application is distributed; the company has divided the VMs into three
                     		  different EPGs: EPG_Web, EPG_App, and EPG_DB. 
                     		
                  
 
                  		
                  Because of a recent
                     		  vulnerability in the Windows 2008 operating system, your company's security
                     		  team decided to quarantine VMs running Windows 2008 in case those VMs are
                     		  compromised. The security team also decided to upgrade all Windows 2008 VMs to
                     		  Windows 2012. It also wants to microsegment all production VMs across all EPGs
                     		  and restrict external connectivity to those VMs. 
                     		
                  
 
                  		
                  To meet this requirement, you can configure a uSeg EPG in the Cisco APIC. The attribute would be Operating System, and the
                     value of the attribute would be Windows 2008. 
                  
 
                  		
                  You can now quarantine the VMs running Windows 2008 and upgrade them to Windows 2012. Once the upgrade is complete, the VMs
                     will no longer be part of the uSeg EPG you created for VMs running Windows 2008. This change will be reflected dynamically
                     to Cisco APIC, and those virtual machines revert to their original EPGs. 
                  
 
                  		 
                  		
                  
                     Microsegmentation with Cisco ACI in Different Application EPGs
                     
                         

[image: Diagram: Microsegmentation with Cisco ACI in Different Application EPGs]



                   
                  		
                   In the illustration above, the new uSeg EPG EPG_Windows has the attribute type Operating System and the value Windows. The
                     VMs App_VM_2, DB_VM_1, DB_VM_2, and Web_VM_2, run Windows as their operating system—and so have been moved to the new uSeg
                     EPG EPG_Windows. However, the VMs App_VM_1, DB_VM_3, and Web_VM_1 run Linux and so remain in their application EPGs. 
                  
 
                  	 
               
            

         
      

   
      
         
            Using
               	 Microsegmentation with Network-based Attributes
            

            
                You can use Cisco APIC to configure Microsegmentation with Cisco ACI to create a new, uSeg EPG using a network-based attribute,
                  a MAC address or one or more IP addresses. You can configure Microsegmentation with Cisco ACI using network-based attributes
                  to isolate VMs within a single application EPG or VMs in different EPGs. 
               

               
                  Using an
                     		  IP-based Attribute
                  
 
                  		 
                  		
                  You can use an
                     		  IP-based filter to isolate a single IP address, a subnet, or multiple of
                     		  noncontiguous IP addresses. Isolating multiple IP addresses in a single
                     		  microsegment can be more convenient that specifying VMs by name. You might want
                     		  to isolate VMs based on IP addresses as a quick and simply way to create a
                     		  security zone, similar to using a firewall. 
                     		
                  
 
                  	 
               
               
                  Using a
                     		  MAC-based Attribute
                  
 
                  		 
                  		
                  You can use a
                     		  MAC-based filter to isolate a single MAC address or multiple MAC addresses. You
                     		  might want to do this if you have a server sending bad traffic in he network;
                     		  by creating a microsegment with a MAC-based filter, you can isolate the server.
                     		  
                     		
                  
 
                  	 
               
            

         
      

   
      
         
            Prerequisites for
               	 Configuring Microsegmentation with Cisco ACI
            

            
               Before you can configure Microsegmentation with Cisco ACI for Cisco ACI Virtual Edge, Cisco AVS, VMware VDS or Microsoft vSwitch, you need to fulfill the following prerequisites. 
               

               
                  	
                     				
                     Ensure you meet the microsegmentation hardware requirements:

                     				
                     
                        Microsegmentation hardware support
                        
                           
                           
                           
                           
                           
                        
                        
                           
                              	
                                 									
                                 								
                              
                              	
                                 									
                                 Cisco Nexus 9332PQ, 9372PX, 9372TX, 9396PX, 9396TX, 93120TX, and 93128TX Switches

                                 								
                              
                              	
                                 									
                                 Cisco Nexus 9372PX-E and 9372TX-E Switches

                                 								
                              
                              	
                                 									
                                 Cisco Nexus 93108TC-EX, 93180YC-EX, and 93180LC-EX Switches

                                 								
                              
                              	
                                 									
                                 Cisco Nexus 93180YC-FX, 93108TC-FX, and 9348GC-FXP Switches

                                 								
                              
                           

                        
                        
                           
                              	
                                 									
                                 Cisco ACI Virtual Edge uSeg (VM, IP, MAC)
                                 

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                           

                           
                              	
                                 									
                                 Microsoft uSeg (VM, IP, MAC)

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                           

                           
                              	
                                 									
                                 VDS uSeg (VM, IP, MAC)

                                 								
                              
                              	
                                 									
                                 No

                                 								
                              
                              	
                                 									
                                 No

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                           

                           
                              	
                                 									
                                 Bare-Metal (IP-EPG)

                                 								
                              
                              	
                                 									
                                 No

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                           

                           
                              	
                                 									
                                 Bare-Metal (MAC-EPG)

                                 								
                              
                              	
                                 									
                                 N/A

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                              	
                                 									
                                 Yes

                                 								
                              
                           

                        
                     

                     				
                     
                        
                           	
                              Note

                           
                           	
                              Cisco AVS microsegments work with all hardware.

                           
                        

                     

                     			
                  

                  	 
                     		  
                     You must already have VMs with names that can be used with the filters that you will use when creating the uSeg EPGs. 
 
                     		  
                     If you do not have VMs with names that can be used, you can go ahead and create the uSeg EPGs and then change the VM names
                        that can be used with the filters. Cisco APIC will automatically make the VMs part of the new uSeg EPGs. 
                     
 
                     		
                  

                  	 
                     		  
                     You must already have an application EPG.
 
                     		
                  

                  	 
                     		  
                     The corresponding bridge domain must have an IP subnet defined. Otherwise, the VMs will not be able to communicate. 
 
                     		
                  

                  	 
                     		  
                     You must have
                        			 chosen your own attributes, names, and values. 
                        		  
                     
 
                     		  
                     Attributes, names,
                        			 and values used in the preceding scenarios were provided as examples. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     You must create a
                        			 contract before creating a microsegment with one or more attributes if you want
                        			 to associate the EPG with a contract. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      If you have a Cisco ACI Virtual Edge, Cisco AVS or VMware VDS and want to use a VM Custom Attribute, you also need to add it in VMware vSphere Web Client. We
                        recommend doing so before configuring Microsegmentation in Cisco APIC so you can choose the Custom Attribute in the drop-down
                        list while configuring the microsegment in he Cisco APIC GUI. 
                     
 
                     		  
                     See VMware vSphere
                        			 ESXi and vCenter Server documentation for instructions for adding a Custom
                        			 Attribute in vSphere Web Client. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      For Microsoft vSwitch based microsegmentation, one of the following is required: 

                     				
                     
                        	
                           						
                           SCVMM 2012 R2 Build 3.2.8145.0 or newer

                           					
                        

                        	
                           						
                           SCVMM 2016 Build 4.0.1662.0 or newer

                           					
                        

                     

                     				
                     These builds include a feature called "Enable Dynamic VLAN on the vNIC of a virtual machine," which will be automatically
                        enabled by the Cisco SCVMM Agent to allow live migration of virtual machines that use Microsegmentation with ACI. For more
                        information, see Microsoft's documentation: https://support.microsoft.com.
                     
 
                     		
                  

                  	
                     				
                     If you have VMware VDS or a bare-metal server, make sure to set the VRF policy-enforcement direction to "ingress." Otherwise,
                        there will be a fault.
                     

                     			
                  

                  	
                     				
                     				
                     If you have VMware VDS, make sure the PVLANs are set up on the blade switch. Also make sure that static VLANs are deployed
                        so that VLAN usage is consistent.
                     

                     			
                  

               

            

         
      

   
      
         
            Workflow for
               	 Configuring Microsegmentation with Cisco ACI
            

            
               This section provides
                  		a high-level description of the tasks that you need to perform in order to
                  		configure Microsegmentation with Cisco ACI. 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	
                           				  
                           1
                              				  
                           

                           				
                        
                        	
                           							
                           				  
                           Create the uSeg EPG: Specify a name and bridge domain for the new uSeg EPG and choose a network-based or VM-based attribute
                              for the EPG. 
                           

                           							
                           							
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    For VMware VDS, you need to choose the same bridge domain for the new uSeg EPG that is use by the application EPG. Otherwise,
                                       the VDS uSeg will not match VM attributes or place the VM into the uSeg EPG.
                                    

                                 
                              

                           

                           				
                        
                     

                     
                        	
                           				  
                           2
                              				  
                           

                           				
                        
                        	
                           							
                           							
                           				  
                           Associate the new uSeg EPG with a VMM domain profile; you need to associate it with the same VMM domain profile used by the
                              application EPG.
                           

                           							
                           				
                        
                     

                     
                        	
                           				  
                           3
                              				  
                           

                           				
                        
                        	
                           							
                           							
                           				  
                           Configure attributes for the uSeg EPG.

                           				
                        
                     

                     
                        	
                           							
                           4

                           						
                        
                        	
                           							
                           							
                           Verify that the end points have moved from the application EPG to the uSeg EPG.

                           						
                        
                     

                  
               

               Follow
                  		the instructions for these steps in the 
                  		Configuring Microsegmentation with Cisco ACI
                  		section in this guide. 
                  	 
               

            

         
      

   
      
         
            Chapter 5. Intra-EPG
               	 Isolation Enforcement and Cisco ACI
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	Intra-EPG Isolation for VMware VDS or Microsoft vSwitch

                  	Intra-EPG Isolation Enforcement for Cisco AVS

                  	Intra-EPG Isolation Enforcement for Cisco ACI Virtual Edge

               

            
            
         
      

   
      
         
            Intra-EPG Isolation for VMware VDS or Microsoft vSwitch

            
               Intra-EPG Isolation is an option to prevent physical or virtual endpoint devices that are in the same base EPG or uSeg EPG
                  from communicating with each other. By default, endpoint devices included in the same EPG are allowed to communicate with
                  one another. However, conditions exist in which total isolation of the endpoint devices from on another within an EPG is desirable.
                  For example, you may want to enforce intra-EPG isolation if the endpoint VMs in the same EPG belong to multiple tenants, or
                  to prevent the possible spread of a virus. 
               

                A Cisco ACI virtual machine manager (VMM) domain creates an isolated PVLAN port group at the VMware VDS or Microsoft vSwitch
                  for each EPG that has intra-EPG isolation enabled. A fabric administrator specifies primary encapsulation or the fabric dynamically
                  specifies primary encapsulation at the time of EPG-to-VMM domain association. When the fabric administrator selects the VLAN-pri
                  and VLAN-sec values statically, the VMM domain validates that the VLAN-pri and VLAN-sec are part of a static block in the
                  domain pool. 
               

               
                  
                     	
                        Note

                     
                     	
                        When intra-EPG isolation is not enforced, the VLAN-pri value is ignored even if it is specified in the configuration. 

                     
                  

               

               VLAN-pri/VLAN-sec pairs for the VMware VDS or Microsoft vSwitch are selected per VMM domain during the EPG-to-domain association.
                  The port group created for the intra-EPG isolation EPGs uses the VLAN-sec tagged with type set to PVLAN. The VMware VDS or the Microsoft vSwitch and fabric swap the VLAN-pri/VLAN-sec encapsulation:   
               

               
                  	
                     				
                     Communication from the Cisco ACI fabric to the VMware VDS or Microsoft vSwitch uses VLAN-pri. 

                     			
                  

                  	
                     				
                     Communication from the VMware VDS or Microsoft vSwitch to the Cisco ACI fabric uses VLAN-sec. 

                     				
                     			
                  

               

               
                  Intra-EPG Isolation for VMware VDS or Microsoft vSwitch
                  
[image: images/501400.jpg]


               
               Note these details regarding this illustration: 

               
                  	 
                     		  
                     EPG-DB sends VLAN traffic to the Cisco ACI leaf switch. The Cisco ACI egress leaf switch encapsulates traffic with a primary
                        VLAN (PVLAN) tag and forwards it to the Web-EPG endpoint. 
                     
 
                     		
                  

                  	 
                     		  
                     The VMware VDS or Microsoft vSwitch sends traffic to the Cisco ACI leaf switch using VLAN-sec. The Cisco ACI leaf switch drops
                        all intra-EPG traffic because isolation is enforced for all intra VLAN-sec traffic within the Web-EPG. 
                     
 
                     		
                  

                  	 
                     		  
                     The VMware VDS or Microsoft vSwitch VLAN-sec uplink to the Cisco ACI Leaf is in isolated trunk mode. The Cisco ACI leaf switch
                        uses VLAN-pri for downlink traffic to the VMware VDS or Microsoft vSwitch. 
                     
 
                     		
                  

                  	
                     				 
                     		  
                     The PVLAN map is configured in the VMware VDS or Microsoft vSwitch and Cisco ACI leaf switches. VM traffic from WEB-EPG is
                        encapsulated in VLAN-sec. The VMware VDS or Microsoft vSwitch denies local intra-WEB EPG VM traffic according to the PVLAN
                        tag. All intra-ESXi host or Microsoft Hyper-V host VM traffic is sent to the Cisco ACI leaf using VLAN-Sec.
                     
 
                     		
                  

               

               
                  Related
                     		  Topics
                  
 
                  		 
                  		
                  For information on configuring intra-EPG isolation in a Cisco AVS environment, see Intra-EPG Isolation Enforcement for Cisco AVS. 
                  
 
                  	 
               
            

            
            
               
                  	Configuring Intra-EPG Isolation for VMware VDS or Microsoft vSwitch using the GUI

                  	Configuring Intra-EPG Isolation for VMware VDS or Microsoft vSwitch using the NX-OS Style CLI

                  	Configuring Intra-EPG Isolation for VMware VDS or Microsoft vSwitch using the REST API

               

            
            
         
      

   
      
         
             Intra-EPG
               	 Isolation Enforcement for Cisco AVS
            

            
               By default, endpoints with an EPG can communicate with each other without any contracts in place. However, you can isolate
                  endpoints within an EPG from each other. In some instances, you might want to enforce endpoint isolation within an EPG to
                  prevent a VM with a virus or other problem from affecting other VMs in the EPG. 
               

               You can configure isolation on all or none of the endpoints within an application EPG; you cannot configure isolation on some
                  endpoints but not on others. 
               

               Isolating endpoints
                  		within an EPG does not affect any contracts that enable the endpoints to
                  		communicate with endpoints in another EPG. 
                  	 
               

               Isolating endpoints within an EPG will trigger a fault when the EPG is associated with Cisco AVS domains in VLAN mode. 

               
                  
                     	
                        Note

                     
                     	
                        Using intra-EPG isolation on a Cisco AVS microsegment (uSeg) EPG is not currently supported. Communication is possible between
                           two endpoints that reside in separate uSeg EPGs if either has intra-EPG isolation enforced, regardless of any contract that
                           exists between the two EPGs.
                        

                     
                  

               

            

            
            
               
                  	Configuring Intra-EPG Isolation for Cisco AVS Using the GUI

                  	Configuring Intra-EPG Isolation for Cisco AVS Using the NX-OS Style CLI

                  	Configuring Intra-EPG Isolation for Cisco AVS Using the REST API

                  	Choosing Statistics to View for Isolated Endpoints on Cisco AVS

                  	Viewing Statistics for Isolated Endpoints on Cisco AVS

               

            
            
         
      

   
      
         
             Intra-EPG Isolation Enforcement for Cisco ACI Virtual Edge

            
               By default, endpoints with an EPG can communicate with each other without any contracts in place. However, you can isolate
                  endpoints within an EPG from each other. For example, you may want to enforce endpoint isolation within an EPG to prevent
                  a VM with a virus or other problem from affecting other VMs in the EPG. 
               

               You can configure isolation on all or none of the endpoints within an application EPG; you cannot configure isolation on some
                  endpoints but not on others. 
               

               Isolating endpoints within an EPG does not affect any contracts that enable the endpoints to communicate with endpoints in
                  another EPG. 
               

               
                  
                     	
                        Note

                     
                     	
                        Enforcing intra-EPG Isolation is not supported for the EPG that is associated with Cisco ACI Virtual Edge domains in VLAN mode. If you try to enforce intra-EPG isolation with such an EPG, a fault is triggered.
                        

                     
                  

               

               
                  
                     	
                        Note

                     
                     	
                        Using intra-EPG isolation on a Cisco ACI Virtual Edge microsegment (uSeg) EPG is not currently supported. 
                        

                     
                  

               

               
                  
                     	
                        Note

                     
                     	
                        Proxy ARP is not supported for Cisco ACI Virtual Edge EPGs using VXLAN encapsulation and on which intra-EPG Isolation is enforced. Therefore, intra-subnet communication is not
                           possible between intra-EPG isolated EPGs even though contracts are in place between those Cisco ACI Virtual Edge EPGs. (VXLAN).
                        

                     
                  

               

            

            
            
               
                  	Configure Intra-EPG Isolation for Cisco ACI Virtual Edge Using the GUI

                  	Configure Intra-EPG Isolation for Cisco ACI Virtual Edge Using the NX-OS Style CLI

                  	Configure Intra-EPG Isolation for Cisco ACI Virtual Edge Using the REST API

                  	Choose Statistics for Isolated Endpoints on Cisco ACI Virtual Edge Under the Tenants Tab

                  	Choose Statistics for Isolated Endpoints on Cisco ACI Virtual Edge Under the Virtual Networking Tab

                  	View Statistics for Isolated Endpoints on Cisco ACI Virtual Edge Under the Tenants Tab

                  	View Statistics for Isolated Endpoints on Cisco ACI Virtual Edge Under the Virtual Networking Tab

               

            
            
         
      

   
      
         
            Chapter 6. Cisco ACI with Cisco
               	 AVS
            

            
               This chapter includes
                  		the following sections: 
                  	 
               

            

            
            
               
                  	Cisco AVS Overview

                  	Cisco AVS Installation

                  	Key Post-Installation Configuration Tasks for the Cisco AVS

                  	Distributed Firewall

                  	Microsegmentation with Cisco ACI for Cisco AVS

                  	Configuring Layer 4 to Layer 7 Services

                  	Migrating Your Network from DVS to AVS

                  	REST API Tasks for Cisco AVS

               

            
            
         
      

   
      
         
            Cisco AVS
               	 Overview
            

            
               The Cisco Application
                  		Virtual Switch (AVS) is a key part of the Cisco Application Centric
                  		Infrastructure (ACI). It is a distributed virtual switch that offers different
                  		forwarding and encapsulation options and extends across many virtualized hosts
                  		and data centers defined by the VMware vCenter Server. 
                  	 
               

               The Cisco AVS is
                  		integrated with the Cisco ACI architecture as a virtual leaf and is managed by
                  		the Cisco APIC. The 
                  		Cisco AVS
                  		implements the OpFlex protocol for control plane communication. 
                  	 
               

               This section provides
                  		an overview of the Cisco AVS. 
                  	 
               

               The 
                  		Cisco AVS
                  		supports two modes of traffic forwarding: Local Switching mode, formerly known
                  		as Fex disable mode; and No Local Switching mode, formerly known as Fex enable
                  		mode. You choose the forwarding mode during 
                  		Cisco AVS
                  		installation. 
                  	 
               

               
                  Local Switching
                     		  Mode
                  
 
                  		 
                  		
                  In Local Switching mode, all intra-EPG traffic is locally forwarded by the Cisco AVS, without the involvement of the leaf. All inter-EPG traffic is forwarded through the leaf. In this mode, the Cisco AVS can use either VLAN or VXLAN encapsulation—or both—for forwarding traffic to the leaf and back. You choose the encapsulation
                     type during Cisco AVS installation. 
                  

                  			
                  Beginning with Cisco AVS Release 5.2(1)SV3(2.5), you can configure a single VMM domain in Local Switching mode to use VLAN
                     and VXLAN encapsulation. Previously, encapsulation was determined solely by the presence of VLAN or multicast pools, and you
                     needed to have separate VMM domains for EPGs using VLAN and VXLAN encapsulation.
                  
 
                  		
                   If you choose VLAN
                     		  encapsulation, a range of VLANs must be available for use by the 
                     		  Cisco AVS.
                     		  These VLANs have local scope in that they have significance only within the
                     		  Layer 2 network between the 
                     		  Cisco AVS
                     		  and the leaf. If you choose VXLAN encapsulation, only the infra-VLAN needs to
                     		  be available between the 
                     		  Cisco AVS
                     		  and the leaf. This results in a simplified configuration and is the recommended
                     		  encapsulation type if there are one or more switches between the 
                     		  Cisco AVS
                     		  and the physical leaf. 
                     		
                  
 
                  		
                  
                     The 
                        			 Cisco AVS
                        			 in Local Switching Mode
                     
                     
[image: Illustration of the Cisco AVS in local switching mode]



                   
                  	 
               
               
                  No Local
                     		  Switching Mode
                  
 
                  		 
                  		
                  In No Local
                     		  Switching mode, all traffic is forwarded by the leaf. In this mode, VXLAN is
                     		  the only allowed encapsulation type. 
                     		
                  
 
                  		
                  
                     The 
                        			 Cisco AVS
                        			 in No Local Switching Mode
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                  Statistics Collection

                  			
                  			
                  			
                  Statistics collection is enabled on Cisco AVS by default. You may see Cisco AVS faults within the APIC GUI relating to VM
                     resource use. 
                  

                  			
                  You should troubleshoot those faults in the VMware vCenter because the Cisco ACI only generates these faults based on information
                     it receives from VMware vCenter.
                  

                  		
               
            

            
            
               
                  	About the Cisco AVS and the VMware vCenter

                  	Cisco AVS in a Multipod Environment

                  	Required Software

                  	Cisco AVS Documentation

               

            
            
         
      

   
      
         
            About the Cisco AVS
               	 and the VMware vCenter
            

            
               The Cisco Application
                  		Virtual Switch (AVS) is a distributed virtual switch that extends across many
                  		virtualized hosts. It manages a data center defined by the vCenter Server. 
                  	 
               

               The 
                  		Cisco AVS
                  		is compatible with any upstream physical access layer switch that complies with
                  		the Ethernet standard, including Cisco Nexus switches. The 
                  		Cisco AVS
                  		is compatible with any server hardware listed in the 
                  		VMware Hardware
                     		  Compatibility List (HCL). 
                  	 
               

               The 
                  		Cisco AVS
                  		is a distributed virtual switch solution that is fully integrated within the
                  		VMware virtual infrastructure, including VMware vCenter for the virtualization
                  		administrator. This solution allows the network administrator to configure
                  		virtual switch and port groups in order to establish a consistent data center
                  		network policy. 
                  	 
               

               The following figure
                  		shows a topology that includes the 
                  		Cisco AVS
                  		with the Cisco Application Policy Infrastructure Controller (APIC) and VMware
                  		vCenter. 
                  	 
               

               
                  Sample 
                     		  Cisco AVS
                     		  Topology
                  
                  
[image: images/304519.jpg]



               
               
                  
                     	
                        Note

                     
                     	
                        If there are multiple vCenters connected to a single Cisco ACI fabric, you should ensure that there are no overlapping MAC
                           address allocation schema across the multiple vCenters while deploying the vCenters instead of the default OUI allocation.
                           Overlaps can cause duplicate MAC address generation. For more information, see VMware documentation.
                        

                     
                  

               

            

         
      

   
      
         
            Cisco AVS in a
               	 Multipod Environment
            

            
                The Cisco AVS can be part of a multipod environment. Multipod environments use a single APIC cluster for all the pods; all
                  the pods act as a single fabric. 
               

               Multipod
                  		environments enable a more fault tolerant fabric comprising multiple pods with
                  		isolated control plane protocols. They also provide greater flexibility in full
                  		mesh cabling between leaf and spine switches. 
                  	 
               

                Cisco AVS does not require any additional configuration to operate in a multipod environment.  

                For detailed information about multipod environments, see the following documents on Cisco.com:  

               
                  	
                     				
                     Cisco Application Centric Infrastructure Fundamentals
                        				
                     

                     			
                  

                  	
                     				
                     Cisco APIC Getting Started Guide
                        				
                     

                     			
                  

                  	
                     				
                     Cisco APIC NX-OS Style Command-Line Interface Configuration Guide
                        				
                     

                     			
                  

               

                The following features are not supported for Cisco AVS with multipod in the Cisco APIC 2.0(1.x) release:  

               
                  	
                     				
                      L3 Multicast 

                     			
                  

                  	
                     				
                      Storage vMotion with two separate NFS in two separate PODs 

                     			
                  

                  	
                     				
                      ERSPAN destination in different PODs 

                     			
                  

                  	
                     				
                      Distributed Firewall syslog server in different PODs 

                     			
                  

               

            

         
      

   
      
         
            Required
               	 Software
            

            
               The following table shows the versions of software you need to install for Cisco Application Virtual
                     				  Switch (AVS) to work with the Cisco Application Policy Infrastructure Controller (APIC), VMware vCenter, and VMware ESXi hypervisor: 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Component 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Cisco AVS
                              					 software 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Cisco AVS
                              					 is supported in Release 4.2(1)SV2(2.3) and later releases. However, Release
                              					 5.2(1)SV3(1.5) or later is required if you want to use Distributed Firewall and
                              					 Microsegmentation with Cisco AVS. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Cisco 
                              					 APIC
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See the
                              					 Cisco AVS Release Notes for compatibility information. However, version 1.1(1j)
                              					 or later is required with Cisco AVS 5.2(1)SV3(1.5) or later if you want to use
                              					 Distributed Firewall and Microsegmentation with Cisco AVS. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           VMware
                              					 vCenter 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Cisco AVS is compatible with release 5.5, 6.0, or 6.5 of VMware vCenter Server. 
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           VMware
                              					 vSphere bare metal 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Cisco AVS is supported as a vLeaf for the Cisco APIC with release 5.5 and later releases of the VMware ESXi hypervisor. 
                           
 
                           				  
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    When you choose a Cisco AVS VIB, you need to choose the one compatible with the version of VMware ESXi hypervisor that you
                                       use. ESXi 5.5 uses xxix.3.2.1.vib, ESXi 6.0 uses xxxx.6.0.1.vib, and ESXi 6.5 uses xxxx.6.5.1.vib.
                                    

                                 
                              

                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Cisco
                              					 Virtual Switch Update Manager (VSUM) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Cisco AVS
                              					 is supported in VSUM Release 1.0 and later releases. 
                              				  
                           
 
                           				
                        
                     

                  
               

            

         
      

   
      
         
            Cisco AVS
               	 Installation
            

            
               Installing the Cisco Application Virtual Switch (AVS) consists of two separate sets of tasks: configuring the Cisco Application
                  Policy Infrastructure Controller (APIC) and then installing Cisco AVS using the Cisco Virtual Switch Update Manager (VSUM),
                  the ESXi CLI, or the VMware Virtual Update Manager (VUM). You also must verify the installation. 
               

               This section provides
                  		the instructions for each set of tasks that you need to perform to install
                  		Cisco AVS to use within the Cisco Application Centric Infrastructure (ACI)
                  		fabric. 
                  	 
               

            

            
            
               
                  	Workflow for Installing the Cisco AVS

                  	Creating Interface, Switch, and vCenter Domain Profiles

                  	Prerequisites for Installing Cisco AVS

                  	Installing Cisco AVS Using the VMware vCenter Plug-in

                  	Installing the Cisco AVS Using Cisco VSUM

                  	Installing the Cisco AVS Software Using the ESXi CLI

                  	Verifying the Cisco AVS Installation

                  	Adding Cisco AVS Hosts to the DVS

                  	Uninstalling Cisco AVS

                  	Uninstalling Cisco AVS Using the VMware vCenter Plug-in

               

            
            
         
      

   
      
         
            Workflow for
               	 Installing the Cisco AVS
            

            
               This section provides
                  		a high-level description of the tasks that you need to perform in order to
                  		install the Cisco AVS. 
                  	 
               

               
                  	
                     				
                     Create interface and switch policies and a VMware vCenter domain profile for the Cisco AVS in the unified configuration wizard
                        in the Cisco Application Policy Infrastructure Controller (APIC) GUI. 
                     

                     				
                     				
                     An interface policy configures the type of interface—port channel (PC) or virtual PC (VPC)—for the vSphere hosts and a link
                        aggregation control protocol (LACP), or MAC pinning. See the appendix "Recommended Topologies" in the Cisco Application Virtual Switch Installation Guide for supported topologies.
                        				
                     

                     				
                     A switch policy configures the connection between the Cisco AVS (the vLeaf) and the ESXi hypervisor by specifying a physical
                        port on the leaf switch and by specifying Cisco AVS trunk settings. These include VLANs or VXLANs. 
                     

                     				
                     A VMware vCenter domain groups virtual machine (VM) controllers with similar networking policy requirements. For example,
                        VM controllers can share VLAN or Virtual Extensible Local Area Network (VXLAN) space and application endpoint groups (EPGs).
                        The Cisco APIC communicates with the controller to publish network configurations such as port groups that are then applied
                        to the virtual workloads. 
                     
 See the section "Creating Interface and Switch Policies and a vCenter Domain Profile Using the GUI" in this guide for instructions. 
                  

                  	 
                     		  
                     Install the Cisco
                        			 AVS and add the ESXi host to the Cisco AVS. 
                        		  
                     

                     				
                     
                        
                           	
                              Note

                           
                           	
                              You can connect a single ESX or ESXi host to only one Cisco AVS at a time. You cannot add multiple Cisco AVS to a single ESX
                                 or ESXi host.
                              

                           
                        

                     
 
                     		  
                     Using Cisco VSUM
                        			 is the recommended method for installing the Cisco AVS. Using Cisco VSUM
                        			 validates the version and compatibility for the ESXi host, and in one procedure
                        			 enables you to install the Cisco AVS onto the ESXi host and add the ESXi host
                        			 to the Cisco AVS distributed virtual switch (DVS). 
                        		  
                     
 
                     		  
                     See the section "Completing the Cisco AVS Installation with Cisco VSUM" in this guide for instructions for installing the Cisco AVS using VSUM. 
                        				
                     

                     				
                     However, you can install Cisco AVS using the VMware vCenter plug-in. You should use the vCenter plug-in to install Cisco AVS
                        only if you are already using it to perform other tasks or if you plan to do so. See Installing Cisco AVS Using the VMware vCenter Plug-in in this guide.
 
                     		  
                     You also can install Cisco AVS using the ESXi CLI or VMware Virtual Update Manager (VUM). You might want to do so if you have
                        one or few Cisco AVS. See  Installing the Cisco AVS Software Using the ESXi CLI in this guide or "Installing the Cisco AVS Software Using VMware VUM" in the Cisco Application Virtual Switch Installation Guide for instructions.
                        				
                     
 
                     		
                  

                  	 
                     		  
                     Verify the Cisco
                        			 AVS Installation. 
                        		  
                     
 
                     		  
                     You need to verify
                        			 that the Cisco AVS has been installed on the VMware ESXi hypervisor by
                        			 verifying the virtual switch status and the virtual NIC status. You also need
                        			 to verify that the vmknic is created, that OpFlex is online, and that the ports
                        			 are in a forwarding state. 
                        		  
                     
 
                     		  
                     See the section Verifying the Cisco AVS Installation in this guide for instructions.
                     
 
                     		
                  

                  	
                     				
                     Add hosts to the Cisco AVS.

                     				
                     Once you have installed the Cisco AVS, you can add hosts, one at a time, to it.

                     				
                     See the section Adding Cisco AVS Hosts to the DVS in this guide for instructions.
                     

                     			
                  

               

            

         
      

   
      
         
            Creating Interface,
               	 Switch, and vCenter Domain Profiles
            

            
                Before you can
                  		install the Cisco AVS, you need to create interface, switch, and vCenter domain
                  		profiles. As of Cisco APIC 1.1.x, we recommend that you perform these tasks in
                  		the united configuration wizard in the Cisco APIC. This is the procedure 
                  		"Creating
                     		  Interface and Switch Profiles and a vCenter Domain Profile Using the Advanced
                     		  GUI" in this guide. 
                  	 
               

               You should understand
                  		and follow the guidelines in this section before proceeding with the tasks. 
                  	 
               

               
                  Alternate
                     		  Procedures
                  
 
                  		 
                  		 
                  		
                  If you need to configure a FEX profile or detailed interface,
                     		  switch, or vCenter domain profiles, you can find instructions in Appendix C,
                     		  "Procedures for Creating Interface, Switch, and vCenter Domain Profiles" in the
                     		  
                     		  Cisco
                        			 Application Virtual Switch Installation Guide. 
                     		
                  
 
                  	 
               
               
                  Firewall
                     		  Considerations
                  
 
                  		 
                  		
                  If you use the
                     		  recommended united configuration wizard, the Cisco APIC automatically creates a
                     		  firewall policy, which can be modified later. If you instead use the alternate
                     		  procedures to create interface, switch, or vCenter domain profiles, you will
                     		  need to create a firewall policy manually. Follow the instructions in 
                     		  the Distributed Firewall section of this guide. 
                     		
                  
 
                  	 
               
            

            
            
               
                  	Interface and Switch Profile Guidelines and Prerequisites

                  	vCenter Domain Profile Guidelines and Prerequisites

                  	Creating Interface and Switch Profiles and a vCenter Domain Profile Using the GUI

                  	Configuring vSwitch Override Policies on the VMM Domain Using the GUI

                  	Pre-Cisco AVS Installation Configuration Using the NX-OS Style CLI

               

            
            
         
      

   
      
         
            Interface and Switch
               	 Profile Guidelines and Prerequisites
            

            
               Follow these
                  		guidelines and fulfil the prerequisites when creating interface and switch
                  		profiles for your Cisco AVS. 
                  	 
               

               
                  Guidelines for
                     		  Creating Interface and Switch Profiles
                  
 
                  		 
                  		
                  The 
                     		  Cisco AVS
                     		  supports PC, VPC, MAC Pinning, and FEX interface policies. It does not support
                     		  individual interface policies. See the 
                     		  Cisco
                        			 Application Virtual Switch Installation Guide for information about FEX
                     		  policies. 
                     		
                  
 
                  		
                  
                     	 
                        			 
                        If there is a
                           				Layer 2 network between the leaf switch and the Cisco AVS vSphere host,
                           				configure the interface policy on the interfaces that are connected to the
                           				Layer 2 network. 
                           			 
                        
 
                        		  
                     

                     	 
                        			 
                        The number of
                           				links and leafs that you use determine whether you need to configure a PC or a
                           				VPC policy for the 
                           				Cisco AVS:
                           				
                           			 
                        
 
                        			 
                        
                           	 
                              				  
                              If you are
                                 					 using a single link between a leaf and an ESXi host, you need to configure a PC
                                 					 policy. 
                                 				  
                              
 
                              				
                           

                           	 
                              				  
                              If you are
                                 					 using multiple links between one leaf and an ESXi host, you must configure a PC
                                 					 policy. 
                                 				  
                              
 
                              				
                           

                           	 
                              				  
                              If you are
                                 					 using multiple links between multiple leafs and an ESXi host, you must
                                 					 configure a VPC policy. 
                                 				  
                              
 
                              				
                           

                        
 
                        		  
                     

                     	 
                        			 
                         
                           				Follow these guidelines for choosing a LACP policy: 
                           			 
                        
 
                        			 
                        
                           	 
                              				  
                              Choose LACP
                                 					 (Active or Passive) if the uplinks from the Cisco AVS (vSphere host) are
                                 					 directly connected to the leaf switches and you want to use or turn on the LACP
                                 					 channeling protocol. 
                                 				  
                              
 
                              				
                           

                           	 
                              				  
                              Choose
                                 					 Static Channel - Mode On if the uplinks form the Cisco AVS are directly
                                 					 connected to the leaf switches but you do not want to use the LACP channeling
                                 					 protocol, for example, static port channel. 
                                 				  
                              
 
                              				
                           

                           	 
                              				  
                              Choose MAC
                                 					 Pinning if the uplinks from the Cisco AVS should not be channeled together and
                                 					 will operate as separate links. 
                                 				  
                              
 
                              				
                           

                        
 
                        		  
                     

                  
 
                  	 
               
               
                  Prerequisites
                     		  for Creating Interface and Switch Profiles
                  
 
                  		 
                  		
                   You should verify
                     		  that the leaf switch interfaces are physically connected to the ESXi hypervisor
                     		  or, if you are using a Layer 2 device, verify that the leaf is physically
                     		  connected to the Layer 2 device. 
                     		
                  
 
                  	 
               
            

         
      

   
      
         
            vCenter Domain
               	 Profile Guidelines and Prerequisites
            

            
                You must create a new
                  		vCenter domain profile; you cannot convert an existing one. For information
                  		about deleting an existing VMware vCenter domain profile, see the section
                  		"Guidelines for Deleting VMM Domains" in 
                  		Cisco Application
                     		  Centric Infrastructure Fundamentals. 
                  	 
               

               
                  Guidelines for
                     		  Creating a VMware vCenter Domain Profile
                  
 
                  		 
                  		
                  You can create
                     		  multiple data centers and DVS entries under a single domain. However, you can
                     		  have only one Cisco AVS assigned to each data center. 
                     		
                  
 
                  		
                  If you choose VXLAN encapsulation and MAC pinning link aggregation, we recommend that you enable VXLAN load balancing. See
                     the section “Enabling VXLAN load balancing” in the Cisco Application Virtual Switch Configuration Guide.  
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           VXLAN load balancing is enabled by default. However, to use it effectively, you need to configure additional VMK NICs to match
                              the number of PNICs.
                           

                        
                     

                  
 
                  		
                   Beginning with 
                     		  Cisco AVS
                     		  Release 5.2(1)SV3(1.15), you can use IPv6 when creating a VMM domain, provided
                     		  that the vCenter and ESXi host management are IPv6-enabled. 
                     		
                  
 
                  	 
               
               
                  Prerequisites
                     		  for Creating a VMware vCenter Domain Profile
                  
 
                  		 
                  		
                  Make sure that the
                     		  multicast IP address pool has enough multicast IP addresses to accommodate the
                     		  number of EPGs that will be published to the VMware vCenter domain. You can add
                     		  more IP addresses to a multicast address pool that is already associated with a
                     		  VMware vCenter domain at any time. 
                     		
                  
 
                  		
                  Make sure that you
                     		  have a sufficient number of VLAN IDs. If you do not, ports on endpoint groups
                     		  (EPGs) might report that no encapsulation is available. 
                     		
                  
 
                  		
                   If you want to
                     		  change the switch mode on a 
                     		  Cisco AVS,
                     		  you first must remove the existing DVS and then add the VMware vCenter domain
                     		  with the desired switching mode. For instructions on removing the existing DVS,
                     		  see 
                     		  Cisco Application Virtual
                        					 Switch Configuration Guide.
                     		  
                     		
                  
 
                  		
                  vCenter must be
                     		  installed, configured, and reachable through the in-band/out-of-band management
                     		  network. 
                     		
                  
 
                  		
                  You must have the administrator/root credentials to the vCenter.  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           If you prefer not to use the vCenter administrator/root credentials, you can create a custom user account with minimum required
                              permissions. See Custom User Account with Minimum VMware vCenter Privileges for a list of the required user privileges. 
                              			
                           

                        
                     

                  
 
                  	 
               
            

         
      

   
      
         
            Pre-Cisco AVS
               	 Installation Configuration Using the NX-OS Style CLI
            

            
               You can perform some
                  		pre-Cisco AVS installation configuration tasks using the NX-OS style CLI. 
                  	 
               

            

            
            
               
                  	Creating a VLAN Domain Using the NX-OS Style CLI

                  	Configuring a Port Channel Using the NX-OS Style CLI

                  	Configuring a VPC Using the NX-OS Style CLI

                  	Creating a VMM Domain with Local Switching or No Local Switching Using the NX-OS Style CLI

               

            
            
         
      

   
      
         
            Configuring a VPC
               	 Using the NX-OS Style CLI
            

            
               Configuring a Virtual Port Channel
                  		(VPC) using the NX-OS style CLI consists of two tasks: configuring a VPC domain
                  		and then configuring the VPC on the switch interfaces.
                  	 
               

            

            
            
               
                  	Configuring a VPC Domain Using the NX-OS Style CLI

                  	Configuring a VPC on Switch Interfaces Using NX-OS Style CLI

               

            
            
         
      

   
      
         
            Prerequisites for
               	 Installing Cisco AVS
            

            
                Installing Cisco AVS
                  		has the following prerequisites: 
                  	 
               

               
                  	 
                     		  
                     You must set up
                        			 the Cisco APIC before you can set up the Cisco AVS. See the 
                        			 Cisco APIC
                           				Getting Started Guide for instructions on how to configure the Cisco
                        			 APIC for the first time. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     You must make sure
                        			 that all switches are registered and that the Cisco ACI fabric is up to date.
                        			 See 
                        			 Cisco
                           				Application Centric Infrastructure Fundamentals and the 
                        			 Cisco APIC
                           				Getting Started Guide. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     The 
                        			 Cisco AVS
                        			 configuration in the Cisco APIC must be completed manually. See the section 
                        			 Creation
                           				of Interface and Switch Policies and the vCenter Domain Profile in this
                        			 guide or the 
                        			 Cisco
                           				Application Virtual Switch Installation Guide for detailed information
                        			 about configuring the Cisco APIC before Cisco AVS installation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     If you want to use Cisco VSUM to install the Cisco AVS, you first must install Cisco VSUM. See the section Installing Cisco VSUM in this guide.
                        					
                     
 
                     		
                  

                  	 
                     		  
                     If you want to use Cisco VSUM to install the Cisco AVS, you must have downloaded the appropriate Cisco AVS image file from
                           Cisco.com and uploaded it to the Cisco VSUM repository. See the sections About the Virtual Switch Image File Upload Utility and Uploading the Cisco AVS Image File in this guide. 
 
                     		
                  

                  	 
                     		  
                     You have created a
                        			 tenant configuration that contains the required bridge domain, application
                        			 profile, endpoint groups, and contracts. See the 
                        			 Cisco APIC
                           				Getting Started Guide for more information. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     The host has one
                        			 or more unclaimed physical NICs. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     You have
                        			 administrative privileges for the vCenter Server. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     When connecting the Cisco AVS using VXLAN encapsulation, set the maximum transmission unit (MTU) value equal to or greater
                        than 1600 on all intermediate devices on the path between the Cisco ACI fabric and the Cisco AVS. These include FI switches
                        and UCS-B. However, to optimize performance, the MTU should be set to the maximum supported size that all intermediate devices
                        on the path between the Cisco ACI fabric and the Cisco AVS support. 
                     

                     				 
                     		
                  

                  	 
                     		  
                      When adding additional VMware ESXi hosts to the VMM domain for the Cisco AVS, ensure that the version of the ESXi host is
                        compatible with the Distributed Virtual Switch (DVS) version already deployed in the vCenter. For more information about Cisco
                        AVS compatibility for ESXi hosts, see the Cisco AVS Release Notes for your Cisco AVS release. 
                     
 
                     		  
                      If the ESXi host
                        			 version is not compatible with the existing DVS version, vCenter will not be
                        			 able to add the ESXi host to the DVS, and an incompatibility error will occur.
                        			 Modification of the existing DVS Version setting from the Cisco APIC is not
                        			 possible. To lower the DVS Version in the vCenter, you need to remove and
                        			 reapply the VMM domain configuration with a lower setting. 
                        		  
                     
 
                     		
                  

               

               
                  
                     	
                        Important

                     
                     	
                        If you have ESXi 6.5 hosts running UCS B-Series or C-Series server with VIC cards, some of the vmnics may go down on a port
                           state event, such as a link flap or a TOR reload. To prevent this problem, do not use the default eNIC driver but install
                           it from the VMware website: https://my.vmware.com/web/vmware/details?downloadGroup=DT-ESXI65-CISCO-NENIC-1020&productId=614.
                        

                     
                  

               

            

         
      

   
      
         
            Installing the Cisco AVS Using Cisco VSUM

            
               Once you have finished
                  		configuring the Cisco AVS in the Cisco APIC, you complete the installation of
                  		the Cisco AVS in the Cisco VSUM. You do so by installing the Cisco AVS and
                  		adding the ESXi host to the Cisco AVS. 
                  	 
               

            

            
            
               
                  	Installing Cisco VSUM

                  	About the Virtual Switch Image File Upload Utility

                  	Uploading the Cisco AVS Image File

                  	Installing Cisco AVS Using VSUM

               

            
            
         
      

   
      
         
            About the Virtual
               	 Switch Image File Upload Utility
            

            
               The Virtual Switch Image File Upload utility is a GUI that enables you to dynamically upload the Cisco AVS image files before
                  you install Cisco AVS. You must download the Cisco AVS image files from Cisco.com on your local system before you upload them
                  to the Cisco VSUM repository. 
               

            

         
      

   
      
         
            Key
               	 Post-Installation Configuration Tasks for the Cisco AVS
            

            
                After you install the
                  		Cisco Application Virtual Switch (AVS), you need to perform some configuration
                  		tasks in the Cisco Application Policy Infrastructure Controller (APIC). 
                  	 
               

            

            
            
               
                  	Prerequisites for Configuring the Cisco AVS

                  	Workflow for Key Post-Installation Configuration Tasks for the Cisco AVS

                  	Deploying an Application Profile for Cisco AVS Using the GUI

                  	Deploying an Application Profile for Cisco AVS Using the NX-OS CLI

                  	Verifying the Application Profile

                  	Configuring an IP Address for VMs Connected to Cisco AVS

                  	Guidelines for Using vMotion with Cisco AVS

               

            
            
         
      

   
      
         
            Prerequisites for
               	 Configuring the Cisco AVS
            

            
                Before you configure
                  		the Cisco Application Virtual Switch (AVS), you need to perform the following
                  		tasks: 
                  	 
                  
                     	 
                        		  
                         Install the Cisco
                           			 AVS as described in the previous sections of this guide. 
                           		  
                        
 
                        		
                     

                     	 
                        		  
                        Understand the
                           			 concepts presented in the 
                           			 ACI
                              				Fundamentals Guide and the 
                           			 APIC Getting
                              				Started Guide. 
                           		  
                        
 
                        		
                     

                  
 
                  	 
               

            

         
      

   
      
         
            Workflow for Key
               	 Post-Installation Configuration Tasks for the Cisco AVS
            

            
               This section provides
                  		a high-level description of the tasks that you need to perform in the correct
                  		sequence in order to configure Cisco AVS. 
                  	 
               

               
                  	
                     				
                     Deploy an application profile. 

                     				
                     
                        	
                           						
                           Create a tenant. 

                           						
                           A tenant is a logical container for application policies that enable an administrator to exercise domain-based access control.
                              Tenants can represent a customer in a service provider setting, an organization or domain in an enterprise setting, or just
                              a convenient grouping of policies. 
                           

                           						
                           The fabric can contain multiple tenants. Tenants can be isolated from one another or can share resources. The primary elements
                              that the tenant contains are filters, contracts, outside networks, bridge domains, contexts, and application profiles that
                              contain endpoint groups (EPGs). Entities in the tenant inherit its policies. 
                           

                           						
                           You must configure a tenant before you can deploy any Layer 4 to Layer 7 services. 

                           						
                           See the section Creating a Tenant, Private Network, and Bridge Domain Using the GUI in this guide for instructions for creating tenants. 
                           

                           					
                        

                        	
                           						
                           Create an application profile. 

                           						
                           An application profile models application requirements. An application profile is a convenient logical container for grouping
                              EPGs. 
                           

                           						
                           Modern applications contain multiple components. For example, an e-commerce application could require a web server, a database
                              server, data located in a storage area network, and access to outside resources that enable financial transactions. The application
                              profile contains as many (or as few) EPGs as necessary that are logically related to providing the capabilities of an application.
                              
                           

                           						
                           See the section Creating an Application Profile Using the GUI in this guide for instructions for creating an application profile. 
                           

                           					
                        

                        	
                           						
                           Create an endpoint group (EPG) 

                           						
                           Endpoints are devices that are connected to the network directly or indirectly. They have an address (identity), a location,
                              attributes (such as version or patch level), and can be physical or virtual. Endpoint examples include servers, virtual machines,
                              network-attached storage, or clients on the Internet. 
                           

                           						
                           An EPG is a named logical entity that contains a collection of endpoints that have common policy requirements such as security,
                              virtual machine mobility, QoS, or Layer 4 to Layer 7 services. EPGs enable you to manage endpoints as a group rather than
                              having to configure and manage them individually; endpoints in an EPG have the same configuration and changes to EPG configuration
                              are propagated automatically to all the endpoints assigned to it. In vCenter Server, an EPG is represented as a port group.
                              
                           

                           						
                           See the section Creating EPGs Using the GUI in this guide for instructions for creating EPGs. 
                           

                           					
                        

                        	
                           						
                            Assign port groups to virtual machines (VMs) in vCenter. 

                           						
                           In vCenter Server, an EPG is represented as a port group. The virtual Ethernet (vEth) interfaces are assigned in vCenter Server
                              to an EPG in order to do the following: 
                           

                           						
                           
                              	
                                 								
                                 Define the port configuration by the policy. 

                                 							
                              

                              	
                                 								
                                 Apply a single policy across a large number of ports. 

                                 							
                              

                           

                           						
                           EPGs that are configured as uplinks can be assigned by the server administrator to physical ports (which can be vmnics or
                              PNICs). EPGs that are not configured as uplinks can be assigned to a VM virtual port. 
                           

                           						
                           See the section Assigning Port Groups to VMs in vCenter in this guide for instructions. 
                           

                           					
                        

                        	
                           						
                           Create filters. 

                           						
                           A filter is a managed object that helps enable mixing and matching among EPGs and contracts so as to satisfy various applications
                              or service delivery requirements. It specifies the data protocols to be allowed or denied by a contract—rules for communications
                              between EPGs—that contains the filter. 
                           

                           						
                           See the section Creating a Filter Using the GUI in this guide for instructions. 
                           

                           					
                        

                        	
                           						
                           Create contracts. 

                           						
                           Contracts are policies that enable communications between EPGs. An administrator uses a contract to select the type(s) of
                              traffic that can pass between EPGs, including the protocols and ports allowed. If there is no contract, inter-EPG communication
                              is disabled by default. No contract is required for communication within an EPG; communication within an EPG is always implicitly
                              allowed. 
                           

                           						
                           Contracts govern the communication between EPGs that are labeled providers, consumers, or both. An EPG can both provide and
                              consume the same contract. An EPG can also provide and consume multiple contracts simultaneously. 
                           

                           						
                           See the section Creating a Contract Using the GUI in this guide for instructions. 
                           

                           					
                        

                     

                     			
                  

                  	
                     				
                     Verify the application profile. 

                     				
                     You need to perform the following tasks to verify that the application profile has been created. 

                     				
                     
                        	
                           						
                           Verify the application profile on the Cisco APIC. 

                           					
                        

                        	
                           						
                           Verify that the EPGs appear in the vCenter. 

                           					
                        

                        	
                           						
                           Ensure that the VMs can communicate. 

                           					
                        

                     

                     				
                     See the section Verifying the Application Profile in this guide for instructions. 
                     

                     			
                  

                  	
                     				
                     Configure an IPv4 or IPv6 address 

                     				
                     To configure an IP address for VMs connected to Cisco AVS, you assign an IPv4 or IPv6 address—or both an IPV4 and IPv6 address—for
                        the VM and then assign a gateway address. 
                     

                     				
                     See the section Configuring an IP Address for VMs Connected to Cisco AVS in this guide for instructions. 
                     

                     			
                  

                  	
                     				
                     Configure an IGMP querier under the infra BD subnet.

                     				
                     In order for Cisco AVS to forward multi-destination traffic—especially when traffic goes through a blade switch—you should
                        configure an IGMP querier under the infra BD subnet. This enables devices to build their Layer 2 multicast tree.
                     

                     				
                     See the section "Configuring IGMP Querier and Snooping" in the Cisco AVS Configuration Guide for instructions.
                     

                     			
                  

                  	
                     				
                      (Optional but recommended) Enable Distributed Firewall. 

                     				
                     After you install or upgrade to Cisco AVS Release 5.2(1)SV3(1.5), you need to enable Distributed Firewall if you want to use
                        the feature. Distributed Firewall is in Learning mode by default. Follow the instructions in Creating a Distributed Firewall Policy or Changing its Mode Using the GUI in this guide to enable Distributed Firewall. 
                     

                     			
                  

               

            

         
      

   
      
         
            Deploying an Application Profile for Cisco AVS Using the GUI

            
               Basic mode is deprecated after Cisco APIC Release 3.0(1). Cisco does not recommend using Basic mode for configuration. However,
                  if you want to use Basic mode, use the following URL: APIC URL/index.Simple.html

               Caution: Cisco recommends that you do not mix configuration modes (Advanced or Basic). When you make a configuration in either
                  mode and change the configuration using the other mode, unintended changes can occur. For example, if you apply an interface
                  policy to two ports using Advanced mode and then change the settings of one port using Basic mode, your changes might be applied
                  to both ports. 
               

            

            
            
               
                  	Creating a Tenant, VRF, and Bridge Domain Using the GUI

                  	Creating an Application Profile Using the GUI

                  	Creating EPGs Using the GUI

                  	Creating VLAN Pools with Encapsulation Blocks Using the GUI

                  	Assigning Port Groups to the VM in vCenter

                  	Creating a Filter Using the GUI

                  	Creating a Contract Using the GUI

               

            
            
         
      

   
      
         
            Deploying an
               	 Application Profile for Cisco AVS Using the NX-OS CLI
            

            

            
            
               
                  	Creating a Tenant, VRF, and Bridge Domain Using the NX-OS Style CLI

                  	Creating an Application Profile and EPG Using the NX-OS Style CLI

                  	Creating VLAN Pools with Encapsulation Blocks Using the NX-OS Style CLI

                  	Deploying an Application Policy Using the NX-OS Style CLI

               

            
            
         
      

   
      
         
            Verifying the
               	 Application Profile
            

            

            
            
               
                  	Verifying the Application Profile and EPGs in the GUI

                  	Verifying the EPGs in vCenter

                  	Verifying that VMs can Communicate

               

            
            
         
      

   
      
         
            Configuring an IP
               	 Address for VMs Connected to Cisco AVS
            

            
                To configure an IP
                  		address for VMs connected to Cisco AVS, you assign an IPv4 or IPv6 address—or
                  		both an IPV4 and IPv6 address—to the VM and then assign a gateway address. 
                  	 
               

            

            
            
               
                  	Assigning an IP Address to the Cisco AVS VM Network Adapter

                  	Assigning a Gateway Address for the VMs Connected to Cisco AVS Using the GUI

               

            
            
         
      

   
      
         
             Guidelines for Using vMotion with Cisco AVS

            
               Follow the guidelines in this section for using vMotion with Cisco AVS. 

               
                  vMotion Configuration 
 
                  		
                  			
                  
                     	
                        					
                        We recommend that you configure vMotion on a separate VMkernel NIC with a separate EPG. Do not configure vMotion on the VMkernel
                           NIC created for the OpFlex channel. 
                        

                        				
                     

                     	
                        					
                        We recommend that you do not delete or change any parameters for the VMkernel NIC created for the OpFlex channel. 
                        

                        				
                     

                     	
                        					
                        Ensure that OpFlex is up on the destination host. Otherwise the EPG will not be available on the host. 

                        				
                     

                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           If you delete the VMkernel NIC created for the OpFlex channel by mistake, recreate it with the attach port-group vtep, and configure it with a dynamic IP address. You should never configure a static IP address for an OpFlex VMkernel NIC. 
                           

                        
                     

                  
 
                  	 
               
               
                  vMotion with Cisco AVS when Using VXLAN Encapsulation
 
                  		 
                  		
                  When using vMotion with Cisco AVS and using virtual extensible LAN (VXLAN) encapsulation, you must take into account the following
                     when setting the maximum transmission unit (MTU).  
                  

                  			
                  
                     	
                        					
                        Using the default value of 1500 MTU will cause a timeout during vMotion migration to Cisco AVS. So we recommend an MTU greater
                           than or equal to 1600. However, in order to optimize performance, the MTU should be set to the maximum allowed value of 8950.
                           
                        

                        				
                     

                     	
                        					
                        Cisco AVS will enforce the physical NIC (PNIC) MTU by fragmenting or segmenting the inner packet. Any switch in the path,
                           such as Fabric Interconnect, must have an MTU value greater than or equal to the Cisco AVS PNIC MTU. 
                        

                        				
                     

                     	
                        					
                        The path MTU between the Virtual Tunnel Endpoint (VTEP) and the fabric must be greater than Cisco AVS PNIC MTU because reassembly
                           of VXLAN packets is not supported. 
                        

                        				
                     

                     	
                        					
                        Total overhead when using VXLAN is at least 50 bytes:  

                        					
                        
                           	
                              							
                               Outer Ethernet—14 bytes 

                              						
                           

                           	
                              							
                               IP Header—20 bytes 

                              						
                           

                           	
                              							
                               UDP header—8 bytes 

                              						
                           

                           	
                              							
                               VXLAN Header—8 bytes 

                              						
                           

                        

                        				
                     

                  
 
                  	 
               
               
                  Cross-vCenter vMotion Support
 
                  		 
                  		
                  Cisco AVS supports cross-vCenter vMotion beginning in Release 5.2(1)SV3(1.15). 
 
                  		
                  
                     
                        	
                           Note

                        
                        	
                           Microsegmentation with Cisco ACI for Cisco AVS is not supported for cross-vCenter and cross-vDS vMotion. 

                        
                     

                  

                  			
                  			
                  
                     
                        	
                           Note

                        
                        	
                           When you do a cross-vCenter vMotion of endpoints, you might experience a few seconds of traffic loss.

                        
                     

                  
 
                  	 
               
               
                  Guidelines for Using Cross-vCenter and Cross-vDS vMotion 
 
                  		 
                  		 
                  		
                  
                     	 
                        			 
                        The source and
                           				destination VMware vCenter Server instances and ESXi hosts must be running
                           				version 6.0 or later. 
                           			 
                        
 
                        		  
                     

                     	 
                        			 
                        The source and
                           				destination vSphere Distributed Switch (vDS) version must be same. 
                           			 
                        
 
                        		  
                     

                     	 
                        			 
                        Refer to VMware documentation for prerequisites for cross-vDS and Cross-VCenter vMotion. 
 
                        		  
                     

                  
 
                  		 
                  	 
               
            

         
      

   
      
         
            Distributed
               	 Firewall
            

            
               The Distributed Firewall is a hardware-assisted firewall that supplements—but does not replace—other security features in
                  the Cisco Application Centric Infrastructure (ACI) fabric such as Cisco Adaptive Security Virtual Appliance (ASAv) or secure
                  zones created by Microsegmentation with the Cisco Application Virtual Switch (AVS). Distributed Firewall was a new feature
                  in Cisco AVS in Release 5.2(1)SV3(1.5). 
               

                Part of Cisco AVS,
                  		the Distributed Firewall resides in the ESXi (hypervisor) kernel and is in
                  		learning mode by default. No additional software is required for the
                  		Distributed Firewall to work. However, you must configure policies in the Cisco
                  		Application Policy Infrastructure Controller (APIC) to work with the
                  		Distributed Firewall. 
                  	 
               

               The Distributed Firewall is supported on all Virtual Ethernet (vEth) ports but is disabled for all system ports (Virtual Extensible
                  LAN (VXLAN] tunnel endpoint [VTEP]) and all vmkernel ports) and for all uplink ports. 
               

               Distributed Firewall flows are limited to 10,000 per endpoint and 250,000 per Cisco AVS host.

               
                  Key Features of
                     		  the Distributed Firewall
                  
 
                  		 
                  		
                  
                     
                     
                        
                        
                     
                     
                        
                           	 
                              					 
                              Feature 
                                 					 
                              
 
                              				  
                           
                           	Description 
                              				  
                           
                        

                     
                     
                        
                           	 
                              					 
                              Provides
                                 						dynamic packet filtering (also known as stateful inspection) 
                                 					 
                              
 
                              				  
                           
                           	 
                              					 
                              Tracks the
                                 						state of TCP and FTP connections and blocks packets unless they match a known
                                 						active connection. Traffic from the Internet and internal network is filtered
                                 						based on policies that you configure in the APIC GUI. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                              Is
                                 						distributed 
                                 					 
                              
 
                              				  
                           
                           	 
                              					 
                              Tracks
                                 						connections even if virtual machines (VMs) are relocated by vMotion to other
                                 						servers. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                              Prevents
                                 						SYN-ACK attacks 
                                 					 
                              
 
                              				  
                           
                           	 
                              					 
                              When the
                                 						provider VM initiates SYN-ACK packets, the Distributed Firewall on the provider
                                 						Cisco AVS drops these packets because no corresponding flow (connection) is
                                 						created. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                              Supports
                                 						TCP flow aging 
                                 					 
                              
 
                              				  
                           
                           	 
                              					 
                              Connections in ESTABLISHED state are maintained for 2 hours
                                 						unless the per-port limit reaches the 75% threshold. Once that threshold is
                                 						reached, any new connection can potentially replace the old connection (which
                                 						has been inactive for at least 5 minutes). 
                                 					 
                              
 
                              					 
                              
                                 						Connections in non-ESTABLISHED TCP state are retained for 5 minutes of
                                 						idle/inactive time. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                              Is
                                 						implemented at the flow level 
                                 					 
                              
 
                              				  
                           
                           	 
                              					 
                               Enables a
                                 						flow between VMs over the TCP connection, eliminating the need to establish a
                                 						TCP/IP connection for each packet. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                              Not dependent on any particular topology or configuration 
 
                              				  
                           
                           	 
                              					 
                              Works with
                                 						either Local Switching and No Local Switching modes and with either VLAN and
                                 						VXLAN. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                              Is
                                 						hardware-assisted 
                                 					 
                              
 
                              				  
                           
                           	 
                              					 
                               In the
                                 						ACI fabric, Cisco Nexus 9000 leaf switches store the policies, avoiding impact
                                 						on performance. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                              Bases
                                 						implementation on 5-tuple values 
                                 					 
                              
 
                              				  
                           
                           	 
                              					 
                              Uses the
                                 						source and destination IP addresses, the source and destination ports, and the
                                 						protocol in implementing policies. 
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                              Is in
                                 						learning mode by default 
                                 					 
                              
 
                              				  
                           
                           	 
                              					 
                              Facilitates upgrades; Distributed Firewall must be in learning
                                 						mode when you upgrade from an earlier release of Cisco AVS to Release
                                 						5.2(1)SV3(1.5) or later releases that support Distributed Firewall. 
                                 					 
                              
 
                              				  
                           
                        

                     
                  
 
                  	 
               
            

            
            
               
                  	Benefits of Distributed Firewall

                  	Configuring Distributed Firewall

                  	Distributed Firewall Flow Logging

                  	Distributed Firewall Flow Counts

               

            
            
         
      

   
      
         
            Benefits of
               	 Distributed Firewall
            

            
               This section provides
                  		examples of how Distributed Firewall works with hardware in the Cisco ACI
                  		fabric to provide security. 
                  	 
               

               
                  Enhanced
                     		  Security For Reflexive ACLs
                  
 
                  		 
                  		
                  An administrator
                     		  creates a contract using subjects and filters in the Cisco APIC between
                     		  consumer and provider EPGs to allow web traffic. The administrator creates a
                     		  policy in Cisco APIC to allow traffic from any source port to destination port
                     		  80. 
                     		
                  
 
                  		
                  As soon as the
                     		  policy is configured in Cisco APIC, a reflexive access control list (ACL) entry
                     		  from the provider to the consumer is automatically programmed in the ACI
                     		  hardware. This reflexive ACL is created to allow the reverse traffic for the
                     		  time when a connection remains established. This reflexive ACL entry is
                     		  necessary to allow the reverse traffic to flow. 
                     		
                  
 
                  		
                   Because of the
                     		  automatic reflexive ACL creation, the leaf switch allows the provider to
                     		  connect to any client port when the connection is in the established state. But
                     		  this might not be desirable for some data centers. That is because an endpoint
                     		  in a provider EPG might initiate a SYN attack or a port-scan to the endpoints
                     		  in the consumer EPGs using its source port 80. 
                     		
                  
 
                  		
                  However, the
                     		  Distributed Firewall, with the help of the physical hardware, will not allow
                     		  such attack. The physical leaf hardware evaluates the packet it receives from
                     		  the hypervisor against the policy ternary content addressable memory (TCAM)
                     		  entry. 
                     		
                  
 
                  	 
               
               
                   Protecting Data
                     		  when VMs are Moved with vMotion
                  
 
                  		 
                  		
                   Distributed
                     		  Firewall is present in the hypervisor kernel. Every packet sent or received
                     		  follows the flow-based entry in the Cisco AVS Distributed Firewall in the
                     		  hypervisor kernel as well as in the physical leaf. Since the flows are directly
                     		  attached to a virtual machine (VM) virtual Ethernet (vEth) interface, even when
                     		  VMs are moved by vMotion to a different hypervisor host, the flows and table
                     		  entries move with it to the new hypervisor. 
                     		
                  
 
                  		
                   This movement also
                     		  is reported back to physical leaf. The physical leaf allows the legitimate flow
                     		  to continue and will prevent attacks if they occur. So even when the VM is
                     		  moved to the new hosts, VM is still communicating without losing protection. 
                     		
                  
 
                  	 
               
               
                   Seamless FTP
                     		  Traffic Handling
                  
 
                  		 
                  		
                  The behavior and
                     		  interworking of the FTP protocol is different than other TCP-based protocols.
                     		  For this reason, it requires special treatment in the Distributed Firewall. FTP
                     		  Server (Provider) listens on the Control port (TCP port 21) and a Data port
                     		  (TCP port 20). When communication begins between FTP client (Consumer) and
                     		  server (Provider), the control connection is set up initially between the FTP
                     		  client and server. The data connection is set up on demand (only when there is
                     		  data to be exchanged) and torn down immediately after the data transfer. 
                     		
                  
 
                  		
                  Distributed Firewall
                     		  supports only Active-FTP mode handling. The data connections are not tracked
                     		  for the Passive-FTP mode. 
                     		
                  
 
                  		
                  Distributed Firewall
                     		  will allow the FTP data connection only if it matches the FTP Client IP and
                     		  Port information that was received during the control connection handshake.
                     		  Distributed Firewall will block the FTP data connections if there is no
                     		  corresponding control connection; this is what prevents FTP attacks. 
                     		
                  
 
                  	 
               
            

         
      

   
      
         
            Workflow for
               	 Configuring Distributed Firewall
            

            
               This section provides
                  		a high-level description of the tasks that you need to perform in order to
                  		change the Distributed Firewall mode and create policies. 
                  	 
               

                
                  	 
                  
                     	Create an interface policy
                        		  group to enable the firewall policy in the Cisco APIC, or, if you already have
                        		  an interface policy group, make sure that it contains a firewall policy. 
                        		  
                        If you followed
                           			 instructions in the section 
                           			 "Creating
                              				Interface and Switch Profiles and a vCenter Domain Profile Using the
                              				GUI" in this guide, using the configuration wizard, you created an
                           			 interface policy group with a firewall policy. 
                           		  
                        
 
                        		
                     

                     	 
                        		  
                        Configure a
                           			 stateful policy for Distributed Firewall. 
                           		  
                        
 
                        		  
                        Follow
                           			 instructions in the section 
                           			 "Configuring
                              				a Stateful Policy for Distributed Firewall" in this guide. 
                           		  
                        
 
                        		
                     

                     	 
                        		  
                        Change the
                           			 Distributed Firewall mode if necessary. 
                           		  
                        
 
                        		  
                        Distributed
                           			 Firewall is in learning mode by default. If you have not previously enabled
                           			 Distributed Firewall, follow the instructions in the section 
                           			 "Changing
                              				the Distributed Firewall Mode Using the Cisco APIC GUI" in this guide to
                           			 make sure that the feature is enabled. 
                           		  
                        
 
                        		
                     

                     	 
                        		  
                        Configure
                           			 Distributed Firewall flow logging. 
                           		  
                        
 
                        		  
                        Cisco AVS reports
                           			 the flows that are denied by Distributed Firewall to the system log (syslog)
                           			 server. You can configure parameters for the flows and view the denied flows on
                           			 the syslog server. See the instructions in the section 
                           			 "Distributed
                              				Firewall Flow Logging" in this guide. 
                           		  
                        
 
                        		
                     

                     	 
                        		  
                        Choose which
                           			 Distributed Firewall flow count statistics that you want to view. 
                           		  
                        
 
                        		  
                        Cisco AVS collects
                           			 Distributed Firewall flow information, but you must choose which statistics you
                           			 want to know about before you can view the. See the instructions in the section
                           			 
                           			 "Distributed
                              				Firewall Flow Counts" in this guide. 
                           		  
                        
 
                        		
                     

                  
 
                  	 
               

            

         
      

   
      
         
            Distributed Firewall
               	 Flow Logging
            

            
               You can view flow
                  		information for Distributed Firewall with the Cisco APIC to assist with
                  		auditing network security. 
                  	 
               

               Cisco AVS reports the flows that are denied and permitted by Distributed Firewall to the system log (syslog) server. When
                  you enable Distributed Firewall, Cisco AVS monitors TCP, UDP, and ICMP traffic by default. It also tracks, logs, and—depending
                  on how you configure parameters—permits or denies TCP traffic. You can view the denied and permitted flows on the syslog server.
                  
               

            

            
            
               
                  	Configuring Parameters for Distributed Firewall Flow Information

               

            
            
         
      

   
      
         
            Configuring
               	 Parameters for Distributed Firewall Flow Information
            

            
               
                  			Cisco AVS reports the flows that are denied or permitted by Distributed Firewall as well UDP and ICMP flows to the system
                  log (syslog) server. You can configure parameters for the flows in the CLI or REST API to assist with auditing network security.
                  
               

                You configure Distributed Firewall logging in two tasks: configuring up to three syslog servers, referred to as remote destinations
                  in the GUI, and configuring the syslog policy. You can configure the following parameters:  
               

               
                  	
                     				
                     Syslog server parameters 

                     				
                     
                        	
                           						
                           Enable/disable 

                           						
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    Distributed Firewall logging is disabled by default. 

                                 
                              

                           

                           					
                        

                        	
                           						
                           Permitted flows, Denied flows, or both  

                           					
                        

                        	
                           						
                           Polling interval 

                           						
                           You can set the interval for exporting the flows from 60 seconds to 24 hours.  

                           						
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    A polling interval of 125 seconds is required to send data at maximum scale. We recommend that you configure the syslog timer
                                       with a polling interval of at least 150 seconds. 
                                    

                                 
                              

                           

                           					
                        

                        	
                           						
                           Log severity 

                           						
                           You can set the severity level from 0-7. 

                           					
                        

                     

                     			
                  

                  	
                     				
                     Syslog policy parameters 

                     				
                     
                        	
                           						
                           IP address 

                           					
                        

                        	
                           						
                           Port 

                           					
                        

                        	
                           						
                           Log severity 

                           						
                           You can set the severity level from 0-7. 

                           					
                        

                        	
                           						
                           Log facility 

                           					
                        

                     

                     			
                  

               

               Cisco AVS reports up to 250,000 denied or permitted flows to the syslog server for each polling interval. If you choose to
                  log denied and permitted flows, Cisco AVS will report up to 500,000 flows. Cisco AVS also reports up to 100,000 short-lived
                  flows—flows that are shorter than the polling interval. 
               

               Syslog messages are sent only if the syslog destination log severity is at or below the same log severity for the syslog policy.
                  Severity levels for the syslog server and syslog policy are as follows:  
               

               
                  	
                     				
                     0: Emergency 

                     			
                  

                  	
                     				
                     1: Alert 

                     			
                  

                  	
                     				
                     2: Critical 

                     			
                  

                  	
                     				
                     3: Error 

                     			
                  

                  	
                     				
                     4: Warning 

                     			
                  

                  	
                     				
                     5: Notification 

                     			
                  

                  	
                     				
                     6: Information 

                     			
                  

                  	
                     				
                     7: Debug 

                     			
                  

               

            

            
            
               
                  	Guidelines for Configuring the Syslog Server

                  	Distributed Firewall Flow Syslog Messages

                  	Configuring a Static End Point Using the GUI

                  	Configuring Parameters for Distributed Firewall Flow Information

                  	Configuring Parameters for Distributed Firewall Flow Information in the NX-OS Style CLI

               

            
            
         
      

   
      
         
            Guidelines for
               	 Configuring the Syslog Server
            

            
                Follow the guidelines
                  		in this section when configuring the syslog server for Cisco AVS. 
                  	 
               

               
                  	 
                     		  
                     The syslog server
                        			 should always be reachable from the Cisco AVS host management network or Cisco
                        			 AVS overlay-1 network (infraVRF [virtual routing and forwarding]). 
                        		  
                     
 
                     		  
                      If the syslog
                        			 server is behind the Cisco AVS, bring up the VM VNIC in the VTEP port group. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     The syslog server
                        			 should always be on a different host from Cisco AVS. 
                        		  
                     
 
                     		  
                     Sending log
                        			 messages from a Cisco AVS to a syslog server hosted behind the same Cisco AVS
                        			 is not supported. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     If the syslog server destination is a VM, make sure that vMotion is disabled on it. If the syslog server destination VM is
                        moved to another host for any reason, make sure that the static client end point (CEP) is configured accordingly. See the
                        section "Configuring a Static End Point Using the GUI."
                        				
                     
 
                     		  
                     The IP for the
                        			 syslog server can be obtained using DHCP (Option 61 is needed during DHCP) or
                        			 static configuration. Make sure that the IP address is in the same subnet as
                        			 the other VTEPs in overlay-1 (infraVRF). 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            Distributed
               	 Firewall Flow Syslog Messages
            

            
               This section provides the formats and examples of syslog messages for distributed Firewall flows 

               
                  	
                     		  
                     Denied flows
                        		  
                     

                     		  
                     
                        	
                           						
                           Format<Syslog Server timestamp>  < PRI = Facility*8 + Severity > <syslog version>  <Host timestamp> <Host IP>  <Application name (avs-dfwlog)> - AVS IP: <AVSIP>  DFWLOG-DENY_FLOW - <Deny Reason> AVS UUID: <UUID>, Source IP: <Source IP address>, Destination IP: <Destination IP address> , Source Port: <Port number>, Destination Port: <Port Number>, Source Interface: <Interface name>, Protocol: "TCP"(6), Hit-Count = <Number of Occurrences>, EPG Name: <EPG Name>


                           					
                        

                        	
                           				
                           Example Thu Apr 21 14:36:45 2016 10.197.138.90 <62>1 2016-04-22T11:34:49.198 10.197.138.90 avs-dfwlog - AVS IP: 10.197.138.90 DFWLOG-DENY_FLOW - ACK scan ingress AVS UUID: 4c4c4544-0047-3510-8048-c2c04f443032, Source IP: 192.168.5.1, Destination IP: 192.168.5.2, Source Port: 60957, Destination Port: 21, Source Interface: UB4_sid.eth0, Protocol: "TCP"(6), Hit-Count = 1, EPG Name: uni/epp/fv-[uni/tn-TEMP_CLIENT/ap-APP_PROF/epg-EPG-1]

                              						

                           			 
                        

                     

                     		
                  

                  	
                     		  
                     Permitted flows
                        		  
                     

                     		  
                     
                        	
                           				
                           Format
                              				
                           

                           				<Syslog server timestamp> < PRI = Facility*8 + Severity> <syslog version> <Host timestamp> <Host IP>  <Application name (avs-dfwlog)> - AVS IP: <AVSIP>  DFWLOG-PERMIT_FLOW -  AVS UUID: <UUID>, Source IP: <Source IP address>, Destination IP: <Destination IP address>, Source Port: <Port Number>, Destination Port: <Port Number>, Source Interface: <Interface name>, Protocol: "TCP"(6), Age = <Age in seconds>, EPG Name: <Full EPG Name>

                           			 

                        	
                           				
                           Example Tue Apr 19 19:31:21 2016 10.197.138.90 <62>1 2016-04-20T16:30:03.418 10.197.138.90 avs-dfwlog - AVS IP: 10.197.138.90 DFWLOG-PERMIT_FLOW - ESTABLISHED AVS UUID: 4c4c4544-0047-3510-8048-c2c04f443032, Source IP: 192.168.5.1, Destination IP: 192.168.5.2, Source Port: 59418, Destination Port: 5001, Source Interface: UB4_sid.eth0, Protocol: "TCP"(6), Age = 0, EPG Name: uni/epp/fv-[uni/tn-TEMP_CLIENT/ap-APP_PROF/epg-EPG-1]

                              						

                           			 
                        

                     

                     		
                  

                  	
                     		  
                     Short-lived permitted flows
                        		  
                     

                     		  
                     
                        	
                           				
                           Format <Syslog Server timestamp>  < PRI = Facility*8 + Severity > <syslog version>  <Host timestamp> <Host IP>  <Application name (avs-dfwlog)> - AVS IP: <AVSIP>  DFWLOG-PERMIT_SHORT_LIVED - <State of flow> AVS UUID: <UUID>, Source IP: <Source IP address>, Destination IP: <Destination IP address>, Source Port: <Port Number>, Destination Port: <Port Number>, Source Interface: <Interface Name>, Protocol: "TCP"(6), Timestamp = <Host Timestamp>, EPG Name: <EPG Name>

                              						

                           			 
                        

                        	
                           				
                           Example Thu Apr 21 14:46:38 2016 10.197.138.88 <62>1 2016-04-22T06:26:37.610 10.197.138.88 avs-dfwlog - AVS IP: 10.197.138.88 DFWLOG-PERMIT_SHORT_LIVED - CLOSED AVS UUID: 4c4c4544-0037-5810-8047-b7c04f443032, Source IP: 192.168.5.2, Destination IP: 192.168.5.1, Source Port: 5001, Destination Port: 59508, Source Interface: UB3_sid.eth0, Protocol: "TCP"(6), Timestamp = 2016-04-22T06:26:37.610, EPG Name: uni/epp/fv-[uni/tn-TEMP_CLIENT/ap-APP_PROF/epg-EPG-1]

                              						

                           			 
                        

                     

                     		
                  

                  	
                     				
                     ICMP monitored flows

                     				
                     
                        	
                           						
                           Format<Syslog server timestamp> < PRI = Facility*8 + Severity> <syslog version> <Host
timestamp> <Host IP> <Application name (avs-dfwlog)> - AVS IP: <AVSIP>
DFWLOG-PERMIT_FLOW_ICMP - AVS UUID: <UUID>, Source IP: <Source IP address>,
Destination IP: <Destination IP address>, Type:<ICMP type field>, Source Interface:
<Interface name>, Protocol: "ICMP"(1), Timestamp= <Host time stamp>, Direction: <Egress/Ingress>, EPG Name:<Full EPG Name>


                           					
                        

                        	
                           						
                           Example2016-11-28 11:02:43	News.Info	10.197.138.88	1 2016-11-28T19:01:34.221 10.197.138.88 avs-dfwlog - AVS IP: 10.197.138.88 DFWLOG-ICMP_TRACKING AVS UUID: 4c4c4544-0037-5810-8047-b7c04f443032, Source IP: 192.168.5.1, Destination IP: 192.168.5.2, Icmp type and code: Echo request (8,0) Source Interface: UB4_sid.eth0, Protocol: "ICMP"(1), Timestamp = 2016-11-28T19:01:34.221, Direction: Ingress, EpP DN: uni/epp/fv-[uni/tn-TEST_TENT/ap-Temp1/epg-tempEPG]  


                           					
                        

                     

                     			
                  

                  	
                     				
                     UDP monitored flows

                     				
                     
                        	
                           						
                           FormatUDP: 
<Syslog server timestamp> < PRI = Facility*8 + Severity> <syslog version> <Host timestamp> <Host IP> <Application name (avs-dfwlog)> - AVS IP: <AVSIP> DFWLOG-PERMIT_FLOW_UDP - AVS UUID: <UUID>, Source IP: <Source IP address>, Destination IP: <Destination IP address>, Source Port: <Port Number>, Destination Port: <Port Number>, Source Interface: <Interface name>, Protocol: "UDP"(17), Timestamp=<Host timestamp>, Direction: <Egress/Ingress>, EPG Name: <Full EPG Name>



                           					
                        

                        	
                           						
                           Example2016-11-28 11:00:23	News.Info	10.197.138.88	1 2016-11-28T19:00:14.252 10.197.138.88 avs-dfwlog - AVS IP: 10.197.138.88 DFWLOG-UDP_TRACKING AVS UUID: 4c4c4544-0037-5810-8047-b7c04f443032, Source IP: 169.254.170.192, Destination IP: 169.254.255.255, Source Port: 138, Destination Port: 138, Source Interface: win_sys.eth1, Protocol: "UDP"(17), Timestamp = 2016-11-28T19:00:14.252, Direction: Ingress, EpP DN: uni/epp/fv-[uni/tn-t0/ap-a0/epg-e0]


                           					
                        

                     

                     			
                  

               

            

         
      

   
      
         
            Distributed Firewall
               	 Flow Counts
            

            
               You can view
                  		Distributed Firewall flow counts with the Cisco APIC. 
                  	 
               

               Cisco AVS collects
                  		Distributed Firewall flow information, but you must choose which statistics you
                  		want to know about before you can view them. You can choose a sampling interval
                  		with choices ranging from 10 seconds to 1 year; however, the default is 5
                  		minutes. 
                  	 
               

               You can choose statistics and view them from two different places in Cisco APIC: one beginning with Virtual Networking and one beginning with Tenants. However, the steps for choosing and viewing statistics are the same. 
               

               When you choose statistics in Cisco APIC, you see a list of different kinds of statistics, but only nine are relevant to Distributed
                  Firewall:  
               

               
                  	
                     				
                     aged connections (connections)
                        				
                     

                     			
                  

                  	
                     				
                     created connections (connections)
                        				
                     

                     			
                  

                  	
                     				
                     destroyed connections (connections)
                        				
                     

                     			
                  

                  	
                     				
                     denied global input connections (connections)
                        				
                     

                     			
                  

                  	
                     				
                     denied per port limit connections (connections)
                        				
                     

                     			
                  

                  	
                     				
                     invalid SYN ACK packets (packets)
                        				
                     

                     			
                  

                  	
                     				
                     invalid SYN packets (packets)
                        				
                     

                     			
                  

                  	
                     				
                     invalid connection packets (packets)
                        				
                     

                     			
                  

                  	
                     				
                     invalid ftp SYN packets (packets)
                        				
                     

                     			
                  

               

            

            
            
               
                  	Choosing Statistics to View for Distributed Firewall

                  	Viewing Statistics for Distributed Firewall

               

            
            
         
      

   
      
         
            Microsegmentation
               	 with Cisco ACI for Cisco AVS
            

            
                Microsegmentation
                  		with the Cisco ACI enables you to automatically assign endpoints to logical
                  		security zones called EPGs based on various attributes. Microsegmentation with
                  		Cisco ACI is available in Cisco AVS Release 5.2(1)SV3(1.5) and later releases. 
                  	 
               

               For detailed
                  		conceptual information about Microsegmentation with Cisco ACI—including how it
                  		works, attributes, and precedence—and instructions for configuring it, see the
                  		chapter 
                  		Microsegmentation with Cisco
                        			 ACI in this guide. 
                  	 
               

            

         
      

   
      
         
            Configuring Layer 4
               	 to Layer 7 Services
            

            
               For information about
                  		configuring Layer 4 to Layer 7 services on the Cisco AVS, see the 
                  		Cisco APIC Layer
                     		  4 to Layer 7 Services Deployment Guide. 
                  	 
               

               When you follow instructions in the Cisco APIC Layer 4 to Layer 7 Services Deployment Guide, instead of configuring services on the VMware Distributed Virtual Switch (DVS), configure the services on the Cisco AVS. 
               

               
                  
                     	
                        Note

                     
                     	
                        You must install Cisco AVS before you can configure Layer 4 to Layer 7 services. 
                        

                     
                  

               

               Beginning with Cisco
                  		AVS Release 5.2(1)SV3(1.10), Layer 4 to Layer 7 service graphs are supported
                  		for Cisco AVS. Layer 4 to Layer 7 service graphs for Cisco AVS can be
                  		configured for VMs only and in VLAN mode only. Layer 4 to Layer 7 service
                  		integration is not supported when the service VMs are deployed on a host with
                  		VXLAN encapsulation.
                  	 
               

               However, beginning with Cisco AVS Release 5.2(1)SV3(2.14), Layer 4 to Layer 7 service integration is supported when the service
                  VMs are deployed on hosts with VXLAN encapsulation. This is achieved by adding both service VM hosts and Compute VM hosts
                  to a single VMM domain that is in mixed mode. Both VLAN and multicast pools can be configured in mixed mode. Service VM EPGs
                  will use VLAN from the defined pool, and all other EPGs can use either VXLAN or VLAN encapsulation. Both VXLAN endpoints and
                  VLAN service VMs can now be part of same host in a mixed-mode VMM configuration.
               

            

         
      

   
      
         
            Chapter 7. Cisco ACI with
               	 VMware vRealize
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	About Cisco ACI with VMware vRealize

                  	Getting Started with Cisco ACI with VMware vRealize

                  	Cisco ACI with VMware vRealize Upgrade Workflow

                  	Cisco ACI with VMware vRealize Downgrade Workflow

                  	Use Case Scenarios for the Administrator and Tenant Experience

                  	Troubleshooting

                  	Removing the APIC Plug-in

                  	Plug-in Overview

                  	Configuring a vRA Host for the Tenant in the vRealize Orchestrator

                  	Configuring an IaaS Host in the vRealize Orchestrator

               

            
            
         
      

   
      
         
            About Cisco 
               	 ACI
               	 with VMware vRealize
            

            
               
                  			Cisco Application Centric
                     				  Infrastructure (ACI), in addition to integrating with VMware vCenter, integrates with VMware's products vRealize Automation (vRA) and vRealize
                  Orchestrator (vRO). vRA and vRO are parts of the VMware vRealize Suite for building and managing multivendor hybrid cloud
                  environments. 
               

               Beginning with Cisco Application Policy Infrastructure Controller (APIC) Release 2.0(1), vRA and vRO support Cisco AVS in
                  addition to VMware DVS. Beginning with Cisco APIC Release 3.1(1), vRA and vRO support Cisco Application Centric Infrastructure Virtual Edge (Cisco ACI Virtual Edge).
               

               
                  
                     	
                        Note

                     
                     	
                        In the Cisco APIC GUI, Cisco ACI Virtual Edge is indicated with the term AVE.
                        

                     
                  

               

            

            
            
               
                  	Cisco ACI with VMware vRealize Solution Overview

                  	Physical and Logical Topology

                  	About the Mapping of ACI Constructs in VMware vRealize

                  	Event Broker VM Customization

               

            
            
         
      

   
      
         
             Cisco 
               	 ACI
               	 with VMware vRealize Solution Overview
            

            
                vRA integration is
                  		delivered through a set of service blueprints imported into vRA. The service
                  		blueprints leverage the vRO 
                  		Application Policy Infrastructure Controller
                  		(APIC)
                  		workflows, providing a set of catalog items in a self-service portal that
                  		allows Tenants to build, manage, and remove networking components.
                  		Multi-machine with ACI workflows achieve following functionalities: 
                  	 
               

               
                  	 
                     		  
                     Auto-create Tenant
                        			 Endpoint Groups (EPGs) 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Required policies
                        			 in APIC 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Create VMs and
                        			 portgroups in vCenter 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Auto-place the VMs
                        			 is respective port groups 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Created by APIC 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Create security
                        			 policy with access lists 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Configure L4-L7
                        			 services, and provide external connectivity 
                        		  
                     
 
                     		
                  

               

                This consumption
                  		model allows users to deploy single and multi-tier application workloads in
                  		single click with pre-defined as well as customizable compute and network
                  		policies. Catalog items are published by infrastructure administrators, whereby
                  		granular entitlements can be added or removed on a per-tenant basis. 
                  	 
               

                The integration
                  		offers two modes of networking: 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Mode 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Shared 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            Shared mode
                              					 is for Tenants who do not have a preference for what IP address space they use
                              					 and a shared address space with shared context (VRF) is used across tenants.
                              					 Isolation is provided using 
                              					 ACI
                              					 Endpoint Groups (EPGs) and connectivity among EPGs are enabled using a white
                              					 listing method. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Virtual
                              					 Private Cloud (VPC) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            VPC mode is
                              					 a bring your own address space architecture, where network connectivity is
                              					 isolated via a unique context (VRF) per tenant and external connectivity is
                              					 provided via a common shared L3 out. 
                              				  
                           
 
                           				
                        
                     

                  
               

            

         
      

   
      
         
            Physical and Logical
               	 Topology
            

            
               This section shows the
                  		logical model of the vRealize ACI Integration and comparison between a Shared
                  		Services Plan and Virtual Private Cloud Plan. 
                  	 
               

               
                  This figure
                     		  shows a logical model of the vRealize ACI Integration. 
                  
                  
[image: images/500015.jpg]



               
               
                  This figure
                     		  shows the comparison between a Shared Services Plan and Virtual Private Cloud
                     		  Plan.
                  
                  
[image: images/500016.jpg]



               
               For details, see the Cisco APIC Basic Configuration Guide. 
               

            

         
      

   
      
         
            About the Mapping of
               	 ACI Constructs in VMware vRealize
            

            
               This table shows the
                  		mapping between the features of Cisco 
                  		ACI
                  		policy and vRealize policy 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Cisco 
                              					 ACI
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           VMware
                              					 vRealize 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           EPGs 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Networks 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Layer 3
                              					 external connectivity 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           External
                              					 routed network 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Contract 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Security
                              					 policy 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Filter 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Rule entry
                              					 list 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           L4-L7
                              					 service device 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Shared
                              					 load balancer or firewall 
                              				  
                           
 
                           				
                        
                     

                  
               

               This list provides
                  		details regarding the features: 
                  	 
               

               
                  	 
                     		  
                     Tenant—Tenants
                        			 can be employees within an organization, business units, application owners, or
                        			 applications. Or if you are a service provider, they can be hosting customers
                        			 (individuals or organizations that pay you to provide IT services). 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Networks—In
                        			 Cisco 
                        			 ACI,
                        			 the term “network” refers to EPGs, which are used to provide a new model for
                        			 mapping applications to the network. Rather than using forwarding constructs,
                        			 such as addresses or VLANs, to apply connectivity and policy, EPGs use a
                        			 grouping of application endpoints. EPGs are mapped to networks in the vRealize
                        			 portal. The isolated networks act as containers for collections of
                        			 applications, or of application components and tiers, that can be used to apply
                        			 forwarding and policy logic. They allow the separation of network policy,
                        			 security, and forwarding from addressing and instead apply these to logical
                        			 application boundaries. When a network is created in vRealize, in the back end
                        			 it is created as a port group in vCenter. A vRealize tenant can use vCenter to
                        			 manage the computing resources and can attach the virtual machine to the
                        			 appropriate network. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Layer 3 external
                        			 connectivity—The Cisco 
                        			 ACI
                        			 fabric connects to the outside through Layer 3 external networks. These
                        			 constructs are also available for vRealize tenants to access other services
                        			 within the data center, across the data center, or on the internet. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Security
                        			 policy—Cisco 
                        			 ACI
                        			 is built on a highly secure model, in which traffic between EPGs (isolated
                        			 networks) is denied, unless explicitly allowed by policy contracts. A Cisco 
                        			 ACI
                        			 contract is mapped to a security policy in the vRealize portal. The security
                        			 policy describes which networks (EPGs) will provide and consume a service. The
                        			 security policy contains one or more rule entry lists (filters), stateless
                        			 firewall rules that describe a set of Layer 4 TCP or User Datagram Protocol
                        			 (UDP) port numbers that define the communication between the various
                        			 applications. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Shared load
                        			 balancer and firewall—Cisco 
                        			 ACI
                        			 treats services as an integral part of an application. Any services that are
                        			 required are managed as a service graph that is instantiated on the 
                        			 Application Policy Infrastructure Controller
                        			 (APIC)
                        			 . Users define the service for the application, and service graphs identify the
                        			 set of network and service functions that are needed by the application. Cisco 
                        			 ACI
                        			 has an open ecosystem of L4-7 service vendors whose services integrate natively
                        			 with Cisco 
                        			 ACI.
                        			 This integration is achieved through device packages written and owned by the
                        			 vendors. The 
                        			 APIC
                        			 manages the network services and inserts the services according to the Cisco 
                        			 ACI
                        			 policy model. For vRealize, Cisco 
                        			 ACI
                        			 offers F5 and Citrix load balancers and Cisco ASA firewalls, both in virtual
                        			 and physical form factors, which are connected to the Cisco 
                        			 ACI
                        			 fabric and shared across the various vRealize tenants. After the device has
                        			 been integrated into Cisco 
                        			 ACI,
                        			 the vRealize administrator can choose to add the device as a premium service
                        			 and upsell the plan. The vRealize administrator manages the virtual IP address
                        			 range for the shared device, to simplify the vRealize tenant’s workflow. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     VPC plan—In a
                        			 VPC plan, vRealize tenants can define their own address spaces, bring a DHCP
                        			 server, and map their address spaces to networks. A VPC tenant can also be
                        			 offered services, such as load balancing, from the shared service plan. In this
                        			 scenario, a device would have multiple virtual NICs (vNICs). One vNIC would
                        			 connect to the private address space, and another would connect to the shared
                        			 service infrastructure. The vNIC that connects to the shared service
                        			 infrastructure would have an address assigned by the infrastructure and would
                        			 also consume a shared load balancer owned by the infrastructure. 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            Event Broker VM Customization

            
               vRealize Automation Event Broker is a workflow subscription service for vRealize Automation to call workflows from the vRealize
                  Orchestrator under predefined conditions the user sets. It is supported beginning with Cisco APIC 3.0(1).
               

               A deployment of a single or multitier application is automatically subscribed to the Event Broker. Machine operations such
                  as creation or deletion on any machine, configured by the vRA, trigger the Event Broker. This invokes the preconfigured operations
                  to the Cisco APIC defined by the Property Groups associated to a single or multitier application.
               

               To add the Cisco APIC workflow subscription, follow the instructions at Setting Up the VMware vRealize Automation Appliance for ACI. The workflow subscription then will be added automatically.
               

            

         
      

   
      
         
            Prerequisites for
               	 Getting Started with Cisco ACI with VMware vRealize
            

            
               Before you get started, ensure that you have verified that your vRealize computing environment meets the following prerequisites:
                  
               

               
                  	
                     				
                      vRealize Automation Release 7.0-7.3 must be installed. 
 
                     		  
                     See VMware's
                        			 vRealize documentation. 
                        		  
                     
 
                     		
                  

                  	
                     				
                     The vRealize ACI plug-in version and the Cisco APIC version must match.

                     			
                  

                  	 
                     		  
                      A tenant is
                        			 configured in vRealize automation and associated with identity store. The
                        			 tenant must have one or more users configured with "Infra Admin", "Tenant
                        			 Admin", and "Tenant user" roles. 
                        		  
                     
 
                     		  
                     See VMware's
                        			 vRealize documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      The tenant must
                        			 have one more "Business group" configured. 
                        		  
                     
 
                     		  
                     See VMware's
                        			 vRealize documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Configure
                        			 vRealize Orchestrator as an end-point. 
                        		  
                     
 
                     		  
                     See VMware's
                        			 vRealize documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Configure vCenter
                        			 as an endpoint. 
                        		  
                     
 
                     		  
                     See VMware's
                        			 vRealize documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Configure
                        			 "Reservations" using the vCenter compute resources. 
                        		  
                     
 
                     		  
                     See VMware's
                        			 vRealize documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Set up the
                        			 vRealize Appliance. 
                        		  
                     
 
                     		  
                     See VMware's
                        			 vRealize documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      If Layer 3 (L3)
                        			 Out policies are to be consumed by a tenant, you must configure a BGP route
                        			 reflector. 
                        		  
                     
 
                     		  
                     See the Cisco APIC Basic Configuration Guide about Configuring an MP-BGP Route Reflector Using the Basic GUI or Configuring an MP-BGP Route Reflector. 
                     
 
                     		
                  

                  	 
                     		  
                      Setup a vRA
                        			 handle in vRO. 
                        		  
                        		  
                     
 
                     		  
                      This is used for
                        			 Installing the ACI service catalog workflow. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Setup a IAAS
                        			 handle in vRO. 
                        		  
                     
 
                     		  
                      This is used for
                        			 Installing the ACI service catalog workflow. 
                        		  
                     
 
                     		  
                     See 
                        			 Setting Up an IaaS Handle in vRealize Orchestrator.
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Install the
                        			 vCAC/vRA Custom Property Toolkit for vCO/vRO. You can download the package from
                        			 the following URL: 
                        		  
                     
 
                     		  
                     https://communities.vmware.com/docs/DOC-26693 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      The embedded vRO in vRA has the vCAC vRO plug-in that is installed by default. If you are using a standalone vRO, the vCAC
                        vRO plug-in must be installed. You can download the plug-in from the following URL: 
                     
 
                     		  
                     https://solutionexchange.vmware.com/store/products/vmware-vrealize-orchestrator-plug-in-for-vra-6-2-0 
                        		  
                     
 
                     		
                  

               

            

            
            
               
                  	Setting Up an IaaS Handle in vRealize Orchestrator

               

            
            
         
      

   
      
         
             Use Case Scenarios
               	 for the Administrator and Tenant Experience
            

            
               This section describes
                  		use case scenarios for the administrator and tenant experience. 
                  	 
               

            

            
            
               
                  	Overview of Tier Application Deployment

                  	About Plan Types

                  	About vRealize Service Categories and Catalog Items

                  	ACI Administrator Services in vRealize

                  	ACI Tenant Services in vRealize

                  	Entitlements for ACI catalog-items in vRealize

                  	ACI Plug-in in vRealize Orchestrator

                  	About Load Balancing and Firewall Services

                  	About L3 External Connectivity

                  	Administrator Experiences

                  	Application Deployment Scenarios

                  	About Property Groups

                  	About Service Blueprints

                  	Documentation of APIC Workflows in vRealize Orchestrator

                  	Writing Custom Workflows Using the APIC Plug-in Method

                  	Multi-Tenancy and Role based Access Control Using Security Domains

                  	APIC Credentials for Workflows

               

            
            
         
      

   
      
         
             Overview of Tier
               	 Application Deployment
            

            
               This section describes the overview of 3-tier application deployment. 

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Deployment
                              					 of a single-tier application using property groups 
                              				  
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Deploying a Single-Tier Application Using Property Groups.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Deployment
                              					 of a 3-tier application using a multi-machine blueprint 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Deploying a 3-Tier Application Using a Multi-Machine Blueprint.
                              					 
                              				  
                           
 
                           				
                        
                     

                  
               

            

            
            
               
                  	Deploying a Single-Tier Application Using Property Groups

                  	Deploying a 3-Tier Application Using a Multi-Machine Blueprint

               

            
            
         
      

   
      
         
            About Plan
               	 Types
            

            
                The administrator
                  		creates the plan with their own values. The plan types are as follows: 
                  	 
                  
                     
                     
                        
                        
                        
                     
                     
                        
                           	 
                              				   
                              				
                           
                           	 
                              				  
                              Shared
                                 					 Infrastructure 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Virtual
                                 					 Private Cloud (VPC) 
                                 				  
                              
 
                              				
                           
                        

                     
                     
                        
                           	 
                              				  
                              Isolated
                                 					 Networks 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Firewall 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Provider
                                 					 DHCP 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Shared Load
                                 					 Balancer 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Public
                                 					 Internet Access 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Shared
                                 					 Services between Tenants 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                               Bring your
                                 					 own address space (Private Address Space) and DHCP Server 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              No 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                     
                  
 
                  	 
               

            

         
      

   
      
         
             About vRealize
               	 Service Categories and Catalog Items
            

            
               This section describes
                  		the vRealize services categories and catalog items. The list of all catalog
                  		items they are grouped into services and each of these services are assigned an
                  		entitlement. ACI entitlement is assigned to certain users. 
                  	 
               

               For more information,
                  		see 
                  		ACI Administrator Services in vRealize.
                  		
                  	 
               

               For more information,
                  		see 
                  		ACI Tenant Services in vRealize.
                  		
                  	 
               

               For more information,
                  		see 
                  		Entitlements for ACI catalog-items in vRealize.
                  		
                  	 
               

            

            
            
               
                  	Mapping of the ACI Plan Types to vRealize Service Categories

               

            
            
         
      

   
      
         
             Mapping of the ACI
               	 Plan Types to vRealize Service Categories
            

            
               This section shows the mapping of the Cisco ACI plan types to vRealize service categories. 
               

               
                  vRA - User,
                     		  Entitlements, Services and Blueprints
                  
                  
[image: images/500021.jpg]



               
               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           vRA Catalog
                              					 Category 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           List of
                              					 Blueprints 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Admin
                              					 service blueprints 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           							Add APIC with Admin credentials
Add APIC with Tenant credentials
Add Provider for Shared Service (Contract)
Add or Update Tenant
Add VIP Pool
Add VMM Domain, AVS Local Switching with Vlan Encap
Add VMM Domain, AVS Local Switching with Vxlan Encap
Add VMM Domain, AVS No Local Switching
Add VMM Domain, AVE Local Switching with Vlan Encap
Add VMM Domain, AVE Local Switching with Vxlan Encap
Add VMM Domain, AVE No Local Switching
Add VMM Domain, DVS and Vlan Pool
Add or Delete Bridge Domain in Tenant-common
Add or Delete Consumer for Shared Service (Contract)
Add or Delete L3 context (VRF) in Tenant-common
Add or Delete Router Id
Add or Delete Subnets in Bridge Domain for Tenant-Common
Update FW Policy (DFW) association to AVS or AVE VMM Domain
Configure Property Group
Create FW Policy (DFW) and Associate to AVS or AVE VMM Domain
Delete APIC
Delete FW Policy (DFW)
Delete Provider Shared Service (Contract)
Delete Tenant
Delete VIP Pool
Delete VMM Domain, AVS or AVE, and VLAN, Multicast Pool
Delete VMM Domain, DVS and Vlan Pool
Generate and Add Certificate to APIC
Rest API
Update FW Policy (DFW) AVS or AVE
Update Vlan Pool, AVS or AVE
Update Multicast Pool, AVS
Update VMM Domain DVS security domain mapping
Update AVS or AVE VMM Domain Security Domain Mapping
 
                           				
                     

                     
                        	 
                           				  
                            Tenant
                              					 Shared Plan service blueprints 
                              				  
                           
 
                           				
                        
                        	 
                           				  Add a Useg Network - Shared Plan
Add FW and LB to Tenant Network - Shared Plan
Add FW to Tenant Network - Shared Plan
Add Loadbalancer to Tenant Network - Shared plan
Add Tenant Network - Shared plan
Delete a Useg Network - Shared Plan
Delete FW and LB from Tenant Network - Shared Plan
Delete FW from Tenant Network - Shared Plan
Delete Loadbalancer from Tenant Network - Shared Plan
Delete Tenant Network - Shared plan
 
                           				
                     

                     
                        	 
                           				  
                            Tenant VPC
                              					 Plan service blueprints 
                              				  
                           
 
                           				
                        
                        	 
                           				  Add a Useg Network - VPC Plan
Add FW and LB to Tenant Network - VPC Plan
Add FW to Tenant Network - VPC Plan
Add Loadbalancer to Tenant Network - VPC plan
Add Tenant Network - VPC plan
Delete a Useg Network - VPC Plan
Delete FW and LB from Tenant Network - VPC Plan
Delete Loadbalancer from Tenant Network - VPC Plan
Delete Tenant Network - VPC  plan
 
                           				
                     

                     
                        	 
                           				  
                            Network
                              					 Security service blueprints 
                              				  
                           
 
                           				
                        
                        	 
                           				  Add Security Policy (Contracts)
Delete Security Policy (Contracts)
Update Access List Security Rules
 
                           				
                     

                     
                        	 
                           				  
                            Tenant
                              					 Network Service blueprints 
                              				  
                           
 
                           				
                        
                        	 
                           				  Add or Delete Bridge domain in Tenant
Add or Delete L3 Context (VRF) in Tenant
Add or Delete Subnets in Bridge domain
Add or Delete Useg Attribute
Attach or Detach L3 external connectivity to Network
Update Tenant Network
 
                           				
                     

                  
               

            

         
      

   
      
         
             ACI Administrator
               	 Services in vRealize
            

            
               This section describes the 
                  		ACI
                  		Administrator Services in vRealize. 
                  	 
               

            

            
            
               
                  	List of Admin Services Catalog Items for ACI Administrator Services

               

            
            
         
      

   
      
         
            List of Admin
               	 Services Catalog Items for ACI Administrator Services
            

            
               This section provides a list of the admin services catalog items for ACI administrator services.  
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog Item
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Add 
                              					 APIC
                              					 with Tenant Credentials 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 creates the 
                              					 Application Policy Infrastructure Controller
                              					 (APIC)
                              					 handle with tenant credentials. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add 
                              					 APIC
                              					 with Admin Credentials 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 creates the 
                              					 APIC
                              					 handle with Admin credentials. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add or
                              					 Delete Bridge Domain in Tenant-common 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 or deletes the bridge domain in tenant-common. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add or
                              					 Delete Consumer for Shared Service (Contract) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 or deletes consumer for shared service (Contract). 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add or
                              					 Delete L3 context (VRF) in Tenant-common 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 or deletes Layer 3 context (VRF) in tenant-common. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add or
                              					 Delete Subnets in Bridge Domain for Tenant-Common 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 or deletes subnets in the bridge domain for tenant-common. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add
                              					 Provider for Shared Service (Contract) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 provider for shared service (Contract). 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Add or
                              					 Delete Router Id 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 or deletes the router Id. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add or
                              					 Update Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 or updates a tenant. 
                              				  
                           
 
                           				  
                           If the
                              					 tenant wants to use the Firewall between EPGs, set "Enable inter-EPG Firewall"
                              					 to 
                              					 Yes. Also the number application tiers should be
                              					 set. To use typical 3-tier web, app, db application the number of tiers should
                              					 be set to 
                              					 3. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add VIP
                              					 Pool 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 the Virtual IP Pool. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Configure
                              					 Property Group 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 configures the property group. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete 
                              					 APIC
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes the 
                              					 APIC.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete
                              					 Provider Shared Service (Contract) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes the provider shared service (Contract). 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete
                              					 Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes a tenant. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete VIP
                              					 Pool 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes the Virtual IP Pool. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Generate
                              					 and Add Certificate to 
                              					 APIC
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This
                              					 blueprints can be used to generate a certificate for a given user. This
                              					 certificate then be used in the certificate based access to 
                              					 APIC.
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            REST API 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This is
                              					 the REST API. 
                              				  
                           
 
                           				
                        
                     

                  
               

               This section
                  		provides a list of the admin services catalog items for ACI administrator
                  		services for the VMM domain type DVS. 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog
                              					 Item 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Add VMM
                              					 Domain, DVS and VLAN Pool 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 VMM Domain, DVS, and VLAN Pool. 
                              				  
                           
 
                           				  
                            Ensure
                              					 all hosts of the data-center that has the 
                              					 APIC
                              					 created DVS in vCenter, must have at least one physical NIC attached. This
                              					 ensures that the port-groups of the DVS are available for virtual NIC
                              					 placements. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete VMM
                              					 Domain, DVS, and VLAN Pool 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes the VMM Domain, DVS and VLAN Pool. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Update Vlan Pool (encap blocks) 
 
                           				
                        
                        	 
                           				  
                           This updates the Vlan Pool (encap blocks). 
 
                           				
                        
                     

                     
                        	 
                           				  
                           Update VMM
                              					 Domain DVS security domain mapping 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 updates the VMM Domain DVS security domain mapping. 
                              				  
                           
 
                           				
                        
                     

                  
               

               This section provides a list of the admin services catalog items for ACI administrator services for the VMM domain type Cisco AVS or Cisco ACI Virtual Edge (AVE). 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog
                              					 Item 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Add VMM Domain, AVS or AVE Local Switching with Vlan Encap 
 
                           				
                        
                        	
                           							 
                           				  
                           This creates a VMM domain in Cisco APIC with VLAN as the default encapsulation mode. It also creates a VLAN pool and multicast
                              address pool (in the case of mixed mode). This item also creates an associated Cisco AVS or Cisco ACI Virtual Edge with local
                              switching in vCenter.
                           

                           							 
                           				
                        
                     

                     
                        	 
                           				  
                           Add VMM Domain, AVS or AVE Local Switching with Vxlan Encap 
 
                           				   
                           				
                        
                        	 
                           				  
                           This creates a VMM domain in Cisco APIC with VXLAN as the default encapsulation mode. It also creates a multicast address
                              pool and VLAN pool (in the case of mixed mode). This item also creates an associated Cisco AVS or Cisco ACI Virtual Edge with
                              local switching in vCenter.
                           

                           							 
                           				
                        
                     

                     
                        	 
                           				  
                           Add VMM Domain, AVS or AVE No Local Switching 
 
                           				
                        
                        	 
                           				  
                           This adds VMM domain, multicast address pool in Cisco APIC and creates an associated Cisco AVS or Cisco ACI Virtual Edge with
                              no local switching in vCenter. 
                           

                           							 
                           				
                        
                     

                     
                        	 
                           				  
                           Update Multicast Pool, AVS or AVE 
 
                           				
                        
                        	 
                           				  
                           This updates the multicast pool for Cisco AVS or Cisco ACI Virtual Edge VMM domain. 
 
                           				
                        
                     

                     
                        	 
                           				  
                           Update VLAN Pool, AVS  or AVE
 
                           				
                        
                        	 
                           				  
                           This updates the VLAN pool for the Cisco AVS or Cisco ACI Virtual Edge VMM domain. 
 
                           				
                        
                     

                     
                        	 
                           				  
                           Update AVS or AVE VMM Domain Security Domain Mapping 
 
                           				
                        
                        	 
                           				  
                           This updates the security domain mapping of the Cisco AVS or Cisco ACI Virtual Edge VMM domain. 
 
                           				
                        
                     

                     
                        	
                           							
                           							
                           Delete VMM Domain AVS or AVE, Vlan, Multicast Pool

                           						
                        
                        	This deletes the Cisco AVS or Cisco ACI Virtual Edge VMM Domain and VLAN Pools and Multicast Pool in Cisco APIC and deletes
                           the associated Cisco AVS or Cisco ACI Virtual Edge in vCenter.
                        
                     

                     
                        	 
                           				  
                           Create FW Policy (DFW) and Associate to AVS  or AVE VMM Domain 
 
                           				
                        
                        	 
                           				  
                           This creates a Distributed Firewall policy and associates it to the Cisco AVS or Cisco ACI Virtual Edge VMM domain. 
 
                           				
                        
                     

                     
                        	 
                           				  
                           Update FW Policy (DFW) association to AVS or AVE VMM Domain 
 
                           				
                        
                        	 
                           				  
                           This associates/dissociates an existing Distributed Firewall policy to the Cisco AVS or Cisco ACI Virtual Edge VMM domain.
                              
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Update FW
                              					 Policy (DFW) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 updates the existing Distributed Firewall Policy. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete FW
                              					 Policy (DFW) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes the existing Distributed Firewall Policy. 
                              				  
                           
 
                           				
                        
                     

                  
               

               To submit a request: 
                  	 
               

               
                  	 
                     		  
                      Log in to the
                        			 vRealize Automation as admin, choose 
                        			 Catalog > Admin
                              				  Services. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose a request,
                        			 enter the information in the fields and click 
                        			 Submit. 
                        		  
                     
 
                     		
                  

               

               To view your request: 
                  	 
               

               
                  	
                     				
                     In the vRealize Automation GUI, choose Requests. 
                     

                     			
                  

                  	
                     				
                     Choose the request you submitted and click view details. 
                     

                     			
                  

               

            

         
      

   
      
         
            ACI Tenant Services in vRealize

            
               This section describes the ACI tenant services in the vRealize. 
                  	 
               

            

            
            
               
                  	List of Network Security Catalog Items for ACI Tenant Services

                  	List of Tenant Network Services Catalog Items for ACI Tenant Services

                  	List of Tenant Shared Plan Catalog Items for ACI Tenant Services

                  	List of Tenant VPC Plan Catalog Items for ACI Tenant Services

                  	List of VM Services Catalog Items for ACI Tenant Services

               

            
            
         
      

   
      
         
            List of Network
               	 Security Catalog Items for ACI Tenant Services
            

            
               This section provides
                  		a list of the Network Security catalog items for 
                  		ACI
                  		tenant services. 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog Item
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                            Add
                              					 Security Policy (Contracts) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This
                              					 creates the security policy between tenant networks. For example: APIC
                              					 contracts between consumer EPG and provider EPG. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete
                              					 Security Policy (Contracts) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This
                              					 deletes the security policy between tenant networks. For example: APIC
                              					 contracts between consumer EPG and provider EPG. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Update
                              					 Access List Security Rules 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds or
                              					 removes access list rules associated with a Security Policy Filter created in 
                              					 APIC
                              					 (using Add Security Policy (Contracts)). The access list rules are of the
                              					 format <source-port, destination-port, protocol, ethertype>. 
                              				  
                           
 
                           				  
                           
                              
                                 	
                                    Note

                                 
                                 	
                                     
                                       					 
                                       The Source
                                          						and Dest Ports are not allowed for arp, icmp, icmpv6 rules. Ports are valid
                                          						only for tcp and udp protocols. The access list rules are deployed and enforced
                                          						in ACI fabric and they are stateless in nature. 
                                          					 
                                       
 
                                       				  
                                    

                                 
                              

                           
 
                           				  
                           In addition
                              					 this blueprint also has an option to update the stateful firewall rules on a
                              					 Firewall appliance such as Cisco-ASA for a specific service graph that is
                              					 provided as an input. 
                              				  
                           
 
                           				
                        
                     

                  
               

               To submit a request: 
                  	 
               

               
                  	 
                     		  
                      Log in to the
                        			 vRealize Automation as admin, choose 
                        			 Catalog > Network
                              				  Security. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose a request,
                        			 enter the information in the fields and click 
                        			 Submit. 
                        		  
                     
 
                     		
                  

               

               To view your request: 
                  	 
               

               
                  	
                     				
                     In the vRealize Automation GUI, choose Requests.
                     

                     			
                  

                  	
                     				
                     Choose the request you submitted and click view details. 
                     

                     			
                  

               

            

         
      

   
      
         
            List of Tenant
               	 Network Services Catalog Items for ACI Tenant Services
            

            
               The following table lists the Tenant Network Services catalog items for ACI tenant services. You must log in to the tenant
                  portal with tenant administrator privileges to execute the Tenant Network Services catalog items. 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                            Catalog
                              					 Item 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Add or
                              					 Delete Bridge Domain in Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds or
                              					 deletes the bridge domain in tenant. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add or
                              					 Delete L3 Context (VRF) in Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds or
                              					 deletes Layer 3 context (VRF) in tenant. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add or
                              					 Delete Subnets in Bridge domain 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds or
                              					 deletes subnets in the bridge domain. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Attach or
                              					 Detach L3 external connectivity to Network 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 attaches or detaches Layer 3 external connectivity to the network. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Update
                              					 Tenant Network 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This updates
                              					 the tenant network. 
                              				  
                           
 
                           				
                        
                     

                  
               

               The following table lists the Tenant Network Services catalog items for VMM domain of type Cisco AVS and Cisco ACI Virtual
                  Edge only. You must log in to the tenant portal with tenant administrator privileges to execute the Tenant Network Services
                  catalog items. 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog Item
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Add or
                              					 Delete Useg Attribute 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 or deletes an attribute for a microsegment EPG. 
                              				  
                           
 
                           				
                        
                     

                  
               

               To submit a request: 
                  	 
               

               
                  	 
                     		  
                      Log in to the
                        			 vRealize Automation as tenant admin, choose 
                        			 Catalog > Tenant Network
                              				  Services. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose a request,
                        			 enter the information in the fields and click 
                        			 Submit. 
                        		  
                     
 
                     		
                  

               

               To view your request: 
                  	 
               

               
                  	
                     				
                     In the vRealize Automation GUI, choose Requests. 
                     

                     			
                  

                  	
                     				
                     Choose the request you submitted and click view details.
                     

                     			
                  

               

            

         
      

   
      
         
            List of Tenant
               	 Shared Plan Catalog Items for ACI Tenant Services
            

            
               The following table lists the Tenant Shared Plan catalog items for ACI tenant services. You must log in to the tenant portal
                  with tenant administrator privileges to execute the Tenant Shared Plan catalog items. 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog
                              					 Items 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                            Add Tenant
                              					 Network 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This adds
                              					 the tenant network in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Add FW and
                              					 LB to Tenant Network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This adds a
                              					 firewall and load balancer to the tenant network in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Add FW to
                              					 Tenant Network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This adds a
                              					 firewall to the tenant network in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Add Load
                              					 Balancer to Tenant Network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 load balancer to the tenant network in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete FW
                              					 and LB from Tenant Network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This
                              					 deletes the firewall and load balancer from the tenant network in a shared
                              					 plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete FW
                              					 from Tenant Network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This deletes
                              					 the firewall from the tenant network in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete Load
                              					 Balancer from Tenant Network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This deletes
                              					 load balancer from the tenant network in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete
                              					 Tenant Network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This
                              					 deletes the tenant network in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                  
               

               The following table lists the Tenant Shared Plan catalog items for VMM domain of type Cisco AVS only. You must log in to the
                  tenant portal with tenant administrator privileges to execute the Tenant Shared Plan catalog items. 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog
                              					 Item 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Add a Useg
                              					 Network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 a microsegment EPG in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete a
                              					 Useg network - Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes a microsegment EPG in a shared plan. 
                              				  
                           
 
                           				
                        
                     

                  
               

               To submit a request: 
                  	 
               

               
                  	 
                     		  
                      Log in to the
                        			 vRealize Automation as admin, choose 
                        			 Catalog > Tenant Shared
                              				  Plan. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose a request,
                        			 enter the information in the fields and click 
                        			 Submit. 
                        		  
                     
 
                     		
                  

               

               To view your request: 
                  	 
               

               
                  	
                     				
                     In the vRealize Automation GUI, choose Requests.
                     

                     			
                  

                  	
                     				
                     Choose the request you submitted and click view details.
                     

                     			
                  

               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                            Symptom: You might
                              		  see errors in the VMware vCenter during the deletion of the service graph
                              		  through the vRealize Automation (vRA) workflow. 
                              		
                           
 
                           		
                            Condition: During
                              		  the deletion of the service graph, if a port group is deleted before service
                              		  devices such as VPX or F5 are configured, then these errors are seen. This
                              		  sequence cannot be controlled through vRA. 
                              		
                           
 
                           		
                            Workaround: There
                              		  is no workaround. These errors are transitory and will stop once the
                              		  reconfiguration of the service devices is done. 
                              		
                           
 
                           	 
                        

                     
                  

               

            

         
      

   
      
         
            List of Tenant VPC
               	 Plan Catalog Items for ACI Tenant Services
            

            
               The following table lists the Tenant Virtual Private Cloud (VPC) Plan catalog items for ACI tenant services. You must log
                  in to the tenant portal with tenant administrator privileges to execute the Tenant VPC Plan catalog items 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog Item
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                            Add Tenant
                              					 Network - VPC Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This adds
                              					 the tenant network in a VPC plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Add FW and
                              					 LB to Tenant Network - VPC Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This adds
                              					 the firewall and load balancer to the tenant network in a VPC plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Add FW to
                              					 Tenant Network - VPC Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 the firewall to the tenant network in a VPC plan.
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Add
                              					 Load-balancer to Tenant Network - VPC Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This adds
                              					 the load balancer to tenant network in a VPC plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete FW
                              					 and LB from Tenant Network - VPC Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This
                              					 deletes the firewall and load balancer from tenant network in a VPC plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete
                              					 Load-balancer from Tenant Network - VPC Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This
                              					 deletes load balancer from tenant network in a VPC plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Delete
                              					 Tenant Network - VPC Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes the tenant network in a VPC plan. 
                              				  
                           
 
                           				
                        
                     

                  
               

               The following table lists the Tenant VPC Plan catalog items for VMM domain of type Cisco AVS or Cisco ACI Virtual Edge only.
                  You must log in to the tenant portal with tenant administrator privileges to execute the Tenant VPC Plan catalog items. 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog
                              					 Item 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Add a Useg
                              					 Network - VPC plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This adds
                              					 a microsegment EPG in a VPC plan. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete a
                              					 Useg Network - VPC plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This
                              					 deletes a microsegment EPG in a VPC plan. 
                              				  
                           
 
                           				
                        
                     

                  
               

               To submit a request: 
                  	 
               

               
                  	 
                     		  
                      Log in to the
                        			 vRealize Automation as admin, choose 
                        			 Catalog > Tenant VPC
                              				  Plan. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose a request,
                        			 enter the information in the fields and click 
                        			 Submit. 
                        		  
                     
 
                     		
                  

               

               To view your request: 
                  	 
               

               
                  	
                     				
                     In the vRealize Automation GUI, choose Requests.
                     

                     			
                  

                  	
                     				
                     Choose the request you submitted and click view details. 
                     

                     			
                  

               

            

         
      

   
      
         
             List of VM Services
               	 Catalog Items for ACI Tenant Services
            

            
               This section provides
                  		a list of the VM services catalog items for 
                  		ACI
                  		tenant services. 
                  	 
               

               This service category
                  		has the tenant catalog items based on single machine and multi-machine
                  		blueprints. For example, for typical three tier application, it contains 3
                  		catalog items "Web", "App", "Db" using single-machine blueprints and 1 catalog
                  		item "Web-App-Db" using multi-machine blueprint. 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Catalog Item
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                            App 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This is the
                              					 application VM. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Db 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This is the
                              					 database VM. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Test 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This is the
                              					 single-machine VM blueprint for testing property groups. 
                              				  
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Web 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           This is the
                              					 web VM. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Web-Db-App 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            This
                              					 multi-machine blueprint creates a 3-tier application, load balancer attached to
                              					 the Web tier and the security policy configuration. 
                              				  
                           
 
                           				
                        
                     

                  
               

               To submit a request: 
                  	 
               

               
                  	 
                     		  
                      Log in to the
                        			 vRealize Automation as admin, choose 
                        			 Catalog > VM
                              				  Services. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose a request,
                        			 enter the information in the fields and click 
                        			 Submit. 
                        		  
                     
 
                     		
                  

               

               To view your request: 
                  	 
               

               
                  	
                     				
                     In the vRealize Automation GUI, choose Requests. 
                     

                     			
                  

                  	
                     				
                     Choose the request you submitted and click view details. 
                     

                     			
                  

               

            

         
      

   
      
         
             Entitlements for
               	 ACI catalog-items in vRealize
            

            
               This section describes
                  		the entitlements for ACI catalog-items in vRealize. Each service category must
                  		have an entitlement. Entitlement enables the catalog items to be available for
                  		the users. 
                  	 
               

               You can create and
                  		manage entitlements to control the access to the catalog items, actions, and
                  		specify the approval policies to apply the catalog requests. You can update the
                  		priority of the entitlement to determine which approval policy applies to a
                  		particular request. 
                  	 
               

            

            
            
               
                  	List of Entitlements for ACI Catalog Items

               

            
            
         
      

   
      
         
             List of
               	 Entitlements for ACI Catalog Items
            

            
               This section provides
                  		a list of the entitlements for ACI catalog items. 
                  	 
               

               
                  
                  
                     
                  
                  
                     
                        	 
                           				  
                           Name 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           VMs
                              					 Entitlements 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Admin
                              					 Entitlements 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant
                              					 Shared Plan Entitlements 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant VPC
                              					 Plan Entitlements 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Common
                              					 Network Services Entitlements 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant
                              					 Network Services Entitlements 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant-common Network Services 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Network
                              					 Security Entitlements 
                              				  
                           
 
                           				
                        
                     

                  
               

               To edit an
                  		entitlement: 
                  	 
               

               
                  	 
                     		  
                      Log in to the
                        			 vRealize Automation as admin, choose 
                        			 Administration > Catalog
                              				  Management > Entitlements. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose an
                        			 entitlement to edit, enter the information in the fields and click 
                        			 Update. 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            ACI Plug-in in vRealize Orchestrator

            
                The service category
                  		and the catalog item maps to a workflow. 
                  	 
               

            

            
            
               
                  	APIC Workflows

                  	APIC Inventory View

               

            
            
         
      

   
      
         
             APIC
               	 Workflows
            

            
               These are the service
                  		categories and the catalog items and each catalog items is implemented as a
                  		workflow in the vRealize Orchestrator and the catalog items parameter are
                  		exactly same as the workflow parameters. 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Service
                              					 Categories 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                            Admin
                              					 Services 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            Admin
                              					 catalog-items to be executed by the global administrator 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Network
                              					 Security 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 Catalog-items for configuring security policies 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Tenant
                              					 Network Services 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            For
                              					 configuring network services (bridge-domain, subnets) 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Tenant
                              					 Shared Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            For
                              					 configuring EPG/networks, microsegment EPGs, consuming load balancer, and
                              					 firewall services in shared mode 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Tenant VPC
                              					 Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            For
                              					 configuring EPG/networks, microsegment EPGs, consuming load balancer, and
                              					 firewall services in VPC mode 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            VM Services
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 Single-machine and multi-machine blueprints configured with 
                              					 ACI
                              					 property groups 
                              				  
                              				  
                           
 
                           				
                        
                     

                  
               

            

         
      

   
      
         
             APIC Inventory View
               	 
            

            
                In the Inventory view of the vRealize Orchestrator GUI, the Cisco APIC Plugin is a read only view. The Cisco APIC Plugin for vRealize Orchestrator maps to the APIC. For example, if you look at an object in the vRealize Orchestrator GUI it provides the MultiApicDn in the Cisco APIC GUI. 
[image: images/500014.jpg]


                  		
               

            

         
      

   
      
         
            About Load Balancing
               	 and Firewall Services
            

            
                VLAN, virtual routing
                  		and forwarding (VRF) stitching is supported by traditional service insertion
                  		models, the Application Policy Infrastructure Controller (APIC) can automate
                  		service insertion while acting as a central point of policy control. The 
                  		APIC
                  		policies manage both the network fabric and services appliances. The 
                  		APIC
                  		can configure the network automatically so that traffic flows through the
                  		services. The 
                  		APIC
                  		can also automatically configure the service according to the application's
                  		requirements, which allows organizations to automate service insertion and
                  		eliminate the challenge of managing the complex techniques of traditional
                  		service insertion. 
                  	 
               

                Perimeter Firewall is
                  		typically used to provide state-full firewall services for all incoming
                  		external traffic to the application. Once the traffic passes the firewall,
                  		another typical service that is inserted is the load balancing. The external
                  		traffic is sent towards, a virtual IP. The load balancer terminates this
                  		traffic and load balances the incoming traffic among the available servers
                  		(such as web servers) behind the load balancers. 
                  	 
               

               See the 
                  		Cisco APIC Layer
                     		  4 to Layer 7 Services Deployment Guide for more information. 
                  	 
               

               APIC vRealize plug-in can be used to create new multi-tier applications while inserting the load balancer and/or firewall services
                  for the traffic between them or it can be used to insert the firewall and load-balancer services for traffic between existing
                  application end-point groups. For creating a multi-tier application with L4-7 services, a property group has to be created
                  using "Configure Property Group" catalog-item in the "Admin Services". In addition of L4-7 services between existing application
                  end-point groups can be done by choosing the appropriate catalog-item from the "Tenant Shared Services" items. 
               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                            In this release,
                              		  only support for Shared-Plan is supported for Load balancer and Firewall
                              		  services. 
                              		
                           
 
                           	 
                        

                     
                  

               

            

            
            
               
                  	Prerequisites for Enabling Services

                  	Configuring the Services on APIC Using XML POST

                  	Deleting the Services Configuration

               

            
            
         
      

   
      
         
            Prerequisites for
               	 Enabling Services
            

            
               This section describes
                  		the prerequisites for enabling services. 
                  	 
               

               You must perform the following tasks to deploy Layer 4 to Layer 7 services using the APIC vRealize plug-in: 
               

               
                  	 
                     		  
                     Device package for
                        			 load balancer needs to be uploaded by APIC admin. 
                        		  
                     
 
                     		  
                     Use the link to
                        			 download the required Citrix, F5, and Cisco ASA device packages: 
                        		  
                     
 
                     		  
                     http://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/solution-overview-c22-734587.html 
                        		  
                     
 
                     		  
                     Ensure the device
                        			 package version is certified for the 
                        			 APIC
                        			 release that you are using. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Device cluster for
                        			 load balancer, firewall needs to be created in tenant "common" by 
                        			 APIC-admin.
                        			 Citrix and F5 are the supported vendors for load balancers. Cisco ASA is the
                        			 supported vendor for firewall. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     For stand-alone
                        			 firewall or load balancer service, a service graph template with single node
                        			 must be configured. For the firewall and load balancer service, a service graph
                        			 template with two nodes must be configured. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      For the abstract
                        			 service graph, the firewall node (vnsAbsNode) must be named 
                        			 FW, and the load balancer node must be named 
                        			 SLB. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     For the load
                        			 balancer only abstract service graph name (vnsAbsGraph) should be same as the
                        			 load balancer device cluster (vnsLdevVip). 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     For the load
                        			 balancer only service, the consumer L3 connectivity policy must be configured
                        			 in the "default" VRF of the tenant common. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     For the firewall,
                        			 the consumer L3 connectivity policy must be configured in the separate VRF
                        			 ("outside") of the tenant common. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     The firewall
                        			 device needs to be deployed in the routed mode. For firewall device
                        			 connectivity, two additional L3 connectivity policy must be configured. One
                        			 must be configured in the "outside" VRF, and is used as the external connection
                        			 to the firewall device. The other must be configured in the "default" VRF and
                        			 is used as the internal connection to the firewall device. These two L3
                        			 connectivity policies, attached to the firewall enables the firewall to do the
                        			 VRF stitching and re-direct the traffic appropriately between the VRFs. The
                        			 administrator has to ensure that appropriate prefixes with the correct import
                        			 and export flags are configured under the L3 external connectivity policies. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     The following
                        			 convention should be used when configuring the L3 connectivity policies. For
                        			 the L3 connectivity policy should be named as 
                        			 L3ExtName, the child L3 instance should be
                        			 named as 
                        			 L3ExtNameInst. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     The interface IP
                        			 addresses that are used on the firewall and load balancer devices need to be
                        			 configured in the abstract graph. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     For the 2-node
                        			 abstract graph, an access list to permit all traffic needs to be configured for
                        			 the firewall node. 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            About L3 External
               	 Connectivity
            

            
               Layer 3 (L3) external
                  		connectivity is an 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		feature to connect 
                  		ACI
                  		fabric to an external network by L3 routing protocols, including static
                  		routing, OSPF, EIGRP, and BGP. By setting up L3 external connectivity for
                  		vRealize, it allows a tenant network to initiate outgoing traffic destined
                  		outside the fabric and to attract traffic from outside. The assumption of this
                  		feature is the tenant virtual machine IP addresses are visible outside the
                  		fabric without NAT, 
                  		ACI
                  		L3 external connectivity does not include NAT. 
                  	 
               

            

            
            
               
                  	Prerequisites for Configuring L3 External Connectivity for vRealize

               

            
            
         
      

   
      
         
            Prerequisites for
               	 Configuring L3 External Connectivity for vRealize
            

            
                To configure Layer 3
                  		(L3) external connectivity for vRealize, you must meet the following
                  		prerequisites: 
                  	 
               

               
                  	 
                     		  
                     Ensure you have
                        			 logged in to the 
                        			 Application Policy Infrastructure Controller
                        			 (APIC)
                        			 GUI, on the menu bar, choose 
                        			 TENANT > common. 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           Create a
                              				  l3ExtOut called “default”, refer to BD “default”. 
                              				
                           
 
                           			 
                        

                        	 
                           				
                           Create
                              				  l3extInstP name="defaultInstP" under the l3ExtOut. This is to be used
                              				  by shared service tenants. 
                              				
                           
 
                           			 
                        

                     
 
                     		  
                     See Cisco APIC Basic Configuration Guide for L3 external connectivity configuration. 
                     
 
                     		
                  

                  	 
                     		  
                     Ensure you have
                        			 logged in to the 
                        			 APIC
                        			 GUI, on the menu bar, choose 
                        			 TENANT > common. 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           Create a
                              				  l3ExtOut called "vpcDefault", refer to BD "vpcDefault". 
                              				
                           
 
                           			 
                        

                        	 
                           				
                            Create
                              				  l3extInstP name="vpcDefaultInstP" under this l3ExtOut. 
                              				
                           
 
                           				
                            This is to be
                              				  used by VPC tenants. 
                              				
                           
 
                           			 
                        

                     
 
                     		  
                     See Cisco APIC Basic Configuration Guide for configuring external connectivity for tenants. 
                     
 
                     		  
                      vRealize
                        			 leverages the common l3ExtOut configuration with no special requirement other
                        			 than the naming convention highlighted above 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            Administrator
               	 Experiences
            

            

            
            
               
                  	Cisco ACI with Cisco AVS or Cisco ACI Virtual Edge

                  	Cisco AVS or Cisco ACI Virtual Edge VMM Domain Creation

                  	Update of Cisco AVS or Cisco ACI Virtual Edge VMM Domain Encapsulation Pools

                  	Deletion of Cisco AVS or Cisco ACI Virtual Edge and the VMM Domain

                  	Cisco AVS or Cisco ACI Virtual Edge VMM Domain Security Domain Mapping

                  	Distributed Firewall Policy

               

            
            
         
      

   
      
         
            Cisco ACI with Cisco AVS or Cisco ACI Virtual Edge
               
            

            
               See the following documentation for general information about Cisco Application Virtual Switch (AVS)  or Cisco ACI Virtual Edge:
               

               
                  	
                     
                     Cisco AVS—See the chapter "Cisco ACI with Cisco AVS" in the latest version of the Cisco ACI Virtualization Guide or the Cisco AVS guides on Cisco.com
                     

                     
                  

                  	
                     
                     Cisco ACI Virtual Edge—See the Cisco ACI Virtual Edge documentation on Cisco.com.
                     

                     
                  

               

            

         
      

   
      
         
            Cisco AVS or Cisco ACI Virtual Edge VMM Domain Creation
            

            
               You can create VMM domains for Cisco AVS or Cisco ACI Virtual Edge using VLAN or VXLAN encapsulation or with no local switching.
               

               Beginning with Cisco APIC Release 2.1(1), you can mix encapsulation modes. That is, you can configure a VMM domain to use
                  VLAN or VXLAN and later add EPGs that override the domain's default encapsulation. For details, see the section "Mixed-Mode
                  Encapsulation Configuration" in the Cisco Application Virtual Switch Configuration Guide or the chapter "Mixed-Mode Encapsulation" in the Cisco ACI Virtual Edge Configuration Guide. 
               

               You also can create a Cisco AVS or Cisco ACI Virtual Edge VMM domain with no local switching. In local switching mode, the leaf forwards all traffic, and VXLAN is the only allowed
                  encapsulation type. See the Cisco Application Virtual Switch Installation Guide or the Cisco ACI Virtual Edge Installation Guide. 
               

               After you create a Cisco AVS or Cisco ACI Virtual Edge VMM domain, you can update the domain's encapsulation pools and delete the Cisco AVS  or Cisco ACI Virtual Edge and the VMM domain.
               

            

            
            
               
                  	Creating a Cisco AVS or Cisco ACI Virtual Edge VMM Domain

                  	Verifying Cisco AVS or Cisco ACI Virtual Edge Creation in vCenter

                  	Verifying Creation of the Cisco AVS or Cisco ACI Virtual Edge VMM Domain on Cisco APIC

               

            
            
         
      

   
      
         
            Update of Cisco AVS or Cisco ACI Virtual Edge VMM Domain Encapsulation Pools
            

            
               After you create a Cisco AVS VMM or Cisco ACI Virtual Edge domain, you can update VLAN or multicast address pools. You should then verify the update.
               

            

            
            
               
                  	Updating the VLAN Pool of a Cisco AVS or Cisco ACI Virtual Edge VMM Domain

                  	Verifying the Update of the VLAN Pool of a Cisco AVS or Cisco ACI Virtual Edge VMM Domain in Cisco APIC

                  	Updating the Multicast Address Pool of a Cisco AVS or Cisco ACI Virtual Edge VMM Domain

                  	Verifying the Update of a Multicast Address Pool on Cisco APIC

               

            
            
         
      

   
      
         
            Deletion of Cisco AVS or Cisco ACI Virtual Edge and the VMM Domain
            

            
               You can delete the Cisco AVS or Cisco ACI Virtual Edge and the VMM domain. After you do so, you should verify the deletion.
               

            

            
            
               
                  	Deleting the Cisco AVS or Cisco ACI Virtual Edge and the VMM Domain

                  	Verifying Cisco AVS or Cisco ACI Virtual Edge Deletion in vCenter

                  	Verifying VMM Domain Deletion on Cisco APIC

                  	Verifying VLAN Pool Deletion on Cisco APIC

                  	Verifying Multicast Address Pool Deletion on Cisco APIC

               

            
            
         
      

   
      
         
            Cisco AVS or Cisco ACI Virtual Edge VMM Domain Security Domain Mapping
            

            
               You can update the security domain mapping for the Cisco AVS or Cisco ACI Virtual Edge VMM domain.
               

            

            
            
               
                  	Updating the Security Domain Mapping of the Cisco AVS or Cisco ACI Virtual Edge VMM Domain

               

            
            
         
      

   
      
         
            Distributed
               	 Firewall Policy
            

            
                You can create, update, and delete a Distributed Firewall (DFW) policy and update the DFW policy association with the Cisco
                  AVS or Cisco ACI Virtual Edge VMM domain. 
               

               For detailed information about Distributed Firewall, see the one of the following:  

               
                  	
                     				
                     The section Distributed Firewall in the chapter "Cisco ACI with Cisco AVS" in this guide
                     

                     			
                  

                  	
                     				
                     The chapter "Distributed Firewall" in the Cisco ACI Virtual Edge Configuration Guide

                     			
                  

               

            

            
            
               
                  	Creating a Distributed Firewall Policy

                  	Updating a Distributed Firewall Policy

                  	Deleting a Distributed Firewall Policy

                  	Updating a Distributed Firewall Policy Association with the Cisco AVS or Cisco ACI Virtual Edge VMM Domain

               

            
            
         
      

   
      
         
            Microsegmentation

            
               
                  This section describes microsegmentation in shared and VPC plans and explains the usage-related service blueprints. 
               

               
                  
                     	
                        Note

                     
                     	
                        Starting with the Cisco APIC vRealize Plug-In 2.0(1) release, the service blueprints related to microsegmentation are supported
                           only for Cisco AVS VMM domains. 
                        

                     
                  

               

            

            
            
               
                  	Microsegmentation with Cisco ACI

                  	Microsegmentation in a Shared Plan

                  	Microsegmentation in a VPC Plan

                  	Updating Microsegment Attributes

                  	Verifying a Microsegmentation Attributes Update on APIC

                  	Updating a Microsegment Association with the Cisco AVS or Cisco ACI Virtual Edge VMM Domain

                  	Verifying Microsegment Association Updates with Cisco AVS or Cisco ACI Virtual Edge VMM Domains on APIC

               

            
            
         
      

   
      
         
            Microsegmentation
               	 with Cisco 
               	 ACI

            
                Microsegmentation with the Cisco ACI provides the ability to automatically assign endpoints to logical security zones called
                  endpoint groups (EPGs) based on various attributes. 
               

               For detailed
                  		information about Microsegmentation, see the chapter "Microsegmentation with
                  		Cisco 
                  		ACI"
                  		in the 
                  		Cisco 
                     		  ACI
                     		  Virtualization Guide. 
                  	 
               

            

         
      

   
      
         
            Microsegmentation in a Shared Plan

            
               You can create, update, and delete a microsegment in a shared plan.

            

            
            
               
                  	Creating a Microsegment in a Shared Plan

                  	Verifying Microsegmentation Creation in a Shared Plan on APIC

                  	Deleting a Microsegment in a Shared Plan

                  	Verifying Microsegmentation Deletion on APIC

               

            
            
         
      

   
      
         
            Microsegmentation in a VPC Plan

            
               You can create, update, and delete a microsegment in a VPC plan.

            

            
            
               
                  	Creating a Microsegment in a VPC Plan

                  	Verifying Microsegmentation Creation in a VPC Plan on APIC

                  	Deleting a Microsegment in a VPC Plan

               

            
            
         
      

   
      
         
            About Adding the
               	 Load Balancer to the Tenant Network
            

            
               This section covers
                  		the configuration steps to add a load balancer service to a tenant network
                  		(APIC's EPG). This release only supports shared plan for load balancer. In
                  		subsequent releases we will have support for VPC plan. 
                  	 
               

               In this plan, the load
                  		balancer is deployed in tn-common thereby offering consumption model for vRA
                  		and APIC tenant using shared infrastructure. 
                  	 
               

               
                  Shared Plan -
                     		  Load Balancer Overview
                  
                  
[image: images/500017.jpg]



               
               
                   VPC Plan - Load
                     		  Balancer Only 
                  
                  
[image: images/500557.jpg]



               
            

            
            
               
                  	Configuration Prerequisites on APIC

                  	Adding the VIP Pool

                  	Deleting the VIP Pool

                  	Adding the Load Balancer to the Tenant-Network in a Shared Plan

                  	Adding the Load Balancer to the Tenant-Network in a VPC Plan

                  	Deleting the Load Balancer from the Tenant-Network in a Shared Plan

                  	Deleting the Load Balancer from the Tenant-Network in a VPC Plan

               

            
            
         
      

   
      
         
            Configuration
               	 Prerequisites on 
               	 APIC

            
               This section describes
                  		the configuration prerequisites on 
                  		APIC.
                  		
                  	 
               

               
                  	 
                     		  
                      Device package
                        			 for load balancer needs to be uploaded by APIC admin. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Device cluster
                        			 for load balancer needs to be created in tn-common or tenant "common" by
                        			 APIC-admin. Citrix and F5 are the supported vendors for load balancers. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Shared Plan load
                        			 balancer service graph templates for Citrix and F5 needs to be created in
                        			 tn-common by APIC-admin. 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            Configuring the
               	 Firewall
            

            
               This section discusses the configuration steps to add a firewall service to a tenant network (the Application Policy Infrastructure Controller's endpoint group). 
               

               
                  Shared Plan -
                     		  Perimeter Firewall Only Overview 
                  
                  
[image: images/500019.jpg]



               
               
                  
                     	
                        Note

                     
                     	
                         
                           		
                           The perimeter
                              		  firewall only service is not supported in VPC Plan. In VPC plan, the firewall
                              		  service can be configured between EPGs. 
                              		
                           
 
                           	 
                        

                     
                  

               

            

            
            
               
                  	Adding the Firewall to the Tenant-Network in a Shared Plan

                  	Deleting the Firewall from the Tenant-Network in a Shared Plan

               

            
            
         
      

   
      
         
            Configuring the
               	 Firewall and Load Balancer
            

            
               This section covers
                  		the configuration steps to add a firewall and load balancer service to a tenant
                  		network (the 
                  		Application Policy Infrastructure Controller's
                  		endpoint group). 
                  	 
               

                In this plan, the
                  		firewall and load balancer devices are deployed in the "common" tenant, there
                  		by offering consumption model for vRealize Automation (vRA) and the 
                  		APIC
                  		tenant using the shared infrastructure. 
                  	 
               

               
                  Shared Plan -
                     		  Firewall and Load Balancer Overview 
                  
                  
[image: images/500020.jpg]



               
               
                  VPC Plan -
                     		  Perimeter Firewall and Load Balancer 
                  
                  
[image: images/500558.jpg]



               
            

            
            
               
                  	Adding the Firewall and Load Balancer to the Tenant-Network in a Shared Plan

                  	Adding the Firewall and Load Balancer to the Tenant-Network in a VPC Plan

                  	Deleting the Firewall and Load Balancer from the Tenant-Network in a Shared Plan

                  	Deleting the Firewall and Load Balancer from the Tenant-Network in a VPC Plan

               

            
            
         
      

   
      
         
            Configuring the
               	 Inter-EPG Firewall
            

            
               This section
                  		describes how to configure the inter-EPG firewall service to a tenant network
                  		(the Application Policy Infrastructure Controller's endpoint group). 
                  	 
               

               
                  VPC Plan -
                     		  Inter EPG FW
                  
                  
[image: images/500984.jpg]



               
            

            
            
               
                  	Adding the Firewall to the Tenant-Network in a VPC Plan

                  	Deleting the Firewall from the Tenant-Network in a VPC Plan

               

            
            
         
      

   
      
         
            Application
               	 Deployment Scenarios
            

            
               The following table shows the supported deployment scenarios: 

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Deployment
                              					 Scenario 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Web > L3out 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Web Tier to
                              					 L3 external connectivity policy connected using security policy (L3out
                              					 configured in "default" VRF) 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Web > Firewall > L3out 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Web Tier
                              					 with Firewall and L3out (L3out configured in "outside" VRF) 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Web > Load
                                    						  Balancer > L3out 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Web Tier
                              					 with Load balancer connected to L3out (L3out configured in "default") 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Web > Load Balancer and
                                    						  Firewall > L3out 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Web Tier
                              					 with Load balancer and Firewall service connected to L3out (L3out configured in
                              					 "outside") 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Application > Web
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           App tier to
                              					 Web tier, connected using security policy 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Database > Application 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Db tier to
                              					 App tier, connected using security policy 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Application > Load
                                    						  Balancer > Web 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           App tier to
                              					 Web tier using Load balancer. Traffic from Web tier towards App tier is load
                              					 balanced. 
                              				  
                           
 
                           				
                        
                     

                     
                        	
                           				  
                           Application > Firewall > Web
                              					 
                              				  
                           

                           				
                        
                        	
                           				  
                           App tier to Web tier using firewall. 
                              				  
                           

                           				
                        
                     

                  
               

               In a multi-tenant
                  		deployment, there are some restrictions in the service deployment
                  		configuration. The administrator must decide whether the applications in this
                  		deployment will use firewall services or a load balancer-only service at the
                  		first (web) tier. 
                  	 
               

                The following table
                  		shows the supported combinations of services in the shared plan: 
                  	 
               

               
                  
                  
                     
                     
                     
                     
                     
                     
                  
                  
                     
                        	 
                           				  
                           Deployment
                              					 Type 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           FW + LB >
                              					 L3out 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           LB only >
                              					 L3out 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           FW >
                              					 L3out 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           LB between
                              					 EPGs 
                              				  
                           
 
                           				
                        
                        	
                           				  
                           FW between EPGs 
                              				  
                           

                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Firewall
                              					 only or Firewall and Load balancer 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	
                           				  
                           Yes
                              				  
                           

                           				
                        
                     

                     
                        	 
                           				  
                           Load
                              					 Balancer only 
                              				  
                           
 
                           				
                        
                        	 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	
                           				  
                           				
                        
                     

                  
               

                In case of
                  		multi-tenancy, you should use a dedicated service device for each tenant. 
                  	 
               

            

         
      

   
      
         
            About Property
               	 Groups
            

            
               Property groups are a vRealize Automation (vRA) construct that provide virtual machine customization. Using property groups,
                  vRA can invoke workflows in vRealize Orchestration (vRO) at given stage of virtual machine's life cycle. This virtual machine
                  extension capability is used by Application Policy Infrastructure Controller (APIC) vRealize to invoke APIC vRA workflows and configure APIC policies. 
                  		
               

                
                  		APIC
                  		vRealize supports a number of application deployment scenarios. In a multi-tier
                  		application, the 
                  		APIC
                  		security policy or the load balancing or firewall services can be inserted
                  		between tiers. This is achieved by the following steps: 
                  	 
               

               
                  	 
                     		  
                     Execute the 
                        			 Configure Property Group catalog-item in the 
                        			 Admin
                           				Services catalog to create a property group.
                        		  
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Use the 
                        			 Security
                           				Policy, 
                        			 Load
                           				Balancer, and 
                        			 Firewall tabs to customize the property group.
                        		  
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Enable the
                        			 property group in the single-machine blueprint at the 
                        			 Infrastructure > Blueprints > Single Machine
                              				  Blueprint level in vRealize.
                        		  
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            About Service
               	 Blueprints
            

            
               This section describes
                  		the service blueprints. 
                  	 
               

               In vRealize there are
                  		two sets of blueprints one is a machine blueprints that is for compute for
                  		installing, setting up VMs, and spinning VMs. There is a single- and a
                  		multi-machine blueprint for launching single-tier application workload or
                  		multi-tier application workload that is called machine blueprint for networking
                  		workflows. 
                  	 
               

               Admin workflow: 
                  	 
               

               
                  	 
                     		  
                     Create 
                        			 APIC
                        			 handles 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Create VMM domains
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Create Tenants 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Create subnets in
                        			 common 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Create Layer 4-7
                        			 devices 
                        		  
                     
 
                     		
                  

               

               Tenant workflow: 
                  	 
               

               
                  	 
                     		  
                     Create EPGs 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Create contracts 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Provide contracts 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Consume contracts 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Consume L3Outs 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Consume Layer 4-7
                        			 devices 
                        		  
                     
 
                     		
                  

               

            

            
            
               
                  	Integration with vRealize Network Profiles (IPAM)

               

            
            
         
      

   
      
         
             Documentation of
               	 APIC Workflows in vRealize Orchestrator
            

            
               To get documentation
                  		on the APIC methods and types, the vRO API search can be used. 
                  	 
               

               
                  	 
                     		  
                     Log in to the vRO
                        			 GUI, choose 
                        			 Tools > API
                              				  Search 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Enter 
                        			 APIC. 
                        		  
                     
 
                     		  
                     This shows the
                        			 list of all APIC methods and types. 
                        		  
                     
 
                     		
                  

               

            

            
            
               
                  	List of Methods in ApicConfigHelper Class

               

            
            
         
      

   
      
         
             List of Methods in
               	 ApicConfigHelper Class
            

            
               This section provides
                  		a list of methods in 
                  		ApicConfigHelper class. 
                  	 
               

               
                  	 
                     		  
                     This adds an 
                        			 APIC
                        			 host to the repository and does a login to the 
                        			 APIC:
                        			 
                        		  
                     
 
                     		  ApicHandle addHost(String hostName,
       String hostIp0,
       String hostIp1,
       String hostIp2,
       String  userName,
       String pwd,
       int port,
       boolean noSsl,
       String role,
       String tenantName)

 
                     		

                  	 
                     		  
                     This gets the 
                        			 APIC
                        			 handle give the 
                        			 APIC
                        			 name: 
                        		  
                     
 
                     		  ApicHandle getApicHandle(String hostName)
 
                     		

                  	 
                     		  
                      This gets the
                        			 list of 
                        			 APIC
                        			 handles for a given <role, username>: 
                        		  
                     
 
                     		  List<ApicHandle> getApicHandleByRole(String role, String userName)
 
                     		

                  	 
                     		  
                     This removes an 
                        			 APIC
                        			 host from the repository: 
                        		  
                     
 
                     		  boolean removeHost(String inApicName)
 
                     		

                  	
                     
                     		  
                     This creates
                        			 Tenant endpoint group and association to vmmDomain in 
                        			 APIC:
                        			 
                        		  
                     
 
                     		  ApicResponse addNetwork(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName,
       String bdName,
       String ctxName,
       String subnet,
       String domName,
       boolean vmm,
       boolean vpc,
       boolean intraEpgDeny,
       boolean allowUseg,
       String  encapMode)

 
                     		

                  	
                     
                     		  
                     This updates the
                        			 domain of the endpoint group by adding or deleting: 
                        		  
                     
 
                     		  ApicResponse updateNetwork(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName,
       String domName,
       boolean vmm,
       boolean add,
       String encapMode)

 
                     		

                  	 
                     		  
                     This adds or
                        			 deletes subnets to the bridge domain in the virtual private cloud (VPC) tenant:
                        			 
                        		  
                     
 
                     		  ApicResponse updateSubnets(ApicHandle handle,
       String tenantName,
       String bdName,
       fvSubnet subnetList[],
       boolean add)

 
                     		

                  	 
                     		  
                     This adds or
                        			 deletes the bridge domain to or from the tenant: 
                        		  
                     
 
                     		  ApicResponse updateBD(ApicHandle handle,
       String tenantName,
       String bdName,
       String ctxName,
       boolean arpFlooding,
       String l2UnknownUnicast,
       String l3UnknownMulticast,
       boolean add)

 
                     		

                  	 
                     		  
                     This adds or
                        			 deletes the context (Ctx) to or from the tenant: 
                        		  
                     
 
                     		  ApicResponse updateCtx(ApicHandle handle,
       String tenantName,
       String ctxName,
       boolean add)

 
                     		

                  	 
                     		  
                     This adds or
                        			 deletes the following based on add or delete: 
                        		  
                     
 
                     		  ApicResponse addOrDeleteLBToNetwork(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName,
       String bdName,
       String ctxName,
       boolean vpc,
       String planName,
       String lbVendor,
       String ldevName,
       String graphName,
       boolean sharedLb,
       String protocol,
       String port,
       String consumerDn,
       String snipIntAddress,
       String snipIntNetMask,
       String snipExtAddress,
       String snipExtNetMask,
       String snipNextHopGW,
       boolean addOperation)

 
                     		

                  	 
                     		  
                     This opens a
                        			 connection to the URL, sends the postBody string to the URL location, and
                        			 returns result: 
                        		  
                     
 
                     		  ApicResponse addOrDelFWReq(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName,
       String ctrctName,
       String graphName,
       vzEntry entryList[],
       String consumerDn,
       boolean addOp,
       boolean updateOp)

 
                     		

                  	 
                     		  
                     This adds the
                        			 firewall service to an endpoint group in the shared and VPC plan: 
                        		  
                     
 
                     		  ApicResponse addFWToNetwork(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName,
       boolean vpc,
       String fwVendor,
       String ldevName,
       String graphName,
       vzEntry entryList[],
       String fwL3extExternal,
       String fwL3extInternal,
       boolean skipFWReq,
       String consumerDn)


 
                     		

                  	 
                     		  
                      This deletes the
                        			 firewall from the endpoint group in the shared and VPC Plan: 
                        		  
                     
 
                     		  ApicResponse deleteFWFromNetwork(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName,
       boolean vpc,
       String graphName,
       String ctrctName,
       String protocol,
       String startPort,
       boolean skipFWReq,
       String consumerDn)

 
                     		

                  	 
                     		  
                     This implements
                        			 the REST API to 
                        			 APIC:
                        			 
                        		  
                     
 
                     		  String apicRestApi(ApicHandle handle,
       String apiUrl,
       String method,
       String postBody)

 
                     		

                  	 
                     		  
                     This adds or
                        			 deletes the router ID in a tenant: 
                        		  
                     
 
                     		  ApicResponse addOrDelRouterId(ApicHandle handle,
       String rtrId,
       boolean addOp)

 
                     		

                  	 
                     		  
                      This deletes the
                        			 tenant endpoint group and the association: 
                        		  
                     
 
                     		  ApicResponse deleteNetwork(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName)

 
                     		

                  	 
                     		  
                     This creates the
                        			 tenant, bridge domain and the context (Ctx) in 
                        			 APIC:
                        			 
                        		  
                     
 
                     		  ApicResponse addTenant(ApicHandle handle,
       String tenantName,
       String bdName,
       String ctxName,
       String aaaDomain)

 
                     		

                  	 
                     		  
                     This deletes the
                        			 tenant in 
                        			 APIC:
                        			 
                        		  
                     
 
                     		  ApicResponse deleteTenant(ApicHandle handle,
       String tenantName)

 
                     		

                  	 
                     		  
                     This adds VlaNS,
                        			 vmmDomP, vmmCtrlP, vmmUsrAccp and required relation objects to the 
                        			 APIC:
                        			 
                        		  
                     
 
                     		  ApicResponse addVmmDomain(ApicHandle handle,
       String dvsName,
       String vcenterIP,
       String userName,
       String passwd,
       String datacenter,
       String vlanPoolName,
       int vlanStart,
       int vlanEnd,
       String aaaDomain)

 
                     		

                  	 
                     		  
                     This deletes
                        			 VlanNS and vmmDomP objects from the 
                        			 APIC:
                        			 
                        		  
                     
 
                     		  ApicResponse deleteVmmDomain(ApicHandle handle,
       String domName,
       String vlanPoolName) 

 
                     		

                  	 
                     		  
                     This adds or
                        			 deletes encap blocks in the VLAN pool: 
                        		  
                     
 
                     		  ApicResponse updateVlanPool(ApicHandle handle,
       String vlanPoolName,
       fvnsEncapBlk encapList[])

 
                     		

                  	 
                     		  
                     This adds the
                        			 security policy (contract entry): 
                        		  
                     
 
                     		  ApicResponse addSecurityPolicySet(ApicHandle handle,
       String tenant,
       String ap,
       String srcEpg,
       String dstEpg,
       vzEntry entryList[],
       boolean createFlg
       )

 
                     		

                  	 
                     		  
                      This updates the
                        			 security policy (contract entry): 
                        		  
                     
 
                     		  ApicResponse updateSecurityFilters(ApicHandle handle,
       String tenant,
       String filterName,
       vzEntry entryList[]
       )

 
                     		

                  	 
                     		  
                      This adds or
                        			 removes the consumer contract interface: 
                        		  
                     
 
                     		  ApicResponse updateSharedSvcConsumer(ApicHandle handle,
       String tenant,
       String ap,
       String consumerEpg,
       vzBrCP contract,
       boolean add
       )

 
                     		

                  	 
                     		  
                     This updates the
                        			 security policy (contract entry): 
                        		  
                     
 
                     		  ApicResponse updateL3outPolicy(ApicHandle handle,
       String tenant,
       String ap,
       String dstEpg,
       vzEntry entryList[],
       l3extOut l3out,
       boolean vpc,
       boolean add
       )

 
                     		

                  	 
                     		  
                      This deletes all
                        			 the security policy (contracts): 
                        		  
                     
 
                     		  ApicResponse deleteSecurityPolicy(ApicHandle handle,
       String tenant,
       String ap,
       String srcEpg,
       String dstEpg
       )

 
                     		

                  	 
                     		  
                      This creates
                        			 VIP address block in the tn-common: 
                        		  
                     
 
                     		  ApicResponse addVipPool(ApicHandle handle,
       String planName,
       String addrStart,
       String addrEnd)

 
                     		

                  	 
                     		  
                      This deletes
                        			 VIP address block in the tn-common: 
                        		  
                     
 
                     		  ApicResponse deleteVipPool(ApicHandle handle,
       String planName,
       String addrStart,
       String addrEnd)

 
                     		

                  	 
                     		  
                     This adds or
                        			 deletes the security domain associations: 
                        		  
                     
 
                     		  ApicResponse updateVmmDomain(ApicHandle handle,
       String domName,
       aaaDomainRef aaaList[])

 
                     		

                  	 
                     		  
                     This deletes a
                        			 shared service provider (endpoint group) from a contract: 
                        		  
                     
 
                     		  ApicResponse deleteSharedServiceProvider(ApicHandle handle,
       String tenant,
       String ap,
       String srcEpg,
       String dstEpg,
       vzBrCP contract)

 
                     		

                  	
                     
                     
                     This creates a Cisco AVS VMM domain and adds related objects to the APIC:
                     

                     ApicResponse addAvsVmmDomain(ApicHandle handle,
       String dvsName,
       String aepName,
       String vcenterIP,
       String userName,
       String passwd,
       String dvsVersion,
       String datacenter,
       String mcastIP,  
       String poolName, 
       String rangeStart,
       String rangeEnd,  
       String aaaDomain,
       int domType,
       String secondRangeStart,
       String secondRangeEnd,
       String secondPoolName)

                     

                  	
                     
                     				
                     This updates the pools (VLAN, Multicast Address) relevant to a Cisco AVS VMM domain: 

                     				ApicResponse updateAvsVlanMcastPool(ApicHandle handle,
       String poolName,
       fvnsEncapBlk encapList[],
       int poolType)

                     			

                  	
                     
                     				
                     This deletes a Cisco AVS VMM domain:

                     				ApicResponse deleteAvsVmmDomain(ApicHandle handle,
       String domName,
       String poolName,
       int poolType)

                     			

                  	
                     
                     				
                     This deletes a Cisco AVS VMM domain which is in mixed mode:

                     				ApicResponse deleteAvsVmmDomainMixedmode(ApicHandle handle,
       String domName )

                     			

                  	
                     
                     				
                     This creates Distributed Firewall for a Cisco AVS VMM domain:

                     				ApicResponse createFWPol(ApicHandle handle,
       String polName,
       String vmmName,
       String polMode,
       String pInterval,
       String logLevel,
       String adminState,
       String destGrpName,
       String inclAction,
       int caseVal)

                     			

                  	
                     
                     				
                     This updates Distributed Firewall association with a Cisco AVS VMM domain:

                     				ApicResponse updateFWPolMapping(ApicHandle handle,
       String polName,
       String vmmName,
       Boolean opValue)

                     			

                  	
                     
                     				
                     This deletes Distributed Firewall:

                     				ApicResponse deleteFWPol(ApicHandle handle,
       String polName)

                     			

                  	
                     
                     				
                     This adds or deletes attribute(s) for a Microsegment EPG:

                     				ApicResponse addOrDelUsegAttr(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName,
       String criteriaName,
       fvVmAttrV addFvVmAttrList[],
       fvMacAttr addFvMacAttrList[],
       fvIpAttr addFvIpAttrList[],
       fvVmAttr delFvVmAttrList[],
       fvMacAttr delFvMacAttrList[],
       fvIpAttr delFvIpAttrList[])

                     			

                  	
                     
                     				
                     This adds a microsegment EPG:

                     				ApicResponse addUsegEpg(ApicHandle handle,
       String tenantName,
       String apName,
       String epgName,
       String bdName,
       String ctxName,
       String subnet,
       String domName,
       String criteriaName,
       boolean vmm,
       boolean vpc,
       boolean intraEpgDeny,
       fvVmAttrV fvVmAttrList[],
       fvMacAttr fvMacAttrList[],
       fvIpAttr fvIpAttrList[],
       String encapMode)

                     			

               

            

         
      

   
      
         
            Multi-Tenancy and
               	 Role based Access Control Using Security Domains
            

            
               APIC
                  		and vRA both supports multi-tenancy natively. vRA tenant user is mapped
                  		one-to-one with a 
                  		APIC
                  		tenant user and thus Tenant names need to match exactly on both systems. 
                  	 
               

               For every vRA tenant, 
                  		APIC
                  		admin needs to ensure that an user account and required security domains and
                  		roles are created in 
                  		APIC
                  		as part of Day-0 operation. 
                  	 
               

               As a next step,
                  		vRA-Admin would execute Add Tenant service blueprint (part of Admin catalog),
                  		to create/update Tenant in 
                  		APIC
                  		and associate it with the right security Domain. For eg: Tenant-Green on vRA is
                  		mapped to Tenant-Green in 
                  		APIC
                  		with association to Security Domain "Domain-Green" enabled for "User-Green". 
                  	 
               

               By associating tenant
                  		to right security domains, Role based access control is enforced and it allows
                  		for granular as well stricter Tenant policy enforcement. 
                  	 
               

            

            
            
               
                  	Adding the Tenant

                  	Deleting the Tenant

               

            
            
         
      

   
      
         
             
               	 APIC
               	 Credentials for Workflows
            

            
                As part of 
                  		ACI-integration
                  		with vRA, this release supports pairing up vRA with a 
                  		ACI
                  		fabric managed by a 
                  		APIC-cluster.
                  		
                  	 
               

               The network service
                  		blueprints are categorized into Admin and Tenant workflows and accordingly vRA
                  		admin has to setup 
                  		APIC
                  		connection handles for 
                  		APIC-Admin
                  		credential as well as 
                  		APIC-Tenant
                  		credential for every vRA-Tenant. 
                  	 
               

                As part of plug-in, the right handles (Admin vs Tenant) are auto-selected implicitly based on the workflow context and the
                  privileges needs to create and managed objects in APIC. This provides stronger access control and isolation among tenants. 
               

            

            
            
               
                  	Adding APIC with Admin Credentials

                  	Adding APIC with Tenant Credentials

               

            
            
         
      

   
      
         
            Troubleshooting

            
                This section
                  		describes the troubleshooting techniques. 
                  	 
               

            

            
            
               
                  	Collecting the Logs to Report

                  	Installing the ACI Helper Scripts

               

            
            
         
      

   
      
         
            Plug-in Overview

            
               
                  
                  
                     
                     
                     
                  
                  
                     
                        	 
                           				  
                            vRA
                              					 Blueprints input parameters 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            vRO
                              					 Javascript Object Name 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            APIC
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                            ApicTenant 
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                              					 Domain 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 ApicBridgeDomain 
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                            ApicEPG 
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                              					 ApicSecurityFilter 
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                            Security
                              					 Rules 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 ApicSecurityRule 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 com.cisco.apic.mo.vzEntry 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            AAA Domain 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 ApicAAADomain 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 com.cisco.apic.mo.aaaDomain 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            VMM Domain 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 ApicVmmDomain 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 com.cisco.apic.mo.vmmDomP 
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                              					 ApicVmmController 
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                            Physical
                              					 Domain 
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                            L4-L7
                              					 Device Cluster 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 ApicLogicalLBDevice 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 com.cisco.apic.mo.vnsLDevVip 
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                              					 connectivity 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 ApicL3Connectivity 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 com.cisco.apic.mo.l3extOut 
                              				  
                           
 
                           				
                        
                     

                  
               

            

         
      

   
      
         
            Chapter 8. Cisco ACI vCenter Plug-in
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	About Cisco ACI with VMware vSphere Web Client

                  	Cisco ACI vCenter Plug-in Features and Limitations

                  	Upgrading VMware vCenter when Using the Cisco ACI vCenter Plug-in

                  	Uninstalling the Cisco ACI vCenter Plug-in

                  	Upgrading the Cisco ACI vCenter Plug-in

                  	Troubleshooting the Cisco ACI vCenter Plug-in Installation

               

            
            
         
      

   
      
         
             About Cisco ACI
               	 with VMware vSphere Web Client
            

            
               The Cisco ACI vCenter plug-in is a user interface that allows you to manage the ACI fabric from within the vSphere Web client. 
               

               This allows the
                  		VMware vSphere Web Client to become a single pane of glass to configure both
                  		VMware vCenter and the 
                  		ACI
                  		fabric. 
                  	 
               

               The Cisco ACI vCenter plug-in empowers virtualization administrators to define network connectivity independently of the networking team
                  while sharing the same infrastructure. 
               

               No configuration of in-depth networking is done through the Cisco ACI vCenter plug-in. Only the elements that are relevant to virtualization administrators are exposed. 
               

            

            
            
               
                  	Cisco ACI vCenter Plug-in Overview

               

            
            
         
      

   
      
         
            Cisco ACI vCenter Plug-in Overview

            
                The Cisco Application Centric
                     				  Infrastructure (ACI) vCenter plug-in for the VMware vSphere Web Client, adds a new view to the GUI called Cisco ACI Fabric. 
               

               The Cisco Application Centric
                     				  Infrastructure (ACI) vCenter plug-in does not change existing integration of ACI with vCenter, it allows you to configure an EPG, uSeg EPG, contract,
                  tenant, VRF, and bridge domain from the VMware vSphere Web Client. 
               

               
                  			Cisco Application Centric
                     				  Infrastructure (ACI) vCenter plug-in is stateless, fetches everything from Application Policy Infrastructure Controller (APIC) and does not store any information. 
               

               The following is a brief overview of the features provided by Cisco ACI vCenter plug-in: 

               For more detailed
                  		information, see 
                  		Cisco ACI vCenter Plug-in Features and Limitations.
                  		
                  	 
               

               The Cisco ACI vCenter plug-in provides the possibility to create, read, update and delete (CRUD) the following object on the
                  ACI Fabric: 
               

               
                  	 
                     		  
                     Tenant 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Application
                        			 Profile 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      EPG / uSeg EPG 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Contract 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     VRF 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Bridge Domain 
                        		  
                     
 
                     		
                  

               

               The Cisco ACI vCenter plug-in also provides a more limited operation regarding the usage of L2 and L3 Out, where all of the
                  advanced configuration needs to be done in APIC beforehand. 
               

               
                  	 
                     		  
                     Preconfigured L2 and L3 Out can be used as providers or consumers of a contract. 
 
                     		
                  

                  	 
                     		  
                      Cannot be
                        			 created, edited or deleted. 
                        		  
                     
 
                     		
                  

               

               The Cisco ACI vCenter plug-in also allows to consume preconfigured L4-L7 Services, by applying existing graph template to
                  a Contract. 
               

               
                  	 
                     		  
                      Can use
                        			 existing graph templates, not create them. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Only empty
                        			 mandatory parameter of the function profile will be displayed and configurable.
                        			 
                        		  
                     
 
                     		
                  

               

               The Cisco ACI vCenter plug-in also has troubleshooting capabilities: 

               
                  	 
                     		  
                      Endpoint to endpoint sessions (Faults, Audits, Events, Stats, Contract, Traceroute ) 
 
                     		
                  

               

            

         
      

   
      
         
            Cisco ACI vCenter Plug-in Software Requirements

            
               The Cisco ACI vCenter plug-in Software Requirements: 

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                            Platform
                              					 Series 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              					 Recommended Release 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                            vCenter 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           
                              	 
                                 						
                                 5.5
                                    						  Linux Appliance 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 5.5 Windows Server 2008 
 
                                 					 
                              

                              	 
                                 						
                                 6.0 Linux Appliance 
 
                                 					 
                              

                              	 
                                 						
                                 6.0 Windows Server 2008 
 
                                 					 
                              

                              	
                                 									
                                 6.5 Linux Appliance

                                 								
                              

                              	
                                 									
                                 6.5 Windows Server 2008

                                 								
                              

                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Application Policy Infrastructure Controller
                              					 (APIC)
                              					 
                              				  
                           
 
                           				
                        
                        	
                           							
                           Release 2.2(1)
 
                           				  
                           Release 2.2(2) 
 
                           				
                        
                     

                  
               

            

         
      

   
      
         
            Required APIC
               	 Configuration
            

            
                This sections
                  		describes the required APIC configuration. 
                  	 
               

               At least one VMM domain should already exists between the APIC and the vCenter where the plug-in is being installed. 

               For more
                  		information, see the 
                  		Cisco Application Centric
                     		  Infrastructure Fundamentals Guide. 
                  	 
               

            

         
      

   
      
         
             Connecting vCenter Plug-in to your ACI Fabric 

            
               
                  			This section describes how to connect the vCenter plug-in to your ACI fabric. 
               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                           
                              	 
                                 			 
                                 The
                                    				registration is vCenter wide and it does not take into account the user that
                                    				performs it. It is a configuration for the whole vCenter, not just for the
                                    				logged in user that performs it. 
                                    			 
                                 
 
                                 		  
                              

                              	 
                                 			 
                                 Role Based Access Control (RBAC) is based on the credentials used upon registration. Permission of the APIC account used for the registration defines configuration restriction on the vCenter plug-in. 
                                 
 
                                 		  
                              

                           
 
                           	 
                        

                     
                  

               

                You can connect the vCenter plug-in to your ACI fabric, using one of the following ways: 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Connect the vCenter plug-in to your ACI fabric using credentials. 
                           
 
                           				
                        
                        	 
                           				  
                           For more
                              					 information, see 
                              					 Connecting vCenter Plug-in to the Cisco ACI Fabric Using Credentials.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Connect the vCenter plug-in to your ACI fabric using an existing certificate. 
                           
 
                           				
                        
                        	 
                           				  
                           For more
                              					 information, see 
                              					 Connecting vCenter Plug-in to your ACI Fabric Using an Existing Certificate.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Connect the vCenter plug-in to your ACI fabric by creating a new certificate. 
                           
 
                           				
                        
                        	 
                           				  
                           For more
                              					 information, see 
                              					 Connecting vCenter Plug-in to your ACI Fabric by Creating a New Certificate.
                              					 
                              				  
                           
 
                           				
                        
                     

                  
               

            

            
            
               
                  	Connecting vCenter Plug-in to the Cisco ACI Fabric Using Credentials

                  	Connecting vCenter Plug-in to your ACI Fabric Using an Existing Certificate

                  	Connecting vCenter Plug-in to your ACI Fabric by Creating a New Certificate

               

            
            
         
      

   
      
         
            Role-based Access Control for Cisco ACI vCenter Plug-in

            
               Starting with Cisco APIC Release 3.1(1), the Cisco ACI vCenter plug-in supports enhanced role-based access control (RBAC)
                  based on Cisco APIC user roles and security domains. 
               

               The UI of the Cisco ACI vCenter plug-in reflects the read and write privileges of Cisco APIC users. For example, if the user
                  tries to access contract features but does not have read privilege for contracts, a gray screen displays with message saying
                  the user does not have permission. A user who does not have write privileges sees a disabled link or action. 
               

               
                  Setting Read and Write Roles

                  
                  
                  The following table describes how each privilege should be set for read and write roles in order to enable or disable the
                     different features of Cisco ACI vCenter plug-in RBAC.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           You must create Cisco APIC roles and associate them when assigning a security domain to a user or users. You also must add
                              security domains to any tenant the user will have access to.
                           

                        
                     

                  

                  
                  
                  
                     Cisco ACI vCenter Plug-in RBAC Privileges
                     
                        
                        
                        
                        
                     
                     
                        
                           	
                              
                              Roles

                              
                           
                           	
                              
                              Workflow

                              
                           
                           	
                              
                              Limited Read Role

                              
                           
                           	
                              
                              Write Role

                              
                           
                        

                     
                     
                        
                           	
                              
                              Mandatory settings for all roles

                              
                           
                           	
                              
                               

                              
                           
                           	
                              
                              vmm-connectivity and vmm-ep

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Application Profile

                              
                           
                           	
                              
                              List

                              
                           
                           	
                              
                              tenant-network-profile or tenant-epg

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete

                              
                           
                           	
                              
                               

                              
                           
                           	
                              
                              tenant-network-profile

                              
                           
                        

                        
                           	
                              
                              EPG

                              
                           
                           	
                              
                              List

                              
                           
                           	
                              
                              tenant-epg, tenant-connectivity-l2, and tenant-connectivity-l3

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete

                              
                           
                           	
                              
                              tenant-connectivity-l2 and tenant-connectivity-l3

                              
                           
                           	
                              
                              tenant-epg

                              
                           
                        

                        
                           	
                              
                              VRF

                              
                           
                           	
                              
                              List

                              
                           
                           	
                              
                              tenant-connectivity-l2 and tenant-connectivity-l3

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete

                              
                           
                           	
                              
                               

                              
                           
                           	
                              
                              tenant-connectivity-l2 and tenant-connectivity-l3

                              
                           
                        

                        
                           	
                              
                              Bridge Domain

                              
                           
                           	
                              
                              List BD

                              
                           
                           	
                              
                              tenant-connectivity-l2 and tenant-connectivity-l3

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete BD

                              
                           
                           	
                              
                               

                              
                           
                           	
                              
                              tenant-connectivity-l2 and tenant-connectivity-l3

                              
                           
                        

                        
                           	
                              
                              List BD Subnet

                              
                           
                           	
                              
                              tenant-connectivity-l2 and tenant-connectivity-l3

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete BD Subnet

                              
                           
                           	
                              
                               

                              
                           
                           	
                              
                              tenant-connectivity-l2 and tenant-connectivity-l3

                              
                           
                        

                        
                           	
                              
                              Contract

                              
                           
                           	
                              
                              List Contract

                              
                           
                           	
                              
                              tenant-security and  tenant-epg

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete Contract

                              
                           
                           	
                              
                               

                              
                           
                           	
                              
                              tenant-security and tenant-epg

                              
                           
                        

                        
                           	
                              
                              List Filter

                              
                           
                           	
                              
                              tenant-security and tenant-epg

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete Filter

                              
                           
                           	
                              
                              tenant-epg

                              
                           
                           	
                              
                              tenant-security

                              
                           
                        

                        
                           	
                              
                              L4L7

                              
                           
                           	
                              
                              List

                              
                           
                           	
                              
                              tenant-security, tenant-epg, and nw-svc-policy

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete

                              
                           
                           	
                              
                              tenant-epg

                              
                           
                           	
                              
                              tenant-security and nw-svc-policy

                              
                           
                        

                        
                           	
                              
                              Troubleshooting

                              
                           
                           	
                              
                              List Session

                              
                           
                           	
                              
                              admin* 

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Create/Delete Session

                              
                           
                           	
                              
                               

                              
                           
                           	
                              
                              admin*

                              
                           
                        

                        
                           	
                              
                              L2 Out

                              
                           
                           	
                              
                              List L2Outs

                              
                           
                           	
                              
                              tenant-ext-connectivity-l2

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Contract creation

                              
                           
                           	
                              
                              tenant-ext-connectivity-l2

                              
                           
                           	
                              
                              tenant-security

                              
                           
                        

                        
                           	
                              
                              L3 Out

                              
                           
                           	
                              
                              List L3Outs

                              
                           
                           	
                              
                              tenant-ext-connectivity-l3

                              
                           
                           	
                              
                               

                              
                           
                        

                        
                           	
                              
                              Contract creation

                              
                           
                           	
                              
                              tenant-ext-connectivity-l3

                              
                           
                           	
                              
                              tenant-security

                              
                           
                        

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           In the preceding table, you must add roles marked with an asterisk (*) with the security domain "all."

                        
                     

                  

                  
                  For more information about Cisco APIC user roles and security domains, see the section "User Access: Roles, Privileges, and
                     Security Domains" in Cisco ACI Fundamentals.
                  

                  
               
            

         
      

   
      
         
            Recommended RBAC Configuration for Cisco ACI vCenter Plug-in

            
               We recommended that you define two user roles with privileges to be created on APIC for aaaUser:

               
                  	
                     
                     vcplugin_read—defines the read permissions of aaaUser.

                     
                  

                  	
                     
                     vcplugin_write—defines the write permissions of aaaUser.

                     
                  

               

               You can register the Cisco ACI fabric only as a local user on Cisco APIC. If the default log-in domain is local, you can log
                  in as admin or any local username and password. 
               

               However, if the default login domain is not local, you can still register the fabric by specifying the local domain in the
                  username:apic#local domain\username


               The local domain name must exist on Cisco APIC before you enter the local domain and username.

               
                  
                     	
                        Note

                     
                     	
                        Any RBAC configuration requires that you assign the security domain or domains of aaaUser to the VMM domain between Cisco
                           APIC and VMware vCenter.
                        

                     
                  

               

               
                  
                     	
                        Note

                     
                     	
                        The Cisco ACI vCenter plug-in adapts to any combination of user roles that follow the permissions described in the RBAC privileges
                           table in Role-based Access Control for Cisco ACI vCenter Plug-in  in this guide. 
                        

                     
                  

               

            

         
      

   
      
         
            GUI Tips

            
               This section provides GUI tips.
                  	 
               

               
                  	
                     		  
                     You can right-click on ACI object displayed in tables or in graph,
                        			 to get associated actions.
                        		  
                     

                     		
                  

                  	
                     		  
                     When a Virtual Machine object is displayed inside a table in the vCenter plug-in, you can double-click on it to navigate to
                        that Virtual Machine in the vSphere Web Client. 
                     

                     		
                  

               

            

         
      

   
      
         
            Troubleshooting the Cisco ACI vCenter Plug-in Installation

            
               This section describes how to troubleshoot the Cisco ACI vCenter plug-in installation. 

               If the Cisco ACI vCenter plug-in is not seen the VMware vSphere Web Client GUI, perform the following actions: 

               
                  	 
                     		  
                     Make sure the
                        			 .zip file can be downloaded from the vCenter by ensuring that HTTPS/HTTP
                        			 traffic is working between the vCenter and web server where the .zip is hosted.
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure that you
                        			 have enabled HTTP download if your using a HTTP web server. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure that the
                        			 Thumbprint used is correct if you are using HTTPS. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Check if the
                        			 registration has happened by going to the following URL: 
                        		  
                     
 
                     		  
                     https://<VCENTER_IP>/mob/?moid=ExtensionManager&doPath=extensionList%5b"com%2ecisco%2eaciPlugin"%5d
                        			 
                        		  
                     
 
                     		  
                     You should see the Cisco ACI vCenter plug-in details. 
 
                     		  
                     If you do not
                        			 and the page is blank, this indicates that the registration did not succeed.
                        			 This means an error occurred while executing the registration script. To
                        			 resolve this, you must perform the installation procedure again and note if an
                        			 error is displayed by the registration scripts. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Check the
                        			 vSphere Web Client logs. 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           Linux
                              				  Appliance: 
                              				  /var/log/vmware/vsphere-client/logs/vsphere_client_virgo.log
                              				  
                              				
                           
 
                           			 
                        

                        	 
                           				
                           5.5 Windows
                              				  2008: 
                              				  C:\ProgramData\VMware\vSphere Web
                                 					 Client\serviceability\logs\vsphere_client_virgo.log 
                              				
                           
 
                           			 
                        

                        	 
                           				
                           6.0 Windows
                              				  2008: 
                              				  %ALLUSERSPROFILE%\VMWare\vCenterServer\logs\vsphere-client\logs\vsphere_client_virgo.log
                              				  
                              				
                           
 
                           			 
                        

                        	 
                           				
                           Searching
                              				  for ‘vcenter-plugin’ or ‘com.cisco.aciPlugin’ in the log displays relevant
                              				  information about the install/upgrade. 
                              				
                           
 
                           			 
                        

                     
 
                     		  
                     An Example of a
                        			 successful upgrade: 
                        		  
                     
 
                     		  [2016-05-31T19:32:56.780Z] [INFO ] -extensionmanager-pool-11139 70002693 100019 
200004 com.vmware.vise.vim.extension.VcExtensionManager                  
Downloading plugin package from https://172.23.137.72/vcenter-plugin-2.0.343.6.zip 
(no proxy defined) 
[2016-05-31T19:32:56.872Z] [INFO ] m-catalog-manager-pool-11128 70002693 100019 200004 
com.vmware.vise.vim.cm.CmCatalogManager                           
Detected service providers (ms):206 
[2016-05-31T19:32:56.872Z] [INFO ] m-catalog-manager-pool-11128 70002693 100019 200004 
com.vmware.vise.vim.cm.CmCatalogManager                           
No new locales or service infos to download. 
[2016-05-31T19:32:57.678Z] [INFO ] -extensionmanager-pool-11139 70002693 100019 200004 
com.vmware.vise.vim.extension.VcExtensionManager                  
Done downloading plugin package from https://172.23.137.72/vcenter-plugin-2.0.343.6.zip 
[2016-05-31T19:32:58.438Z] [INFO ] -extensionmanager-pool-11139 70002693 100019 200004 
com.vmware.vise.vim.extension.VcExtensionManager                  
Done expanding plugin package to /etc/vmware/vsphere-client/vc-packages/vsphere-client-
serenity/com.cisco.aciPlugin-2.0.343.6 
[2016-05-31T19:32:58.440Z] [INFO ] -extensionmanager-pool-11139 70002693 100019 200004 
com.vmware.vise.extensionfw.ExtensionManager                      
Undeploying plugin package 'com.cisco.aciPlugin:2.0.343.5’.

 
                     		

               

            

         
      

   
      
         
            Chapter 9. Cisco ACI with
               	 Microsoft SCVMM
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	About Cisco ACI with Microsoft SCVMM

                  	Getting Started with Cisco ACI with Microsoft SCVMM

                  	Upgrading the Cisco ACI with Microsoft SCVMM Components

                  	Uninstalling the Cisco ACI with Microsoft SCVMM Components

                  	Downgrading the APIC Controller and the Switch Software with Cisco ACI with Microsoft SCVMM Components

                  	Exporting APIC OpFlex Certificate

               

            
            
         
      

   
      
         
            About Cisco 
               	 ACI
               	 with Microsoft SCVMM
            

            
               The 
                  		Application Policy Infrastructure Controller
                  		(APIC)
                  		integrates with Microsoft VM management systems and enhances the network
                  		management capabilities of the platform. The 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		integrates at the following levels of the Microsoft VM Management systems: 
                  	 
               

               
                  	 
                     		  
                     Cisco 
                        			 ACI
                        			 with Microsoft System Center Virtual Machine Manager (SCVMM)—When integrated
                        			 with Cisco 
                        			 ACI,
                        			 SCVMM enables communication between 
                        			 ACI
                        			 and SCVMM for network management. 
                        			 
                        
                           
                              	
                                 Note

                              
                              	
                                  
                                    				
                                     Migrating
                                       				  from SCVMM to SCVMM HA is not supported by Microsoft. 
                                       				
                                    
 
                                    			 
                                 

                              
                           

                        
 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Cisco 
                        			 ACI
                        			 and Microsoft Windows Azure Pack—For information about how to set up Cisco 
                        			 ACI
                        			 and Microsoft Windows Azure Pack, see 
                        			 Cisco ACI with Microsoft Windows Azure Pack Solution Overview.
                        			 
                        		  
                     
 
                     		
                  

               

            

            
            
               
                  	Cisco ACI with Microsoft SCVMM Solution Overview

                  	Physical and Logical Topology of SCVMM

                  	About the Mapping of ACI Constructs in SCVMM

                  	SCVMM Fabric Cloud and Tenant Clouds

               

            
            
         
      

   
      
         
            Cisco ACI with
               	 Microsoft SCVMM Solution Overview
            

            
               At this integration
                  		point the 
                  		Application Policy Infrastructure Controller
                  		(APIC)
                  		and Microsoft System Center Virtual Machine Manager (SCVMM) communicate with
                  		each other for network management. Endpoint groups (EPGs) are created in 
                  		APIC
                  		and are created as VM networks in SCVMM. Compute is provisioned in SCVMM and
                  		can consume these networks. 
                  	 
               

            

         
      

   
      
         
            Physical and Logical
               	 Topology of SCVMM
            

            
                This figure shows a
                  		representative topology of a typical System Center Virtual Machine Manager
                  		(SCVMM) deployment with 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		fabric. The Microsoft SCVMM service can be deployed as a Standalone Service or
                  		as a Highly Available Service on physical hosts or virtual machines, but will
                  		logically be viewed as a single SCVMM instance which communicates to the 
                  		APIC.
                  		
                  	 
               

                Connectivity between
                  		an SCVMM Service and the 
                  		Application Policy Infrastructure Controller
                  		(APIC)
                  		is over the management network. 
                  	 
               

               
                  Topology with
                     		  ACI Fabric and SCVMM
                  
                  
[image: images/349315.jpg]



               
            

         
      

   
      
         
            About the Mapping of
               	 
               	 ACI
               	 Constructs in SCVMM 
            

            
               This section shows a
                  		table and figure of the mapping of 
                  		Application Policy Infrastructure Controller
                  		(APIC)
                  		constructs in Microsoft System Center Virtual Machine Manager (SCVMM). 
                  	 
               

                
                  	 
                  
                     Mapping of 
                           		APIC
                           		and SCVMM constructs
                     
                        
                        
                     
                     
                        
                           	 
                              				
                              APIC
                                 				  
                                 				
                              
 
                              			 
                           
                           	 
                              				
                              System Center 
                                 				
                              
 
                              			 
                           
                        

                     
                     
                        
                           	 
                              				
                               VMM Domain 
                                 				
                              
 
                              			 
                           
                           	 
                              				
                               Logical
                                 				  Switch and Logical Network 
                                 				
                              
 
                              			 
                           
                        

                        
                           	 
                              				
                               VMM
                                 				  Controller 
                                 				
                              
 
                              			 
                           
                           	 
                              				
                              SCVMM 
                                 				
                              
 
                              			 
                           
                        

                        
                           	 
                              				
                              SCVMM Cloud
                                 				  Name 
                                 				
                              
 
                              			 
                           
                           	 
                              				
                               Cloud
                                 				  (Fabric)
                                 				
                              
 
                              			 
                           
                        

                        
                           	 
                              				
                               EPG 
                                 				
                              
 
                              			 
                           
                           	 
                              				
                               VM Network 
                                 				
                              
 
                              			 
                           
                        

                        
                           	 
                              				
                              
                                 				  Infrastructure VLAN 
                                 				
                              
 
                              			 
                           
                           	 
                              				
                               One
                                 				  infrastructure VM network for each logical switch 
                                 				
                              
 
                              			 
                           
                        

                     
                  
 
                  	 
               

               
                  Mapping of 
                     		  ACI
                     		  and SCVMM constructs
                  
                  
[image: images/349317.jpg]



               
               The mapping is bound
                  		by the following rule: 
                  	 
               

               
                  	 
                     		  
                     One VMM domain
                        			 cannot map to the same SCVMM more than once. 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            SCVMM Fabric Cloud
               	 and Tenant Clouds
            

            
                Microsoft System Center Virtual Machine Manager (SCVMM) provides an
                  		object called "Cloud", which acts as a container of logical and physical fabric
                  		resources. 
                  		ACI
                  		Integration with SCVMM automatically creates the various logical networking
                  		pieces and enables the logical networks at your designated cloud. When
                  		configuring 
                  		ACI
                  		Integration with SCVMM, the fabric cloud is the cloud that is specified as the
                  		root container on the 
                  		Application Policy Infrastructure Controller
                  		(APIC),
                  		while the tenant cloud is an SCVMM cloud that contains a subset of the host
                  		groups specified in the fabric cloud. SCVMM contains all the host groups that
                  		will be used to deploy the logical switch. Once the fabric cloud is set up and
                  		the logical switch has been deployed to the hosts in the host groups, an SCVMM
                  		Admin can then create tenant clouds and enable the apicLogicalNetwork on that
                  		tenant cloud, enabling Windows Azure Pack tenants to create and deploy tenant
                  		networks on the fabric. 
                  	 
               

               Example: 
                  	 
               
SCVMM Cloud Name:  Fabric_Cloud
      Host Groups:  All Hosts
            Host Group HumanResources:
                  HyperV Node:  Node-2-24
            Host Group Engineering:
                  HyperV Node:  Node-2-25
 
SCVMM Cloud Name:  HR_Cloud
      Host Groups: HumanResources
 
SCVMM Cloud Name:  Engineering_Cloud
      Host Groups:  Engineering
 



         
      

   
      
         
            Getting Started with
               	 Cisco 
               	 ACI
               	 with Microsoft SCVMM
            

            
               This section describes
                  		how to get started with 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		with Microsoft System Center Virtual Machine Manager (SCVMM). 
                  	 
               

               You must download and unzip the Cisco ACI and Microsoft Integration file for the 2.2(1) release before installing Cisco ACI with Microsoft Windows Azure Pack. 
               

               
                  	 
                     		  
                     Go to Cisco's
                        			 Application Policy Infrastructure Controller (APIC) Website: 
                        		  
                     
 
                     		  
                     http://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose 
                        			 All
                           				Downloads for this Product. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Choose the release version and the aci-msft-pkg-2.2.1x.zip file. 
                     
 
                     		
                  

                  	 
                     		  
                     Click 
                        			 Download. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Unzip the aci-msft-pkg-2.2.1x.zip file. 
                     
 
                     		
                  

               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                            Cisco 
                              		  ACI
                              		  with Microsoft System Center Virtual Machine Manager (SCVMM) only supports
                              		  ASCII characters. Non-ASCII characters are not supported. 
                              		
                           

                           		
                           Ensure that 
                              		  English is set in the System Locale settings for
                              		  Windows, otherwise ACI with SCVMM will not install. In addition, if the System
                              		  Locale is later modified to a non-English Locale after the installation, the
                              		  integration components may fail when communicating with the 
                              		  APIC
                              		  and the 
                              		  ACI
                              		  fabric.
                              		
                           
 
                           	 
                        

                     
                  

               

            

            
            
               
                  	Prerequisites for Getting Started with Cisco ACI with Microsoft SCVMM

                  	Installing, Setting Up, and Verifying the Cisco ACI with Microsoft SCVMM Components

               

            
            
         
      

   
      
         
            Prerequisites for
               	 Getting Started with Cisco ACI with Microsoft SCVMM
            

            
                Before you get
                  		started, ensure that you have verified that your computing environment meets
                  		the following prerequisites: 
                  	 
               

               
                  	
                     				
                     Ensure that one of the following Microsoft System Center Virtual Machine Manager (SCVMM) versions with the Administrator Console
                        Builds are met:
                     

                     				
                     
                        	
                           						
                           2016 RTM (Build 4.0.1662.0) or newer

                           					
                        

                        	
                           						
                           2012 R2 with Update Rollup 9 (Build 3.2.8145.0) or newer

                           					
                        

                     

                     			
                  

                  	 
                     		  
                     Ensure Windows Server 2016 or 2012 R2 is installed on the Hyper-V server with the Hyper-V role enabled. 
 
                     		  
                     See Microsoft's
                        			 documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure the cloud
                        			 is configured in SCVMM and appropriate hosts added to that cloud. 
                        		  
                     
 
                     		  
                     See Microsoft's
                        			 documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure "default"
                        			 AEP exists with infrastructure VLAN enabled. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure you have
                        			 the Cisco MSI files for 
                        			 APIC
                        			 SCVMM and the Host Agent. 
                        		  
                     
 
                     		  
                     See 
                        			 Getting Started with Cisco ACI with Microsoft SCVMM.
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Ensure that you
                        			 scheduled a maintenance window for the SCVMM Installation. The Cisco 
                        			 ACI
                        			 SCVMM Installation process with automatically restart the current running SCVMM
                        			 service instance. 
                        		  
                     

                     				
                     
                        
                           	
                              Note

                           
                           	
                              If the VMs in SCVMM are configured with Dynamic MAC, then it takes time for the APIC to update the VM Inventory as the SCVMM takes time to learn or discover these MAC addresses.
                              

                           
                        

                     
 
                     		
                  

                  	
                     				
                     Ensure the Hyper-V Management Tools is installed on the Hyper-V hosts as well as the SCVMM server.

                     				
                     To install the Hyper-V Management Tools feature:

                     				
                     
                        	
                           						
                           In the Remote Server Administration Tools, Add Roles and Features > Feature > Remote Server Administration Tools > Role Administration Tools > Hyper-V Management Tools and finish the wizard to install the feature. 
                           

                           					
                        

                        	
                           						
                           Repeat for each Hyper-V and the SCVMM server.

                           					
                        

                     

                     				
                     This installs the Hyper-V PowerShell cmdlets needed for the APIC SCVMM and host agent.

                     			
                  

               

            

         
      

   
      
         
            Installing, Setting
               	 Up, and Verifying the Cisco 
               	 ACI
               	 with Microsoft SCVMM Components
            

            
               This section describes
                  		how to install, set up, and verify the 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		with Microsoft System Center Virtual Machine Manager (SCVMM) components. 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Component 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Task 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Install the 
                              					 APIC
                              					 SCVMM Agent on SCVMM or on a Highly Available SCVMM 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Installing the APIC SCVMM Agent on SCVMM.
                              					 
                              				  
                           
 
                           				  
                           See 
                              					 Installing the APIC SCVMM Agent on a Highly Available SCVMM
                              					 
                              				  
                           
 
                           				  
                           For the
                              					 Windows Command Prompt method, see 
                              					 Installing the APIC Agent on SCVMM Using the Windows Command Prompt.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Generate
                              					 the OpflexAgent certificate 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Generating APIC OpFlex Certificate.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Add the
                              					 OpFlex certificate policy to APIC 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Adding the OpFlex Certificate Policy to APIC.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Install
                              					 the OpflexAgent certificate 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Installing the OpflexAgent Certificate.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Configure
                              					 APIC IP Settings with APIC credentials on the SCVMM Agent or on the SCVMM Agent
                              					 on a Highly Available SCVMM 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Configuring APIC IP Settings with OpflexAgent Certificate on the SCVMM Agent.
                              					 
                              				  
                           
 
                           				  
                           or 
                              				  
                           
 
                           				  
                           See 
                              					 Configuring APIC IP Settings with OpflexAgent Certificate on the SCVMM Agent on a Highly Available SCVMM.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Install the 
                              					 APIC
                              					 Hyper-V Agent on the Hyper-V server 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Installing the APIC Hyper-V Agent on the Hyper-V Server.
                              					 
                              				  
                           
 
                           				  
                           For the
                              					 Windows Command Prompt method, see 
                              					 Installing the APIC Hyper-V Agent on the Hyper-V Server Using the Windows Command Prompt.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Verify the 
                              					 APIC
                              					 SCVMM Agent installation on SCVMM or on a Highly Available SCVMM 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Verifying the APIC SCVMM Agent Installation on SCVMM.
                              					 
                              				  
                           
 
                           				  
                           or 
                              				  
                           
 
                           				  
                           See 
                              					 Verifying the APIC SCVMM Agent Installation on a Highly Available SCVMM.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Verify the 
                              					 APIC
                              					 Hyper-V Agent installation on the Hyper-V server 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Verifying the APIC Hyper-V Agent Installation on the Hyper-V Server.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Create SCVMM
                              					 Domain Profiles 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Creating SCVMM Domain Profiles
                              					 and 
                              					 Creating a SCVMM Domain Profile Using the GUI.
                              					 
                              				  
                           
 
                           				  
                           For the NX-OS Style CLI method, see Creating a SCVMM Domain Profile Using the NX-OS Style CLI. 
                           
 
                           				  
                           For the REST
                              					 API method, see 
                              					 Creating a SCVMM Domain Profile Using the REST API.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Verify the
                              					 SCVMM VMM Domain and SCVMM VMM 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Verifying the SCVMM VMM Domain and SCVMM VMM.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Deploy the
                              					 logical switch to the host on SCVMM 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Deploying the Logical Switch to the Host on SCVMM.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Enable the
                              					 Logical Network on Tenant Clouds 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Enabling the Logical Network on Tenant Clouds.
                              					 
                              				  
                           
 
                           				
                        
                     

                  
               

            

            
            
               
                  	Installing the APIC SCVMM Agent on SCVMM

                  	Installing the APIC SCVMM Agent on a Highly Available SCVMM

                  	Generating APIC OpFlex Certificate

                  	Adding the OpFlex Certificate Policy to APIC

                  	Installing the OpflexAgent Certificate

                  	Configuring APIC IP Settings with OpflexAgent Certificate on the SCVMM Agent

                  	Configuring APIC IP Settings with OpflexAgent Certificate on the SCVMM Agent on a Highly Available SCVMM

                  	Installing the APIC Hyper-V Agent on the Hyper-V Server

               

            
            
         
      

   
      
         
            Creating SCVMM
               	 Domain Profiles
            

            
               In this section, the
                  		examples of a VMM domain are System Center Virtual Machine Manager (SCVMM)
                  		domains. The example tasks are as follows: 
                  	 
               

               
                  	 
                     		  
                     Configuring the
                        			 VMM domain name and SCVMM controller. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Creating an attach
                        			 entity profile and associating it to the VMM domain. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Configuring a
                        			 pool. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Verifying all
                        			 configured controllers and their operational states. 
                        		  
                     
 
                     		
                  

               

            

            
            
               
                  	Creating a SCVMM Domain Profile Using the GUI

                  	Configuring the Port Channel Policy

               

            
            
         
      

   
      
         
            Configuring the Port
               	 Channel Policy
            

            
                This section
                  		describes how to configure the port channel policy. 
                  	 
               

            

            
            
               
                  	Modifying the Interface Port Channel Policy

                  	Overriding the VMM Domain VSwitch Policies for Blade Servers

               

            
            
         
      

   
      
         
            Upgrading the Cisco ACI with Microsoft SCVMM Components

            
               If you are trying to upgrade to SCVMM 2016, you must follow the Microsoft procedure and then install the Cisco ACI with Microsoft
                  SCVMM components as a fresh install.
               

               Prerequisites:
                  	 
               

               If upgrading to SCVMM 2012 R2, Microsoft servers that you integrate into ACI must be updated with the KB2919355 and KB3000850
                  update rollups prior to upgrading ACI to the 2.2(1) release. The KB2919355 update rollup includes the 2929781 patch, which
                  adds new TLS cipher suites and changes the cipher suite priorities in Windows 8.1 and Windows Server 2012 R2. 
               

                You must patch the following Microsoft servers: 
                  	 
               

               
                  	
                     		  
                      Microsoft Windows Azure Pack Resource Provider Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft Windows Azure Pack Tenant Site Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft Windows Azure Pack Admin Site Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft System Center Service Provider Foundation/Orchestration
                        			 Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft System Center 2012 R2 Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft HyperV 2012 R2 Servers
                        		  
                     

                     		
                  

               

            

            
            
               
                  	Upgrading the ACI Microsoft SCVMM Components Workflow

                  	Upgrading the APIC SCVMM Agent on SCVMM

                  	Upgrading the APIC SCVMM Agent on a High Available SCVMM

                  	Upgrading the APIC Hyper-V Agent

               

            
            
         
      

   
      
         
            Deployment Tenant
               	 Policies Prerequisites
            

            
               Ensure that your
                  		computing environment meets the following prerequisites: 
                  	 
               

               
                  	 
                     		  
                     Ensure you have
                        			 installed the APIC SCVMM Agent. 
                        		  
                     
 
                     		  
                     For details, see 
                        			 Installing the APIC SCVMM Agent on SCVMM.
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure you have
                        			 installed the APIC Hyper-V Agent. 
                        		  
                     
 
                     		  
                     For details, see 
                        			 Installing the APIC Hyper-V Agent on the Hyper-V Server.
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Ensure you have
                        			 created a logical switch. 
                        		  
                     

                     		  
                     See Microsoft's documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Ensure you have
                        			 created a virtual switch. 
                        		  
                     
 
                     		  
                     See Microsoft's documentation. 
                        		  
                     

                     		
                  

               

            

         
      

   
      
         
            MAC Address
               	 Configuration Recommendations
            

            
               This section describes
                  		the MAC address configuration recommendations. 
                  	 
               

               
                  	 
                     		  
                      Both Dynamic and
                        			 Static MAC are supported. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      
                        			 Static MAC for the VM Network adapter is recommended
                        			 if you want the VM inventory to show up quickly on 
                        			 APIC.
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      If you choose 
                        			 Dynamic MAC there is a delay for the VM inventory to
                        			 show up on 
                        			 APIC.
                        			 The delay is because Dynamic MACs are not learned by SCVMM right away. 
                        		  
                     
 
                     		  
                     
                        
                           	
                              Note

                           
                           	
                              
                                 			 
                                  The Data plane works fine even though the VM inventory does not
                                    				show up.
                                    			 
                                 

                                 		  
                              

                           
                        

                     

                     		
                  

               

               
                  Shows the MAC
                     		  address section in the Properties pane.
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            Chapter 10. Cisco ACI with
               	 Microsoft Windows Azure Pack
            

            
               This chapter contains the following sections: 
                  			 
               

            

            
            
               
                  	About Cisco ACI with Microsoft Windows Azure Pack

                  	Getting Started with Cisco ACI with Microsoft Windows Azure Pack

                  	Upgrading the Cisco ACI with Microsoft Windows Azure Pack Components

                  	Use Case Scenarios for the Administrator and Tenant Experience

                  	Uninstalling the Cisco ACI with Microsoft Windows Azure Pack Components

                  	Downgrading Cisco APIC and the Switch Software with Cisco ACI and Microsoft Windows Azure Pack Components

               

            
            
         
      

   
      
         
            About Cisco 
               	 ACI
               	 with Microsoft Windows Azure Pack
            

            
               Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		integrates in Microsoft Windows Azure Pack to provide a self-service experience
                  		for the tenant. 
                  	 
               

               ACI
                  		enhances the network management capabilities of the platform. Microsoft Windows
                  		Azure Pack is built on top of an existing Microsoft System Center Virtual
                  		Machine Manager (SCVMM) installation. Cisco 
                  		ACI
                  		has integration points at each of these layers, enabling you to leverage the
                  		work performed in a SCVMM environment and use it in a Microsoft Windows Azure
                  		Pack installation.
                  	 
               

               
                  	 
                     		  
                      Cisco 
                        			 ACI
                        			 with Microsoft Windows Azure Pack—Microsoft Windows Azure Pack for Windows
                        			 Server is a collection of Microsoft Azure technologies that include the
                        			 following capabilities: 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           Management
                              				  portal for tenants 
                              				
                           
 
                           			 
                        

                        	 
                           				
                           Management
                              				  portal for administrators 
                              				
                           
 
                           			 
                        

                        	 
                           				
                           Service
                              				  management API 
                              				
                           
 
                           			 
                        

                     
 
                     		
                  

                  	 
                     		  
                     Cisco 
                        			 ACI
                        			 with Microsoft System Center Virtual Machine Manager —For information about how
                        			 to set up Cisco 
                        			 ACI
                        			 with Microsoft System Center Virtual Machine Manager (SCVMM), see details in 
                        			 Cisco ACI with Microsoft SCVMM Solution Overview.
                        			 
                        		  
                     
 
                     		
                  

               

               
                  
                     	
                        Note

                     
                     	
                        You cannot configure direct server return (DSR) through Windows Azure Pack. If you want to configure DSR, you must do so in
                           Cisco APIC. See the chapter "Configuring Direct Server Return" in the Cisco APIC Layer 4 to Layer 7 Services Deployment Guide for information.
                        

                     
                  

               

            

            
            
               
                  	Cisco ACI with Microsoft Windows Azure Pack Solution Overview

                  	Physical and Logical Topology

                  	About the Mapping of ACI Constructs in Microsoft Windows Azure Pack

               

            
            
         
      

   
      
         
            Cisco 
               	 ACI
               	 with Microsoft Windows Azure Pack Solution Overview
            

            
                
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		integrates in Microsoft Windows Azure Pack to provide a self-service experience
                  		for tenants. 
                  		ACI
                  		resource provider in Windows Azure Pack drives the 
                  		Application Policy Infrastructure Controller
                  		(APIC)
                  		for network management. Networks are created in System Center Virtual Machine
                  		Manager (SCVMM) and are available in Windows Azure Pack for respective tenants.
                  		
                  		ACI
                  		Layer 4 to Layer 7 capabilities for F5 and Citrix load balancers and stateless
                  		firewall are provided for tenants. For details, see the 
                  		About Load Balancing.
                  		
                  	 
               

               Windows Azure Pack for
                  		Windows Server is a collection of Microsoft Azure technologies, available to
                  		Microsoft customers at no additional cost for installation into your data
                  		center. It runs on top of Windows Server 2012 R2 and System Center 2012 R2 and,
                  		through the use of the Windows Azure technologies, enables you to offer a rich,
                  		self-service, multi-tenant cloud, consistent with the public Windows Azure
                  		experience. 
                  	 
               

               Windows Azure Pack
                  		includes the following capabilities: 
                  	 
               

               
                  	 
                     		  
                     Management portal
                        			 for tenants—a customizable self-service portal for provisioning, monitoring,
                        			 and managing services such as networks, bridge domains, VMs, firewalls, load
                        			 balancers, external connectivity, and shared services. See the User Portal GUI.
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Management portal
                        			 for administrators—a portal for administrators to configure and manage resource
                        			 clouds, user accounts, and tenant offers, quotas, pricing, Web Site Clouds,
                        			 Virtual Machine Clouds, and Service Bus Clouds. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Service management
                        			 API—a REST API that helps enable a range of integration scenarios including
                        			 custom portal and billing systems. 
                        		  
                     
 
                     		
                  

               

               See 
                  		Use Case Scenarios for the Administrator and Tenant Experience
                  		for details. 
                  	 
               

            

         
      

   
      
         
            Physical and Logical
               	 Topology
            

            
               
                  Topology of a
                     		  typical Windows Azure Pack deployment with 
                     		  ACI
                     		  Fabric
                  
                  
[image: images/349323.jpg]



               
               The above figure shows
                  		a representative topology of a typical Windows Azure Pack deployment with 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		fabric. Connectivity between Windows Azure Pack and 
                  		Application Policy Infrastructure Controller
                  		(APIC)
                  		is over the management network. Tenants interface is only with Windows Azure
                  		Pack either through the GUI or REST API. Tenants do not have direct access to 
                  		APIC.
                  		
                  	 
               

               
                  ACI
                     		  in Resource Provider Framework
                  
                  
[image: images/349320.jpg]



               
            

         
      

   
      
         
            About the Mapping of
               	 ACI Constructs in Microsoft Windows Azure Pack
            

            
               This section shows a
                  		table of the mapping of 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		constructs in Microsoft Windows Azure Pack. 
                  	 
               

               
                  Mapping of ACI and Windows Azure Pack constructs
                  
                     
                     
                  
                  
                     
                        	
                           							
                            Windows Azure Pack 

                           						
                        
                        	
                           							
                           ACI
                              							
                           

                           						
                        
                     

                  
                  
                     
                        	
                           							
                            Subscription 

                           						
                        
                        	
                           							
                            Tenant 

                           						
                        
                     

                     
                        	
                           							
                            Network 

                           						
                        
                        	
                           							
                            EPG 

                           						
                        
                     

                     
                        	
                           							
                            Firewall Rule 

                           						
                        
                        	
                           							
                            Intra-tenant contract 

                           						
                        
                     

                     
                        	
                           							
                            Shared Service 

                           						
                        
                        	
                           							
                            Inter-tenant contract 

                           						
                        
                     

                     
                        	
                           							
                            SCVMM Cloud 

                           						
                        
                        	
                           							
                            VM Domain 

                           						
                        
                     

                  
               

            

         
      

   
      
         
            Getting Started with
               	 Cisco 
               	 ACI
               	 with Microsoft Windows Azure Pack
            

            
               This section describes
                  		how to get started with Cisco 
                  		ACI
                  		with Microsoft Windows Azure Pack. 
                  	 
               

               Before you install Cisco ACI with Microsoft Windows Azure Pack, download and unzip the folder containing the Cisco ACI and matching Microsoft integration files for the Cisco APIC release. 
               

               
                  	 
                     		  
                     Go to Cisco's Application Policy Infrastructure Controller (APIC) website. 
                     
 
                     		
                  

                  	 
                     		  
                     Choose All Downloads for this Product > APIC Software. 
                     
 
                     		
                  

                  	 
                     		  
                     Choose the release version and the matching zipped folder.
 
                     		
                  

                  	 
                     		  
                     Click 
                        			 Download. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Unzip the zipped folder. 
 
                     		
                  

               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                           Cisco ACI with Microsoft Windows Azure Pack only supports ASCII characters. Non-ASCII characters are not supported. 
                           
 
                           		
                           Ensure that English is set in the System Locale settings for Windows, otherwise Cisco ACI with Windows Azure Pack will not install. Also, if
                              the System Locale is modified to a non-English Locale after installation, the integration components may fail when communicating
                              with Cisco APIC and the Cisco ACI fabric. 
                           
 
                           	 
                        

                     
                  

               

            

            
            
               
                  	Prerequisites for Getting Started with Cisco ACI with Microsoft Windows Azure Pack

                  	Installing, Setting Up, and Verifying the Cisco ACI with Microsoft Windows Azure Pack Components

               

            
            
         
      

   
      
         
            Prerequisites for
               	 Getting Started with Cisco ACI with Microsoft Windows Azure Pack
            

            
                Before you get
                  		started, ensure that you have verified that your computing environment meets
                  		the following prerequisites: 
                  	 
               

               
                  	 
                     		  
                     Ensure 
                        			 Cisco Application Centric
                           				  Infrastructure
                        			 (ACI)
                        			 with Microsoft System Center Virtual Machine Manager (SCVMM) has been set up. 
                        		  
                     
 
                     		  
                     For more
                        			 information, see 
                        			 Getting Started with Cisco ACI with Microsoft SCVMM.
                        			 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure that Microsoft Windows Azure Pack Update Rollup 5, 6, 7, 9, 10, or 11 is installed. 
 
                     		  
                     See Microsoft's
                        			 documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure that Windows Server 2016 is installed. 

                     				
                     See Microsoft's documentation. 
 
                     		
                  

                  	 
                     		  
                     Ensure that Hyper-V Host is installed. 
 
                     		  
                     See Microsoft's
                        			 documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure a cloud is
                        			 configured on SCVMM. 
                        		  
                     
 
                     		  
                     See Microsoft's
                        			 documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure a VM cloud
                        			 is configured on Windows Azure Pack. 
                        		  
                     
 
                     		  
                     See Microsoft's
                        			 documentation. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Ensure "default"
                        			 AEP exists with infrastructure VLAN enabled. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Ensure "default" and "vpcDefault" bridge domains and corresponding "default" and "vpcDefault" EPGs exist in tenant common.
                        
                     
 
                     		
                  

                  	 
                     		  
                     Ensure you have
                        			 the Cisco MSI files for 
                        			 APIC
                        			 Windows Azure Pack Resource and the Host Agent. 
                        		  
                     
 
                     		  
                     For more
                        			 information, see 
                        			 Getting Started with Cisco ACI with Microsoft SCVMM.
                        			 
                        		  
                     
 
                     		
                  

               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                           Symptom: When you
                              		  either create or update a plan it may fail with an error message. 
                              		
                           
 
                           		
                           Condition: If you
                              		  have configured Microsoft's Windows Azure Pack without the FQDN, you will
                              		  encounter the following error message: 
                              		
                           
 
                           		
                            Cannot validate the new
                                 			 quota settings because one of the underlying services failed to respond.
                                 			 Details: An error has occurred. 
                              		
                           
 
                           		
                            Workaround: When
                              		  you configure the VM Clouds, follow Microsoft's Windows Azure Pack UI
                              		  instructions which informs you to use the FQDN for your SCVMM server. 
                              		
                           
 
                           	 
                        

                     
                  

               

            

         
      

   
      
         
            Installing, Setting
               	 Up, and Verifying the Cisco ACI with Microsoft Windows Azure Pack
               	 Components
            

            
               This section describes
                  		how to install, set up, and verify the Cisco ACI with Microsoft Windows Azure
                  		Pack components. 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Component 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Task 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                            Install
                              					 ACI Azure Pack Resource Provider 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Installing ACI Azure Pack Resource Provider.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Install
                              					 the OpflexAgent certificate 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Installing the OpflexAgent Certificate.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Configure
                              					 ACI Azure Pack Resource Provider Site 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Configuring ACI Azure Pack Resource Provider Site.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Install
                              					 ACI Azure Pack Admin site extension 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Installing ACI Azure Pack Admin Site Extension.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Install
                              					 ACI Azure Pack tenant site extension 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Installing ACI Azure Pack Tenant Site Extension.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Set up the
                              					 ACI 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Setting Up ACI.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Verify the
                              					 Windows Azure Pack Resource Provider 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Verifying the Windows Azure Pack Resource Provider.
                              					 
                              				  
                           
 
                           				
                        
                     

                  
               

            

            
            
               
                  	Installing ACI Azure Pack Resource Provider

                  	Installing the OpflexAgent Certificate

                  	Configuring ACI Azure Pack Resource Provider Site

                  	Installing ACI Azure Pack Admin Site Extension

                  	Installing ACI Azure Pack Tenant Site Extension

                  	Setting Up ACI

                  	Verifying the Windows Azure Pack Resource Provider

               

            
            
         
      

   
      
         
            Upgrading the Cisco
               	 ACI with Microsoft Windows Azure Pack Components
            

            
               Prerequisites:
                  	 
               

                Microsoft servers that you integrate into ACI must be updated with the
                  		KB2919355 and KB3000850 update rollups prior to upgrading ACI to the 2.0(1)
                  		release. The KB2919355 update rollup includes the 2929781 patch, which adds new
                  		TLS cipher suites and changes the cipher suite priorities in Windows 8.1 and
                  		Windows Server 2012 R2. 
                  	 
               

                You must patch the following Microsoft servers: 
                  	 
               

               
                  	
                     		  
                      Microsoft Windows Azure Pack Resource Provider Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft Windows Azure Pack Tenant Site Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft Windows Azure Pack Admin Site Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft System Center Service Provider Foundation/Orchestration
                        			 Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft System Center 2012 R2 Servers
                        		  
                     

                     		
                  

                  	
                     		  
                      Microsoft HyperV 2012 R2 Servers
                        		  
                     

                     		
                  

               

                To upgrade the 
                  		.msi files for each Cisco 
                  		ACI
                  		with Windows Azure Pack Integration follow the Microsoft general guidelines for
                  		upgrading Windows Azure Pack Components listed per Update Rollup. The general
                  		guidelines are: 
                  	 
               

               
                  	 
                     		  
                      If the system is
                        			 currently operational (handling customer traffic), schedule downtime for the
                        			 Azure servers. The Windows Azure Pack does currently not support rolling
                        			 upgrades. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Stop or redirect
                        			 customer traffic to sites that you consider satisfactory. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                      Create backups of
                        			 the computers. 
                        		  
                     
 
                     		
                  

               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                            If you are using
                              		  virtual machines (VMs), take snapshots of their current state. 
                              		
                           
 
                           		
                            If you are not
                              		  using VMs, take a backup of each 
                              		  MgmtSvc-* folder in the 
                              		  inetpub directory on each machine that has a Windows
                              		  Azure Pack component installed. 
                              		
                           
 
                           		
                            Collect information
                              		  and files that are related to your certificates, host headers, or any port
                              		  changes. 
                              		
                           
 
                           		
                            Once the upgrade is
                              		  complete and has been verified, follow Hyper-V best practices regarding
                              		  managing VM snapshots: 
                              		  https://technet.microsoft.com/en-us/library/dd560637(v=ws.10).aspx
                              		  
                              		
                           
 
                           	 
                        

                     
                  

               

            

            
            
               
                  	Upgrading the ACI Windows Azure Pack Workflow

                  	Upgrading the ACI Windows Azure Pack Resource Provider

                  	Upgrading the ACI Azure Pack Admin Site Extension

                  	Upgrading the ACI Azure Pack Tenant Site Extension

               

            
            
         
      

   
      
         
            Use Case Scenarios
               	 for the Administrator and Tenant Experience
            

            
               This section describes
                  		the use case scenarios for the administrator and tenant experience. 
                  	 
               

               
                  
                     	
                        Note

                     
                     	
                        If the shared service consumer is in a different VRF than the provider, route leaking between the VRFs will automatically
                           occur in order to enable the communication.
                        

                     
                  

               

               
                  
                  
                     
                     
                     
                     
                     
                  
                  
                     
                        	 
                           				  
                           Use case 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Shared
                              					 Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           VPC Plan 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           User 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Task 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Creating a
                              					 plan 
                              				  
                           
 
                           				  
                           This
                              					 allows the administrator to create plans with their own moderation values. 
                              				  
                           
 
                           				   
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				   
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				   
                           				
                        
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           1. See 
                              					 About Plan Types.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           2. See 
                              					 Creating a Plan.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Creating a
                              					 tenant 
                              				  
                           
 
                           				  
                           This
                              					 allows the administrator to create a tenant. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Creating a Tenant.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Creating
                              					 and verifying networks in a shared plan 
                              				  
                           
 
                           				  
                           This
                              					 allows the tenant to create and verify networks in a shared plan. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           No 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           1. See 
                              					 Creating Networks in a Shared Plan.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           2. See 
                              					 Verifying the Network you Created on Microsoft Windows Azure Pack on APIC.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Creating
                              					 the network in VPC plan 
                              				  
                           
 
                           				  
                           This
                              					 allows the tenant to create networks in a VPC plan. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            No 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Creating the Network in VPC Plan.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Creating a
                              					 bridge domain in a VPC plan and creating a network and associating to the
                              					 bridge domain 
                              				  
                           
 
                           				  
                           This
                              					 applies only in a virtual private cloud (VPC) plan. This allows a tenant to
                              					 bring its own IP address space for the networks. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           No 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                            Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           1. See 
                              					 Creating a Bridge Domain in a VPC Plan.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           2. See 
                              					 Creating a Network and Associating to a Bridge Domain in a VPC Plan.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            Creating
                              					 a firewall within the same subscription. 
                              				  
                           
 
                           				  
                           This
                              					 allows the tenant to create a firewall within the same subscription. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Creating a Firewall Within the Same Subscription.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Allowing
                              					 tenants to provide shared services 
                              				  
                           
 
                           				  
                           This allows
                              					 tenants to create networks, attach compute services (servers) to those
                              					 networks, and offer the connectivity to these services to other tenants. The
                              					 administrator needs to explicitly enable this capability in the plan. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           1. See 
                              					 Allowing Tenants to Provide Shared Services.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           2. See 
                              					 Providing a Shared Service.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           3. See 
                              					 Adding Access Control Lists
                              					 or 
                              					 Deleting Access Control Lists.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           4. See 
                              					 Allowing Tenants to Consume Shared Service.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           5. See 
                              					 Setting up the Shared Service to be Consumed.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           6. See 
                              					 Viewing the Shared Service Providers and Consumers.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	
                           							
                           Allowing tenants to consume NAT firewall and ADC load balancer services

                           							
                           						
                        
                        	
                           							
                           No

                           						
                        
                        	
                           							
                           Yes

                           						
                        
                        	
                           							
                           Admin

                           						
                        
                        	
                           							
                           1. See Allowing Tenants to Consume NAT Firewall and ADC Load Balancer Services.
                           

                           						
                        
                     

                     
                        	
                           							
                           Tenant

                           						
                        
                        	
                           							
                           2. See Adding NAT Firewall Layer 4 to Layer 7 Services to a VM Network.
                           

                           							
                           						
                        
                     

                     
                        	
                           							
                           Tenant

                           						
                        
                        	
                           							
                           3. See Adding NAT Firewall Port-Forwarding Rules for a VM Network.
                           

                           							
                           						
                        
                     

                     
                        	
                           							
                           Tenant

                           						
                        
                        	
                           							
                           4. See Adding NAT Firewall With a Private ADC Load Balancer Layer 4 to Layer 7 Services to a VM Network.
                           

                           							
                           						
                        
                     

                     
                        	
                           							
                           Tenant

                           						
                        
                        	
                           							
                           5. See Adding a Public ADC Load Balancer Layer 4 to Layer 7 Services to a VM Network.
                           

                           							
                           						
                        
                     

                     
                        	
                           							
                           Tenant

                           						
                        
                        	
                           							
                           6. See Adding ADC Load Balancer Configuration for a VM Network.
                           

                           							
                           						
                        
                     

                     
                        	 
                           				  
                           Managing
                              					 shared services 
                              				  
                           
 
                           				  
                           This
                              					 allows the administrator to deprecate a shared service from new tenants and
                              					 revoke a tenant access from a shared service. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				   
                           				
                        
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Deprecating a Shared Service from New Tenants.
                              					 
                              				  
                           
 
                           				  
                           See 
                              					 Revoking a Tenant from a Shared Service.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Creating
                              					 VMs and attaching to networks 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Creating VMs and Attaching to Networks.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Creating
                              					 the load balancer 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           1. See 
                              					 About Load Balancing.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           2. See 
                              					 Importing the Device Package on APIC.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           3. See 
                              					 Configuring the Load Balancer Device on APIC using XML POST.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Admin 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           4. See 
                              					 Creating a Load Balancer to a Plan.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           5. See 
                              					 Configuring the Load Balancer.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Creating
                              					 external connectivity 
                              				  
                           
 
                           				  
                           This
                              					 allows a tenant network to initiate outgoing traffic destined outside the
                              					 fabric and to attract traffic from outside. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Yes 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           APIC Admin
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           1. See 
                              					 About L3 External Connectivity.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           APIC Admin
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           2. See 
                              					 Prerequisites for Configuring L3 External Connectivity for Windows Azure Pack.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           APIC Admin
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           3. See 
                              					 Creating a Contract to be Provided by the l3extinstP "default".
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           APIC Admin
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           4. See 
                              					 Creating a Contract to be Provided by the l3extinstP "vpcDefault".
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           5. See 
                              					 Creating a Network for External Connectivity.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Tenant 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           6. See 
                              					 Creating a Firewall for External Connectivity.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           APIC Admin
                              					 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           7. See 
                              					 Verifying Tenant L3 External Connectivity on APIC.
                              					 
                              				  
                           
 
                           				
                        
                     

                  
               

            

            
            
               
                  	Tenant Tasks

               

            
            
         
      

   
      
         
            About Plan
               	 Types
            

            
                The administrator
                  		creates the plan with their own values. The plan types are as follows: 
                  	 
                  
                     
                     
                        
                        
                        
                     
                     
                        
                           	 
                              				   
                              				
                           
                           	 
                              				  
                              Shared
                                 					 Infrastructure 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Virtual
                                 					 Private Cloud 
                                 				  
                              
 
                              				
                           
                        

                     
                     
                        
                           	 
                              				  
                              Isolated
                                 					 Networks 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Firewall 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Provider
                                 					 DHCP 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes * 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Shared Load
                                 					 Balancer 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes * 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Public
                                 					 Internet Access 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                              Shared
                                 					 Services between Tenants 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                        
                           	 
                              				  
                               Bring your
                                 					 own address space (Private Address Space) and DHCP Server 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              No 
                                 				  
                              
 
                              				
                           
                           	 
                              				  
                              Yes 
                                 				  
                              
 
                              				
                           
                        

                     
                  
 
                  	 
               

               * In a Virtual
                  		Private Cloud (VPC) plan, a load balancer and DHCP is not supported for private
                  		address space. Both features are still offered to a tenant, but owned by the
                  		shared infrastructure. 
                  	 
               

            

         
      

   
      
         
            About Plan Options

            
               This section describes about the plan options.

               
                  	
                     APIC Tenant: Disable Auto Creation of an APIC Tenant
                     

                     
                     
                        	
                           
                           Default: Unselected. 

                           
                           Unselected: Cisco ACI Azure Pack Resource Provider will automatically create/delete an APIC tenant. The APIC tenant name will be the Subscription ID (GUID) of the Windows Azure Pack tenant. No manual intervention by the APIC admin is required as the Resource Provider will handle all the necessary mapping. 
                           

                           
                           Selected: Cisco ACI Azure Pack Resource Provider will NOT automatically create/delete an APIC tenant. The APIC tenant must be explicitly mapped to a Windows Azure Pack Subscription ID. Once this mapping is established on the APIC, the Azure Pack Tenant will be able to perform his normal operations of working with networks, firewalls, load balancers,
                              etc.
                           

                           
                        

                     

                  

                  	
                     
                     Features enabled by Disabling Auto Creation of an APIC Tenant
                     

                     
                     
                        	
                           
                           SCVMM and Windows Azure Pack VM Network names take on the APIC Tenant Name rather than a GUID. This increases readability for an SCVMM Admin and Azure Pack Tenant as VM Networks will have
                              a friendly name rather than a GUID.
                           

                           
                        

                     

                     
                  

                  	
                     
                     Plan Quotas: Azure Pack Plan Admins can now create Plans which limit the number of EPGs, BDs, and VRFs an Azure Pack Tenant
                        can create.
                     

                     
                     
                        	
                           
                           The EPG, BD, and VRF created by the APIC admin under an APIC Tenant count against their quota for Azure Pack Plan. 
                           

                           
                           
                              	
                                 
                                 Example 1: Plan Admin creates an Azure Pack plan with a limit of 5 EPGs. Azure Pack Tenant creates 4 EPGs and the APIC Admin creates an EPG for the Azure Pack Tenant. The Azure Pack Tenant has now reached his plan quota and cannot create EPGs
                                    until he is below plan quota.
                                 

                                 
                              

                              	
                                 
                                 Example 2: Plan Admin creates an Azure Pack plan with a limit of 5 EPGs. Azure Pack Tenant creates 5 EPGs. An APIC Admin creates an EPG for the Azure Pack Tenant. The Azure Pack Tenant has now reached his plan quota and cannot create EPGs
                                    until he is below plan quota.
                                 

                                 
                              

                              	
                                 
                                 These quotas are enforced for the Azure Pack Tenant, but do not apply to the APIC Admin. An APIC admin can continue to create EPGs, BDs, and VRFs for an Azure Pack Tenant even when the Tenant has gone beyond his quota.
                                 

                                 
                              

                           

                           
                        

                     

                     
                  

                  	
                     
                     All Plan Types - Publishing EPGs

                     
                     
                        	
                           
                           Ability for an APIC admin to push EPGs to Windows Azure Pack tenants.
                           

                           
                        

                        	
                           
                           An APIC admin can now create EPGs for their Azure Pack Tenants by creating the EPG on the APIC and associating it to the VMM Domain (SCVMM Cloud) associated with the Tenant’s Plan.
                           

                           
                        

                        	
                           
                           The “default” Application Profile under the tenant is considered Azure Pack Tenant owned space. This means that the Azure
                              Pack Tenant is allowed to create contracts with it and delete it.
                           

                           
                        

                        	
                           
                           All other Application Profiles will be considered APIC Admin owned space. These EPGs will be available to the Azure Pack Tenant for consumption, but the Azure Pack tenant will
                              not be allowed to modify, delete, or work with the EPG outside of associating with a Virtual Machine Network Adapter.
                           

                           
                        

                     

                     
                  

               

            

         
      

   
      
         
            About Load
               	 Balancing
            

            
               VLAN, virtual routing
                  		and forwarding (VRF) stitching is supported by traditional service insertion
                  		models, the Application Policy Infrastructure Controller (APIC) can automate
                  		service insertion while acting as a central point of policy control. The APIC
                  		policies manage both the network fabric and services appliances. The APIC can
                  		configure the network automatically so that traffic flows through the services.
                  		The APIC can also automatically configure the service according to the
                  		application's requirements, which allows organizations to automate service
                  		insertion and eliminate the challenge of managing the complex techniques of
                  		traditional service insertion. 
                  	 
               

               See the 
                  		Cisco APIC
                     		  Layer 4 to Layer 7 Services Deployment Guide for more information. 
                  	 
               

               You must perform the
                  		following tasks to deploy Layer 4 to Layer 7 services using the APIC GUI: 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Import the
                              					 device package. 
                              				  
                           
 
                           				  
                           Only the
                              					 administrator can import the device package. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Importing the Device Package on APIC.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Configure
                              					 and post the XML POST to 
                              					 Application Policy Infrastructure Controller
                              					 (APIC)
                              					 
                              				  
                           
 
                           				  
                           Refer to
                              					 Microsoft's Windows Azure Pack Services section about the device package. 
                              				  
                           
 
                           				  
                           Only the
                              					 administrator can configure and post the XML POST. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Configuring the Load Balancer Device on APIC using XML POST.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Creating a
                              					 load balancer to a plan 
                              				  
                           
 
                           				  
                           The VIP
                              					 range to Windows Azure Pack is set. 
                              				  
                           
 
                           				  
                           Only the
                              					 administrator can create a load balancer to a plan. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Creating a Load Balancer to a Plan.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Configure
                              					 the load balancer 
                              				  
                           
 
                           				  
                           Only the
                              					 tenant can configure the load balancer. 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Configuring the Load Balancer.
                              					 
                              				  
                           
 
                           				
                        
                     

                  
               

            

            
            
               
                  	Importing the Device Package on APIC

                  	Configuring the Load Balancer Device on APIC using XML POST

                  	Creating a Load Balancer to a Plan

               

            
            
         
      

   
      
         
            About L3 External
               	 Connectivity
            

            
               Layer 3 (L3) external
                  		connectivity is an 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		feature to connect 
                  		ACI
                  		fabric to an external network by L3 routing protocols, including static
                  		routing, OSPF, EIGRP, and BGP. By setting up L3 external connectivity for
                  		Microsoft Windows Azure Pack, it allows a tenant network to initiate outgoing
                  		traffic destined outside the fabric and to attract traffic from outside. The
                  		assumption of this feature is the tenant virtual machine IP addresses are
                  		visible outside the fabric without NAT, 
                  		ACI
                  		L3 external connectivity does not include NAT. 
                  	 
               

            

            
            
               
                  	Prerequisites for Configuring L3 External Connectivity for Windows Azure Pack

                  	Creating a Contract to be Provided by the l3extinstP "default"

                  	Creating a Contract to be Provided by the l3extinstP "vpcDefault"

               

            
            
         
      

   
      
         
            Prerequisites for
               	 Configuring L3 External Connectivity for Windows Azure Pack
            

            
                To configure Layer 3
                  		(L3) external connectivity for Windows Azure Pack, you must meet the following
                  		prerequisites: 
                  	 
               

               
                  	 
                     		  
                     Ensure you have
                        			 logged in to the 
                        			 Application Policy Infrastructure Controller
                        			 (APIC)
                        			 GUI, on the menu bar, choose 
                        			 TENANT > common. 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           Create a
                              				  l3ExtOut called “default”, refer to BD “default”. 
                              				
                           
 
                           			 
                        

                        	 
                           				
                           Create
                              				  l3extInstP name="defaultInstP" under the l3ExtOut. This is to be used
                              				  by shared service tenants. 
                              				
                           
 
                           			 
                        

                     
 
                     		  
                     See the Cisco APIC Basic Configuration Guide for L3 external connectivity configuration. 
                     
 
                     		
                  

                  	 
                     		  
                     Ensure you have
                        			 logged in to the 
                        			 APIC
                        			 GUI, on the menu bar, choose 
                        			 TENANT > common. 
                        		  
                     
 
                     		  
                     
                        	 
                           				
                           Create a
                              				  l3ExtOut called "vpcDefault", refer to BD "vpcDefault". 
                              				
                           
 
                           			 
                        

                        	 
                           				
                            Create
                              				  l3extInstP name="vpcDefaultInstP" under this l3ExtOut. 
                              				
                           
 
                           				
                            This is to be
                              				  used by VPC tenants. 
                              				
                           
 
                           			 
                        

                     
 
                     		  
                     See the Cisco APIC Basic Configuration Guide for configuring external connectivity for tenants. 
                     
 
                     		  
                      Windows Azure
                        			 Pack leverages the common l3ExtOut configuration with no special requirement
                        			 other than the naming convention highlighted above 
                        		  
                     
 
                     		
                  

               

            

         
      

   
      
         
            Tenant Tasks

            
                This section describes the tenant tasks. 

               
                  
                     	
                        Note

                     
                     	
                        
                           			
                           If the shared service consumer is in a different VRF than the provider, route leaking between the VRFs will automatically
                              occur in order to enable the communication.
                           

                           		
                        

                     
                  

               

            

            
            
               
                  	Shared or Virtual Private Cloud Plan Experience

               

            
            
         
      

   
      
         
            Shared or Virtual
               	 Private Cloud Plan Experience
            

            
               This is an experience
                  		of a tenant in a shared or virtual private cloud (VPC) plan. 
                  	 
               

            

            
            
               
                  	Creating Networks in a Shared Plan

                  	Creating a Bridge Domain in a VPC Plan

                  	Creating a Firewall Within the Same Subscription

                  	Creating the Network in VPC Plan

                  	Creating VMs and Attaching to Networks

                  	Providing a Shared Service

                  	Setting up the Shared Service to be Consumed

                  	Configuring the Load Balancer

                  	Adding Access Control Lists

                  	Deleting Access Control Lists

                  	Preparing a Tenant L3 External Out on APIC for Use at Windows Azure Pack

                  	Creating a Network for External Connectivity

                  	Creating a Firewall for External Connectivity

                  	Verifying Tenant L3 External Connectivity on APIC

                  	Adding NAT Firewall Layer 4 to Layer 7 Services to a VM Network

                  	Adding NAT Firewall Port-Forwarding Rules for a VM Network

                  	Adding NAT Firewall With a Private ADC Load Balancer Layer 4 to Layer 7 Services to a VM Network

                  	Requesting Additional NAT Firewall Public IP Addresses for a VRF

                  	Adding a Public ADC Load Balancer Layer 4 to Layer 7 Services to a VM Network

                  	Adding ADC Load Balancer Configuration for a VM Network

               

            
            
         
      

   
      
         
            Troubleshooting as a
               	 Tenant
            

            
                If there is an error
                  		message, provide the error message along with the description of the workflow
                  		and action to your Administrator. 
                  	 
               

            

         
      

   
      
         
            Uninstalling the
               	 Cisco 
               	 ACI
               	 with Microsoft Windows Azure Pack Components
            

            
               This section describes
                  		how to uninstall the 
                  		Cisco Application Centric
                     				  Infrastructure
                  		(ACI)
                  		with Microsoft Windows Azure Pack components. 
                  		
                  
                     
                        	
                           Note

                        
                        	
                            
                              		  
                              Uninstall
                                 			 involves removing artifacts such as VM and logical networks. Uninstalling
                                 			 succeeds only when no other resource, such as a VM or a host, is consuming
                                 			 them. 
                                 		  
                              
 
                              		
                           

                        
                     

                  
 
                  	 
               

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Component 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Task 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Detach all
                              					 virtual machines from the VM networks 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See
                              					 Microsoft's documentation. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete VXLAN
                              					 tunnel endpoint (VTEP) logical switch on all hyper-Vs 
                              				  
                           

                           				
                        
                        	 
                           				  
                           See
                              					 Microsoft's documentation. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Delete cloud
                              					 on System Center Virtual Machine Manager (SCVMM) 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See
                              					 Microsoft's documentation. 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           To
                              					 uninstall the ACI with Microsoft Windows Azure Pack 1.1(1j) release, uninstall
                              					 the 
                              					 APIC
                              					 Windows Azure Pack Resource Provider 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Uninstalling the APIC Windows Azure Pack Resource Provider.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                            To
                              					 uninstall this release of ACI with Microsoft Windows Azure Pack, uninstall the
                              					 following: 
                              				  
                           
 
                           				  
                           
                              	 
                                 						
                                  ACI
                                    						  Azure Pack Resource Provider 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                  ACI
                                    						  Azure Pack Admin Site Extension 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                  ACI
                                    						  Azure Pack Tenant Site Extension 
                                    						
                                 
 
                                 					 
                              

                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Uninstalling the ACI Azure Pack Resource Provider.
                              					 
                              				  
                           
 
                           				  
                           See 
                              					 Uninstalling the ACI Azure Pack Admin Site Extension.
                              					 
                              				  
                           
 
                           				  
                           See 
                              					 Uninstalling the ACI Azure Pack Tenant Site Extension.
                              					 
                              				  
                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Uninstall
                              					 the 
                              					 APIC
                              					 Hyper-V Agent 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           See 
                              					 Uninstalling the APIC Hyper-V Agent.
                              					 
                              				  
                           
 
                           				
                        
                     

                  
               

            

            
            
               
                  	Uninstalling the APIC Windows Azure Pack Resource Provider

                  	Uninstalling the ACI Azure Pack Resource Provider

                  	Uninstalling the ACI Azure Pack Admin Site Extension

                  	Uninstalling the ACI Azure Pack Tenant Site Extension

                  	Uninstalling the APIC Hyper-V Agent

               

            
            
         
      

   
      
         
            Preface

            
               This preface includes the following sections:

            

            
            
               
                  	Audience

                  	Document Conventions

                  	Related Documentation

                  	Documentation Feedback

                  	Obtaining Documentation and Submitting a Service Request

               

            
            
         
      

   
      
         
            Audience

            
               This guide is intended
                  		primarily for data center administrators with responsibilities and expertise in
                  		one or more of the following:
                  	 
               

               
                  	
                     		  
                     Virtual machine installation and administration
                        		  
                     

                     		
                  

                  	
                     		  
                     Server administration
                        		  
                     

                     		
                  

                  	
                     		  
                     Switch and network administration
                        		  
                     

                     		
                  

               

            

         
      

   
      
         
            Document
               	 Conventions
            

            
               
                  		
                  Command descriptions
                     		  use the following conventions:
                     		
                  
 
                  		
                  
                     
                     
                        
                        
                     
                     
                        
                           	Convention
                              				  
                           
                           	Description
                              				  
                           
                        

                     
                     
                        
                           	 
                              					 bold 
                              				  
                           
                           	 
                              					 
                              Bold text
                                 						indicates the commands and keywords that you enter literally as shown.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 Italic 
                                 					  
                              				  
                           
                           	 
                              					 
                              Italic
                                 						text indicates arguments for which the user supplies the values.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	[x]
                              				  
                           
                           	 
                              					 
                              Square
                                 						brackets enclose an optional element (keyword or argument).
                                 					 
                              
 
                              				  
                           
                        

                        
                           	[x | y]
                              				  
                           
                           	 
                              					 
                              Square
                                 						brackets enclosing keywords or arguments separated by a vertical bar indicate
                                 						an optional choice.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	{x | y}
                              				  
                           
                           	 
                              					 
                              Braces
                                 						enclosing keywords or arguments separated by a vertical bar indicate a required
                                 						choice.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	[x {y | z}]
                              				  
                           
                           	 
                              					 
                              Nested set
                                 						of square brackets or braces indicate optional or required choices within
                                 						optional or required elements. Braces and a vertical bar within square brackets
                                 						indicate a required choice within an optional element.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 variable 
                              				  
                           
                           	 
                              					 
                              Indicates
                                 						a variable for which you supply values, in context where italics cannot be
                                 						used.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	string
                              				  
                           
                           	A nonquoted set of
                              					 characters. Do not use quotation marks around the string or the string will
                              					 include the quotation marks.
                              				  
                           
                        

                     
                  
 
                  	 
               
                
                  		
                  Examples use the
                     		  following conventions:
                     		
                  

                  		
                  
                     
                     
                        
                        
                     
                     
                        
                           	Convention
                              				  
                           
                           	Description
                              				  
                           
                        

                     
                     
                        
                           	 
                              					 screen font 
                              				  
                           
                           	 
                              					 
                              Terminal
                                 						sessions and information the switch displays are in screen font.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					  
                                 						boldface screen font 
                                 					  
                              				  
                           
                           	 
                              					 
                              Information you must enter is in boldface screen font.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	 
                              					 
                                 						italic screen font 
                                 					  
                              				  
                           
                           	 
                              					 
                              Arguments
                                 						for which you supply values are in italic screen font.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	< >
                              				  
                           
                           	 
                              					 
                              Nonprinting characters, such as passwords, are in angle
                                 						brackets.
                                 					 
                              
 
                              				  
                           
                        

                        
                           	[ ]
                              				  
                           
                           	 
                              					 
                              Default
                                 						responses to system prompts are in square brackets.
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                              An
                                 						exclamation point (!) or a pound sign (#) at the beginning of a line of code
                                 						indicates a comment line.
                                 					 
                              
 
                              				  
                           
                        

                     
                  
 
                  	 
               
                
                  		
                  This document uses
                     		  the following conventions:
                     		
                  
 
                  		
                  
                     
                        	
                           Note

                        
                        	
                            
                              		  
                              Means 
                                 			 reader take
                                    				note. Notes contain helpful suggestions or references to material not
                                 			 covered in the manual.
                                 		  
                              
 
                              		
                           

                        
                     

                  
 
                  		
                  
                     
                        	
                           Caution

                        
                        	
                            
                              		  
                              Means 
                                 			 reader be
                                    				careful. In this situation, you might do something that could result in
                                 			 equipment damage or loss of data.
                                 		  
                              
 
                              		
                           

                        
                     

                  

                  			
                  
                     
                        	
                           Warning

                        
                        	
                           
                              				
                              IMPORTANT SAFETY INSTRUCTIONS

                              				
                              This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work on any equipment,
                                 be aware of the hazards involved with electrical circuitry and be familiar with standard practices for preventing accidents.
                                 Use the statement number provided at the end of each warning to locate its translation in the translated safety warnings that
                                 accompanied this device.
                              

                              				
                              SAVE THESE INSTRUCTIONS

                              			
                           

                        
                     

                  

                  	 
               
            

         
      

   
      
         
            Documentation
               	 Feedback
            

            
               To provide technical feedback on this document, or to report an error or omission, please send your comments to apic-docfeedback@cisco.com. We appreciate your feedback. 
               

            

         
      

   
      
         
            Obtaining
               	 Documentation and Submitting a Service Request
            

            
                
                  		
                  For information on
                     		  obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a
                     		  service request, and gathering additional information, see 
                     		  What's New in
                        			 Cisco Product Documentation at: 
                     		  http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html
                     		  
                     		
                  
 
                  		
                  Subscribe to 
                     		  What’s New in
                        			 Cisco Product Documentation, which lists all new and revised Cisco
                     		  technical documentation as an RSS feed and delivers content directly to your
                     		  desktop using a reader application. The RSS feeds are a free service. 
                     		
                  
 
                  	 
               
            

         
      

   
      
         
            Full Cisco Trademarks with Software License

            
               
                  
                  THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
                     MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
                     RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
                     WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
                     RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
                     
                  

                  
                  THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
                     ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
                     INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
                     LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
                     
                  

                  
                  The Cisco implementation of TCP header compression is an adaptation of
                     a program developed by the University of California, Berkeley (UCB) as part of
                     UCB's public domain version of the UNIX operating system. All rights reserved.
                     Copyright © 1981, Regents of the University of California.
                     
                  

                  
                  NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND
                     SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE
                     ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING,
                     WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
                     AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
                     PRACTICE. 
                     
                  

                  
                  IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
                     SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
                     LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
                     USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
                     POSSIBILITY OF SUCH DAMAGES. 
                     
                  

                  Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
                     numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
                     for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
                     coincidental.
                  

                  
               
               
                  
                   Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries.
                     To view a list of Cisco trademarks, go to this URL: http://www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply
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‘You must read and accept the license agreements associated with tis template before continuing, -

DISCLAIMER OF WARRANTY
EXCEPT AS SPECIFIED IN THIS WARRANTY SECTION, ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS,
|AND WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY OR CONDITION OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, SATISFACTORY QUALITY, NON-
INTERFERENCE, ACCURACY OF INFORMATIONAL CONTENT, OR ARISING FROM A COURSE OF DEALING, LAW, USAC
|OR TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE EXTENT ALLOWED BY APPLICABLE LAW AND ARE
EXPRESSLY DISCLAIMED BY CISCO, ITS SUPPLIERS AND LICENSORS. TO THE EXTENT AN IMPLIED WARRANTY
CANNOT BE EXCLUDED, SUCH WARRANTY IS LIMITED IN DURATION TO THE EXPRESS WARRANTY PERIOD. BECAU
SOME STATES OR JURISDICTIONS DO NOT ALLOW LIMITATIONS ON HOW LONG AN IMPLIED WARRANTY LASTS, THI
|ABOVE LIMITATION MAY NOT APPLY. THIS WARRANTY GIVES CUSTOMER SPECIFIC LEGAL RIGHTS, AND CUSTOMEI

shallapply even ifthe express warranty set forth above fails of s essental purpose.
General Terms Applicable to the Limited Warranty Statement and End User License Agreement

Disclaimer of Liabilties. REGARDLESS OF WHETHER ANY REMEDY SET FORTH HEREIN FAILS OF ITS ESSENTIAL
PURPOSE OR OTHERWISE, IN NO EVENT WILL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY LOST REVENUE, PROI
OR LOST OR DAMAGED DATA, BUSINESS INTERRUPTION, LOSS OF CAPITAL, OR FOR SPECIAL, INDIRECT,

CONSEQUENTIAL, INCIDENTAL, OR PUNITIVE DAVAGES HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF
LIABILITY OR WHETHER ARISING OUT OF THE USE OF OR INABILITY TO USE SOFTWARE OR OTHERWISE AND EVEN
(CISCO OR ITS SUPPLIERS OR LICENSORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. In nio evet
/shall Cisco's or its suppliers'orlicensors libilty to Customer, whether in contract,tort (including negligence), breach of warrant

Back Next Finis Cancel

MAY ALSO HAVE OTHER RIGHTS WHICH VARY FROM JURISDICTION TO JURISDICTION. This disclaimer and exclusion it

Accept | =
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