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CHAPTER 1

New and Changed Information

This chapter contains the following section:

» New and Changed Information, on page 1

New and Changed Information

The following table provides an overview of the significant changes to the organization and features in this
guide up to this current release. The table does not provide an exhaustive list of all changes made to the guide
or of the new features up to this release.

Table 1: New Features and Changed Behavior in Cisco APIC Release 3.2(7)

Feature or Change

Description

Where Documented

VRF-scoped node level support for
modifying the BGP best path

policy.

The 3.2(7) release adds
VRF-scoped node level support for
modifying the Border Gateway
Protocol (BGP) best path policy.

See chapter Routing Protocol
Support, on page 75

Table 2: New Features and Changed Behavior in Cisco APIC Release 3.2(2)

Feature or Change

Description

Where Documented

Validations on incoming
configurations to an APIC cluster

Support for validations on
incoming configurations to an
APIC cluster is added.

See chapter Cisco ACI Forwarding,
on page 13

Table 3: New Features and Changed Behavior in Cisco APIC Release 3.2(1)

Feature or Change

Description

Where Documented

Orphan port support

Support is now available for orphan
port-channel or physical ports on
remote leaf switches, with a vPC
domain.

See chapter Remote Leaf Switches,
on page 293
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New and Changed Information |

Feature or Change

Description

Where Documented

QoS for L30uts chapter

QoS for L30uts is moved to a
separate chapter.

See chapter QoS for L30Outs, on
page 71

Layer 3 Routed and Sub-interface
Port Channels

Support for Layer 3 port channels
is added.

See section Layer 3 Routed and
Sub-Interface Port Channels, on
page 55

Remote Leaf switch enhancements

New features and options are
supported.

See chapter Remote Leaf Switches,
on page 293

Transit Routing Enhancement

Information is added to configure
Transit Routing using the APIC
GUI, NX-OS style CLI, or REST
API.

See chapter Transit Routing, on
page 311

Table 4: New Features and Changed Behavior in Cisco APIC Release 2.2(4)

Feature or Change

Description

Where Documented

Neighbor Discovery Duplicate
Address Detection (DAD)

Support for disabling Discovery
Duplicate Address Detection
(DAD) is added.

See chapter IPv6 Neighbor
Discovery, on page 199

Table 5: New Features and Changed Behavior in Cisco APIC Release 3.1(2m)

Feature or Change

Description

Where Documented

QoS for L30uts

In this release, QoS policy
enforcement on L30Out ingress
traffic is enhanced.

See QoS for L30uts, on page 71

Removed incorrect information:
Maximum MTU Increased

Note

Information on the maximum
MTU for Cisco ACI was
incorrectly shown with an increase
from 9000 to 9216. This
information has been corrected.

See chapter Routed Connectivity
to External Networks, on page 33

Neighbor Discovery Router
Advertisement on Layer 3 Out

RS/RA packets are used for auto
configuration and are configurable
on Layer 3 interfaces including
routed interface, Layer 3 sub
interface, and SVI.

See chapter IPv6 Neighbor
Discovery, on page 199

BGP External Routed Network
with Autonomous System Override

The AS override function replaces
the AS number from the originating
router with the AS number of the
sending BGP router in the AS Path
of the outbound routes

See chapter Routing Protocol
Support, on page 75
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Table 6: New Features and Changed Behavior in Cisco APIC Release 3.1(1i)

New and Changed Information .

Feature or Change

Description

Where Documented

Layer 3 Multicast support with
FEX

Multicast sources or receivers
connected to FEX ports are
supported.

See chapter Tenant Routed
Multicast, on page 211

Switch Virtual Interface (SVI) Auto
State

Allows for the SVI auto state
behavior to be enabled. This allows
the SVI state to be in the down state
when all the ports in the VLAN go
down.

This feature is available in the
APIC Release 2.2(3x) release and
going forward with APIC Release
3.1(1). It is not supported in APIC
Release 3.0(x).

See chapter Switch Virtual
Interface , on page 167

Remote Leaf Switches

With an ACI fabric deployed, you
can extend ACI services and APIC
management to remote data centers
with Cisco ACI leaf switches that
have no local spine switch or APIC
attached.

See chapter Remote Leaf Switches,
on page 293

New Hardware Support for
Multipod and GOLF

Multipod and GOLF are supported
by all Cisco Nexus 9300 platform
ACI-mode switches and all of the
Cisco Nexus 9500 platform
ACI-mode switch line cards and
fabric modules. With Cisco APIC,
release 3.1(x) and higher, this
includes the N9K-C9364C switch.

See chapters Cisco ACI GOLF, on
page 259 and Multi-Pod

Using Shared GOLF Connections
Between Multi-Site Sites

Guidelines were added to avoid
inter-VRF traffic issues for APIC
Sites in a Multi-Site topology, if
stretched VRFs share GOLF
connections.

See chapter Cisco ACI GOLF, on
page 259

BFD support for spine switch

Support for Bidirectional
Forwarding Detection (BFD) on
spine switch is added.

See chapter Routing Protocol
Support, on page 75

New examples for L30ut
configuration

New GUI, NX-OS style CLI, and
REST API examples provide clarity
and consistency.

See chapter Routed Connectivity
to External Networks, on page 33
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Feature or Change

Description

Where Documented

Configuring Transit Routing

Content from the knowledge base
article Cisco APIC and Transit
Routing was incorporated in this
guide, including new configuration
examples for APIC GUI, NX-OS
style CLI, and REST API

See chapter Transit Routing, on
page 311

Chapters reorganized

The chapters of this guide were
reorganized into a more logical
order and the following chapter
names were changed:

» Tenant Outside Networks is
now Routed Connectivity to
External Networks

« Route Profiles, Route Maps,
and IP Prefix Lists is now
Route Control

« Shared Layer 3 Outside
Connections is now Shared
Services

» SVI External Encapsulation
Scope is now Switch Virtual
Interface

Table 7: New Features and Changed Behavior in Cisco APIC Release 3.0(2h)

Feature or Change

Description

Where Documented

Static Route on BD

Support is added to configure a

static route in a pervasive bridge
domain (BD) to enable routes to
virtual services behind firewalls.

This feature enables endpoint (EP)
reachability to subnets and hosts
which are not directly connected to
the pervasive BD, using regular
EPGs.

See chapter Static Route on a
Bridge Domain, on page 157

NOTE: The APIC Release 2.2(3x) feature is only available in this specific release. It is not supported in APIC

Release 3.0(x) or 3.1(x).
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New and Changed Information .

Table 8: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 2.2(3x)

Feature or Change

Description

Where Documented

Switch Virtual Interface (SVI) Auto
State

Allows for the SVI auto state
behavior to be enabled. This allows
the SVI state to be in the down state
when all the ports in the VLAN go
down.

Note

This feature is available in APIC
Release 2.2(3x) release. It is not
supported in APIC Release 3.0(x).

See chapter Switch Virtual
Interface , on page 167

Table 9: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 3.0(1k)

Feature or Change

Description

Where Documented

AS Path Prepend

Allows for the change to the length
of the autonomous system path in
a BGP route to invoke best-path
selection by a remote peer

See chapter Routing Protocol
Support, on page 75

BGP Max Path

Enables you to configure the
maximum number of paths that
BGP adds to the route table to
invoke equal-cost multipath load
balancing

See chapter Routing Protocol
Support, on page 75

Table 10: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 2.3(1e)

Feature or Change

Description

Where Documented

Encapsulation scope for SVI across
Layer 3 Outside Networks

With this release you can configure
the encapsulation scope for SVI
across Layer 3 networks.

See chapter Switch Virtual
Interface , on page 167

Support for Deny prefix

Denying context rules for specific
routes is now supported.

See chapter Route Control, on page
137

Table 11: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 2.2(2e) and 2.2(2f)

Feature or Change

Description

Where Documented

Per VRF per node BGP timer
values

With this release, you can define
and associate BGP timers on a per
VRF per node basis.

See chapter Routing Protocol
Support, on page 75

Layer 3 Out to Layer 3 Out
Inter-VRF Leaking

With this release, shared Layer 3
Outs in different VRFs can
communicate with each other using
a contract.

See chapter Shared Services, on
page 177
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Feature or Change

Description

Where Documented

Multiple BGP communities
assigned per route prefix

With this release, multiple BGP
communities can now be assigned
per route prefix using the BGP
protocol.

See chapter Routed Connectivity
to External Networks, on page 33
and Route Control, on page 137

Support for EIGRP to BGP transit
routing is available

Added support in the Supported
Transit Combination Matrix.

See chapter Transit Routing, on
page 311

Communication between shared
L30Quts in different VRFs

Added support statement in Scope
and Aggregate Controls for
Subnets.

See chapter Transit Routing, on
page 311
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Table 12: New Features and Changed Information in this Document

New and Changed Information .

Feature or Change

Description

Where Documented

Document Reorganization

The topics in this guide were
collected from Cisco APIC Basic
Configuration Guide, Release 2.x,
Cisco ACI and Layer 3 Multicast
with Cisco ACI, and the following
Knowledge Base articles:

* Cisco APIC and Interleak of
External Routes

« Cisco APIC and Route Maps
Using Explicit Prefix List

« Cisco APIC IP Aging Policy

« Cisco APIC Layer 3 Outside
for Tenant Network

* Cisco APIC Tenant, VRF, and
Bridge Domain Creation with
IPv6 Neighbor Discovery

* Cisco APIC and Common
Pervasive Gateway

* Cisco APIC and HSRP

« Cisco APIC and IGMP Shoop
Layer 2 Multicast
Configuration

« Cisco APIC and Route
Control Protocol Using Import
and Export Controls

* Cisco APIC and BGP
External Routed Network and
BFD

* Cisco APIC with EIGRP

Cisco APIC Layer 3 Configuration
Guide (this guide)

Name Change

Changed name of "Layer 3 EVPN
Services for Fabric WAN" to
"Cisco ACI GOLF".

See chapters Cisco ACI GOLF, on
page 259 and Multi-Pod

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



. New and Changed Information

New and Changed Information |

Table 13: New Features and Changed Information in this Document for Cisco APIC Release 2.2(1n)

Feature or Change

Description

Where Documented

HSRP

With this release, you can enable
HSRP, a first-hop redundancy
protocol (FHRP) that allows a
transparent failover of the first-hop
IP router. HSRP provides first-hop
routing redundancy for IP hosts on
Ethernet networks configured with
a default router IP address. You use
HSRP in a group of routers for
selecting an active router and a
standby router. In a group of
routers, the active router is the
router that routes packets, and the
standby router is the router that
takes over when the active router
fails or when preset conditions are
met.

See chapter HSRP, on page 247

Table 14: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 2.1(1h)

Feature or Change

Description

Where Documented

Distribute EVPN Type-2 Host
Routes

Support is added for optimal traffic
forwarding in an EVPN topology
enables fabric spines to advertise
host routes using EVPN type-2
(MAC-IP) routes to the DCIG
along with public BD subnets in the
form of BGP EVPN type-5 (IP
Prefix) routes.

See chapter Cisco ACI GOLF, on
page 259

Route Maps Using Explicit Prefix
Lists

Explicit prefix lists for public
bridge domain (BD) subnets and
external transit networks enable
inbound and outbound route
controls. Inbound and outbound
route control for Layer 3 Out is
managed by the route map/profile
(rtetrlProfile). The route
map/profile policy supports a fully
controllable prefix list for Layer 3
Out in the Cisco ACI fabric.

See chapter Route Control, on page
137
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Feature or Change

Description

Where Documented

IP Aging Policy

In this release, you can enable a
new aging policy for IPs in an
endpoint. The IP aging policy
tracks and ages unused IPs on an
endpoint. Tracking is performed
using the endpoint retention policy
configured for the BD to send ARP
requests (for IPv4) and neighbor
solicitations (for IPv6) at 75% of
the local endpoint aging interval.
When no response is received from
an IP, that IP is aged out.

See chapter IP Aging, on page 195

IGMP Snoop access group support
and IGMP Snoop static group
support

Support is added for IGMP
snooping, the process of listening
to Internet Group Management
Protocol (IGMP) network traffic.
The feature allows a network
switch to listen in on the IGMP
conversation between hosts and
routers and filter multicast links
that do not need them, thus
controlling which ports receive
specific multicast traffic.

See chapter IGMP Snooping, on
page 229

IP Multicast support for Multipod

Support is added for IP Multicast
in a Multipod topology

See chapter Tenant Routed
Multicast, on page 211

Table 15: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 2.0(1m)

Feature or Change

Description

Where Documented

Import control policy support for
OSPF inbound filtering

Support is added for import and
export controls using OSPF as well
as BGP.

See chapters Routed Connectivity
to External Networks, on page 33
and Route Control, on page 137

GOLF (Layer 3 EVPN Services
Over Fabric WAN)

GOLF is introduced.

See chapter Cisco ACI GOLF, on
page 259

GOLF is Supported with Transit
Routing

GOLF L30Outs and Border Leaf
BGP/OSPF L30uts are supported

See chapter Transit Routing, on
page 311

Enhancements for the EIGRP
interface policy

Support is added for EIGRP
properties such as bandwidth and
delay.

See chapter Routing Protocol
Support, on page 75

Layer 3 Multicast

Layer 3 Multicast is introduced.

See chapter Tenant Routed
Multicast, on page 211

Support for Aggregate Controls for
Subnets for Transit Routing

Added a new section for Scope and
Aggregate Controls for Subnets.

See chapter Transit Routing, on
page 311
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Feature or Change Description Where Documented

Support Ethertype, protocol, L4 | Support for Ethertype, protocol, L4 | See chapter Transit Routing, on
port, and TCP flag filters port, and TCP flag filters is page 311

available, and can be used in transit
routing controls.

Table 16: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 1.3(1g)

Feature or Change Description Where Documented
Route Summarization Removed object model CLI See chapter Routing Protocol
procedure. Support, on page 75

Added route summarization
procedures for the GUI and NX-OS
CLI interfaces.

- Removed object model CLI * NX-OS style CLI topics in
procedures and added NX-OS style chapter

CLI procedures. See chapter Transit Routing,

on page 311
I Pv6 and Neighbor Discovery

* NX-OS style CLI topics in
Route Controls

* NX-OS style CLI topics in
BGP External Routed
Networkswith BFD in Routing
Protocol Support

« See chapter Routing Protocol
Support, on page 75

Table 17: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 1.2(x)

Feature or Change Description Where Documented

Set attributes for all routes received | Support is added to set attributes | See chapter Routing Protocol
and redistributed from OSPF for all routes received such as Support, on page 75
community, local prefix, MED. Set
attributes for all routes redistributed
such as tags, local prefix,
community.
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Feature or Change

Description

Where Documented

Route Summarization for OSPF,
BGP, and EIGRP

Route summarization enables route
tables by replacing many specific
addresses with an single address.
For example, 10.1.1.0/24,
10.1.2.0/24, and 10.1.3.0/24 is
replaced with 10.1.0.0/16. Route
summarization policies enable
routes to be shared efficiently
among border leaf switches and
their neighbor leaf switches. BGP,
OSPF, or EIGRP route
summarization policies are applied
to a bridge domain or transit subnet.
For OSPF, inter-area and external
route summarization are supported.

See chapter Routing Protocol
Support, on page 75

Common Pervasive Gateway

Two ACI fabrics can be configured
with an IPv4 common gateway on
a per bridge-domain basis. Doing
so enables moving one or more
virtual machine (VM) or
conventional hosts across the
fabrics while the host retains its IP
address. VM-host moves across
fabrics can be done automatically
by the VM hypervisor. The ACI
fabrics can be co-located, or
provisioned across multiple sites.
The Layer 2 connection between
the ACI fabrics can be a local link,
or can be across a bridged network.

See chapter Common Pervasive
Gateway, on page 151

Set BGP attributes for routes based
on incoming communities

Set BGP attributes is enabled for
routes based on incoming
communities such as community,
local preference, MED.

See chapter Routing Protocol
Support, on page 75

Bidirectional Forwarding Detection
(BFD):

Global configuration for GUI,
NX-OS CLI, and REST API

Interface configuration for GUI,
NX-0OS CLI, and REST API

Consumer protocol configuration
for GUI, NX-OS CLI, and REST
API

Support for BFD is introduced,
providing sub-second failure
detection times in the forwarding
path between ACI fabric border leaf
switches configured to support
peering router connections.

See chapter Routing Protocol
Support, on page 75

Maximum prefix limit

Support is added for BGP
maximum prefix limit.

See chapter Routing Protocol
Support, on page 75

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



. New and Changed Information

New and Changed Information |

Feature or Change

Description

Where Documented

BGP enhancements to set attributes
for action rule profiles and peer
connectivity profiles

Support is added for the BGP
attributes Dynamic Neighbors,
Route Dampening, weight attribute
and remove-private-as.

See chapter Routing Protocol
Support, on page 75

IPv6 support and interface policy
enhancements

IPv6 is supported with EIGRP.

Interface policies are enhanced. In
addition to existing interface policy
parameters, bandwidth and delay
can be controlled on the interface
through the eigrplfPol attribute.

Added the NX-OS-style CLI
procedure.

See chapter Routing Protocol
Support, on page 75

Interleak of external routes

Support is added for setting
attributes (such as community,
preference, or metric) to enable
interleak of routes from OSPF to
BGP.

See chapter Interleak Redistribution
for MP-BGP, on page 189

Transit Routing Support

Support is added for transit routing
through the fabric.

See chapter Transit Routing, on
page 311

Table 18: New Features and Changed Behavior in Cisco APIC, Release 1.1(x)

Feature or Change

Description

Where Documented

IPv6 support, Direct BGP support,
and eBGP support

Introduced IPv6 support, direct
BGP support, and eBGP support.

See chapter Routing Protocol
Support, on page 75

Tenant Layer 3 outside networks

Documentation is added for tenant
Layer 3 outside networks.

See chapter Routed Connectivity
to External Networks, on page 33
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CHAPTER 2

Cisco ACI Forwarding

This chapter contains the following sections:

* Forwarding Within the Fabric, on page 13
* WAN and Other External Networks, on page 18

Forwarding Within the Fabric

ACI Fabric Optimizes Modern Data Center Traffic Flows

The Cisco ACI architecture addresses the limitations of traditional data center design, and provides support
for the increased east-west traffic demands of modern data centers.

Today, application design drives east-west traffic from server to server through the data center access layer.
Applications driving this shift include big data distributed processing designs like Hadoop, live virtual machine
or workload migration as with VMware vMotion, server clustering, and multi-tier applications.

North-south traffic drives traditional data center design with core, aggregation, and access layers, or collapsed
core and access layers. Client data comes in from the WAN or Internet, a server processes it, and then it exits
the data center, which permits data center hardware oversubscription due to WAN or Internet bandwidth
constraints. However, Spanning Tree Protocol is required to block loops. This limits available bandwidth due
to blocked links, and potentially forces traffic to take a suboptimal path.

In traditional data center designs, IEEE 802.1Q VLANSs provide logical segmentation of Layer 2 boundaries
or broadcast domains. However, VLAN use of network links is inefficient, requirements for device placements
in the data center network can be rigid, and the VLAN maximum of 4094 VLANSs can be a limitation. As IT
departments and cloud providers build large multi-tenant data centers, VLAN limitations become problematic.

A spine-leaf architecture addresses these limitations. The ACI fabric appears as a single switch to the outside
world, capable of bridging and routing. Moving Layer 3 routing to the access layer would limit the Layer 2
reachability that modern applications require. Applications like virtual machine workload mobility and some
clustering software require Layer 2 adjacency between source and destination servers. By routing at the access
layer, only servers connected to the same access switch with the same VLANS trunked down would be Layer
2-adjacent. In ACI, VXLAN solves this dilemma by decoupling Layer 2 domains from the underlying Layer
3 network infrastructure.

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



B vxaninac

VXLAN in ACI

Figure 1: ACI Fabric

Spine
Switches

Leaf
Switches

Encap

501222

Cisco ACI Forwarding |

As traffic enters the fabric, ACI encapsulates and applies policy to it, forwards it as needed across the fabric
through a spine switch (maximum two-hops), and de-encapsulates it upon exiting the fabric. Within the fabric,
ACI uses Intermediate System-to-Intermediate System Protocol (1S-1S) and Council of Oracle Protocol (COOP)
for all forwarding of endpoint to endpoint communications. This enables all ACI links to be active, equal cost
multipath (ECMP) forwarding in the fabric, and fast-reconverging. For propagating routing information
between software defined networks within the fabric and routers external to the fabric, ACI uses the

Multiprotocol Border Gateway Protocol (MP-BGP).

VXLAN is an industry-standard protocol that extends Layer 2 segments over Layer 3 infrastructure to build
Layer 2 overlay logical networks. The ACI infrastructure Layer 2 domains reside in the overlay, with isolated
broadcast and failure bridge domains. This approach allows the data center network to grow without the risk

of creating too large a failure domain.

All traffic in the ACI fabric is normalized as VXLAN packets. At ingress, ACI encapsulates external VLAN,
VXLAN, and NVGRE packets in a VXLAN packet. The following figure shows ACI encapsulation

normalization.

. Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier



| Cisco ACI Forwarding

vxaNinAct I

Figure 2: ACIl Encapsulation Normalization

IP Fabric leaveraging
VXLAN tagging

Eth
LAN VXLAN NVGRE Payload
VNID = 5789 VNID = 11348 VSID = 7456
.’ ﬂ ﬁ EthIP | Payload
802.1Q | 1P | Payload |

I Quter IP NVGRE I 4 I Payload |

&
l QOuter IP VXLAN IElh IPl Payload |3

Forwarding in the ACI fabric is not limited to or constrained by the encapsulation type or encapsulation
overlay network. An ACI bridge domain forwarding policy can be defined to provide standard VLAN behavior
where required.

Because every packet in the fabric carries ACI policy attributes, ACI can consistently enforce policy ina fully
distributed manner. ACI decouples application policy EPG identity from forwarding. The following illustration
shows how the ACI VXLAN header identifies application policy within the fabric.

Figure 3: ACI VXLAN Packet Format
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The ACI VXLAN packet contains both Layer 2 MAC address and Layer 3 IP address source and destination
fields, which enables efficient and scalable forwarding within the fabric. The ACl VXLAN packet header
source group field identifies the application policy endpoint group (EPG) to which the packet belongs. The
VXLAN Instance ID (VNID) enables forwarding of the packet through tenant virtual routing and forwarding
(VRF) domains within the fabric. The 24-bit VNID field in the VXLAN header provides an expanded address
space for up to 16 million unique Layer 2 segments in the same network. This expanded address space gives
IT departments and cloud providers greater flexibility as they build large multitenant data centers.

VXLAN enables ACI to deploy Layer 2 virtual networks at scale across the fabric underlay Layer 3
infrastructure. Application endpoint hosts can be flexibly placed in the data center network without concern
for the Layer 3 boundary of the underlay infrastructure, while maintaining Layer 2 adjacency in a VXLAN
overlay network.
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Layer 3 VNIDs Facilitate Transporting Inter-subnet Tenant Traffic

The ACI fabric provides tenant default gateway functionality that routes between the ACI fabric VXLAN
networks. For each tenant, the fabric provides a virtual default gateway that spans all of the leaf switches
assigned to the tenant. It does this at the ingress interface of the first leaf switch connected to the endpoint.
Each ingress interface supports the default gateway interface. All of the ingress interfaces across the fabric
share the same router IP address and MAC address for a given tenant subnet.

The ACI fabric decouples the tenant endpoint address, its identifier, from the location of the endpoint that is
defined by its locator or VXLAN tunnel endpoint (VTEP) address. Forwarding within the fabric is between
VTEPs. The following figure shows decoupled identity and location in ACI.

Figure 4: ACI Decouples Identity and Location
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VXLAN uses VTEP devices to map tenant end devices to VXLAN segments and to perform VXLAN
encapsulation and de-encapsulation. Each VTEP function has two interfaces:

* A switch interface on the local LAN segment to support local endpoint communication through bridging

* An IP interface to the transport IP network

The IP interface has a unique IP address that identifies the VTEP device on the transport IP network known
as the infrastructure VLAN. The VTEP device uses this IP address to encapsulate Ethernet frames and transmit
the encapsulated packets to the transport network through the IP interface. A VTEP device also discovers the
remote VTEPs for its VXLAN segments and learns remote MAC Address-to-VTEP mappings through its IP
interface.

The VTEP in ACI maps the internal tenant MAC or IP address to a location using a distributed mapping
database. After the VTEP completes a lookup, the VTEP sends the original data packet encapsulated in
VXLAN with the destination address of the VTEP on the destination leaf switch. The destination leaf switch
de-encapsulates the packet and sends it to the receiving host. With this model, ACI uses a full mesh, single
hop, loop-free topology without the need to use the spanning-tree protocol to prevent loops.

The VXLAN segments are independent of the underlying network topology; conversely, the underlying IP
network between VTEPs is independent of the VXLAN overlay. It routes the encapsulated packets based on
the outer IP address header, which has the initiating VTEP as the source IP address and the terminating VTEP
as the destination IP address.

The following figure shows how routing within the tenant is done.
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Figure 5: Layer 3 VNIDs Transport ACI Inter-subnet Tenant Traffic
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For each tenant VRF in the fabric, ACI assigns a single L3 VNID. ACI transports traffic across the fabric
according to the L3 VNID. At the egress leaf switch, ACI routes the packet from the L3 VNID to the VNID
of the egress subnet.

Traffic arriving at the fabric ingress that is sent to the ACI fabric default gateway is routed into the Layer 3
VNID. This provides very efficient forwarding in the fabric for traffic routed within the tenant. For example,
with this model, traffic between 2 VMs belonging to the same tenant, on the same physical host, but on
different subnets, only needs to travel to the ingress switch interface before being routed (using the minimal
path cost) to the correct destination.

To distribute external routes within the fabric, ACI route reflectors use multiprotocol BGP (MP-BGP). The
fabric administrator provides the autonomous system (AS) number and specifies the spine switches that
become route reflectors.

\}

Note Cisco ACI does not support IP fragmentation. Therefore, when you configure Layer 3 Outside (L30ut)

connections to external routers, or Multi-Pod connections through an Inter-Pod Network (IPN), it is
recommended that the interface MTU is set appropriately on both ends of a link.

IGP Protocol Packets (EIGRP, OSPFv3) are constructed by components based on the Interface MTU size. In

Cisco ACI, if the CPU MTU size is less than the Interface MTU size and if the constructed packet size is

greater than the CPU MTU, then the packet is dropped by the kernal, especially in IPv6. To avoid such control

packet drops always configure the same MTU values on both the control plane and on the interface.

On some platforms, such as Cisco ACI, Cisco NX-OS, and Cisco 10S, the configurable MTU value does not

take into account the Ethernet headers (matching IP MTU, and excluding the 14-18 Ethernet header size),

while other platforms, such as 10S-XR, include the Ethernet header in the configured MTU value. A configured
value of 9000 results in a max IP packet size of 9000 bytes in Cisco ACI, Cisco NX-0S, and Cisco 10S, but

results in a max IP packet size of 8986 bytes for an 10S-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant configuration guides.

We highly recommend that you test the MTU using CLI-based commands. For example, on the Cisco NX-OS

CLI, use a command such as ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet 1/1.
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WAN and Other External Networks

Networking Domains

A fabric administrator creates domain policies that configure ports, protocols, VLAN pools, and encapsulation.
These policies can be used exclusively by a single tenant, or shared. Once a fabric administrator configures
domains in the ACI fabric, tenant administrators can associate tenant endpoint groups (EPGs) to domains.

The following networking domain profiles can be configured:

* VMM domain profiles (vmmDomP) are required for virtual machine hypervisor integration.

« Physical domain profiles (physDomP) are typically used for bare metal server attachment and management
access.

« Bridged outside network domain profiles (12extDomP) are typically used to connect a bridged external
network trunk switch to a leaf switch in the ACI fabric.

« Routed outside network domain profiles (13extDomP) are used to connect a router to a leaf switch in the
ACI fabric.

* Fibre Channel domain profiles (fcDomP) are used to connect Fibre Channel VLANSs and VSANS.

A domain is configured to be associated with a VLAN pool. EPGs are then configured to use the VLANS
associated with a domain.

\)

Note EPG port and VLAN configurations must match those specified in the domain infrastructure configuration
with which the EPG associates. If not, the APIC will raise a fault. When such a fault occurs, verify that the
domain infrastructure configuration matches the EPG port and VLAN configurations.

Configuring Route Reflectors

ACI fabric route reflectors use multiprotocol BGP (MP-BGP) to distribute external routes within the fabric.
To enable route reflectors in the ACI fabric, the fabric administrator must select the spine switches that will
be the route reflectors, and provide the autonomous system (AS) number. It is recommended to configure at
least two spine nodes per pod as MP-BGP route reflectors for redundancy.

After route reflectors are enabled in the ACI fabric, administrators can configure connectivity to external
networks through leaf nodes using a component called Layer 3 Out (L30ut). A leaf node configured with an
L3Out is called a border leaf. The border leaf exchanges routes with a connected external device via a routing
protocol specified in the L30ut. You can also configure static routes via L30uts.

After both L3Outs and spine route reflectors are deployed, border leaf nodes learn external routes via L30uts,
and those external routes are distributed to all leaf nodes in the fabric via spine MP-BGP route reflectors.

Check the Verified Scalability Guide for Cisco APIC for your release to find the maximum number of routes
supported by a leaf.
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Router Peering and Route Distribution

As shown in the figure below, when the routing peer model is used, the leaf switch interface is statically
configured to peer with the external router’s routing protocol.
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Figure 6: Router Peering
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The routes that are learned through peering are sent to the spine switches. The spine switches act as route
reflectors and distribute the external routes to all of the leaf switches that have interfaces that belong to the
same tenant. These routes are longest prefix match (LPM) summarized addresses and are placed in the leaf
switch's forwarding table with the VTEP IP address of the remote leaf switch where the external router is
connected. WAN routes have no forwarding proxy. If the WAN routes do not fit in the leaf switch's forwarding
table, the traffic is dropped. Because the external router is not the default gateway, packets from the tenant
endpoints (EPSs) are sent to the default gateway in the ACI fabric.

348520

Route Import and Export, Route Summarization, and Route Community Match

Subnet route export or import configuration options can be specified according to the scope and aggregation
options described below.

For routed subnets, the following scope options are available:

« Export Route Control Subnet—Controls the export route direction.

« Import Route Control Subnet—Controls the import route direction.
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Note  Import route control is supported for BGP and OSPF, but not EIGRP.

« External Subnets for the External EPG (Security Import Subnet)—Specifies which external subnets have
contracts applied as part of a specific External Network Instance Profile (13extInstpP). For a subnet
under the 13extInstP to be classified as an External EPG, the scope on the subnet should be set to
"import-security™. Subnets of this scope determine which IP addresses are associated with the 13extInstP.
Once this is determined, contracts determine with which other EPGs that external subnet is allowed to
communicate. For example, when traffic enters the ACI switch on the Layer 3 External Outside Network
(L3extout), a lookup occurs to determine which source IP addresses are associated with the 13extInstP.
This action is performed based on Longest Prefix Match (LPM) so that more specific subnets take
precedence over more general subnets.

* Shared Route Control Subnet— In a shared service configuration, only subnets that have this property
enabled will be imported into the consumer EPG Virtual Routing and Forwarding (VRF). It controls the
route direction for shared services between VRFs.

« Shared Security Import Subnet—Applies shared contracts to imported subnets. The default specification
is External Subnets for the External EPG.

Routed subnets can be aggregated. When aggregation is not set, the subnets are matched exactly. For example,
if 11.1.0.0/16 is the subnet, then the policy will not apply to a 11.1.1.0/24 route, but it will apply only if the
route is 11.1.0.0/16. However, to avoid a tedious and error prone task of defining all the subnets one by one,
a set of subnets can be aggregated into one export, import or shared routes policy. At this time, only 0/0
subnets can be aggregated. When 0/0 is specified with aggregation, all the routes are imported, exported, or
shared with a different VRF, based on the selection option below:

* Aggregate Export—Exports all transit routes of a VRF (0/0 subnets).

 Aggregate Import—Imports all incoming routes of given L3 peers (0/0 subnets).

N

Note  Aggregate import route control is supported for BGP and OSPF, but not for
EIGRP.

» Aggregate Shared Routes—If a route is learned in one VRF but needs to be advertised to another VRF,
the routes can be shared by matching the subnet exactly, or can be shared in an aggregate way according
to a subnet mask. For aggregate shared routes, multiple subnet masks can be used to determine which
specific route groups are shared between VRFs. For example, 10.1.0.0/16 and 12.1.0.0/16 can be specified
to aggregate these subnets. Or, 0/0 can be used to share all subnet routes across multiple VRFs.

Note  Routes shared between VRFs function correctly on Generation 2 switches (Cisco Nexus N9K switches with
"EX" or "FX" on the end of the switch model name, or later; for example, N9K-93108TC-EX). On Generation
1 switches, however, there may be dropped packets with this configuration, because the physical ternary
content-addressable memory (TCAM) tables that store routes do not have enough capacity to fully support
route parsing.
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Route summarization simplifies route tables by replacing many specific addresses with an single address. For
example, 10.1.1.0/24, 10.1.2.0/24, and 10.1.3.0/24 are replaced with 10.1.0.0/16. Route summarization policies
enable routes to be shared efficiently among border leaf switches and their neighbor leaf switches. BGP,
OSPF, or EIGRP route summarization policies are applied to a bridge domain or transit subnet. For OSPF,
inter-area and external route summarization are supported. Summary routes are exported; they are not advertised
within the fabric. In the example above, when a route summarization policy is applied, and an EPG uses the
10.1.0.0/16 subnet, the entire range of 10.1.0.0/16 is shared with all the neighboring leaf switches.

\)

Note

When two L3extout policies are configured with OSPF on the same leaf switch, one regular and another for
the backbone, a route summarization policy configured on one L3extout is applied to both L3extOut policies
because summarization applies to all areas in the VRF.

As illustrated in the figure below, route control profiles derive route maps according to prefix-based and
community-based matching.

Figure 7: Route Community Matching
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The route control profile (rectrelProfile) specifies what is allowed. The Route Control Context specifies
what to match, and the scope specifies what to set. The subject profile contains the community match
specifications, which can be used by multiple 13extout instances. The subject profile (SubjP) can contain
multiple community terms each of which contains one or more community factors (communities). This
arrangement enables specifying the following boolean operations:

* Logical or among multiple community terms

* Logical and among multiple community factors

For example, a community term called northeast could have multiple communities that each include many
routes. Another community term called southeast could also include many different routes. The administrator
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could choose to match one, or the other, or both. A community factor type can be regular or extended. Care
should be taken when using extended type community factors, to ensure there are no overlaps among the
specifications.

The scope portion of the route control profile references the attribute profile (rtctriAttrp) to specify what
set-action to apply, such as preference, next hop, community, and so forth. When routes are learned from an
I13extout, route attributes can be modified.

The figure above illustrates the case where an 13extOut contains a rtctrtiProfile. A rtctrtiProfile can
also exist under the tenant. In this case, the 13extout has an interleak relation policy (L3extRsInterleakPol)
that associates it with the rtctrtlProfile under the tenant. This configuration enables reusing the
rtctrtiProfile for multiple 13extout connections. It also enables keeping track of the routes the fabric
learns from OSPF to which it gives BGP attributes (BGP is used within the fabric). A rtctrtipProfile defined
under an L3extOut has a higher priority than one defined under the tenant.

The rtctrtiProfile has two modes: combinable, and global. The default combinable mode combines
pervasive subnets (fvSubnet) and external subnets (13extSubnet) with the match/set mechanism to render
the route map. The global mode applies to all subnets within the tenant, and overrides other policy attribute
settings. A global rtctreiProfile provides permit-all behavior without defining explicit (0/0) subnets. A
global rtctrtiProfile is used with non-prefix based match rules where matching is done using different
subnet attributes such as community, next hop, and so on. Multiple rtctrtiProfile policies can be configured
under a tenant.

rtctrtiProfile policies enable enhanced default import and default export route control. Layer 3 Outside
networks with aggregated import or export routes can have import/export policies that specify supported
default-export and default—import, and supported 0/0 aggregation policies. To apply a rtctrtipProfile policy
on all routes (inbound or outbound), define a global default rtctrtiProfile that has no match rules.

\)

Note

on a switch must use the same rtctrtiProfile because a switch can have only one route map.

While multiple 13extout connections can be configured on one switch, all Layer 3 outside networks configured

The protocol interleak and redistribute policy controls externally learned route sharing with ACI fabric BGP
routes. Set attributes are supported. Such policies are supported per L3extout, per node, or per VRF. An
interleak policy applies to routes learned by the routing protocol in the L3extout. Currently, interleak and
redistribute policies are supported for OSPF v2 and v3. A route control policy rtctrtiProfile has to be
defined as global when it is consumed by an interleak policy.
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ACI Route Redistribution

Figure 8: ACI Route Redistribution
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* The routes that are learned from the OSPF process on the border leaf are redistributed into BGP for the
tenant VRF and they are imported into MP-BGP on the border leaf.

« Import route control is supported for BGP and OSPF, but not for EIGRP.
« Export route control is supported for OSPF, BGP, and EIGRP.

* The routes are learned on the border leaf where the VRF is deployed. The routes are not advertised to
the External Layer 3 Outside connection unless it is permitted by the export route control.

)

Note  When a subnet for a bridge domain/EPG is set to Advertise Externally, the subnet is programmed as a static
route on a border leaf. When the static route is advertised, it is redistributed into the EPG's Layer 3 outside
network routing protocol as an external network, not injected directly into the routing protocol.

Route Distribution Within the ACI Fabric
ACI supports the following routing mechanisms:
» Static Routes
« OSPFV2 (IPv4)
* OSPFV3 (IPv6)
* iBGP
« eBGP (IPv4 and IPv6)
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* EIGRP (IPv4 and IPv6) protocols

ACI supports the VRF-lite implementation when connecting to the external routers. Using sub-interfaces, the
border leaf can provide Layer 3 outside connections for the multiple tenants with one physical interface. The
VRF-lite implementation requires one protocol session per tenant.

Within the ACI fabric, Multiprotocol BGP (MP-BGP) is implemented between the leaf and the spine switches
to propagate the external routes within the ACI fabric. The BGP route reflector technology is deployed in
order to support a large number of leaf switches within a single fabric. All of the leaf and spine switches are
in one single BGP Autonomous System (AS). Once the border leaf learns the external routes, it can then
redistribute the external routes of a given VRF to an MP-BGP address family VPN version 4 or VPN version
6. With address family VPN version 4, MP-BGP maintains a separate BGP routing table for each VRF. Within
MP-BGP, the border leaf advertises routes to a spine switch, that is a BGP route reflector. The routes are then
propagated to all the leaves where the VRFs (or private network in the APIC GUI’s terminology) are
instantiated.

\)

Note

communities.

In the 3.2(7) release, the EIGRP metric is now carried over the BGP VPNv4 address family using extended

External Layer 3 Outside Connection Types

ACI supports the following External Layer 3 Outside connection options:
« Static Routing (supported for IPv4 and IPv6)
» OSPFv2 for normal and NSSA areas (IPv4)
» OSPFv3 for normal and NSSA areas (IPv6)
* iBGP (IPv4 and IPv6)
* eBGP (IPv4 and IPv6)
« EIGRP (IPv4 and IPv6)

The External Layer 3 Outside connections are supported on the following interfaces:

« Layer 3 Routed Interface

« Subinterface with 802.1Q tagging - With subinterface, you can use the same physical interface to provide
a Layer 2 outside connection for multiple private networks.

« Switched Virtual Interface (SVI) - With an SVI interface, the same physical interface that supports Layer
2 and Layer 3 and the same physical interface can be used for a Layer 2 outside connection and a Layer
3 outside connection.
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Figure 9: ACI Layer 3 Managed Objects
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The managed objects that are used for the L3Outside connections are:

* External Layer 3 Outside (L3ext): Routing protocol options (OSPF area type, area, EIGRP autonomous
system, BGP), private network, External Physical domain.

* Logical Node Profile: Profile where one or more nodes are defined for the External Layer 3 Outside
connections. The configurations of the router-1Ds and the loopback interface are defined in the profile.

Note  Use the same router-1D for the same node across multiple External Layer 3 Outside
connections.

Note  Within a single L30Out, a node can only be part of one Logical Node Profile.
Configuring the node to be a part of multiple Logical Node Profiles in a single
L30ut might result in unpredictable behavior, such as having a loopback address
pushed from one Logical Node Profile but not from the other. Use more path
bindings under the existing Logical Interface Profiles or create a new Logical
Interface Profile under the existing Logical Node Profile instead.
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« Logical Interface Profile: IP interface configuration for IPv4 and IPv6 interfaces. It is supported on the
Route Interfaces, Routed subinterfaces, and SVIs. The SVIs can be configured on physical ports,
port-channels, or vPCs.

» OSPF Interface Policy: Includes details such as OSPF Network Type and priority.
« EIGRP Interface Policy: Includes details such as Timers and split horizon.

» BGP Peer Connectivity Profile: The profile where most BGP peer settings, remote-as, local-as, and BGP
peer connection options are configured. You can associate the BGP peer connectivity profile with the
logical interface profile or the loopback interface under the node profile. This determines the update-source
configuration for the BGP peering session.

« External Network Instance Profile (EPG) (I3extInstP): The external EPG is also referred to as the
prefix-based EPG or InstP. The import and export route control policies, security import policies, and
contract associations are defined in this profile. You can configure multiple external EPGs under a single
L30ut. You may use multiple external EPGs when a different route or a security policy is defined on a
single External Layer 3 Outside connections. An external EPG or multiple external EPGs combine into
a route-map. The import/export subnets defined under the external EPG associate to the IP prefix-list
match clauses in the route-map. The external EPG is also where the import security subnets and contracts
are associated. This is used to permit or drop traffic for this L3out.

« Action Rules Profile: The action rules profile is used to define the route-map set clauses for the L30ut.
The supported set clauses are the BGP communities (standard and extended), Tags, Preference, Metric,
and Metric type.

« Route Control Profile: The route-control profile is used to reference the action rules profiles. This can
be an ordered list of action rules profiles. The Route Control Profile can be referenced by a tenant BD,
BD subnet, external EPG, or external EPG subnet.

There are more protocol settings for BGP, OSPF, and EIGRP L30uts. These settings are configured per tenant
in the ACI Protocol Policies section in the GUI.

)

Note  When configuring policy enforcement between external EPGs (transit routing case), you must configure the
second external EPG (InstP) with the default prefix 0/0 for export route control, aggregate export, and external
security. In addition, you must exclude the preferred group, and you must use an any contract (or desired
contract) between the transit InstPs.

About the Modes of Configuring Layer 3 External Connectivity

Because APIC supports multiple user interfaces (Uls) for configuration, the potential exists for unintended
interactions when you create a configuration with one Ul and later modify the configuration with another UI.
This section describes considerations for configuring Layer 3 external connectivity with the APIC NX-OS
style CLI, when you may also be using other APIC user interfaces.

When you configure Layer 3 external connectivity with the APIC NX-OS style CL1I, you have the choice of
two modes:

* Implicit mode, a simpler mode, is not compatible with the APIC GUI or the REST API.
» Named (or Explicit) mode is compatible with the APIC GUI and the REST API.
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In either case, the configuration should be considered read-only in the incompatible UI.

How the Modes Differ

In both modes, the configuration settings are defined within an internal container object, the *L.3 Outside™ (or
"L30ut"), which is an instance of the 13extOut class in the API. The main difference between the two modes
is in the naming of this container object instance:

* Implicit mode—the naming of the container is implicit and does not appear in the CLI commands. The
CLI creates and maintains these objects internally.

» Named mode—the naming is provided by the user. CLI commands in the Named Mode have an additional
I130ut field. To configure the named L3Out correctly and avoid faults, the user is expected to understand
the API object model for external Layer 3 configuration.

N

Note  Except for the procedures in the Configuring Layer 3 External Connectivity Using the Named Mode section,
this guide describes Implicit mode procedures.

Guidelines and Restrictions

« In the same APIC instance, both modes can be used together for configuring Layer 3 external connectivity
with the following restriction: The Layer 3 external connectivity configuration for a given combination
of tenant, VRF, and leaf can be done only through one mode.

« For a given tenant VRF, the policy domain where the External-13 EPG can be placed can be in either the
Named mode or in the Implicit mode. The recommended configuration method is to use only one mode
for a given tenant VRF combination across all the nodes where the given tenant VRF is deployed for
Layer 3 external connectivity. The modes can be different across different tenants or different VRFs and
no restrictions apply.

* In some cases, an incoming configuration to a Cisco APIC cluster will be validated against inconsistencies,
where the validations involve externally-visible configurations (northbound traffic through the L30Outs).
An Invalid Configuration error message will appear for those situations where the configuration is invalid.

« The external Layer 3 features are supported in both configuration modes, with the following exception:

* Route-peering and Route Health Injection (RHI) with a L4-L7 Service Appliance is supported only
in the Named mode. The Named mode should be used across all border leaf switches for the tenant
VRF where route-peering is involved.

« Layer 3 external network objects (I3extOut) created using the Implicit mode CLI procedures are identified
by names starting with “__ui_" and are marked as read-only in the GUI. The CLI partitions these
external-13 networks by function, such as interfaces, protocols, route-map, and EPG. Configuration
modifications performed through the REST API can break this structure, preventing further modification
through the CLI.

For the steps to remove such objects, see Troubleshooting Unwanted _ui_ Objectsin the APIC Troubleshooting
Guide.
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Profile

The following controls can be enabled for the subnets that are configured under the L30ut Network Instance

Profile.

Table 19: Route Control Options

Route control Setting

Use

Options

Export Route Control

Controls which external networks
are advertised out of the fabric
using route-maps and IP prefix
lists. An IP prefix list is created on
the BL switch for each subnet that
is defined. The export control
policy is enabled by default and is
supported for BGP, EIGRP, and
OSPF.

Specific match (prefix and prefix
length).

Import Route Control

Controls the subnets that are
allowed into the fabric. Can include
set and match rules to filter routes.
Supported for BGP and OSPF, but
not for EIGRP. If you enable the
import control policy for an
unsupported protocol, it is
automatically ignored. The import
control policy is not enabled by
default, but you can enable it on the
Create Routed Outside panel. On
the I dentity tab, enable Route
Control Enforcement: Import.

Specific match (prefix and prefix
length) .

Security Import Subnet

Used to permit the packets to flow
between two prefix-based EPGs.
Implemented with ACLSs.

Uses the ACL match prefix or
wildcard match rules.

Aggregate Export

Used to allow all prefixes to be
advertised to the external peers.
Implemented with the 0.0.0.0/ le 32
IP prefix-list.

Only supported for 0.0.0.0/0 subnet
(all prefixes).

Aggregate Import

Used to allow all prefixes that are
inbound from an external BGP
peer. Implemented with the
0.0.0.0/0 le 32 IP prefix-list.

Only supported for the 0.0.0.0/0
subnet (all prefixes).

You may prefer to advertise all the transit routes out of an L3Out connection. In this case, use the aggregate
export option with the prefix 0.0.0.0/0. Using this aggregate export option creates an IP prefix-list entry (permit
0.0.0.0/0 le 32) that the APIC system uses as a match clause in the export route-map. Use the show route-map
<outbound route-map> and show ip prefix-list <match-clause> commands to view the output.
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If you enable aggregate shared routes, if a route learned in one VRF must be advertised to another VRF, the
routes can be shared by matching the subnet exactly, or they can be shared by using an aggregate subnet mask.
Multiple subnet masks can be used to determine which specific route groups are shared between VRFs. For
example, 10.1.0.0/16 and 12.1.0.0/16 can be specified to aggregate these subnets. Or, 0/0 can be used to share

all subnet routes across multiple VRFs.

\)

Note  Routes shared between VRFs function correctly on Generation 2 switches (Cisco Nexus N9K switches with
"EX" or "FX" on the end of the switch model name, or later; for example, N9K-93108TC-EX). On Generation
1 switches, however, there may be dropped packets with this configuration, because the physical ternary
content-addressable memory (TCAM) tables that store routes do not have enough capacity to fully support

route parsing.

ACI Layer 3 Outside Network Workflows

This workflow provides an overview of the steps required to configure a Layer 3 Outside (L30ut) network

connection.

Figure 10: Layer 3 outside network connection
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« Ensure that you have read/write access privileges to the infra security domain.

« Ensure that the target leaf switches with the necessary interfaces are available.
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Configure a Layer 3 Outside Network

Choose which of these L3Out scenarios you will use:

* For an L30ut that will be consumed within a single tenant, follow the instructions for configuring BGP
or OSPF.

« For an L30ut that will be consumed (shared) among multiple tenants, follow the "Shared Layer 3 Out"
guidelines.

« For an L30ut transit routing use case, follow ACI transit routing instructions.

Note: This feature requires APIC release 1.2(1x) or later.
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Prerequisites for Configuring Layer 3 Networks

This chapter contains the following sections:

« Layer 3 Prerequisites, on page 31

Layer 3 Prerequisites

Before you begin to perform the tasks in this guide, complete the following:

« Ensure that the ACI fabric and the APIC controllers are online, and the APIC cluster is formed and
healthy—For more information, see Cisco APIC Getting Started Guide, Release 2.x.

« Ensure that fabric administrator accounts for the administrators that will configure Layer 3 networks are
available—For instructions, see the User Access, Authentication, and Accounting and Management
chapters in Cisco APIC Basic Configuration Guide.

« Ensure that the target leaf and spine switches (with the necessary interfaces) are available—For more
information, see Cisco APIC Getting Started Guide, Release 2.x.

For information about installing and registering virtual switches, see Cisco ACI Virtualization Guide.

« Configure the tenants, bridge domains, VRFs, and EPGs (with application profiles and contracts) that
will consume the Layer 3 networks—For instructions, see the Basic User Tenant Configuration chapter
in Cisco APIC Basic Configuration Guide.

« Configure NTP, DNS Service, and DHCP Relay policies—For instructions, see the Provisioning Core
ACI Fabric Services chapter in Cisco APIC Basic Configuration Guide, Release 2.x.

A

Caution  If you install 1 Gigabit Ethernet (GE) or 10GE links between the leaf and spine switches in the fabric, there
is risk of packets being dropped instead of forwarded, because of inadequate bandwidth. To avoid the risk,
use 40GE or 100GE links between the leaf and spine switches.

Bridge Domain Configurations

The Layer 3 Configurationstab of the bridge domain panel allows the administrator to configure the following
parameters:
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* Unicast Routing: If this setting is enabled and a subnet address is configured, the fabric provides the
default gateway function and routes the traffic. Enabling unicast routing also instructs the mapping
database to learn the endpoint IP-to-VTEP mapping for this bridge domain. The IP learning is not
dependent upon having a subnet configured under the bridge domain.

» Subnet Address: This option configures the SVI IP addresses (default gateway) for the bridge domain.

 Limit IP Learning to Subnet: This option is similar to a unicast reverse-forwarding-path check. If this
option is selected, the fabric will not learn IP addresses from a subnet other than the one configured on
the bridge domain.

A

Caution  Enabling Limit I P Learning to Subnet is disruptive to the traffic in the bridge domain.
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Routed Connectivity to External Networks

This chapter contains the following sections:

» About Routed Connectivity to Outside Networks, on page 33

« Layer 3 Out for Routed Connectivity to External Networks, on page 33
« Guidelines for Routed Connectivity to Outside Networks, on page 35

« Configuring Layer 3 Outside for Tenant Networks, on page 38

About Routed Connectivity to Outside Networks

A Layer 3 outside network configuration (L3Out) defines how traffic is forwarded outside of the fabric. Layer
3 is used to discover the addresses of other nodes, select routes, select quality of service, and forward the
traffic that is entering, exiting, and transiting the fabric.

)

Note  For guidelines and cautions for configuring and maintaining Layer 3 outside connections, see Guidelines for
Routed Connectivity to Outside Networks, on page 35.

For information about the types of L3Outs, see External Layer 3 Outside Connection Types, on page 24.

Layer 3 Out for Routed Connectivity to External Networks

Routed connectivity to external networks is enabled by associating a fabric access (infralnfra) external
routed domain (13extDomP) with a tenant Layer 3 external instance profile (13extinstP or external EPG) of
a Layer 3 external outside network (13extout), in the hierarchy in the following diagram:

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



Routed Connectivity to External Networks |
. Layer 3 Out for Routed Connectivity to External Networks

Figure 11: Policy Model for Layer 3 External Connections
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A Layer 3 external outside network (13extout object) includes the routing protocol options (BGP, OSPF, or
EIGRP or supported combinations) and the switch-specific and interface-specific configurations. While the
13extout contains the routing protocol (for example, OSPF with its related Virtual Routing and Forwarding

(VRF) and area ID), the Layer 3 external interface profile contains the necessary OSPF interface details. Both
are needed to enable OSPF.

The 13extInstP EPG exposes the external network to tenant EPGs through a contract. For example, a tenant
EPG that contains a group of web servers could communicate through a contract with the 13extinstr EPG
according to the network configuration contained in the 13extout. The outside network configuration can
easily be reused for multiple nodes by associating the nodes with the L3 external node profile. Multiple nodes
that use the same profile can be configured for fail-over or load balancing. Also, a node can be added to
multiple I3extOuts resulting in VRFs that are associated with the I3extOuts also being deployed on that node.
For scalability information, refer to the current Verified Scalability Guide for Cisco ACI.
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Guidelines for Routed Connectivity to Outside Networks

Use the following guidelines when creating and maintaining Layer 3 outside connections.

Topic Caution or Guideline

Issue where a border leaf switch ina | If the following conditions exist in your configuration:
VPC pair forwards a BGP packet with
an incorrect VNID to an on-peer
learned endpoint « For the two leaf switches connected behind the L3Out, the
destination endpoint is connected to the second (peer) border
leaf switch, and the endpoint is on-peer learned on that leaf
switch

« Two leaf switches are part of a vPC pair

If the endpoint is on-peer learned on the ingress leaf switch that
receives a BGP packet that is destined to the on-peer learned
endpoint, an issue might arise where the transit BGP connection fails
to establish between the first layer 3 switch behind the L30Out and
the on-peer learned endpoint on the second leaf switch in the vPC
pair. This might happen in this situation because the transit BGP
packet with port 179 is forwarded incorrectly using the bridge domain
VNID instead of the VRF VNID.

To resolve this issue, move the endpoint to any other non-peer leaf
switch in the fabric so that it is not learned on the leaf switch.

Border leaf switches and GIR If a border leaf switch has a static route and is placed in Graceful
(maintenance) mode Insertion and Removal (GIR) mode, or maintenance mode, the route
from the border leaf switch might not be removed from the routing
table of switches in the ACI fabric, which causes routing issues.

To work around this issue, either:

« Configure the same static route with the same administrative
distance on the other border leaf switch, or

« Use IP SLA or BFD for track reachability to the next hop of
the static route

Updates through CLI For Layer 3 external networks created through the API or GUI and
updated through the CLI, protocols need to be enabled globally on
the external network through the API or GUI, and the node profile
for all the participating nodes needs to be added through the API or
GUI before doing any further updates through the CLI.

Loopbacks for Layer 3 networks on | When configuring two Layer 3 external networks on the same node,
same node the loopbacks need to be configured separately for both Layer 3
networks.

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



. Guidelines for Routed Connectivity to Outside Networks

Routed Connectivity to External Networks |

Topic

Caution or Guideline

Ingress-based policy enforcement

Starting with Cisco APIC release 1.2(1), ingress-based policy
enforcement enables defining policy enforcement for Layer 3 Outside
(L30ut) traffic for both egress and ingress directions. The default is
ingress. During an upgrade to release 1.2(1) or higher, existing L30ut
configurations are set to egress so that the behavior is consistent with
the existing configuration. You do not need any special upgrade
sequence. After the upgrade, you change the global property value
to ingress. When it has been changed, the system reprograms the
rules and prefix entries. Rules are removed from the egress leaf and
installed on the ingress leaf, if not already present. If not already
configured, an Actrl prefix entry is installed on the ingress leaf.
Direct server return (DSR), and attribute EPGs require ingress based
policy enforcement. vzAny and taboo contracts ignore ingress based
policy enforcement. Transit rules are applied at ingress.

Bridge Domains with L3Outs

A bridge domain in a tenant can contain a public subnet that is
advertised through an 13extout provisioned in the common tenant.

Bridge domain route advertisement For
OSPF and EIGRP

When both OSPF and EIGRP are enabled on the same VRF on a
node and if the bridge domain subnets are advertised out of one of
the L3Outs, it will also get advertised out of the protocol enabled on
the other L3Out.

For OSPF and EIGRP, the bridge domain route advertisement is per
VRF and not per L30ut. The same behavior is expected when
multiple OSPF L3Outs (for multiple areas) are enabled on the same
VRF and node. In this case, the bridge domain route will be
advertised out of all the areas, if it is enabled on one of them.

BGP Maximum Prefix Limit

Starting with Cisco APIC release 1.2(1x), tenant policies for BGP
13extout connections can be configured with a maximum prefix
limit, that enables monitoring and restricting the number of route
prefixes received from a peer. Once the maximum prefix limit has
been exceeded, a log entry is recorded, and further prefixes are
rejected. The connection can be restarted if the count drops below
the threshold in a fixed interval, or the connection is shut down. Only
one option can be used at a time. The default setting is a limit of
20,000 prefixes, after which new prefixes are rejected. When the
reject option is deployed, BGP accepts one more prefix beyond the
configured limit, before the APIC raises a fault.
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Topic

Caution or Guideline

MTU

Note

Cisco ACI does not support IP fragmentation. Therefore, when you
configure Layer 3 Outside (L30ut) connections to external routers,
or Multi-Pod connections through an Inter-Pod Network (IPN), it
is recommended that the interface MTU is set appropriately on both
ends of a link. On some platforms, such as Cisco ACI, Cisco NX-OS,
and Cisco IOS, the configurable MTU value does not take into
account the Ethernet headers (matching IP MTU, and excluding the
14-18 Ethernet header size), while other platforms, such as 10S-XR,
include the Ethernet header in the configured MTU value. A
configured value of 9000 results in a max IP packet size of 9000
bytes in Cisco ACI, Cisco NX-OS, and Cisco 10S, but results in a
max IP packet size of 8986 bytes for an 10S-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant
configuration guides.

We highly recommend that you test the MTU using CLI-based
commands. For example, on the Cisco NX-OS CLI, use acommand
such as ping 1.1.1.1 df-bit packet-size 9000
source-interface ethernet 1/1.

Layer 4 to Layer 7

When you are using a multinode service graph, you must have the
two EPGs in separate VRF instances. For these functions, the system
must do a Layer 3 lookup, so the EPGs must be in separate VRFs.
This limitation follows legacy service insertion, based on Layer 2
and Layer 3 lookups.

QoS for L30uts

To configure QoS policies for an L30ut and enable the policies to
be enforced on the BL switch where the L3Out is located, use the
following guidelines:

» The VRF Policy Control Enforcement Direction must be set
toEgress.

 The VRF Policy Control Enforcement Preference must be set
to Enabled.

« When configuring the contract that controls communication
between the EPGs using the L30Out, include the QoS class or
Target DSCP in the contract or subject of the contract.

ICMP settings

ICMP redirect and ICMP unreachable are disabled by default in
Cisco ACI to protect the switch CPU from generating these packets.
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Configuring Layer 3 Outside for Tenant Networks

Configuring a Tenant Layer 3 Outside Network Connection Overview

This topic provides a typical example of how to configure a Layer 3 Outside for tenant networks when using
Cisco APIC.

The examples in this chapter use the following topology:
Figure 12: Layer 3 External Connections Topology
Spine Spine

APIC Switch Switch
104 105

Border Leaf
Switch 103

501761

- P

In this example, the Cisco ACI fabric has 3 leaf switches and two spine switches, that are controlled by an
APIC cluster. The nonborder leaf switches (101 and 102) are connected to a web server and a database server.
The border leaf switch (103) has an L3Out on it providing connection to a router and thus to the Internet. The
goal of this example is to enable the web server to communicate through the L3Out on the border leaf switch
to an endpoint (EP) on the Internet.

In this example, the tenant that is associated with the L3Out is 1, with VRF v1, and L30ut external EPG,
extnwl.

Before configuring an L30ut, configure the node, port, functional profile, AEP, and Layer 3 domain. You
must also configure the spine switches 104 and 105 as BGP route reflectors.

Configuring the L3Out includes defining the following components:
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1. Tenant and VRF
2. Node and interface on leaf 103

3. Primary routing protocol (used to exchange routes between border leaf switch and external routers; in
this example, BGP)

4.  Connectivity routing protocol (provides reachability information for the primary protocol; in this example,
OSPF)

External EPG

Route map

5

6

7.  Bridge domain
8 At least one application EPG on node 101
9

Filters and contracts

10. Associate the contracts with the EPGs

The following table lists the names that are used in the examples in this chapter:

Property Node 103 (Border Leaf) Node 101 (Non-Border Leaf)
Tenant tl tl

VRF vl vl

Layer 3 Outside 13outl --

Bridge domain -- bd1 with subnet 44.44.44.1/24
Node Node 103, with profile nodep1 with | Node 101

router ID 11.11.11.103 and path
through 12.12.12.3/24

Interface OSPF interface ifp1 at eth/1/3 with | --
IP address 11.11.11.1/24
BGP details Peer address 15.15.15.2/24 and --
ASN 100
OSPF details OSPF area 0.0.0.0 and type Regular | --
EPG External EPG extnwi at Application app1 with epg1, with
20.20.20.0/24 bd1l
Route Control Profile rpl with a route control context | --
ctxpl
Route map mapl With rule match-rulel with |--

a route destination 200.3.2.0/24

Filter http-Filter http-filter

Contract httpCtrct provided by extnwl httpCtrct consumed by epgl
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Configuring Layer 3 Outside for Tenant Networks Using the REST API

Procedure

Step 1

Step 2

Step 3

The external routed network that is configured in the example can also be extended to support both IPv4 and
IPv6. Both IPv4 and IPv6 routes can be advertised to and learned from the external routed network. To
configure an L30Out for a tenant network, send a post with XML such as the example.

This example is broken into steps for clarity. For a merged example, see REST API Example: L30Out, on page
43.

Before you begin
« Configure the node, port, functional profile, AEP, and Layer 3 domain.
« Create the external routed domain and associate it to the interface for the L3Out.

« Configure a BGP route reflector policy to propagate the routes within the fabric.

For an XML example of these prerequisites, see REST APl Example: L3Out Prerequisites, on page 42.

Configure the tenant, VRF, and bridge domain.

This example configures tenant 1 with VRF vi1 and bridge domain bd1. The tenant, VRF, and BD are not
yet deployed.

Example:

<fvTenant name="tl1l">
<fvCtx name="v1'/>
<fvBD name="bd1l'>
<fvRsCtx tnFvCtxName='v1"/>
<fvSubnet ip="44.44_44_.1/24" scope="public'/>
<fvRsBDToOut tnL3extOutName="13outl"/>
</fvBD>/>
</fvTenant>

Configure an application profile and application EPG.

This example configures application profile app1 (on node 101), EPG epg1, and associates the EPG with bd1
and the contract httpCtrct, as the consumer.

Example:

<fvAp name="appl''>
<fvAEPg name="epgl''>
<fvRsDomAtt instrimedcy="immediate" tDn="uni/phys-doml''/>
<fvRsBd tnFvBDName="bd1" />
<fvRsPathAtt encap="vlan-2011" instrimedcy="immediate" mode="regular"
tbn=""topology/pod-1/paths-101/pathep-[ethl/3]"/>
<fvRsCons tnVzBrCPName="httpCtrct"/>
</TfvAEPg>
</fvAp>

Configure the node and interface.

This example configures VRF vi1 on node 103 (the border leaf switch), with the node profile, nodep1, and
router ID 11.11.11.103. It also configures interface eth1/3 as a routed interface (Layer 3 port), with IP
address 12.12.12.1/24 and Layer 3 domain dom1.
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Step 5

Step 6

Step7
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Example:

<I3extOut name="13outl">
<I3extRsEctx tnFvCtxName="'v1''/>
<I3extLNodeP name="'nodepl'>
<I3extRsNodelL30utAtt rtrid="11.11.11.103" tDn="topology/pod-1/node-103"/>
<I3extLIfP name="ifpl'/>
<I3extRsPathL30utAtt addr="12.12.12.3/24" iflnstT="13-port"
tDn=""topology/pod-1/paths-103/pathep-[ethl/3]"/>
</13extLIfP>
</13extLNodeP>
<I3extRsL3DomAtt tDn="'uni/13dom-doml"/>
</13extOut>

Configure the routing protocol.

This example configures BGP as the primary routing protocol, with a BGP peer with the IP address, 15.15.15.2
and ASN 100.

Example;

<I3extOut name="13outl">
<I3extLNodeP name=""nodepl'>
<bgpPeerP addr="15.15.15.2">
<bgpAsP asn="'100""/>
</bgpPeerpP>
</13extLNodeP>
<bgpExtP/>
</13extOut>

Configure the connectivity routing protocol.
This example configures OSPF as the communication protocol, with regular area ID 0.0.0.0.

Example:

<13extOut name="13outl">
<ospfExtP areald="0.0.0.0" areaType="regular'/>
<13extLNodeP name='"nodepl'>
<13extLIfP name=""ifpl">
<ospfIfP/>
<13extlfP>
<13extLNodeP>
</13extout>

Configure the external EPG.

This example configures the network 20.20.20.0/24 as external network extnwi. It also associates extnwi
with the route control profile rp1 and the contract httpCtrct, as the provider.

Example:

<13extOut name="13outl">
<I3extInstP name="extnwl'>
<I3extSubnet ip=""20.20.20.0/24" scope="import-security'/>
<fvRsProv tnVzBrCPName="httpCtrct'/>
</13extInstP>
</13extOut>

Optional. Configure a route map.

This example configures a route map for the BGP peer in the outbound direction. The route map is applied
for routes that match a destination of 200.3.2.0/24. Also, on a successful match (if the route matches this
range) the route AS PATH attribute is updated to 200 and 100.

Example:
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<fvTenant name=""t1">
<rtctrilSubjP name="match-rulel'>
<rtctriMatchRtDest ip="200.3.2.0/24"/>
</rtctriSubjP>
<13extOut name="13outl">
<rtctrlProfile name="rpl">
<rtctriICtxP name="ctxpl" action="permit" order="0">

<rtctrlScope>
<rtctrlRsScopeToAttrP tnRtctrlAttrPName="attrpl"/>
</rtctrlScope>
<rtctrIRsCtxPToSubjP tnRtctrliSubjPName="match-rulel"/>
</rtctriCtxP>

</rtctriProfile>

<I3extInstP name="extnwl'>
<I3extSubnet 1p=""20.20.20.0/24" scope="import-security'/>
<I3extRsInstPToProfile direction="export® tnRtctriProfileName="rpl"/>
<fvRsProv tnVzBrCPName="httpCtrct'/>

</13extInstP>

</13extOut>
</fvTenant>

Step 8 This example creates filters and contracts to enable the EPGs to communicate. The external EPG and the
application EPG are already associated with the contract httpCtrct as provider and consumer respectively.
The scope of the contract (where it is applied) can be within the application profile, the tenant, the VRF, or
it can be used globally (throughout the fabric). In this example, the scope is the VRF (context).

Example:

<vzFilter name="http-filter'>
<vzEntry name="http-e" etherT="ip" prot="tcp'/>
</vzFilter>
<vzBrCP name="httpCtrct" scope="context'>
<vzSubj name="subjl'>
<vzRsSubjFiltAtt tnVzFilterName="http-filter'/>
</vzSubj>
</vzBrCP>

REST API Example: L30ut Prerequisites

This example configures the node, port, functional profile, AEP, and Layer 3 domain:

<?xml version="1.0" encoding="UTF-8"7?>

<!-- api/policymgr/mo/.xml -->
<polUni>
<infralnfra>
<!-- Node profile -->

<infraNodeP name='"nodeP1'>
<infralLeafS name="leafS1" type="range'>
<infraNodeBlk name="NodeBIk1" from ="101" to_='"103" />

</infralLeafS>

<infraRsAccPortP tDn="uni/infra/accportprof-PortP1"” />
</infraNodeP>
<!-- Port profile -->
<infraAccPortP name="PortP1'>

<!-- 12 regular ports -->

<infraHPortS name="PortS1" type="range'>
<infraPortBlk name="portBIkl" fromCard="1" toCard="1" fromPort="3"
toPort="32"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-default” />
</infraHPortS>
</infraAccPortpP>
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<!-- Functional profile -->
<infraFuncP>
<I1-- Regular port group -->

<infraAccPortGrp name="default'>
<infraRsAttEntP tDn="uni/infra/attentp-aePl" />
</infraAccPortGrp>
</infraFuncP>
<infraAttEntityP name="aeP1'>
<infraRsDomP tDn="uni/phys-doml"/>
<infraRsDomP tDn="uni/13dom-doml/>
</infraAttEntityP>
<fvnsVlanlnstP name="vlan-1024-2048" allocMode="static">
<fvnsEncapBlk name="encap' from="vlan-1024" to="vlan-2048" status='created'/>
</fvnsVlanlnstP>
</infralnfra>
<physDomP dn="uni/phys-doml" name='‘doml1''>
<infraRsVlanNs tDn="uni/infra/vlanns-[vlan-1024-2048]-static'/>
</physDomP>
<13extDomP name="‘doml1''>
<infraRsVlanNs tDn="uni/infra/vlanns-[vlan-1024-2048]-static" />
</ 13extDomP>
</polUni>

The following example configures the required BGP route reflectors:

<I-- Spine switches 104 and 105 are configured as route reflectors -->
<?xml version="1.0" encoding="UTF8"?>
<!-- api/policymgr/mo/.xml -->
<polUni>
<bgpInstPol name="default'>
<bgpAsP asn="'100"/>
<bgpRRP>
<bgpRRNodePEp id=""104"/>
<bgpRRNodePEp id="105"/>
</bgpRRP>
</bgplInstPol>
<fabricFuncP>
<fabricPodPGrp name="bgpRRPodGrpl'>
<fabricRsPodPGrpBGPRRP tnBgplnstPolName="default'/>
</fabricPodPGrp>
</fabricFuncP>
<fabricPodP name="default'>
<fabricPodS name="default" type="ALL">
<fabricRsPodPGrp tDn="uni/fabric/funcprof/podpgrp-bgpRRPodGrpl"/>
</fabricPodS>
</fabricPodP>
</polUni>

REST API Example: L30ut

The following example provides a merged version of the steps to configure an L3Out using the REST API.

<?xml version="1.0" encoding="UTF8"?>
<I-- api/policymgr/mo/._xml -->
<polUni>
<fvTenant name=""tl1l">
<fvCtx name="v1'/>
<fvBD name="bd1"'>
<fvRsCtx tnFvCtxName="v1"/>
<fvSubnet ip="44.44_44_.1/24" scope="public'/>
<fvRsBDToOut tnL3extOutName="13outl"/>
</fvBD>
<fvAp name="appl'>
<fvAEPg name="epgl'>
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<fvRsDomAtt instrimedcy="immediate" tDn="uni/phys-doml"/>
<fvRsBd tnFvBDName="bdl" />
<fvRsPathAtt encap="vlan-2011" instrimedcy="immediate" mode="regular”
tDn=""topology/pod-1/paths-101/pathep-[ethl/3]"/>
<fvRsCons tnVzBrCPName="httpCtrct'/>
</fvAEPg>
</fvAp>
<13extOut name="13outl">
<I3extRsEctx tnFvCtxName="v1'/>
<l13extLNodeP name="nodepl'>
<I3extRsNodelL30utAtt rtrid="11.11.11.103" tDn="topology/pod-1/node-103"/>
<13extLIfP name=""ifpl">
<I13extRsPathL30utAtt addr="12.12.12.3/24" ifInstT="13-port"
tDn=""topology/pod-1/paths-103/pathep-[ethl1/3]"/>
</13extLIfP>
<bgpPeerP addr="15.15.15.2">
<bgpAsP asn="100"/>
</bgpPeerpP>
</13extLNodeP>
<13extRsL3DomAtt tDn="uni/13dom-doml"/>
<bgpExtP/>
<ospfExtP areald="0.0.0.0" areaType="regular'/>
<l3extInstP name="extnwl" >
<I3extSubnet 1p=""20.20.20.0/24" scope="import-security'/>
<I3extRsInstPToProfile direction="export" tnRtctriProfileName="rpl"/>
<fvRsProv tnVzBrCPName="httpCtrct'/>
</13extInstP>
<rtctrlProfile name="rpl">
<rtctriICtxP name="ctxpl" action="permit" order="0">
<rtctrlScope>
<rtctriIRsScopeToAttrP tnRtctrlAttrPName="attrpl'/>
</rtctrlScope>
<rtctrIRsCtxPToSubjP tnRtctriSubjPName="match-rulel"/>
</rtctriCtxP>
</rtctriProfile>
</13extOut>
<rtctrlSubjP name="match-rulel'>
<rtctriMatchRtDest ip="200.3.2.0/24"/>
</rtctriSubjP>
<rtctrlAttrP name="attrpl'>
<rtctrlSetASPath criteria="prepend'>
<rtctrlSetASPathASN asn="100" order="2"/>
<rtctrlSetASPathASN asn="200" order="1"/>
</rtctrlSetASPath>
</rtctrlAttrP>
<vzFilter name="http-filter">
<vzEntry name="http-e'" etherT="ip" prot="tcp"/>
</vzFilter>
<vzBrCP name="httpCtrct" scope="context'>
<vzSubj name="subjl'>
<vzRsSubjFiltAtt tnVzFilterName="http-filter"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>

Configuring a Layer 3 Outside for Tenant Networks Using the NX-OS Style CLI

These steps describe how to configure a Layer 3 outside network for tenant networks. This example shows
how to deploy a node and L3 port for tenant VRF external L3 connectivity using the NX-OS CLI.
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Procedure

Step 1

Step 2

Step 3

Configuring a Layer 3 Outside for Tenant Networks Using the NX-OS Style CLI .

This example is broken into steps for clarity. For a merged example, see NX-OS Style CLI Example: L3Out,
on page 48.

Before you begin
« Configure the node, port, functional profile, AEP, and Layer 3 domain.
« Configure a VLAN domain using the vlan-domain domain and vlan vian-range commands.

« Configure a BGP route reflector policy to propagate the routed within the fabric.

For an example using the commands for these prerequisites, see NX-OS Style CLI Example: L30Out
Prerequisites, on page 48.

Configure the tenant and VRF.
This example configures tenant t1 with VRF vi1. They are not yet deployed.

Example:

apicl# configure

apicl(config)# tenant tl
apicl(config-tenant)# vrf context vl
apicl(config-tenant-vrf)# exit
apicl(congig-tenant)# exit
apicl(config)#

Configure the node and interface for the L3Out.

This example configures VRF vi1 on node 103 (the border leaf switch), which is named nodep1, with router
ID 11.11.11.103. It also configures interface eth1/3 as a routed interface (Layer 3 port), with IP address
12.12.12.3/24 and Layer 3 domain dom1.

Example:

apicl(config)# leaf 103

apicl(config-leaf)# vrf context tenant tl1 vrf vl
apicl(config-leaf-vrf)# router-id 11.11.11.103
apicl(config-leaf-vrf)# exit
apicl(config-leaf)# interface ethernet 1/3
apicl(config-leaf-if)# vlan-domain member doml
apicl(config-leaf-if)# no switchport
apicl(config-leaf-if)# vrf member tenant tl vrf vl
apicl(config-leaf-if)# ip address 12.12.12.3/24
apicl(config-leaf-if)# exit

apicl(config-leaf)# exit

Configure the routing protocol.

This example configures BGP as the primary routing protocol, with a BGP peer address, 15.15.15.2 and
ASN 100.

Example:

apicl(config)# leaf 103
apicl(config-leaf)# router bgp 100
apicl(config-leaf-bgp)# vrf member tenant tl vrf vl
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Step 4

Step 5

Step 6

apicl(config-leaf-bgp-vrf)# neighbor 15.15.15.2
apicl(config-leaf-bgp-vrf-neighbor)# exit
apicl(config-leaf-bgp-vrf)# exit
apicl(config-leaf-bgp)# exit
apicl(config-leaf)# exit

Optional. Configure a connectivity routing protocol.

This example configures OSPF as the communication protocol, with regular area ID 0.0.0.0, with loopback
address 30.30.30.0.

Example:

apicl(config)# leaf 103

apicl(config-leaf)# router ospf default
apicl(config-leaf-ospf)# vrf member tenant tl vrf vl
apicl(config-leaf-ospf-vrf)# area 0.0.0.0 loopback 30.30.30.0
apicl(config-leaf-ospf-vrf)# exit

apicl(config-leaf-ospf)# exit

apicl(config-leaf)# exit

Configure the external EPG on node 103.
In this example, the network 20.20.20.0/24 is configured as the external network extnwi.

Example:

apicl(config)# tenant tl

apicl(config-tenant)# external-13 epg extnwl
apicl(config-tenant-13ext-epg)# vrf member vl
apicl(config-tenant-13ext-epg)# match ip 20.20.20.0/24
apicl(config-tenant-13ext-epg)# exit
apicl(config-tenant)# exit

apicl(config)# leaf 103

apicl(config-leaf)# vrf context tenant tl1 vrf vl
apicl(config-leaf-vrf)# external-13 epg extnwl
apicl(config-leaf-vrf)# exit

Optional. Configure a route map.

This example configures a route map rp1 for the BGP peer in the outbound direction. The route map is applied
for routes that match a destination of 200.3.2.0/24. Also, on a successful match (if the route matches this
range) the route AS PATH attribute is updated to 200 and 100.

Example:

apicl(config-leaf)# template route group match-rulel tenant tl
apicl(config-route-group)# ip prefix permit 200.3.2.0/24
apicl(config-route-group)# exit

apicl(config-leaf)# vrf context tenant tl1 vrf vl
apicl(config-leaf-vrf)# route-map rpl
apicl(config-leaf-vrf-route-map)# match route group match-rulel order O
apicl(config-leaf-vrf-route-map-match)# exit
apicl(config-leaf-vrf-route-map)# exit
apicl(config-leaf-vrf)# exit

apicl(config)# leaf 103

apicl(config-leaf)# router bgp 100

apicl(config-leaf-bgp)# vrf member tenant tl1 vrf vl
apicl(config-leaf-bgp-vrf)# neighbor 15.15.15.2
apicl(config-leaf-bgp-vrf-neighbor)# route-map rpl in
apicl(config-leaf-bgp-vrf-neighbor)# exit
apicl(config-leaf-bgp-vrf)#exit

apicl(config-leaf-bgp)# exit

apicl(config-leaf)# exit
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Step 7 Add a bridge domain.

Example:

apicl(config)# tenant tl

apicl(config-tenant)# bridge-domain bdl

apicl(config-tenant-bd)# vrf member vi

apicl(config-tenant-bd)# exit

apicl(config-tenant)# interface bridge-domain bdl
apicl(config-tenant-interface)# ip address 44.44.44.1/24 scope public
apicl(config-tenant-interface)# exit

apicl(config-tenant)# exit

apicl(config)# leaf 101

apicl(config-leaf)# vrf context tenant tl1 vrf vl
apicl(config-leaf-vrf)# route-map rpl
apicl(config-leaf-vrf-route-map)# match bridge-domain bdl tenant tl
apicl(config-leaf-vrf-route-map-match)# exit
apicl(config-leaf-vrf-route-map)# exit

apicl(config-leaf-vrf)# exit

apicl(config-leaf)# exit

Step 8 Create an application EPG on node 101.

Example:

apicl(config)# tenant tl

apicl(config-tenant)# application appl
apicl(config-tenant-app)# epg epgl
apicl(config-tenant-app-epg)# bridge-domain member bdl
apicl(config-tenant-app-epg)# exit
apicl(config-tenant-app)# exit

apicl(config-tenant)# exit

apicl(config)# leaf 101

apicl(config-leaf)# interface ethernet 1/3
apicl(config-leaf-if)# vlan-domain member doml
apicl(config-leaf-if)# switchport trunk allowed vlan 2011 tenant tl1 application appl epg
epgl

apicl(config-leaf-if)# exit

apicl(config-leaf)# exit

apicl(config)#

Step 9 Create filters (access-lists) and contracts.

Example:

apicl(config)# tenant tl
apicl(config-tenant)# access-list http-filter
apicl(config-tenant-acl)# match ip
apicl(config-tenant-acl)# match tcp dest 80
apicl(config-tenant-acl)# exit
apicl(config-tenant)# contract httpCtrct
apicl(config-tenant-contract)# scope vrf
apicl(config-tenant-contract)# subject subjl
apicl(config-tenant-contract-subj)# access-group http-filter both
apicl(config-tenant-contract-subj)# exit
apicl(config-tenant-contract)# exit

Step 10 Configure contracts and associate them with EPGs.

Example;

apicl(config-tenant)# external-13 epg extnwl
apicl(config-tenant-13ext-epg)# vrf member vl
apicl(config-tenant-13ext-epg)# contract provider httpCtrct
apicl(config-tenant-13ext-epg)# exit

apicl(config-tenant)# application appl
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apicl(config-tenant-app)# epg epgl
apicl(config-tenant-app-epg)# contract consumer httpCtrct
apicl(config-tenant-app-epg)# exit
apicl(config-tenant-app)# exit

apicl(config-tenant)# exit

apicl(config)#

NX-OS Style CLI Example: L30ut Prerequisites
Before you can configure an L30ut, perform the following steps:
1. Configure a VLAN domain:

apicl# configure

apicl(config)# vlan-domain doml
apicl(config-vlan)# vlan 1024-2048
apicl(config-vlan)# exit

2. Configure BGP route reflectors:

apicl(config)# bgp-fabric
apicl(config-bgp-fabric)# asn 100
apicl(config-bgp-fabric)# route-reflector spine 104,105

NX-OS Style CLI Example: L30ut

The following example provides a merged version of the steps to configure an L3Out using the NX-OS style
CLI. Configure the following prerequisites before configuring the L30Out.

apicl# configure

apicl(config)# tenant tl

apicl(config-tenant)# vrf context vl
apicl(config-tenant-vrf)# exit
apicl(config-tenant)# exit

apicl(config)# leaf 103

apicl(config-leaf)# vrf context tenant tl1 vrf vl
apicl(config-leaf-vrf)# router-id 11.11.11.103
apicl(config-leaf-vrf)# exit

apicl(config-leaf)# interface ethernet 1/3
apicl(config-leaf-if)# vlan-domain member doml
apicl(config-leaf-if)# no switchport
apicl(config-leaf-if)# vrf member tenant tl vrf vl
apicl(config-leaf-if)# ip address 12.12.12.3/24
apicl(config-leaf-if)# exit

apicl(config-leaf)# router bgp 100
apicl(config-leaf-bgp)# vrf member tenant tl vrf vl
apicl(config-leaf-bgp-vrf)# neighbor 15.15.15.2
apicl(config-leaf-bgp-vrf-neighbor)# exit
apicl(config-leaf-bgp-vrf)# exit
apicl(config-leaf-bgp)# exit

apicl(config-leaf)# router ospf default
apicl(config-leaf-ospf)# vrf member tenant tl vrf vl
apicl(config-leaf-ospf-vrf)# area 0.0.0.0 loopback 30.30.30.0
apicl(config-leaf-ospf-vrf)# exit
apicl(config-leaf-ospf)# exit

apicl(config-leaf)# exit

apicl(config)# tenant tl

apicl(config-tenant)# external-13 epg extnwl
apicl(config-tenant-13ext-epg)# vrf member vl
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apicl(config-tenant-13ext-epg)# match ip 20.20.20.0/24
apicl(config-tenant-13ext-epg)# exit
apicl(config-tenant)# exit

apicl(config)# leaf 103

apicl(config-leaf)# vrf context tenant tl1 vrf vl
apicl(config-leaf-vrf)# external-13 epg extnwl
apic(config-leaf-vrf)# exit

apicl(config-leaf)# template route group match-rulel tenant tl
apicl(config-route-group)# ip prefix permit 200.3.2.0/24
apicl(config-route-group)# exit

apicl(config-leaf)# vrf context tenant tl1 vrf vl
apicl(config-leaf-vrf)# route-map rpl
apicl(config-leaf-vrf-route-map)# match route group match-rulel order 0O
apicl(config-leaf-vrf-route-map-match)# exit
apicl(config-leaf-vrf-route-map)# exit
apicl(config-leaf-vrf)# exit

apicl(config-leaf)# router bgp 100
apicl(config-leaf-bgp)# vrf member tenant tl vrf vl
apicl(config-leaf-bgp-vrf)# neighbor 15.15.15.2
apicl(config-leaf-bgp-vrf-neighbor)# route-map rpl in
apicl(config-leaf-bgp-vrf-neighbor)#exit
apicl(config-leaf-bgp-vrf)# exit

apicl(config-leaf-bgp)# exit

apicl(config-leaf)# exit

apicl(config)# tenant tl

apicl(config-tenant)# bridge-domain bdl
apicl(config-tenant-bd)# vrf member vl
apicl(config-tenant-bd)# exit

apicl(config-tenant)# interface bridge-domain bdl
apicl(config-tenant-interface)# ip address 44.44.44_.1/24 scope public
apicl(config-tenant-interface)# exit
apicl(config-tenant)# exit

apicl(config)# leaf 101

apicl(config-leaf)# vrf context tenant tl1 vrf vl
apicl(config-leaf-vrf)# route-map mapl
apicl(config-leaf-vrf-route-map)# match bridge-domain bdl tenant tl
apicl(config-leaf-vrf-route-map-match)# exit
apicl(config-leaf-vrf-route-map)# exit
apicl(config-leaf-vrf)# exit

apicl(config-leaf)# exit

apicl(config)# tenant tl

apicl(config-tenant)# application appl
apicl(config-tenant-app)# epg epgl
apicl(config-tenant-app-epg)# bridge-domain member bdl
apicl(config-tenant-app-epg)# exit
apicl(config-tenant-app)# exit

apicl(config-tenant)# exit

apicl(config)# leaf 101

apicl(config-leaf)# interface ethernet 1/3
apicl(config-leaf-if)# vlan-domain member doml
apicl(config-leaf-if)# switchport trunk allowed vlan 2011 tenant tl1 application appl epg
epgl

apicl(config-leaf-if)# exit

apicl(config-leaf)# exit

apicl(config)# tenant tl

apicl(config-tenant)# access-list http-filter
apicl(config-tenant-acl)# match ip
apicl(config-tenant-acl)# match tcp dest 80
apicl(config-tenant-ach)# exit

apicl(config-tenant)# contract httpCtrct
apicl(config-tenant-contract)# scope vrf
apicl(config-tenant-contract)# subject subjl
apicl(config-tenant-contract-subj)# access-group http-filter both
apicl(config-tenant-contract-subj)# exit
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apicl(config-tenant-contract)# exit

apicl(config-tenant)# external-13 epg extnwl
apicl(config-tenant-13ext-epg)# vrf member vl
apicl(config-tenant-13ext-epg)# contract provider httpCtrct
apicl(config-tenant-13ext-epg)# exit
apicl(config-tenant)# application appl
apicl(config-tenant-app)# epg epgl
apicl(config-tenant-app-epg)# contract consumer httpCtrct
apicl(config-tenant-app-epg)# exit
apicl(config-tenant-app)# exit

apicl(config-tenant)# exit

apicl(config)#

Configuring a Layer 3 Outside for Tenant Networks Using the GUI

Procedure

Step 1

Step 2

Step 3

Perform the following steps to configure a Layer 3 outside (L30ut) connection for the fabric.

Before you begin

« Configure the node, port, functional profile, AEP, and Layer 3 domain.
« Create the external routed domain and associate it to the interface for the L3Out.

* Configure a BGP Route Reflector policy to propagate the routes within the fabric.

To create the tenant and VRF, on the menu bar, choose Tenants > Add Tenant and in the Create Tenant
dialog box, perform the following tasks:

a) Inthe Name field, enter the tenant name.

b) Inthe VRF Namefield, enter the VRF name.

c) Click Submit.

To create a bridge domain, in the Navigation pane, expand Tenant and Networ king and perform the following
steps:

a) Right-click Bridge Domainsand choose Create Bridge Domain.

b) Inthe Namefield, enter a name for the bridge domain (BD).

c) Inthe VREF field, from the drop-down list, choose the VRF you created (v1 in this example).

d) Click Next.

e) Click the +icon on Subnets.

f) Inthe Gateway I P field, enter the subnet for the BD.

g) Inthe Scope field, choose Advertised Externally.

Add the L3 Out for Route Profile later, after you create it.

h) Click OK.
i) Click Next and click Finish.

To create an application EPG, perform the following steps:
a) Right-click Application Profilesand choose Create Application Profile.
b) Enter a name for the application.
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Step 4

Step 5

Step 6

c)
d)
e)
f)
9)

Configuring a Layer 3 Outside for Tenant Networks Using the GUI .

Click the + icon for EPGs.

Enter a name for the EPG.

From the BD drop-down list, choose the bridge domain you previously created.
Click Update.

Click Submit.

To start creating the L3Out, on the Navigation pane, expand Tenant and Networ king and perform the
following steps:

a)
b)

c)
d)

e)

9)
h)

i)
)
K)

)

Right-click External Routed Networ ks and choose Create Routed Outside.
In the Name field, enter a name for the L30ut.
From the VRF drop-down list, choose the VRF.

From the External Routed Domain drop-down list, choose the external routed domain that you previously
created.

In the area with the routing protocol check boxes, check the desired protocols (BGP, OSPF, or EIGRP).
For the example in this chapter, choose BGP and OSPF.

Depending on the protocols you choose, enter the properties that must be set.

Enter the OSPF details, if you enabled OSPF.

For the example in this chapter, use the OSPF area O and type Regular area.

Click + to expand Nodes and Interfaces Protocol Profiles.

In the Name field, enter a name.

Click + to expand Nodes.

From the Node | Dfield drop-down menu, choose the node for the L30Out.

For the topology in these examples, use node 103.

In the Router 1D field, enter the router ID (IPv4 or IPv6 address for the router that is connected to the
L3Out).

(Optional) You can configure another IP address for a loopback address. Uncheck Use Router 1D as
L oopback Address, expand L oopback Addresses, enter an IP address, and click Update.

m) In the Select Node dialog box, click OK.

If you enabled BGP, click the + icon to expand BGP Peer Connectivity Profiles and perform the following
steps:

a)
b)

c)

In the Peer Addressfield, enter the BGP peer address.
In the Local-AS Number field, enter the BGP AS number.

For the example in this chapter, use the BGP peer address 15.15.15.2 and ASN number 100.
Click OK.

Click + to expand I nterface Profiles (OSPF I nterface Profiles if you enabled OSPF), and perform the
following actions:

a)
b)
c)
d)
€)
f)

In the Name field, enter a name for the interface profile.

Click Next.

In the Protocol Profiles dialog box, in the OSPF Policy field, choose an OSPF policy.
Click Next.

Click the + icon to expand Routed | nterfaces.

In the Select Routed I nterface dialog box, from the Node drop-down list, choose the node.
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Step 7
Step 8
Step 9
Step 10

Step 11
Step 12
Step 13
Step 14

9)
h)

i)
)

From the Path drop-down list, choose the interface path.
In the IPv4 Primary/I Pv6 Preferred Addressfield, enter the IP address and network mask for the
interface.

Note
To configure IPv6, you must enter the link-local address in the Link-local Address field.

Click OK in the Select Routed I nterface dialog box.
Click OK in the Create Interface Profile dialog box.

In the Create Node Profile dialog box, click OK.

In the Create Routed Outside dialog box, click Next.

In the External EPG Networkstab, click Create Route Profiles.

Click the + icon to expand Route Profiles and perform the following actions:

a)
b)

c)
d)
€)
f)

9)
h)

i)
)
k)
)

In the Name field, enter the route map name.
Choose the Type.

For this example, leave the default, Match Prefix AND Routing Policy.

Click the + icon to expand Contexts and create a route context for the route map.
Enter the order and name of the profile context.

Choose Deny or Permit for the action to be performed in this context.

(Optional) In the Set Rule field, choose Create Set Rulesfor a Route Map.

Enter the name for the set rules, click the objects to be used in the rules, and click Finish.

In the Associated Matched Rules field, click + to create a match rule for the route map.

Enter the name for the match rules and enter the M atch Regex Community Terms, Match Community
Terms, or Match Prefix to match in the rule.

Click the rule name and click Update.

In the Create Match Rule dialog box, click Submit, and then click Update.
In the Create Route Control Context dialog box, click OK.

In the Create Route M ap dialog box, click OK.

Click the + icon to expand External EPG Networks.

In the Name field, enter a name for the external network.

Click the + icon to expand Subnet.

In the Create Subnet dialog box, perform the following actions:

a)
b)

c)

d)

In the I P address field, enter the IP address and network mask for the external network.

In the Scope field, check the appropriate check boxes to control the import and export of prefixes for the
L30ut.

Note
For more information about the scope options, see the online help for this Create Subnet panel.

(Optional) In the Route Summarization Policy field, from the drop-down list, choose an existing route
summarization policy or create a new one as desired. Also click the check box for Export Route Control
Subnet.

The type of route summarization policy depends on the routing protocols that are enabled for the L3Out.

Click the + icon to expand Route Control Profile.
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Step 15
Step 16

Step 17

Step 18

Step 19

Step 20

Step 21

Configuring a Layer 3 Outside for Tenant Networks Using the GUI .

e) Inthe Name field, choose the route control profile that you previously created from the drop-down list.
f) Inthe Direction field, choose Route Export Paolicy.

g) Click Update.

h) In the Create Subnet dialog box, click OK.

i) (Optional) Repeat to add more subnets.

j) Inthe Create External Network dialog box, click OK.

In the Create Routed Outside dialog box, click Finish.
In the Navigation pane, under Tenant_name > Networking expand Bridge Domains.

Note
If the L3Out is static, you are not required to choose any BD settings.

Choose the BD you created.

a) Inthe Work pane, click Policy and L3 Configurations.

b) Click the + icon to expand the Associated L 3 Outs field, choose the previously configured L3Out, and
click Update.

c) Inthe L30Out for Route Profile field, choose the L30ut again.

d) Click Next and Finish.

In the Navigation pane, under Exter nal Routed Networ ks, expand the previously created L3Out and right-click
Route M aps/Profiles.

Note
To set attributes for BGP, OSPF, or EIGRP for received routes, create a default-import route control profile,
with the appropriate set actions and no match actions.

Choose Create Route M ap/Profile, and in the Create Route M ap/Profile dialog box, perform the following
actions:

a) From the drop-down list on the Name field, choose default-import.
b) Inthe Type field, you must click Match Routing Policy Only. Click Submit.

(Optional) To enable extra communities to use BGP, using the following steps:

a) Right-click Set Rulesfor Route Maps, and click Create Set Rulesfor a Route Map.
b) Inthe Create Set Rulesfor a Route Map dialog box, click the Add Communitiesfield, and follow the
steps to assign multiple BGP communities per route prefix.

To enable communications between the EPGs consuming the L3Out, create at least one filter and contract,
using the following steps:

a) Inthe Navigation pane, under the tenant consuming the L30ut, expand Contracts.
b) Right-click Filtersand choose Create Filter.
c) Inthe Name field, enter a filter name.

A filter is essentially an Access Control List (ACL).

d) Click the + icon to expand Entries, and add a filter entry.
e) Add the Entry details.

For example, for a simple web filter, set criteria such as the following:

* Ether Type—IP

* | P Protocol—tcp
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* Destination Port Range From—Unspecified

* Destination Port Range To to https

f) Click Update.
g) Inthe CreateFilter dialog box, click Submit.
Step 22 To add a contract, use the following steps:
a) Under Contracts, right-click Standard and choose Create Contract.
b) Enter the name of the contract.
c) Click the + icon to expand Subjectsto add a subject to the contract.
d) Enter a name for the subject.
e) Click the + icon to expand Filtersand choose the filter that you previously created, from the drop-down
list.
f) Click Update.
g) Inthe Create Contract Subject dialog box, click OK.
h) Inthe Create Contract dialog box, click Submit.
Step 23 Associate the EPGs for the L30ut with the contract, with the following steps:

In this example, the L3 external EPG (extnw1) is the provider and the application EPG (epg1) is the consumer.

a)

b)
c)
d)
€)
f)

9)
h)

i)

To associate the contract to the L3 external EPG, as the provider, under the tenant, click Networking,
expand External Routed Networks, and expand the L3Out.

Expand Networks, click the L3 external EPG, and click Contracts.

Click the the + icon to expand Provided Contracts.

In the Name field, choose the contract that you previously created from the list.

Click Update.

To associate the contract to an application EPG, as a consumer, under the tenant, navigate to Application
Profiles> app-prof-name > Application EPGs> and expand the app-epg-name.

Right-click Contracts, and choose Add Consumed Contract.

On the Contract field, choose the contract that you previously created.

Click Submit.
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Layer 3 Routed and Sub-Interface Port Channels

These sections describe how to configure layer 3 routed and sub-interface port channels using the GUI, NX-OS
CLI and REST API:

« About Layer 3 Port Channels, on page 55

« Configuring Port Channels Using the GUI, on page 56

« Configuring a Layer 3 Routed Port-Channel Using the GUI, on page 57

« Configuring a Layer 3 Sub-Interface Port-Channel Using the GUI, on page 59

« Configuring a Layer 3 Routed Port-Channel Using the NX-OS CLI, on page 61

« Configuring a Layer 3 Sub-Interface Port-Channel Using the NX-OS CLI, on page 63

« Adding Ports to the Layer 3 Port-Channel Using the NX-OS CLI, on page 66

« Configuring Port Channels Using the REST API, on page 67

« Configuring a Layer 3 Routed Port Channel Using the REST API, on page 68

« Configuring a Layer 3 Sub-Interface Port Channel Using the REST API, on page 69

About Layer 3 Port Channels

Previously, Cisco APIC supported only Layer 2 port channels. Starting with release 3.2(1), Cisco APIC now
supports Layer 3 port channels.

Figure 13: Switch Port Channel Configuration
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&

C )

e i

)

Note  Layer 3 routed and sub-interface port channels on border leaf switches are supported only on new generation
switches, which are switch models with "EX", "FX" or "FX2" at the end of the switch name.
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Configuring Port Channels Using the GUI

You must first configure port channels using these procedures before you can configure a Layer 3 route to
the port channels using the GUI in subsequent procedures.

The procedure below uses a Quick Start wizard.

Before you begin

)

Note  The procedures in this section are meant specifically for configuring port channels as a prerequisite to the
procedures for configuring a Layer 3 routed or sub-interface port channel. For general instructions on
configuring leaf switch port channels, refer to the Cisco APIC Basic Configuration Guide.

 The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

« An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

* The target leaf switches are registered in the ACI fabric and available.

Procedure
Step 1 On the APIC menu bar, navigate to Fabric > External Access Policies > Quick Start, and click Configure
Interface, PC, and VPC.
Step 2 In the ConfigureInterface, PC, and VPC work area, click the large + to select switches to configure.
Step 3 In the Switches section, select a switch ID from the drop-down list of available switch IDs.
Step 4 Click the large + to configure switch interfaces.
Step 5 In the Interface Type field, specify PC as the interface type to use.
Step 6 In the Interfaces field, specify the interface IDs to use.
Step 7 (Optional) In the Interface Selector Name field, enter a unique interface selector name, if desired.
Step 8 In the Interface Policy Group area, specify the interface policies to use. For example, click the Port Channel

Policy drop-down arrow to choose an existing port channel policy or to create a new port channel policy.

Note
« Choosing to create a port channel policy displays the Create Port Channel Policy dialog box where
you can specify the policy details and enable features such as symmetric hashing. Also note that choosing
the Symmetric hashing option displays the L oad Balance Hashing field, which enables you to configure
hash tuple. However, only one customized hashing option can be applied on the same leaf switch.

» Symmetric hashing is not supported on the following switches:
* Cisco Nexus 93128TX

» Cisco Nexus 9372PX
» Cisco Nexus 9372PX-E
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Step 9
Step 10
Step 11

Step 12

Configuring a Layer 3 Routed Port-Channel Using the GUI .

* Cisco Nexus 9372TX
» Cisco Nexus 9372TX-E
* Cisco Nexus 9396PX
* Cisco Nexus 9396 TX

In the Attached Device Type field, select the External Routed Devices option.
In the Domain field, create a domain or choose one to assign to the interface.

If you choose to create a domain, in the VL AN field, select from existing VLAN pools or create a new VLAN
range to assign to the interface.

Click Save to update the policy details, then click Submit to submit the switch profile to the APIC.
The APIC creates the switch profile, along with the interface, selector, and attached device type policies.

What to do next

Configure a Layer 3 routed port channel or a Layer 3 sub-interface port channel using the GUI.

Configuring a Layer 3 Routed Port-Channel Using the GUI

Procedure

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

This procedure configures a Layer 3 route to the port channels that you created previously.

Before you begin

 The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

« An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

* The target leaf switches are registered in the ACI fabric and available.

* Port channels are configured using the procedures in "Configuring Port Channels Using the GUI".

On the APIC menu bar, navigate to Tenants > Tenant > Networking > External Routed Networ ks >
L30ut > Logical Node Profiles> node > Logical Interface Profiles.

Select the interface that you want to configure. The Logical | nterface Profile page for that interface opens.
Click on Routed Interfaces. The Properties page opens.

Click on the Create (+) button to configure the Layer 3 routed port-channel. The Select Routed Interface
page opens.

In the Path Typefield, select Direct Port Channel.

In the Path field, select the port channel that you created previously from the drop-down list. This is the path
to the port channel end points for the interface profile.
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Step 7
Step 8

Step 9

Step 10

Step 11

Step 12

Step 13
Step 14

Step 15
Step 16

Step 17
Step 18

In the Description field, enter a description of the routed interface.
In the IPv4 Primary / 1Pv6 Preferred Addressfield, enter the primary IP addresses of the path attached to
the Layer 3 outside profile.

In the | Pv6 DAD field, select disabled or enabled.

See "Configuring IPv6 Neighbor Discovery Duplicate Address Detection™ for more information for this field.

In the IPv4 Secondary / | Pv6 Additional Addressesfield, enter the secondary IP addresses of the path
attached to the Layer 3 outside profile.

See "Configuring IPv6 Neighbor Discovery Duplicate Address Detection" for more information for the 1Pv6
DAD field in the Create Secondary IP Address screen.

Check the ND RA Prefix box if you wish to enable a Neighbor Discovery Router Advertisement prefix for
the interface. The ND RA Prefix Policy option appears.

When this is enabled, the routed interface is available for auto configuration and the prefix is sent to the host
for auto-configuration.

While ND RA Interface policies are deployed under BDs and/or Layer 3 Outs, ND prefix policies are deployed
for individual subnets. The ND prefix policy is on a subnet level.

The ND RA Prefix applies only to IPv6 addresses.

If you checked the ND RA Prefix box, select the ND RA Prefix policy that you want to use. You can select

the default policy or you can choose to create your own ND RA prefix policy. If you choose to create your

own policy, the Create ND RA Prefix Policy screen appears:

a) Inthe Name field, enter the Router Advertisement (RA) name for the prefix policy.

b) In the Description field, enter a description of the prefix policy.

c) Inthe Controller State field, check the desired check boxes for the controller administrative state. More
than one can be specified. The default is Auto Configuration and On link.

d) Inthe Valid Prefix Lifetime field, choose the desired value for the length of time that you want the prefix
to be valid. The range is from 0 to 4294967295 milliseconds. The default is 2592000.

e) Inthe Preferred Prefix Lifetime field, choose the desired value for the preferred lifetime of the prefix.
The range is from 0 to 4294967295 milliseconds. The default is 604800.

f) Click Submit.

In the MAC Address field, enter the MAC address of the path attached to the Layer 3 outside profile.

In the MTU (bytes) field, set the maximum transmit unit of the external network. The range is 576 to 9216.
To inherit the value, enter inherit in the field.

In the Target DSCP field, select the target differentiated services code point (DSCP) of the path attached to
the Layer 3 outside profile from the drop-down list.

In the Link-local Addressfield, enter an IPv6 link-local address. This is the override of the system-generated
IPv6 link-local address.

Click Submit.
Determine if you want to configure Layer 3 Multicast for this port channel.

To configure Layer 3 Multicast for this port channel:

a) Onthe APIC menu bar, navigate to the Layer 3 Out that you selected for this port channel (Tenants >
Tenant > Networking > External Routed Networks > L30ut).

b) Click on the Policy tab to access the Properties screen for the Layer 3 Out.
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c) Inthe Properties screen for the Layer 3 Out, scroll down to the PIM field, then click the check box next
to that field to enable PIM.

This enables PIM on all interfaces under the Layer 3 Out, including this port channel.

d) Configure PIM on the external router.

You have to have a PIM session from the external router to the port channel. Refer to the documentation
that you received with the external router for instructions on configuring PIM on your external router.

e) Map the port channel L3 Out to a VRF that has Multicast enabled.
See Tenant Routed Multicast, on page 211 for those instructions. Note the following:

* You will select a specific VRF that has Multicast enabled as part of this port channel L3 Out to VRF
mapping process. In the Multicast screen for that VRF, if you do not see the L3 Out for this port
channel when you try to select an L3 Out in the Interfaces area, go back to the L3 Out for this port
channel, go to the Policy tab, select the appropriate VRF, then click Submit and Submit Changes.
The L3 Out for this port channel should now be available in the Multicast screen for that VRF.

* You have to configure a Rendezvous Point (RP) for Multicast, an IP address that is external to the
fabric. You can specify static RP, auto RP, or bootstrap router for the RP. For example, if you choose
static RP, the IP address would be present on the external router, and APIC will learn this IP address
through the L3 Out. See Tenant Routed Multicast, on page 211 for more information.

Configuring a Layer 3 Sub-Interface Port-Channel Using the GUI

This procedure configures a Layer 3 sub-interface route to the port channels that you created previously.

Before you begin

« The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

» An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

* The target leaf switches are registered in the ACI fabric and available.

« Port channels are configured using the procedures in "Configuring Port Channels Using the GUI".

Procedure
Step 1 On the APIC menu bar, navigate to Tenants > Tenant > Networking > External Routed Networks >
L30ut > Logical Node Profiles> node > Logical Interface Profiles.
Step 2 Select the interface that you want to configure. The Logical | nterface Profile page for that interface opens.
Step 3 Click on Routed Sub-interfaces. The Properties page opens.
Step 4 Click on the Create (+) button to configure the Layer 3 routed sub-interface port-channel. The Select Routed

Sub-Interface page opens.
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Step 5
Step 6

Step 7
Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14
Step 15

Step 16

In the Path Typefield, select Direct Port Channel.

In the Path field, select the port channel that you created previously from the drop-down list. This is the path
to the port channel end points for the interface profile.

In the Description field, enter a description of the routed interface.

In the Encap field, select VLAN from the drop-down menu. This is the encapsulation of the path attached to
the Layer 3 outside profile. Enter an integer value for this entry.

In the IPv4 Primary / IPv6 Preferred Addressfield, enter the primary IP addresses of the path attached to
the Layer 3 outside profile.

In the | Pv6 DAD field, select disabled or enabled.

See "Configuring IPv6 Neighbor Discovery Duplicate Address Detection™ for more information for this field.

In the IPv4 Secondary / | Pv6 Additional Addressesfield, enter the secondary IP addresses of the path
attached to the Layer 3 outside profile.

See "Configuring IPv6 Neighbor Discovery Duplicate Address Detection" for more information for the IPv6
DAD field in the Create Secondary IP Address screen.

Check the ND RA Prefix box if you wish to enable a Neighbor Discovery Router Advertisement prefix for
the interface. The ND RA Prefix Policy option appears.

When this is enabled, the routed interface is available for auto configuration and the prefix is sent to the host
for auto-configuration.

While ND RA Interface policies are deployed under BDs and/or Layer 3 Outs, ND prefix policies are deployed
for individual subnets. The ND prefix policy is on a subnet level.

The ND RA Prefix applies only to IPv6 addresses.

If you checked the ND RA Prefix box, select the ND RA Prefix policy that you want to use. You can select

the default policy or you can choose to create your own ND RA prefix policy. If you choose to create your

own policy, the Create ND RA Prefix Policy screen appears:

a) Inthe Namefield, enter the Router Advertisement (RA) name for the prefix policy.

b) Inthe Description field, enter a description of the prefix policy.

c) Inthe Controller Statefield, check the desired check boxes for the controller administrative state. More
than one can be specified. The default is Auto Configuration and On link.

d) Inthe Valid Prefix Lifetimefield, choose the desired value for the length of time that you want the prefix
to be valid. The range is from 0 to 4294967295 milliseconds. The default is 2592000.

e) Inthe Preferred Prefix Lifetime field, choose the desired value for the preferred lifetime of the prefix.
The range is from 0 to 4294967295 milliseconds. The default is 604800.

f) Click Submit.

In the MAC Address field, enter the MAC address of the path attached to the Layer 3 outside profile.

In the MTU (bytes) field, set the maximum transmit unit of the external network. The range is 576 to 9216.
To inherit the value, enter inherit in the field.

In the Link-local Addressfield, enter an IPv6 link-local address. This is the override of the system-generated
IPv6 link-local address.

Verification: Use the CLI show int command on the leaf switches where the external switch is attached to
verify that the vpc is configured accordingly.
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Step 17

Click Submit.

Configuring a Layer 3 Routed Port-Channel Using the NX-OS CLI .

Configuring a Layer 3 Routed Port-Channel Using the NX-OS CLI

This procedure configures a Layer 3 routed port channel.

Procedure

Command or Action

Purpose

Step 1

configure

Example:

apicl# configure

Enters global configuration mode.

Step 2

|eaf node-id

Example:
apicl(config)# leaf 101

Specifies the leaf switch or leaf switches to be
configured. The node-id can be a single node
ID or a range of IDs, in the form
node-id1-node-id2, to which the configuration
will be applied.

Step 3

interface port-channel channel-name

Example:

apicl(config-leaf)# interface
port-channel pol

Enters the interface configuration mode for the
specified port channel.

Step 4

no switchport

Example:
apicl(config-leaf-if)# no switchport

Makes the interface Layer 3 capable.

Step 5

vrf member vrf-name tenant tenant-name

Example:

apicl(config-leaf-if)# vrf member vl
tenant tl

Associates this port channel to this virtual
routing and forwarding (VRF) instance and L3
outside policy, where:

« vrf-nameis the VRF name. The name can
be any case-sensitive, alphanumeric string
up to 32 characters.

* tenant-nameis the tenant name. The name
can be any case-sensitive, alphanumeric
string up to 32 characters.

Step 6

vlan-domain member vlan-domain-name

Example:

apicl(config-leaf-if)# vlan-domain
member doml

Associates the port channel template with the
previously configured VLAN domain.
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Command or Action

Purpose

Step 7

ip address ip-address/subnet-mask

Example:

apicl(config-leaf-if)# ip address
10.1.1.1/24

Sets the IP address and subnet mask for the
specified interface.

Step 8

ipv6 address sub-bits/prefix-length preferred

Example:

apicl(config-leaf-if)# ipv6 address
2001::1/64 preferred

Configures an IPv6 address based on an IPv6
general prefix and enables IPv6 processing on
an interface, where:

« sub-bitsis the subprefix bits and host bits
of the address to be concatenated with the
prefixes provided by the general prefix
specified with the prefix-name argument.
The sub-bits argument must be in the
form documented in RFC 2373 where the
address is specified in hexadecimal using
16-bit values between colons.

prefix-length is the length of the IPv6
prefix. A decimal value that indicates how
many of the high-order contiguous bits
of the address comprise the prefix (the
network portion of the address). A slash
mark must precede the decimal value.

Step 9

ipv6 link-local ipv6-link-local-address

Example:

apicl(config-leaf-if)# ipv6 link-local
fe80::1

Configures an IPv6 link-local address for an
interface.

Step 10

mac-addr ess mac-address

Example:

apicl(config-leaf-if)# mac-address
00:44:55:66:55::01

Manually sets the interface MAC address.

Step 11

mtu mtu-value

Example:
apicl(config-leaf-if)# mtu 1500

Sets the MTU for this class of service.

Example

This example shows how to configure a basic Layer 3 port channel.

apicl# configure

apicl(config)# leaf 101

apicl(config-leaf)# interface port-channel pol
apicl(config-leaf-if)# no switchport
apicl(config-leaf-if)# vrf member vl tenant tl
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apicl(config-leaf-if)# vlan-domain member doml
apicl(config-leaf-if)# ip address 10.1.1.1/24

apicl(config-leaf-if)#

apicl(config-leaf-if)# ipv6 link-local fe80::1

apicl(config-leaf-if)#

apicl(config-leaf-if)# mtu 1500

ipv6 address 2001::1/64 preferred

mac-address 00:44:55:66:55::01

Configuring a Layer 3 Sub-Interface Port-Channel Using the

NX-OS CLI

This procedure configures a Layer 3 sub-interface port channel.

Procedure

Command or Action

Purpose

Step1

configure

Example:
apicl# configure

Enters global configuration mode.

Step 2

leaf node-id

Example:
apicl(config)# leaf 101

Specifies the leaf switch or leaf switches to be
configured. The node-id can be a single node
ID or a range of IDs, in the form
node-id1-node-id2, to which the configuration
will be applied.

Step 3

vrf member vrf-name tenant tenant-name

Example:

apicl(config-leaf-if)# vrf member vl
tenant tl

Associates this port channel to this virtual
routing and forwarding (VRF) instance and L3
outside policy, where:, where:

« vrf-nameis the VRF name. The name can
be any case-sensitive, alphanumeric string
up to 32 characters.

* tenant-nameis the tenant name. The name
can be any case-sensitive, alphanumeric
string up to 32 characters.

Step 4

vlan-domain member vlan-domain-name

Example:

apicl(config-leaf-if)# vlan-domain
member doml

Associates the port channel template with the
previously configured VLAN domain.

Step 5

ip addressip-address / subnet-mask

Example:

Sets the IP address and subnet mask for the
specified interface.
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Command or Action

Purpose

apicl(config-leaf-if)# ip address
10.1.1.1/24

Step 6

ipv6 address sub-bits/ prefix-length
preferred
Example:

apicl(config-leaf-if)# ipv6 address
2001::1/64 preferred

Configures an IPv6 address based on an IPv6
general prefix and enables IPv6 processing on
an interface, where:

« sub-bitsis the subprefix bits and host bits
of the address to be concatenated with the
prefixes provided by the general prefix
specified with the prefix-name argument.
The sub-bits argument must be in the
form documented in RFC 2373 where the
address is specified in hexadecimal using
16-bit values between colons.

prefix-length is the length of the IPv6
prefix. A decimal value that indicates how
many of the high-order contiguous bits
of the address comprise the prefix (the
network portion of the address). A slash
mark must precede the decimal value.

Step7

ipv6 link-local ipve-link-local-address

Example:

apicl(config-leaf-if)# ipv6 link-local
fe80::1

Configures an IPv6 link-local address for an
interface.

Step 8

mac-addr ess mac-address

Example:

apicl(config-leaf-if)# mac-address
00:44:55:66:55::01

Manually sets the interface MAC address.

Step 9

mtu mtu-value

Example:
apicl(config-leaf-if)# mtu 1500

Sets the MTU for this class of service.

Step 10

exit
Example:
apicl(config-leaf-if)# exit

Returns to configure mode.

Step 11

interface port-channel channel-name

Example:

apicl(config-leaf)# interface
port-channel pol

Enters the interface configuration mode for the
specified port channel.

Step 12

vlan-domain member vlan-domain-name

Example:
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Command or Action Purpose

apicl(config-leaf-if)# vlan-domain
member doml

Step 13 exit Returns to configure mode.

Example:
apicl(config-leaf-if)# exit

Step 14 inter face port-channel channel-name.number | Enters the interface configuration mode for the

, specified sub-interface port channel.
Example:

apicl(config-leaf)# interface
port-channel pol.2001

Step 15 vrf member vrf-name tenant tenant-name | Associates this port channel to this virtual
, routing and forwarding (VRF) instance and L3
Example: . : . .
outside policy, where:, where:
apicl(config-leaf-if)# vrf member vl
tenant tl « vrf-nameis the VRF name. The name can
be any case-sensitive, alphanumeric string
up to 32 characters.

« tenant-nameis the tenant name. The name
can be any case-sensitive, alphanumeric
string up to 32 characters.

Step 16 exit Returns to configure mode.
Example:

apicl(config-leaf-if)# exit

Example

This example shows how to configure a basic Layer 3 sub-interface port-channel.

apicl# configure

apicl(config)# leaf 101

apicl(config-leaf)# interface vlan 2001
apicl(config-leaf-if)# no switchport
apicl(config-leaf-if)# vrf member vl tenant tl
apicl(config-leaf-if)# vlan-domain member doml
apicl(config-leaf-if)# ip address 10.1.1.1/24
apicl(config-leaf-if)# ipv6 address 2001::1/64 preferred
apicl(config-leaf-if)# ipv6 link-local fe80::1
apicl(config-leaf-if)# mac-address 00:44:55:66:55::01
apicl(config-leaf-if)# mtu 1500
apicl(config-leaf-if)# exit

apicl(config-leaf)# interface port-channel pol
apicl(config-leaf-if)# vlan-domain member doml
apicl(config-leaf-if)# exit

apicl(config-leaf)# interface port-channel pol.2001
apicl(config-leaf-if)# vrf member vl tenant tl
apicl(config-leaf-if)# exit
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Adding Ports to the Layer 3 Port-Channel Using the NX-OS CLI

This procedure adds ports to a Layer 3 port channel that you configured previously.

Procedure

Command or Action

Purpose

Step1

configure

Example:
apicl# configure

Enters global configuration mode.

Step 2

|leaf node-id

Example:
apicl(config)# leaf 101

Specifies the leaf switch or leaf switches to be
configured. The node-id can be a single node
ID or a range of IDs, in the form
node-id1-node-id2, to which the configuration
will be applied.

Step 3

interface Ethernet slot/port

Example:

apicl(config-leaf)# interface Ethernet
1/71-2

Enters interface configuration mode for the
interface you want to configure.

Step 4

channel-group channel-name

Example:
apicl(config-leaf-if)# channel-group p0l

Configures the port in a channel group.

Example

This example shows how to add ports to a Layer 3 port-channel.

apicl# configure

apicl(config)# leaf 101

apicl(config-leaf)# interface Ethernet 1/1-2
apicl(config-leaf-if)# channel-group pO1
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Configuring Port Channels Using the REST API

Before you begin

)

Note  The procedures in this section are meant specifically for configuring port channels as a prerequisite to the
procedures for configuring a Layer 3 routed or sub-interface port channel. For general instructions on
configuring leaf switch port channels, refer to the Cisco APIC Basic Configuration Guide or Cisco APIC
Layer 2 Networking Configuration Guide.

« The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

* An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

* The target leaf switches are registered in the ACI fabric and available.

\}

Note In the following REST API example, long single lines of text are broken up with the \ character to improve
readability.

Procedure

To configure a port channel using the REST API, send a post with XML such as the following:

Example:

<polUni>
<infralnfra dn="uni/infra">
<infraNodeP name="testl">
<infraLeafS name="leafs" type="'range'>
<infraNodeBlk name="nblk"™ from_="101" to_="101"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-testl"/>
</infraNodeP>
<infraAccPortP name='"testl'>
<infraHPortS name="pselc" type="range'>
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="18" \
toPort="19"/>
<infraRsAccBaseGrp tDn=""uni/infra/funcprof/accbundle-pol7_PolGrp"/>
</infraHPortS>
</infraAccPortpP>

<infraFuncP>
<infraAccBndIGrp name="pol7_PolGrp" lagT="link">
<infraRsHIfPol tnFabricHIfPolName="default"/>
<infraRsCdplfPol tnCdplfPolName="default'/>
<infraRsLacpPol tnLacpLagPolName="default'/>
</infraAccBndIGrp>
</infraFuncP>
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</infralnfra>
</polUni>

What to do next

Configure a Layer 3 routed port channel or sub-interface port channel using the REST API.

Configuring a Layer 3 Routed Port Channel Using the REST API

Before you begin
 The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

» An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

« The target leaf switches are registered in the ACI fabric and available.

« Port channels are configured using the procedures in "Configuring Port Channels Using the REST API".

)

Note In the following REST API example, long single lines of text are broken up with the \ character to improve
readability.

Procedure

To configure a Layer 3 route to the port channels that you created previously using the REST API, send a
post with XML such as the following:

Example:

<polUni>

<fvTenant name=pep9>
<13extOut descr="" dn="uni/tn-pep9/out-routAccounting"” enforceRtctri="export" \
name=""routAccounting"” nameAlias="" ownerKey="" ownerTag=""" \

targetDscp=""unspecified">
<13extRsL3DomAtt tDn="'uni/13dom-Doml"/>
<13extRsEctx tnFvCtxName=''ctx9"/>
<13extLNodeP configlssues="" descr="" name='nodel01" nameAlias=""" ownerKey=""" \
ownerTag=""" tag="'yellow-green" targetDscp=""unspecified">
<13extRsNodelL30utAtt rtri1d="10.1.0.101" rtrildLoopBack="yes" \
tDn=""topology/pod-1/node-101"">
<l13extInfraNodeP descr="" fabricExtCtrlPeering="no" \

fabricExtIntersiteCtriPeering=""no" name="" nameAlias="" spineRole="""/>
</13extRsNodel30utAtt>
<13extLIfP descr=""" name="l1ifpl7" nameAlias="" ownerKey="" ownerTag=""" \
tag=""yellow-green'>
<ospfIfP authKeyld="1" authType='"none" descr=""" name=""" nameAlias=""">
<ospfRs1fPol tnOspflfPolName="""/>
</ospfIfP>

<I3extRsPathL30utAtt addr="10.1.5.3/24" autostate="disabled” descr="" \
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encap="unknown" encapScope="local" iflnstT="13-port” IlAddr="::" \
mac="'00:22:BD:F8:19:FF" mode="regular" mtu="inherit"” \
tDn=""topology/pod-1/paths-101/pathep-[pol7_PolGrp]"™ \
targetDscp=""unspecified"/>
<13extRsNd1fPol tnNdIfPolName="""/>
<I3extRslIngressQosDppPol tnQosDppPolName="""/>
<I3extRsEgressQosDppPol tnQosDppPolName="""/>

</13extLIfP>

</13extLNodeP>
<I3extInstP descr="" floodOnEncap="disabled"” matchT="AtleastOne" \
name=""accountinglnst” nameAlias=""" prefGrMemb=""exclude" prio="unspecified" \

targetDscp=""unspecified">
<fvRsProv matchT="AtleastOne" prio="unspecified" tnVzBrCPName="webCtrct'/>
<I3extSubnet aggregate="‘export-rtctrl, import-rtctrl” descr="" ip="0.0.0.0/0" \

name=""" nameAlias=""" scope="export-rtctrl,import-rtctrl,import-security'/>
<I3extSubnet aggregate="export-rtctrl,import-rtctrl" descr="" ip="::/0" \
name=""" nameAlias=""" scope="export-rtctrl,import-rtctrl,import-security'/>

<fvRsCustQosPol tnQosCustomPolName="""/>
</13extInstP>

<13extConsLbl descr="" name="golf" nameAlias=""" owner="infra" ownerKey=""" \
ownerTag=""" tag="'yellow-green'/>
</13extOout>
</fvTenant>
</polUni>

Configuring a Layer 3 Sub-Interface Port Channel Using the
REST API

Before you begin
 The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

« An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

« The target leaf switches are registered in the ACI fabric and available.

* Port channels are configured using the procedures in "Configuring Port Channels Using the REST API".

\)

Note In the following REST API example, long single lines of text are broken up with the \ character to improve
readability.

Procedure

To configure a Layer 3 sub-interface route to the port channels that you created previously using the REST
API, send a post with XML such as the following:

Example:
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<polUni>

<fvTenant name=pep9>
<I3extOut descr=""" dn="uni/tn-pep9/out-routAccounting"” enforceRtctri="export" \
name=""routAccounting” nameAlias=""" ownerKey="" ownerTag=""' targetDscp=""unspecified">

<13extRsL3DomAtt tDn="uni/13dom-Doml"/>
<I3extRsEctx tnFvCtxName="ctx9"/>
<I3extLNodeP configlssues="" descr="" name="nodel0l" nameAlias=""" ownerKey=""" \
ownerTag=""" tag=""yellow-green' targetDscp="'unspecified">
<I3extRsNodelL30utAtt rtri1d="10.1.0.101" rtridLoopBack="yes" \
tDn=""topology/pod-1/node-101"">

<I3extInfraNodeP descr=""" fabricExtCtrlPeering="no" \

fabricExtIntersiteCtrlPeering=""no" name="" nameAlias=""" spineRole="""/>
</13extRsNodelL30utAtt>
<13extLIfP descr=""" name="1ifp27" nameAlias=""" ownerKey="" ownerTag=""" \
tag=""yellow-green'>

<ospfIfP authKeyld="1" authType="none" descr=""" name='""" nameAlias=""">

<ospfRsIfPol tnOspflfPolName="""/>
</ospfI1fP>

<I3extRsPathL30utAtt addr="11.1.5.3/24" autostate="disabled" descr="" \
encap="vlan-2001" encapScope="local" ifInstT="sub-interface” \
11Addr=""::" mac="00:22:BD:F8:19:FF" mode="regular' mtu="inherit" \

tDn=""topology/pod-1/paths-101/pathep-[po27_PolGrp]"™ \
targetDscp=""unspecified"/>

<I3extRsNdIfPol tnNdIfPolName="""/>

<I3extRslIngressQosDppPol tnQosDppPolName="""/>

<I3extRsEgressQosDppPol tnQosDppPolName="""/>

</13extLIfP>

</13extLNodeP>
<I3extInstP descr="" floodOnEncap="disabled"” matchT="AtleastOne" \
name=""accountinglnst” nameAlias=""" prefGrMemb=""exclude" prio="unspecified" \

targetDscp=""unspecified'>
<fvRsProv matchT="AtleastOne" prio="unspecified" tnVzBrCPName="webCtrct'/>
<I3extSubnet aggregate="‘export-rtctrl, import-rtctrl” descr="" ip="0.0.0.0/0" \

name=""" nameAlias=""" scope="export-rtctrl,import-rtctrl,import-security'/>
<I3extSubnet aggregate="‘export-rtctrl,import-rtctrl" descr="" ip="::/0" \
name=""" nameAlias=""" scope="export-rtctrl,import-rtctrl,import-security'/>

<fvRsCustQosPol tnQosCustomPolName="""/>
</13extInstP>

<13extConsLbl descr="" name="golf" nameAlias=""" owner="infra" ownerKey=""" \
ownerTag=""" tag=""yellow-green'/>
</13extout>
</fvTenant>
</polUni>
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CHAPTER 6

QoS for L30uts

This chapter contains the following sections:

* QoS for L30Outs, on page 71

« Configuring QoS for L30uts Using the REST API, on page 71

* Configuring QoS for L30uts Using the NX-OS Style CLI, on page 72
« Configuring QoS for L30uts Using the GUI, on page 73

QoS for L30uts

To configure QoS policies for an L30ut, use the following guidelines:

« To configure the QoS policy to be enforced on the border leaf where the L3Out is located, the VRF
instance must be in egress mode (Policy Control Enforcement Direction must be "Egress").

« To enable the QoS policy to be enforced, the VRF Policy Control Enforcement Preference must be
"Enforced.”

» When configuring the contract governing communication between the L3Out and other EPGs, include
the QoS class or target DSCP in the contract or subject.
)

Note  Only configure a QoS class or target DSCP in the contract, not in the external
EPG (13extInstP).

» When creating a contract subject, you must choose a QoS priority level. You cannot choose Unspecified.

Configuring QoS for L30uts Using the REST API

QoS for L30ut is configured as part of the L30Out configuration.
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Procedure

Step 1

Step 2

When configuring the tenant, VRF, and bridge domain, configure the VRF for egress mode
(pcEnfDir="egress") with policy enforcement enabled (pcEnfPref="enforced"). Send a post with XML
similar to the following example:

Example:

<fvTenant name="tl1l">
<fvCtx name="v1" pcEnfPref="enforced" pcEnfDir="egress'/>
<fvBD name="bd1l"'>
<fvRsCtx tnFvCtxName='v1"/>
<fvSubnet ip="44.44_44_.1/24" scope="public'/>
<fvRsBDToOut tnL3extOutName="13outl"/>
</fvBD>"/>
</fvTenant>

When creating the filters and contracts to enable the EPGs participating in the L3Out to communicate, configure
the QoS priority.

The contract in this example includes the QoS priority, 1evel1, for traffic ingressing on the L30ut.
Alternatively, it could define a target DSCP value. QoS policies are supported on either the contract or the
subject.

The filter also has the matchDscp="EF" criteria, so that traffic with this specific TAG received by the L3out
processes through the queue specified in the contract subject.

Example:

<vzFilter name="http-filter'>

<vzEntry name="http-e" etherT="ip" prot=""tcp" matchDscp="EF'/>
</vzFilter>
<vzBrCP name="httpCtrct" prio="levell" scope="context'>

<vzSubj name="subjl'>

<vzRsSubjFiltAtt tnvzFilterName="http-filter"/>

</vzSubj>

</vzBrCP>

Configuring QoS for L30uts Using the NX-OS Style CLI

Procedure

Step 1

QoS for L30Out is configured as part of the L30Out configuration.

When configuring the tenant and VRF, to support QoS priority enforcement on the L30ut, configure the VRF
for egress mode and enable policy enforcement, using the following commands:

Example;

apicl# configure
apicl(config)# tenant tl
apicl(config-tenant)# vrf context vl
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Step 2

Configuring QoS for L30uts Using the GUI .

apicl(config-tenant-vrf)# contract enforce egress
apicl(config-tenant-vrf)# exit
apicl(congig-tenant)# exit

apicl(config)#

When creating filters (access-1ists), include the match dscp command, in this example with target DSCP
level EF. When configuring contracts, include the QoS class, for example, level1, for traffic ingressing on the
L3Out. Alternatively, it could define a target DSCP value. QoS policies are supported on either the contract
or the subject.

Example:

apicl(config)# tenant tl

apicl(config-tenant)# access-list http-filter
apicl(config-tenant-acl)# match ip
apicl(config-tenant-acl)# match tcp dest 80
apicl(config-tenant-acl)# match dscp EF
apicl(config-tenant-acl)# exit
apicl(config-tenant)# contract httpCtrct
apicl(config-tenant-contract)# scope vrf
apicl(config-tenant-contract)# gos-class levell
apicl(config-tenant-contract)# subject http-subject
apicl(config-tenant-contract-subj)# access-group http-filter both
apicl(config-tenant-contract-subj)# exit
apicl(config-tenant-contract)# exit
apicl(config-tenant)# exit

apicl(config)#

Configuring QoS for L30uts Using the GUI

Procedure

Step 1

Step 2

QoS for an L30ut is configured as part of the L30ut configuration.

Configure the VRF instance for the tenant consuming the L3Out to support QoS to be enforced on the border
leaf switch that is used by the L3Out.

a) On the menu bar, choose Tenants > tenant-name.

b) Inthe Navigation pane, expand Networking, right-click VRFs, and choose Create VRF.

c) Enter the name of the VRF.

d) Inthe Policy Control Enforcement Preference field, choose Enforced.

e) Inthe Policy Control Enforcement Direction choose Egress

f) Complete the VRF configuration according to the requirements for the L3Out.

When configuring filters for contracts to enable communication between the EPGs consuming the L30Out,
include a QoS class or target DSCP to enforce the QoS priority in traffic ingressing through the L30Out.

a) Onthe Navigation pane, under the tenant that that will consume the L30ut, expand Contracts, right-click
Filtersand choose Create Filter.

b) Inthe Name field, enter a filter name.

c) Inthe Entriesfield, click + to add a filter entry.

d) Add the Entry details, click Update and Submit.
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e) Expand the previously created filter and click on a filter entry.
f) Setthe Match DSCP field to the desired DSCP level for the entry, for example, EF.

Step 3 Add a contract.

a) Under Contracts, right-click Standard and choose Create Contract.
b) Enter the name of the contract.

c) Inthe QoS Classfield, choose the QoS priority for the traffic governed by this contract. Alternatively,
you can choose a Target DSCP value.

d) Click the + icon on Subjectsto add a subject to the contract.

e) Enter a name for the subject.

f) Inthe QoS Priority field, choose the desired priority level. You cannot choose Unspecified.

g) Under Filter Chain, click the + icon on Filtersand choose the filter you previously created, from the
drop down list.

h) Click Update.

i) On the Create Contract Subject dialog box, click OK.
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Routing Protocol Support

This chapter contains the following sections:

« About Routing Protocol Support, on page 75

» BGP External Routed Networks with BFD Support, on page 75
» OSPF External Routed Networks, on page 113

« EIGRP External Routed Networks, on page 120

About Routing Protocol Support

Routing within the Cisco ACI fabric is implemented using BGP (with BFD support) and the OSPF or EIGRP
routing protocols.

IP source routing is not supported in the ACI fabric.

BGP External Routed Networks with BFD Support

The following sections provide more information on BGP external routed networks with BFD support.

Guidelines for Configuring a BGP Layer 3 Outside Network Connection

When configuring a BGP external routed network, follow these guidelines:

» The BGP direct route export behavior changed after release 3.2(1), where ACI does not evaluate the
originating route type (such as static, direct, and so on) when matching export route map clauses. As a
result, the "match direct" deny clause that is always included in the outbound neighbor route map no
longer matches direct routes, and direct routes are now advertised based on whether or not a user-defined
route map clause matches.

Therefore, the direct route must be advertised explicitly through the route map. Failure to do so will
implicitly deny the direct route being advertised.

» The AS override option in the BGP Controlsfield in the BGP Peer Connectivity Profile for an L30ut
was introduced in release 3.1(2). It allows Cisco Application Centric Infrastructure (ACI) to overwrite
aremote AS in the AS_PATH with ACI BGP AS. In Cisco ACl, it is typically used when performing
transit routing from an eBGP L30ut to another eBGP L30ut with the same AS number.
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However, an issue arises if you enable the AS override option when the eBGP neighbor has a different
AS number. In this situation, strip the peer-as from the AS_PATH when reflecting it to a peer.

« The L ocal-ASNumber option in the BGP Peer Connectivity Profile is supported only for eBGP peering.
This enables Cisco ACI border leaf switches to appear to be a member of another AS in addition to its
real AS assigned to the fabric MP-BGP Route Reflector Policy. This means that the local AS number
must be different from the real AS number of the Cisco ACI fabric. When this feature is configured,
Cisco ACI border leaf switches prepend the local AS number to the AS_PATH of the incoming updates
and append the same to the AS_PATH of the outgoing updates. Prepending of the local AS number to
the incoming updates can be disabled by the no-prepend setting in the L ocal-AS Number Config. The
no-prepend + replace-as setting can be used to prevents the local AS number from being appended to
the outgoing updates in addition to not prepending the same to the incoming updates.

« A router ID for an L3Out for any routing protocols cannot be the same IP address or the same subnet as
the L3Out interfaces such as routed interface, sub-interface or SVI. However, if needed, a router 1D can
be the same as one of the L30ut loopback IP addresses.

* If you have multiple L3Outs of the same routing protocol on the same leaf switch in the same VRF
instance, the router ID for those must be the same. If you need a loopback with the same IP address as
the router ID, you can configure the loopback in only one of those L3Outs.

* There are two ways to define the BGP peer for an L30ut:

» Through the BGP peer connectivity profile (bgpPeer P) at the logical node profile level
(I3extL NodeP), which associates the BGP peer to the loopback IP address. When the BGP peer is
configured at this level, a loopback address is expected for BGP connectivity, so a fault is raised if
the loopback address configuration is missing.

» Through the BGP peer connectivity profile (bgpPeer P) at the logical interface profile level
(I3extRsPathL 30utALtt), which associates the BGP peer to the respective interface or sub-interface.

« It is recommended to use BGP default timers and leverage bidirectional forwarding detection (BFD) to
get sub-second failure detection. Aggressive timers can cause BGP sessions to flap unexpectedly during
CPU intense operations.

* You must configure an IPv6 address to enable peering over loopback using IPv6.

« Tenant networking protocol policies for BGP 13extout connections can be configured with a maximum
prefix limit that enables monitoring and restricting the number of route prefixes received from a peer.
After the maximum prefix limit is exceeded, a log entry can be recorded, further prefixes can be rejected,
the connection can be restarted if the count drops below the threshold in a fixed interval, or the connection
is shut down. You can use only one option at a time. The default setting is a limit of 20,000 prefixes,
after which new prefixes are rejected. When the reject option is deployed, BGP accepts one more prefix
beyond the configured limit and the Cisco Application Policy Infrastructure Controller (APIC) raises a
fault.
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A

Note  Cisco ACI does not support IP fragmentation. Therefore, when you configure
Layer 3 Outside (L30ut) connections to external routers, or Multi-Pod connections
through an Inter-Pod Network (IPN), it is recommended that the interface MTU
is set appropriately on both ends of a link. On some platforms, such as Cisco
ACI, Cisco NX-0OS, and Cisco 10S, the configurable MTU value does not take
into account the Ethernet headers (matching IP MTU, and excluding the 14-18
Ethernet header size), while other platforms, such as 10S-XR, include the Ethernet
header in the configured MTU value. A configured value of 9000 results in a
max IP packet size of 9000 bytes in Cisco ACI, Cisco NX-OS, and Cisco 10S,
but results in a max IP packet size of 8986 bytes for an I0OS-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant configuration
guides.

We highly recommend that you test the MTU using CLI-based commands. For
example, on the Cisco NX-OS CLI, use acommand such as ping 1.1.1.1 df-bit
packet-size 9000 source-interface ethernet 1/1.

BGP Connection Types and Loopback Guidelines

The ACI supports the following BGP connection types and summarizes the loopback guidelines for them:

BGP Connection Type Loopback Loopback same as | Static/OSPF route required
required Router ID
iBGP direct No Not applicable No
iBGP loopback peering Yes, a separate | No, if multiple Yes
loopback per Layer 3 out are on
L30Out the same node
eBGP direct No Not applicable No
eBGP loopback peering (multi-hop) | Yes, a separate | No, if multiple Yes
loopback per Layer 3 out are on
L30Out the same node

Configuring BGP External Routed Networks

Use the procedures in the following sections to configure BGP external routed networks.

Configuring BGP External Routed Network Using the GUI

Before you begin

The tenant, VRF, and bridge domain where you configure the BGP external routed network is already created.
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Procedure
Step 1 In the Navigation pane, expand Tenant_name > Networking > External Routed Networks.
Step 2 Right-click, and click Create Routed Outside.
Step 3 In the Create Routed Outside dialog box, perform the following actions:
a) Inthe Namefield, enter a name for the external routed network policy.
b) Click the BGP checkbox.
Note
BGP peer reachability must be available in one of two ways. You must either configure static routes or
enable OSPF.
c) (Optional) In the Route Control Enforcement field, check the Import check box.
Note
Check this check box if you wish to enforce import control with BGP.
d) From the VRF field drop-down list, choose the desired VRF.
e) Expand the Route Control for Dampening field, and choose the desired address family type and route
dampening policy. Click Update.
In this step, the policy can be created either with step 4 or there is also an option to Createroute profile
in the drop-down list where the policy name is selected.
f) Expand Nodes and Interfaces Protocol Policies.
g) Inthe Create Node Profile dialog box, enter a name for the node profile.
h) Expand Nodes.
i) From the Select Node dialog box, from the Node I D field drop-down list, choose a node.
j) Inthe Router 1D field, enter the router ID.
k) Expand Loopback Address, and in the I P field, enter the IP address. Click Update.
Note
Enter an IPv6 address. If you did not add the router ID in the earlier step, you can add an IPv4 address in
the I P field.
I) Click OK.
Step 4 In the Navigation pane, expand Tenant_name > Networ king > Route Profiles. Right-click Route Profiles,
and click Create Route Profile. In the Create Route Profile dialog box, perform the following actions:
a) Inthe Namefield, enter a name for the route control VRF.
b) Expand the Create Route Control Context dialog box.
c) Inthe Name field, enter a name for the route control VRF.
d) From the Set Attribute drop-down list, choose Create Action Rule Profile.
When creating an action rule, set the route dampening attributes as desired.
Step 5 In the Create I nterface Profiles dialog box, perform the following actions:
a) Inthe Name field, enter an interface profile name.
b) Inthe Interfacesarea, choose the desired interface tab, and then expand the interface.
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Step 6

Step 7

Step 8

Step 9

Configuring BGP External Routed Network Using the GUI .

In the Select Routed Interface dialog box, perform the following actions:

a) From the Path field drop-down list, choose the node and the interface.
b) Inthe IP Addressfield, enter the IP address.
Note
Depending upon your requirements, you can add an IPv6 address or an IPv4 address.
c) (Optional) If you entered an IPv6 address in the earlier step, in the Link-local Address field, enter an
IPv6 address.
d) Expand BGP Peer Connectivity Profile field.
In the Create Peer Connectivity Profile dialog box, perform the following actions:
a) Inthe Peer Addressfield, the dynamic neighbor feature is available. If desired by the user, any peer
within a specified subnet can communicate or exchange routes with BGP.
Enter an IPv4 of an IPv6 address to correspond with IPv4 or IPv6 addresses entered in the earlier in the
steps.
b) Inthe BGP Controlsfield, check the desired controls.
c) Inthe Autonomous System Number field, choose the desired value.
d) (Optional) In the Weight for routesfrom this neighbor field, choose the desired value.
e) (Optional) In the Private AS Contral field, check the check box for Remove AS.
f) (Optional) In the L ocal Autonomous System Number Config field, choose the desired value.
Optionally required for the local autonomous system feature for eBGP peers.
g) (Optional) In the Local Autonomous System Number field, choose the desired value.
Optionally required for the local autonomous system feature for eBGP peers.
Note
The value in this field must not be the same as the value in the Autonomous System Number field.
h) Click OK.
Perform the following actions:
a) Inthe Select Routed Interface dialog box, click OK.
b) Inthe Create Interface Profile dialog box, click OK.
c) Inthe Create Node Profile dialog box, click OK.
The External EPG Networksarea is displayed.
d) In Create Routed Outside dialog box, choose the node profile you created earlier, and click Next.
Expand External EPG Networks, and in the Create External Network dialog box, perform the following
actions:
a) Inthe Name field, enter a name for the external network.
b) Expand Subnet.
c) Inthe Create Subnet dialog box, in the | P address field, enter the subnet addresses as required.

Note
Enter an IPv4 or IPv6 address depending upon what you have entered in earlier steps.

When creating the external subnet, you must configure either both the BGP loopbacks in the prefix EPG
or neither of them. If you configure only one BGP loopback, then BGP neighborship is not established.

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



Routing Protocol Support |
. Configuring BGP External Routed Network Using the NX-OS Style CLI

d) In the Scope field, check the check boxes for Export Route Control Subnet, Import Route Control
Subnet, and Security Import Subnet. Click OK.

Note
Check the Import Route Control Subnet check box if you wish to enforce import control with BGP.

Step 10 In the Create External Network dialog box, click OK.

Step 11 In the Create Routed Outside dialog box, click Finish.
The eBGP is configured for external connectivity.

Configuring BGP External Routed Network Using the NX-OS Style CLI

Procedure

The following shows how to configure the BGP external routed network using the NX-OS CLLI:

Example:

apicl(config-leaf)# template route-profile damp_rp tenant tl

This template will be available on all leaves where tenant tl1 has a VRF deployment
apicl(config-leaf-template-route-profile)# set dampening 15 750 2000 60
apicl(config-leaf-template-route-profile)# exit

apicl(config-leaf)#

apicl(config-leaf)# router bgp 100

apicl(config-bgp)# vrf member tenant tl vrf ctx3

apicl(config-leaf-bgp-vrf)# neighbor 32.0.1.0/24 13out 13out-bgp
apicl(config-leaf-bgp-vrf-neighbor)# update-source ethernet 1/16.401
apicl(config-leaf-bgp-vrf-neighbor)# address-family ipv4 unicast
apicl(config-leaf-bgp-vrf-neighbor-af)# weight 400
apicl(config-leaf-bgp-vrf-neighbor-af)# exit
apicl(config-leaf-bgp-vrf-neighbor)# remote-as 65001
apicl(config-leaf-bgp-vrf-neighbor)# private-as-control remove-exclusive
apicl(config-leaf-bgp-vrf-neighbor)# private-as-control remove-exclusive-all
apicl(config-leaf-bgp-vrf-neighbor)# private-as-control remove-exclusive-all-replace-as
apicl(config-leaf-bgp-vrf-neighbor)# exit

apicl(config-leaf-bgp-vrf)# address-family ipv4 unicast
apicl(config-leaf-bgp-vrf-af)# inherit bgp dampening damp_rp

This template will be inherited on all leaves where VRF ctx3 has been deployed
apicl(config-leaf-bgp-vrf-af)# exit

apicl(config-leaf-bgp-vrf)# address-family ipv6 unicast
apicl(config-leaf-bgp-vrf-af)# inherit bgp dampening damp_rp

This template will be inherited on all leaves where VRF ctx3 has been deployed
apicl(config-leaf-bgp-vrf-af)# exit

Configuring BGP External Routed Network Using the REST API

Before you begin

The tenant where you configure the BGP external routed network is already created.
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The following shows how to configure the BGP external routed network using the REST API:

For Example:

Procedure

Example;

<I3extOut descr=""" dn=""uni/tn-tl/out-13out-bgp"” enforceRtctril="export"” name="13out-bgp"

ownerKey=""" ownerTag=""" targetDscp=""unspecified">
<I3extRsEctx tnFvCtxName="ctx3"/>
<I3extLNodeP configlssues=""" descr=""" name=""13extLNodeP_1" ownerKey=""' ownerTag="""

tag=""yellow-green" targetDscp=""unspecified">
<I3extRsNodelL30utAtt rtrid="1.1.1.1" rtridLoopBack="no" tDn="topology/pod-1/node-101"/>
<I3extLIfP descr=""" name="13extLIfP_2" ownerKey=""" ownerTag=""" tag="'yellow-green>
<13extRsNdIfPol tnNdIfPolName="""/>
<I3extRsIngressQosDppPol tnQosDppPolName="""/>
<I3extRsEgressQosDppPol tnQosDppPolName="""/>
<I3extRsPathL30utAtt addr="3001::31:0:1:2/120" descr=""" encap="vlan-3001"
encapScope=""local" 1fInstT="sub-interface” IlAddr=""::" mac="00:22:BD:F8:19:FF" mode="‘regular"
mtu=""inherit"” tDn=""topology/pod-1/paths-101/pathep-[ethl/8]" targetDscp=""unspecified'>
<bgpPeerP addr=""3001::31:0:1:0/120" allowedSelfAsCnt="3" ctrl="send-com,send-ext-com"
descr=""" name=""" peerCtrl="bfd" privateASctrl="remove-all,remove-exclusive,replace-as"
ttl="1" weight=""1000">
<bgpRsPeerPfxPol tnBgpPeerPfxPolName="""/>
<bgpAsP asn="3001" descr=""" name="""/>
</bgpPeerpP>
</13extRsPathL30utAtt>
</13extLIfP>
<I3extLIfP descr=""" name="13extLIfP_1" ownerKey=""" ownerTag=""" tag="'yellow-green'>
<13extRsNdIfPol tnNdIfPolName="""/>
<I3extRsIngressQosDppPol tnQosDppPolName="""/>
<I3extRsEgressQosDppPol tnQosDppPolName="""/>
<I3extRsPathL30utAtt addr="31.0.1.2/24" descr=""" encap=""vlan-3001" encapScope="local""
ifInstT="sub-interface” I1Addr=""::" mac="00:22:BD:F8:19:FF" mode="regular’™ mtu="inherit"
tDn=""topology/pod-1/paths-101/pathep-[ethl/8]" targetDscp="unspecified">
<bgpPeerP addr=31.0.1.0/24" allowedSelfAsCnt="3" ctrl="send-com,send-ext-com™ descr=""
name=""" peerCtrl=""" privateASctrl="remove-all,remove-exclusive,replace-as" ttl="1"
weight="100"">
<bgpRsPeerPfxPol tnBgpPeerPfxPolName="""/>

<bgpLocalAsnP asnPropagate="none' descr=""" localAsn="200" name="""/>
<bgpAsP asn="3001" descr=""" name="""/>
</bgpPeerpP>

</13extRsPathL30utAtt>

</13extLIfP>

</13extLNodeP>

<13extRsL3DomAtt tDn="uni/13dom-13-dom"/>

<I3extRsDampeningPol af="ipv6-ucast” tnRtctrlProfileName="damp_rp"/>

<I3extRsDampeningPol af="ipv4-ucast” tnRtctrlProfileName="damp_rp"/>

<I3extInstP descr=""" matchT="AtleastOne" name="13extInstP_1" prio="unspecified"”
targetDscp=""unspecified">

<l3extSubnet aggregate=""" descr=""" 1p="130.130.130.0/24" name=""
scope=""import-rtctrl'></13extSubnet>

<l3extSubnet aggregate=""" descr=""" 1p="130.130.131.0/24" name=""" scope=""import-rtctrl*/>

<l3extSubnet aggregate=""" descr=""" 1p="120.120.120.120/32" name="""
scope=""export-rtctrl, import-security"/>

<l3extSubnet aggregate=""" descr=""" Ip="3001::130:130:130:100/120" name="""
scope=""import-rtctri*/>

</13extInstP>

<bgpExtP descr="""/>
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</13extOut>
<rtctriProfile descr="" dn="uni/tn-tl/prof-damp_rp" name="damp_rp" ownerKey="" ownerTag="""
type="combinable">
<rtctriICtxP descr="" name="ipv4_rpc" order="0">
<rtctrlScope descr="" name=""">
<rtctriIRsScopeToAttrP tnRtctrlAttrPName="act_rule"/>
</rtctrlScope>
</rtctriCtxP>
</rtctriProfile>
<rtctrlAttrP descr="" dn="uni/tn-tl/attr-act_rule" name="act_rule'>
<rtctriSetDamp descr="" halfLife="15" maxSuppressTime="60" name=""" reuse="750"
suppress="2000" type="dampening-pol"/>
</rtctrlAttrP>

Configuring BGP Max Path

The following feature enables you to add the maximum number of paths to the route table to enable equal
cost, multipath load balancing.

Configuring BGP Max Path Using the GUI

Before you begin

The appropriate tenant and the BGP external routed network are created and available.

Procedure
Step 1 Log in to the APIC GUI, and on the menu bar, click Tenants > tenant_name > Networking > Protocol
Policies> BGP > BGP Address Family Contextand right click Create BGP Address Family Context
Palicy.
Step 2 In the Create BGP Address Family Context Policy dialog box, perform the following tasks.

Refer to the \erified Scalability Guidefor Cisco APIC on the Cisco APIC documentation page for the acceptable
values for the following fields.

a) Inthe Namefield, enter a name for the policy.

b) Inthe eBGP Distance field, enter a value for the administrative distance of eBGP routes.

c) Inthe iBGP Distancefield, enter a value for the administrative distance of iBGP routes.

d) Inthe Local Distance field, enter a value for the local distance.

e) Inthe eBGP Max ECM P field, enter a value for the maximum number of equal-cost paths for eBGP load
sharing.

f) Inthe iBGP Max ECMP field, enter a value for the maximum number of equal-cost paths for iBGP load
sharing.

g) Inthe Enable Host Route Leak field, click the box to enable distributing EVPN type-2 (MAC/IP) host
routes to the DCIG.

h) Click Submit after you have updated your entries.

Step 3 Click Tenants > tenant_name > Networking > VRFs > VRF_name
Step 4 Review the configuration details of the subject VRF.
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Step 5
Step 6

Step 7

Configuring BGP

Configuring BGP

Configuring BGP Max Path Using the NX-OS Style CLI .

Access the BGP Context Per Address Family field and select IPv6 in the Address Family drop-down list.

Access the BGP Address Family Context you created in the BGP Address Family Context drop-down list
and associate it with the subject VRF.

Click Submit.

Max Path Using the NX-OS Style CLI
Before you begin:

The appropriate tenant and the BGP external routed network are created and available.

The two properties which enable you to configure more paths are maxEcmp and maxEcmplbgp in the
bgpCtxAfPol object. After you configure these two properties, they are propagated to the rest of your
implementation.

Use the following commands when logged in to BGP:
maximum-paths [ibgp]

no maximum-paths [ibgp]
Example:

apicl(config)# leaf 101

apicl(config-leaf)# template bgp address-family newAf tenant tl

This template will be available on all nodes where tenant tl has a VRF deployment
apicl(config-bgp-af)# maximum-paths ?

<1-16> Maximum number of equal-cost paths for load sharing. The default is 16.
ibgp Configure multipath for IBGP paths

apicl(config-bgp-af)# maximum-paths 10

apicl(config-bgp-af)# maximum-paths ibpg 8

apicl(config-bgp-af)# end

apicl#

no maximum-paths [ibgp]

Max Path Using the REST API

This following example provides information on how to configure the BGP Max Path feature using the REST
API:

<fvTenant descr=""" dn="uni/tn-tl1" name="t1">
<fvCtx name="v1'>
<fVvRsCtxToBgpCtxAfPol af=""ipv4-ucast" tnBgpCtxAfPolName="bgpCtxPoll'/>
</fvCtx>
<bgpCtxAfPol name="bgpCtxPoll" maxEcmp="8" maxEcmplbgp="'4"/>
</fvTenant>

Configuring AS Path Prepend

Use the procedures in the following sections to configure AS Path Prepend.
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Configuring AS Path Prepend

A BGP peer can influence the best-path selection by a remote peer by increasing the length of the AS-Path
attribute. AS-Path Prepend provides a mechanism that can be used to increase the length of the AS-Path
attribute by prepending a specified number of AS numbers to it.

AS-Path prepending can only be applied in the outbound direction using route-maps. AS Path prepending
does not work in iBGP sessions.

The AS Path Prepend feature enables modification as follows:

Prepend Appends the specified AS number to the AS path of the route matched by
the route map.

Note
* You can configure more than one AS number.

* 4 byte AS numbers are supported.

* You can prepend a total 32 AS numbers. You must specify the order
in which the AS Number is inserted into the AS Path attribute.

Prepend-last-as Prepends the last AS numbers to the AS path with a range between 1 and 10.

The following table describes the selection criteria for implementation of AS Path Prepend:

Prepend 1 Prepend the specified AS number.

Prepend-last-as| 2 Prepend the last AS numbers to the AS path.
DEFAULT Prepend(1) | Prepend the specified AS number.

Configuring AS Path Prepend Using the GUI

Procedure

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Before you begin

A configured tenant.

Log in to the APIC GUI, and on the menu bar, click Tenants > tenant_name > Networ king > External
Routed Networks> Set Rulesfor Route Maps and right click Create Set Rules For A Route Map.

In the Create Set Rules For A Route Map dialog box, perform the following tasks:

a) Inthe Name field, enter a name.

b) Click the Set AS Path icon to open the Create Set AS Path dialog box.

Select the criterion Prepend ASto prepend AS numbers.

Enter the AS number and its order and then click Update. Repeat if multiple AS numbers must be prepended.
Select the criterion Prepend Last-ASto prepend the last AS humber a specified number of times.

Enter Count (1-10).
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Step 7
Step 8

Step 9

Configuring AS Path Prepend Using the NX-OS Style CLI .

On the Create Set Rules For A Route Map display, confirm the listed criteria for the set rule based on AS
Path and click Finish.

On the APIC GUI menu bar, click Tenants > tenant_name > Networking > External Routed Networks >
Set Rulesfor Route Maps and right click your profile.

Confirm the Set AS Path values the bottom of the screen.

Configuring AS Path Prepend Using the NX-OS Style CLI

Procedure

This section provides information on how to configure the AS Path Prepend feature using the NX-OS style
command line interface (CLI).

Before you begin

A configured tenant.

To modify the autonomous system path (AS Path) for Border Gateway Protocol (BGP) routes, you can use
the set as-path command. The set as-path command takes the form of
apicl(config-leaf-vrf-template-route-profile)# set as-path {"prepend as-num [ ,... as-num ]
| prepend-last-as num}

Example;

apicl(config)# leaf 103

apicl(config-leaf)# vrf context tenant tl1 vrf vl

apicl(config-leaf-vr)# template route-profile rpl
apicl(config-leaf-vrf-template-route-profile)# set as-path ?

prepend Prepend to the AS-Path

prepend-last-as Prepend last AS to the as-path
apicl(config-leaf-vrf-template-route-profile)# set as-path prepend 100, 101, 102, 103
apicl(config-leaf-vrf-template-route-profile)# set as-path prepend-last-as 8
apicl(config-leaf-vrf-template-route-profile)# exit

apicl(config-leaf-vrf)# exit

apicl(config-leaf)# exit

What to do next

To disable AS Path prepend, use the no form of the shown command:

apicl(config-leaf-vrf-template-route-profile)# [no] set
as-path { prepend as-num [ ,... as-num ] | prepend-last-as num}
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Configuring AS Path Prepend Using the REST API

This following example provides information on how to configure the AS Path Prepend feature using the
REST API:

<?xml version="1.0" encoding="UTF-8"?>
<fvTenant name='‘coke'>
<rtctrlAttrP name="attrpl">
<rtctrlSetASPath criteria="prepend'>
<rtctrlSetASPathASN asn="100" order="1"/>
<rtctrlSetASPathASN asn="200" order="10"/>
<rtctrlSetASPathASN asn="300" order="5"/>
<rtctrlSetASPath/>
<rtctrlSetASPath criteria="prepend-last-as" lastnum="9" />
</rtctrlAttrP>

<I13extOut name="outl'>
<rtctrlProfile name="rpl">
<rtctriICtxP name="ctxpl"™ order="1">
<rtctrlScope>
<rtctrilRsScopeToAttrP tnRtctrlAttrPName="attrpl"/>
</rtctrlScope>
</rtctriCtxpP>
</rtctriProfile>
</13extOut>
</fvTenant>

BGP External Routed Networks with AS Override

Use the procedures in the following sections to configure BGB external routed networks with AS override.

About BGP Autonomous System Override

Loop prevention in BGP is done by verifying the Autonomous System number in the Autonomous System
Path. If the receiving router sees its own Autonomous System number in the Autonomous System path of the
received BGP packet, the packet is dropped. The receiving router assumes that the packet originated from its
own Autonomous System and has reached the same place from where it originated initially. This setting is
the default to prevent route loops from occurring.

The default setting to prevent route loops from occurring could create an issue if you use the same Autonomous
System number along various sites and disallow user sites with identical Autonomous System numbers to
link by another Autonomous System number. In such a scenario, routing updates from one site is dropped
when the other site receives them.

To prevent such a situation from occurring, beginning with the Cisco APIC Release 3.1(2m), you can how
enable the BGP Autonomous System override feature to override the default setting. You must also enable
the Disable Peer AS Check at the same time.

The Autonomous System override function replaces the Autonomous System number from the originating
router with the Autonomous System number of the sending BGP router in the AS Path of the outbound routes.
This feature can be enabled per feature per address family (IPv4 or IPv6).

The Autonomous System Override feature is supported with GOLF Layer 3 configurations and Non-GOLF
Layer 3 configurations.
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Figure 14: Example Topology Illustrating the Autonomous System Override Process
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Router 1 and Router 2 are the two customers with multiple sites (Site-A and Site-B). Customer Router 1
operates under AS 100 and customer Router 2 operates under AS 200.

The above diagram illustrates the Autonomous System (AS) override process as follows:

1. Router 1-Site-A advertises route 10.3.3.3 with AS100.

2. Router PE-1 propagates this as an internal route to PE2 as AS100.

3. Router PE-2 prepends 10.3.3.3 with AS121 (replaces 100 in the AS path with 121), and propagates the
prefix.

4. Router 2-Site-B accepts the 10.3.3.3 update.

Configuring BGP External Routed Network with Autonomous System Override Enabled Using the
GUI

Before you begin
* The Tenant, VRF, Bridge Domain are created.

« The External Routed Network that is in a non-GOLF setting, a logical node profile, and the BGP peer
connectivity profile are created.

Procedure
Step 1 On the menu bar, choose Tenants> Tenant_name > Networ king > External Routed Network > Non-GOLF
Layer 3 Out_name > Logical Node Profiles.
Step 2 In the Navigation pane, choose the appropriate BGP Peer Connectivity Profile.
Step 3 In the Work pane, under Properties for the BGP Peer Connectivity Profile, in the BGP Controals field,

perform the following actions:
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a) Check the check box for the AS override field to enable the Autonomous System override function.
b) Check the check box for the Disable Peer AS Check field.

Note
You must check the check boxes for ASoverrideand Disable Peer AS Check for the AS override feature
to take effect.

c) Choose additional fields as required.
Step 4 Click Submit.

Configuring BGP External Routed Network with Autonomous System Override Enabled Using the
REST API

Procedure

Configure the BGP External Routed Network with Autonomous override enabled.

Note
The line of code that is in bold displays the BGP AS override portion of the configuration. This feature was
introduced in the Cisco APIC Release 3.1(2m).

Example:

<fvTenant name="coke'>

<fvCtx name='"coke" status=""'>
<bgpRtTargetP af="ipv4-ucast'>
<bgpRtTarget type="import"” rt="route-target:as4-nn2:1234:1300" />
<bgpRtTarget type="export"” rt="route-target:as4-nn2:1234:1300" />
</bgpRtTargetP>
<bgpRtTargetP af="ipv6-ucast'>
<bgpRtTarget type="import" rt="route-target:as4-nn2:1234:1300" />
<bgpRtTarget type="export"” rt="route-target:as4-nn2:1234:1300" />
</bgpRtTargetP>
</fvCtx>

<fvBD name=''cokeBD''>
<!-- Association from Bridge Doamin to Private Network -->
<fvRsCtx tnFvCtxName="'coke" />
<fvRsBDToOut tnL3extOutName="routAccounting” />
<!-- Subnet behind the bridge domain-->
<fvSubnet ip="20.1.1.1/16" scope="public'/>
<fvSubnet ip="2000:1::1/64" scope="public'/>
</fvBD>
<fvBD name='"cokeBD2">
<!-- Association from Bridge Doamin to Private Network -->
<fvRsCtx tnFvCtxName="'coke" />
<fvRsBDToOut tnL3extOutName="routAccounting” />
<!-- Subnet behind the bridge domain-->
<fvSubnet ip="30.1.1.1/16" scope="public'/>

</fvBD>
<vzBrCP name="webCtrct" scope="global'>
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<vzSubj name="http'>
<vzRsSubjFiltAtt tnVzFilterName="default"/>
</vzSubj>
</vzBrCP>

<!-- GOLF L30ut -->
<13extOut name="routAccounting'>
<I3extConsLbl name="golf_transit"” owner="infra" status=""/>
<bgpExtP/>
<I3extInstP name="accountinglnst'>
<I--
<I3extSubnet 1p="192.2.2.0/24" scope=""import-security, import-rtctrl* />
<I3extSubnet ip="192.3.2.0/24" scope="‘export-rtctrl'/>
<I3extSubnet ip="192.5.2.0/24" scope="‘export-rtctrl'/>
<I3extSubnet ip="64:ff9b::c007:200/120" scope="export-rtctril* />
-
<13extSubnet ip="0.0.0.0/0"
scope=""export-rtctrl, import-security”
aggregate=""export-rtctrl”

/>
<fvRsProv tnVzBrCPName="webCtrct'/>
</13extinstP>

<I3extRsEctx tnFvCtxName=''coke"/>
</ 13extOut>

<fvAp name="'cokeAp'>
<fvAEPg name="'cokeEPg" >
<fvRsBd tnFvBDName="cokeBD" />
<fvRsPathAtt tDn=""topology/pod-1/paths-103/pathep-[ethl1/20]" encap="vlan-100"
instrimedcy="immediate" mode="regular'/>
<fvRsCons tnVzBrCPName="webCtrct"/>
</fvAEPg>
<fvAEPg name="'cokeEPg2" >
<fvRsBd tnFvBDName="'cokeBD2" />
<fvRsPathAtt tDn=""topology/pod-1/paths-103/pathep-[ethl1/20]" encap="vlan-110"
instrimedcy="immediate" mode="regular'/>
<fvRsCons tnVzBrCPName="webCtrct"/>
</fvAEPg>
</fvAp>

<I-- Non GOLF L30ut-->
<13extOut name="NonGolfOut'>
<bgpExtP/>
<I3extLNodeP name="bLeaf">
<l--
<I3extRsNodelL30utAtt tDn="topology/pod-1/node-101" rtrid="20.1.13.1"/>
-—>
<I3extRsNodelL30utAtt tDn="topology/pod-1/node-101" rtrid="20.1.13.1">
<l3extLoopBacklfP addr="1.1.1.1"/>

<ipRouteP ip='"2.2.2.2/32" >
<ipNexthopP nhAddr="20.1.12.3"/>
</ipRouteP>

</13extRsNodelL30utAtt>
<13extLIfP name="portlfv4~>
<I3extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/17]"
encap="vlan-1010" ifInstT="sub-interface™ addr="20.1.12.2/24">

</13extRsPathL30utAtt>
</13extLI1fP>
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<13extLIfP name="portlIfv6">
<I3extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/17]"
encap="vlan-1010" ifInstT="sub-interface” addr="64:ff9b::1401:302/120">
<bgpPeerP addr="64:ff9b::1401:d03" ctrl="send-com,send-ext-com" />
</13extRsPathL30utAtt>
</13extLIfP>
<bgpPeerP addr='2.2.2.2" ctrl="as-override,disable-peer-as-check,
send-com, send-ext-com" status="""/>
</13extLNodeP>
i
<bgpPeerP addr="2.2.2.2" ctrl="send-com,send-ext-com" status=""/>
-—>
<I3extInstP name="accountinglnst'>
<I3extSubnet i1p="192.10.0.0/16" scope="import-security, import-rtctri” />
<I3extSubnet 1p="192.3.3.0/24" scope=""import-security, import-rtctrl* />
<I3extSubnet i1p="192.4.2.0/24" scope=""import-security, import-rtctrl* />
<I3extSubnet ip="64:ff9b::c007:200/120" scope="import-security, import-rtctri”

/>
<I3extSubnet i1p="192.2.2.0/24" scope="‘export-rtctrl" />
<I3extSubnet ip="0.0.0.0/0"
scope=""export-rtctrl, import-rtctrl, import-security”
aggregate="‘export-rtctrl, import-rtctrl”
/>
</13extInstP>
<I3extRsEctx tnFvCtxName="coke"/>
</13extOut>
</fvTenant>

Configuring Per VRF Per Node BGP Timer Values

Use the procedures in the following sections to configure per VRF per node BGP timer values.

Per VRF Per Node BGP Timer Values

Prior to the introduction of this feature, for a given VRF, all nodes used the same BGP timer values.

With the introduction of the per VRF per node BGP timer values feature, BGP timers can be defined and
associated on a per VRF per node basis. A node can have multiple VRFs, each corresponding to a fvCtx. A
node configuration (13extLNodeP) can now contain configuration for BGP Protocol Profile (bgpProtP) which
in turn refers to the desired BGP Context Policy (bgpCtxPol). This makes it possible to have a different node
within the same VRF contain different BGP timer values.

For each VRF, a node has a bgpDom concrete MO. Its name (primary key) is the VRF, <fvTenant>:<fvCtx>.
It contains the BGP timer values as attributes (for example, holdintvl, kalntvl, maxAsLimit).

All the steps necessary to create a valid Layer 3 Out configuration are required to successfully apply a per
VRF per node BGP timer. For example, MOs such as the following are required: fvTenant, fvCtx, 13extout,
13extInstP, LNodeP, bgpRR

On a node, the BGP timer policy is chosen based on the following algorithm:;

* If bgpProtp is specified, then use bgpCtxPol referred to under bgpProtp.

« Else, if specified, use bgpCtxPol referred to under corresponding fvCtx.
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* Else, if specified, use the default policy under the tenant, for example,
uni/tn-<tenant>/bgpCtxP-default.

« Else, use the default policy under tenant common, for example, uni/tn-common/bgpCtxP-default. This
one is pre-programmed.

Configuring a Per VRF Per Node BGP Timer Using the Advanced GUI

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

When a BGP timer is configured on a specific node, then the BGP timer policy on the node is used and the
BGP policy timer associated with the VRF is ignored.

Before you begin

A tenant and a VRF are already configured.

On the menu bar, choose Tenant > Tenant_name > Networking > Protocol Policies. In the Navigation
pane, expand Networking > Protocol Policies> BGP > BGP Timers.

In the create BGP Timer s Policy dialog box, perform the following actions:

a) Inthe Namefield, enter the BGP Timers policy name.

b) In the available fields, choose the appropriate values as desired. Click Submit.

A BGP timer policy is created.

Navigate to the External Routed Network, and create a Layer 3 Out with BGP enabled by performing the
following actions:

a) Right-click Create Routed Outside.

b) Inthe Create Routed Outside dialog box, specify the name of the Layer 3 Out.

c) Check the check box to enable BGP.

d) Expand Nodesand Interfaces Protocol Policies.

To create a new node, in the Create Node Profile dialog box, perform the following actions:

a) Inthe Namefield, enter a name for the node profile.
b) Inthe BGP Timersfield, from the drop-down list, choose the BGP timer policy that you want to associate
with this specific node. Click Finish.

A specific BGP timer policy is now applied to the node.

Note
To associate an existing node profile with a BGP timer policy, right-click the node profile, and associate the
timer policy.

If a timer policy is not chosen specifically in the BGP Timers field for the node, then the BGP timer policy
that is associated with the VRF under which the node profile resides automatically gets applied to this node.

To verify the configuration, in the Navigation pane, perform the following steps:

a) Expand Layer 3 Out > External Routed Network_name > Logical Node Profiles> Logical Node
Profiles_ name > BGP Protocol Profile.
b) Inthe Work pane, the BGP protocol profile that is associated with the node profile is displayed.
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Configuring a Per VRF Per Node BGP Timer Using the REST API

The following example shows how to configure Per VRF Per node BGP timer in a node. Configure bgpProtP
under 13extLNodeP configuration. Under bgpProtP, configure a relation (bgpRsBgpNodeCtxPol) to the desired
BGP Context Policy (bgpCtxPol).

Procedure

Configure a node specific BGP timer policy on node1, and configure node2 with a BGP timer policy that is
not node specific.

Example:
POST https://apic-ip-address/mo.xml

<fvTenant name="tnl" >
<bgpCtxPol name="poll" stalelntvl="25" />
<bgpCtxPol name="pol2" stalelntvl="35" />
<fvCtx name="ctxl" >
<fvRsBgpCtxPol tnBgpCtxPolName="poll"/>
</fvCtx>
<l3extout name="outl" >
<I3extRsEctx toFvCtxName="ctxl" />
<I3extLNodeP name="nodel" >
<bgpProtP name="protpl" >
<bgpRsBgpNodeCtxPol tnBgpCtxPolName="'pol2" />
</bgpProtpP>
</13extLNodeP>
<I3extLNodeP name="'node2" >
</13extLNodeP>

In this example, node1 gets BGP timer values from policy pol2, and node2 gets BGP timer values from pol 1.
The timer values are applied to the bgpbom corresponding to VRF tni:ctx1. This is based upon the BGP
timer policy that is chosen following the algorithm described in the Per VRF Per Node BPG Timer Values
section.

Deleting a Per VRF Per Node BGP Timer Using the REST API

The following example shows how to delete an existing Per VRF Per node BGP timer in a node.

Procedure

Delete the node specific BGP timer policy on nodel.

Example:
POST https://apic-ip-address/mo.xml

<fvTenant name="tnl" >
<bgpCtxPol name="poll" stalelntvl="25" />
<bgpCtxPol name="pol2" stalelntvl="35" />
<fvCtx name="ctxl" >
<fvRsBgpCtxPol tnBgpCtxPolName="poll"/>
</fvCtx>
<l3extout name="outl" >
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<I3extRsEctx toFvCtxName="ctxl" />

<I3extLNodeP name="nodel™ >
<bgpProtP name='"protpl" status="deleted" >

<bgpRsBgpNodeCtxPol tnBgpCtxPolName="pol2" />

</bgpProtpP>

</13extLNodeP>

<I3extLNodeP name="node2" >

</13extLNodeP>

The code phrase <bgpProtP name="protpl" status="deleted" > in the example above, deletes the BGP
timer policy. After the deletion, node1 defaults to the BGP timer policy for the VRF with which node1 is
associated, which is pol1 in the above example.

Configuring a Per VRF Per Node BGP Timer Policy Using the NX-OS Style CLI

Procedure

Command or Action Purpose

Step 1 Configure BGP ASN and the route reflector
before creating a timer policy.

Example:

apicl(config)#
apicl(config)# bgp-fabric
apicl(config-bgp-fabric)# route-reflector
spine 102
apicl(config-bgp-fabric)# asn 42
apicl(config-bgp-fabric)# exit
apicl(config)# exit

apicl#
Step 2 Create a timer policy. The specific values are provided as examples
Example: only.

apicl# config

apicl(config)# leaf 101
apicl(config-leaf)# template bgp timers
pol7 tenant tnl

This template will be available on all
nodes where tenant tnl has a VRF
deployment

apicl(config-bgp-timers)# timers bgp 120
240

apicl(config-bgp-timers)#
graceful-restart stalepath-time 500
apicl(config-bgp-timers)# maxas-limit
300

apicl(config-bgp-timers)# exit
apicl(config-leaf)# exit

apicl(config)# exit

apicl#

Step 3 Display the configured BGP policy.

Example:
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Command or Action Purpose

apicl# show run leaf 101 template bgp
timers pol7
# Command: show running-config leaf 101
template bgp timers pol7
leaf 101
template bgp timers pol7 tenant tnl
timers bgp 120 240
graceful-restart stalepath-time
500
maxas-limit 300
exit
exit

Step 4 Refer to a specific policy at a node.

Example:

apicl# config

apicl(config)# leaf 101
apicl(config-leaf)# router bgp 42
apicl(config-leaf-bgp)# vrf member tenant
tnl vrf ctxl
apicl(config-leaf-bgp-vrf)# inherit
node-only bgp timer pol7
apicl(config-leaf-bgp-vrf)# exit
apicl(config-leaf-bgp)# exit
apicl(config-leaf)# exit
apicl(config)# exit

apicl#

Step 5 Display the node specific BGP timer policy.

Example:

apicl# show run leaf 101 router bgp 42
vrf member tenant tnl vrf ctxl
# Command: show running-config leaf 101

router bgp 42 vrf member tenant tnl vrfi

ctxl

leaf 101
router bgp 42
vrf member tenant tnl vrf ctxl
inherit node-only bgp timer pol7

exit
exit
exit
apicl#

Troubleshooting Inconsistency and Faults

The following inconsistencies or faults could occur under certain conditions:

If different Layer 3 Outs (130ut) are associated with the same VRF (fvCtx), and on the same node, the
bgpProtP is associated with different policies (bgpCtxPol), a fault will be raised. In the case of the example
below, both Layer 3 Outs (out1 and out2) are associated with the same VRF (ctx1). Under outl, nodel is
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associated with the BGP timer protocol pol1 and under out2, node1 is associated with a different BGP timer
protocol pol2. This will raise a fault.

tnl
ctxl
outl
ctxl
nodel
protp poll

out2
ctxl
nodel
protp pol2

If such a fault is raised, change the configuration to remove the conflict between the BGP timer policies.

eBGP Multipath Relax

The 3.2(7) release adds VRF-scoped node level support for modifying the Border Gateway Protocol (BGP)
best path policy. You can modify the policy by using the External Border Gateway Protocol (eBGP) multipath
relax option.

By default, BGP does not allow load balancing between multiple paths received from different autonomous
system (AS) numbers. The multipath relax option changes this default behavior by relaxing the AS-PATH
check and triggering multipathing across multiple eBGP peers. As a result, BGP will download multiple
equal-cost multipath (ECMP) routing paths to the routing database.

Configuring eBGP Multipath Relax Using the GUI

Procedure

Step 1
Step 2
Step 3

Step 4

The following procedure configures eBGP multipath relax using the GUI.

Before you begin

This procedure assumes that you previously created a BGP best path policy and a logical node profile under
a tenant.

On the menu bar, choose Tenants > All Tenants.

In the Work pane, double-click the tenant's name.

Enable the eBGP multipath relax feature in a BGP best path policy.

a) Inthe Navigation pane, choose Tenant tenant_name > Policies > Protocol > BGP > BGP Best Path
Policy > Create BGP Best Path Control Policy.

b) Put a check in the AS-Path Control check box.

c) Click Submit.

The eBGP multipath relax feature is now enabled for the chosen BGP best path policy.

Choose the AS-path policy for a Layer 3 outside (L30ut).

a) Inthe Navigation pane, choose Tenant tenant_name > Networking > External Routed Networks >
L30ut_name > Logical Node Profiles> Create BGP Protocol Prafile.
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b) Inthe Work pane, in the AS-Path Policy drop-down list, choose the same BGP best path policy that you
used in the previous step.

c) Click Submit.

Configuring eBGP Multipath Relax Using the NX-OS-Style CLI

Procedure

Step 1

Step 2

Step 3

The following procedure configures eBGP multipath relax using the NX-OS-style CLI.

Before you begin

This procedure assumes that you previously created a BGP best path policy and a logical node profile under
a tenant.

Enter the configure mode.

Example:

apicl# configure

Enable the eBGP multipath relax feature in a BGP best path template (policy).

Example:

apicl(config)# leaf 200

apicl(config-leaf)# template bgp bestpath policyl tenant tenantl
apicl(config-bgp-bestpath)# as-path multipath-relax
apicl(config-bgp-bestpath)# exit

The template policyl will be available on all nodes where tenant tenantl has a VRF deployment.

Inherit the template into a VRF instance.

The following example commands inherit template policyl into VRF instance vrfl in tenant tenantl on node
42,

Example:

apicl(config-leaf)# router bgp 42
apicl(config-leaf-bgp)# vrf member tenant tenantl vrf vrfl
apicl(config-leaf-bgp-vrf)# inherit bgp bestpath policyl

Configuring eBGP Multipath Relax Using the REST API

The following procedure configures eBGP multipath relax using the REST API.

Before you begin

This procedure assumes that you previously created a BGP best path policy and a logical node profile under
a tenant.
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Procedure

Send a post with XML similar to the following example to configure eBGP multipath relax:
Example;
<polUni>

<fvTenant name="tenantl" status="'>

<bgpBestPathCtriPol name="policyl” ctril="multipath-relax" />
<I13extOut name="outl" >

<I3extRsEctx tnFvCtxName="vrfl"/>
<I3extLNodeP name="npl'>
<bgpProtpP>

<bgpRsBestPathCtriPol tnBgpBestPathCtrlPolName="policyl" />
</bgpProtP>

<I3extRsNodelL30utAtt rtrid="11.11.11.102" tDn="topology/pod-1/node-200"/>
<I3extLIfP name="ifpl">

<I3extRsPathL30utAtt addr="12.12.12.3/24" ifInstT="13-port"

tbn=""topology/pod-1/paths-200/pathep-[ethl/4]"/>
</13extLIfP>

</13extLNodeP>
</13extOut>
</fvTenant>
</polUni>

This example enables eBGP multipath relax in the policy policy1, and inherits policy policyl into VRF instance
vrfl in tenant tenantl.

Configuring BFD Support

Use the procedures in the following sections to configure BFD support.

Bidirectional Forwarding Detection

Use Bidirectional Forwarding Detection (BFD) to provide sub-second failure detection times in the forwarding
path between ACI fabric border leaf switches configured to support peering router connections.

BFD is particularly useful in the following scenarios:

» When the peering routers are connected through a Layer 2 device or a Layer 2 cloud where the routers
are not directly connected to each other. Failures in the forwarding path may not be visible to the peer
routers. The only mechanism available to control protocols is the hello timeout, which can take tens of
seconds or even minutes to time out. BFD provides sub-second failure detection times.

» When the peering routers are connected through a physical media that does not support reliable failure

detection, such as shared Ethernet. In this case too, routing protocols have only their large hello timers
to fall back on.

« When many protocols are running between a pair of routers, each protocol has its own hello mechanism
for detecting link failures, with its own timeouts. BFD provides a uniform timeout for all the protocols,
which makes convergence time consistent and predictable.

Observe the following BFD guidelines and limitations:
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* Prior to APIC release 5.0, BFD echo packets received on a leaf switch from neighbor routers are classified
with the default QoS class (best effort). Due to that classification, BFD drops might result when there is
congestion on the interfaces.

« Starting from APIC release 3.1(1), BFD between leaf and spine switches is supported on fabric-interfaces
for 1S-1S. In addition, BFD feature on spine switch is supported for OSPF and static routes.

« BFD is supported on modular spine switches that have -EX and -FX line cards (or newer versions), and
BFD is also supported on the Nexus 9364C non-modular spine switch (or newer versions).

» BFD between VVPC peers is not supported.
» Multihop BFD is not supported.
« BFD over iBGP is not supported for loopback address peers.

« BFD sub interface optimization can be enabled in an interface policy. One sub-interface having this flag
will enable optimization for all the sub-interfaces on that physical interface.

« BFD for BGP prefix peer not supported.

\}

Note Cisco ACI does not support IP fragmentation. Therefore, when you configure Layer 3 Outside (L30ut)
connections to external routers, or Multi-Pod connections through an Inter-Pod Network (IPN), it is
recommended that the interface MTU is set appropriately on both ends of a link. On some platforms, such as
Cisco ACl, Cisco NX-0S, and Cisco 10S, the configurable MTU value does not take into account the Ethernet
headers (matching IP MTU, and excluding the 14-18 Ethernet header size), while other platforms, such as
10S-XR, include the Ethernet header in the configured MTU value. A configured value of 9000 results in a
max IP packet size of 9000 bytes in Cisco ACI, Cisco NX-OS, and Cisco 10S, but results in a max IP packet
size of 8986 bytes for an 10S-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant configuration guides.

We highly recommend that you test the MTU using CLI-based commands. For example, on the Cisco NX-OS
CLI, use acommand such as ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet 1/1.

Configuring BFD on an Individual Layer 3 Out Using the GUI

Before you begin

« The tenant and VRF are configured.

« A Layer 3 Out is configured and a logical node profile under the Layer 3 Out is configured.

Procedure
Step 1 On the menu bar, click Tenants> tenant_name.
Step 2 In the Navigation pane, click Networ king > External Routed Networks> L30ut > L ogical Node Profiles>
logical-node-profile > Logical Interface Profiles > |logical-interface-profile.
Step 3 In the Navigation pane, right-click on your Logical Interface Profile, and select Create BFD I nterface Profile.
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Step 4

Step 5

Configuring BFD Globally on Leaf Switch Using the GUI .

The Create BFD Interface Profile page appears.

Enter the necessary information in this page to create the BFD interface profile.
a) Inthe Authentication Type area, select the authentication type.
The authentication types are:
* No authentication: No authentication is used.

« Keyed SHA1

The default is No authentication.

b) Inthe BFD Interface Policy area, enter the target BFD interface policy name.

This name can be between 1 and 64 alphanumeric characters. Note that you cannot change this name after
the object has been saved.

Click Submit.

Configuring BFD Globally on Leaf Switch Using the GUI

Procedure

Step 1
Step 2

Step 3

Step 4

Step 5

On the menu bar, choose Fabric > Access Policies.

In the Navigation pane, expand the Switch Policies > Policies > BFD.
There are two types of bidirectional forwarding detection (BFD) configurations available:

* BFD IPV4
* BFD IPV6

For each of these BFD configurations, you can choose to use the default policy or create a new one for a
specific switch (or set of switches).

Note

By default, the APIC controller creates default policies when the system comes up. These default policies are
global, bi-directional forwarding detection (BFD) configuration polices. You can set attributes within that
default global policy in the Work pane, or you can modify these default policy values. However, once you
modify a default global policy, note that your changes affect the entire system (all switches). If you want to
use a specific configuration for a particular switch (or set of switches) that is not the default, create a switch
profile as described in the next step.

To create a switch profile for a specific global BFD policy (which is not the default), in the Navigation pane,
expand the Switch Policies > Profiles> L eaf Profiles.
The Profiles - Leaf Profilesscreen appears in the Work pane.

On the right side of the Work pane, under ACTIONS, select Create L eaf Profile.
The Create L eaf Profile dialog box appears.

In the Create L eaf Profile dialog box, perform the following actions:
a) Inthe Namefield, enter a name for the leaf switch profile.
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Step 6

Step 7

Step 8

b) In the Description field, enter a description of the profile. (This step is optional.)

c) Inthe Switch Selectorsfield, enter the appropriate values for Name (name the switch), Blocks (select
the switch), and Policy Group (select Create Access Switch Policy Group).
The Create Access Switch Policy Group dialog box appears where you can specify the Policy Group
identity properties.

In the Create Access Switch Policy Group dialog box, perform the following actions:

a) Inthe Namefield, enter a name for the policy group.

b) Inthe Description field, enter a description of the policy group. (This step is optional.)

c) Choose a BFD policy type (BFD 1PV4 Policy or BFD 1PV6 Palicy), then select a value (default or
Create BFD Global Ipv4 Palicy for a specific switch or set of switches).

Click SUBMIT.

Another way to create a BFD global policy is to right-click on either BFD IPV4 or BFD IPV6 in the Navigation
pane.

To view the BFD global configuration you created, in the Navigation pane, expand the Switch Policies >
Policies > BFD.

Configuring BFD Globally on Spine Switch Using the GUI

Procedure

Step 1
Step 2

Step 3

Step 4

Step 5

On the menu bar, choose Fabric > Access Policies.

In the Navigation pane, expand the Switch Policies > Policies > BFD.
There are two types of bidirectional forwarding detection (BFD) configurations available:

* BFD IPV4
* BFD IPV6

For each of these BFD configurations, you can choose to use the default policy or create a new one for a
specific switch (or set of switches).

Note

By default, the APIC controller creates default policies when the system comes up. These default policies are
global, bi-directional forwarding detection (BFD) configuration polices. You can set attributes within that
default global policy in the Work pane, or you can modify these default policy values. However, once you
modify a default global policy, note that your changes affect the entire system (all switches). If you want to
use a specific configuration for a particular switch (or set of switches) that is not the default, create a switch
profile as described in the next step.

To create a spine switch profile for a specific global BFD policy (which is not the default), in the Navigation
pane, expand the Switch Policies > Profiles > Spine Profiles.
The Profiles- Spine Profiles screen appears in the Work pane.

On the right side of the Work pane, under ACTIONS, select Create Spine Profile.
The Create Spine Profile dialog box appears.

In the Create Spine Profile dialog box, perform the following actions:
a) Inthe Namefield, enter a name for the switch profile.
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Step 6

Step 7

Step 8

Configuring BFD Globally on Leaf Switch Using the NX-OS Style CLI .

b)
c)

In the Description field, enter a description of the profile. (This step is optional.)

In the Spine Selectorsfield, enter the appropriate values for Name (name the switch), Blocks (select the
switch), and Policy Group (select Create Spine Switch Policy Group).

The Create Spine Switch Policy Group dialog box appears where you can specify the Policy Group
identity properties.

In the Create Spine Switch Policy Group dialog box, perform the following actions:

a) Inthe Namefield, enter a name for the policy group.

b) Inthe Description field, enter a description of the policy group. (This step is optional.)

c) Choose a BFD policy type (BFD 1PV4 Policy or BFD 1PV6 Palicy), then select a value (default or
Create BFD Global Ipv4 Palicy for a specific switch or set of switches).

Click SUBMIT.

Another way to create a BFD global policy is to right-click on either BFD 1PV 4 or BFD 1PV 6 in the Navigation
pane.

To view the BFD global configuration you created, in the Navigation pane, expand the Switch Policies >
Policies > BFD.

Configuring BFD Globally on Leaf Switch Using the NX-OS Style CLI

Procedure

Step 1

Step 2

Step 3

To configure the BFD IPV4 global configuration (bfdlpv4instPol) using the NX-OS CLI:

Example:

apicl# configure

apicl(config)# template
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# exit

bfd ip bfd_ipv4_global_policy
echo-address 1.2.3.4
slow-timer 2500

min-tx 100

min-rx 70

multiplier 3

echo-rx-interval 500

To configure the BFD IPV6 global configuration (bfdlpv6instPol) using the NX-OS CLI:

Example:

apicl# configure

apicl(config)# template
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# [no]
apicl(config-bfd)# exit

bfd ipv6 bfd_ipv6_global_policy
echo-address 34::1/64
slow-timer 2500

min-tx 100

min-rx 70

multiplier 3

echo-rx-interval 500

To configure access leaf policy group (infraAccNodePGrp) and inherit the previously created BFD global
policies using the NX-OS CLI:
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Example:

apicl# configure
apicl(config)# template leaf-policy-group test leaf policy_group

Routing Protocol Support |

apicl(config-leaf-policy-group)# [no] inherit bfd ip bfd_ipv4_global_policy
apicl(config-leaf-policy-group)# [no] inherit bfd ipv6 bfd_ipv6_global_policy

apicl(config-leaf-policy-group)# exit

Step 4

Example;

apicl(config)# leaf-profile test_leaf _profile
apicl(config-leaf-profile)# leaf-group test_leaf_group
apicl(config-leaf-group)# leaf-policy-group test_leaf policy_group
apicl(config-leaf-group)# leaf 101-102

apicl(config-leaf-group)# exit

Configuring BFD Globally on Spine Switch Using the NX-OS Style CLI

To associate the previously created leaf policy group onto a leaf using the NX-OS CLI:

Use this procedure to configure BFD globally on spine switch using the NX-OS style CLI.

Procedure

Step 1

Example:

apicl# configure

apicl(config)# template bfd ip bfd_ipv4 _global_policy
apicl(config-bfd)# [no] echo-address 1.2.3.4
apicl(config-bfd)# [no] slow-timer 2500
apicl(config-bfd)# [no] min-tx 100

apicl(config-bfd)# [no] min-rx 70

apicl(config-bfd)# [no] multiplier 3
apicl(config-bfd)# [no] echo-rx-interval 500
apicl(config-bfd)# exit

Step 2

Example;

apicl# configure

apicl(config)# template bfd ipv6 bfd_ipv6e_global_policy
apicl(config-bfd)# [no] echo-address 34::1/64
apicl(config-bfd)# [no] slow-timer 2500
apicl(config-bfd)# [no] min-tx 100

apicl(config-bfd)# [no] min-rx 70

apicl(config-bfd)# [no] multiplier 3

apicl(config-bfd)# [no] echo-rx-interval 500
apicl(config-bfd)# exit

Step 3

Example;

. Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier

To configure the BFD IPV4 global configuration (bfdlpv4instPol) using the NX-OS CLI:

To configure the BFD IPV6 global configuration (bfdlpv6instPol) using the NX-OS CLI:

To configure spine policy group and inherit the previously created BFD global policies using the NX-OS CLI:



| Routing Protocol Support

Step 4

Configuring BFD Globally Using the REST API .

apicl# configure

apicl(config)# template spine-policy-group test_spine_policy_group
apicl(config-spine-policy-group)# [no] inherit bfd ip bfd_ipv4_global_policy
apicl(config-spine-policy-group)# [no] inherit bfd ipv6 bfd_ipv6_global_policy
apicl(config-spine-policy-group)# exit

To associate the previously created spine policy group onto a spine switch using the NX-OS CLI:

Example:

apicl# configure

apicl(config)# spine-profile test spine_profile
apicl(config-spine-profile)# spine-group test_spine_group
apicl(config-spine-group)# spine-policy-group test_spine_policy_group
apicl(config-spine-group)# spine 103-104

apicl(config-leaf-group)# exit

Configuring BFD Globally Using the REST API

Procedure

The following REST API shows the global configuration for bidirectional forwarding detection (BFD):

Example;

<polUni>
<infralnfra>

<bfdlpv4InstPol name="default’ echoSrcAddr="1.2.3.4" slowlntvI="1000" minTxIntvIl="150"
minRxIntvI="250" detectMult="5" echoRxIntvI="200"/>

<bfdlpv6InstPol name="default" echoSrcAddr="34::1/64" slowlntvI="1000" minTxIntvI="150"
minRxIntvI="250" detectMult="5" echoRxIntvI="200"/>
</infralnfra>
</polUni>

Configuring BFD Interface Override Using the GUI

There are three supported interfaces (routed Layer 3 interfaces, the external SVI interface, and the routed
sub-interfaces) on which you can configure an explicit bi-directional forwarding detection (BFD) configuration.
If you don't want to use the global configuration, yet you want to have an explicit configuration on a given
interface, you can create your own global configuration, which gets applied to all the interfaces on a specific
switch or set of switches. This interface override configuration should be used if you want more granularity
on a specific switch on a specific interface.
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Procedure

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Step 8
Step 9
Step 10

Step 11

Step 12
Step 13

Step 14

\)

Note  When a BFD interface policy is configured over a parent routed interface, by default all of its routed
sub-interfaces with the same address family as that of the parent interface will inherit this policy. If any of
the inherited configuration needs to be overridden, configure an explicit BFD interface policy on the
sub-interfaces. However, if Admin State or Echo Admin Stateis disabled on the parent interface, the property
cannot be overridden on the sub-interfaces.

Before you begin

A tenant has already been created.

On the menu bar, choose Tenant.

In the Navigation pane (under Quick Start), expand the Tenant you created Tenant_name > Networking >
External Routed Networks.

Right-click on External Routed Networksand select Create Routed Outside.
The Create Routed Outside dialog box appears.

In the Create Routed Outside dialog box, under Define the Routed Outside, there should be an existing
configuration already set up. If not, enter the values to define the identity of the Routed Outside configuration.

Under Nodes And I nterfaces Protocol Profiles, at the bottom of the Create Routed Outside dialog box,
click the "+" (expand) button.
The Create Node Profile dialog box appears.

Under Specify the Node Profile, enter the name of the node profile in the Name field.

Click the "+" (expand) button located to the right of the Nodes field.
The Select Node dialog box appears.

Under Select node and Configure Static Routes, select a node in the Node I D field.
Enter the router ID in the Router |D field.

Click OK.
The Create Node Profile dialog box appears.

Click the "+" (expand) button located to the right of the Interface Profilesfield.
The Create I nterface Profile dialog box appears.

Enter the name of the interface profile in the Name field.
Select the desired user interface for the node you previously created, by clicking one of the Interfaces tabs:

* Routed Interfaces
* SVI
* Routed Sub-Interfaces

In the BFD Interface Profile field, enter BFD details. In the Authentication Type field, choose No
authentication or Keyed SHA1. If you choose to authenticate (by selecting Keyed SHAL), enter the
Authentication Key I D, enter the Authentication Key (password), then confirm the password by re-entering
it next to Confirm Key.
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Step 15

Step 16
Step 17

Configuring BFD Interface Override Using the NX-OS Style CLI .

For the BFD Interface Policy field, select either the common/default configuration (the default BFD policy),
or create your own BFD policy by selecting Create BFD I nterface Policy.

If you select Create BFD Interface Palicy, the Create BFD Interface Policy dialog box appears where you
can define the BFD interface policy values.

Click SUBMIT.

To see the configured interface level BFD policy, navigate to Networking > Protocol Polices > BFD.

Configuring BFD Interface Override Using the NX-OS Style CLI

Procedure

Step 1

Step 2

Step 3

To configure BFD Interface Policy (bfdlfPol) using the NX-OS CLI:

Example:

apicl# configure

apicl(config)# tenant t0

apicl(config-tenant)# vrf context vO
apicl(config-tenant-vrf)# exit

apicl(config-tenant)# exit

apicl(config)# leaf 101

apicl(config-leaf)# vrf context tenant tO vrf vO
apicl(config-leaf-vr)# exit

apicl(config-leaf)# interface Ethernet 1/18
apicl(config-leaf-if)# vrf member tenant t0 vrf vO
apicl(config-leaf-if)# exit

apicl(config-leaf)# template bfd bfdlfPoll tenant tO
apicl(config-template-bfd-pol)# [no] echo-mode enable
apicl(config-template-bfd-pol)# [no] echo-rx-interval 500
apicl(config-template-bfd-pol)# [no] min-rx 70
apicl(config-template-bfd-pol)# [no] min-tx 100
apicl(config-template-bfd-pol)# [no] multiplier 5
apicl(config-template-bfd-pol)# [no] optimize subinterface
apicl(config-template-bfd-pol)# exit

To inherit the previously created BFD interface policy onto a L3 interface with IPv4 address using the NX-OS
CLI:

Example:

apicl# configure

apicl(config)# leaf 101

apicl(config-leaf)# interface Ethernet 1/15

apicl(config-leaf-if)# bfd ip tenant mode

apicl(config-leaf-if)# bfd ip inherit interface-policy bfdPoll
apicl(config-leaf-if)# bfd ip authentication keyed-shal key 10 key password

To inherit the previously created BFD interface policy onto an L3 interface with IPv6 address using the NX-OS
CLI:

Example;

apicl# configure
apicl(config)# leaf 101
apicl(config-leaf)# interface Ethernet 1/15
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Step 4

Step 5

apicl(config-leaf-if)# ipv6 address 2001::10:1/64 preferred
apicl(config-leaf-if)# bfd ipv6 tenant mode

apicl(config-leaf-if)# bfd ipv6 inherit interface-policy bfdPoll
apicl(config-leaf-if)# bfd ipv6 authentication keyed-shal key 10 key password

To configure BFD on a VLAN interface with IPv4 address using the NX-OS CLI:

Example:

apicl# configure

apicl(config)# leaf 101

apicl(config-leaf)# interface vlan 15

apicl(config-leaf-if)# vrf member tenant t0 vrf vO

apicl(config-leaf-if)# bfd ip tenant mode

apicl(config-leaf-if)# bfd ip inherit interface-policy bfdPoll
apicl(config-leaf-if)# bfd ip authentication keyed-shal key 10 key password

To configure BFD on a VLAN interface with IPv6 address using the NX-OS CLI:

Example:

apicl# configure

apicl(config)# leaf 101

apicl(config-leaf)# interface vlan 15

apicl(config-leaf-if)# ipv6 address 2001::10:1/64 preferred
apicl(config-leaf-if)# vrf member tenant tO0 vrf vO

apicl(config-leaf-if)# bfd ipv6 tenant mode

apicl(config-leaf-if)# bfd ipv6 inherit interface-policy bfdPoll
apicl(config-leaf-if)# bfd ipv6 authentication keyed-shal key 10 key password

Configuring BFD Interface Override Using the REST API

Procedure

The following REST API shows the interface override configuration for bidirectional forwarding detection
(BFD):

Example:

<fvTenant name="ExampleCorp'>
<bfdIfPol name=“bfdIfPol" minTxIntvI="400" minRxIntvI="400" detectMult="5" echoRxIntvI="400"
echoAdminSt=""disabled"/>
<13extOut name="13-out">
<I3extLNodeP name="leafl">
<13extRsNodelL30utAtt tDn="topology/pod-1/node-101" rtrid="2.2.2.2"/>

<13extLIfP name="portlpv4-">
<l13extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/11]"
ifIlnstT="13-port" addr="10.0.0.1/24" mtu="1500"/>
<bfdIfP type=‘“shal” key=‘“‘password'>
<bfdRs1fPol tnBfdIfPolName=“bfdIfPol"/>
</bfd1fP>
</13extLIfP>

</13extLNodeP>
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</13extOut>
</fvTenant>

Configuring BFD Consumer Protocols Using the GUI

Procedure

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8
Step 9
Step 10

Step 11

This procedure provides the steps to enable bi-directional forwarding detection (BFD) in the consumer protocols
(OSPF, BGP, EIGRP, Static Routes, and 1S-1S), which are consumers of the BFD feature. To consume the
BFD on these protocols, you must enable a flag in them.

)

Note  These four consumer protocols are located in the left navigation pane under Tenant > Networ king > Protocol

Policies.

Before you begin

A tenant has already been created.

On the menu bar, choose Tenant.
To configure BFD in the BGP protocol, in the Navigation pane (under Quick Start), expand the Tenant you
created Tenant_name > Networking > Protocol Policies> BGP > BGP Peer Prefix.

On the right side of the Work pane, under ACTIONS, select Create BGP Peer Prefix Policy.
The Create BGP Peer Prefix Policy dialog box appears.

Note
You can also right-click on BGP Peer Prefix from the left navigation pane to select Create BGP Peer Prefix
to create the policy.

Enter a name in the Name field and provide values in the remaining fields to define the BGP peer prefix
policy.

Click SUBMIT.

The BGP peer prefix policy you created now appears under BGP Peer Prefix in the left navigation pane.
In the Navigation pane, go back to Networking > External Routed Networks.

Right-click on External Routed Networksand select Create Routed Outside.

The Create Routed Outside dialog box appears.

In the Create Routed Outside dialog box, enter the name in the Name field. Then, to the right side of the
Name field, select the BGP protocol.

In the Nodes and I nterfaces Protocol Profilessection, click the "+" (expand) button.

The Create Node Profile dialog box appears.

In the BGP Peer Connectivity section, click the "+" (expand) button.

The Create BGP Peer Connectivity Profile dialog box appears.

In the Create BGP Peer Connectivity Profile dialog box, next to Peer Controls, select Bidirectional
Forwarding Detection to enable BFD on the BGP consumer protocol, shown as follows (or uncheck the box
to disable BFD).
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Step 12

Step 13

Step 14
Step 15

Step 16
Step 17

Step 18

Step 19
Step 20

Step 21
Step 22

Step 23

Step 24
Step 25

Step 26
Step 27
Step 28

Step 29
Step 30

Step 31

To configure BFD in the OSPF protocol, in the Navigation pane, go to Networking > Protocol Policies >
OSPF > OSPF Interface.

On the right side of the Work pane, under ACTIONS, select Create OSPF Interface Palicy.
The Create OSPF Interface Policy dialog box appears.

Note
You can also right-click on OSPF Interface from the left navigation pane and select Create OSPF Interface
Policy to create the policy.

Enter a name in the Namefield and provide values in the remaining fields to define the OSPF interface policy.

In the Interface Controls section of this dialog box, you can enable or disable BFD. To enable it, check the
box next to BFD, which adds a flag to the OSPF consumer protocol, shown as follows (or uncheck the box
to disable BFD).

Click SUBMIT.

To configure BFD in the EIGRP protocol, in the Navigation pane, go back to Networking > Protocol
Policies> EIGRP > EIGRP Interface.

On the right side of the Work pane, under ACTIONS, select Create EIGRP Interface Policy.
The Create EIGRP Interface Policy dialog box appears.

Note
You can also right-click on EIRGP Interface from the left navigation pane and select Create EIGRP
I nter face Palicy to create the policy.

Enter a name in the Namefield and provide values in the remaining fields to define the OSPF interface policy.

In the Control State section of this dialog box, you can enable or disable BFD. To enable it, check the box
next to BFD, which adds a flag to the EIGRP consumer protocol (or uncheck the box to disable BFD).

Click SUBMIT.

To configure BFD in the Static Routes protocol, in the Navigation pane, go back to Networking > External
Routed Networks.

Right-click on External Routed Networksand select Create Routed Outside.
The Create Routed Outside dialog box appears.

In the Define the Routed Outside section, enter values for all the required fields.

In the Nodes and I nterfaces Protocol Profilessection, click the "+" (expand) button.
The Create Node Profile dialog box appears.

In the section Nodes, click the "+" (expand) button.
The Select Node dialog box appears.

In the Static Routes section, click the "+" (expand) button.
The Create Static Route dialog box appears. Enter values for the required fields in this section.

Next to Route Control, check the box next to BFD to enable (or uncheck the box to disable) BFD on the
specified Static Route.

Click OK.

To configure BFD in the IS-1S protocol, in the Navigation pane go to Fabric > Fabric Policies> Interface
Policies> Palicies > L 3 Interface.

On the right side of the Work pane, under ACTIONS, select Create L 3 Interface Policy.
The Create L 3 Interface Policy dialog box appears.

Note
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Step 32
Step 33
Step 34

Configuring BFD Consumer Protocols Using the NX-OS Style CLI .

You can also right-click on L 3 Interface from the left navigation pane and select Create L 3 I nterface Policy
to create the policy.

Enter a name in the Name field and provide values in the remaining fields to define the L3 interface policy.
To enable BFD ISIS Policy, click Enable.
Click SUBMIT.

Configuring BFD Consumer Protocols Using the NX-OS Style CLI

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

To enable BFD on the BGP consumer protocol using the NX-OS CLI:

Example:

apicl# configure

apicl(config)# bgp-fabric

apicl(config-bgp-fabric)# asn 200

apicl(config-bgp-fabric)# exit

apicl(config)# leaf 101

apicl(config-leaf)# router bgp 200

apicl(config-bgp)# vrf member tenant t0 vrf vO
apicl(config-leaf-bgp-vrf)# neighbor 1.2.3.4
apicl(config-leaf-bgp-vrf-neighbor)# [no] bfd enable

To enable BFD on the EIGRP consumer protocol using the NX-OS CLI:

Example:

apicl(config-leaf-if)# [no] ip bfd eigrp enable
To enable BFD on the OSPF consumer protocol using the NX-OS CLI:

Example:
apicl(config-leaf-if)# [no] ip ospf bfd enable

apicl# configure

apicl(config)# spine 103

apicl(config-spine)# interface ethernet 5/3.4
apicl(config-spine-if)# [no] ip ospf bfd enable

To enable BFD on the Static Route consumer protocol using the NX-OS CLI:

Example:
apicl(config-leaf-vrf)# [no] ip route 10.0.0.1/16 10.0.0.5 bfd

apicl(config)# spine 103
apicl(config-spine)# vrf context tenant infra vrf overlay-1
apicl(config-spine-vrf)# [no] ip route 21.1.1.1/32 32.1.1.1 bfd

To enable BFD on IS-IS consumer protocol using the NX-OS CLI:
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Example:

apicl(config)# leaf 101

apicl(config-spine)# interface ethernet 1/49
apicl(config-spine-if)# isis bfd enabled
apicl(config-spine-if)# exit
apicl(config-spine)# exit

apicl(config)# spine 103
apicl(config-spine)# interface ethernet 5/2
apicl(config-spine-if)# isis bfd enabled
apicl(config-spine-if)# exit
apicl(config-spine)# exit

Configuring BFD Consumer Protocols Using the REST API

Procedure

Step 1 The following example shows the interface configuration for bidirectional forwarding detection (BFD):

Example:

<fvTenant name="ExampleCorp'>
<bfd1fPol name=“bfdIfPol" minTxIntvI="400" minRxIntvl=""400" detectMult="5" echoRxIntvI="400"
echoAdminSt=""disabled"/>
<13extOut name="13-out'>
<I3extLNodeP name="leafl">
<I3extRsNodelL30utAtt tDn="topology/pod-1/node-101" rtrid="2.2.2.2"/>

<13extLIfP name="portlpv4-">
<I3extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/11]"
ifInstT="13-port™ addr="10.0.0.1/24" mtu="1500"/>
<bfdIfP type=‘“shal” key=*“password'>
<bfdRs1fPol tnBfdlfPolName=“bfdlfPol*/>
</bfd1fP>
</13extLIfP>

</13extLNodeP>
</13extOut>
</fvTenant>

Step 2 The following example shows the interface configuration for enabling BFD on OSPF and EIGRP:

Example:
BFD on leaf switch

<fvTenant name=“ExampleCorp'>
<ospflfPol name="ospf_intf_pol" cost="10" ctrl="bfd”/>
<eigrplfPol ctrl="nh-self,split-horizon,bfd"
dn=""uni/tn-Coke/eigrplfPol-eigrp_if _default"”
</fvTenant>

Example;
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BFD on spine switch

<I3extLNodeP name="bSpine'>

<I3extRsNodelL30utAtt tDn="topology/pod-1/node-103" rtrid="192.3.1.8">
<l3extLoopBacklfP addr="10.10.3.1" />
<I3extInfraNodeP fabricExtCtrlPeering="false" />
</13extRsNodelL30utAtt>

<13extLIfP name="portlf">
<I3extRsPathL30utAtt tDn="topology/pod-1/paths-103/pathep-[eth5/10]"
encap="vlan-4" iflnstT="sub-interface” addr='"20.3.10.1/24"/>
<ospflfP>
<ospfRsIfPol tnOspflfPolName="ospf_intf _pol*/>
</ospfI1fP>
<bfdIfP name="test" type="shal"™ key="hello" status="created,modified">
<bfdRs1fPol tnBfdlfPolName="default” status="created,modified"/>
</bfd1fP>
</13extLIfP>

</13extLNodeP>

Step 3 The following example shows the interface configuration for enabling BFD on BGP:

Example:

<fvTenant name="ExampleCorp'>
<I13extOut name="13-out">
<I3extLNodeP name="leafl">
<I13extRsNodelL30utAtt tDn="topology/pod-1/node-101" rtrild="2.2.2.2"/>

<13extLIfP name="portlpv4*>

<I3extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/11]"
ifInstT="13-port" addr="10.0.0.1/24" mtu="1500">

<bgpPeerP addr="4.4_.4.4/24" allowedSelfAsCnt="3" ctrl="bfd" descr=""

name=""" peerCtri=""" ttl="1">
<bgpRsPeerPfxPol tnBgpPeerPfxPolName="""/>
<bgpAsP asn="'3" descr='""" name="""/>
</bgpPeerpP>

</13extRsPathL30utAtt>
</13extLI1fP>

</13extLNodeP>
</13extOut>
</fvTenant>

Step 4 The following example shows the interface configuration for enabling BFD on Static Routes:

Example:
BFD on leaf switch

<fvTenant name="ExampleCorp'>
<I13extOut name="13-out">
<I3extLNodeP name="leafl">
<I3extRsNodelL30utAtt tDn=""topology/pod-1/node-101" rtrid="2.2.2.2">
<ipRouteP ip=192.168.3.4" rtCtri="bfd">
<ipNexthopP nhAddr="192.168.62.2"/>
</ipRouteP>
</13extRsNodelL30utAtt>
<I3extLIfP name="portlpv4-">
<I3extRsPathL30utAtt tDn=""topology/pod-1/paths-101/pathep-[ethl/3]"
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ifIlnstT="13-port" addr="10.10.10.2/24" mtu="1500" status="'created,modified" />
</13extLIfP>

</13extLNodeP>

</13extOut>
</fvTenant>

Example:
BFD on spine switch

<I3extLNodeP name="bSpine">

<I3extRsNodelL30utAtt tDn="topology/pod-1/node-103" rtrid="192.3.1.8">
<ipRouteP ip="0.0.0.0" rtCtri="bfd">
<ipNexthopP nhAddr="192.168.62.2"/>
</ipRouteP>
</13extRsNodelL30utAtt>

<13extLIfP name="portlf">
<I3extRsPathL30utAtt tDn=""topology/pod-1/paths-103/pathep-[eth5/10]"
encap="vlan-4" iflnstT="sub-interface® addr="20.3.10.1/24"/>

<bfdIfP name="test" type="shal"™ key="hello" status="created,modified">
<bfdRsl1fPol tnBfdlfPolName="default” status="'created,modified"/>
</bfd1fP>
</13extLIfP>

</13extLNodeP>

Step 5 The following example shows the interface configuration for enabling BFD on 1S-IS:

Example;

<fabriclnst>
<I31fPol name="testL3IfPol" bfdlsis="enabled"/>
<fabricLeafP name="LeNode" >
<fabricRsLePortP tDn="uni/fabric/leportp-leaf _profile"” />
<fabricLeafS name="'spsw" type="range'>
<fabricNodeBlk name="nodel0l1" to_="102" from_="101" />
</fabricLeafS>
</fabricLeafP>

<fabricSpineP name="SpNode" >
<fabricRsSpPortP tDn="uni/fabric/spportp-spine_profile" />
<fabricSpineS name="spsw'" type="range'>
<fabricNodeBlk name="nodel03" to_="103" from_="103" />
</fabricSpineS>
</fabricSpineP>

<fabricLePortP name="leaf_profile'>
<fabricLFPortS name="leaflf" type='"range'>
<fabricPortBlk name="spBIk" fromCard="1" fromPort="49" toCard="1" toPort="49" />
<fabricRsLePortPGrp tDn="uni/fabric/funcprof/leportgrp-LeTestPCGrp"” />
</fabricLFPortS>
</fabricLePortpP>

<fabricSpPortP name="spine_profile'>
<fabricSFPortS name="spinelf" type="range'>
<fabricPortBlk name="spBIlk" fromCard="5" fromPort="1" toCard="5" toPort="2" />
<fabricRsSpPortPGrp tDn="uni/fabric/funcprof/spportgrp-SpTestPCGrp" />
</fabricSFPortS>
</fabricSpPortpP>
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<fabricFuncP>
<fabricLePortPGrp name = "'LeTestPGrp'>
<fabricRsL31fPol tnL31fPolName=""testL31fPol"/>
</fabriclLePortPGrp>

<fabricSpPortPGrp name = "'SpTestPGrp'>
<fabricRsL31fPol tnL3IfPolName=""testL31fPol"/>
</fabricSpPortPGrp>

</fabricFuncP>

</fabriclnst>

OSPF External Routed Networks

Use the procedures in the following sections to configure OSPF external routed networks.

OSPF Layer 3 Outside Connections

OSPF Layer 3 Outside connections can be normal or NSSA areas. The backbone (area 0) area is also supported
as an OSPF Layer 3 Outside connection area. ACI supports both OSPFv2 for IPv4 and OSPFv3 for IPv6.
When creating an OSPF Layer 3 Outside, it is not necessary to configure the OSPF version. The correct OSPF
process is created automatically based on the interface profile configuration (IPv4 or IPv6 addressing). Both
IPv4 and IPv6 protocols are supported on the same interface (dual stack) but it is necessary to create two
separate interface profiles.

Layer 3 Outside connections are supported for the routed interfaces, routed sub-interfaces, and SVIs. The
SVIs are used when there is a need to share the physical connect for both Layer 2 and Layer 3 traffic. The
SVIs are supported on ports, port channels, and virtual port channels (vPCs).

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



Routing Protocol Support |
. OSPF Layer 3 Outside Connections

Figure 15: OSPF Layer3 Out Connections

BGPRR BGPRR

p—" p—"
[ ] . N
. w - B
MP-BGP
Border Leaf Border Leaf
100.1 _1_0.*31@:!; 100.22.0/31 l. g ] 100.3.3.0/31
2001111126 ! 2001:12:21126 S | : g 2001::13:1126
: N
OSPF Point-to-point L+ 8 ﬁﬁ Fouted Su Trteriace
connection K ! bk & PP
' VRF1 VRF23 ' | {3 VRF1
: g |ig
100.1.1.0/31 100.2.2.0/31 100.3.3.0/31
2001:11:21126 2001:12:2126 % 2001:13:2126
Supports botﬁL‘
IPv4 and IPvG OSPF Area 0 / \\- OSPF Area 0

8
4
When an SV1 is used for an Layer 3 Outside connection, an external bridge domain is created on the border

leaf switches. The external bridge domain allows connectivity between the two VPC switches across the ACI

fabric. This allows both the VPC switches to establish the OSPF adjacencies with each other and the external
OSPF device.

When running OSPF over a broadcast network, the time to detect a failed neighbor is the dead time interval

(default 40 seconds). Reestablishing the neighbor adjacencies after a failure may also take longer due to
designated router (DR) election.
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\)

Note * Alink or port channel failure to one vPC Node does not cause an OSPF adjacency to go down. The OSPF
adjacency can stay up using the external bridge domain accessible through the other vPC node.

» When an OSPF time policy or a BGP, OSPF, or EIGRP address family policy is applied to an L3Out,
you can observe the following behaviors:

« If the L3Out and the policy are defined in the same tenant, then there is no change in behavior.

« |f the L3Out is configured in a user tenant other than the common tenant, the L30ut VRF instance
is resolved to the common tenant, and the policy is defined in the common tenant, then only the
default values are applied. Any change in the policy will not take effect.

« If a border leaf switch forms OSPF adjacency with two external switches and one of the two switches
experiences a route loss while the adjacent switches does not, the Cisco ACI border leaf switch reconverges
the route for both neighbors.

» OSPF supports aggressive timers. However, these timers quickly bring down the adjancency and cause
CPU churn. Therefore, we recommend that you use the default timers and use bidirectional forwarding
detection (BFD) to get sub-second failure detection.

Creating an OSPF External Routed Network for Management Tenant Using the
GUI

« You must verify that the router ID and the logical interface profile IP address are different and do not
overlap.

« The following steps are for creating an OSPF external routed network for a management tenant. To create
an OSPF external routed network for a tenant, you must choose a tenant and create a VRF for the tenant.

* For more details, see Cisco APIC and Transit Routing.

Procedure
Step 1 On the menu bar, choose TENANTS > mgmt.
Step 2 In the Navigation pane, expand Networking > External Routed Networks.
Step 3 Right-click External Routed Networks, and click Create Routed Outside.
Step 4 In the Create Routed Outside dialog box, perform the following actions:

a) Inthe Namefield, enter a name (RtdOut).

b) Check the OSPF check box.

c) Inthe OSPF Area|D field, enter an area ID.

d) Inthe OSPF Area Control field, check the appropriate check box.
e) Inthe OSPF Area Type field, choose the appropriate area type.

f) Inthe OSPF Area Cost field, choose the appropriate value.

g) Inthe VRF field, from the drop-down list, choose the VRF (inb).
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Note

This step associates the routed outside with the in-band VRF.

h) From the External Routed Domain drop-down list, choose the appropriate domain.
i) Click the + icon for Nodes and I nterfaces Protocol Profiles area.
Step 5 In the Create Node Profile dialog box, perform the following actions:
a) Inthe Namefield, enter a name for the node profile. (borderLeaf).
b) Inthe Nodesfield, click the + icon to display the Select Node dialog box.
c) Inthe Node D field, from the drop-down list, choose the first node. (leafl).
d) Inthe Router 1D field, enter a unique router ID.
e) Uncheck the Use Router ID as L oopback Addressfield.
Note
By default, the router ID is used as a loopback address. If you want them to be different, uncheck the Use
Router ID as L oopback Addresscheck box.
f) Expand Loopback Addresses, and enter the IP address in the I P field. Click Update, and click OK.
Enter the desired IPv4 or IPv6 IP address.
g) Inthe Nodes field, expand the + icon to display the Select Node dialog box.
Note
You are adding a second node ID.
h) Inthe Node ID field, from the drop-down list, choose the next node. (leaf2).
i) Inthe Router ID field, enter a unique router ID.
j) Uncheck the Use Router 1D as L oopback Addressfield.
Note
By default, the router ID is used as a loopback address. If you want them to be different, uncheck the Use
Router ID asLoopback Addresscheck box.
k) Expand L oopback Addresses, and enter the IP address in the | P field. Click Update, and click OK. Click
OK.
Enter the desired IPv4 or IPv6 IP address.
Step 6 In the Create Node Profile dialog box, in the OSPF Interface Profilesarea, click the + icon.
Step 7 In the Create I nterface Profile dialog box, perform the following tasks:
a) Inthe Name field, enter the name of the profile (portProf).
b) Inthe Interfacesarea, click the Routed I nterfacestab, and click the + icon.
c) Inthe Select Routed I nterfaces dialog box, in the Path field, from the drop-down list, choose the first
port (leafl, port 1/40).
d) Inthe IP Addressfield, enter an IP address and mask. Click OK.
e) Inthe Interfacesarea, click the Routed I nterfacestab, and click the + icon.
f) Inthe Select Routed Interfacesdialog box, in the Path field, from the drop-down list, choose the second
port (leaf2, port 1/40).
g) Inthe IP Addressfield, enter an IP address and mask. Click OK.

Note
This IP address should be different from the IP address you entered for leafl earlier.
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Step 8
Step 9

Step 10
Step 11

Creating an OSPF External Routed Network for a Tenant Using the NX-OS CLI .

h) Inthe Create Interface Profile dialog box, click OK.

The interfaces are configured along with the OSPF interface.

In the Create Node Profile dialog box, click OK.

In the Create Routed Outside dialog box, click Next.

The Step 2 External EPG Networksarea is displayed.

In the External EPG Networks area, click the + icon.

In the Create External Network dialog box, perform the following actions:
a) Inthe Namefield, enter a name for the external network (extMgmt).

b) Expand Subnet and in the Create Subnet dialog box, in the | P address field, enter an IP address and
mask for the subnet.

c) Inthe Scope field, check the desired check boxes. Click OK.
d) Inthe Create External Network dialog box, click OK.
e) Inthe Create Routed Outside dialog box, click Finish.

Note
In the Work pane, in the External Routed Networ ks area, the external routed network icon (RtdOut) is
now displayed.

Creating an OSPF External Routed Network for a Tenant Using the NX-OS CLI

Configuring external routed network connectivity involves the following steps:
1. Create a VRF under Tenant.

2. Configure L3 networking configuration for the VRF on the border leaf switches, which are connected to
the external routed network. This configuration includes interfaces, routing protocols (BGP, OSPF,
EIGRP), protocol parameters, route-maps.

3. Configure policies by creating external-L3 EPGs under tenant and deploy these EPGs on the border leaf
switches. External routed subnets on a VRF which share the same policy within the ACI fabric form one
"External L3 EPG" or one "prefix EPG".

Configuration is realized in two modes:

« Tenant mode: VRF creation and external-L3 EPG configuration

* Leaf mode: L3 networking configuration and external-L3 EPG deployment

The following steps are for creating an OSPF external routed network for a tenant. To create an OSPF external
routed network for a tenant, you must choose a tenant and then create a VRF for the tenant.

\}

Note  The examples in this section show how to provide external routed connectivity to the "web" epg in the
"OnlineStore™ application for tenant "exampleCorp".
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Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Configure the VLAN domain.

Example:

apicl(config)# vlan-domain dom_exampleCorp
apicl(config-vlan)# vlan 5-1000
apicl(config-vlan)# exit

Configure the tenant VRF and enable policy enforcement on the VRF.

Example:

apicl(config)# tenant exampleCorp
apicl(config-tenant)# vrf context
exampleCorp_vl

apicl(config-tenant-vrf)# contract enforce
apicl(config-tenant-vrf)# exit

Configure the tenant BD and mark the gateway IP as “public”. The entry "scope public" makes this gateway
address available for advertisement through the routing protocol for external-L3 network.

Example:

apicl(config-tenant)# bridge-domain exampleCorp_bl
apicl(config-tenant-bd)# vrf member exampleCorp_v1l
apicl(config-tenant-bd)# exit

apicl(config-tenant)# interface bridge-domain exampleCorp_bl
apicl(config-tenant-interface)# ip address 172.1.1.1/24 scope public
apicl(config-tenant-interface)# exit

Configure the VRF on a leaf.

Example:

apicl(config)# leaf 101
apicl(config-leaf)# vrf context tenant exampleCorp vrf exampleCorp_vl

Configure the OSPF area and add the route map.

Example:

apicl(config-leaf)# router ospf default

apicl(config-leaf-ospf)# vrf member tenant exampleCorp vrf exampleCorp_vil
apicl(config-leaf-ospf-vrf)# area 0.0.0.1 route-map mapl00 out
apicl(config-leaf-ospf-vr)# exit

apicl(config-leaf-ospf)# exit

Assign the VRF to the interface (sub-interface in this example) and enable the OSPF area.

Example:

Note

For the sub-interface configuration, the main interface (ethernet 1/11 in this example) must be converted to
an L3 port through “no switchport” and assigned a vlan-domain (dom_exampleCorp in this example) that
contains the encapsulation VLAN used by the sub-interface. In the sub-interface ethernet1/11.500, 500 is the
encapsulation VLAN.
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apicl(config-leaf)# interface ethernet 1/11

apicl(config-leaf-if)# no switchport

apicl(config-leaf-if)# vlan-domain member dom_exampleCorp
apicl(config-leaf-if)# exit

apicl(config-leaf)# interface ethernet 1/11.500

apicl(config-leaf-if)# vrf member tenant exampleCorp vrf exampleCorp_vl
apicl(config-leaf-if)# ip address 157.10.1.1/24

apicl(config-leaf-if)# ip router ospf default area 0.0.0.1

Step 7 Configure the external-L3 EPG policy. This includes the subnet to match for identifying the external subnet
and consuming the contract to connect with the epg "web".

Example:

apicl(config)# tenant t100

apicl(config-tenant)# external-13 epg [13epgl00
apicl(config-tenant-13ext-epg)# vrf member v100
apicl(config-tenant-13ext-epg)# match ip 145.10.1.0/24
apicl(config-tenant-13ext-epg)# contract consumer web
apicl(config-tenant-13ext-epg)# exit
apicl(config-tenant)#exit

Step 8 Deploy the external-L3 EPG on the leaf switch.

Example:

apicl(config)# leaf 101
apicl(config-leaf)# vrf context tenant t100 vrf v100
apicl(config-leaf-vrf)# external-13 epg 13epgl00

Creating OSPF External Routed Network for Management Tenant Using REST
API

« You must verify that the router ID and the logical interface profile IP address are different and do not
overlap.

« The following steps are for creating an OSPF external routed network for a management tenant. To create
an OSPF external routed network for a tenant, you must choose a tenant and create a VRF for the tenant.

* For more details, see Cisco APIC and Transit Routing.

Procedure

Create an OSPF external routed network for management tenant.

Example:
POST: https://apic-ip-address/api/mo/uni/tn-mgmt.xml
<fvTenant name="‘mgmt'>

<fvBD name="bd1">

<fvRsBDToOut tnL3extOutName="RtdOut" />
<fvSubnet ip="1.1.1.1/16" />
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<fvSubnet ip="1.2.1.1/16" />
<fvSubnet ip="40.1.1.1/24" scope="public" />
<fvRsCtx tnFvCtxName="inb" />

</fvBD>

<fvCtx name="inb" />

<I3extOut name="RtdOut'>
<13extRsL3DomAtt tDn="uni/l13dom-extdom"/>
<I3extInstP name="extMgmt''>
</13extInstP>
<I3extLNodeP name="borderLeaf">
<I3extRsNodelL30utAtt tDn="topology/pod-1/node-101" rtrid="10.10.10.10"/>
<I3extRsNodelL30utAtt tDn="topology/pod-1/node-102" rtrid="10.10.10.11"/>
<13extLIfP name="portProfile">
<I3extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/40]"
ifInstT="13-port™ addr="192.168.62.1/24"/>
<I3extRsPathL30utAtt tDn="topology/pod-1/paths-102/pathep-[ethl/40]"
ifInstT="13-port” addr="192.168.62.5/24"/>
<ospfIfP/>
</13extLI1fP>
</13extLNodeP>
<I3extRsEctx tnFvCtxName="inb"/>
<ospfExtP areald="57" />
</13extOut>
</fvTenant>

EIGRP External Routed Networks

Use the procedures in the following sections to configure EIGRP external routed networks.

About EIGRP Layer 3 Outside Connections

This example shows how to configure Enhanced Interior Gateway Routing Protocol (EIGRP) when using the
Cisco APIC. The following information applies when configuring EIGRP:

* The tenant, VRF, and bridge domain must already be created.

« The Layer 3 outside tenant network must already be configured.

« The route control profile under routed outside must already be configured.
 The EIGRP VRF policy is the same as the EIGRP family context policy.

» EIGRP supports only export route control profile. The configuration related to route controls is common
across all the protocols.

You can configure EIGRP to perform automatic summarization of subnet routes (route summarization) into
network-level routes. For example, you can configure subnet 131.108.1.0 to be advertised as 131.108.0.0 over
interfaces that have subnets of 192.31.7.0 configured. Automatic summarization is performed when there are
two or more network router configuration commands configured for the EIGRP process. By default, this
feature is enabled. For more information, see Route Summarization.
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EIGRP Protocol Support
EIGRP protocol is modeled similar to other routing protocols in the Cisco Application Centric Infrastructure
(ACI) fabric.

Supported Features
The following features are supported:

* IPv4 and IPv6 routing

« Virtual routing and forwarding (VRF) and interface controls for each address family
* Redistribution with OSPF across nodes

« Default route leak policy per VRF

« Passive interface and split horizon support

« Route map control for setting tag for exported routes

« Bandwidth and delay configuration options in an EIGRP interface policy

« Authentication support (supported for release 3.2(4) and later)

Unsupported Features
The following features are not supported:
« Stub routing
« EIGRP used for BGP connectivity
» Multiple EIGRP L3extouts on the same node

* Per-interface summarization (an EIGRP summary policy will apply to all interfaces configured under
an L30ut)

« Per interface distribute lists for import and export

Categories of EIGRP Functions
EIGRP functions can be broadly categorized as follows:
* Protocol policies
* L3extOut configurations
« Interface configurations
¢ Route map support
« Default route support

* Transit support
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Primary Managed Objects That Support EIGRP
The following primary managed objects provide EIGRP support:

* EIGRP Address Family Context Policy eigrpCtxAfPol: Address Family Context policy configured
under fvTenant (Tenant/Protocols).

* fvRsCtxToEigrpCtxAfPol: Relation from a VRF to a eigrpCtxAfPol for a given address family (IPv4
or IPv6). There can be only one relation for each address family.

* eigrplfPol: EIGRP Interface policy configured in fvTenant.

* eigrpextP: Enable flag for EIGRP in an L3extOut.

« eigrplfP: EIGRP interface profile attached to an 13extL1¥P.

« eigrpRsIfPol: Relation from EIGRP interface profile to an eigrpifPol.

* Defrtleak: Default route leak policy under an 13extout.

EIGRP Protocol Policies Supported Under a Tenant
The following EIGRP protocol policies are supported under a tenant:

« EIGRP Interface policy (eigrplfPol)—contains the configuration that is applied for a given address
family on an interface. The following configurations are allowed in the interface policy:

* Hello interval in seconds

 Hold interval in seconds

* One or more of the following interface control flags:
« split horizon
* passive

* next hop self

* EIGRP Address Family Context Policy (eigrpCtxAfPol)—contains the configuration for a given
address family in a given VRF. An eigrpCtxAfPol is configured under tenant protocol policies and can
be applied to one or more VVRFs under the tenant. An eigrpCtxAfPol can be enabled on a VRF through
arelation in the VRF-per-address family. If there is no relation to a given address family, or the specified
eigrpCtxAfPol in the relation does not exist, then the default VRF policy created under the common tenant
is used for that address family.

The following configurations are allowed in the eigrpCtxAfPol:

» Administrative distance for internal route
» Administrative distance for external route
» Maximum ECMP paths allowed

* Active timer interval

 Metric version (32-bit / 64-bit metrics)
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Guidelines and Limitations When Configuring EIGRP
When configuring EIGRP, follow these guidelines:
« Configuring EIGRP and BGP for the same Layer 3 outside is not supported.
« Configuring EIGRP and OSPF for the same Layer 3 outside is not supported.

« There can be one EIGRP Layer 3 Out per node per VRF. If multiple VRFs are deployed on a node, each
VRF can have its own Layer 3 Out.

« Multiple EIGRP peers from a single Layer 3 Out is supported. This enables you to connect to multiple
EIGRP devices from the same node with a single Layer 3 Out.

The following configurations will cause the EIGRP neighbors to flap:

« Changing administrative distances or metric style (wide/narrow) through an EIGRP address family
context in the VRF

« Setting configurations of multiple EIGRP summary routes to external EPG all at once. In contrast,
configuring only a single EIGRP summary route will not cause the EIGRP neighbors to flap.

« Setting the following configurations that will cause a table-map used internally to be updated:
» Changing the route tag for the VRF

» Setting configurations of import direction route control for an OSPF L30ut in the same VRF on
the same border leaf switch as an EIGRP L3Out (for example, enabling or disabling the Route
Control Enforcement “Import” option or changing routes that are allowed or denied for the import
direction). Note that such configurations are not allowed in an EIGRP L30ut itself as the feature is
not supported for EIGRP. However, the configurations in an OSPF L30ut still impacts EIGRP
L30Outs in the same VRF and leaf switch. This is because the import route control for OSPF utilizes
a table-map that is shared, for other purposes, with EIGRP in the same VRF on the same border
leaf switch.

Configuring EIGRP Using the GUI

Procedure
Step 1 On the menu bar, choose Tenants > All Tenants.
Step 2 In the Work pane, double click a tenant.
Step 3 In the Navigation pane, expand the Tenant_name > Networking > Protocol Policies> EIGRP.
Step 4 Right-click EI GRP Address Family Context and choose Create EI GRP Address Family Context Policy.
Step 5 In the Create EIGRP Address Family Context Policy dialog box, perform the following actions:

a) Inthe Namefield, enter a name for the context policy.

b) Inthe Activelnterval (min) field, choose an interval timer.

c) Inthe External Distanceand the I nternal Distance fields, choose the appropriate values.

d) Inthe Maximum Path Limit field, choose the appropriate load balancing value between interfaces (per
node/per leaf switch).

e) Inthe Metric Stylefield, choose the appropriate metric style. Click Submit.
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Step 6
Step 7

Step 8
Step 9

Step 10
Step 11

Step 12

Step 13

In the Work pane, the context policy details are displayed.

To apply the context policy on a VRF, in the Navigation pane, expand Networking > VRFs.

Choose the appropriate VRF, and in the Work pane under Properties, expand EIGRP Context Per Address
Family.

In the EIGRP Address Family Type drop-down list, choose an IP version.

In the EIGRP Address Family Context drop-down list, choose the context policy. Click Update, and Click
Submit.

To enable EIGRP within the Layer 3 Out, in the Navigation pane, click Networking > External Routed
Networks, and click the desired Layer 3 outside network.

In the Work pane under Properties, check the checkbox for EIGRP, and enter the EIGRP Autonomous
System number. Click Submit.

To create an EIGRP interface policy, in the Navigation pane, click Networ king > Protocol Policies> EIGRP
Interface and perform the following actions:

a) Right-click EIGRP Interface, and click Create EIGRP Interface Policy.

b) Inthe Create EIGRP Interface Policy dialog box, in the Name field, enter a name for the policy.

c) Inthe Control State field, check the desired checkboxes to enable one or multiple controls.

d) Inthe Hello Interval (sec) field, choose the desired interval.

e) Inthe Hold Interval (sec) field, choose the desired interval. Click Submit.

f) Inthe Bandwidth field, choose the desired bandwidth.

g) Inthe Delay field, choose the desired delay in tens of microseconds or pico seconds.

In the Work pane, the details for the EIGRP interface policy are displayed.

In the Navigation pane, click the appropriate external routed network where EIGRP was enabled, expand

L ogical Node Profiles and perform the following actions:

a) Expand an appropriate node and an interface under that node.

b) Right-click the interface and click Create EIGRP Interface Profile.

c) Inthe CreateEIGRP InterfaceProfiledialog box, in the EIGRP Policy field, choose the desired EIGRP
interface policy. Click Submit.

Note

The EIGRP VRF policy and EIGRP interface policies define the properties used when EIGRP is enabled.
EIGRP VRF policy and EIGRP interface policies are also available as default policies if the user does not
want to create new policies. So, if a user does not explicitly choose either one of the policies, the default policy
is automatically utilized when EIGRP is enabled.

This completes the EIGRP configuration.

Configuring EIGRP Using the NX-OS-Style CLI

Procedure

Step 1

SSH to an Application Policy Infrastructure Controller (APIC) in the fabric:

Example:

. Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier



| Routing Protocol Support

# ssh admin@node_name

Step 2 Enter the configure mode:

Example:

apicl# configure

Step 3 Enter the configure mode for a tenant:

Example:
apicl(config)# tenant tenantl

Step 4 Configure the Layer 3 Outside on the tenant:

Example:

apicl(config-tenant)# show run
# Command: show running-config tenant tenantl
# Time: Tue Feb 16 09:44:09 2016
tenant tenantl
vrf context 13out
exit
13out 13o0ut-L1
vrf member 13out
exit
13out 130ut-L3
vrf member 13out
exit
external-13 epg tenantl 13out 13out-L3
vrf member 13out
match ip 0.0.0.0/0
match ip 3.100.0.0/16
match ipv6 43:101::/48
contract consumer default
exit
external-13 epg tenantl I13out 13out-L1
vrf member 13out
match ipv6 23:101::/48
match ipv6 13:101::/48
contract provider default
exit
exit

Step 5 Configure a VRF for EIGRP on a leaf:

Example:
apicl(config)# leaf 101

Configuring EIGRP Using the NX-0S-Style CLI .

apicl(config-leaf)# vrf context tenant tenantl vrf 13out 13out 13out-L1

apicl(config-leaf-vrf)# show run

# Command: show running-config leaf 101 vrf context tenant tenantl vrf 13out 13out 13out-L1

# Time: Tue Feb 16 09:44:45 2016
leaf 101

vrf context tenant tenantl vrf 13out 13out 13out-L1

router-id 3.1.1.1
route-map I3out-L1_in
scope global

ip prefix-list tenantl permit 1:102::/48

match prefix-list tenantl
exit
exit
route-map I3out-L1 out
scope global

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



. Configuring EIGRP Using the NX-OS-Style CLI

p prefix-list tenantl
p prefix-list tenantl
p prefix-list tenantl
p prefix-list tenantl
p prefix-list tenantl
ip prefix-list tenantl
p prefix-list tenantl
p prefix-list tenantl
p prefix-list tenantl
p prefix-list tenantl
<OUTPUT TRUNCATED>
ip prefix-list tenantl
match prefix-list tenan
exit
exit
route-map I3out-L1_shared
scope global
exit
exit
exit

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

WWWWWWWWwww

permit :

tl

Step 6 Configure the EIGRP interface policy:

Example:

.102.
.102.
.102.
.102.
.102.
.102.
.102.
.102.
.102.
.102.

:/0

10.
100.0/31
20.
30.
40.
50.
60.
70.
80.
90.

0/23

0/24
0/25
0/26
0/27
0/28
0/29
0/30
0/32
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apicl(config-leaf)# template eigrp interface-policy tenantl tenant tenantl

This template will be available on all leaves where tenant tenantl has a VRF deployment
apicl(config-template-eigrp-if-pol)# show run
# Command: show running-config leaf 101 template eigrp interface-policy tenantl tenant

tenantl
# Time: Tue Feb 16 09:45:50 201
leaf 101

template eigrp interface-policy tenantl tenant tenantl

6

ip hello-interval eigrp default 10

ip hold-interval eigrp default 30
ip throughput-delay eigrp default 20 tens-of-micro

ip bandwidth eigrp defaul
exit
exit

Step 7 Configure the EIGRP VRF policy:

Example:

apicl(config-leaf)# template eigrp vrf-policy tenantl tenant tenantl

t 20

This template will be available on all leaves where tenant tenantl has a VRF deployment
apicl(config-template-eigrp-vrf-pol)# show run
# Command: show running-config leaf 101 template eigrp vrf-policy tenantl tenant tenantl

# Time: Tue Feb 16 09:46:31 201
leaf 101

template eigrp vrf-policy tenantl tenant tenantl

metric version 64bit
exit
exit

Step 8 Configure the EIGRP VLAN interface and enable EIGRP in the interface:

Example:

6

apicl(config-leaf)# interface vlan 1013

apicl(config-leaf-if)# show run

# Command: show running-config leaf 101 interface vlan 1013

# Time: Tue Feb 16 09:46:59 201
leaf 101
interface vlan 1013

6

vrf member tenant tenantl vrf 13out
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Step 9

Step 10
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p address 101.13.1.2/24
p router eigrp default
pv6 address 101:13::1:2/112 preferred
ipv6 router eigrp default
ipv6 link-local fe80::101:13:1:2
inherit eigrp ip interface-policy tenantl
inherit eigrp ipv6 interface-policy tenantl
exit
exit
apicl(config-leaf-if)# ip summary-address ?
eigrp Configure route summarization for EIGRP
apicl(config-leaf-if)# ip summary-address eigrp default 11.11.0.0/16 ?
<CR>
apicl(config-leaf-if)# ip summary-address eigrp default 11.11.0.0/16
apicl(config-leaf-if)# ip summary-address eigrp default 11:11:1::/48
apicl(config-leaf-if)# show run
# Command: show running-config leaf 101 interface vlan 1013
# Time: Tue Feb 16 09:47:34 2016
leaf 101
interface vlan 1013
vrf member tenant tenantl vrf 13out
ip address 101.13.1.2/24
ip router eigrp default
ip summary-address eigrp default 11.11.0.0/16
ip summary-address eigrp default 11:11:1::/48
ipv6 address 101:13::1:2/112 preferred
ipv6 router eigrp default
ipve link-local fe80::101:13:1:2
inherit eigrp ip interface-policy tenantl
inherit eigrp ipv6 interface-policy tenantl
exit
exit

Apply the VLAN on the physical interface:

Example:

apicl(config-leaf)# interface ethernet 1/5

apicl(config-leaf-if)# show run

# Command: show running-config leaf 101 interface ethernet 1 /7 5

# Time: Tue Feb 16 09:48:05 2016

leaf 101
interface ethernet 1/5
vlan-domain member cli
switchport trunk allowed vlan 1213 tenant tenantl3 external-svi 13out 13out-L1
switchport trunk allowed vlan 1613 tenant tenantl7 external-svi 13out 13out-L1
switchport trunk allowed vlan 1013 tenant tenantl external-svi 13out 13out-L1
switchport trunk allowed vlan 666 tenant ten_v6_cli external-svi 13out 13out_cli_L1
switchport trunk allowed vlan 1513 tenant tenantl6 external-svi 13out 13out-L1
switchport trunk allowed vlan 1313 tenant tenantl4 external-svi 13out 13out-L1
switchport trunk allowed vlan 1413 tenant tenantl5 external-svi 13out 13out-L1
switchport trunk allowed vlan 1113 tenant tenantl2 external-svi 13out 13out-L1
switchport trunk allowed vlan 712 tenant mgmt external-svi 13out inband_I1
switchport trunk allowed vlan 1913 tenant tenantlO external-svi 13out 13out-L1
switchport trunk allowed vlan 300 tenant tenantl external-svi 13out 13out-L1
exit
exit

Enable router EIGRP:

Example:

apicl(config-eigrp-vrf)# show run
# Command: show running-config leaf 101 router eigrp default vrf member tenant tenantl vrf
13out
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# Time: Tue Feb 16 09:49:05 2016
leaf 101
router eigrp default
exit
router eigrp default
exit
router eigrp default
exit
router eigrp default
vrf member tenant tenantl vrf 13out
autonomous-system 1001 13out 13out-L1
address-family ipv6 unicast
inherit eigrp vrf-policy tenantl
exit
address-family ipv4 unicast
inherit eigrp vrf-policy tenantl
exit
exit
exit

Configuring EIGRP Using the REST API

Procedure

Step 1 Configure an EIGRP context policy.

Example:

<polUni>
<fvTenant name='"cisco_6">
<eigrpCtxAfPol actintvl="3" descr=""" dn=""uni/tn-cisco_6/eigrpCtxAfP-eigrp_default_pol*
extDist="170"
intDist="90" maxPaths="8" metricStyle=""narrow" name="eigrp_default_pol" ownerKey=""
ownerTag="""/>
</fvTenant>
</polUni>

Step 2 Configure an EIGRP interface policy.

Example;

<polUni>
<fvTenant name="'cisco_6">
<eigrplfPol bw="10" ctrl="nh-self,split-horizon” delay="10" delayUnit="tens-of-micro"
descr=""" dn=""uni/tn-cisco_6/eigrplfPol-eigrp_if_default”
hellolntvl="5" holdIntvl="15" name="eigrp_if default"” ownerKey=""" ownerTag="""/>
</fvTenant>
</polUni>

Step 3 Configure an EIGRP VRF.
Example:
IPv4:

<polUni>
<fvTenant name='cisco_6">
<fvCtx name="dev'>
<fVRsCtXToEigrpCtxAfPol tnEigrpCtxAfPolName="eigrp_ctx_pol_v4" af="1"/>
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Step 4
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</fvCtx>
</fvTenant>
</polUni>

IPV6:

<polUni>
<fvTenant name='cisco_6"">
<fvCtx name="dev''>
<fVRsCtxToEigrpCtxAfPol tnEigrpCtxAfPolName="eigrp_ctx_pol_v6" af="ipv6-ucast'/>
</fvCtx>
</fvTenant>
</polUni>

Configure an EIGRP Layer3 Outside.

Example:
IPv4

<polUni>
<fvTenant name='cisco_6">
<I3extOut name="ext'>
<elgrpExtP asn='4001"/>
<I3extLNodeP name="nodel">
<13extLIfP name="intf_v4'>
<I3extRsPathL30utAtt addr="201.1.1.1/24" ifInstT="13-port"
tDn=""topology/pod-1/paths-101/pathep-[ethl/4]"/>
<eigrplfP name="eigrp_ifp_v4'">
<eigrpRslfPol tnEigrplfPolName="eigrp_if _pol_v4"/>
</eigrplfpP>
</13extLIfP>
</13extLNodeP>
</13extout>
</fvTenant>
</polUni>

IPv6

<polUni>
<fvTenant name="cisco_6">
<I3extOut name="ext'>
<eilgrpExtP asn="4001"/>
<I3extLNodeP name="nodel">
<I13extLIfP name="intf_v6'>
<I13extRsPathL30utAtt addr="2001::1/64" iflnstT="13-port"
tDn=""topology/pod-1/paths-101/pathep-[ethl/4]"/>
<eigrplfP name="eigrp_ifp_v6'>
<eigrpRslfPol tnEigrplfPolName="eigrp_if _pol_v6"/>
</eigrplfpP>
</13extLIfP>
</13extLNodeP>
</13extout>
</fvTenant>
</polUni>

IPv4 and IPv6

<polUni>
<fvTenant name="cisco_6">
<I3extOut name="ext'>
<elgrpExtP asn='4001"/>
<I3extLNodeP name="nodel">
<13extLIfP name="intf_v4'>
<I3extRsPathL30utAtt addr="201.1.1.1/24" ifInstT="13-port"
tDn=""topology/pod-1/paths-101/pathep-[ethl/4]"/>
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<eigrplfP name="eigrp_ifp_v4">
<eigrpRsIfPol tnEigrplfPolName="eigrp_if _pol_v4"/>
</eigrplfpP>
</13extLIfP>

<13extLIfP name="intf_v6'>

<I13extRsPathL30utAtt addr="2001::1/64" iflnstT="13-port"
tDn=""topology/pod-1/paths-101/pathep-[ethl/4]"/>
<eigrplfP name="eigrp_ifp_v6'>
<eigrpRsIfPol tnEigrplfPolName="eigrp_if _pol_v6"/>

</eigrplfpP>

</13extLIfP>

</13extLNodeP>
</13extOout>
</fvTenant>
</polUni>

Step 5 (Optional) Configure the interface policy knobs.

Example:

<polUni>
<fvTenant name='cisco_6">
<eigrplfPol bw="1000000" ctrl="nh-self,split-horizon” delay="10"
delayUnit=""tens-of-micro” hellolntvl="5" holdIntvIl="15" name="default"/>
</fvTenant>
</polUni>

The bandwidth (bw) attribute is defined in Kbps. The delayunit attribute can be "tens of micro™ or "pico".
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Route Summarization

This chapter contains the following sections:

» Route Summarization, on page 131
* Guidelines and Limitations, on page 131
* Configuring Route Summarization for BGP, OSPF, and EIGRP Using the REST API, on page 132

« Configuring Route Summarization for BGP, OSPF, and EIGRP Using the NX-OS Style CLI, on page
134

« Configuring Route Summarization for BGP, OSPF, and EIGRP Using the GUI, on page 135

Route Summarization

Route summarization simplifies route tables by replacing many specific addresses with an single address. For
example, 10.1.1.0/24, 10.1.2.0/24, and 10.1.3.0/24 can be replaced with 10.1.0.0/16. Route summarization
policies enable routes to be shared efficiently among border leaf switches and their neighboring leaf switches.
BGP, OSPF, or EIGRP route summarization policies are applied to a bridge domain or transit subnet. For
OSPF, inter-area and external route summarization are supported. Summary routes are exported; they are not
advertised within the fabric.

Guidelines and Limitations

A route summarization policy configured under an external EPG will result in the summarized prefix being
advertised to all of the BGP peers that are connected to the same border leaf switch and in the same VRF.
This includes BGP peers that belong to different L3Outs if the same border leaf switch and VRF condition is
met.

If you do not want this behavior to take place and you want to limit which BGP peers receive the aggregate
route, block the routes where applicable using outbound route-maps on the respective L30uts.
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Configuring Route Summarization for BGP, OSPF, and EIGRP
Using the REST API

Procedure

Step 1 Configure BGP route summarization using the REST API as follows:

Example:

<fvTenant name='‘common''>
<fvCtx name="vrfl"/>
<bgpRtSummPol name=*“bgp_rt_summ” cntrl=“as-set"/>
<I13extOut name=“13_ext_pol” >
<13extLNodeP name="bLeaf">
<I3extRsNodelL30utAtt tDn="topology/pod-1/node-101" rtrid=*“20.10.1.1"/>
<13extLIfP name="portlf">
<I3extRsPathL30utAtt tDn=""topology/pod-1/paths-101/pathep-[ethl/31]"
ifIlnstT=“13-port” addr=“10.20.1.3/24/>
</13extLIfP>
</13extLNodeP>
<bgpExtP />
<I3extInstP name="InstP" >
<I3extSubnet ip="10.0.0.0/8" scope=“export-rtctri'>
<I3extRsSubnetToRtSumm tDn=“uni/tn-common/bgprtsum-bgp_rt_summ”/>
<I3extRsSubnetToProfile tnRtctrlProfileName=“rtprof'/>
</13extSubnet>
</13extInstP>
<I3extRsEctx tnFvCtxName=*“vrfl”/>
</13extOut>
</fvTenant>

Step 2 Configure OSPF inter-area and external summarization using the following REST API:

Example;

<?xml version="1.0" encoding="utf-8"?>
<fvTenant name="t20">
<I--Ospf Inter External route summarization Policy-->
<ospfRtSummPol cost="unspecified" interAreaEnabled=""no" name="ospfext"/>
<I--Ospf Inter Area route summarization Policy-->
<ospfRtSummPol cost="16777215" interAreaEnabled="yes" name="interArea"/>
<fvCtx name="ctx0" pcEnfDir="ingress" pcEnfPref="enforced"/>
<!-- L30UT backbone Area-->
<I3extOut enforceRtctri="export"” name="13_1" ownerKey=""" ownerTag="""
targetDscp=""unspecified">
<I3extRsEctx tnFvCtxName="ctx0"/>
<l3extLNodeP name="node-101">
<I3extRsNodelL30utAtt rtrid="20.1.3.2" rtrildLoopBack="no" tDn=""topology/pod-1/node-101"/>
<I13extLIfP name=""intf-1">
<I3extRsPathL30utAtt addr="20.1.5.2/24" encap="vlan-1001" iflnstT="sub-interface"
tDn=""topology/pod-1/paths-101/pathep-[eth1/33]"/>
</13extLIfP>
</13extLNodeP>
<I3extInstP name="13InstP1">
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<fvRsProv tnVzBrCPName="default"/>
<I--Ospf External Area route summarization-->
<I3extSubnet aggregate=""" ip=""193.0.0.0/8" name=""" scope="‘export-rtctrl'>
<13extRsSubnetToRtSumm tDn=""uni/tn-t20/ospfrtsumm-ospfext'/>
</13extSubnet>
</13extInstP>
<ospfExtP areaCost="1" areaCtrl="redistribute,summary" areald="backbone"
areaType="regular'/>
</13extOut>
<l-- L30UT Regular Area-->
<I13extOut enforceRtctri="export" name="13_2">
<I3extRsEctx tnFvCtxName="ctx0"/>
<l13extLNodeP name='"node-101">
<I3extRsNodelL30utAtt rtrid="20.1.3.2" rtrildLoopBack="no" tDn="topology/pod-1/node-101"/>

<13extLIfP name="intf-2">
<I3extRsPathL30utAtt addr="20.1.2.2/24" encap="vlan-1014" iflnstT="sub-interface"
tDn=""topology/pod-1/paths-101/pathep-[ethl/11]"/>
</13extLIfP>
</13extLNodeP>
<I3extInstP matchT="AtleastOne" name="13InstP2">
<fvRsCons tnVzBrCPName="'default'/>
<I--Ospf Inter Area route summarization-->
<I3extSubnet aggregate=""" ip=""197.0.0.0/8" name=""" scope="‘export-rtctrl'>
<I3extRsSubnetToRtSumm tDn=""uni/tn-t20/ospfrtsumm-interArea’/>
</13extSubnet>
</13extInstP>
<ospfExtP areaCost="1" areaCtrl="redistribute,summary" areald="0.0.0.57"
areaType="regular'/>
</13extOut>
</fvTenant>

Step 3 Configure EIGRP summarization using the following REST API:

Example:

<fvTenant name="exampleCorp'>
<13extOut name="outl'>
<I3extInstP name="eigrpSummlnstp" >
<I3extSubnet aggregate=""" descr=""" ip="197.0.0.0/8" name=""" scope="‘export-rtctri'>
<I13extRsSubnetToRtSumm/>
</13extSubnet>
</13extInstP>
</13extOut>
<eigrpRtSummPol name="poll" />

Note
There is no route summarization policy to be configured for EIGRP. The only configuration needed for
enabling EIGRP summarization is the summary subnet under the InstP.
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Configuring Route Summarization for BGP, OSPF, and EIGRP
Using the NX-OS Style CLI

Procedure

Step 1 Configure BGP route summarization using the NX-OS CL1I as follows:

a) Enable BGP as follows:
Example:
apicl(config)# pod 1
apicl(config-pod)# bgp fabric
apicl(config-pod-bgp)# asn 10
apicl(config-pod)# exit

apicl(config)# leaf 101
apicl(config-leaf)# router bgp 10

b) Configure the summary route as follows:

Example:

apicl(config-bgp)# vrf member tenant common vrf vrfl
apicl(config-leaf-bgp-vrf)# aggregate-address 10.0.0.0/8

Step 2 Configure OSPF external summarization using the NX-OS CLI as follows:

Example:

apicl(config-leaf)# router ospf default
apicl(config-leaf-ospf)# vrf member tenant common vrf vrfl
apicl(config-leaf-ospf-vrf)# summary-address 10.0.0.0/8

Step 3 Configure OSPF inter-area summarization using the NX-OS CLI as follows:

apicl(config-leaf)# router ospf default
apicl(config-leaf-ospf)# vrf member tenant common vrf vrfl
apicl(config-leaf-ospf-vrf)# area 0.0.0.2 range 10.0.0.0/8 cost 20

Step 4 Configure EIGRP summarization using the NX-OS CLI as follows:

Example;

apicl(config)# leaf 101
apicl(config-leaf)# interface ethernet 1/31 (Or interface vlan <vlan-id>)
apicl(config-leaf-if)# ip summary-address eigrp default 10.0.0.0/8

Note
There is no route summarization policy to be configured for EIGRP. The only configuration needed for
enabling EIGRP summarization is the summary subnet under the InstP.
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Configuring Route Summarization for BGP, OSPF, and EIGRP
Using the GUI

Before you begin

For each of the following configurations, you have already created an L3 Out. For the L3 Out, you can create
external routed networks, subnets, and route summarization polices.

Procedure

Step 1 Configure BGP route summarization using the GUI as follows:
a) On the menu bar, choose Tenants> common
b) Inthe Navigation pane, expand Networking.> External Routed Networks .

c) Right-click on External Routed Networks, then select Create Routed Outside.
The Create Routed Outside dialog box appears.

d) Inthe work pane, check the check box next to BGP.

e) Enter a name in the Name field, then click NEXT.
The External EPG Networ ks dialog box appears.

f) Inthe work pane, click the + sign.
The Define an External Network dialog box appears.
g) Enter a name in the Name field, then click the + sign above Route Summarization Policy.
The Create Subnet dialog box appears.
h) In the Specify the Subnet dialog box, you can associate a route summarization policy to the subnet as

follows:
Example:
« Enter an IP address in the | P Address field.

« Check the check box next to Export Route Control Subnet.
« Check the check box next to External Subnetsfor the External EPG.

* From the BGP Route Summarization Policy drop-down menu, select either default for an existing
(default) policy or Create BGP route summarization policy to create a new policy.

« If you selected Create BGP route summarization policy, the Create BGP Route Summarization
Policy dialog box appears. Enter a name for it in the Namefield, check the Control State check box for
Generate AS-SET information, click SUBMIT, click OK, click OK, click FINISH.

Step 2 Configure OSPF inter-area and external summarization using GUI as follows:
a) On the menu bar, choose Tenants > common
b) Inthe Navigation pane, expand Networking > External Routed Networ ks > Networ ks

c) Inthe work pane, click the + sign above Route Summarization Policy.
The Create Subnet dialog box appears.

d) Inthe Specify the Subnet dialog box, you can associate a route summarization policy to the subnet as
follows:
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Example:

* Enter an IP address in the | P Address field.
« Check the check box next to Export Route Control Subnet.
» Check the check box next to External Subnets for the External EPG.

» From the OSPF Route Summarization Policy drop-down menu, choose either default for an existing
(default) policy or Create OSPF route summarization policy to create a new policy.

« If you chose Create OSPF route summarization policy, the Create OSPF Route Summarization
Policy dialog box appears. Enter a name for it in the Name field, check the check box next to Inter-Area
Enabled, enter a value next to Cost, click SUBMIT.

Step 3 Configure EIGRP summarization using the GUI as follows:

a)
b)
c)

d)
€)

f)
9)

h)

On the menu bar, choose Tenants > common

In the Navigation pane, expand Networking.> External Routed Networks.
Right-click on External Routed Networks, choose Create Routed Outside.
The Create Routed Outside dialog box appears.

In the work pane, check the check box next to EIGRP.

Enter a name in the Name field, click NEXT.

The External EPG Networ ks dialog box appears.

In the work pane, click the + sign.

The Define an External Network dialog box appears.

Enter a name in the Name field, then click the + sign above Route Summarization Policy.
The Create Subnet dialog box appears.

In the Specify the Subnet dialog box, you can associate a route summarization policy to the subnet as
follows:

Example:

* Enter an IP address in the |P Addressfield.

« Check the check box next to Export Route Control Subnet.

* Check the check box next to External Subnetsfor the External EPG.

* Check the check box next to EIGRP Route Summarization, click OK, click OK, click FINISH.
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Route Control

This chapter contains the following sections:

» Route Maps/Profiles with Explicit Prefix Lists, on page 137
« Routing Control Protocols, on page 146

Route Maps/Profiles with Explicit Prefix Lists

About Route Map/Profile

The route profile is a logical policy that defines an ordered set (rtctrICtxP) of logical match action rules with
associated set action rules. The route profile is the logical abstract of a route map. Multiple route profiles can
be merged into a single route map. A route profile can be one of the following types:

» Match Prefix and Routing Policy: Pervasive subnets (fvSubnet) and external subnets (I3extSubnet) are
combined with a route profile and merged into a single route map (or route map entry). Match Prefix
and Routing Policy is the default value.

» Match Routing Policy Only: The route profile is the only source of information to generate a route map,
and it will overwrite other policy attributes.

\)

Note  When explicit prefix list is used, the type of the route profile should be set to "match routing policy only".

After the match and set profiles are defined, the route map must be created in the Layer 3 Out. Route maps
can be created using one of the following methods:

« Create a "default-export" route map for export route control, and a "default-import" route map for import
route control.

« Create other route maps (not named default-export or default-import) and setup the relation from one or
more 13extInstPs or subnets under the I3extInstP.

« In either case, match the route map on explicit prefix list by pointing to the rtctriSubjP within the route
map.

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



Route Control |

. About Explicit Prefix List Support for Route Maps/Profile

In the export and import route map, the set and match rules are grouped together along with the relative
sequence across the groups (rtctrlCtxP). Additionally, under each group of match and set statements (rtctrlCtxP)
the relation to one or more match profiles are available (rtctriSubjP).

Any protocol enabled on Layer 3 Out (for example BGP protocol), will use the export and import route map
for route filtering.

About Explicit Prefix List Support for Route Maps/Profile

In Cisco APIC, for public bridge domain (BD) subnets and external transit networks, inbound and outbound
route controls are provided through an explicit prefix list. Inbound and outbound route control for Layer 3
Out is managed by the route map/profile (rtctrlProfile). The route map/profile policy supports a fully controllable
prefix list for Layer 3 Out in the Cisco ACI fabric.

The subnets in the prefix list can represent the bridge domain public subnets or external networks. Explicit
prefix list presents an alternate method and can be used instead of the following:

* Advertising BD subnets through BD to Layer 3 Out relation.

A

Note  The subnet in the BD must be marked public for the subnet to be advertised out.

« Specifying a subnet in the I3extInstP with export/import route control for advertising transit and external
networks.

Explicit prefix list is defined through a new match type that is called match route destination
(rtctriMatchRtDest). An example usage is provided in the APl example that follows.
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Figure 16: External Policy Model of API
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Additional information about match rules, set rules when using explicit prefix list are as follows:
Match Rules

« Under the tenant (fvTenant), you can create match profiles (rtctrISubjP) for route map filtering. Each
match profile can contain one or more match rules. Match rule supports multiple match types. Prior to
Cisco APIC release 2.1(x), match types supported were explicit prefix list and community list.

Starting with Cisco APIC release 2.1(x), explicit prefix match or match route destination
(rtctrIMatchRtDest) is supported.

Match prefix list (rtctrlMatchRtDest) supports one or more subnets with an optional aggregate flag.
Aggregate flags are used for allowing prefix matches with multiple masks starting with the mask mentioned
in the configuration till the maximum mask allowed for the address family of the prefix . This is the
equivalent of the "le " option in the prefix-list in NX-OS software (example, 10.0.0.0/8 le 32).

The prefix list can be used for covering the following cases:
* Allow all ( 0.0.0.0/0 with aggregate flag, equivalent of 0.0.0.0/0 le 32)

* One or more of specific prefixes (example: 10.1.1.0/24)

* One or more of prefixes with aggregate flag (example, equivalent of 10.1.1.0/24 le 32).
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A

Note  When a route map with a match prefix “0.0.0.0/0 with aggregate flag” is used
under an L30ut EPG in the export direction, the rule is applied only for
redistribution from dynamic routing protocols. Therefore, the rule is not applied
to the following (in routing protocol such as OSPF or EIGRP):

« Bridge domain (BD) subnets
« Directly connected subnets on the border leaf switch

« Static routes defined on the L30Out

« The explicit prefix match rules can contain one or more subnets, and these subnets can be bridge domain
public subnets or external networks. Subnets can also be aggregated up to the maximum subnet mask
(/32 for IPv4 and /128 for IPv6).

« When multiple match rules of different types are present (such as match community and explicit prefix
match), the match rule is allowed only when the match statements of all individual match types match.
This is the equivalent of the AND filter. The explicit prefix match is contained by the subject profile
(rtctrlSubjP) and will form a logical AND if other match rules are present under the subject profile.

« Within a given match type (such as match prefix list), at least one of the match rules statement must
match. Multiple explicit prefix match (rtctriMatchRtDest) can be defined under the same subject profile
(rtctrlSubjP) which will form a logical OR.

Set Rules

* Set policies must be created to define set rules that are carried with the explicit prefixes such as set
community, set tag.

Aggregation Support for Explicit Prefix List

Each prefix (rtctriMatchRtDest) in the match prefixes list can be aggregated to support multiple subnets
matching with one prefix list entry..

Aggregated prefixes and BD private subnets: Although subnets in the explicit prefix list match may match
the BD private subnets using aggregated or exact match, private subnets will not be advertised through the
routing protocol using the explicit prefix list. The scope of the BD subnet must be set to "public” for the
explicit prefix list feature to advertise the BD subnets.

Guidelines and Limitations

« You must choose one of the following two methods to configure your route maps. If you use both methods,
it will result in double entries and undefined route maps.

 Add routes under the bridge domain (BD) and configure a BD to Layer 3 Outside relation

» Configure the match prefix under rtctrISubjP match profiles.

« Starting 2.3(x), deny-static implicit entry has been removed from Export Route Map. The user needs to
configure explicitly the permit and deny entries required to control the export of static routes.
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 Route-map per peer in an L30out is not supported. Route-map can only be applied on L3Out as a whole.
Following are possible workarounds to this issue:

* Block the prefix from being advertised from the other side of the neighbor.

« Block the prefix on the route-map on the existing L30ut where you don't want to learn the prefix,
and move the neighbor to another L30ut where you want to learn the prefix and create a separate
route-map.

« Creating route-maps using a mixture of GUI and APl commands is not supported. As a possible
workaround, you can create a route-map different from the default route-map using the GUI, but the
route-map created through the GUI on an L3Out cannot be applied to per-peer.

Configuring a Route Map/Profile with Explicit Prefix List Using the GUI

Before you begin

* Tenant and VRF must be configured.

* The VRF must be enabled on the leaf switch.

Procedure

Step 1 On the menu bar, click Tenant, and in the Navigation pane, expand Tenant_name> Networking > External
Routed Networks> Match Rulesfor Route Maps.

Step 2 Right click Match Rulesfor Route Maps, and click Create Match Rule for a Route Map.

Step 3 In the Create Match Rule for a Route Map dialog box, enter a name for the rule and choose the desired
community terms.

Step 4 In the Create Match Rule dialog box, expand Match Prefix and perform the following actions:
a) Inthe IP field, enter the explicit prefix list.

The explicit prefix can denote a BD subnet or an external network.

b) If you see the Route Type field, choose Route Destination.
c) Check the Aggregate check box only if you desire an aggregate prefix. Click Update, and click Submit.

The match rule can have one or more of the match destination rules and one or more match community
terms. Across the match types, the AND filter is supported, so all conditions in the match rule must match
for the route match rule to be accepted. When there are multiple match prefixes in Match Destination
Rules, the OR filter is supported. Any one match prefix is accepted as a route type if it matches.

Step 5 Under External Routed Networks, click and choose the available default layer 3 out.

If you desire another layer 3 out, you can choose that instead.
Step 6 Right-click Route M aps/Profiles, and click Create Route M ap/Prdfile.
Step 7 In the Create Route Map dialog box, use a default route map, or enter a name for the desired route map.

For the purpose of this example, we use default_export route map.
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Step 8

Step 9
Step 10

Step 11
Step 12

Step 13

Step 14

In the Type field, choose Match Routing Policy Only.

The Match Routing policy is the global RPC match destination route. The other option in this field is Match
Prefix and Routing Policy which is the combinable RPC match destination route.

Expand the + icon to display the Create Route Control Context dialog box.

Enter a name for route control context, and choose the desired options for each field. To deny routes that
match criteria defined in match rule (Step 11), select the action deny. The default action is per mit.

In the Match Rule field, choose the rule that was created earlier.
In the Set Rulefield, choose Create Set Rulesfor a Route M ap.

Typically in the route map/profile you have a match and so the prefix list is allowed in and out, but in addition
some attributes are being set for these routes, so that the routes with the attributes can be matched further.

In the Create Set Rulesfor a Route M ap dialog box, enter a name for the action rule and check the desired
check boxes. Click Submit.

In the Create Route Control Context dialog box, click OK. And in the Create Route M ap/Pr ofile dialog
box, click Submit.

This completes the creation of the route map/profile. The route map is a combination of match action rules
and set action rules. The route map is associated with export profile or import profile or redistribute profile
as desired by the user. You can enable a protocol with the route map.

Configuring Route Map/Profile with Explicit Prefix List Using NX-OS Style CLI

Procedure

Before you begin
« Tenant and VRF must be configured through the NX-OS CLLI.

» The VRF must be enabled on the leaf switch through the NX-OS CLI.

Command or Action Purpose
Step 1 configure Enters configuration mode.
Example:

apicl# configure

Step 2 leaf node-id Specifies the leaf to be configured.

Example:
apicl(config)# leaf 101

Step 3 templateroute group group-nametenant | Creates a route group template.
tenant-name
Note
Example: The route group (match rule) can have one or

apicl(config-leaf)# template route group More of the IP prefixes and one or more match
gl tenant exampleCorp community terms. Across the match types,
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Command or Action

Purpose

the AND filter is supported, so all conditions
in the route group must match for the route
match rule to be accepted. When there are
multiple IP prefixes in route group, the OR
filter is supported. Any one match prefix is
accepted as a route type if it matches.

Step 4 ip prefix permit prefix'maskien [1e{32 | 128 | Add IP prefix to the route group.
H Note
Example: The IP prefix can denote a BD subnet or an
apicl(config-route-group)# ip prefix | €xternal network. Use optional argument le
permit 15.15.15.0/24 32 for IPv4 and le 128 for IPv6 if you desire
an aggregate prefix.
Step 5 community-list [ standard | expanded] This is an optional command. Add match
community-list-name expression criteria for community if community also
. needs to be matched along with IP prefix.
Example:
apicl(config-route-group)#
community-list standard coml 65535:20
Step 6 exit Exit template mode.
Example:
apicl(config-route-group)# exit
apicl(config-leaf)#
Step 7 vrf context tenant tenant-name vrf vrf-name | Enters a tenant VRF mode for the node.
[13out {BGP | EIGRP | OSPF | STATIC }] Note
Example: If you enter the optional |3out string, the
apicl(config-leaf)# vrf context tenant| 30Ut mustbe an L30ut thatyou configured
exampleCorp vrf vi through the NX-OS CLI.
Step 8 template route-profile profile-name Creates a template containing set actions that
[route-control-context-name order-val ue] should be applied to the matched routes.
Example:
apicl(config-leaf-vrf)# template
route-profile rpl ctxl 1
Step 9 set attribute value Add desired attributes (set actions) to the
, template.
Example:
apicl(config-leaf-vrf-template-route-profile)#
set metric 128
Step 10 exit Exit template mode.
Example:
apicl(config-leaf-vr-template-route-profile)#
exit

apicl(config-leaf-vrf)#

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



. Configuring Route Map/Profile with Explicit Prefix List Using NX-OS Style CLI

Route Control |

Command or Action

Purpose

Step 11

route-map map-name

Example:
apicl(config-leaf-vrf)# route-map bgpMap

Create a route-map and enter the route-map
configuration mode.

Step 12

match route group group-name [or der
number] [deny]
Example:

apicl(config-leaf-vrf-route-map)# match
route group gl order 1

Match a route group that has already been
created, and enter the match mode to configure
the route- profile. Additionally choose the
keyword Deny if routes matching the match
criteria defined in route group needs to be
denied. The default is Per mit.

Step 13

inherit route-profile profile-name

Example:

apicl(config-leaf-vrf-route-map-match)#
inherit route-profile rpl

Inherit a route-profile (set actions).

Note

These actions will be applied to the matched
routes. Alternatively, the set actions can be
configured inline instead of inheriting a
route-profile.

Step 14

exit
Example:

apicl(config-leaf-vrf-route-map-match)#
exit
apicl(config-leaf-vrf-route-map)#

Exit match mode.

Step 15

exit
Example:

apicl(config-leaf-vrf-route-map)# exit
apicl(config-leaf-vrf)#

Exit route map configuration mode.

Step 16

exit
Example:

apicl(config-leaf-vrf)# exit
apicl(config-leaf)#

Exit VRF configuration mode.

Step 17

router bgp fabric-asn

Example:
apicl(config-leaf)# router bgp 100

Configure the leaf node.

Step 18

vrf member tenant t1 vrf vl

Example:

apicl(config-leaf-bgp)# vrf member
tenant tl1 vrf vl

Set the BGP's VRF membership and the tenant
for the BGP policy.

Step 19

neighbor |P-address-of-neighbor

Example:
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Configuring Route Map/Profile with Explicit Prefix List Using REST API .

Command or Action Purpose

apicl(config-leaf-bgp-vrf)# neighbor
15.15.15.2

Step 20 route-map map-name {in | out } Configure the route map for a BGP neighbor.

Example:

apicl(config-leaf-bgp-vrf-neighbor)#
route-map bgpMap out

Configuring Route Map/Profile with Explicit Prefix List Using REST API

Procedure

Before you begin

« Tenant and VRF must be configured.

Configure the route map/profile using explicit prefix list.

Example:

<?xml version="1.0" encoding="UTF-8"?>
<fvTenant name="PM" status=""'>
<rtctrlAttrP name="'set_dest'>
<rtctrlSetComm community="regular:as2-nn2:5:24" />
</rtctrlAttrP>
<rtctriSubjP name="allow_dest">
<rtctriMatchRtDest ip="192.169.0.0/24" />
<rtctriMatchCommTerm name="terml'>

<rtctriMatchCommFactor community="regular:as2-nn2:5:24" status=""" />
<rtctriMatchCommFactor community="regular:as2-nn2:5:25" status=""" />
</rtctriMatchCommTerm>
<rtctriMatchCommRegexTerm commType="regular™ regex="200:*" status="" />
</rtctriSubjP>

<rtctriSubjP name="deny_dest'>
<rtctriMatchRtDest ip="192.168.0.0/24" />
</rtctriSubjP>
<fvCtx name="ctx" />
<I3extOut name="L30ut_1" enforceRtctrl="import,export"” status=""">
<I3extRsEctx tnFvCtxName="ctx" />
<I3extLNodeP name="bLeaf">
<I3extRsNodelL30utAtt tDn="topology/pod-1/node-101" rtrid="1.2.3.4" />
<I3extLIfP name="portlf>
<I3extRsPathL30utAtt tDn=""topology/pod-1/paths-101/pathep-[ethl/25]"
ifInstT="sub-interface" encap="vlan-1503" addr="10.11.12.11/24" />
<ospfIfP />
</13extLIfP>
<bgpPeerP addr="5.16.57.18/32" ctrl="send-com" />
<bgpPeerP addr="6.16.57.18/32" ctrl="send-com" />
</13extLNodeP>
<bgpExtP />
<ospfExtP areald="0.0.0.59" areaType="'nssa" status=""" />
<I3extInstP name="13extInstP_1" status=""">
<I3extSubnet ip="17.11.1.11/24" scope=""import-security" />
</13extInstP>
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<rtctriProfile name="default-export" type="global™ status=""">
<rtctriICtxP name="ctx_deny" action="deny" order="1">
<rtctrIRsCtxPToSubjP tnRtctriSubjPName="deny dest" status="" />
</rtctriCtxP>
<rtctriICtxP name="ctx_allow" order="2">
<rtctrIRsCtxPToSubjP tnRtctriSubjPName="allow_dest" status="" />
</rtctriCtxP>
<rtctrlScope name="'scope" status="'">
<rtctrlRsScopeToAttrP tnRtctrlAttrPName="set_dest" status="" />
</rtctrlScope>
</rtctriProfile>
</13extOut>
<fvBD name=""testBD">
<fvRsBDToOut tnL3extOutName='"L30ut_1" />
<fvRsCtx tnFvCtxName='ctx" />
<fvSubnet ip="40.1.1.12/24" scope="public" />
<fvSubnet ip="40.1.1.2/24" scope="private" />
<fvSubnet ip="2003::4/64" scope="public" />
</fvBD>
</fvTenant>

Routing Control Protocols

About Configuring aRouting Control Protocol Using Importand Export Controls

This topic provides a typical example that shows how to configure a routing control protocol using import
and export controls. It assumes that you have configured Layer 3 outside network connections with BGP.
You can also perform these tasks for a Layer 3 outside network configured with OSPF.

)

Note Cisco ACI does not support IP fragmentation. Therefore, when you configure Layer 3 Outside (L30ut)
connections to external routers, or Multi-Pod connections through an Inter-Pod Network (IPN), it is
recommended that the interface MTU is set appropriately on both ends of a link. On some platforms, such as
Cisco ACl, Cisco NX-0S, and Cisco 10S, the configurable MTU value does not take into account the Ethernet
headers (matching IP MTU, and excluding the 14-18 Ethernet header size), while other platforms, such as
10S-XR, include the Ethernet header in the configured MTU value. A configured value of 9000 results in a
max IP packet size of 9000 bytes in Cisco ACI, Cisco NX-OS, and Cisco 10S, but results in a max IP packet
size of 8986 bytes for an 10S-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant configuration guides.

We highly recommend that you test the MTU using CLI-based commands. For example, on the Cisco NX-OS
CLI, use acommand such as ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet 1/1

Configuring a Route Control Protocol to Use Import and Export Controls, With
the GUI

This example assumes that you have configured the Layer 3 outside network connections using BGP. It is
also possible to perform these tasks for a network configured using OSPF.
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Procedure

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

Configuring a Route Control Protocol to Use Import and Export Controls, With the GUI .

This task lists steps to create import and export policies. By default, import controls are not enforced, so the
import control must be manually assigned.

Before you begin

« The tenant, private network, and bridge domain are created.

« The Layer 3 outside for tenant networks is created.

On the menu bar, click TENANTS> Tenant_name > Networking > External Routed Networks >
Layer3 Outside name .

Right click Layer3 Outside name and click Create Route M ap.
In the Create Route M ap dialog box, perform the following actions:
a) From the Name field drop-down list, choose the appropriate route profile.
Depending on your selection, whatever is advertised on the specific outside is automatically used.
b) Inthe Typefield, choose Match Prefix AND Routing Policy.
c) Expand Order.

In the Create Route Control Context dialog box, perform the following actions:

a) Inthe Order field, choose the desired order number.

b) Inthe Name field, enter a name for the route control private network.

c) From the Match Rule field drop-down list, click Create Match Rule For a Route Map.

d) Inthe Create Match Ruledialog box, in the Name field, enter a route match rule name. Click Submit.

Specify the match community regular expression term and match community terms as desired. Match
community factors will require you to specify the name, community and scope.

e) From the Set Attribute drop-down list, choose Create Set Rules For a Route M ap.
f) Inthe Create Set Rules For a Route Map dialog box, in the Name field, enter a name for the rule.

g) Check the check boxes for the desired rules you want to set, and choose the appropriate values that are
displayed for the choices. Click Submit.
The policy is created and associated with the action rule.

h) Click OK.

i) Inthe Create Route M ap dialog box, click Submit.

In the Navigation pane, choose RouteProfile> route profile name >route_control_private network_name.
In the Work pane, under Propertiesthe route profile policy and the associated action rule name are displayed.

In the Navigation pane, click the Layer3_Outside_name.
In the Work pane, the Propertiesare displayed.

(Optional) Click the Route Control Enfor cement field and check the Import check box to enable the import
policy.

The import control policy is not enabled by default but can be enabled by the user. The import control policy
is supported for BGP and OSPF, but not for EIGRP. If the user enables the import control policy for an
unsupported protocol, it will be automatically ignored. The export control policy is supported for BGP, EIGRP,
and OSPF.

Note
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Step 8

Step 9

If BGP is established over OSPF, then the import control policy is applied only for BGP and ignored for
OSPF.

To create a customized export policy, right-click Route M ap/Pr ofiles, click Create Route M ap, and perform

the following actions:

a) Inthe Create Route Map dialog box, from the drop-down list in the Name field, choose or enter a name
for the export policy.

b) Expand the + sign in the dialog box.

c) Inthe Create Route Control Context dialog box, in the Order field, choose a value.

d) Inthe Namefield, enter a name for the route control private network.

e) (Optional) From the Match Rule field drop-down list, choose Create Match Rule For a Route Map,
and create and attach a match rule policy if desired.

f) From the Set Attribute field drop-down list, choose Create Set Rules For a Route Map and click OK.

Alternatively, if desired, you can choose an existing set action, and click OK

g) Inthe Create Set Rules For A Route Map dialog box, in the Name field, enter a name.

h) Check the check boxes for the desired rules you want to set, and choose the appropriate values that are
displayed for the choices. Click Submit.
In the Create Route Control Context dialog box, the policy is created and associated with the action
rule.

i) Click OK.

j) Inthe Create Route M ap dialog box, click Submit.
In the Work pane, the export policy is displayed.

Note

To enable the export policy, it must first be applied. For the purpose of this example, it is applied to all the
subnets under the network.

In the Navigation pane, expand External Routed Networks > External_Routed_Network_name >
Networks> Network_name, and perform the following actions:

a) Expand Route Control Profile.

b) In the Name field drop-down list, choose the policy created earlier.

c) Inthe Direction field drop-down list, choose Route Control Profile. Click Update.

Configuring a Route Control Protocol to Use Import and Export Controls, With
the NX-OS Style CLI

This example assumes that you have configured the Layer 3 outside network connections using BGP. It is
also possible to perform these tasks for a network configured using OSPF.

This section describes how to create a route map using the NX-OS CLI:

Before you begin

* The tenant, private network, and bridge domain are created.

« The Layer 3 outside tenant network is configured.
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Procedure

Step 1 Import Route control using match community, match prefix-list

Example:

apicl# configure
apicl(config)# leaf 101
# Create community-list
apicl(config-leaf)# template community-list standard CL_1 65536:20 tenant exampleCorp
apicl(config-leaf)# vrf context tenant exampleCorp vrf vl

#Create Route-map and use it for BGP import control.
apicl(config-leaf-vrf)# route-map bgpMap

# Match prefix-list and set route-profile actions for the match.
apicl(config-leaf-vrf-route-map)# ip prefix-list listl permit 13.13.13.0/24
apicl(config-leaf-vrf-route-map)# ip prefix-list listl permit 14.14.14.0/24
apicl(config-leaf-vrf-route-map)# match prefix-list listl
apicl(config-leaf-vrf-route-map-match)# set tag 200
apicl(config-leaf-vrf-route-map-match)# set local-preference 64
apicl(config-leaf)# router bgp 100
apicl(config-bgp)# vrf member tenant exampleCorp vrf vl
apicl(config-leaf-bgp-vrf)# neighbor 3.3.3.3
apicl(config-leaf-bgp-vrf-neighbor)# route-map bgpMap in

Step 2 Export Route Control using match BD, default-export route-profile

Example:

# Create custom and "default-export" route-profiles
apicl(config)# leaf 101

apicl(config-leaf)# vrf context tenant exampleCorp vrf vl
apicl(config-leaf-vrf)# template route-profile default-export
apicl(config-leaf-vrf-template-route-profile)# set metric 256
apicl(config-leaf-vrf)# template route-profile bd-rtctrl
apicl(config-leaf-vrf-template-route-profile)# set metric 128

#Create a Route-map and match on BD, prefix-list
apicl(config-leaf-vrf)# route-map bgpMap
apicl(config-leaf-vrf-route-map)# match bridge-domain bdl
apicl(config-leaf-vrf-route-map-match)#exit
apicl(config-leaf-vrf-route-map)# match prefix-list pl
apicl(config-leaf-vrf-route-map-match)#exit
apicl(config-leaf-vrf-route-map)# match bridge-domain bd2
apicl(config-leaf-vrf-route-map-match)# inherit route-profile bd-rtctrl

Note
In this case, public-subnets from bd1 and prefixes matching prefix-list p1 are exported out using route-profile
“default-export”, while public-subnets from bd2 are exported out using route-profile “bd-rtctrl”.
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Configuring a Route Control Protocol to Use Import and Export Controls, With
the REST API

This example assumes that you have configured the Layer 3 outside network connections using BGP. It is
also possible to perform these tasks for a network using OSPF.

Before you begin
« The tenant, private network, and bridge domain are created.

« The Layer 3 outside tenant network is configured.

Procedure

Configure the route control protocol using import and export controls.

Example:

<I3extOut descr=""" dn="uni/tn-Ten_ND/out-L30utl" enforceRtctri="export" name="L30utl"
ownerKey=""" ownerTag= targetDscp=""unspecified'>
<l3extLNodeP descr="" name='"LNodePl" ownerKey="'" ownerTag=""" tag="yellow-green"
targetDscp=""unspecified">
<I3extRsNodelL30utAtt rtrid="1.2.3.4" rtridLoopBack="yes"
tDn=""topology/pod-1/node-101"">
<l3extLoopBacklfP addr="2000::3" descr=""" name="""/>
</13extRsNodelL30utAtt>
<13extLIfP descr=""" name="I1FP1" ownerKey='""" ownerTag=""" tag="yellow-green'>
<ospfIfP authKeyld="1" authType='"none'" descr=""" name='"'>
<ospfRsIfPol tnOspflfPolName="""/>
</ospfI1fP>
<13extRsNd1fPol tnNdIfPolName="""/>
<I3extRsPathL30utAtt addr="10.11.12.10/24" descr=""" encap="unknown"
ifInstT="13-port"
HIAddr=""::" mac="00:22:BD:F8:19:FF" mtu=""1500" tDn=""topology/pod-1/paths-101/pathep-[ethl/17]"
targetDscp="unspecified"/>
</13extL1fP>

</13extLNodeP>
<I3extRsEctx tnFvCtxName="PVN1l"/>
<I3extInstP descr="" matchT="AtleastOne" name="InstP1" prio="unspecified"”

targetDscp=""unspecified">
<fvRsCustQosPol tnQosCustomPolName="""/>
<l3extSubnet aggregate=""" descr=""" ip="192.168.1.0/24" name=""" scope=""'/>
</13extInstP>
<ospfExtP areaCost="1" areaCtrl="redistribute,summary"” areald="0.0.0.1"
areaType="'nssa' descr=""/>

<rtctrlProfile descr="" name="default-export" ownerKey="" ownerTag=""'>
<rtctriICtxP descr=""" name="routecontrolpvtnw' order="3">
<rtctrlScope descr="" name=""">
<rtctriIRsScopeToAttrP tnRtctrlAttrPName="actionruleprofile2"/>
</rtctrlScope>
</rtctriCtxP>
</rtctriProfile>
</13extOut>
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CHAPTER 10

Common Pervasive Gateway

This chapter contains the following sections:

* Overview, on page 151

« Configuring Common Pervasive Gateway Using the GUI, on page 152

« Configuring Common Pervasive Gateway Using the NX-OS Style CLI, on page 154
« Configuring Common Pervasive Gateway Using the REST API, on page 154

)

Note The Common Pervasive Gateway feature is being deprecated and is not actively maintained anymore.

When operating more than one Cisco ACI fabric, we highly recommend that you deploy Multi-Site instead

of interconnecting multiple individual ACI fabrics to each other through leaf switches using the Common

Pervasive Gateway feature. The Common Pervasive Gateway feature is currently not supported because no

validations and quality assurance tests are performed in this topology for many other new features, such as
L3 multicast. Hence, although Cisco ACI had the Common Pervasive Gateway feature for interconnecting
ACI fabrics prior to Multi-Site, we highly recommend that you design a new ACI fabric with Multi-Site
instead when there is a requirement to interconnect separate APIC domains.

This example shows how to configure Common Pervasive Gateway for IPv4 when using the Cisco APIC.

Two ACI fabrics can be configured with an IPv4 common gateway on a per bridge domain basis. Doing so
enables moving one or more virtual machine (VM) or conventional hosts across the fabrics while the host
retains its IP address. VM host moves across fabrics can be done automatically by the VM hypervisor. The
ACI fabrics can be co-located, or provisioned across multiple sites. The Layer 2 connection between the ACI
fabrics can be a local link, or can be across a bridged network. The following figure illustrates the basic
common pervasive gateway topology.
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Note  Depending upon the topology used to interconnect two Cisco ACI fabrics, it is required that the interconnecting
devices filter out the traffic source with the Virtual MAC address of the gateway switch virtual interface (SVI).

Configuring Common Pervasive Gateway Using the GUI

Before you begin

* The tenant and VRF are created.

* The bridge domain virtual MAC address and the subnet virtual IP address must be the same across all
ACI fabrics for that bridge domain. Multiple bridge domains can be configured to communicate across

connected ACI fabrics. The virtual MAC address and the virtual IP address can be shared across bridge
domains.

« The Bridge domain that is configured to communicate across ACI fabrics must be in flood mode

 Only one EPG from a bridge domain (If the BD has multiple EPGs) should be configured on a border
Leaf on the port which is connected to the second Fabric.

« Do not connect hosts directly to an inter-connected Layer 2 network that enables a pervasive common
gateway among the two ACI fabrics.

Procedure
Step 1 On the menu bar, click Tenants.
Step 2 In the Navigation pane, expand the Tenant_name > Networking > Bridge Domains.
Step 3 Right-click Bridge Domains, and click Create Bridge Domain.
Step 4 In the Create Bridge Domain dialog box, perform the required actions to choose the appropriate attributes:
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Step 5

Step 6

Step7

Configuring Common Pervasive Gateway Using the GUI .

a) Inthe Main tab, in the Name field, enter a name for the bridge domain, and choose the desired values
for the remaining fields.

b) Inthe L3 configurationstab, expand Subnets, and in the Create Subnets dialog box, in the Gateway
| P field, enter the IP address.

For example, 192.0.2.1/24.

c) Inthe Treat asvirtual IP address field, check the check box.
d) Inthe Makethis|P addressprimary field, check the check box to specify this IP address for DHCP
relay.

Checking this check box affects DHCP relay only.
e) Click Ok, then click Next to advance to the Advanced/Troubleshooting tab, then click Finish.

Double click the Bridge Domain that you just created in the Work pane, and perform the following action:

a) Click the Policy tab, then click the L3 Configur ations subtab.
b) Expand Subnetsagain, and in the Create Subnets dialog box, to create the physical IP address in the
Gateway | P field, use the same subnet which is configured as the virtual IP address.

For example, if you used 192.0.2.1/24 for the virtual IP address, you might use 192.0.2.2/24 here for the
physical IP address.

Note
The Physical IP address must be unique across the ACI fabric.

c) Click Submit to complete the configuration in the Create Subnet window.

In the L3 Configurations tab for the same bridge domain that you just created, click the Virtual MAC
Addressfield, and change Not Configured to the appropriate value, then click Submit.

Note
The default BD MAC address values are the same for all ACI fabrics; this configuration requires the bridge
domain MAC values to be unique for each ACI fabric.

Confirm that the bridge domain MAC (pmac) values for each fabric are unique.

Note

This step essentially ties the virtual MAC address that you enter in this field with the virtual IP address that
you entered in the previous step. If you were to delete the virtual MAC address at some point in the future,
you should also remove the check from the Treat asvirtual | P address field for the IP address that you
entered in the previous step.

To create an L20ut EPG to extend the BD to another fabric, in the Navigation pane, right-click External

Bridged Networ ks and open the Create Bridged Outside dialog box, and perform the following actions:

a) Inthe Namefield, enter a name for the bridged outside.

b) Inthe Bridge Domain field, select the bridge domain already previously created.

c) Inthe Encap field, enter the VLAN encapsulation to match the other fabric 12out encapsulation.

d) Inthe Path Typefield, select Port, PC, or VPC to deploy the EPG and click Next.

e) To create an External EPG network click in the Name field, enter a name for the network and you can
specify the QoS class and click Finish to complete Common Pervasive configuration.
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Configuring Common Pervasive Gateway Using the NX-OS Style
CLI

Before you begin

* The tenant, VRF, and bridge domain are created.

Procedure

Configure Common Pervasive Gateway.

Example:

apicl#configure

apicl(config)#tenant demo
apicl(config-tenant)#bridge-domain test
apicl(config-tenant-bd)#12-unknown-unicast flood
apicl(config-tenant-bd)#arp flooding
apicl(config-tenant-bd)#exit

apicl(config-tenant)#interface bridge-domain test
apicl(config-tenant-interface)#multi-site-mac-address 12:34:56:78:9a:bc
apicl(config-tenant-interface)#mac-address 00:CC:CC:CC:C1:01 (Should be unique for each ACI
fabric)

apicl(config-tenant-interface)#ip address 192.168.10.1/24 multi-site
apicl(config-tenant-interface)#ip address 192.168.10.254/24 (Should be unique for each ACI
fabric)

Configuring Common Pervasive Gateway Using the REST API

Before you begin

« The tenant, VRF, and bridge domain are created.

Procedure

Configure common pervasive gateway.

In the following example REST API XML, the bolded text is relevant to configuring a common pervasive
gateway.

Example:

<?xml version="1.0" encoding="UTF-8"?>
<I-- api/policymgr/mo/._xml -->
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<polUni>
<fvTenant name='"test'>
<fvCtx name="test'/>

<fvBD name=""test" vmac="12:34:56:78:9a:bc'>
<fvRsCtx tnFvCtxName=""test'/>
<I-- Primary address -->
<fvSubnet ip="192.168.15.254/24" preferred="yes"/>

<I-- Virtual address -->
<fvSubnet ip="192.168.15.1/24" virtual="yes"/>
</fvBD>

<fvAp name=""test''>
<fvAEPg name="web'>
<fvRsBd tnFvBDName=""test"/>
<fvRsPathAtt tDn="topology/pod-1/paths-101/pathep-[ethl/3]" encap="vlan-1002"/>
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>
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Static Route on a Bridge Domain

This chapter contains the following sections:

 About Static Routes in Bridge Domains, on page 157

* Configuring a Static Route on a Bridge Domain Using the GUI, on page 157

« Configuring a Static Route on a Bridge Domain Using the NX-OS Style CLI, on page 158
« Configuring a Static Route on a Bridge Domain Using the REST API, on page 159

About Static Routes in Bridge Domains

With Cisco APIC Release 3.0(2), support is added to configure a static route in a pervasive bridge domain
(BD) to enable routes to virtual services behind firewalls.

This feature enables endpoint (EP) reachability to IP addresses that are not directly connected to the pervasive
bridge domain, using regular EPGs.

When a static route is configured, the APIC deploys it to all the leaf switches that use the bridge domain and
all the leaf switches that have contracts associated to the bridge domain.

You can configure endpoint reachability using the APIC GUI, the NX-OS Style CLI, and the REST API.

Guidelines and Limitations

« The subnet mask must be /32 (/128 for IPv6) pointing to one IP address out of the fabric. Do not add
routes within bridge domain subnets that are already defined.

« The next hop must be inside the same bridge domain that this EPG is associated with.

* The feature is supported on Cisco Nexus 9000 series switches with names that end in EX, and later (for
example, N9K-C93180LC-EX).

Configuring a Static Route on a Bridge Domain Using the GUI

« When creating the subnet for the static route, it is configured under the EPG (fvSubnet object under
fvAEPg), associated with the pervasive BD (fvBD), not the BD itself.

* The subnet mask must be /32 (/128 for IPv6) pointing to one IP address or one endpoint. It is contained
in the EPG assoicated with the pervasive BD.
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Before you begin
The tenant, VRF, BD, and EPG are created.

Procedure

Step 1 On the menu bar, click Tenants> tenant-name .
Step 2 In the Navigation pane, expand Application Profilesand click the application profile name.
Step 3 Click Application EPGsand expand the EPG for the static route.

Step 4 Expand Subnets, right-click the subnet for the static route, and choose Create Endpoints Behind EPG
Subnet.

Step 5 Enter the NextHop | P Address for the endpoint and click Update.
Step 6 Click Submit.

Configuring a Static Route on a Bridge Domain Using the NX-OS
Style CLI

To configure a static route in a pervasive bridge domain (BD), use the following NX-OS style CLI commands:

Before you begin
The tenant, VRF, BD and EPG are configured.

» When creating the subnet for the static route, it is configured under the EPG (fvSubnet object under
fvAEPQ), associated with the pervasive BD (fvBD), not the BD itself.

« The subnet mask must be /32 (/128 for IPv6) pointing to one IP address or one endpoint. It is contained
in the EPG assoicated with the pervasive BD.

Procedure
Command or Action Purpose
Step 1 configure Enters configuration mode.
Example:

apicl# configure

Step 2 tenant tenant-name Creates a tenant or enters tenant configuration

Example: mode.

apicl(config)# tenant tl

Step 3 application ap-name Creates an application profile or enters

Example: application profile mode.

apicl(config-tenant)# application apl
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Command or Action Purpose
Step 4 €pg epg-name Creates an EPG or enters EPG configuration
mode.
Example:

apicl(config-tenant-app)# epg epl

<> <A.B.C.D> [scope <scope>]

Step5 endpoint ip A.B.C.D/LEN next-hop A.B.C.D | Creates an endpoint behind the EPG. The subnet
[scope scope] mask must be /32 (/128 for IPv6) pointing to

i one IP address or one endpoint.
Example:

apicl(config-tenant-app-epg)# endpoint
ip 125.12.1.1/32 next-hop 26.0.14.101

Example

The following example shows the commands to configure an endpoint behind an EPG.

apicl# config
apicl(config)# tenant tl
apicl(config-tenant)# application apl
apicl(config-tenant-app)# epg epl
apicl(config-tenant-app-epg)# endpoint ip 125.12.1.1/32 next-hop 26.0.14.101

Configuring a Static Route on a Bridge Domain Using the REST
API

» When creating the subnet for the static route, it is configured under the EPG (fvSubnet object under
fvAEPQ), associated with the pervasive BD (fvBD), not the BD itself.

« The subnet mask must be /32 (/128 for IPv6) pointing to one IP address or one endpoint. It is contained
in the EPG associated with the pervasive BD.

Before you begin
The tenant, VRF, BD, and EPG have been created.

Procedure

To configure a static route for the BD used in a pervasive gateway, enter a post such as the following example:

Example:

<fvAEPg name="epl'>
<fvRsBd tnFvBDName="bd1"/>
<fvSubnet ip="2002:0db8:85a3:0000:0000:8a2e:0370:7344/128"
ctri="no-defaul t-gateway"" >
<fvEpReachability>
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<ipNexthopEpP nhAddr="2001:0db8:85a3:0000:0000:8a2e:0370:7343/128" />
</fvEpReachability>
</fvSubnet>
</fvAEPg>
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CHAPTER 12

MP-BGP Route Reflectors

This chapter contains the following sections:

* BGP Protocol Peering to External BGP Speakers, on page 161

* Configuring an MP-BGP Route Reflector Using the GUI, on page 163

« Configuring an MP-BGP Route Reflector for the ACI Fabric, on page 163

« Configuring an MP-BGP Route Reflector Using the REST API, on page 164
« Verifying the MP-BGP Route Reflector Configuration, on page 165

BGP Protocol Peering to External BGP Speakers

ACI supports peering between the border leaves and the external BGP speakers using iBGP and eBGP. ACI
supports the following connections for BGP peering:

* iBGP peering over OSPF
» eBGP peering over OSPF
« iBGP peering over direct connection
» eBGP peering over direct connection

* iBGP peering over static route

\}

Note  When OSPF is used with BGP peering, OSPF is only used to learn and advertise the routes to the BGP peering
addresses. All route control applied to the Layer 3 Outside Network (EPG) are applied at the BGP protocol
level.

ACI supports a number of features for iBGP and eBGP connectivity to external peers. The BGP features are
configured on the BGP Peer Connectivity Profile.

The BGP peer connectivity profile features are described in the following table.

\)

Note  ACI supports the following BGP features. NX-OS BGP features not listed below are not currently supported
in ACI.
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Table 20: BGP Peer Connectivity Profile Features

MP-BGP Route Reflectors |

BGP Features

Feature Description

NX-OS Equivalent Commands

Allow Self-AS

Works with Allowed AS
Number Count setting.

allowas-in

Disable peer AS check

Disable checking of the peer
AS number when advertising.

disable-peer-as-check

Next-hop self

Always set the next hop
attribute to the local peering
address.

next-hop-self

Send community

Send the community attribute
to the neighbor.

send-community

Send community extended

Send the extended community
attribute to the neighbor.

send-community extended

Password

The BGP MD5 authentication.

password

Allowed AS Number Count

Works with Allow Self-AS
feature.

allowas-in

Disable connected check

Disable connected check for
the directly connected EBGP
neighbors (allowing EBGP
neighbor peering from the
loopbacks).

TTL

Set the TTL value for EBGP
multihop connections. It is
only valid for EBGP.

ebgp-multihop <TTL>

Autonomous System Number

Remote Autonomous System
number of the peer.

neighbor <x.x.x.x>remote-as

Local Autonomous System
Number Configuration

Options when using the Local
AS feature. (No
Prepend+replace-AS+dual-AS
etc).

Local Autonomous System
Number

The local AS feature used to
advertise a different AS
number than the AS assigned
to the fabric MP-BGP Route
Reflector Profile. It is only
supported for the EBGP
neighbors and the local AS
number must be different than
the route reflector policy AS.

local-as xxx <no-prepend> <replace-as>
<dual-as>
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Configuring an MP-BGP Route Reflector Using the GUI

Procedure

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
Step 7
Step 8

Step 9

On the menu bar, choose System > System Settings.

In the Navigation pane, right-click BGP Route Reflector, and click Create Route Reflector Node Policy
EP.

In the Create Route Reflector Node Policy EP dialog box, from the Spine Node drop-down list, choose the
appropriate spine node. Click Submit.

Note
Repeat the above steps to add additional spine nodes as required.

The spine switch is marked as the route reflector node.

In the BGP Route Reflector properties area, in the Autonomous System Number field, choose the appropriate
number. Click Submit.

Note

The autonomous system number must match the leaf connected router configuration if Border Gateway
Protocol (BGP) is configured on the router. If you are using routes learned using static or Open Shortest Path
First (OSPF), the autonomous system number value can be any valid value.

On the menu bar, choose Fabric > Fabric Policies> POD Policies.
In the Navigation pane, expand and right-click Policy Groups, and click Create POD Policy Group.
In the Create POD Policy Group dialog box, in the Name field, enter the name of a pod policy group.

In the BGP Route Reflector Policy drop-down list, choose the appropriate policy (default). Click Submit.
The BGP route reflector policy is associated with the route reflector pod policy group, and the BGP process
is enabled on the leaf switches.

In the Navigation pane, choose Pod Policies > Profiles> default. In the Work pane, from the Fabric Policy
Group drop-down list, choose the pod policy that was created earlier. Click Submit.
The pod policy group is now applied to the fabric policy group.

Configuring an MP-BGP Route Reflector for the ACI Fabric

To distribute routes within the ACI fabric, an MP-BGP process must first be operating, and the spine switches
must be configured as BGP route reflectors.

The following is an example of an MP-BGP route reflector configuration:

)

Note In this example, the BGP fabric ASN is 100. Spine switches 104 and 105 are chosen as MP-BGP
route-reflectors.
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apicl(config)# bgp-fabric
apicl(config-bgp-fabric)# asn 100
apicl(config-bgp-fabric)# route-reflector spine 104,105

MP-BGP Route Reflectors |

Configuring an MP-BGP Route Reflector Using the REST API

Procedure

Step 1 Mark the spine switches as route reflectors.

Example:
POST https://apic-ip-address/api/policymgr/mo/uni/fabric.xml

<bgpInstPol name="default">
<bgpAsP asn=""1" />
<bgpRRP>
<bgpRRNodePEp id=*<spine_id1l>"/>
<bgpRRNodePEp id=*<spine_id2>"/>
</bgpRRP>
</bgplInstPol>

Step 2 Set up the pod selector using the following post.

Example:
For the FuncP setup—

POST https://apic-ip-address/api/policymgr/mo/uni.xml

<fabricFuncP>
<fabricPodPGrp name="bgpRRPodGrp’>
<fabricRsPodPGrpBGPRRP tnBgplnstPolName="default"” />
</fabricPodPGrp>
</fabricFuncP>

Example:
For the PodP setup—

POST https://apic-ip-address/api/policymgr/mo/uni .xml

<fabricPodP name="default">
<fabricPodS name="default" type="ALL">
<fabricRsPodPGrp tDn="uni/fabric/funcprof/podpgrp-bgpRRPodGrp"/>
</fabricPodS>
</fabricPodP>
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Verifying the MP-BGP Route Reflector Configuration

Procedure

Step 1 Verify the configuration by performing the following actions:
a) Use secure shell (SSH) to log in as an administrator to each leaf switch as required.
b) Enter the show processes | grep bgp command to verify the state is S.

If the state is NR (not running), the configuration was not successful.

Step 2 Verify that the autonomous system number is configured in the spine switches by performing the following
actions:

a) Use the SSH to log in as an administrator to each spine switch as required.
b) Execute the following commands from the shell window

Example:

cd /mit/sys/bgp/inst

Example:

grep asn summary

The configured autonomous system number must be displayed. If the autonomous system number value
displays as 0, the configuration was not successful.

Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier .



MP-BGP Route Reflectors |
. Verifying the MP-BGP Route Reflector Configuration

. Cisco APIC Layer 3 Networking Configuration Guide, Release 3.x and Earlier



CHAPTER 13

Switch Virtual Interface

This chapter contains the following sections:

 SVI External Encapsulation Scope, on page 167
* SVI Auto State, on page 172

SVI External Encapsulation Scope

About SVI External Encapsulation Scope

In the context of a Layer 3 Out configuration, a switch virtual interfaces (SVI), is configured to provide
connectivity between the ACI leaf switch and a router.

By default, when a single Layer 3 Out is configured with SV interfaces, the VLAN encapsulation spans
multiple nodes within the fabric. This happens because the ACI fabric configures the same bridge domain
(VXLAN VNI) across all the nodes in the fabric where the Layer 3 Out SV1 is deployed as long as all SVI
interfaces use the same external encapsulation (SV1) as shown in the figure.

However, when different Layer 3 Outs are deployed, the ACI fabric uses different bridge domains even if
they use the same external encapsulation (SVI) as shown in the figure:
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Figure 17: Local Scope Encapsulation and One Layer 3 Out

Figure 18: Local Scope Encapsulation and Two Layer 3 Outs

Starting with Cisco APIC release 2.3, it is now possible to choose the behavior when deploying two (or more)
Layer 3 Outs using the same external encapsulation (SVI).

The encapsulation scope can now be configured as Local or VRF:

« Local scope (default): The example behavior is displayed in the figure titled Local Scope Encapsulation
and Two Layer 3 Outs.

* VRF scope: The ACI fabric configures the same bridge domain (VXLAN VNI) across all the nodes and
Layer 3 Out where the same external encapsulation (SV1) is deployed. See the example in the figure
titled VRF Scope Encapsulation and Two Layer 3 Outs.
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