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CHAPTER 1

New and Changed

This chapter contains the following section:

» New and Changed Information, on page 1

New and Changed Information

The following table provides an overview of the significant changes to this guide for this release. The table
does not provide an exhaustive list of all changes made to the guide or of the new features up to this release.

Table 1: New Features and Changed Information for Cisco APIC 3.2(5)

Feature Decription Where Documented
Support in flood for encapsulation | You can configure flood in Bridging

for domains with VXLAN encapsulation for endpoint groups

encapsulation (EPGs) attached to virtual domains

with VXLAN encapsulation.
Previously, only VLANS were
supported for flood in
encapsulation for virtual domains.

Flood in encapsulation is used to
limit flooding traffic inside a bridge
domain to a single encapsulation.
You configure flood in
encapsulation when you create or
modify a bridge domain or an EPG.

Table 2: New Features and Changed Information for Cisco APIC 3.2(1)

Feature Description Where Documented

Enhanced Breakout Support on Support is added for 100 Gigabit | Dynamic Breakout Ports
Profiled QSFP Ports on (Gb) (4X25Gb) and 40Gb
N9K-C93180YC-FX Switches (4X10Gb) dynamic breakouts on
profiled QSFP ports on the
N9K-C93180YC-FX switch (in
ACI mode).
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Feature Description Where Documented

Enhanced Port Profile Support on | Support is added on the Configuring Port Profilesto
N9K-C93180YC-FX Switches N9K-C93180YC-FX switch for | Change Ports from Uplink to
port profiles to change ports from | Downlink or Downlink to Uplink
uplink to downlink or downlink to

uplink.

Fibre Channel NPV Support for FC traffic over the Fibre Channel Connectivity
Fabric

Cloning Port Configurations Support for cloning port Access Interfaces

configurations is added. After you
configure a leaf switch port, you
can copy the configuration and
apply it to other ports.

Flood in encapsulation Information is added about Bridging
enhancements protocols supporting the Flood in
Encapsulation option for bridge
domains or EPGs.

Table 3: New Features and Changed Information for Cisco APIC 3.1(2)

Feature Description Where Documented
Enhanced Breakout Support on Support is added for 100Gb Dynamic Breakout Ports
Profiled QSFP Ports on (4X25Gb) and 40Gb(4X10Gb)

N9K-C9336C-FX2 Switches dynamic breakouts on profiled

QSFP ports on the
N9K-C9336C-FX2 switch (in ACI
mode).

Table 4: New Features and Changed Information for Cisco APIC 3.1(1)

Feature or Change Description Where Documented

Disabling IP Learning per Bridge | IP learning per bridge domain is | Bridge Domain Options
Domain disabled when two hosts are
connected as active and standby
hosts to the Cisco ACI switches.
The MAC learning still occurs in
the hardware but the IP learning
only occurs from the
ARP/GARP/ND processes. This
enhancement allows for flexible
deployments, for example, firewalls
or local gateways.
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Feature or Change Description Where Documented

MACsec MACsec provides MAC-layer MACsec
encryption over wired networks by
using out-of-band methods for
encryption keying. The MACsec
Key Agreement (MKA) Protocol
provides the required session keys
and manages the required
encryption keys.

Flood in Encapsulation Beginning with Cisco ACI Release | Flood in Encapsulation
3.1(1) on the Cisco ACI switches
with the next generation ASICs and
onwards, all protocols are flooded
in encapsulation. Multiple EPGs
are now supported under one bridge
domain with an external switch.
When two EPGs share the same BD
and the Flood in Encapsulation
option is turned on, the EPG
flooding traffic does not reach the
other EPG. It overcomes the
challenges of using the Cisco ACI
switches with the Virtual Connect
(VC) tunnel network.

Basic GUI topics removed Basic GUI procedures are no longer | The following topics have been
supported removed:

« Creating a Tenant, VRF, and
Bridge Domain Using the
Basic GUI

« Configuring an Enforced
Bridge Domain Using the
Basic GUI

 Deploying FCoE viFC Ports
Using the Basic GUI

« Creating a VSAN Domain
Using the APIC Basic GUI

 Configuring 802.1Q Tunnel
Interfaces Using the Basic
GUI

 Configuring Dynamic
Breakout Ports with the Basic
GUI
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Feature or Change

Description

Where Documented

Breakout Support for 100Gh
(4X25Gb) Ports on
N9K-C93180LC-EX Switches

Support is added for 100Gb
(4X25Gb) dynamic breakouts on
the N9K-C93180LC-EX switch (in
ACI mode).

Dynamic Breakout Ports

Table 5: New Features and Changed Information for Cisco APIC 3.0(1)

Feature or Change

Description

Where Documented

Q-in-Q Encapsulation Mapping for
EPGs

With thisrelease, you can map
double-tagged VL AN traffic
ingressingon aregular interface,
PC, or VPC to an EPG.

Q-in-Q Encapsulation Mapping for
EPGs

Enforced Bridge Domain

Enforced bridge domain is
supported, in which an endpoint in
a subject endpoint group (EPG) can
only ping subnet gateways within
the associated bridge domain.

With this configuration enabled,
you can create a global exception
list of IP addresses which can ping
any subnet gateway.

Enforced Bridge Domain in
Bridging

Configuring Leaf Switch Using
Port Association

Using these GUI steps, you can
now choose the port and then apply
a policy to it.

Configuring Leaf Switch Physical
Ports Using Port Association

Table 6: New Features and Changed Information for Cisco APIC 2.3(1) Release

Feature or Change

Description

Where Documented

802.1Q Tunnel enhancements

Now you can configure ports on
core-switches for use in Dot1q
Tunnels for multiple customers.
You can also define access VLANS
to distinguish between customers
consuming the corePorts. You can
also disable MAC learning on
Dotlg Tunnels.

802.1Q Tunnels

Symmetric hashing

Symmetric hashing is now
supported on port channels.

Port Channels
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Feature or Change

Description

Where Documented

Reflective relay (802.1Qbg)

Reflective relay transfers switching
for virtual machines out of the host
server to an external network
switch. It provides connectivity
between VMs on the same physical
server and the rest of the network.
It allows policies that you configure
on the Cisco APIC to apply to
traffic between the VMs on the
same server.

Access I nterfaces

Traffic Storm control
Unicast/Multicast differentiation

Allows you to configure Storm
Control on each traffic type
separately.

Traffic Slorm Control

Table 7: New Features and Changed Information in Cisco APIC Release 2.2(2)

Feature or Change

Description

Where Documented

Document Reorganization

The topics in this guide were
collected from Cisco APIC Basic
Configuration Guide and the
following APIC articles:

* Cisco ACI and 802.1Q
Tunnels

« Cisco APIC EPG Deployment
to Specific Ports Using
Domains, Attach Entity
Profiles, and VLANs

* Cisco APIC and Traffic Sorm
Control

« Cisco APIC and Dynamic
Breakout Ports

« Cisco APIC and Proxy ARP

» Deploying an EPG on a
Soecific Port Using Cisco
APIC

Cisco APIC Layer 2 Configuration
Guide

Table 8: New Features and Changed Behavior in Cisco APIC 2.2 (1) Release

Feature

Description

Where Documented

FCoE over FEX

You can now configure FCoE over
FEX ports.

FCoE Connections
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Feature

Description

Where Documented

CDP supported in policies on
interfaces to FEX devices

In this release, support is added for
CDP on interfaces to FEX devices.

Access | nterfaces

802.1Q Tunnels

You can now configure 802.1Q
tunnels on edge ports to enable
point-to-multi-point tunneling of
Ethernet frames in the fabric, with
Quality of Service (QoS) priority
settings.

802.1Q Tunnels

Dynamic Breakout Ports

To enable a 40 Gigabit Ethernet
(GE) leaf switch port to be
connected to 4-10GE capable
(downlink) devices (connected with
Cisco 40-Gigabit to 4X10-Gigabit
breakout cables), you configure the
40GE port to breakout (split) to
4-10GE ports.

Dynamic Breakout Ports.

Table 9: New Features and Changed Information for Cisco APIC 2.1(1) Release

Revision to topic Configuring a
Traffic Sorm Control Policy Using
the CLI

The topic was replaced with a new
topic that uses the NX-OS Style
CLlI.

See Configuring a Traffic Sorm
Control Policy Using the NX-OS
Syle CLI in Traffic Sorm Control.

Table 10: New Features and Changed Information for Cisco APIC 2.0(2) Release

Feature or Change

Description

Where Documented

Revision to topic Configuring a
Traffic Sorm Control Policy Using

Advanced GUI revisions have
changed the navigation path to the

Traffic Slorm Control

the Advanced GUI. Storm Control Interface Policy
work pane.
Proxy ARP Proxy ARP in Cisco ACI enables | Proxy ARP

endpoints within a network or
subnet to communicate with other
endpoints without knowing the real
MAC address of the endpoints.
Proxy ARP is aware of the location
of the traffic destination, and offers
its own MAC address as the final
destination instead.
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Table 11: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 2.0(1)

Feature or Change

Description Where Documented

Fibre Channel over Ethernet
(FCoE) support

configuration topics for
implementing FCoE
connectivity over the
ACI fabric.

An overview and FCoE Connections

Table 12: New Features and Changed Behavior in Cisco APIC for Cisco APIC Release 1.3(1)

Feature or Change

Description

Where Documented

Removed object model CLI
procedure and replaced with
NX-OS-Style CLI procedures.

Creating AEP, Domains, and
VLANSs to Deploy an EPG on a
Foecific Port Using the NX-OSCLI

Deploying and EPG on a Specific
Port with APIC Using the NX-OS
Syle CLI
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CHAPTER 2

Cisco ACI Forwarding

This chapter contains the following sections:

» ACI Fabric Optimizes Modern Data Center Traffic Flows , on page 9

* VXLAN in ACI, on page 10

« Layer 3 VNIDs Facilitate Transporting Inter-subnet Tenant Traffic, on page 12
« Transmission of STP BPDU, on page 14

ACI Fabric Optimizes Modern Data Center Traffic Flows

The Cisco ACI architecture addresses the limitations of traditional data center design, and provides support
for the increased east-west traffic demands of modern data centers.

Today, application design drives east-west traffic from server to server through the data center access layer.
Applications driving this shift include big data distributed processing designs like Hadoop, live virtual machine
or workload migration as with VMware vMotion, server clustering, and multi-tier applications.

North-south traffic drives traditional data center design with core, aggregation, and access layers, or collapsed
core and access layers. Client data comes in from the WAN or Internet, a server processes it, and then it exits
the data center, which permits data center hardware oversubscription due to WAN or Internet bandwidth
constraints. However, Spanning Tree Protocol is required to block loops. This limits available bandwidth due
to blocked links, and potentially forces traffic to take a suboptimal path.

In traditional data center designs, IEEE 802.1Q VLANS provide logical segmentation of Layer 2 boundaries
or broadcast domains. However, VLAN use of network links is inefficient, requirements for device placements
in the data center network can be rigid, and the VLAN maximum of 4094 VLANSs can be a limitation. As IT
departments and cloud providers build large multi-tenant data centers, VLAN limitations become problematic.

A spine-leaf architecture addresses these limitations. The ACI fabric appears as a single switch to the outside
world, capable of bridging and routing. Moving Layer 3 routing to the access layer would limit the Layer 2
reachability that modern applications require. Applications like virtual machine workload mobility and some
clustering software require Layer 2 adjacency between source and destination servers. By routing at the access
layer, only servers connected to the same access switch with the same VLANS trunked down would be Layer
2-adjacent. In ACI, VXLAN solves this dilemma by decoupling Layer 2 domains from the underlying Layer
3 network infrastructure.
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As traffic enters the fabric, ACI encapsulates and applies policy to it, forwards it as needed across the fabric
through a spine switch (maximum two-hops), and de-encapsulates it upon exiting the fabric. Within the fabric,
ACI uses Intermediate System-to-Intermediate System Protocol (1S-1S) and Council of Oracle Protocol (COOP)
for all forwarding of endpoint to endpoint communications. This enables all ACI links to be active, equal cost
multipath (ECMP) forwarding in the fabric, and fast-reconverging. For propagating routing information
between software defined networks within the fabric and routers external to the fabric, ACI uses the

Multiprotocol Border Gateway Protocol (MP-BGP).

VXLAN in ACI

VXLAN is an industry-standard protocol that extends Layer 2 segments over Layer 3 infrastructure to build
Layer 2 overlay logical networks. The ACI infrastructure Layer 2 domains reside in the overlay, with isolated
broadcast and failure bridge domains. This approach allows the data center network to grow without the risk

of creating too large a failure domain.

All traffic in the ACI fabric is normalized as VXLAN packets. At ingress, ACI encapsulates external VLAN,
VXLAN, and NVGRE packets in a VXLAN packet. The following figure shows ACI encapsulation

normalization.
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Forwarding in the ACI fabric is not limited to or constrained by the encapsulation type or encapsulation
overlay network. An ACI bridge domain forwarding policy can be defined to provide standard VLAN behavior
where required.

Because every packet in the fabric carries ACI policy attributes, ACI can consistently enforce policy ina fully
distributed manner. ACI decouples application policy EPG identity from forwarding. The following illustration
shows how the ACI VXLAN header identifies application policy within the fabric.

Figure 3: ACI VXLAN Packet Format
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The ACI VXLAN packet contains both Layer 2 MAC address and Layer 3 IP address source and destination
fields, which enables efficient and scalable forwarding within the fabric. The ACl VXLAN packet header
source group field identifies the application policy endpoint group (EPG) to which the packet belongs. The
VXLAN Instance ID (VNID) enables forwarding of the packet through tenant virtual routing and forwarding
(VRF) domains within the fabric. The 24-bit VNID field in the VXLAN header provides an expanded address
space for up to 16 million unique Layer 2 segments in the same network. This expanded address space gives
IT departments and cloud providers greater flexibility as they build large multitenant data centers.

VXLAN enables ACI to deploy Layer 2 virtual networks at scale across the fabric underlay Layer 3
infrastructure. Application endpoint hosts can be flexibly placed in the data center network without concern
for the Layer 3 boundary of the underlay infrastructure, while maintaining Layer 2 adjacency in a VXLAN
overlay network.
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Layer 3 VNIDs Facilitate Transporting Inter-subnet Tenant Traffic

The ACI fabric provides tenant default gateway functionality that routes between the ACI fabric VXLAN
networks. For each tenant, the fabric provides a virtual default gateway that spans all of the leaf switches
assigned to the tenant. It does this at the ingress interface of the first leaf switch connected to the endpoint.
Each ingress interface supports the default gateway interface. All of the ingress interfaces across the fabric
share the same router IP address and MAC address for a given tenant subnet.

The ACI fabric decouples the tenant endpoint address, its identifier, from the location of the endpoint that is
defined by its locator or VXLAN tunnel endpoint (VTEP) address. Forwarding within the fabric is between
VTEPs. The following figure shows decoupled identity and location in ACI.

Figure 4: ACI Decouples Identity and Location
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VXLAN uses VTEP devices to map tenant end devices to VXLAN segments and to perform VXLAN
encapsulation and de-encapsulation. Each VTEP function has two interfaces:

« A switch interface on the local LAN segment to support local endpoint communication through bridging

 An IP interface to the transport IP network

The IP interface has a unique IP address that identifies the VTEP device on the transport IP network known
as the infrastructure VLAN. The VTEP device uses this IP address to encapsulate Ethernet frames and transmit
the encapsulated packets to the transport network through the IP interface. A VTEP device also discovers the
remote VTEPs for its VXLAN segments and learns remote MAC Address-to-VTEP mappings through its IP
interface.

The VTEP in ACI maps the internal tenant MAC or IP address to a location using a distributed mapping
database. After the VTEP completes a lookup, the VTEP sends the original data packet encapsulated in
VXLAN with the destination address of the VTEP on the destination leaf switch. The destination leaf switch
de-encapsulates the packet and sends it to the receiving host. With this model, ACI uses a full mesh, single
hop, loop-free topology without the need to use the spanning-tree protocol to prevent loops.

The VXLAN segments are independent of the underlying network topology; conversely, the underlying IP
network between VTEPs is independent of the VXLAN overlay. It routes the encapsulated packets based on
the outer IP address header, which has the initiating VTEP as the source IP address and the terminating VTEP
as the destination IP address.

The following figure shows how routing within the tenant is done.
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Figure 5: Layer 3 VNIDs Transport ACI Inter-subnet Tenant Traffic
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For each tenant VRF in the fabric, ACI assigns a single L3 VNID. ACI transports traffic across the fabric
according to the L3 VNID. At the egress leaf switch, ACI routes the packet from the L3 VNID to the VNID
of the egress subnet.

Traffic arriving at the fabric ingress that is sent to the ACI fabric default gateway is routed into the Layer 3
VNID. This provides very efficient forwarding in the fabric for traffic routed within the tenant. For example,
with this model, traffic between 2 VMs belonging to the same tenant, on the same physical host, but on
different subnets, only needs to travel to the ingress switch interface before being routed (using the minimal
path cost) to the correct destination.

To distribute external routes within the fabric, ACI route reflectors use multiprotocol BGP (MP-BGP). The
fabric administrator provides the autonomous system (AS) number and specifies the spine switches that
become route reflectors.

\}

Note Cisco ACI does not support IP fragmentation. Therefore, when you configure Layer 3 Outside (L30ut)

connections to external routers, or Multi-Pod connections through an Inter-Pod Network (IPN), it is
recommended that the interface MTU is set appropriately on both ends of a link.

IGP Protocol Packets (EIGRP, OSPFv3) are constructed by components based on the Interface MTU size. In

Cisco ACI, if the CPU MTU size is less than the Interface MTU size and if the constructed packet size is

greater than the CPU MTU, then the packet is dropped by the kernal, especially in IPv6. To avoid such control

packet drops always configure the same MTU values on both the control plane and on the interface.

On some platforms, such as Cisco ACI, Cisco NX-OS, and Cisco 10S, the configurable MTU value does not

take into account the Ethernet headers (matching IP MTU, and excluding the 14-18 Ethernet header size),

while other platforms, such as 10S-XR, include the Ethernet header in the configured MTU value. A configured
value of 9000 results in a max IP packet size of 9000 bytes in Cisco ACI, Cisco NX-0S, and Cisco 10S, but

results in a max IP packet size of 8986 bytes for an 10S-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant configuration guides.

We highly recommend that you test the MTU using CLI-based commands. For example, on the Cisco NX-OS

CLI, use a command such as ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet 1/1.
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Transmission of STP BPDU

When there are two or more switches running STP connected to Cisco ACI in an EPG and if the static port
assignments are as follows:

* All statically assigned ports under EPG are access untagged—STP BPDUSs are received and sent without
atag.

« For a mix of statically assigned trunk ports and statically assigned access untagged ports—STP BPDUs
received on a trunk port will be sent to the access untagged port with the dotiq tag. Hence the access
port will go into a inconsistent state.

« For a mix of statically assigned trunk ports and statically assigned access ports under an EPG—Cisco
ACI sends STP BPDU with dot1q tag and the access ports use 802.1p access.

In this case you must use 802.1p access on the Layer 2 switch to receive and process the tagged STP
packets.

In case 802.1p is not allowed on the Layer 2 switch, then use the trunk port access.

* Cisco ACI acts as a full-duplex hub and will flood spanning tree BPDUs within the VXLAN VNID
associated to the encapsulation VLAN on which the BPDUs were received. Because Cisco ACl is a
full-duplex medium, external switches running versions of rapid spanning tree protocol (RSTP) or rapid
per VLAN spanning tree (RPVST) will default to point-to-point link types. As a result, if there are more
than 2 external switches that run STP and connect to the same encapsulation VLAN and EPG VNID,
you should set the link type to "shared™ on the external switch interfaces to avoid problems with
convergence and instability. These problems can occur because the switches will receive BPDUs from
all bridges (or STP-enabled switches) that are connected to this encapsulation.
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* Layer 2 Prerequisites, on page 15

Layer 2 Prerequisites

Before you begin to perform the tasks in this guide, complete the following:

« Install the ACI fabric and ensure that the APIC controllers are online, and the APIC cluster is formed
and healthy—For more information, see Cisco APIC Getting Started Guide, Release 2.x.

« Create fabric administrator accounts for the administrators that will configure Layer 2 networks—For
instructions, see the User Access, Authentication, and Accounting and Management chapters in Cisco
APIC Basic Configuration Guide.

* Install and register the target leaf switches in the ACI fabric—For more information, see Cisco APIC
Getting Sarted Guide, Release 2.x.

For information about installing and registering virtual switches, see Cisco ACI Virtualization Guide.

« Configure the tenants, VRFs, and EPGs (with application profiles and contracts) that will consume the
Layer 2 networks—For instructions, see the Basic User Tenant Configuration chapter in Cisco APIC
Basic Configuration Guide.

A

Caution  If you install 1 Gigabit Ethernet (GE) or 10GE links between the leaf and spine switches in the fabric, there
is risk of packets being dropped instead of forwarded, because of inadequate bandwidth. To avoid the risk,
use 40GE or 100GE links between the leaf and spine switches.
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Networking Domains

This chapter contains the following sections:

 Networking Domains, on page 17

* Bridge Domains, on page 18

« VMM Domains, on page 18

« Configuring Physical Domains, on page 19

Networking Domains

A fabric administrator creates domain policies that configure ports, protocols, VLAN pools, and encapsulation.
These policies can be used exclusively by a single tenant, or shared. Once a fabric administrator configures
domains in the ACI fabric, tenant administrators can associate tenant endpoint groups (EPGSs) to domains.

The following networking domain profiles can be configured:
* VMM domain profiles (vmmbDompP) are required for virtual machine hypervisor integration.

* Physical domain profiles (physbomP) are typically used for bare metal server attachment and management
access.

« Bridged outside network domain profiles (12extDdomP) are typically used to connect a bridged external
network trunk switch to a leaf switch in the ACI fabric.

« Routed outside network domain profiles (13extDomP) are used to connect a router to a leaf switch in the
ACI fabric.

* Fibre Channel domain profiles (fcDomP) are used to connect Fibre Channel VLANs and VSANS.

A domain is configured to be associated with a VLAN pool. EPGs are then configured to use the VLANS
associated with a domain.

)

Note EPG port and VLAN configurations must match those specified in the domain infrastructure configuration
with which the EPG associates. If not, the APIC will raise a fault. When such a fault occurs, verify that the
domain infrastructure configuration matches the EPG port and VLAN configurations.
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Related Documents

For more information about Layer 3 Networking, see Cisco APIC Layer 3 Networking Configuration Guide.

For information about configuring VMM Domains, see Cisco ACI Virtual Machine Networking in Cisco ACI
Virtualization Guide.

Bridge Domains

About Bridge Domains

A bridge domain (BD) represents a Layer 2 forwarding construct within the fabric. One or more endpoint
groups (EPGs) can be associated with one bridge domain or subnet. A bridge domain can have one or more
subnets that are associated with it. One or more bridge domains together form a tenant network. When you
insert a service function between two EPGs, those EPGs must be in separate BDs. To use a service function
between two EPGs, those EPGs must be isolated; this follows legacy service insertion based on Layer 2 and
Layer 3 lookups.

VMM Domains

Virtual Machine Manager Domain Main Components

ACI fabric virtual machine manager (VMM) domains enable an administrator to configure connectivity
policies for virtual machine controllers. The essential components of an ACI VMM domain policy include
the following:

« Virtual Machine Manager Domain Profile—Groups VM controllers with similar networking policy
requirements. For example, VM controllers can share VLAN pools and application endpoint groups
(EPGs). The APIC communicates with the controller to publish network configurations such as port
groups that are then applied to the virtual workloads. The VMM domain profile includes the following
essential components:

» Credential—Associates a valid VM controller user credential with an APIC VMM domain.

* Controller—Specifes how to connect to a VM controller that is part of a policy enforcement domain.
For example, the controller specifies the connection to a VMware vCenter that is part a VMM
domain.

A

Note A single VMM domain can contain multiple instances of VM controllers, but
they must be from the same vendor (for example, from VVMware or from Microsoft.

« EPG Association—Endpoint groups regulate connectivity and visibility among the endpoints within
the scope of the VMM domain policy. VMM domain EPGs behave as follows:

» The APIC pushes these EPGs as port groups into the VM controller.
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* An EPG can span multiple VMM domains, and a VMM domain can contain multiple EPGs.

« Attachable Entity Profile Association—Associates a VMM domain with the physical network
infrastructure. An attachable entity profile (AEP) is a network interface template that enables deploying
VM controller policies on a large set of leaf switch ports. An AEP specifies which switches and ports
are available, and how they are configured.

* VLAN Pool Association—A VLAN pool specifies the VLAN IDs or ranges used for VLAN encapsulation
that the VMM domain consumes.

Virtual Machine Manager Domains

An APIC VMM domain profile is a policy that defines a VMM domain. The VMM domain policy is created
in APIC and pushed into the leaf switches.

VMM domains provide the following:

» A common layer in the ACI fabric that enables scalable fault-tolerant support for multiple VM controller
platforms.

* VMM support for multiple tenants within the ACI fabric.

VMM domains contain VM controllers such as VMware vCenter or Microsoft SCVMM Manager and the
credential(s) required for the ACI API to interact with the VM controller. A VMM domain enables VM
mobility within the domain but not across domains. A single VMM domain can contain multiple instances of
VM controllers but they must be the same kind. For example, a VMM domain can contain many VMware
vCenters managing multiple controllers each running multiple VMs but it may not also contain SCVMM
Managers. A VMM domain inventories controller elements (such as pNICs, vNICs, VM names, and so forth)
and pushes policies into the controller(s), creating port groups, and other necessary elements. The AClI VMM
domain listens for controller events such as VM mobility and responds accordingly.

Configuring Physical Domains

Configuring a Physical Domain

Physical domains control the scope of where a given VLAN namespace is used. The VLAN namespace that
is associated with the physical domain is for non-virtualized servers, although it can also be used for static
mapping of port-groups from virtualized servers. You can configure a physical domain for physical device
types.

Before you begin

« Configure a tenant.

Procedure

Step 1 On the menu bar, click Fabric.
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Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

On the submenu bar, click External Access Policies.
In the Navigation pane, expand Physical and External Domains and click Physical Domains.

From the Actions drop-down list, choose Create Physical Domain. The Create Physical Domain dialog
box appears.

Complete the following fields:
Name Description

Name The name of the physical domain profile.

Associate Attachable Entity | Choose the attachable entity profiles to be associated to this domain.
Profiles

VLAN Pool The VLAN pool used by the physical domain. The VLAN pool specifies
the range or pool for VLANS that is allocated by the APIC for the service
graph templates that are using this physical domain. Click Dynamic or
Static allocation.

(Optional) Add a AAA security domain and click the Select check box.
Click Submit.

Configuring a Physical Domain Using the REST API

Procedure

A physical domain acts as the link between the VLAN pool and the Access Entity Profile (AEP). The domain
also ties the fabric configuration to the tenant configuration, as the tenant administrator is the one who associates
domains to EPGs, while the domains are created under the fabric tab. When configuring in this order, only
the profile name and the VLAN pool are configured.

Configure a physical domain by sending a post with XML such as the following example:

Example:

<physDomP dn="uni/phys-bsprint-PHY" IcOwn="local" modTs='"2015-02-23T16:13:21.906-08:00""

monPolDn="uni/fabric/monfab-default" name="bsprint-PHY" ownerKey=""" ownerTag=""" status=""'
uid="8131">
<infraRsVlanNs childAction=""" forceResolve="no" IcOwn="local""

modTs="2015-02-23T16:13:22.065-08:00"
monPolDn=""uni/fabric/monfab-default” rType="mo" rn="rsvlanNs" state="formed"
stateQual=""none"
status="" tCI="fvnsVlanlnstP" tDn="uni/infra/vlanns-[bsprint-vlan-pool]-static"
tType="mo" uid="8131"/>
<infraRsVlanNsDef forceResolve="no" IcOwn="local" modTs="2015-02-23T16:13:22.065-08:00"
rType="mo"
rn="rsvlanNsDef" state="formed"” stateQual="none" status="" tCIl="fvnsAlnstP"
tDn=""uni/infra/vlanns-[bsprint-vlan-pool]-static" tType="mo"/>
<infraRtDomP IcOwn="local" modTs='"2015-02-23T16:13:52.945-08:00"
rn="rtdomP-[uni/infra/attentp-bsprint-AEP]"
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status="" tCI="infraAttEntityP" tDn="uni/infra/attentp-bsprint-AEpP'/>
</physDomP>
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Bridging

This chapter contains the following sections:

« Bridged Interface to an External Router, on page 23

« Bridge Domains and Subnets, on page 24

* Creating a Tenant, VRF, and Bridge Domain Using the GUI, on page 28

« Creating a Tenant, VRF, and Bridge Domain Using the NX-OS Style CLI, on page 29

« Creating a Tenant, VRF, and Bridge Domain Using the REST API, on page 30

* Configuring an Enforced Bridge Domain, on page 31

« Configuring Flood in Encapsulation for All Protocols and Proxy ARP Across Encapsulations, on page
34

Bridged Interface to an External Router

As shown in the figure below, when the leaf switch interface is configured as a bridged interface, the default
gateway for the tenant VNID is the external router.
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Figure 6: Bridged External Router
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The ACI fabric is unaware of the presence of the external router and the APIC statically assigns the leaf switch
interface to its EPG.
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Bridge Domains and Subnets

A bridge domain (fvBD) represents a Layer 2 forwarding construct within the fabric. The following figure
shows the location of bridge domains in the management information tree (MIT) and their relation to other
objects in the tenant.
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Figure 7: Bridge Domains

Tenant

n__— n n

n n —n
Qutside Application Bridge . A
Network Profile ‘ Domain il ContEet [AIE=T
1
! i | - 1|n n" "
h n 1
Subnet Subject
nl /n

Endpoint
Group n

348511

Bridge Domains and Subnets .

A bridge domain must be linked to a VRF instance (also known as a context or private network). With the
exception of a Layer 2 VLAN, it must have at least one subnet (fvSubnet) associated with it. The bridge
domain defines the unique Layer 2 MAC address space and a Layer 2 flood domain if such flooding is enabled.
While a VRF instance defines a unique IP address space, that address space can consist of multiple subnets.
Those subnets are defined in one or more bridge domains that reference the corresponding VRF instance.

The options for a subnet under a bridge domain or under an EPG are as follows:

« Public: The subnet can be exported to a routed connection.

« Private: The subnet applies only within its tenant.

« Shared: The subnet can be shared with and exported to multiple VRF instances in the same tenant or
across tenants as part of a shared service. An example of a shared service is a routed connection to an
EPG present in another VRF instance in a different tenant. This enables traffic to pass in both directions
across VRF instances. An EPG that provides a shared service must have its subnet configured under that
EPG (not under a bridge domain), and its scope must be set to advertised externally, and shared between

VRF instances.

Note  Shared subnets must be unique across the VRF instance involved in the

communication. When a subnet under an EPG provides a Layer 3 external network
shared service, such a subnet must be globally unique within the entire Cisco

Application Centric Infrastructure (ACI) fabric.

Bridge domain packet behavior can be controlled in the following ways:

Packet Type

Mode

ARP

You can enable or disable ARP Flooding; without
flooding, ARP packets are sent with unicast.

Note

If the limitlpLearnToSubnets in fvBD iS Set,
endpoint learning is limited to the bridge domain only
if the IP address is in a configured subnet of the
bridge domain or an EPG subnet that is a shared
service provider.
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Packet Type Mode

Unknown Unicast L 2 Unknown Unicast, which can be Flood or
Hardwar e Proxy.
Note

When the bridge domain has L 2 Unknown Unicast
set to Flood, if an endpoint is deleted the system
deletes it from both the local leaf switches as well as
the remote leaf switches where the bridge domain is
deployed, by selecting Clear Remote MAC Entries.
Without this feature, the remote leaf continues to
have this endpoint learned until the timer expires.

Modifying the L2 Unknown Unicast setting causes
traffic to bounce (go down and up) on interfaces to
devices attached to EPGs associated with this bridge
domain.

Unknown IP Multicast L 3 Unknown Multicast Flooding

Flood: Packets are flooded on ingress and border leaf
switch nodes only. With N9K-93180Y C-EX, packets
are flooded on all the nodes where a bridge domain
is deployed.

Optimized: Only 50 bridge domains per leaf are
supported. This limitation is not applicable for
N9K-93180YC-EX.

L2 Multicast, Broadcast, Unicast Multi-Destination Flooding, which can be one of
the following:

 Flood in BD: Flood in bridge domain
 Flood in Encapsulation: Flood in encapsulation

« Drop: Drop the packets

\ )

Note  Beginning with Cisco APIC release 3.1(1), on the Cisco Nexus 9000 series switches (with names ending with
EX and FX and onwards), the following protocols can be flooded in encapsulation or flooded in a bridge
domain: OSPF/OSPFv3, BGP, EIGRP, LACP, ISIS, IGMP, PIM, ST-BPDU, ARP/GARP, RARP, and ND.

Bridge domains can span multiple switches. A bridge domain can contain multiple subnets, but a subnet is
contained within a single bridge domain. If the bridge domain (fvBD) limitIPLearnToSubnets property is
set to yes, endpoint learning will occur in the bridge domain only if the IP address is within any of the
configured subnets for the bridge domain or within an EPG subnet when the EPG is a shared service provider.
Subnets can span multiple EPGs; one or more EPGs can be associated with one bridge domain or subnet. In
hardware proxy mode, ARP traffic is forwarded to an endpoint in a different bridge domain when that endpoint
has been learned as part of the Layer 3 lookup operation.
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Bridge Domain Options

A bridge domain can be set to operate in flood mode for unknown unicast frames or in an optimized mode
that eliminates flooding for these frames. When operating in flood mode, Layer 2 unknown unicast traffic is
flooded over the multicast tree of the bridge domain (G1Po). For the bridge domain to operate in optimized
mode you should set it to hardware-proxy. In this case, Layer 2 unknown unicast frames are sent to the
spine-proxy anycast VTEP address.

A

Caution  Changing from unknown unicast flooding mode to hw-proxy mode is disruptive to the traffic in the bridge

domain.

If IP routing is enabled in the bridge domain, the mapping database learns the IP address of the endpoints in
addition to the MAC address.

The Layer 3 Configurationstab of the bridge domain panel allows the administrator to configure the following
parameters:

* Unicast Routing: If this setting is enabled and a subnet address is configured, the fabric provides the
default gateway function and routes the traffic. Enabling unicast routing also instructs the mapping
database to learn the endpoint IP-to-VTEP mapping for this bridge domain. The IP learning is not
dependent upon having a subnet configured under the bridge domain.

» Subnet Address: This option configures the SVI IP addresses (default gateway) for the bridge domain.

« Limit IP Learning to Subnet: This option is similar to a unicast reverse-forwarding-path check. If this
option is selected, the fabric will not learn IP addresses from a subnet other than the one configured on
the bridge domain.

A

Caution  Enabling Limit I P Learning to Subnet is disruptive to the traffic in the bridge domain.

Disabling IP Learning per Bridge Domain

You can disable IP dataplane learning for a bridge domain. The MAC learning still occurs in the hardware,
but the IP learning only occurs from the ARP/GARP/ND processes. This functionality was introduced in the
Cisco APIC 3.1 releases primarily for service graph policy-based redirect (PBR) deployments. We do not
recommend disabling IP learning per bridge domain and it is not supported except when used with PBR.

See the following guidelines and limitations for disabling IP learning per bridge domain:

« Layer 3 multicast is not supported because the source IP address is not learned to populate the S,G
information in the remote top-of-rack (ToR) switches.

« As the DL bit is set in the iVXLAN header, the MAC address is also not learned from the data path in
the remote TORs. It results in flooding of the unknown unicast traffic from the remote TOR to all TORs
in the fabric where this BD is deployed. It is recommended to configure the BD in proxy mode to overcome
this situation if endpoint dataplane learning is disabled.

* ARP should be in flood mode and GARP based detection should be enabled.
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» When IP learning is disabled, Layer 3 endpoints are not flushed in the corresponding VRF. It may lead
to the endpoints pointing to the same TOR forever. To resolve this issue, flush all the remote IP endpoints
in this VRF on all TORs.

« On Cisco ACI switches with Application Leaf Engine (ALE), the inner MAC address is not learned from
the VXLAN packets.

« When dataplane learning is disabled on a BD, the existing local endpoints learned via dataplane in that
BD are not flushed. If the data traffic is flowing, the existing local endpoints do not age out.

When IP learning is disabled, you have to enable the Global Subnet Prefix check option in System > System
Settings > Fabric Wide Setting > Enfor ce Subnet Check in the Online Help.

Creating a Tenant, VRF, and Bridge Domain Using the GUI

Procedure

Step 1
Step 2

Step 3

Step 4

Step 5

If you have a public subnet when you configure the routed outside, you must associate the bridge domain
with the outside configuration.

On the menu bar, choose Tenants > Add Tenant.

In the Create Tenant dialog box, perform the following tasks:

a) Inthe Namefield, enter a name.

b) Click the Security Domains + icon to open the Create Security Domain dialog box.
c) Inthe Namefield, enter a name for the security domain. Click Submit.

d) Inthe Create Tenant dialog box, check the check box for the security domain that you created, and click
Submit.

In the Navigation pane, expand Tenant-name > Networking, and in the Work pane, drag the VRF icon to
the canvas to open the Create VRF dialog box, and perform the following tasks:

a) Inthe Namefield, enter a name.

b) Click Submit to complete the VRF configuration.

In the Networ king pane, drag the BD icon to the canvas while connecting it to the VRF icon. In the Create
Bridge Domain dialog box that displays, perform the following tasks:

a) Inthe Namefield, enter a name.

b) Click the L3 Configurationstab.

c) Expand Subnetsto open the Create Subnet dialog box, enter the subnet mask in the Gateway | P field
and click OK.

d) Click Submit to complete bridge domain configuration.

In the Networ kspane, drag the L 3 icon down to the canvas while connecting it to the VRF icon. In the Create
Routed Outside dialog box that displays, perform the following tasks:

a) Inthe Namefield, enter a name.

b) Expand Nodes And Interfaces Protocol Profilesto open the Create Node Profile dialog box.

c) Inthe Name field, enter a name.

d) Expand Nodesto open the Select Node dialog box.

e) Inthe NodeID field, choose a hode from the drop-down list.
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f) Inthe Router 1D field, enter the router ID.

g) Expand Static Routesto open the Create Static Route dialog box.

h) Inthe Prefix field, enter the IPv4 or IPv6 address.

i) Expand Next Hop Addressesand in the Next Hop | P field, enter the IPv4 or IPv6 address.

j) Inthe Preference field, enter a number, then click UPDATE and then OK.

k) Inthe Select Node dialog box, click OK.

1) Inthe Create Node Profile dialog box, click OK.

m) Check the BGP, OSPF, or EIGRP check boxes if desired, and click NEXT. Click OK to complete the
Layer 3 configuration.

To confirm L3 configuration, in the Navigation pane, expand Networking > VRFs.

Creating a Tenant, VRF, and Bridge Domain Using the NX-OS

Style CLI

Procedure

Step 1

Step 2

This section provides information on how to create tenants, VRFs, and bridge domains.

N

Note

and assign the ports to it.

Before creating the tenant configuration, you must create a VLAN domain using the vlan-domain command

Create a VLAN domain (which contains a set of VLANS that are allowable in a set of ports) and allocate
VLAN inputs, as follows:

Example:
In the following example ("exampleCorp"), note that VLANSs 50 - 500 are allocated.

apicl# configure

apicl(config)# vlan-domain dom_exampleCorp
apicl(config-vlan)# vlan 50-500
apicl(config-vlan)# exit

Once the VLANS have been allocated, specify the leaf (switch) and interface for which these VLANSs can be
used. Then, enter "vlan-domain member" and then the name of the domain you just created.

Example:

In the following example, these VLANS (50 - 500) have been enabled on leaf 101 on interface ethernet 1/2-4
(three ports including 1/2, 1/3, and 1/4). This means that if you are using this interface, you can use VLANS
50-500 on this port for any application that the VLAN can be used for.

apicl(config-vlan)# leaf 101

apicl(config-vlan)# interface ethernet 1/2-4
apicl(config-leaf-if)# vlan-domain member dom_exampleCorp
apicl(config-leaf-if)# exit

apicl(config-leaf)# exit
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Step 3 Create a tenant in global configuration mode, as shown in the following example:

Example:

apicl(config)# tenant exampleCorp

Step 4 Create a private network (also called VRF) in tenant configuration mode as shown in the following example:

Example:

apicl(config)# tenant exampleCorp
apicl(config-tenant)# vrf context exampleCorp_vl
apicl(config-tenant-vrf)# exit

Step 5 Create a bridge domain (BD) under the tenant, as shown in the following example:
Example:
apicl(config-tenant)# bridge-domain exampleCorp_bl

apicl(config-tenant-bd)# vrf member exampleCorp_vl
apicl(config-tenant-bd)# exit

Note
In this case, the VRF is "exampleCorp_v1".

Step 6 Allocate IP addresses for the BD (ip and ipv6), as shown in the following example.

Example:

apicl(config-tenant)# interface bridge-domain exampleCorp_bl
apicl(config-tenant-interface)# ip address 172.1.1.1/24
apicl(config-tenant-interface)# ipv6 address 2001:1:1::1/64
apicl(config-tenant-interface)# exit

What to do next

The next section describes how to add an application profile, create an application endpoint group (EPG), and
associate the EPG to the bridge domain.

Related Topics
Configuring a VLAN Domain Using the NX-OS Style CLI

Creating a Tenant, VRF, and Bridge Domain Using the REST API

Procedure

Step 1 Create a tenant.

Example:

POST https://apic-ip-address/api/mo/uni.xml
<fvTenant name="ExampleCorp"/>
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Configuring an Enforced Bridge Domain .

When the POST succeeds, you see the object that you created in the output.
Create a VRF and bridge domain.

Note
The Gateway Address can be an IPv4 or an IPv6 address. For more about details IPv6 gateway address, see
the related KB article, KB: Creating a Tenant, VRF, and Bridge Domain with IPv6 Neighbor Discovery .

Example:
URL for POST: https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

<fvTenant name="ExampleCorp'>
<fvCtx name="pvnl"/>
<fvBD name="bd1">
<fvRsCtx tnFvCtxName="pvnl®/>
<fvSubnet ip="10.10.100.1/24"/>
</fvBD>
</fvTenant>

Note

If you have a public subnet when you configure the routed outside, you must associate the bridge domain
with the outside configuration.

Configuring an Enforced Bridge Domain

An enforced bridge domain configuration entails creating an endpoint in a subject endpoint group (EPG) that
can only ping subnet gateways within the associated bridge domain. With this configuration, you can then
create a global exception list of IP addresses that can ping any subnet gateway.

Figure 8: Enforced Bridge Domain
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Configuring an Enforced Bridge Domain Using the NX-OS Style CLI

Procedure

Step 1

Step 2

\)

Bridging |

Note * The exception IP addresses can ping all of the bridge domain gateways across all of your VRF instances.

* A loopback interface configured for an L30Out does not enforce reachability to the IP address that is

configured for the subject loopback interface.

» When an eBGP peer IP address exists in a different subnet than the subnet of the L3Out interface, you
must add the peer subnet to the allowed exception subnets. Otherwise, eBGP traffic is blocked because
the source IP address exists in a different subnet than the L3Out interface subnet.

* For a BGP prefixed-based peer, you must add the peer subnet to the list of allowed exception subnets.
For example, if 20.1.1.0/24 is configured as BGP prefixed-based peer, you must add 20.1.1.0/24 to the

list of allowed exception subnets.

 An enforced bridge domain is not supported with the Management tenant, regardless if the VRF instances
are in-band or out-of-band, and any rules to control the traffic to these VRF instances should be configured

using regular contracts.

This section provides information on how to configure your enforced bridge domain using the NX-OS style

command line interface (CLI).

Create and enable the tenant:

Example:

In the following example (“"cokeVrf") is created and enabled.

apicl(config-tenant)# vrf context cokeVrf
apicl(config-tenant-vrf)# bd-enforce enable
apicl(config-tenant-vrf)# exit

apicl(config-tenant)#exit

Add the subnet to the exception list.

Example;
apicl(config)#bd-enf-exp-ip addl.2.3.4/24

apicl(config)#exit

You can confirm if the enforced bridge domain is operational using the following type of command:

apicl# show running-config all | grep bd-enf
bd-enforce enable

bd-enf-exp-ip add 1.2.3.4/24
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Example

The following command removes the subnet from the exception list:
apicl(config)# no bd-enf-exp-ip 1.2.3.4/24
apicl(config)#tenant coke

apicl(config-tenant)#vrf context cokeVrf

What to do next

To disable the enforced bridge domain run the following command:

apicl(config-tenant-vrf)# no bd-enforce enable

Configuring an Enforced Bridge Domain Using the REST API

Procedure

Command or Action Purpose
Step1 Create a tenant. When the POST succeeds, you see the object
. that you created in the output.
Example:
POST

https://apic-ip-address/api/mo/uni.xml
<fvTenant name="ExampleCorp"/>

Step 2 Create a VRF and bridge domain. Note
) The Gateway Address can be an IPv4 or an
Example: IPv6 address. For more about details IPv6
URL for POST: . . gateway address, see the related KB article,
hittps://epic-ip-atiress/epi/o/ni/in-Bamledorm. il | g ¢ eqy ng a Tenant, VRF, and Bridge
<fvTenant name="ExampleCorp'> Domain with IPv6 Neighbor Discovery .

<fvCtx name="pvnl"/>
<fvBD name="bd1'>
<fvRsCtx tnFvCtxName="'pvnl"
bdEnforceEnable="yes"/>
<fvSubnet ip="10.10.100.1/24"/>
</fvBD>
</fvTenant>

For adding an exception IP, use the following
post:

https //apic-ip-addressapi/nodema/unifinfraxml
<bdEnforceExceptionCont>
<bdEnforceExceptlp ip="11.0.1.0/24"/>
</bdEnforceExceptionCont>

Note

If you have a public subnet when you configure
the routed outside, you must associate the
bridge domain with the outside configuration.
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Configuring Flood in Encapsulation for All Protocols and Proxy
ARP Across Encapsulations

Cisco Application Centric Infrastructure (ACI) uses the bridge domain as the Layer 2 broadcast boundary.
Each bridge domain can include multiple endpoint groups (EPGs), and each EPG can be mapped to multiple
virtual or physical domains. Each EPG can also use different VLAN encapsulation pools in each domain.
Each EPG can also use different VLAN or VXLAN encapsulation pools in each domain.

Ordinarily, when you put multiple EPGs within bridge domains, broadcast flooding sends traffic to all the
EPGs in the bridge domain. Because EPGs are used to group endpoints and manage traffic to fulfill specific
functions, sending the same traffic to all the EPGs in the bridge domain is not always practical.

The flood in encapsulation feature helps to consolidate bridge domains in your network. The feature does so
by enabling you to control broadcast flooding to endpoints within the bridge domain based on the encapsulation
of the virtual or physical domain that the EPGs are associated with.

Flood in encapsulation requires the bridge domain to be configured with a subnet and with IP routing because
in order to allow communication between endpoints of different EPGs in the same bridge domain Cisco ACI
performs proxy ARP.

Using multiple VLANS in tunnel mode can introduce a few challenges. In a typical deployment using Cisco
ACI with a single tunnel, as illustrated in the following figure, there are multiple EPGs under one bridge
domain. In this case, certain traffic is flooded within the bridge domain (and thus in all the EPGSs), with the
risk of MAC address learning ambiguities that can cause forwarding errors.
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Figure 9: Challenges of Cisco ACI with VLAN Tunnel Mode
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In this topology, the fabric has a single tunnel network defined that uses one uplink to connect with the Cisco
ACI leaf node. Two user VLANSs, VLAN 10 and VLAN 11 are carried over this link. The bridge domain is
set in flooding mode as the servers' gateways are outside the Cisco ACI cloud. ARP negotiations occur in the

following process:
* The server sends one ARP broadcast request over the VLAN 10 network.

* The ARP packet travels through the tunnel network to the external server, which records the source MAC
address, learned from its downlink.

* The server then forwards the packet out its uplink to the Cisco ACI leaf switch.

« The Cisco ACI fabric sees the ARP broadcast packet entering on access port VLAN 10 and maps it to
EPGL.

« Because the bridge domain is set to flood ARP packets, the packet is flooded within the bridge domain
and thus to the ports under both EPGs as they are in the same bridge domain.

» The same ARP broadcast packet comes back over the same uplink.

« The external server sees the original source MAC address from this uplink.

Result: the external device has the same MAC address learned from both the downlink port and uplink port
within its single MAC forwarding table, causing traffic disruptions.
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Recommended Solution

The Flood in Encapsulation option is used to limit flooding traffic inside the bridge domain to a single
encapsulation. When two EPGs share the same bridge domain and Flood in Encapsulation is enabled, the
EPG flooding traffic does not reach the other EPG.

Beginning with Cisco Application Policy Infrastructure Controller (APIC) release 3.1(1), on the Cisco Nexus
9000 series switches (with names ending with EX and FX and onwards), all protocols are flooded in
encapsulation. Also when enabling Flood in Encapsulation for any inter-VLAN traffic, Proxy ARP ensures
that the MAC flap issue does not occur, and it limits all flooding (ARP, GARP, and BUM) to the encapsulation.
This applies for all EPGs under the bridge domain where it is enabled.

\)

Note Before Cisco APIC release 3.1(1), these features are not supported (Proxy ARP and all protocols being included
when flooding within encapsulation). In an earlier Cisco APIC release or earlier generation switches (without
EX or FX on their names), if you enable Flood in Encapsulation it does not function, no informational fault
is generated, but Cisco APIC decreases the health score by 1.

The recommended solution is to support multiple EPGs under one bridge domain by adding an external switch.
This design with multiple EPGs under one bridge domain with an external switch is illustrated in the following
figure.
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Figure 10: Design with Multiple EPGs Under one Bridge Domain with an External Switch
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Within the same bridge domain, some EPGs can be service nodes and other EPGs can have flood in
encapsulation configured. A Load Balancer resides on a different EPG. The load balancer receives packets
from the EPGs and sends them to the other EPGs (there is no proxy ARP and flood within encapsulation does
not take place).

If you want to add flood in encapsulation only for selected EPGs, using the NX-OS style CLI, enter the
flood-on-encapsulation enable command under EPGs.

If you want to add flood in encapsulation for all EPGs, you can use the multi-destination encap-flood CLI
command under the bridge domain.

Using the CLI, flood in encapsulation configured for an EPG takes precedence over flood in encapsulation
that is configured for a bridge domain.

When both bridge domains and EPGs are configured, the behavior is described as follows:
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Table 13: Behavior When Both Bridge Domains and EPGs Are Configured

Configuration Behavior
Flood in encapsulation at the EPG and flood in Flood in encapsulation takes place for the traffic on
encapsulation at the bridge domain all VLANSs within the bridge domain.

No flood in encapsulation at the EPG and flood in | Flood in encapsulation takes place for the traffic on
encapsulation at the bridge domain all VLANSs within the bridge domain.

Flood in encapsulation at the EPG and no flood in | Flood in encapsulation takes place for the traffic on
encapsulation at the bridge domain that VLAN within the EPG of the bridge domain.

No flood in encapsulation at the EPG and no flood in | Flooding takes place within the entire bridge domain.
encapsulation at the bridge domain

Multi-Destination Protocol Traffic
The EPG/bridge domain level broadcast segmentation is supported for the following network control protocols:
» OSPF
* EIGRP
* LACP
* I1S-1S
* BGP
* IGMP
* PIM
» STP-BPDU (flooded within EPG)
* ARP/GARP (controlled by ARP Proxy)
*ND

Flood in Encapsulation Limitations

The following limitations apply when using flood in encapsulation for all protocols:
* Flood in encapsulation does not work in ARP unicast mode.
« Neighbor Solicitation (NS/ND) is not supported for this release.
« You must enable per-port CoPP with flood in encapsulation.

« Flood in encapsulation is supported only in bridge domain in flood mode and ARP in flood mode. Bridge
domain spine proxy mode is not supported.

* IPv4 Layer 3 multicast is not supported.
« IPVv6 is not supported.

« Virtual machine migration to a different VLAN has momentary issues (60 seconds).
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« A load balancer acting as a gateway is supported, for example, in one to one communication between
virtual machines and the load balancer in non-proxy mode. No Layer 3 communication is supported. The
traffic between virtual machines and the load balancer is on Layer 2. However, if intra-EPG communication
passes through the load balancer, then the load balancer changes the SIP and SMAC; otherwise it can
lead to a MAC flap. Therefore, Dynamic Source Routing (DSR) mode is not supported in the load
balancer.

« Setting up communication between virtual machines through a firwall, as a gateway, is not recommended
because if the virtual machine IP address changes to the gateway IP address instead of the firewall IP
address, then the firewall can be bypassed.

« Prior releases are not supported (even interoperating between prior and current releases).

« Prior to the 3.2(5) release, the proxy ARP and flood in encapsulation features are not supported for
VXLAN encapsulation.

* A mixed-mode topology with Application Leaf Engine (ALE) and Application Spine Engine (ASE) is
not recommended and is not supported with flood in encapsulation. Enabling them together can prevent
QoS priorities from being enforced.

« Flood in encapsulation is not supported with remote leaf switches and Cisco ACI Multi-Site.
« Flood in encapsulation is not supported for Common Pervasive Gateway (CPGW).

« Flood in encapsulation is not supported on EPGs where any form of microsegmentation is configured.
These include intra-EPG isolation, “allow microsegmentation” on a VMM domain, microsegmentation
EPGs, and intra-EPG contracts.

« If you configure the flood in encapsulation on all EPGs of a bridge domain, ensure that you configure
the flood in encapsulation on the bridge domain as well.

» IGMP snooping is not supported with flood in encapsulation.

« There is a condition that causes Cisco ACI to flood in the bridge domain (instead of the encapsulation)
packets that are received on an EPG that is configured for flood in encapsulation. This happens regardless
of whether the administrator configured flood in encapsulation directly on the EPG or on the bridge
domain. The condition for this forwarding behavior is if the ingress leaf node has a remote endpoint for
the destination MAC address while the egress leaf node does not have a corresponding local endpoint.
This can happen due to reasons such as an interface flapping, an endpoint flush due to STP TCN, learning
being disabled on the bridge domain due to an excessive amount of moves, and so on.

* A Layer 3 gateway must be in the Cisco ACI fabric.
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CHAPTER 6

EPGs

This chapter contains the following sections:

» About Endpoint Groups, on page 41

« Deploying an EPG on a Specific Port, on page 47

« Creating Domains, Attach Entity Profiles, and VLANSs to Deploy an EPG on a Specific Port, on page
50

« Deploying EPGs to Multiple Interfaces Through Attached Entity Profiles, on page 56
* Intra-EPG Isolation, on page 59

About Endpoint Groups

Endpoint Groups

The endpoint group (EPG) is the most important object in the policy model. The following figure shows where
application EPGs are located in the management information tree (MIT) and their relation to other objects in
the tenant.
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Figure 11: Endpoint Groups
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An EPG is a managed object that is a named logical entity that contains a collection of endpoints. Endpoints
are devices that are connected to the network directly or indirectly. They have an address (identity), a location,
attributes (such as version or patch level), and can be physical or virtual. Knowing the address of an endpoint
also enables access to all its other identity details. EPGs are fully decoupled from the physical and logical
topology. Endpoint examples include servers, virtual machines, network-attached storage, or clients on the
Internet. Endpoint membership in an EPG can be dynamic or static.

The ACI fabric can contain the following types of EPGs:
* Application endpoint group (fvAEPg)
« Layer 2 external outside network instance endpoint group (12extinstpP)
« Layer 3 external outside network instance endpoint group (13extInstpP)
» Management endpoint groups for out-of-band (mgmt0oB) or in-band ( mgmt1nB) access.
EPGs contain endpoints that have common policy requirements such as security, virtual machine mobility

(VMM), QosS, or Layer 4 to Layer 7 services. Rather than configure and manage endpoints individually, they
are placed in an EPG and are managed as a group.

Policies apply to EPGs, never to individual endpoints. An EPG can be statically configured by an administrator
in the APIC, or dynamically configured by an automated system such as vCenter or OpenStack.
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Note When an EPG uses a static binding path, the encapsulation VLAN associated with this EPG must be part of
a static VLAN pool. For IPv4/IPv6 dual-stack configurations, the IP address property is contained in the
fvstip child property of the fvstCEp MO. Multiple fvStip objects supporting IPv4 and IPv6 addresses can
be added under one fvstCep object. When upgrading ACI from 1Pv4-only firmware to versions of firmware
that support IPv6, the existing IP property is copied to an fvsStip MO.

Regardless of how an EPG is configured, EPG policies are applied to the endpoints they contain.

WAN router connectivity to the fabric is an example of a configuration that uses a static EPG. To configure
WAN router connectivity to the fabric, an administrator configures an 13extinstP EPG that includes any
endpoints within an associated WAN subnet. The fabric learns of the EPG endpoints through a discovery
process as the endpoints progress through their connectivity life cycle. Upon learning of the endpoint, the
fabric applies the 13extinstP EPG policies accordingly. For example, when a WAN connected client initiates
a TCP session with a server within an application (fvAEPg) EPG, the 13extinstP EPG applies its policies to
that client endpoint before the communication with the fvaAEpg EPG web server begins. When the client server
TCP session ends and communication between the client and server terminate, that endpoint no longer exists
in the fabric.

)

Note Ifa leaf switch is configured for static binding (Ieaf switches) under an EPG, the following restrictions apply:

* The static binding cannot be overridden with a static path.
* Interfaces in that switch cannot be used for routed external network (L3out) configurations.

* Interfaces in that switch cannot be assigned IP addresses.

Virtual machine management connectivity to VMware vCenter is an example of a configuration that uses a
dynamic EPG. Once the virtual machine management domain is configured in the fabric, vCenter triggers the

dynamic configuration of EPGs that enable virtual machine endpoints to start up, move, and shut down as
needed.

Access Policies Automate Assigning VLANSs to EPGs

While tenant network policies are configured separately from fabric access policies, tenant policies are not
activated unless their underlying access policies are in place. Fabric access external-facing interfaces connect
to external devices such as virtual machine controllers and hypervisors, hosts, routers, or Fabric Extenders
(FEXSs). Access policies enable an administrator to configure port channels and virtual port channels, protocols
such as LLDP, CDP, or LACP, and features such as monitoring or diagnostics.
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Figure 12: Association of Endpoint Groups with Access Policies
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In the policy model, EPGs are tightly coupled with VLANS. For traffic to flow, an EPG must be deployed on
a leaf port with a VLAN in a physical, VMM, L2out, L3out, or Fibre Channel domain. For more information,
see Networking Domains, on page 17.

In the policy model, the domain profile associated to the EPG contains the VLAN instance profile. The domain
profile contains both the VLAN instance profile (VLAN pool) and the attacheable Access Entity Profile
(AEP), which are associated directly with application EPGs. The AEP deploys the associated application
EPGs to all the ports to which it is attached, and automates the task of assigning VLANSs. While a large data
center could easily have thousands of active virtual machines provisioned on hundreds of VLANS, the ACI
fabric can automatically assign VLAN IDs from VLAN pools. This saves a tremendous amount of time,
compared with trunking down VLANS in a traditional data center.

VLAN Guidelines
Use the following guidelines to configure the VLANSs where EPG traffic will flow.

 Multiple domains can share a VLAN pool, but a single domain can only use one VLAN pool.

* To deploy multiple EPGs with same VLAN encapsulation on a single leaf switch, see Per Port VLAN,
on page 44.

You can deploy multiple EPGs with the same VLAN encapsulation on a given leaf switch (or FEX), in the
Per Port VLAN configuration, similar to the following diagram:
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Guidelines for per-port VLAN configuration

To enable deploying multiple EPGs using the same encapsulation number, on a single leaf switch, these
guidelines apply:

» EPGs must be associated with different bridge domains.

« EPGs must be deployed on different ports.

* Both the port and EPG must be associated with the same domain that is associated with a VLAN pool
that contains the VLAN number.

* Ports must be configured with portLocal VLAN scope.

» When an EPG has more than one physical domain with overlapping VLAN pools, avoid adding more
than one domain to the AEP that is used to deploy the EPG on the ports. This avoids the risk of traffic
forwarding issues.

« When an EPG has only one physical domain with overlapping VLAN pool, you can associate multiple
domains with single AEP.

For example, with Per Port VLAN for the EPGs deployed on ports 3 and 9 in the diagram above, both using
VLAN-5, port 3 and EPGL1 are associated with Dom1 (pool 1) and port 9 and EPG2 are associated with Dom2
(pool 2).

Traffic coming from port 3 is associated with EPG1, and traffic coming from port 9 is associated with EPG2.

This does not apply to ports configured for Layer 3 external outside connectivity.

Limitations for per-port VLAN configuration

To enable deploying multiple EPGs using the same encapsulation number, on a single leaf switch, these
limitations apply:
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« Only ports that have the vianScope set to portlocal allow allocation of separate (Port, VLAN) translation
entries in both ingress and egress directions. For a given port with the vianScope set to portGlobal (the
default), each VLAN used by an EPG must be unique on a given leaf switch.

« Per Port VLAN is not supported on interfaces configured with Multiple Spanning Tree (MST), which
requires VLAN IDs to be unique on a single leaf switch, and the VLAN scope to be global.

« Two interfaces cannot be configured with same VLAN pool if they are enabled with per-port VLAN
confiugration.

« You cannot configure multiple interfaces with the same VLAN pool.

* You can have a maximum of 224 VLANS in the APIC. Therefore, we recommend you limit the VLAN
pool size to the number of VLANS that you need for deploying EPGs on a single leaf switch.

Reusing VLAN Numbers Previously Used for EPGs on the Same Leaf Switch

If you have previously configured VLANS for EPGs that are deployed on a leaf switch port, and you want to
reuse the same VLAN numbers for different EPGs on different ports on the same leaf switch, use a process,
such as the following example, to set them up without disruption:

In this example, EPGs were previously deployed on a port associated with a domain including a VLAN pool
with a range of 9-100. You want to configure EPGs using VLAN encapsulations from 9-20.

1. Configure a new VLAN pool on a different port (with a range of, for example, 9-20).

2. Configure a new physical domain that includes leaf ports that are connected to firewalls.
3. Associate the physical domain to the VLAN pool you configured in step 1.

4. Configure the VLAN Scope as portLocal for the leaf port.
5

Associate the new EPGs (used by the firewall in this example) to the physical domain you created in step
2.

6. Deploy the EPGs on the leaf ports.

VLAN Guidelines for EPGs Deployed on vPCs

Figure 13: VLANs for Two Legs of a vPC

Leaf switch 1 Leaf switch 2
Dom 1 on port 1/1 Dom 1 on port 1/2

VLAN Pool 1 VLAN Pool 1

EPGA—>» T 1T VPC
Dom 1

J

501292
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When an EPG is deployed on a vPC, it must be associated with the same domain (with the same VLAN pool)
that is assigned to the leaf switch ports on the two legs of the vPC.

In this diagram, EPG A is deployed on a vPC that is deployed on ports on Leaf switch 1 and Leaf switch 2.
The two leaf switch ports and the EPG are all associated with the same domain, containing the same VLAN
pool.

Deploying an EPG on a Specific Port

Deploying an EPG on a Specific Node or Port Using the GUI

Procedure

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Before you begin
The tenant where you deploy the EPG is already created.

You can create an EPG on a specific node or a specific port on a node.

Log in to the Cisco APIC.

Choose Tenants> tenant.

In the left navigation pane, expand tenant, Application Profiles, and the application profile.
Right-click Application EPGs and choose Create Application EPG.

In the Create Application EPG STEP 1 > Identity dialog box, complete the following steps:

a) Inthe Namefield, enter a name for the EPG.
b) From the Bridge Domain drop-down list, choose a bridge domain.
c) Check the Statically Link with L eaves/Paths check box.

This check box allows you to specify on which port you want to deploy the EPG.

d) Click Next.
e) From the Path drop-down list, choose the static path to the destination EPG.

In the Create Application EPG STEP 2 > L eaves/Pathsdialog box, from the Physical Domain drop-down
list, choose a physical domain.

Complete one of the following sets of steps:

Option Description

If you want to deploy | Then

the EPG on...

A node a. Expand the Leavesarea.

b. From the Node drop-down list, choose a node.
c. Inthe Encap field, enter the appropriate VLAN.

d. (Optional) From the Deployment |mmediacy drop-down list, accept the default
On Demand or choose mmediate.
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Option Description

e. (Optional) From the Mode drop-down list, accept the default Trunk or choose
another mode.

A port on the node a. Expand the Pathsarea.
b. From the Path drop-down list, choose the appropriate node and port.

c. (Optional) In the Deployment Immediacy field drop-down list, accept the
default On Demand or choose | mmediate.

d. (Optional) From the Mode drop-down list, accept the default Trunk or choose
another mode.

e. Inthe Port Encap field, enter the secondary VLAN to be deployed.
f. (Optional) In the Primary Encap field, enter the primary VLAN to be deployed.

Step 8 Click Update and click Finish.
Step 9 In the left navigation pane, expand the EPG that you created.
Step 10 Complete one of the following actions:

« If you created the EPG on a node, click Static L eafs, and in the work pane view details of the static
binding paths.

« If you created the EPG on a port of the node, click Static Ports, and in the work pane view details of
the static binding paths.

Deploying an EPG on a Specific Port with APIC Using the NX-OS Style CLI

This procedure deploys an EPG on a specific port with Cisco Application Policy Infrastructure Controller
(APIC) using the NX-OS-style CLI.

)

Note Do not mix using the GUI and the CLI when configuring per-interface on the Cisco APIC. Configurations
that you perform in the GUI might only partially work in the NX-OS-style CLI.

Procedure

Step 1 Configure a VLAN domain:

Example:

apicl(config)# vlan-domain doml
apicl(config-vlan)# vlan 10-100

Step 2 Create a tenant:
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Step 3

Step 4

Step 5

Step 6

Deploying an EPG on a Specific Port with APIC Using the REST API .

Example:

apicl# configure
apicl(config)# tenant tl

Create a private network/VRF instance:

Example:

apicl(config-tenant)# vrf context ctxl
apicl(config-tenant-vrf)# exit

Create a bridge domain:

Example:

apicl(config-tenant)# bridge-domain bdl
apicl(config-tenant-bd)# vrf member ctxl
apicl(config-tenant-bd)# exit

Create an application profile and an application EPG:

Example;

apicl(config-tenant)# application AP1
apicl(config-tenant-app)# epg EPG1
apicl(config-tenant-app-epg)# bridge-domain member bdl
apicl(config-tenant-app-epg)# exit
apicl(config-tenant-app)# exit

apicl(config-tenant)# exit

Associate the EPG with a specific port:

Example;

apicl(config)# leaf 1017

apicl(config-leaf)# interface ethernet 1/13

apicl(config-leaf-if)# vlan-domain member doml

apicl(config-leaf-if)# switchport trunk allowed vlan 20 tenant tl1 application APl epg EPG1

Note
The vlan-domain and vlan-domain member commands in the example are a prerequisite for deploying an
EPG on a port.

Deploying an EPG on a Specific Port with APIC Using the REST API

Before you begin

The tenant where you deploy the EPG is created.
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Procedure

Deploy an EPG on a specific port.

Example;

<fvTenant name="'<tenant_name>" dn="uni/tn-testl" >
<fvCtx name="<network_name>" pcEnfPref="enforced" knwMcastAct="permit"/>
<fvBD name="<bridge_domain_name>" unkMcastAct="flood" >
<fvRsCtx tnFvCtxName="'<network_name>"/>
</fvBD>
<fvAp name="<application_profile>" >
<fvAEPg name="'<epg_name>" >
<fvRsPathAtt tDn=""topology/pod-1/paths-1017/pathep-[eth1/13]" mode="regular"
instrimedcy="immediate" encap="'vlan-20"/>
</TvAEPg>
</TvAp>
</fvTenant>

Creating Domains, Attach Entity Profiles, and VLANSs to Deploy
an EPG on a Specific Port

Creating Domains, Attach Entity Profiles, and VLANSs to Deploy an EPG on a
Specific Port

This topic provides a typical example of how to create physical domains, Attach Entity Profiles (AEP), and
VLANS that are mandatory to deploy an EPG on a specific port.

All endpoint groups (EPGS) require a domain. Interface policy groups must also be associated with Attach
Entity Profile (AEP), and the AEP must be associated with a domain, if the AEP and EPG have to be in same
domain. Based on the association of EPGs to domains and of interface policy groups to domains, the ports
and VLANS that the EPG uses are validated. The following domain types associate with EPGs:

* Application EPGs
* Layer 3 external outside network instance EPGs
« Layer 2 external outside network instance EPGs

» Management EPGs for out-of-band and in-band access
The APIC checks if an EPG is associated with one or more of these types of domains. If the EPG is not
associated, the system accepts the configuration but raises a fault. The deployed configuration may not function

properly if the domain association is not valid. For example, if the VLAN encapsulation is not valid for use
with the EPG, the deployed configuration may not function properly.
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\)

Note EPG association with the AEP without static binding does not work in a scenario when you configure the
EPG as Trunk under the AEP with one end point under the same EPG supporting Tagging and the other end
point in the same EPG does not support VLAN tagging. While associating AEP under the EPG, you can
configure it as Trunk, Access (Tagged) or Access (Untagged).

Creating Domains, and VLANS to Deploy an EPG on a Specific Port Using the
GUI

Before you begin

« The tenant where you deploy the EPG is already created.

» An EPG is statically deployed on a specific port.

Procedure
Step 1 On the menu bar, click Fabric > Access Policies.
Step 2 In the Navigation pane, click Quick Start.
Step 3 In the Work pane, click Configure an Interface, PC, and vPC.
Step 4 In the Configure an Interface, PC, and vPC dialog box, click the + icon to select switches and perform the

following actions:

a) From the Switches drop-down list, check the check box for the desired switch.
b) Inthe Switch Profile Name field, a switch name is automatically populated.

Note
Optionally, you can enter a modified hame.

c) Click the + icon to configure the switch interfaces.

d) Inthe Interface Type field, click the Individual radio button.

e) Inthe Interfacesfield, enter the range of desired interfaces.

f) Inthe Interface Selector Namefield, an interface name is automatically populated.

Note
Optionally, you can enter a modified name.

g) Inthe Interface Policy Group field, choose the Create Oneradio button.
h) From the Link Level Palicy drop-down list, choose the appropriate link level policy.

Note
Create additional policies as desired, otherwise the default policy settings are available.

i) From the Attached Device Type field, choose the appropriate device type.
i) Inthe Domain field, click the Create One radio button.
k) Inthe Domain Name field, enter a domain name.
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Step 5

1) Inthe VLAN field, click the Create One radio button.
m) In the VLAN Range field, enter the desired VLAN range. Click Save, and click Save again.
n) Click Submit.

On the menu bar, click Tenants. In the Navigation pane, expand the appropriate Tenant_name > Application

Profiles> Application EPGs> EPG_name and perform the following actions:

a) Right-click Domains (VMsand Bare-Metals), and click Add Physical Domain Association.

b) Inthe Add Physical Domain Association dialog box, from the Physical Domain Profiledrop-down list,
choose the appropriate domain.

c) Click Submit.
The AEP is associated with a specific port on a node and with a domain. The physical domain is associated
with the VLAN pool and the Tenant is associated with this physical domain.

The switch profile and the interface profile are created. The policy group is created in the port block under
the interface profile. The AEP is automatically created, and it is associated with the port block and with the
domain. The domain is associated with the VLAN pool and the Tenant is associated with the domain.

Creating AEP, Domains, and VLANSs to Deploy an EPG on a Specific Port Using
the NX-OS Style CLI

Procedure

Step 1

Step 2

Step 3

Before you begin

« The tenant where you deploy the EPG is already created.
« An EPG is statically deployed on a specific port.

Create a VLAN domain and assign VLAN ranges:

Example;

apicl(config)# vlan-domain domP
apicl(config-vlan)# vlan 10
apicl(config-vlan)# vlan 25
apicl(config-vlan)# vlan 50-60
apicl(config-vlan)# exit

Create an interface policy group and assign a VLAN domain to the policy group:

Example:

apicl(config)# template policy-group PortGroup
apicl(config-pol-grp-if)# vlan-domain member domP

Create a leaf interface profile, assign an interface policy group to the profile, and assign the interface IDs on
which the profile will be applied:

Example:
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apicl(config)# leaf-interface-profile InterfaceProfilel
apicl(config-leaf-if-profile)# leaf-interface-group range
apicl(config-leaf-if-group)# policy-group PortGroup
apicl(config-leaf-if-group)# interface ethernet 1/11-13
apicl(config-leaf-if-profile)# exit

Step 4 Create a leaf profile, assign the leaf interface profile to the leaf profile, and assign the leaf IDs on which the
profile will be applied:

Example:

apicl(config)# leaf-profile SwitchProfile-1019
apicl(config-leaf-profile)# leaf-interface-profile InterfaceProfilel
apicl(config-leaf-profile)# leaf-group range
apicl(config-leaf-group)# leaf 1019

apicl(config-leaf-group)#

Creating AEP, Domains, and VLANSs to Deploy an EPG on a Specific Port Using
the REST API

Before you begin

« The tenant where you deploy the EPG is already created.
« An EPG is statically deployed on a specific port.

Procedure

Step 1 Create the interface profile, switch profile and the Attach Entity Profile (AEP).

Example:

<infralnfra>

<infraNodeP name="<switch_profile_name>" dn="uni/infra/nprof-<switch_profile_name>"

>
<infraLeafS name="SwitchSeletor" descr="" type="range'>
<infraNodeBlk name="nodeBlk1l" descr="" to_="1019" from ="1019"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-<interface_profile_name>"/>
</infraNodeP>

<infraAccPortP name="<interface_profile_name>"
dn="uni/infra/accportprof-<interface_profile_name>" >
<infraHPortS name="portSelector” type="range'>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-<port_group_name>"
fex1d="101"/>
<infraPortBlk name="block2" toPort="13" toCard="1" fromPort="11"
fromCard="1"/>
</infraHPortS>
</infraAccPortP>

<infraAccPortGrp name="<port_group_name>"
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Step 2

Step 3

Step 4

dn=""uni/infra/funcprof/accportgrp-<port_group_name>" >
<infraRsAttEntP tDn="uni/infra/attentp-<attach_entity_profile_name>"/>
<infraRsHIfPol tnFabricHIfPolName="1GHifPol"/>
</infraAccPortGrp>

<infraAttEntityP name="<attach_entity_ profile_name>"
dn=""uni/infra/attentp-<attach_entity_profile_name>" >
<infraRsDomP tDn="uni/phys-<physical_domain_name>"/>
</infraAttEntityP>

<infralnfra>

Create a domain.

Example:

<physDomP name="<physical_domain_name>" dn="uni/phys-<physical_domain_name>">
<infraRsVlanNs tDn="uni/infra/vlanns-[<vlan_pool_name>]-static'"/>
</physDomP>

Create a VLAN range.

Example:

<fvnsVlaninstP name="<vlan_pool_name>" dn=""uni/infra/vlanns-[<vlan_pool_name>]-static"
allocMode="static'">

<fvnsEncapBlk name=""" descr=""" to="vlan-25" from="vlan-10"/>
</fvnsVlanlnstpP>

Associate the EPG with the domain.

Example:

<fvTenant name="<tenant_name>" dn="uni/tn-"" >
<fvAEPg prio="unspecified"” name="<epg_name>" matchT="AtleastOne"
dn=""uni/tn-testl/ap-AP1/epg-<epg_name>" descr=""">
<fvRsDomAtt tDn="uni/phys-<physical_domain_name>" instrilmedcy="immediate"
reslmedcy="immediate"/>
</fvAEPg>
</fvTenant>

Validating Overlapping VLANS

This global feature prevents association of overlapping VLAN pools on a single EPG. If there are any
overlapping pools allocated with any EPG in APIC, then this feature cannot be enabled (an error is displayed
if there is an attempt to enable it). If no existing overlapping pools are present, then this feature can be enabled.
Once enabled, when an attempt to allocate a domain on an EPG is performed, and the domain contains a
VLAN pool with a range overlapping with another domain already associate to the EPG, then the configuration
is blocked.

When overlapping VLAN pools exist under an EPG, then the FD VNID allocated for the EPG by each switch
is non-deterministic and different switches may allocate different VNIDs. This can cause EPM sync failures
between leafs within a vPC domain (causing intermittent connectivity for all endpoints within the EPG). It
can also cause bridging loops if user is extending STP between the EPG, as the BPDUs will be dropped
between switches due to FD VNID mismatch.

Validating Overlapping VLANSs Using the GUI

This procedure provides an example of using the APIC GUI to configure overlapping VLAN validation.
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Procedure

Step 1
Step 2
Step 3

Step 4

Validating Overlapping VLANSs Using the REST API .

On the menu bar, choose System > System Settings.

In the navigation pane, choose Fabric Wide Setting.

In the work pane, locate and check Enforce EPG VLAN Validation.
Note

If overlapping VLAN pools already exist and this parameter is checked, the system returns an error. You must
assign VLAN pools that are not overlapping to the EPGs before choosing this feature.

If this parameter is checked and an attempt is made to add an overlapping VLAN pool to an EPG, the system
returns an error.

Click Submit.

Validating Overlapping VLANs Using the REST API

Procedure

Step 1

Step 2

This procedure provides an example of using the REST API to configure overlapping VLAN validation.

Send this HTTP POST message to enable the validation using the XML API.

Example;
POST https://apic-ip-address/api/mo/infra/settings.xml

Include this XML structure in the body of the POST message.

Example:

<?xml version="1.0" encoding="UTF-8"?>
<infraSetPol validateOverlappingVlans=yes />*

Note
If overlapping VLANS already exist, an error message appears during the POST with the corresponding EPG
that has overlapping VLANS:

<?xml version="1.0" encoding="UTF-8"?><imdata totalCount="1">

<error code="100" text="Validation failed: Vlan ranges for an EPg cannot overlap
DnO=uni/tn-ag/ap-app/epg-el,

"/></imdata>
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Deploying EPGs to Multiple Interfaces Through Attached Entity
Profiles

Deploying an Application EPG through an AEP or Interface Policy Group to
Multiple Ports

Through the APIC Advanced GUI and REST API, you can associate attached entity profiles directly with
application EPGs. By doing so, you deploy the associated application EPGs to all those ports associated with
the attached entity profile in a single configuration.

Through the APIC REST API or the NX-OS style CLI, you can deploy an application EPG to multiple ports
through an Interface Policy Group.

Deploying an EPG through an AEP to Multiple Interfaces Using the APIC GUI

Procedure

Step 1

Step 2

Step 3

You can quickly associate an application with an attached entity profile to quickly deploy that EPG over all
the ports associated with that attached entity profile.

Before you begin

« The target application EPG is created.

« The VLAN pools has been created containing the range of VLANS you wish to use for EPG Deployment
on the AEP.

« The physical domain has been created and linked to the VLAN Pool and AEP.

« The target attached entity profile is created and is associated with the ports on which you want to deploy
the application EPG.

Navigate to the target attached entity profile.

a) Open the page for the attached entity profile to use. In the GUI, click Fabric > AccessPolicies> Policies>
Global > Attachable Access Entity Profiles.

b) Click the target attached entity profile to open its Attachable Access Entity Profile window.

Click the Show Usage button to view the leaf switches and interfaces associated with this attached entity
profile.

the application EPGs associated with this attached entity profile are deployed to all the ports on all the switches
associated with this attached entity profile.

Use the Application EPGstable to associate the target application EPG with this attached entity profile. Click
+to add an application EPG entry. Each entry contains the following fields:
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Step 4

Deploying an EPG through an Interface Policy Group to Multiple Interfaces Using the NX-OS Style CLI .

Field Action

Application EPGs Use the drop down to choose the associated Tenant, Application Profile, and target
application EPG.

Encap Enter the name of the VLAN over which the target application EPG will
communicate.

Primary Encap If the application EPG requires a primary VLAN, enter the name of the primary
VLAN.

Mode Use the drop down to specify the mode in which data is transmitted:

« Trunk -- Choose if traffic from the host is tagged with a VLAN ID.
 Access -- Choose if traffic from the host is tagged with an 802.1p tag.

« Access Untagged -- Choose if the traffic from the host is untagged.

Click Submit.
the application EPGs associated with this attached entity profile are deployed to all the ports on all the switches
associated with this attached entity profile.

Deploying an EPG through an Interface Policy Group to Multiple Interfaces
Using the NX-OS Style CLI

Procedure

Step 1

In the NX-OS CLI, an attached entity profile is not explicitly defined to associate with an EPG for rapid
deployment; instead the interface policy group is defined, assigned a domain, applied to all the ports associated
with a VLAN and configured to include the application EPG to be deployed over that VLAN.

Before you begin

* The target application EPG is created.

« The VLAN pools has been created containing the range of VLANs you wish to use for EPG Deployment
on the AEP.

* The physical domain has been created and linked to the VLAN Pool and AEP.

* The target attached entity profile is created and is associated with the ports on which you want to deploy
the application EPG.

Associate the target EPG with the interface policy group.

The sample command sequence specifies an interface policy group pg3 associated with VLAN domain,
domainl, and with VLAN 1261. The application EPG, epg47 is deployed to all interfaces associated with
this policy group.
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Step 2

Example:

apicl# configure terminal

apicl(config)# template policy-group pg3

apicl(config-pol-grp-if)# vlan-domain member domainl

apicl(config-pol-grp-if)# switchport trunk allowed vlan 1261 tenant tnlO application podl-AP

epg epg4?

Check the target ports to ensure deployment of the policies of the interface policy group associated with
application EPG.

The output of the sample show command sequence indicates that policy group pg3 is deployed on Ethernet
port 1/20 on leaf switch 1017.

Example:

apicl# show run leaf 1017 int eth 1/20
# Command: show running-config leaf 1017 int eth 1/20
# Time: Mon Jun 27 22:12:10 2016
leaf 1017
interface ethernet 1/20
policy-group pg3
exit
exit
ifav28-ifcl#

Deploying an EPG through an AEP to Multiple Interfaces Using the REST API

The interface selectors in the AEP enable you to configure multiple paths for an AEPg. The following can be
selected:

1. Anode or a group of nodes
2. Aninterface or a group of interfaces
The interfaces consume an interface policy group (and so an infra:AttEntityP).
3. The infra:AttEntityP is associated to the AEPg, thus specifying the VLANS to use.
An infra:AttEntityP can be associated with multiple AEPgs with different VLANS.
When you associate the infra: AttEntityP with the AEPg, as in 3, this deploys the AEPg on the nodes selected
in 1, on the interfaces in 2, with the VLAN provided by 3.

In this example, the AEPg uni/tn-Coke/ap-AP/epg-EPG1 is deployed on interfaces 1/10, 1/11, and 1/12 of
nodes 101 and 102, with vlan-102.

Before you begin

« Create the target application EPG (AEPg).

* Create the VLAN pool containing the range of VLANS you wish to use for EPG deployment with the
Attached Entity Profile (AEP).

« Create the physical domain and link it to the VLAN pool and AEP.
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Procedure

To deploy an AEPg on selected nodes and interfaces, send a post with XML such as the following:

Example;

<infralnfra dn="uni/infra">
<infraNodeP name=*‘NodeProfile">
<infraLeafS name=*“NodeSelector™ type="range'>
<infraNodeBlk name=“NodeBlok" from_="101" to_=*102"/>
<infraRsAccPortP tDn="uni/infra/accportprof-InterfaceProfile'/>

</infraLeafS>
</<infraNodeP>

<infraAccPortP name="InterfaceProfile'>
<infraHPortS name="InterfaceSelector” type="range'>
<infraPortBlk name=* InterfaceBlock" fromCard="1" toCard="1" fromPort="10"

toPort="12"/>
<infraRsAccBaseGrp tDn=""uni/infra/funcprof/accportgrp-PortGrp" />

</infraHPortS>
</infraAccPortpP>

<infraFuncP>
<infraAccPortGrp name="PortGrp”>
<infraRsAttEntP tDn="uni/infra/attentp-AttEntityProfile"/>

</infraAccPortGrp>
</infraFuncP>

<infraAttEntityP name=“AttEntityProfile” >
<infraGeneric name=‘“default” >
<infraRsFuncToEpg tDn=*“uni/tn-Coke/ap-AP/epg-EPG1” encap=*vlan-102"/>

</infraGeneric>
</infraAttEntityP>
</infralnfra>

Intra-EPG Isolation

Intra-EPG Endpoint Isolation

Intra-EPG endpoint isolation policies provide full isolation for virtual or physical endpoints; no communication
is allowed between endpoints in an EPG that is operating with isolation enforced. Isolation enforced EPGs
reduce the number of EPG encapsulations required when many clients access a common service but are not
allowed to communicate with each other.

An EPG is isolation enforced for all Cisco Application Centric Infrastructure (ACI) network domains or none.
While the Cisco ACI fabric implements isolation directly to connected endpoints, switches connected to the
fabric are made aware of isolation rules according to a primary VLAN (PVLAN) tag.
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Note If an EPG is configured with intra-EPG endpoint isolation enforced, these restrictions apply:

« All Layer 2 endpoint communication across an isolation enforced EPG is dropped within a bridge domain.
« All Layer 3 endpoint communication across an isolation enforced EPG is dropped within the same subnet.

* Preserving QoS CosS priority settings is not supported when traffic is flowing from an EPG with isolation
enforced to an EPG without isolation enforced.

BPDUEs are not forwarded through EPGs with intra-EPG isolation enabled. Therefore, when you connect an
external Layer 2 network that runs spanning tree in a VLAN that maps to an isolated EPG on Cisco ACI,

Cisco ACI might prevent spanning tree in the external network from detecting a Layer 2 loop. You can avoid
this issue by ensuring that there is only a single logical link between Cisco ACI and the external network in

these VLANS.

Intra-EPG Isolation for Bare Metal Servers

Intra-EPG Isolation for Bare Metal Servers
Intra-EPG endpoint isolation policies can be applied to directly connected endpoints such as bare metal servers.

Examples use cases include the following:

« Backup clients have the same communication requirements for accessing the backup service, buy they
don't need to communicate with each other.

« Servers behind a load balancer have the same communication requirements, but isolating them from each
other protects against a server that is compromised or infected.

Figure 14: Intra-EPG Isolation for Bare Metal Servers
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Configuring Intra-EPG Isolation for Bare Metal Servers Using the GUI .

Bare metal EPG isolation is enforced at the leaf switch. Bare metal servers use VLAN encapsulation. All
unicast, multicast and broadcast traffic is dropped (denied) within isolation enforced EPGs. ACI bridge-domains
can have a mix of isolated and regular EPGs. Each Isolated EPG can have multiple VLANS where intra-vlan
traffic is denied.

Configuring Intra-EPG Isolation for Bare Metal Servers Using the GUI

Procedure

Step 1

Step 2

The port the EPG uses must be associated with a bare metal server interface in the physical domain that is
used to connect the bare metal servers directly to leaf switches.

In a tenant, right click on an Application Profile, and open the Create Application EPG dialog box to
perform the following actions:

a)
b)
c)
d)
€)

In the Name field, add the EPG name (intra_EPG-deny).

For Intra EPG lsolation, click Enforced.

In the Bridge Domain field, choose the bridge domain from the drop-down list (bd1).
Check the Statically Link with L eaves/Paths check box.

Click Next.

In the L eaves/Paths dialog box, perform the following actions:

a)

b)
c)

In the Path section, choose a path from the drop-down list (Node-107/eth1/16) in Trunk Mode.
Specify the Port Encap (vlan-102) for the secondary VLAN.

Note
If the bare metal server is directly connected to a leaf switch, only the Port Encap secondary VLAN is
specified.

Specify the Primary Encap (vlan-103) for the primary VLAN.

Click Update.
Click Finish.

Configuring Intra-EPG Isolation for Bare Metal Servers Using the NX-OS Style CLI

Procedure

Command or Action Purpose

Step 1 In the CLLI, create an intra-EPG isolation EPG:

Example:
The VMM case is below.

ifavl9-ifcl(config)# tenant

Test_Isolation
ifavl9-ifcl(config-tenant)# application
PVLAN

ifavl9-ifcl(config-tenant-app)# epg EPG1
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Command or Action

Purpose

ifavl9-ifcl(config-tenant-app-epg)# sho
running-config
# Command: show running-config
tenant Test_Isolation
application PVLAN epg EPG1
tenant Test_Isolation
application PVLAN
epg EPG1
bridge-domain member BD1
contract consumer bare-metal
contract consumer default
contract provider Isolate EPG
isolation enforce <---- This
enables EPG isolation mode.
exit
exit
ifavl9-ifcl(config)# leaf ifavl9-leaf3
ifavl9-ifcl(config-leaf)# interface
ethernet 1/16
ifavl9-ifcl(config-leaf-if)# show
running-config
ifavl9-ifcl(config-leaf-if)# switchport
trunk native vlan 101 tenant
Test_Ilsolation application PVLAN epg
StaticEPG primary-vlan 100
exit

Step 2

Verify the configuration:

Example:

show epg StaticEPG detail
Application EPg Data:

Tenant : Test_lsolation
Application : PVLAN

AEPg . StaticEPG

BD : BD1

uSeg EPG : no

Intra EPG Isolation : enforced

Vlan Domains : phys

Consumed Contracts : bare-metal

Provided Contracts : default,lsolate EPG

Denied Contracts

Qos Class : unspecified
Tag List :
VMM Domains:
Domain Type
Deployment Immediacy Resolution
Immediacy State Encap
Primary
Encap
DVS1 VMware Oon
Demand immediate
formed auto auto

Static Leaves:
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Command or Action

Purpose

Node Encap
Immediacy Mode
Modification Time

Deployment]

Static Paths:
Node Interface
Encap Modification Time

1018 ethl101/1/1
vlan-100
2016-02-11T18:39:02.337-08:00
1019 ethl/16
vlan-101
2016-02-11T18:39:02.337-08:00

Static Endpoints:
Node Interface Encap
End Point MAC End Point

IP Address Modification Time

Configuring Intra-EPG Isolation for Bare Metal Servers Using the REST API

Procedure

Step 1

Step 2

Before you begin

<fvTenant name="Tenant_BareMetal" >
<fvAp name="Web'">
<fvAEPg name="IntrakEPGDeny" pcEnfPref="enforced">

The port the EPG uses must be associated with a bare metal server interface in the physical domain.

Send this HTTP POST message to deploy the application using the XML API.

POST https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

Include this XML structure in the body of the POST message.

<l-- pceEnfPref="enforced" ENABLES ISOLATION-->
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<fvRsBd tnFvBDName="bd" />
<fvRsDomAtt tDn="uni/phys-Doml" />
<I-- PATH ASSOCIATION -->
<fvRsPathAtt tDn=""topology/pod-1/paths-1017/pathep-[ethl/2]" encap="vlan-51"
primaryEncap="vlan-100" instrilmedcy="immediate"/>
</fvAEPg>
</fvAp>
</fvTenant>

Intra-EPG Isolation for VMWare vDS

Intra-EPG Isolation for VMware VDS or Microsoft Hyper-V Virtual Switch

Intra-EPG Isolation is an option to prevent physical or virtual endpoint devices that are in the same base EPG
or uSeg EPG from communicating with each other. By default, endpoint devices included in the same EPG

are allowed to communicate with one another. However, conditions exist in which total isolation of the endpoint
devices from on another within an EPG is desirable. For example, you may want to enforce intra-EPG isolation
if the endpoint VMs in the same EPG belong to multiple tenants, or to prevent the possible spread of a virus.

A Cisco AClI virtual machine manager (VMM) domain creates an isolated P\VLAN port group at the VMware
VDS or Microsoft Hyper-V Virtual Switch for each EPG that has intra-EPG isolation enabled. A fabric
administrator specifies primary encapsulation or the fabric dynamically specifies primary encapsulation at
the time of EPG-to-VMM domain association. When the fabric administrator selects the VLAN-pri and
VLAN-sec values statically, the VMM domain validates that the VLAN-pri and VLAN-sec are part of a static
block in the domain pool.

)

Note  When intra-EPG isolation is not enforced, the VLAN-pri value is ignored even if it is specified in the
configuration.

VLAN-pri/VLAN-sec pairs for the VMware VDS or Microsoft Hyper-V Virtual Switch are selected per VMM
domain during the EPG-to-domain association. The port group created for the intra-EPG isolation EPGs uses
the VLAN-sec tagged with type set to PvLAN. The VMware VDS or the Microsoft Hyper-V Virtual Switch
and fabric swap the VLAN-pri/VVLAN-sec encapsulation:

» Communication from the Cisco ACI fabric to the VMware VDS or Microsoft Hyper-V Virtual Switch
uses VLAN-pri.

» Communication from the VMware VDS or Microsoft Hyper-V Virtual Switch to the Cisco ACI fabric
uses VLAN-sec.
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Figure 15: Intra-EPG Isolation for VMware VDS or Microsoft Hyper-V Virtual Switch
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Note these details regarding this illustration:

1. EPG-DB sends VLAN traffic to the Cisco ACI leaf switch. The Cisco ACI egress leaf switch encapsulates
traffic with a primary VLAN (PVLAN) tag and forwards it to the Web-EPG endpoint.

2. The VMware VDS or Microsoft Hyper-V Virtual Switch sends traffic to the Cisco ACI leaf switch using
VLAN-sec. The Cisco ACI leaf switch drops all intra-EPG traffic because isolation is enforced for all
intra VLAN-sec traffic within the Web-EPG.

3. The VMware VDS or Microsoft Hyper-V Virtual Switch VLAN-sec uplink to the Cisco ACI Leaf is in
isolated trunk mode. The Cisco ACI leaf switch uses VLAN-pri for downlink traffic to the VMware VDS
or Microsoft Hyper-V Virtual Switch.

4. The PVLAN map is configured in the VMware VDS or Microsoft Hyper-V Virtual Switch and Cisco
ACI leaf switches. VM traffic from WEB-EPG is encapsulated in VLAN-sec. The VMware VDS or
Microsoft Hyper-V Virtual Switch denies local intra-WEB EPG VM traffic according to the PVLAN tag.
All intra-ESXi host or Microsoft Hyper-V host VM traffic is sent to the Cisco ACI leaf using VLAN-Sec.

Related Topics

For information on configuring intra-EPG isolation in a Cisco AVS environment, see Intra-EPG Isolation
Enforcement for Cisco AVS, on page 69.
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Configuring Intra-EPG Isolation for VMware VDS or Microsoft Hyper-V Virtual Switch using the

GUI

Procedure

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Log into Cisco APIC.

Choose Tenants> tenant .

In the left navigation pane expand the Application Profiles folder and appropriate application profile.
Right-click the Application EPGs folder and then choose Create Application EPG.

In the Create Application EPG dialog box, complete the following steps:

a)
b)
c)
d)

e)
f)
9)

In the Name field, add the EPG name.

In the Intra EPG Isolation area, click Enforced.

In the Bridge Domain field, choose the bridge domain from the drop-down list.
Associate the EPG with a bare metal/physical domain interface or with a VM Domain.

* For the VM Domain case, check the Associateto VM Domain Profiles check box.

* For the bare metal case, check the Statically Link with L eaves/Paths check box.

Click Next.
In the Associated VM Domain Profilesarea, click the + icon.
From the Domain Profile drop-down list, choose the desired VMM domain.

For the static case, in the Port Encap (or Secondary VLAN for Micro-Seg) field, specify the secondary
VLAN, and in the Primary VLAN for Micro-Seg field, specify the primary VLAN. If the Encap fields
are left blank, values will be allocated dynamically.

Note
For the static case, a static VLAN must be available in the VLAN pool.

Click Update and click Finish.

Configuring Intra-EPG Isolation for VMware VDS or Microsoft Hyper-V Virtual Switch using the

NX-OS Style CLI

Procedure

Step 1

In the CLI, create an intra-EPG isolation EPG:

Example:
The following example is for VMware VDS:

apicl(config)# tenant Test_lIsolation
apicl(config-tenant)# application PVLAN
apicl(config-tenant-app)# epg EPG1
apicl(config-tenant-app-epg)# show running-config
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Step 2

Configuring Intra-EPG Isolation for VMware VDS or Microsoft Hyper-V Virtual Switch using the NX-OS Style CLI .

# Command: show running-config tenant Tenant_VMM application Web epg intraEPGDeny
tenant Tenant_ VMM
application Web
epg intraEPGDeny
bridge-domain member VMM_BD
vmware-domain member PVLAN encap vlan-2001 primary-encap vlan-2002 push on-demand
vmware-domain member mininet
exit
isolation enforce
exit
exit
exit
apicl(config-tenant-app-epg)#

Example:
The following example is for Microsoft Hyper-V Virtual Switch:

apicl(config)# tenant Test_ Isolation
apicl(config-tenant)# application PVLAN
apicl(config-tenant-app)# epg EPG1
apicl(config-tenant-app-epg)# show running-config
# Command: show running-config tenant Tenant_VMM application Web epg intraEPGDeny
tenant Tenant_VMM
application Web
epg intraEPGDeny
bridge-domain member VMM_BD
microsoft-domain member domainl encap vlan-2003 primary-encap vlan-2004
microsoft-domain member domain2
exit
isolation enforce
exit
exit
exit
apicl(config-tenant-app-epg)#

Verify the configuration:

Example;

show epg StaticEPG detail
Application EPg Data:

Tenant : Test_Isolation
Application : PVLAN

AEPg : StaticEPG

BD : VMM_BD

uSeg EPG : no

Intra EPG Isolation : enforced

Vlan Domains : VMM

Consumed Contracts : VMware_vDS-Ext

Provided Contracts : default,lIsolate_EPG

Denied Contracts

Qos Class : unspecified

Tag List :

VMM Domains:

Domain Type Deployment Immediacy Resolution Immediacy State
Encap Primary

Encap

DVS1 VMware On Demand immediate formed

Static Leaves:
Node Encap Deployment Immediacy Mode Modification Time
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Static Paths:

Node Interface Encap Modification Time
1018 eth101/1/1 vian-100 2016-02-11T18:39:02.337-08:00
1019 ethl/16 vlian-101 2016-02-11T18:39:02.337-08:00

Static Endpoints:
Node Interface Encap End Point MAC End Point IP Address
Modification Time

Dynamic Endpoints:

Encap: (P):Primary VLAN, (S):Secondary VLAN

Node Interface Encap End Point MAC End Point IP Address
Modification Time

1017 ethl/3 vian-943(P) 00:50:56:B3:64:C4 ---
2016-02-17T18:35:32.224-08:00
vlan-944(S)

Configuring Intra-EPG Isolation for VMware VDS or Microsoft Hyper-V Virtual Switch using the
REST API

Procedure

Step 1 Send this HTTP POST message to deploy the application using the XML API.

Example:
POST https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

Step 2 For a VMware VDS or Microsoft Hyper-V Virtual Switch deployment, include one of the following XML
structures in the body of the POST message.

Example:
The following example is for VMware VDS:

<fvTenant name="Tenant_VMM" >
<fvAp name="Web'">
<fvAEPg name="IntrakEPGDeny" pcEnfPref="enforced">

<!-- pcEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<I-- STATIC ENCAP ASSOCIATION TO VMM DOMAIN-->
<fvRsDomAtt encap="vlan-2001" instrimedcy="lazy" primaryEncap="vlan-2002"

reslmedcy="immediate" tDn="'uni/vmmp-VMware/dom-DVS1’>
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</fvAEPg>
</fvAp>
</fvTenant>

Example:
The following example is for Microsoft Hyper-V Virtual Switch:

<fvTenant name='"Tenant_VMM" >
<fvAp name="Web"'>
<fvAEPg name="IntraEPGDeny" pcEnfPref="enforced'>
<I-- pceEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<!-- STATIC ENCAP ASSOCIATION TO VMM DOMAIN-->
<fvRsDomAtt tDn="'uni/vmmp-Microsoft/dom-domainl”>
<fvRsDomAtt encap="'vlan-2004" instrimedcy="1azy" primaryEncap="vlan-2003"
reslmedcy=""immediate" tDn=""uni/vmmp-Microsoft/dom-domain2’>
</fvAEPg>
</fvAp>
</fvTenant>

Intra-EPG Isolation for AVS

Intra-EPG Isolation Enforcement for Cisco AVS

By default, endpoints with an EPG can communicate with each other without any contracts in place. However,
you can isolate endpoints within an EPG from each other. In some instances, you might want to enforce
endpoint isolation within an EPG to prevent a VM with a virus or other problem from affecting other VMs
in the EPG.

You can configure isolation on all or none of the endpoints within an application EPG; you cannot configure
isolation on some endpoints but not on others.

Isolating endpoints within an EPG does not affect any contracts that enable the endpoints to communicate
with endpoints in another EPG.

Isolating endpoints within an EPG will trigger a fault when the EPG is associated with Cisco AVS domains
in VLAN mode.

\}

Note  Using intra-EPG isolation on a Cisco AVS microsegment (uSeg) EPG is not currently supported.
Communication is possible between two endpoints that reside in separate uSeg EPGs if either has intra-EPG
isolation enforced, regardless of any contract that exists between the two EPGs.

Configuring Intra-EPG Isolation for Cisco AVS Using the GUI
Follow this procedure to create an EPG in which the endpoints of the EPG are isolated from each other.
The port that the EPG uses must belong to one of the VM Managers (VMMs).

Cisco APIC Layer 2 Networking Configuration Guide, Release 3.x and Earlier .



EPGs |
. Configuring Intra-EPG Isolation for Cisco AVS Using the NX-OS Style CLI

\)

Note  This procedure assumes that you want to isolate endpoints within an EPG when you create the EPG. If you
want to isolate endpoints within an existing EPG, select the EPG in Cisco APIC, and in the Properties pane,
in the Intra EPG Isolation area, choose Enforced, and then click SUBMIT.

Before you begin
Make sure that Cisco AVS is in VXLAN mode.

Procedure

Step 1 Log in to Cisco APIC.

Step 2 Choose Tenants, expand the folder for the tenant, and then expand the Application Profiles folder.
Step 3 Right-click an application profile, and choose Create Application EPG.

Step 4 In the Create Application EPG dialog box, complete the following actions:

a) Inthe Namefield, enter the EPG name.

b) Inthe Intra EPG Isolation area, click Enforced.

c) From the Bridge Domain drop-down list, choose the bridge domain.

d) Check the Associateto VM Domain Profiles check box.

e) Click Next.

f) Inthe Associate VM Domain Profilesarea, click the plus icon, and from the Domain Profile drop-down
list, choose the desired VMM domain.

g) Click Updateand click FINISH.

What to do next

You can select statistics and view them to help diagnose problems involving the endpoint. See the sections
"Choosing Statistics to View for Isolated Endpoints" and "Viewing Statistics for Isolated Endpoints" in this
guide.

Configuring Intra-EPG Isolation for Cisco AVS Using the NX-OS Style CLI

Before you begin
Make sure that Cisco AVS is in VXLAN mode.

Procedure

In the CLI, create an intra-EPG isolation EPG:

Example:

# Command: show running-config
tenant TENANT1
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application APP1
epg EPG1

bridge-domain member VMM_BD
vmware-domain member VMMDOM1
isolation enforce <---- This enables EPG into isolation mode.
exit

exit

exit

What to do next

You can select statistics and view them to help diagnose problems involving the endpoint. See the sections
"Choosing Statistics to View for Isolated Endpoints™ and "Viewing Statistics for Isolated Endpoints™ in this
guide.

Configuring Intra-EPG Isolation for Cisco AVS Using the REST API

Procedure

Step 1

Step 2

Before you begin
Make sure that Cisco AVS is in VXLAN mode.

Send this HTTP POST message to deploy the application using the XML API.

Example;

POST
https://192.0.20.123/api/mo/uni/tn-ExampleCorp.xml

For a VMM deployment, include the XML structure in the following example in the body of the POST
message.

Example:

Example:
<fvTenant name="Tenant_VMM" >
<fvAp name="Web'">
<fvAEPg name="IntrakEPGDeny" pcEnfPref="enforced'">
<!-- pcEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<fvRsDomAtt encap="vlan-2001" tDn="uni/vmmp-VMware/dom-DVS1”’>
</fvAEPg>
</fvAp>
</fvTenant>

What to do next

You can select statistics and view them to help diagnose problems involving the endpoint. See the sections
"Choosing Statistics to View for Isolated Endpoints™ and "Viewing Statistics for Isolated Endpoints" in this
guide.
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Choosing Statistics to View for Isolated Endpoints on Cisco AVS

Procedure

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step7

Step 8

If you configured intra-EPG isolation on a Cisco AVS, you need to choose statistics—such as denied
connections, received packets, or transmitted multicast packets—for the endpoints before you can view them.

Log into Cisco APIC.
Choose Tenants> tenant .

In the tenant navigation pane, choose Application Profiles> profile > Application EPGs, and then choose
the EPG containing the endpoint the statistics for which you want to view.

In the EPG Properties work pane, click the Operational tab to display the endpoints in the EPG.
Double-click the endpoint.
In the Propertiesdialog box for the endpoint, click the Statstab and then click the check icon.

In the Select Statsdialog box, in the Available pane, choose the statistics that you want to view for the
endpoint and then use the right-pointing arrow to move them into the Selected pane.

Click SUBMIT.

Viewing Statistics for Isolated Endpoints on Cisco AVS

Procedure

Step 1
Step 2
Step 3

Step 4

If you configured intra-EPG isolation on a Cisco AVS, once you have chosen statistics for the endpoints, you
can view them.

Before you begin

You must have chosen statistics to view for isolated endpoints. See "Choosing Statistics to View for Isolated
Endpoints for Cisco AVS" in this guide for instructions.

Log into Cisco APIC.
Choose Tenants > tenant .

In the tenant navigation pane, choose Application Profiles> profile > Application EPGs, and then choose
the EPG containing the endpoint the statistics for which you want to view.

In the EPG Propertieswork pane, click the Stats tab to display the statistics for the EPG.

The central pane displays the statistics that you chose earlier. You can change the view by clicking the table
view or chart view icon on the upper right side of the work pane.
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« Physical Ports, on page 73

« Port Cloning, on page 78

« Port Channels, on page 79

« Virtual Port Channels, on page 90

* Reflective Relay, on page 109

* FEX Interfaces, on page 112

« Configuring Port Profiles to Change Ports from Uplink to Downlink or Downlink to Uplink, on page 125

Physical Ports

Configuring Leaf Switch Physical Ports Using Policy Association

The procedure below uses a Quick Start wizard.

\)

Note  This procedure provides the steps for attaching a server to an ACI leaf switch interface. The steps would be
the same for attaching other kinds of devices to an ACI leaf switch interface.

Figure 16: Switch Interface Configuration for Bare Metal Server
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Before you begin

« The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.
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Procedure

Step 1

Step 2

Step 3

» An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

« The target leaf switches are registered in the ACI fabric and available.

On the APIC menu bar, navigate to Fabric > External Access Policies> Quick Start, and click Configure
an interface, PC, and VPC.

In the Select Switches To Configure I nterfaces work area, click the large + to select switches to configure.
In the Switches section, click the + to add switch 1D(s) from the drop-down list of available switch I1Ds and
click Update.

Click the large + to configure switch interfaces.

The interface policy group is a named policy that specifies the group of interface policies you will apply to
the selected interfaces of the switch. Examples of interface policies include Link Level Policy (for example,
1gbit port speed), Storm Control Interface Policy, and so forth.

Note
The Attached Device Type domain is required for enabling an EPG to use the interfaces specified in the switch
profile.

a) Specify individual as the interface type to use.

b) Specify the interface ID to use.

c) Specify the interface policies to use.

d) Specify the attached device type to use. Choose Bare Metal for connecting bare metal servers. Bare
metal uses the phys domain type.

e) Click Saveto update the policy details, then click Submit to submit the switch profile to the APIC.
The APIC creates the switch profile, along with the interface, selector, and attached device type policies.

Verification: Use the CLI show int command on the switch where the server is attached to verify that the
switch interface is configured accordingly.

What to do next

This completes the basic leaf interface configuration steps.

)

Note

While this configuration enables hardware connectivity, no data traffic can flow without a valid application
profile, EPG, and contract that is associated with this hardware configuration.

Configuring Leaf Switch Physical Ports Using Port Association

This procedure provides the steps for attaching a server to an ACI leaf switch interface. The steps would be
the same for attaching other kinds of devices to an ACI leaf switch interface.
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Procedure

Step 1

Step 2

Configuring Physical Ports in Leaf Nodes and FEX Devices Using the NX-OS CLI .

Before you begin

 The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

« An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

« The target leaf switches are registered in the ACI fabric and available.

On the APIC menu bar, navigate to Fabric > Inventory > Inventory, choose a pod and navigate to the
Configuretab .

A graphical representation of the switch appears. Choose the port to configure. Once selected, port configure
type will appear at the top in the form of a highlighted port configuration type. Choose configuraton type and
those configuration parameters will appear.

Once you have assigned the appropriate fields to the configuration, click Submit.

In this configuration, all changes to the leaf switch are done by selecting the port and applying the policy to
it. All leaf switch configuration is done right here on this page.

You have selected the port then applied a policy to it.

What to do next

This completes the basic leaf interface configuration steps.

Configuring Physical Ports in Leaf Nodes and FEX Devices Using the NX-OS

CLI

The commands in the following examples create many managed objects in the Cisco Application Centric
Infrastructure (ACI) policy model that are fully compatible with the REST API/SDK and GUI. However, the
CLI user can focus on the intended network configuration instead of Cisco ACI model internals.

Figure 17: Example of leaf node ports and FEX ports in Cisco ACI, on page 76 shows examples of Ethernet
ports directly on leaf nodes or FEX modules attached to leaf nodes and how each is represented in the CLI.
For FEX ports, the fex-id is included in the naming of the port itself as in ethernet 101/1/1. While describing
an interface range, the ethernet keyword need not be repeated as in NX-OS. Example: interface ether net
10V/1/1-2, 102/1/1-2.
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Step 2
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Step 4

Figure 17: Example of leaf node ports and FEX ports in Cisco ACI
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* Leaf node ID numbers are global.
* The fex-id numbers are local to each leaf node.

* Note the space after the keyword ethernet.

configure
Enters global configuration mode.

Example:

apicl# configure

leaf node-id

Specifies the leaf nodes to be configured. The node-id can be a single node ID or a range of IDs, in the form
node-id1-node-id2, to which the configuration will be applied.

Example:
apicl(config)# leaf 102

interface type

Specifies the interface that you are configuring. You can specify the interface type and identity. For an Ethernet
port, use “ethernet slot / port.”

Example:
apicl(config-leaf)# interface ethernet 1/2

(Optional) fex associate node-id

. Cisco APIC Layer 2 Networking Configuration Guide, Release 3.x and Earlier



| Access Interfaces

Step 5

Configuring Physical Ports in Leaf Nodes and FEX Devices Using the NX-OS CLI .

If the interface or interfaces to be configured are FEX interfaces, you must use this command to attach the
FEX module to a leaf node before configuration.

Note
This step is required before creating a port channel using FEX ports.

Example:
apicl(config-leaf-if)# fex associate 101

speed speed

The speed setting is shown as an example. At this point you can configure any of the interface settings shown
in the table below.

Example:
apicl(config-leaf-if)# speed 10G

The following table shows the interface settings that can be configured at this point:

Command Purpose

[no] shut Shut down physical interface

[no] speed speedVvalue Set the speed for physical interface

[no] link debounce time time Set link debounce

[no] negotiate auto Configure negotiate

[no] cdp enable Disable/enable Cisco Discovery Protocol (CDP)
[no] mcp enable Disable/enable Mis-cabling Protocol (MCP)
[no] Ildp transmit Set the transmit for physical interface

[no] lldp receive Set the LLDP receive for physical interface
spanning-tree {bpduguard | bpdufilter} {enable | Configure spanning tree BPDU

disable}

[no] storm-control level percentage [ burst-rate Storm-control configuration (percentage)
percentage ]

[no] storm-control pps packets-per-second burst-rate | Storm-control configuration (packets-per-second)
packets-per-second

Examples

Configure one port in a leaf node. The following example shows how to configure the interface
eth1/2 in leaf 101 for the following properties: speed, cdp, and admin state.

apicl# configure
apicl(config)# leaf 101
apicl(config-leaf)# interface ethernet 1/2
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apicl(config-leaf-if)# speed 10G
apicl(config-leaf-if)# cdp enable
apicl(config-leaf-if)# no shut

Configure multiple ports in multiple leaf nodes. The following example shows the configuration of
speed for interfaces eth1/1-10 for each of the leaf nodes 101-103.

apicl(config)# leaf 101-103
apicl(config-leaf)# interface eth 1/1-10
apicl(config-leaf-if)# speed 10G

Attach a FEX to a leaf node. The following example shows how to attach a FEX module to a leaf
node. Unlike in NX-OS, the leaf node port Eth1/5 is implicitly configured as fabric port and a FEX
fabric port channel is created internally with the FEX uplink port(s). In Cisco ACI, the FEX fabric
port channels use default configuration and no user configuration is allowed.

)

Note  This step is required before creating a port channel using FEX ports, as described in the next example.

apicl(config)# leaf 102
apicl(config-leaf)# interface eth 1/5
apicl(config-leaf-if)# fex associate 101

Configure FEX ports attached to leaf nodes. This example shows configuration of speed for interfaces
eth1/1-10 in FEX module 101 attached to each of the leaf nodes 102-103. The FEX ID 101 is included
in the port identifier. FEX IDs start with 101 and are local to a leaf node.

apicl(config)# leaf 102-103
apicl(config-leaf)# interface eth 101/1/1-10
apicl(config-leaf-if)# speed 1G

Port Cloning

Cloning Port Configurations

In the Cisco APIC Release 3.2 and later, the Port Cloning feature is supported. After you configure a leaf
switch port, you can copy the configuration and apply it to other ports. This is only supported in the APIC
GUI (not in the NX-OS style CLI).

Port cloning is used for small numbers of leaf switch ports (interfaces) that are individually configured, not
for interfaces configured using Fabric Access Policies, that you deploy on multiple nodes in the fabric.

Port cloning is only supported for Layer 2 configurations.
The following policies are not supported on a cloned port:
« Attachable Access Entity
« Storm Control
* DWDM
* MACsec
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Cloning a Configured Leaf Switch Port Using the APIC GUI

This task describes how to clone a leaf switch port that you previously configured. For more information
about configuring ports, see Cisco APIC Layer 2 Networking Configuration Guide.

Before you begin

Configure a leaf switch port (with supported Layer 2 policies) in the GUI under Fabric > I nventory, and one
of the following:

* Topology > Interface > Configuration M ode
* Pod > Interface > Configuration M ode

 Pod> L eaf > Interface > Configuration Mode

Procedure
Step 1 On the Menu bar, choose Fabric > Inventory.
Step 2 Navigate to the location where you configured the first port.
Step 3 For example, expand Pod and choose L eaf.
Step 4 Click Interface and choose Configuration from the drop-down list under M ode.
Step 5 Click the + icon on the interface menu bar to choose the leaf switch where the port to clone is located.

Step 6 Right-click the port you previously configured and choose Copy.
Step 7 Right-click the port on which you want to copy the configuration and choose Paste.

Port Channels

PC Host Load Balancing Algorithms

The following table provides the configurable port channel hash algorithms used in PC host load balancing
across Cisco Application Centric Infrastructure (ACI) leaf node downlinks. This feature was introduced in
Cisco Application Policy Infrastructure Controller (APIC), release 2.3(1e).
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Table 14: PC Host Load Balancing Algorithms

Traffic Type Hashing Data Points

End Host PC traffic (configurable) For layer 2 frames: Source MAC address and
Destination MAC address

For IP Traffic:
* Source IP address
« Destination IP address
« Layer 4 Source Port

« Layer 4 Destination Port

When there is more than one port channel on a leaf switch, such as Pol and Po2, then the following scenario
is supported:

* Pol: Enable symmetric hash with SIP only.

* Po2: Do not enable symmetric hash. Use default hashing.

However, the following scenario is not supported because the second port channel Po2 has a different hash
parameter:

* Pol: Enable symmetric hash with SIP only.

* P02: Enable symmetric hash with DIP only.

That is, on a single leaf switch, all port channels that require symmetric hashing should use the same hash
policy/parameter or use the default hashing.

\)

Note  Port channel hash algorithms are applied at each individual leaf node independently. The algorithms do not
have influence on load balancing within the fabric, such as load balancing to leaf nodes in a vPC pair. Thus,
symmetrical hashing is not supported on a vPC.

ACI Leaf Switch Port Channel Configuration Using the GUI

The procedure below uses a Quick Start wizard.
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\)

Note  This procedure provides the steps for attaching a server to an ACI leaf switch interface. The steps would be
the same for attaching other kinds of devices to an ACI leaf switch interface.

Figure 18: Switch Port Channel Configuration
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Before you begin

 The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

« An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

* The target leaf switches are registered in the ACI fabric and available.

Procedure

Step 1 On the APIC menu bar, navigate to Fabric > External Access Policies > Quick Start, and click Configure
an interface, PC, and vPC.

Step 2 In the Select Switches To Configure I nterfaces work area, click the large + to select switches to configure.
In the Switches section, click the + to add switch ID(s) from the drop-down list of available switch IDs and
click Update.

Step 3 Click the large + to configure switch interfaces.

The interface policy group is a named policy that specifies the group of interface policies you will apply to
the selected interfaces of the switch. Examples of interface policies include Link Level Policy (for example,
1gbit port speed), Storm Control Interface Policy, and so forth.

Note
The Attached Device Typeis required for enabling an EPG to use the interfaces specified in the switch profile.

a) Specify pc as the interface type to use.
b) Specify the interface I1Ds to use.

c) Specify the interface policies to use. For example, click the Port Channel Policy drop-down arrow to
choose an existing port channel policy or to create a new port channel policy.

Note
* Choosing to create a port channel policy displays the Create Port Channel Policy dialog box where
you can specify the policy details and enable features such as symmetric hashing. Also note that

Cisco APIC Layer 2 Networking Configuration Guide, Release 3.x and Earlier .



Access Interfaces |

. Configuring Port Channels in Leaf Nodes and FEX Devices Using the NX-OS CLI

choosing the Symmetric hashing option displays the L oad Balance Hashing field, which enables
you to configure hash tuple. However, only one customized hashing option can be applied on the
same leaf switch.

» Symmetric hashing is not supported on the following switches:
* Cisco Nexus 93128TX

* Cisco Nexus 9372PX
* Cisco Nexus 9372PX-E
* Cisco Nexus 9372TX
* Cisco Nexus 9372TX-E
* Cisco Nexus 9396PX
* Cisco Nexus 9396 TX

d) Specify the attached device type to use. Choose Bare Metal for connecting bare metal servers. Bare
metal uses the phys domain type.

e) Click Saveto update the policy details, then click Submit to submit the switch profile to the APIC.
The APIC creates the switch profile, along with the interface, selector, and attached device type policies.

Verification: Use the CLI show int command on the switch where the server is attached to verify that the
switch interface is configured accordingly.

What to do next

This completes the port channel configuration steps.

)

Note  While this configuration enables hardware connectivity, no data traffic can flow without a valid application

profile, EPG, and contract that is associated with this hardware configuration.

Configuring Port Channels in Leaf Nodes and FEX Devices Using the NX-OS

CLI

Port-channels are logical interfaces in NX-OS used to aggregate bandwidth for multiple physical ports and
also for providing redundancy in case of link failures. In NX-OS, port-channel interfaces are identified by
user-specified numbers in the range 1 to 4096 unique within a node. Port-channel interfaces are either configured
explicitly (using the interface port-channel command) or created implicitly (using the channel-group
command). The configuration of the port-channel interface is applied to all the member ports of the port-channel.
There are certain compatibility parameters (speed, for example) that cannot be configured on the member
ports.

In the ACI model, port-channels are configured as logical entities identified by a name to represent a collection
of policies that can be assigned to set of ports in one or more leaf nodes. Such assignment creates one
port-channel interface in each of the leaf nodes identified by an auto-generated number in the range 1 to 4096
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within the leaf node, which may be same or different among the nodes for the same port-channel name. The
membership of these port-channels may be same or different as well. When a port-channel is created on the
FEX ports, the same port-channel name can be used to create one port-channel interface in each of the FEX
devices attached to the leaf node. Thus, it is possible to create up to N+1 unique port-channel interfaces
(identified by the auto-generated port-channel numbers) for each leaf node attached to N FEX modules. This
is illustrated with the examples below. Port-channels on the FEX ports are identified by specifying the fex-id
along with the port-channel name ( interface port-channel foo fex 101, for example).

Leaf 101 Leaf 102 Leaf 103

1/1-2 11-2 15 119

11-2

int port-channel foo

Fex 101
| |

Fex 101 Fex 109
|| ||

Po11 Po11 Pol19

AN

&
int port-channel foo fex 101 b int port-channel foo fex 109 bg

» N+1 instances per leaf of port-channel foo are possible when each leaf is connected to N FEX nodes.

« Leaf ports and FEX ports cannot be part of the same port-channel instance.

 Each FEX node can have only one instance of port-channel foo.

Procedure
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

apicl# configure

Step 2 template port-channel channel-name Creates a new port-channel or configures an

Example: existing port-channel (global configuration).

apicl(config)# template port-channel foo
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Command or Action

Purpose

Step 3

[no] switchport access vlan vlian-id tenant
tenant-name application application-name epg
epg-name

Example:
apicl(config-po-ch-if)# switchport access

vlan 4 tenant ExampleCorp application
Web epg webEpg

Deploys the EPG with the VLAN on all ports
with which the port-channel is associated.

Step 4

channel-mode active

Example:
apicl(config-po-ch-if)# channel-mode
active

Note
To enable symmetric hashing, enter the lacp
symmetric-hash command:

apicl(config-po-ch-if)# lacp
symmetric-hash

Note

The channel-mode command is equivalent
to the mode option in the channel-group
command in NX-OS. In ACI, however, this is
supported for the port-channel (not on a
member port).

Symmetric hashing is not supported on the
following switches:

« Cisco Nexus 93128TX
* Cisco Nexus 9372PX

« Cisco Nexus 9372PX-E
* Cisco Nexus 9372TX

* Cisco Nexus 9372TX-E
* Cisco Nexus 9396PX

* Cisco Nexus 9396 TX

Step 5

exit
Example:
apicl(config-po-ch-if)# exit

Returns to configure mode.

Step 6

leaf node-id

Example:
apicl(config)# leaf 101

Specifies the leaf switches to be configured.
The node-id can be asingle node ID or arange
of IDs, in the form node-id1 - node-id2 , to
which the configuration will be applied.

Step 7

interface type

Example:

apicl(config-leaf)# interface ethernet
1/1-2

Specifies the interface or range of interfaces
that you are configuring to the port-channel.

Step 8

[no] channel-group channel-name

Example:
apicl(config-leaf-if)# channel-group foo

. Cisco APIC Layer 2 Networking Configuration Guide, Release 3.x and Earlier
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Command or Action

Purpose

interface, you can enter the channel-group
command without first removing the interface
from the previous port-channel.

Step 9 (Optional) lacp port-priority priority

Example:

1000

apicl(config-leaf-if)# lacp rate fast

This setting and other per-port LACP properties
can be applied to member ports of a
port-channel at this point.

apicl(config-leaf-if)# lacp port-priority| Note

In the ACI model, these commands are allowed
only after the ports are member of a port
channel. If a port is removed from a port
channel, configuration of these per-port
properties are removed as well.

The following table shows various commands for global configurations of port channel properties in the ACI
model. These commands can also be used for configuring overrides for port channels in a specific leaf in the
(config-leaf-if) CLI mode. The configuration made on the port-channel is applied to all member ports.

CLI Syntax

Feature

[no] speed <speedValue>

Set the speed for port-channel

[no] link debounce time <time>

Set Link Debounce for port-channel

[no] negotiate auto

Configure Negotiate for port-channel

[no] cdp enable

Disable/Enable CDP for port-channel

[no] mcp enable

Disable/Enable MCP for port-channel

[no] lldp transmit

Set the transmit for port-channel

[no] Ildp receive

Set the lldp receive for port-channel

spanning-tree <bpduguard | bpdufilter> <enable |
disable>

Configure spanning tree BPDU

[no] storm-control level <percentage> [ burst-rate
<percentage> ]

Storm-control configuration (percentage)

[no] storm-control pps <packet-per-second> burst-rate
<packets-per-second>

Storm-control configuration (packets-per-second)

[no] channel-mode { active | passive | on| mac-pinning

}

LACP mode for the link in port-channel |

[no] lacp min-links <value>

Set minimum number of links

[no] lacp max-links <value>

Set maximum number of links

[no] lacp fast-select-hot-standby

LACP fast select for hot standby ports
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CLI Syntax Feature

[no] lacp graceful-convergence LACP graceful convergence

[no] lacp load-defer LACP load defer member ports
[no] lacp suspend-individual LACP individual Port suspension
[no] lacp port-priority LACP port priority

[no] lacp rate LACP rate

Examples

Configure a port channel (global configuration). A logical entity foo is created that represents a
collection of policies with two configurations: speed and channel mode. More properties can be
configured as required.

\)

Note  The channel mode command is equivalent to the mode option in the channel group command in
NX-OS. In ACI, however, this supported for the port-channel (not on member port).

apicl(config)# template port-channel foo

apicl(config-po-ch-if)# switchport access vlan 4 tenant ExampleCorp application Web epg
webEpg

apicl(config-po-ch-if)# speed 106G

apicl(config-po-ch-if)# channel-mode active

Configure ports to a port-channel in a FEX. In this example, port channel foo is assigned to ports
Ethernet 1/1-2 in FEX 101 attached to leaf node 102 to create an instance of port channel foo. The
leaf node will auto-generate a number, say 1002 to identify the port channel in the switch. This port
channel number would be unique to the leaf node 102 regardless of how many instance of port
channel foo are created.

)

Note  The configuration to attach the FEX module to the leaf node must be done before creating port
channels using FEX ports.

apicl(config)# leaf 102
apicl(config-leaf)# interface ethernet 101/1/1-2
apicl(config-leaf-if)# channel-group foo

In Leaf 102, this port channel interface can be referred to as interface port-channel foo FEX 101.

apicl(config)# leaf 102
apicl(config-leaf)# interface port-channel foo fex 101
apicl(config-leaf)# shut

Configure ports to a port channel in multiple leaf nodes. In this example, port channel foo is assigned
to ports Ethernet 1/1-2 in each of the leaf nodes 101-103. The leaf nodes will auto generate a number
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unique in each node (which may be same or different among nodes) to represent the port-channel
interfaces.

apicl(config)# leaf 101-103
apicl(config-leaf)# interface ethernet 1/1-2
apicl(config-leaf-if)# channel-group foo

Add members to port channels. This example would add two members eth1/3-4 to the port-channel
in each leaf node, so that port-channel foo in each node would have members eth 1/1-4.

apicl(config)# leaf 101-103
apicl(config-leaf)# interface ethernet 1/3-4
apicl(config-leaf-if)# channel-group foo

Remove members from port channels. This example would remove two members eth1/2, eth1/4 from
the port channel foo in each leaf node, so that port channel foo in each node would have members
eth 1/1, eth1/3.

apicl(config)# leaf 101-103
apicl(config-leaf)# interface eth 1/2,1/4
apicl(config-leaf-if)# no channel-group foo

Configure port-channel with different members in multiple leaf nodes. This example shows how to
use the same port-channel foo policies to create a port-channel interface in multiple leaf nodes with
different member ports in each leaf. The port-channel numbers in the leaf nodes may be same or
different for the same port-channel foo. In the CLI, however, the configuration will be referred as
interface port-channel foo. If the port-channel is configured for the FEX ports, it would be referred
to as interface port-channel foo fex <fex-id>.

apicl(config)# leaf 101

apicl(config-leaf)# interface ethernet 1/1-2
apicl(config-leaf-if)# channel-group foo
apicl(config-leaf-if)# exit
apicl(config-leaf)# exit

apicl(config)# leaf 102

apicl(config-leaf)# interface ethernet 1/3-4
apicl(config-leaf-if)# channel-group foo
apicl(config-leaf-if)# exit
apicl(config-leaf)# exit

apicl(config)# leaf 103

apicl(config-leaf)# interface ethernet 1/5-8
apicl(config-leaf-if)# channel-group foo
apicl(config-leaf-if)# exit
apicl(config-leaf)# interface ethernet 101/1/1-2
apicl(config-leaf-if)# channel-group foo

Configure per port properties for LACP. This example shows how to configure member ports of a
port-channel for per-port properties for LACP.

N

Note In ACI model, these commands are allowed only after the ports are member of a port channel. If a
port is removed from a port channel, configuration of these per-port properties would be removed
as well.

apicl(config)# leaf 101
apicl(config-leaf)# interface ethernet 1/1-2
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apicl(config-leaf-if)# channel-group foo
apicl(config-leaf-if)# lacp port-priority 1000
apicl(config-leaf-if)# lacp rate fast

Configure admin state for port channels. In this example, a port-channel foo is configured in each
of the leaf nodes 101-103 using the channel-group command. The admin state of port-channel(s) can
be configured in each leaf using the port-channel interface. In ACI model, the admin state of the
port-channel cannot be configured in the global scope.

// create port-channel foo in each leaf
apicl(config)# leaf 101-103
apicl(config-leaf)# interface ethernet 1/3-4
apicl(config-leaf-if)# channel-group foo

// configure admin state in specific leaf
apicl(config)# leaf 101

apicl(config-leaf)# interface port-channel foo
apicl(config-leaf-if)# shut

Override config is very helpful to assign specific vlan-domain, for example, to the port-channel
interfaces in each leaf while sharing other properties.

// configure a port channel global config
apicl(config)# interface port-channel foo
apicl(config-if)# speed 1G
apicl(config-if)# channel-mode active

// create port-channel foo in each leaf
apicl(config)# leaf 101-103
apicl(config-leaf)# interface ethernet 1/1-2
apicl(config-leaf-if)# channel-group foo

// override port-channel foo in leaf 102
apicl(config)# leaf 102

apicl(config-leaf)# interface port-channel foo
apicl(config-leaf-if)# speed 10G
apicl(config-leaf-if)# channel-mode on
apicl(config-leaf-if)# vlan-domain dom-foo

This example shows how to change port channel assignment for ports using the channel-group
command. There is no need to remove port channel membership before assigning to other port
channel.

apicl(config)# leaf 101-103
apicl(config-leaf)# interface ethernet 1/3-4
apicl(config-leaf-if)# channel-group foo
apicl(config-leaf-if)# channel-group bar

Configuring Two Port Channels Applied to Multiple Switches Using the REST
API

This example creates two port channels (PCs) on leaf switch 17, another port channel on leaf switch 18, and
a third one on leaf switch 20. On each leaf switch, the same interfaces will be part of the PC (interface 1/10
to 1/15 for port channel 1 and 1/20 to 1/25 for port channel 2). The policy uses two switch blocks because
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Procedure

Configuring Two Port Channels Applied to Multiple Switches Using the REST API .

each a switch block can contain only one group of consecutive switch IDs. All these PCs will have the same
configuration.

\)

Note  Even though the PC configurations are the same, this example uses two different interface policy groups.
Each Interface Policy Group represents a PC on a switch. All interfaces associated with a given interface
policy group are part of the same PCs.

Before you begin

» The ACI fabric is installed, APIC controllers are online, and the APIC cluster is formed and healthy.

» An APIC fabric administrator account is available that will enable creating the necessary fabric
infrastructure configurations.

« The target leaf switch and protocol(s) are configured and available.

To create the two PCs, send a post with XML such as the following:

Example:

<infralnfra dn="uni/infra'">

<infraNodeP name=""test''>
<infraLeafS name="leafs" type="'range'>
<infraNodeBlk name="nblk”
from_=717" to_="18"/>
<infraNodeBlk name="nblk”
from_=720" to_="20"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-testl"/>
<infraRsAccPortP tDn="uni/infra/accportprof-test2"/>
</infraNodeP>

<infraAccPortP name="testl'>
<infraHPortS name="pselc" type="range'>
<infraPortBlk name="blk1”
fromCard=""1" toCard=""1"
fromPort="10" toPort="15"/>
<infraRsAccBaseGrp
tbDn=""uni/infra/funcprof/accbundle-bndlgrpl"/>
</infraHPortS>
</infraAccPortP>

<infraAccPortP name='"test2">
<infraHPortS name="pselc" type="range'>
<infraPortBlk name="blk1”
fromCard=""1" toCard=""1"
fromPort="20" toPort="25"/>
<infraRsAccBaseGrp
tbDn=""uni/infra/funcprof/accbundle-bndlgrp2" />
</infraHPortS>
</infraAccPortP>

<infraFuncP>
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<infraAccBndIGrp name="bndlgrpl" lagT="link">
<infraRsHIfPol tnFabricHIfPolName=“default"/>
<infraRsCdplfPol tnCdplfPolName="default”/>
<infraRsLacpPol tnLacpLagPolName="default'/>
</infraAccBndIGrp>

<infraAccBndIGrp name="bndlgrp2" lagT="link">
<infraRsHIfPol tnFabricHIfPolName=“default'/>
<infraRsCdplfPol tnCdplfPolName="default”/>
<infraRsLacpPol tnLacpLagPolName="default'/>
</infraAccBndIGrp>
</infraFuncP>

</infralnfra>

Virtual Port Channels

About Virtual Port Channels in Cisco ACI

A virtual port channel (vPC) allows links that are physically connected to two different Cisco Application
Centric Infrastructure (ACI) leaf nodes to appear as a single port channel (PC) to a third device, such as a
network switch, server, any other networking device that supports link aggregation technology. vPCs consist
of two Cisco ACI leaf switches designated as vPC peer switches. Of the vPC peers, one is primary and one
is secondary. The system formed by the switches is referred to as a vPC domain.

Figure 19: vPC Domain
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The following behavior is specific to the Cisco ACI vPC implementation:

« No dedicated peer-link between the vPC peers. Instead, the fabric itself serves as the Multi-Chassis
Trunking (MCT).

* Peer reachability protocol: Cisco ACI uses the Zero Message Queue (ZMQ) instead of Cisco Fabric
Services (CFS).

* ZMQ is an open-source, high-performance messaging library that uses TCP as the transport.

* This library is packaged as libzmg on the switch and linked into each application that needs to
communicate with a vPC peer.

. Cisco APIC Layer 2 Networking Configuration Guide, Release 3.x and Earlier



| Access Interfaces
ACI Virtual Port Channel Workflow .

« Peer reachability is not handled using a physical peer link. Instead, routing triggers are used to detect
peer reachability.

» The vPC manager registers with Unicast Routing Information Base (URIB) for peer route
notifications.

» When IS-1S discovers a route to the peer, URIB natifies the vPC manager, which in turn attempts
to open a ZMQ socket with the peer.

» When the peer route is withdrawn by 1S-1S, the vPC manager is again notified by URIB, and the
vPC manager brings down the MCT link.

ACI Virtual Port Channel Workflow

This workflow provides an overview of the steps required to configure a virtual port channel (vPC).

Figure 20: Virtual port channel configuration
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« Ensure that you have read/write access privileges to the infra security domain.

* Ensure that the target leaf switches with the necessary interfaces are available.
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\)

Note When creating a vPC domain between two Leaf nodes, please considering the hardware model limitations:

* Generation 1 switches are compatible only with other Generation 1 Switches. These switch models can
be identified by the lack of “EX”, or “FX” at the end of the switch name. For example N9K-9312TX.

Generation 2 and later switches can be mixed together in a vPC domain. These switch models can be
identified with “EX”, “FX” or “FX2” at the end of the switch name. For example N9K-93108TC-EX,
or N9K-9348GC-FXP.

Example:
Compatible vPC Switch Pairs:
* N9K-9312TX & N9K-9312TX

* N9K-93108TC-EX & N9K-9348GC-FXP
» Nexus 93180TC-FX & Nexus 93180YC-FX
* Nexus 93180YC-FX & Nexus 93180YC-FX

Incompatible vPC Switch Pairs:

* N9K-9312TX & N9K-93108TC-EX
* N9K-9312TX & Nexus 93180YC-FX

2. Configure the Virtual Port Channel

1. Onthe APIC menu bar, navigate to Fabric > External AccessPolicies > Quick Start, and click Configure
an interface, PC, and vPC to open the quick start wizard.

2. Provide the specifications for the policy name, switch IDs and the interfaces the virtual port channel will
use. Add the Interface Policy parameters, such as group port speed, storm control, CDP, LLDP. Add the
Attached Device Type as an External Bridged Device and specify the VLAN and domain that will be
used.

3. Use the CLI show int command on the ACI leaf switches where the external switch is attached to verify
that the switches and virtual port channel are configured accordingly.

\}

Note  While this configuration enables hardware connectivity, no data traffic can flow without a valid application
profile, EPG, and contract that is associated with this hardware configuration.

Configure the Application Profile
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1. On the APIC menu bar, navigate to Tenant > tenant-name > Quick Start, and click Create an
application profile under the tenant quick start wizard.

2. Configure the endpoint groups (EPGSs), contracts, bridge domain, subnet, and context.

3. Associate the application profile EPGs with the virtual port channel switch profile created above.

Virtual Port Channel Use Cases

vPC With the Same Leaf Switch Interfaces Across Two Leaf Switches With Combined Profiles

For the example of this use case, you define the following things:

* A combined switch profile called Leaf201_202_swProf (node 201 and node 202).
A combined interface profile called Leaf201_202_1ntProf (node 201 and node 202).

« An access port selector called Ethi_1 (under the Leaf201_202 interface profile) is pointing toward a vPC
interface policy group.

« The vPC interface policy group is pointing toward an AAEP called Customer_AEP.
* The AEP (Customer_AEP) has an association with the Customer_PhysDom.

* The customer_PhysDom has an association with a VLAN pool called Customer_Static_VLPool.
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Figure 21: vPC With the Same Leaf Switch Interfaces Across Two Leaf Switches With Combined Profiles
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What This Configuration Does

On switches Leaf201 and Leaf202, configure port Eth1/1 to be part of a vPC. This vPC interface will have
access to VLANSs 1201 through 1299. Depending on the interface policy group, you can enable LACP Active
and other interface specific policy configurations.

When to Use This Configuration

If you have dedicated pairs of compute leaf switches with nothing but vPC-connected servers, for example,
this would be a solid use case for using combined-switch/interface profiles under your fabric access policies
for those switches. You could preconfigure your switch, interface, access port selector, and vPC interface
policy groups in such a way that allowed you to plug in 48 chassis-type servers with minimal effort.
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vPC With the Same Leaf Switch Interfaces Across Two Leaf Switches with Individual Profiles
For the example of this use case, you define the following things:

« Individual switch profiles called Leaf201_swProf and Leaf202_swProf (node 201 and node 202).
« Individual interface profiles called Leaf201_IntProf and Leaf202_1ntProf (node 201 and node 202)

* Access port selectors called Eth1_1 (under the Leaf201 and Leaf202 interface profiles) is pointing toward
the same vPC interface policy group.

« The vPC interface policy group is pointing toward an AAEP called Customer_AEP.
» The AEP (Customer_AEP) has an association with the Customer_PhysDom.

* The customer_PhysDom has an association with a VLAN pool called Customer_Static_VLPool.
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Figure 22: vPC With the Same Leaf Switch Interfaces Across Two Leaf Switches with Individual Profiles

What This Configuration Does

On switches Leaf201 and Leaf202, configure port Eth1/1 to be a part of a vPC. This vPC interface will have
access to VLANSs 1201 through 1299. Depending on the interface policy group, you can enable LACP active
and other interface specific policy configurations.

When to Use This Configuration

Use this configuration when you have leaf switches that support mixed workloads, such as compute, services,
or Cisco Application Policy Infrastructure Controllers (APICs). In this case, having individual interface profiles
allows for the most amount of flexibility, while allowing you to keep your Fabric > Access Policies
configuration as clean and manageable as possible.
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