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Preface

This preface includes the following sections:

* Audience, page ix
* Document Conventions, page ix

* Documentation Feedback, page xi

Audience

This publication is for network administrators who configure and maintain Cisco Nexus devices.

Document Conventions

Command descriptions use the following conventions:

Convention Description

bold Bold text indicates the commands and keywords that you enter literally
as shown.

Italic Italic text indicates arguments for which the user supplies the values.

[X] Square brackets enclose an optional element (keyword or argument).

[x]y] Square brackets enclosing keywords or arguments separated by a vertical

bar indicate an optional choice.

{x|y} Braces enclosing keywords or arguments separated by a vertical bar
indicate a required choice.

[x {y|z}] Nested set of square brackets or braces indicate optional or required
choices within optional or required elements. Braces and a vertical bar
within square brackets indicate a required choice within an optional
element.
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. Document Conventions
Convention Description
variable Indicates a variable for which you supply values, in context where italics
cannot be used.
string A nonquoted set of characters. Do not use quotation marks around the
string or the string will include the quotation marks.

Examples use the following conventions:

Convention Description

screen font Terminal sessions and information the switch displays are in screen font.

boldface screen font Information you must enter is in boldface screen font.

italic screen font Arguments for which you supply values are in italic screen font.

<> Nonprinting characters, such as passwords, are in angle brackets.

[] Default responses to system prompts are in square brackets.

L# An exclamation point (!) or a pound sign (#) at the beginning of a line
of code indicates a comment line.

This document uses the following conventions:

A\

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

A

Caution = Means reader be careful. In this situation, you might do something that could result in equipment damage
or loss of data.

y'\

Warning IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with
standard practices for preventing accidents. Use the statement number provided at the end of each warning
to locate its translation in the translated safety warnings that accompanied this device.

SAVE THESE INSTRUCTIONS

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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Documentation Feedback

To provide technical feedback on this document, or to report an error or omission, please send your comments
to apic-docfeedback@cisco.com. We appreciate your feedback.
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Using the CLI

* About the ACI Switch CLI, page 1

» Bash Conventions and Extensions, page 1

About the ACI Switch CLI

A

The ACI switch command-line interface (CLI) is iBash, which consists of the standard Bash command language
interpreter shell plus a set of custom commands for ACI switches.

Note

To reach the iBash shell, you must login as admin, and not as root.

Virtual Shell (VSH or vshell), the traditional Cisco NX-OS switch interface, is not a supported mode for ACIL.
Limited VSH functionality is present for internal use by typing vsh in the iBash shell, but its use is not intended
for normal operation. This guide does not describe VSH.

Bash Conventions and Extensions

Bash (Bourne Again SHell) is a Unix shell or command-line interpreter supported by a variety of operating
systems. You can use the Bash interface to directly access the ACI switches or you can develop Bash shell
scripts to automate tasks. Bash provides a variety of command line and scripting features.

For more information about the Bash shell , see http://www.gnu.org/software/bash/bash.html.

Network Naming Conventions
Bash uses a forward slash (/) as a separator for interfaces, network addresses, and other settings.

For example, Ethernet interface number 46 on switch module 1 is represented as Eth1/46.
Command Completion

Bash provides tab completion for standard Linux commands and ACI switch-specific commands. When you
press the Tab key at the end of a command or option abbreviation, Bash displays the command in full or the
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Bash Conventions and Extensions

A

next available keyword or argument choice. Bash will also autocomplete unambiguous partial command
arguments.

Note

Bash will autocomplete partial commands without the Tab key only after you enter the first level command.
For example, show int br will be autocompleted as show interface brief, but sh int br will not be
autocompleted.

Command History

The CLI supports the Bash shell history functions. To display the command history, you can use the Up
Arrow or Down Arrow, as well as the history command.

You can reenter a command in the history by stepping through the history to recall the desired command and
pressing Enter. You can also recall a command and change it before you enter it.

In addition, you can directly search for a previous command by pressing Ctrl-r and then typing part of the
desired command until the command is displayed.

Command Help

At any time, you can press the Esc key twice to display the options available at the current state of the command
syntax. If you have not entered anything at the prompt, pressing the Esc key twice lists all available commands
for the current command mode. If you have partially entered a command, pressing the Esc key twice lists all
the keywords and arguments available at your current position in the command syntax.

Note

The iBash CLI uses Esc-ESC instead of ? to avoid a conflict with the use of $? as a possible Bash prompt
shortcut.

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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* clear counters, page 4
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clear counters

clear counters [interface [ interface-id 1]

C Commands

Syntax Description clear

Clear contents

counters

Clear counters

interface

Clear interface counters

interface-id

Interface identifier

Examples

podl-leafl# clear counters interface el/4
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» debug reset interface, page 6
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. debug reset interface

debug reset interface

debug reset interface interface-id

D Commands

Syntax Description debug CLI debug action
reset Reset interface
interface Interface to be reset
interface-id Interface identifier
Examples

This example shows you how to reset an Ethernet interface. After the reset, a show interface command should

show the number of interface resets as one more than before this reset.

podl-leafl# debug reset interface el/25

podl-leafl# show interface el/25

Ethernetl/25 is up

admin state is up, Dedicated Interface
Belongs to po4

Hardware: 100/1000/10000/auto Ethernet, address: 7c69.f60f.86bc (bia 7c69.f60f.86bc)

MTU 9000 bytes, BW 0 Kbit, DLY 1 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, medium is broadcast
Port mode is trunk
full-duplex, 1000 Mb/s, media type is 1G
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned off
Rate mode is dedicated
Switchport monitor is off
EtherType is 0x8100
EEE (efficient-ethernet) : n/a
Last link flapped 00:00:20
Last clearing of "show interface" counters never
4 interface resets
30 seconds input rate 221 bits/sec, 0 packets/sec
30 seconds output rate 5744 bits/sec, 5 packets/sec
Load-Interval #2: 5 minute (300 seconds)
input rate 44064 bps, 75 pps; output rate 1677440 bps, 332 pps
RX
0 unicast packets 209 multicast packets 0 broadcast packets
209 input packets 16599 bytes
0 jumbo packets 0 storm suppression packets

0 runts 0 giants 0 CRC 0 no buffer

0 input error O short frame 0 overrun 0 underrun 0 ignored
0 watchdog 0 bad etype drop 0 bad proto drop 0 if down drop
0 input with dribble 0 input discard

0 Rx pause

TX
10261 unicast packets 1344 multicast packets 0 broadcast packets
11605 output packets 8268646 bytes
0 jumbo packets
0 output error O collision O deferred O late collision
0 lost carrier O no carrier 0 babble 0 output discard
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0 Tx pause
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* iping6, page 11
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* itraceroute6, page 13

* itraceroute vrf, page 14

* itraceroute vrf vxlan, page 16
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iping [-V vrf][-c count][-i waif][-p pattern][-s packetsize][-t timeout] host

Syntax Description iping

-V vrf

The Virtual Routing and Forwarding (VRF) instance from which to source the
ping message.

-C count

Number of ping packets that are sent to the destination address. The default is
5.

-1 wait

The time interval between sending of ping packets.

-p pattern

The data pattern of the ping payload. Different data patterns are used to
troubleshoot framing errors and clocking problems on serial lines. The default
is [0xABCD].

-s packetsize

Size of the ping packet (in bytes).

-t timeout

Timeout interval. The ping is declared successful only if the ECHO REPLY
packet is received before this time interval.

host

The IP address or host name of the destination EP.

Examples

podl-leafl# iping -V overlay-1 10.0.59.154

PING 10.0.59.154

64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.

(
0
0
0.
0
0

10.0.59.154): 56 data bytes

.154: icmp_seg=0 ttl=55 time=0.254 ms
.154: icmp_seg=1 ttl=55 time=0.256 ms
.154: icmp_seg=2 ttl=55 time=0.245 ms
.154: icmp_seg=3 ttl=55 time=0.241 ms
.154: icmp seg=4 ttl=55 time=0.23 ms

--- 10.0.59.154 ping statistics ---

5 packets transmitted,
round-trip min/avg/max

5 packets received, 0.00% packet loss
= 0.23/0.245/0.256 ms
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Iping6

iping6 .

iping6 [-V vrf][-c count][-i wait][-p pattern][-s packetsize][-t timeout] host

Syntax Description

iping6

-V vrf The Virtual Routing and Forwarding (VRF) instance from which to source the
ping message.

-c count Number of ping packets that are sent to the destination address. The default is
5.

-i wait The time interval between sending of ping packets.

-p pattern The data pattern of the ping payload. Different data patterns are used to
troubleshoot framing errors and clocking problems on serial lines. The default
is [0xABCD].

-s packetsize Size of the ping packet (in bytes).

-t timeout Timeout interval. The ping is declared successful only if the ECHO REPLY
packet is received before this time interval.

host The IPv6 address or host name of the destination EP.

Table 1: Command History

Release Modification
11.2 This command was introduced.
Examples

podl-leafl# iping6é -V overlay-1 2001:0DB8::3/64
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| Commands |

itraceroute

itraceroute dest-ip-address | payload-size |

Syntax Description

Usage Guidelines

- Cisco ACI Switch Command Reference, NX-0S Release 11.x

itraceroute Trace steps to destination
dest-ip-address Destination IP address
payload-size Size of traceroute packet payload field

Use this command to find multiple paths to a destination leaf from the current leaf. This command will execute
a trace on the overlay VRF.

The itraceroute command provides the following improvements over traditional traceroute:
* Discovers and reports multiple paths
« Transits only a single probe packet per path
* Reports detailed node information

« Simulates tenant traffic, exploring paths under the applied policies

Examples

podl-leafl# itraceroute 10.0.71.61

Node traceroute to 10.0.71.61, infra VRF overlay-1, from [10.0.71.63], payload 56 bytes
Path 1

1: TEP 10.0.71.62 intf ethl/35 0.596 ms

2: TEP 10.0.71.61 intf ethl1/98 0.392 ms
Path 2

1: TEP 10.0.71.62 intf ethl/33 0.672 ms

2: TEP 10.0.71.61 intf ethl/97 0.432 ms
Path 3

1: TEP 10.0.71.62 intf ethl/35 0.693 ms

2: TEP 10.0.71.61 intf ethl/97 0.484 ms
Path 4

1: TEP 10.0.71.62 intf ethl/33 0.954 ms

2: TEP 10.0.71.61 intf ethl/98 0.824 ms
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itraceroute6 .

itracerouteb

itraceroute6 dest-ip-address [ payload-size |

Syntax Description ¢4 ceroute6 Trace steps to destination

dest-ip-address Destination IPv6 address

payload-size Size of traceroute packet payload field

Use this command to find multiple paths to a destination leaf from the current leaf. This command will execute

Usage Guidelines
a trace on the overlay VRF.

The itraceroute6 command provides the following improvements over traditional traceroute:
* Discovers and reports multiple paths
« Transits only a single probe packet per path

* Reports detailed node information

« Simulates tenant traffic, exploring paths under the applied policies

Table 2: Command History

Release Modification
11.2 This command was introduced.
Examples

podl-leafl# itraceroute6 2001:0DB8::3/64
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itraceroute vrf

| Commands |

itraceroute dest-ip-address vrf vrf-name [encap vlan [ vian-encap 1] [payload payload-size]

Syntax Description itraceroute

Trace steps to destination

dest-ip-address

IP address of the destination EP

vrf Trace within a virtual routing and forwarding (VRF) instance
vrf-name Name of the VRF
encap Source EP is encapsulated
vlan VLAN encapsulation
vlan-encap VLAN or EPG encapsulation to which the source EP belongs
payload Specify the size of the traceroute packet payload field
payload-size Size of traceroute packet payload field
Usage Guidelines Use this command to find multiple paths to a destination endpoint (EP) from the current leaf on behalf of a

physical link EP that is a directly connected host, and whose endpoint group (EPG) is identified with VLAN
encapsulation. The multiple paths will include nodes inside the fabric.

N

Note  When the destination EP and source EP are in the same leaf (the current leaf), only one node appears in
the path and the interface is marked as unspecified.

The itraceroute command provides the following improvements over traditional traceroute:

* Discovers and reports multiple paths

« Transits only a single probe packet per path

* Reports detailed node information

« Simulates tenant traffic, exploring paths under the applied policies

Examples

podl-leafl# itraceroute 56.17.0.11 vrf t3l:ctx31l encap vlan 594

Tenant traceroute to 56.17.0.11, tenant VRF t3l:ctx31, source encap vlan-594, from
[10.0.90.157], payload 56 bytes

Path 1
1: TEP
2: TEP

- Cisco ACI Switch Command Reference, NX-0S Release 11.x
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Path

2
TEP
TEP

TEP
TEP

4
TEP
TEP

TEP
TEP

TEP
TEP

10.
10.

10.
10.

10.

10.
10.

10.
10.

o

O

.90.
.90.

.90.
.90.

.158
.159

.158
.159

.158
.159

158
159

158
159

intf
intf

intf
intf

intf
intf

intf
intf

intf
intf

ethl/29
ethl/51

ethl/5
ethl/51

ethl/29
ethl/49

ethl/7
ethl/51

ethl/5
ethl/49

o

o

.618
.787

.656
.855

.677
.923

.695
.015

.808
.311

ms
ms

ms
ms

ms
ms

ms
ms

ms
ms

itraceroute vrf
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itraceroute vrf vxlan

| Commands |

itraceroute dest-ip-address vrf vrf-name encap vxlan [ vxlan-encap | dst-mac dest-mac-address [payload

payload-size]

Syntax Description

Usage Guidelines

N

itraceroute

Trace steps to destination

dest-ip-address

IP address of the destination EP

vrf Trace within a virtual routing and forwarding (VRF) instance
vrf-name Name of the VRF

encap Source EP is encapsulated

vxlan VXLAN encapsulation

vxlan-encap

VXLAN encapsulation to which the source EP belongs

dst-mac

Specifies MAC address of the destination EP

dest-mac-address

MAC address of the destination EP

payload

Specify the size of the traceroute packet payload field

payload-size

Size of traceroute packet payload field

Use this command to find multiple paths to a destination endpoint (EP) from the current leaf on behalf of an
EP that is behind a virtual tunnel endpoint (VTEP), and whose endpoint group (EPG) is identified with VXLAN
encapsulation. The multiple paths will include nodes inside the fabric.

Note

- Cisco ACI Switch Command Reference, NX-0S Release 11.x

When the destination EP and source EP are in different bridge domains, the destination MAC address
must be the switch virtual interface (SVI) MAC address of the source EP bridge domain.

The itraceroute command provides the following improvements over traditional traceroute:

* Discovers and reports multiple paths

» Transits only a single probe packet per path

* Reports detailed node information

« Simulates tenant traffic, exploring paths under the applied policies
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Examples

podl-leafl# itraceroute 100.2.2.201 vrf t2:L3C2 encap vxlan 5003 dst-mac 00:50:56:B3:5E:3D

Tenant traceroute to 100.2.2.201, tenant VRF t2:L3C2, source encap vxlan-5003, VTEP IP
10.0.0.95, from [10.0.90.159], payload 56 bytes

Path 1
1: TEP 10.0.90.128 intf eth4/1 0.608 ms
2: TEP 10.0.90.131 intf ethl/49 0.566 ms
Path 2
1: TEP 10.0.90.128 intf eth3/1 0.879 ms
2: TEP 10.0.90.131 dintf ethl/50 0.810 ms
Path 3
1: TEP 10.0.90.128 intf eth4/1 0.943 ms
2: TEP 10.0.90.131 intf ethl/50 1.057 ms
Path 4
1: TEP 10.0.90.128 intf eth3/1 0.957 ms
2: TEP 10.0.90.131 intf ethl/49 1.116 ms
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. reload

reload

reload

Syntax Description 1959 Reload the chassis
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reload fex .

reload fex

reload fex [ fex-number |

Syntax Description 1559 Reload Information

fex FEX module

fex-number FEX module number

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. reload module

reload module

reload module [ module-number |

Syntax Description

reload Reload Information
module Module
module-number Module number
Usage Guidelines Reloading an active supervisor module causes a switchover to the standby supervisor.
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» show cdp entry, page 35

» show cdp global, page 36

» show cdp interface, page 37

» show cdp neighbors, page 38

» show cdp traffic interface, page 39

» show clock, page 40

» show copp policy, page 41

» show cores, page 42

» show diagnostic content module, page 43
» show diagnostic result module, page 45
» show diagnostic status module, page 50
» show endpoint, page 51

» show environment, page 54

» show environment fex, page 56

» show fex, page 58

» show hardware, page 61

» show hostname, page 63
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» show interface, page 64

» show interface brief, page 65

» show interface capabilities, page 68

» show interface counters, page 69

» show interface counters brief, page 71

» show interface counters detailed, page 72
» show interface counters errors, page 74

» show interface counters snmp, page 76

» show interface debounce, page 78

» show interface description, page 79

» show interface fex-fabric, page 82

» show interface flowcontrol, page 83

» show interface mac-address, page 85

» show interface snmp-ifindex, page 86

» show interface status, page 87

» show interface switchport, page 89

» show interface transceiver, page 90

» show interface trunk, page 93

» show inventory, page 95

» show ip adjacency vrf, page 96

» show ip arp, page 97

» show ip bgp neighbors vrf, page 100

» show ip bgp nexthop-database vrf, page 101
» show ip dhep client, page 104

» show ip dhcp global statistics, page 106

» show ip dhcp relay, page 107

« show ip igmp snooping, page 109

» show ip igmp snooping explicit-tracking, page 111
» show ip igmp snooping groups, page 112
» show ip igmp snooping lookup-mode, page 114
» show ip igmp snooping mrouter, page 115
» show ip igmp snooping querier, page 116

» show ip igmp snooping statistics, page 117
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show ip interface, page 118

show ip ospf interface, page 120
show ip ospf neighbors, page 122
show ip ospf route, page 124
show ip ospf traffic, page 126
show ip ospf vrf, page 127

show ip prefix-list, page 128
show ip process, page 129

show ip route vrf, page 131
show ip static-route, page 136
show isis adjacency vrf, page 137
show isis database vrf, page 139
show isis dteps vrf, page 140
show isis interface vrf, page 141
show isis protocol vrf, page 143
show isis route vrf, page 144
show isis statistics vrf, page 145
show isis traffic vrf, page 146
show lacp counters, page 147
show lacp interface, page 148
show lacp neighbor, page 149
show lacp port-channel, page 151
show lacp system-identifier, page 153
show lldp entry, page 154

show lldp interface, page 155
show 1ldp neighbors, page 156
show lldp timers, page 159

show lldp tlv-select, page 160
show lldp traffic, page 161

show locator-led status, page 162
show mac address-table, page 163
show module, page 165

show module fex, page 167
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» show monitor, page 168

» show monitor session, page 169

» show ntp authentication-keys, page 170
» show ntp authentication-status, page 171
» show ntp peer-status, page 172

» show ntp peers, page 173

» show ntp statistics peer ipaddr, page 174
» show ntp trusted-keys, page 175

» show port-channel capacity, page 176

» show port-channel compatibility-parameters, page 177
» show port-channel database, page 181

» show port-channel summary, page 184
» show port-channel traffic, page 185

» show port-channel usage, page 186

» show processes, page 187

» show processes cpu, page 188

» show processes cpu sort, page 189

» show processes memory, page 190

» show radius-server, page 191

» show redundancy status, page 192

» show route-map, page 193

* show snmp community, page 194

» show snmp context, page 195

» show snmp user, page 196

» show sprom, page 197

» show switchname, page 198

» show system redundancy status, page 199
» show system reset-reason, page 200

» show system reset-reason fex, page 201
» show system resources, page 202

» show system uptime, page 203

» show tacacs-server, page 204

» show tech-support, page 205
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» show users, page 207

» show version, page 208

» show version module, page 209

» show vlan, page 210

» show vlan all-ports, page 211

» show vlan brief, page 212

» show vlan id, page 213

» show vlan reserved, page 215

» show vlan summary, page 216

» show vpc, page 217

» show vpc consistency-parameters, page 219
» show vpc peer-keepalive, page 220

» show vpcrole, page 221

» show vpc statistics peer-keepalive, page 222
» show vpc statistics vpc, page 223

» show vrf, page 224

» show vrfinterface, page 226

» show zoning-rule, page 227
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. setinservice

setinservice

setinservice
Syntax Description setinservice Brings previously blacklisted ports back into service.
Usage Guidelines Use this command to bring the fabric, controller, and infra ports back into service in the case where all ports

have been inadvertently blacklisted and the controller has no way to communicate with the switch. This
command is not used in normal operation.

Examples

podl-leafl# setinservice

Starting node port bringup

Bringing up controller,epg,infra port: sys/phys-[ethl/7]
Bringing up fabric,epg port: sys/phys-[ethl/8]

Bringing up infra port: sys/phys-[ethl/9]

Bringing up controller port: sys/phys-[ethl/10]

[EXAMPLE TRUNCATED]
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show aaa

show aaa [authentication| groups]

show aaa .

Syntax Description

show Show Information
aaa aaa
authentication Authentication
groups Groups
Examples

podl-leafl# show aaa groups
inb-radius
ins-radius
Tacacs-oob

podl-leafl# show aaa authentication

default: group ins-radius
console: group inb-radius
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. show aaa user default-role

show aaa user default-role

show aaa user default-role

Syntax Description show Show Information
aaa aaa
user User
default-role Default role assigned by aaa-admin for remote authentication
Examples

podl-leafl# show aaa user default-role

enabled
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show hgp ipv4 unicast vrf

show bgp ipv4 unicast vrf {all| vrf-name}

show bgp ipv4 unicast vrf

Syntax Description

show Show running system information

bgp Show BGP information

ip Display BGP information for IPv4 address family

ipv4 Display BGP information for IPv4 address family
unicast Display BGP information for IPv4 unicast address family
vrf Show BGP information for a VRF

all Show BGP information for all VRFs

vrf-name Name of the VRF

Examples

podl-leafl# show bgp ipv4 unicast vrf tl:ctx0

BGP routing table information for VRF tl:ctx0,
BGP table version is 18,

Status: s-suppressed,
Path type: i-internal,
Origin codes: i - IGP,

Network
*>r10.10.1.0/29
* 1
*>r10.20.1.0/29
* 1

*>r100.10.1.0/29
*>r100.20.1.1/32
*>1100.20.1.2/32
*>r11.0.1.0/24
*>r11.0.2.0/24
*>r11.2.1.0/24
*>rl11.2.2.0/24

e-external,

e - EGP, ? - incomplete, | - multipath
Next Hop Metric LocPrf
0.0.0.0 0 100
10.0.113.221 0 100
0.0.0.0 0 100
10.0.113.221 0 100
0.0.0.0 0 100
0.0.0.0 0 100
10.0.113.221 0 100
0.0.0.0 0 100
0.0.0.0 0 100
0.0.0.0 0 100
0.0.0.0 0 100

d-dampened, h-history,
c-confed, l-local, a-aggregate, r-redist

address family IPv4 Unicast
local router ID is 100.20.1.1

x-deleted, S-stale, *-valid, >-best

Weight Path
32768 2

0

32768

0
32768
32768

0
32768
32768
32768
32768

R N B R I N R VLAV ARIV]
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. show bgp sessions vrf

show bgp sessions vrf

show bgp sessions vrf {all| vif-name}

Syntax Description

show Show running system information
bgp Show BGP information

sessions Show BGP sessions

vrf Show BGP sessions in a VRF

all Show BGP sessions for all VRFs
vrf-name Name of the VRF

Examples

This example shows how to display BGP sessions for a single VRF:

podl-leafl# show bgp sessions vrf tl:ctx0

Total peers 2, established peers 0

ASN 100

VRF tl:ctx0, local ASN 100

peers 2, established peers 0, local router-id 100.20.1.1

State: I-Idle, A-Active, 0O-Open, E-Established, C-Closing, S-Shutdown

Neighbor ASN Flaps LastUpDn|LastRead|LastWrit St Port(L/R) Notif (S/R)
10.17.1.4 100 0 22:57:07 |never |never I 0/0 0/0
10.17.1.3 100 0 22:57:07 |never |never I 0/0 0/0

- Cisco ACI Switch Command Reference, NX-0S Release 11.x



| S Commands

show bgp vpnv4 unicast vrf

show bgp vpnv4 unicast vrf {all| vrf-name}

show bgp vpnv4 unicast vrf

Syntax Description

show Show running system information

bgp Show BGP information

vpnv4 Display BGP information for VPNv4 address family
unicast Display BGP information for VPNv4 unicast address family
vrf Show BGP information for a VRF

all Show BGP information for all VRFs

vrf-name Name of the VRF
Examples

podl-leafl# show bgp vpnv4 unicast vrf overlay-1

BGP routing table information for VRF overlay-1,

BGP table version is 945,
x-deleted,

Status: s-suppressed,

Path type: i-internal, e-external, c-confed,
Origin codes: i - IGP, e - EGP, ? - incomplete,
Network Next Hop Metric
Route Distinguisher: 10.0.113.221:1
*>i110.10.1.0/29 10.0.113.221 0
*>110.20.1.0/29 10.0.113.221 0
*>1100.20.1.2/32 10.0.113.221 0
Route Distinguisher: 10.0.113.221:2
*>3110.10.1.0/29 10.0.113.221 0
*>110.20.1.0/29 10.0.113.221 0
*>1100.20.1.2/32 10.0.113.221 0

[EXAMPLE TRUNCATED]

Route Distinguisher: 10.0.113.223:73

*>r10.10.1.0/29
* i
*>r10.20.1.0/29
* i
*>r100.10.1.0/29
*>r100.20.1.1/32
*>1100.20.1.2/32
*>r114.0.1.0/24
*>r114.0.2.0/24
*>r114.2.1.0/24
*>r114.2.2.0/24

0.0.0.0
10.0.113.221
0.0.0.0
10.0.113.221
0.0.0.0
.0.0.

0.0.113.221

OO OOro

.0.0
.0.0
.0.0.
.0.0

S-stale,

(VREF tl4:ctx0)

0

OO O OO ODOOOoOo

l1-local,

d-dampened, h-history,
a-aggregate,
- multipath

LocPrf

100
100
100

100

100

100
100
100

100
100
100
100
100
100
100

address family VPNv4 Unicast
local router ID is 10.0.113.223

*-valid,

0
0
0

o

32768

32768

32768
32768

32768
32768
32768
32768

r-redist

Weight Path

?
?
?

[V IRV IO RN B S ERAC RV RIS IV BEEV]
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show cdp all

show cdp all

S Commands

Syntax Description show

Show running system information

cdp

Show Cisco Discovery Protocol information

all

Show all interfaces in CDP database

Examples

podl-leafl# show cdp all

mgmt0 is up

CDP disabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds

Ethernetl/1l is up

CDP disabled on interface

Refresh time is 60 seconds

Hold time is 180 seconds
Ethernetl/2 is down

CDP disabled on interface

Refresh time is 60 seconds

Hold time is 180 seconds
Ethernetl/3 is down

CDP disabled on interface

Refresh time is 60 seconds

Hold time is 180 seconds
Ethernetl/4 is down

CDP disabled on interface

Refresh time is 60 seconds

Hold time is 180 seconds

Ethernetl/5 is up

CDP disabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds

[EXAMPLE TRUNCATED]

Ethernetl/60 is down
CDP disabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds
Ethernetl101/1/1 is up
CDP disabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds

[EXAMPLE TRUNCATED]

Ethernetl102/1/48
CDP disabled
Refresh time
Hold time is

is up

on interface
is 60 seconds
180 seconds
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show cdp entry .

show cdp entry

show cdp entry {all| name dev-id}

Syntax Description show Show running system information
cdp Show Cisco Discovery Protocol information
entry Show CDP entries in database
all Show all CDP entries in database
name Show a specific CDP entry matching a name
dev-id Type: string

Device ID (Max Size 256)
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. show cdp global

show cdp global

show cdp global

Syntax Description show Show running system information

cdp Show Cisco Discovery Protocol information

global Show CDP global parameters
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show cdp interface .

show cdp interface

show cdp interface arg0

Syntax Description show Show running system information
cdp Show Cisco Discovery Protocol information
interface Show CDP parameters for an interface
arg0 Type: interface
Interface
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show cdp neighbors

show cdp neighbors [interface arg(] [detail]

S Commands

Syntax Description show

Show running system information

cdp

Show Cisco Discovery Protocol information

neighbors

Show CDP neighbors

interface

Show CDP neighbors on an interface

arg(

Type: interface

Interface

detail

Show CDP neighbors detailed

Examples

podl-leafl# show cdp neighbors

Capability Codes:

Device-ID

R
S
v
s

- Router, T - Trans-Bridge, B - Source-Route-Bridge
- Switch, H - Host, I - IGMP, r - Repeater,
- VoIP-Phone, D - Remotely-Managed-Device,
- Supports-STP-Dispute
Local Intrfce Hldtme Capability Platform Port ID

ifav32-n3k-1(FOC1732R0ORY)

Ethl/17 143 RS Is N3K-C3064PQ- Ethl/17

ifav32-n3k-1(FOC1732R0ORY)

Ethl/18 148 RS Is N3K-C3064PQ- Ethl/18

ifav32-n3k-1 (FOC1732RORY)

Ethl/19 148 RSIs N3K-C3064PQ- Ethl/19

ifav32-n3k-1(FOC1732R0ORY)

Ethl/20 148 RS Is N3K-C3064PQ- Ethl/20
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show cdp traffic interface .

show cdp traffic interface

show cdp traffic interface arg0

Syntax Description show Show running system information
cdp Show Cisco Discovery Protocol information
traffic Show cdp traffic statistics
interface Show cdp traffic statistics on an interface
arg0 Type: interface
Interface
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. show clock

show clock

show clock

Syntax Description show Show running system information

clock Display current date and time

Examples

podl-leafl# show clock

16:14:59.405604 UTC Sat Jun 07 2014
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show copp policy

show copp policy

show copp polivy
Syntax Description show Show running system information
copp Display control plane policing (copp) information
policy Display control plane policing policy information
Examples

podl-leafl# show copp policy

COPP Class
ifc

igmp

cdp

pim

dhcp

lacp

ospf

arp

1ldp
acllog

stp

coop
traceroute
isis

icmp

bgp

COPP proto
ifc

igmp

cdp

pim

dhcp

lacp

ospf

arp

1ldp
acllog

stp

coop
traceroute
isis

icmp

bgp

COPP Rate
5000
1500
1000
500
1360
1000
2000
1360
1000
500
1000
5000
500
1500
500
5000

COPP Burst
5000
1500
1000
500
340
1000
2000
340
1000
500
1000
5000
500
5000
500
5000
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. show cores

show cores

show cores

Syntax Description show Show information

cores Show all core dumps for the current vdc
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show diagnostic content module

show diagnostic content module

show diagnostic content module {all| module id} [test test-number] [detail]

Syntax Description

show Show information
diagnostic Diagnostic commands
content Show diagnostic test content
module Module Keyword

all Select all module ID
module_id Module ID

test Display the specified test

test-number

Test number

detail

Display detailed information

Examples

This example shows the diagnostic content available for module 1:

podl-spine2# show diagnostic content mod 1

Module 1:

36p 40G Ethernet Module

Diagnostics test suite attributes:
B/C/* - Bypass bootup level test / Complete bootup level test / NA

p/*
M/S/*
D/N/*
H/O/*
F/*
X/ *
E/*
L/*
T/*
A/TI/*

- Per port

- Only applicable to active / standby unit / NA

test / NA

- Disruptive test / Non-disruptive test / NA
- Always enabled monitoring test / Conditionally enabled test / NA
- Fixed monitoring interval test / NA
- Not a health monitoring test / NA

- Sup to 1i

- Exclusively run this test / NA

- Not an on

ne card test / NA

demand test / NA

- Monitoring is active / Monitoring is inactive / NA

Name

Attributes

Testing Interval
(hh:mm:ss)

fabp-prbs---
mvl4p-eobc-s
cpu-cache---
mem-health--

spi-cksum---
obfl-acc----
fpga-reg-chk

nake--—--—--—--—--

BX*N**X**x**%
B**D**X****
CP*D**XE***
B*X*D**X**x* %
***N******A
KA ANF Kk Xk kD
Kk ANF KKk kk kD
***N******A
KA ANF Kk Xk kD
Kk ANF* Kk kk kD
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. show diagnostic content module
34) asic-scratch------------------ > FHKN KKK K KK 00:05:00
35) eobc-mon------—-—-—-—————————— > XHKNKFH XK KK 00:05:00
37) flash-acc-----------------———- > il \ Rl N 00:05:00
39) lcfc-conn-----------——-———-———-—- > il R R ¥ 00:05:00

This example displays the detailed results of test number 1:

podl-spine2# show diagnostic result mod 1 test 1 detail

Current bootup diagnostic level: bypass
Module 1: 36p 40G Ethernet Module

Test results: (. = Pass, F = Fail, I = Incomplete,
U = Untested, A = Abort, E = Error disabled)

1) bios-mem

Error code —-—-----——-----————- > DIAG TEST SUCCESS
Total run count —--—----———---- > 1

Last test execution time ----> 2014-06-07 02:53:46
First test failure time ----- > n/a

Last test failure time ------ > n/a

Last test pass time ----—---—- > 2014-06-07 02:53:46
Total failure count --—------- > 0

Consecutive failure count ---> 0

Last failure reason --------—- > DIAG TEST SUCCESS
Next Execution time --------- > n/a
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show diagnostic result module

show diagnostic result module {module_id| all} [detail]

show diagnostic result module

Syntax Description

show Show information
diagnostic Diagnostic commands
result Show test results
module <1-30> Module number
module_id Type: string
Module ID
all Show information for all modules
detail Detailed information
Examples

podl-leafl# show diagnostic result module 1

Current bootup diagnostic level: bypass

Module 1:

Test results:
U = Untested, A

1) bios-

2) mgmtp-1lb
3) cpu-cache
4) mem-health
5) ssd-acc

6) act2-acc
7) ge—-eeprom
8) spi-cksum
9) usb-bus

10) cons-

11) obfl-

12) nvram-cksum

13) rtc-test

14) nsa-mem

15)

16)

17) fabp-prbs:
Port

1/10G Ethernet Module

fpga-reg-chk
asic-scratch

(Active)

= Fail, I = Incomplete,
= Error disabled)

podl-leafl# show diagnostic result module 1 detail

Current bootup diagnostic level:

bypass
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. show diagnostic result module

Module 1: 1/10G Ethernet Module (Active)

Test results: (. = Pass, F = Fail, I = Incomplete,
U = Untested, A = Abort, E = Error disabled)

1) bios-mem .

Error code —-—-—-—-=-—-——"—----————- > DIAG TEST SUCCESS
Total run count ------—-——----- > 1

Last test execution time ----> 2014-04-23 22:00:32
First test failure time ----- > n/a

Last test failure time ------ > n/a

Last test pass time ----—----—- > 2014-04-23 22:00:50
Total failure count --------- > 0

Consecutive failure count ---> 0

Last failure reason --------- > DIAG TEST SUCCESS
Next Execution time --------- > n/a

2) mgmtp-lb .

Error code —-—--—--—-—-—----————- > DIAG TEST SUCCESS
Total run count —------—-——----- > 1

Last test execution time ----> 2014-04-23 22:00:32
First test failure time ----- > n/a

Last test failure time ------ > n/a

Last test pass time -----—---—- > 2014-04-23 22:00:50
Total failure count --------- > 0

Consecutive failure count ---> 0

Last failure reason --------- > DIAG TEST SUCCESS
Next Execution time --------- > n/a

3) cpu-cache .

Error code —-—--—-=-—-——-—-----————- > DIAG TEST SUCCESS
Total run count —------------- > 312

Last test execution time ----> 2014-04-25 00:00:55
First test failure time ----- > n/a

Last test failure time ------ > n/a

Last test pass time --------—- > 2014-04-25 00:00:55
Total failure count --------- > 0

Consecutive failure count ---> 0

Last failure reason --------—- > DIAG TEST SUCCESS
Next Execution time --------- > 2014-04-25 00:05:55

4) mem-health .

Error code —-—--—--—-—-—----————- > DIAG TEST SUCCESS
Total run count ------------- > 312

Last test execution time ----> 2014-04-25 00:00:55
First test failure time ----- > n/a

Last test failure time ------ > n/a

Last test pass time -----—---—- > 2014-04-25 00:00:55
Total failure count --------- > 0

Consecutive failure count ---> 0

Last failure reason --------- > DIAG TEST SUCCESS
Next Execution time --------- > 2014-04-25 00:05:55

5) ssd-acc .

Error code —-—--—-=-—-——-----————- > DIAG TEST SUCCESS
Total run count ------------- > 312

Last test execution time ----> 2014-04-25 00:00:55
First test failure time ----- > n/a

Last test failure time ------ > n/a
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Last test pass time --------- >
Total failure count ---—------ >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

2014-04-25 00:00:55
0

0

DIAG TEST SUCCESS
2014-04-25 00:05:55

show diagnostic result module

6) act2-acc

Error code —-———=-=----———————~ >
Total run count —--—-------—---—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --------- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --—------- >
Next Execution time -----—---- >

DIAG TEST SUCCESS
312

2014-04-25 00:00:55
n/a

n/a

2014-04-25 00:00:55
0

0

DIAG TEST SUCCESS
2014-04-25 00:05:55

7) ge-eeprom

Error code —-———=-=----———————~— >
Total run count —--——----------—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --------- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --—------- >
Next Execution time -----—---- >

DIAG TEST SUCCESS
312

2014-04-25 00:00:55
n/a

n/a

2014-04-25 00:00:55
0

0

DIAG TEST SUCCESS
2014-04-25 00:05:55

8) spi-cksum

DIAG TEST SUCCESS
312

2014-04-25 00:00:55
n/a

n/a

2014-04-25 00:00:55
0

0

DIAG TEST SUCCESS
2014-04-25 00:05:55

Error code —-———-—————————————— >
Total run count —--——-------—---—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --------- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --—------- >
Next Execution time -----—---- >
9) usb-bus

Error code —-———-—————————————— >
Total run count —--——----------—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --------- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time -----—---- >

DIAG TEST SUCCESS
312

2014-04-25 00:00:55
n/a

n/a

2014-04-25 00:00:55
0

0

DIAG TEST SUCCESS
2014-04-25 00:05:55

10) cons-dev

Error code ---—-—-—-—-—------ >
Total run count —--—-------—---—- >
Last test execution time ---->

DIAG TEST SUCCESS
312
2014-04-25 00:00:55
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show diagnostic result module

First test failure time ----- >
Last test failure time ------ >
Last test pass time --—--—----- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

11) obfl-acc F

Error code —-—-—-—----=-=-———————-— >
Total run count —--——-—---------—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --—------- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

12) nvram-cksum .

Error code —-—-—-—----=-=-———————-— >
Total run count —--——-—---------—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time ---—------ >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

13) rtc-test .

Error code —-—-—-—----=--———————-— >
Total run count —--—-—---------—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --—-—------ >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

14) nsa-mem .

Error code —-—-—-—----==-=———————-— >
Total run count —--——-—---------—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --—--—----- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

15) fpga-reg-chk .

Error code ---—--—-—---------- >
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2014-04-25 00:00:55
0

0

DIAG TEST SUCCESS
2014-04-25 00:05:55

DIAG TEST FAIL

312

2014-04-25 00:00:55
2014-04-23 22:05:50
2014-04-25 00:00:55
n/a

312

312

DIAG TEST FAIL
2014-04-25 00:05:55

DIAG TEST SUCCESS
312

2014-04-25 00:00:55
n/a

n/a

2014-04-25 00:00:55
0

0

DIAG TEST SUCCESS
2014-04-25 00:05:55

DIAG TEST SUCCESS
312

2014-04-25 00:00:55
n/a

n/a

2014-04-25 00:00:59
0

0

DIAG TEST SUCCESS
2014-04-25 00:05:55

DIAG TEST SUCCESS

1

2014-04-23 22:00:59
n/a

n/a

2014-04-23 22:00:59
0

0

DIAG TEST SUCCESS
n/a

DIAG TEST SUCCESS

S Commands



S Commands

Total run count ------------- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --------—- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

16) asic-scratch .

Error code —-——--------———————~— >
Total run count ------------- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time ----—----—- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

17) fabp-prbs

Error code —-—-—-—----==-=-———————-— >
Total run count --—----------—- >
Last test execution time ---->
First test failure time ----- >
Last test failure time ------ >
Last test pass time --------- >
Total failure count --------- >
Consecutive failure count --->
Last failure reason --------- >
Next Execution time --------- >

show diagnostic result module .

312

2014-04-25 00:01:25
n/a

n/a

2014-04-25 00:01:25
0

0

DIAG TEST SUCCESS
2014-04-25 00:06:25

DIAG TEST SUCCESS
312

2014-04-25 00:01:25
n/a

n/a

2014-04-25 00:01:25
0

0

DIAG TEST SUCCESS
2014-04-25 00:06:25

DIAG TEST SUCCESS
12

2014-04-23 22:01:22
n/a

n/a

2014-04-23 22:01:22
0

0

DIAG TEST SUCCESS
n/a
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. show diagnostic status module

show diagnostic status module

show diagnostic status module module id

S Commands

Syntax Description show

Show information

diagnostic Diagnostic commands
status Show test status(running/enqueued)
module <1-30> Module number
module_id Type: string
Module ID
Examples

podl-leafl# show diagnostic status module 1

<BU>-Bootup Diagnostics, <HM>-Health Monitoring Diagnostics

<OD>-OnDemand Diagnostics, <SCH>-Scheduled Diagnostics

Card: (1) 1/10G Ethernet Module

Current running test
_NA_
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| S Commands

show endpoint

show endpoint .

show endpoint [address mac-address| vlan vian-id|[interface interface-id][summary]

Syntax Description

Usage Guidelines

show Show Information
endpoint Endpoint information
address Endpoint address
mac-address MAC address

interface

Endpoint interface

interface-id

Interface identifier

vlan Interface VLAN
vian-id VLAN number
summary Summarize information about

different types of endpoints in the
switch

This command shows all the endpoints, both static and dynamically learned, that are known to the switch.
The command output indicates the type of interface, such as a physical port or port channel, a virtual port
(FEX), or a tunnel interface. Additional flags indicate whether the endpoint is behind a virtual port channel

(vPC), is a hypervisor, or is a static endpoint.

With the address option, you can specify the MAC address in one of the following formats:

* EE-EE-EE-EE-EE-EE
* EE:EE:EE:EE:EE:EE
* EEEE.EEEE.EEEE

Examples

podl-leafl# show endpoint

Legend:
P - peer-attached H - vtep A - locally-aged S - static
V - vpc-attached P - peer-aged P - span
s - static-arp B -
Fomm - Fo—m - Fom Fom Fom - +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN
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show endpoint

S Commands

Fom - R e e e et Fom - Fom e fom e +

538/t32:ctxl vlan-227 0000.0000.0080 L ethl/18

538/t32:ctxl vlan-227 0000.0000.017a P ethl/18

540/t32:ctxl vlan-226 0000.0000.007f L ethl/18

[EXAMPLE TRUNCATED]

536/t42:ctxl vlan-267 0000.0000.00a8 L ethl/18

536/t42:ctxl vlan-267 0000.0000.01a2 P ethl/18

13/overlay-1 vxlan-16777209 90e2.ba45.a454 L ethl/1

overlay-1 10.0.63.127

overlay-1 10.0.36.66

e +
Endpoint Summary

o +

Total number of Local Endpoints 222

Total number of Remote Endpoints 0

Total number of Peer Endpoints 245

Total number of Orphan Endpoints 222

Total number of VPC Endpoints 0

Total number of MACs 467

Total number of VTEPs 0

Total number of Local IPs 0

Total number of Remote IPs 2

Total number All EPs 467

podl-leafl# show endpoint summary

e e e e e +
Endpoint Summary

ettt ettt e et T +

Total number of Local Endpoints 222

Total number of Remote Endpoints 0

Total number of Peer Endpoints 245

Total number of Orphan Endpoints 222

Total number of VPC Endpoints 0

Total number of MACs 467

Total number of VTEPs 0

Total number of Local IPs 0

Total number of Remote IPs 2

Total number All EPs 467

podl-leafl# show endpoint

address 0000.d0c0.342a

Legend:
P - peer-attached H - vtep A - locally-aged S - static
V - vpc-attached P - peer-aged L - local p - span
s - static-arp B - bounce
Fomm Fo—m Fomm - o +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address
Fomm Fo—m Fomm - o +
455/DulIPTV:ctx0 vlan-3510 0000.d0c0.342a LV pol
e +
Endpoint Summary
e ettt +
Total number of Local Endpoints 1
Total number of Remote Endpoints 1
Total number of Peer Endpoints 0
Total number of VPC Endpoints 1
Total number of Orphan Endpoints 0
Total number of MACs 2
Total number of VTEPs 0
Total number of Local IPs 304
Total number of Remote IPs 0
Total number All EPs 2

podl-leafl# show endpoint interface port-channel 1
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show endpoint .

Legend:
P - peer-attached H - vtep A - locally-aged S - static
V - vpc-attached P - peer-aged L - local p - span
s - static-arp B - bounce
o o o Fom e fom e +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
o o o Fom e fom e +
455/DulIPTV:ctx0 vlan-3510 0000.d0c0.342a LV pol

Total number of Local Endpoints
Total number of Remote Endpoints
Total number of Peer Endpoints
Total number of VPC Endpoints
Total number of Orphan Endpoints
Total number of MACs

Total number of VTEPs

Total number of Local IPs

Total number of Remote IPs

Total number All EPs

NOWONORFH ORRF

podl-leafl# show endpoint vlan 454

Legend:
P - peer-attached H - vtep A - locally-aged S - static
V - vpc-attached P - peer-aged L - local P - span
s - static-arp B - bounce
o fom o Fom fom e +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
o fom o Fom fom e +
454 /DulIPTV:ctx0 vxlan-15368108 d867.d97d.48fe tunnell?

Total number of Local Endpoints
Total number of Remote Endpoints
Total number of Peer Endpoints
Total number of VPC Endpoints
Total number of Orphan Endpoints
Total number of MACs

Total number of VTEPs

Total number of Local IPs

Total number of Remote IPs

Total number All EPs

NOWONORFHrOR R
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. show environment

show environment

show environment [fan| power| temperature]

S Commands

Syntax Description show

Show Information

environment Environment Information

fan Fan Information

power Power supply Information
temperature Sensor Temperature Information
Examples

podl-leafl# show environment

Power Supply:
Voltage: 12.0 Volts

Power
Supply Model

1 UCSC-PSU-650W
2 UCSC-PSU-650W
Module Model

1 N9K-C9396PX
fanl N9K-C9508-FAN
fan2 N9K-C9508-FAN
fan3 N9K-C9508-FAN

N/A - Per module power not available

Power Usage Summary:

Power Supply redundancy mode (configured)
Power Supply redundancy mode (operational)

Total Power Capacity (based on configured mode)
Total Power of all Inputs (cumulative)

Total Power Output (actual draw)
Total Power Allocated (budget)

Total Power Available for additional modules

Fanl (sys_fanl) NO9K-C9300-FAN1-B
Fan2 (sys_fan2) N9K-C9300-FAN1-B
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648
648
178
N/A
N/A

Actual Total
Output Capacity Status
(Watts ) (Watts )
178 W 648 W ok
0w 648 W shut
Actual Power
Draw Allocated Status
(Watts ) (Watts )
178 W 456 W Powered-Up
N/A N/A Powered-Up
N/A N/A Powered-Up
N/A N/A Powered-Up

Non-Redundant (combined)
Non-Redundant (combined)

===



S Commands
show environment .

Fan3 (sys fan3) NO9K-C9300-FAN1-B - ok
Fan_in PS1 -= -= ok
Fan _in PS2 -- -- ok

Fan Speed: Zone 1: 0x50
Fan Air Filter : Absent

Temperature:
Module Sensor MajorThresh MinorThres CurTemp Status
(Celsius) (Celsius) (Celsius)

1 Inlet (1) 60 42 30 normal
1 outlet (2) 70 60 44 normal
1 x86 processor ( 90 80 51 normal
1 platform contr 100 90 51 normal
1 x86 processor 110 100 51 normal
1 Trident 2 volt 110 100 63 normal
1 Trident 2(7) 105 95 71 normal
1 NorthState int 105 95 61 normal
1 NorthState Vol 110 100 53 normal
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. show environment fex

show environment fex

show environment fex [fexid| all] [fan| power| temperature]

S Commands

Syntax Description

show Show running system information

environment System environment information

fex Show fex environment information

fexid FEX number

all Show information for all FEX

fan Fan information

power Power capacity and power distribution information
temperature Temperature sensor information

Examples

podl-leafl# show environment fex 114

Temperature Fex 114:

Module Sensor MajorThresh MinorThres CurTemp Status
(Celsius) (Celsius) (Celsius)
1 Outlet-1 70 59 46 ok
1 Outlet-2 64 53 34 ok
1 Inlet-1 58 41 34 ok
1 Die-1 95 85 53 ok
1 Die-2 95 85 55 ok
1 Die-3 95 85 54 ok
1 Die-4 95 85 57 ok

Fan Model Hw Status
Chassis N2K-C2248PQ-FAN -= ok
Chassis N2K-C2248PQ-FAN - ok
Chassis N2K-C2248PQ-FAN - ok
Chassis N2K-C2248PQ-FAN -= ok
PS-1 N2200-PAC-400W -= failure
PS-2 N2200-PAC-400W -= ok

Power Supply Fex 114:

Voltage: 12 Volts

1 N2200-PAC-400W -- -- fail/shutdown
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2 N2200-PAC-400W 396.00 33.00

Mod Model Power Power
Requested Requested
(Watts) (Amp)

1 N2K-C2248PQ-10GE 92.00 7.67

Power Usage Summary:

Power Supply redundancy mode:

Total Power Capacity 396.00

Power reserved for Supervisor(s) 92.00

Power currently used by Modules 0.00

Power Available 304.00

show environment fex

ok

Power Power Status
Allocated Allocated

(Watts) (Amp)

92.00 7.67 powered-up
redundant
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. show fex

show fex

show fex [ fexid | [detail] [version] [transceiver]

S Commands

Syntax Description show

Show running system information

fex Show FEX information
detail Detailed information
transceiver Show FEX

version Show the software version
fexid FEX number

Examples

podl-leafl# show fex 114 transceiver

Fex Uplink: 1

Fabric Port : ethl/20
sfp is present
name is CISCO-LEONI
type is QSFP-40G-CR4

part number is L45593-D168-B50

revision is 02

serial number is LSC1544003K

nominal bitrate is 10300 MBits/sec
Link length supported for 50/125mm fiber is 0 m(s)

Link length supported for 62

.5/125mm fiber is 0 m(s)

Link length supported for copper is 5 m

cisco id is 13

cisco extended id number is 0

Fex Uplink: 2

Fabric Port : ethl/18
sfp is present
name is CISCO-LEONI
type is QSFP-40G-CR4

part number is L45593-D168-B50

revision is 02

serial number is LSC1544003K

nominal bitrate is 10300 MBits/sec
Link length supported for 50/125mm fiber is 0 m(s)

Link length supported for 62

.5/125mm fiber is 0 m(s)

Link length supported for copper is 5 m

cisco id is 13

cisco extended id number is 0

Fex Uplink: 3
Fabric Port : --

sfp information is not available

Fex Uplink: 4
Fabric Port : ethl/17
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sfp is present

name is CISCO-LEONI

type is QSFP-40G-CR4

part number is L45593-D168-B50
revision is 02

serial number is LSC1544003K
nominal bitrate is 10300 MBits/sec
Link length supported for 50/125mm

show fex .

fiber is 0 m(s)

Link length supported for 62.5/125mm fiber is 0 m(s)
Link length supported for copper is 5 m

cisco id is 13
cisco extended id number is 0

Fex Uplink: 5
Fabric Port : --
sfp information is not available
[EXAMPLE TRUNCATED]
Fex Uplink: 16

Fabric Port : --
sfp information is not available

podl-leafl# show fex 114 version

Software
Bootloader version: 1.9
System boot mode: primary
System image version: 11.0(1) [build 11.0(0.800c)]
Hardware
Module: Fabric Extender 48x10GE + 4x40GE Module
CPU: Motorola, e500v2, core 0
Serial number: FOC16442F5P
Bootflash: locked

Kernel uptime is 5 day(s), 21 hour(s),

Last reset at Sun Jun 1 17:43:32 2014
Reason: reboot
Service: Reload new image

43-leafd# show fex 114 detail

FEX: 114 Description: FEX0114 state:
FEX version: 11.0(1) [Switch version:

FEX Interim version: 11.0(0.800c)
Switch Interim version: 11.0(0.800c)

57 minutes(s), 57 second(s)

Online
11.0(1)]

Extender Model: N2K-C2248PQ-10GE, Extender Serial: FOC1646R0JB

Part No: 68-4614-01

Card Id: 207, Mac Addr: 34:bd:c8:50:96, Num Macs: 64
Module Sw Gen: 22 [Switch Sw Gen: 21]

pinning-mode: static Max-links: 1

Fabric port for control traffic: Ethl/20

Fabric interface state:

Ethl/17 - Interface Up. State: Active
Ethl/18 - Interface Up. State: Active
Ethl/19 - Interface Down. State: Configured
Ethl/20 - Interface Up. State: Active

Pol - Interface Up. State: Active

Fex Port State Fabric Port
Ethl114/1/1 Down Pol
Ethl14/1/2 Down Pol
Ethl114/1/3 Down Pol
Ethl114/1/4 Down Pol
Ethl114/1/5 Down Pol
Ethl14/1/6 Down Pol
Ethl114/1/7 Down Pol
Ethl114/1/8 Down Pol
Ethl114/1/9 Down Pol

Eth114/1/10 Down Pol
Ethl14/1/11 Down Pol
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. show fex

Ethl114/1/12
Eth114/1/13
Ethl14/1/14
Eth114/1/15
Ethl114/1/16
Ethl114/1/17
Eth114/1/18
Eth114/1/19
Ethl14/1/20
Ethl14/1/21

Down
Down
Down
Down
Down

Up
Down

Up
Down
Down

[EXAMPLE TRUNCATED]

Ethl114/1/48
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Down

Pol
Pol
Pol
Pol
Pol
Pol
Pol
Pol
Pol
Pol

Pol
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show hardware

show hardware

show hardware

Syntax Description

show Show running system information
hardware Show hardware information
Examples

43-1leaf4# show hardware

Cisco Nexus Operating System (NX-0S)
TAC support: http://www.cisco.com/tac
Documents:

Software

http://www.cisco.com/en/US/products/ps9372/tsd_products_support series home.html

Copyright (c) 2002-2014,

Cisco Systems,

Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under

license.
the GNU General Public License
Lesser General Public License
such license is available at

(GPL)
(LGPL)

Certain components of this software are licensed under
version 2.0 or the GNU
Version 2.1. A copy of each

http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

Software
BIOS: version 07.09
kickstart: version 11.0(1)
system: version 11.0(1)

BIOS compile time: 04/25/2014

[build 11.0(0.800c)] [gdb]
[build 11.0(0.800c)]

[gdb]

kickstart image file is:
kickstart compile time:
system image file is:
system compile time:

bootflash:///auto-k
06/04/2014 08:14:57
bootflash:///auto-s
06/04/2014 08:14:57

[06/04/2014 08:14:57]

[06/04/2014 08:14:57]

Hardware
cisco N9K-C9396PX ("supervisor")
Intel (R) Pentium(R) CPU

Processor Board ID SAL17299J85

43-leafd
62522368 kB

Device name:
bootflash:

Kernel uptime is 00 day(s),

14 hour (s

@ 1.50GHz with 16400384 kB of memory.

11 minute(s), 07 second(s)

Last reset at 989000 usecs after Mon Jun 02 20:25:29 2014

Reason: reload
System version: 11.0(0.800c)
Service: Reboot

plugin

Core Plugin, Ethernet Plugin

Switch is booted up
Switch type is
Model number is N9K-C9396PX

Nexus C9396PX Chassis
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. show hardware

H/W version is 0.2010

Part Number is 73-15298-01

Part Revision is 1

Manufacture Date is Year 17 Week 29
Serial number is SAL17299J85

CLEI code is 73-15298-01

Modulel ok
Module type is : 1/10G Ethernet Module
1 submodules are present
Model number is N9K-C9396PX
H/W version is 0.2050
Part Number is 73-15605-02
Part Revision is 05
Manufacture Date is Year 17 Week 29
Serial number is SAL17299J85
CLEI code is 73-15605-02

GEM ok
Module type is : 40G Ethernet Expansion Module
1 submodules are present
Model number is N9K-M12PQ
H/W version is 0.3070
Part Number is 73-15576-03
Part Revision is 07
Manufacture Date is Year 17 Week 43
Serial number is SAL1743F2GR
CLEI code is 73-15576-03

PS1 ok
Power supply type is : 54.000000W 220v AC
Model number is UCSC-PSU-650W
H/W version is 0.0
Part Number is 341-0490-02
Part Revision is A0
Manufacture Date is Year 17 Week 19
Serial number is LIT17190BH3
CLEI code is 341-0490-02

PS2 shut
Power supply type is : 54.000000W 220v AC
Model number is UCSC-PSU-650W
H/W version is 0.0
Part Number is 341-0490-02
Part Revision is A0
Manufacture Date is Year 17 Week 19
Serial number is LIT17190BGY
CLEI code is 341-0490-02

Chassis has 3 Fans

Fanl (sys_fanl) is inserted but info is not available
Fan2 (sys_fan2) is inserted but info is not available
Fan3 (sys_fan3) is inserted but info is not available
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show hostname .

show hostname

show hostname

Syntax Description show Show running system information

hostname Hostname

Examples

podl-leafl# show hostname

podl-leafl
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. show interface

show interface

show interface [ arg0 |

S Commands

Syntax Description show Show running system information

interface Interface

arg0 Type: interface_mrange
Interface

Examples

podl-leafl# show interface ethl/1l

Ethernetl/1 is up
admin state is up, Dedicated Interface
Hardware: 100/1000/10000/auto Ethernet, address: 7c69.f60f.aa60
MTU 9000 bytes, BW 0 Kbit, DLY 1 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, medium is broadcast
Port mode is trunk
full-duplex, 10 Gb/s, media type is 10G
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned off
Rate mode is dedicated
Switchport monitor is off
EtherType is 0x8100
EEE (efficient-ethernet) : n/a
Last link flapped 05:23:54
Last clearing of "show interface" counters never
1 interface resets
30 seconds input rate 281 bits/sec, 2 packets/sec
30 seconds output rate 2008 bits/sec, 1 packets/sec
Load-Interval #2: 5 minute (300 seconds)
input rate 2248 bps, 2 pps; output rate 2008 bps, 1 pps
RX

(bia 7c69.£f60f.aa60)

223976 unicast packets 682 multicast packets 5 broadcast packets

224663 input packets 165217254 bytes
0 jumbo packets 0 storm suppression packets

0 runts 0 giants O CRC O no buffer

0 input error 0 short frame 0 overrun 0 underrun 0 ignored
0 watchdog 0 bad etype drop 0 bad proto drop 0 if down drop
0 input with dribble 0 input discard

0 Rx pause

TX

180042 unicast packets 657 multicast packets 62 broadcast packets

180761 output packets 117111731 bytes

0 jumbo packets

0 output error 0 collision O deferred O late collision
0 lost carrier 0 no carrier 0 babble 0 output discard
0 Tx pause
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show interface brief

show interface [ arg0 | brief

show interface brief

Syntax Description

show Show running system information
interface Interface
arg0 Type: interface_mrange

Interface
brief Show brief info of interface
Examples

podl-leafl# show interface

Status

Port VRF Status
mgmt0 -- up
Ethernet VLAN Type
Interface

Ethl/1 0 eth
Ethl/2 0 eth
Ethl/3 0 eth
Ethl/4 0 eth
Ethl/5 0 eth
Ethl/6 0 eth
Ethl/7 0 eth
Ethl/8 0 eth
Ethl/9 0 eth
Eth1/10 0 eth
Ethl/11 0 eth
Ethl/12 0 eth
Ethl1/13 0 eth
Ethl/14 0 eth
Ethl/15 0 eth
Ethl/16 0 eth
Ethl/17 - eth
Ethl/17.36 1001 eth
Ethl/17.37 1002 eth
Ethl/18 0 eth
Ethl1/19 0 eth
Eth1/20 0 eth
Ethl/21 0 eth
Ethl/22 0 eth
Ethl/23 0 eth
Ethl/24 0 eth
Ethl/25 0 eth
Ethl/26 0 eth
Ethl/27 0 eth
Ethl/28 0 eth
Ethl/29 0 eth
Eth1/30 0 eth
Ethl/31 0 eth

Mode

down
down
down
down
down
down
down
down
down
down

up

none
sfp-missing
sfp-missing
sfp-missing
none
none
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
none
none
none
none
none
none
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
none
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none

none

none

none

none
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
none

none

none

none

none

none

none

none
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
sfp-missing
err—-disabled
err-disabled

err-disabled
err-disabled

S Commands

Ethl/32 0 eth trunk up
Ethl/33 -= eth fabric wup
Ethl/34 - eth fabric up
Ethl1/35 -= eth fabric wup
Ethl/36 -= eth fabric wup
Ethl/37 0 eth trunk down
Ethl/38 0 eth trunk down
Ethl/39 0 eth trunk down
Ethl/40 0 eth trunk down
Ethl/41 0 eth trunk down
Ethl/42 0 eth trunk down
Ethl/43 0 eth trunk down
Ethl/44 0 eth trunk down
Ethl/45 0 eth trunk up
Ethl/46 0 eth trunk up
Ethl/47 0 eth trunk up
Ethl/48 0 eth trunk up
Ethl/49 - eth routed up
Ethl1/49.1 2 eth routed wup
Ethl/50 -= eth routed wup
Ethl/50.2 2 eth routed up
Ethl/51 - eth routed down
Ethl1/51.3 2 eth routed down
Ethl/52 - eth routed down
Ethl/52.4 2 eth routed down
Ethl/53 -- eth routed down
Ethl1/53.5 2 eth routed down
Ethl/54 - eth routed down
Ethl/54.6 2 eth routed down
Ethl/55 - eth routed down
Ethl1/55.7 2 eth routed down
Ethl/56 -- eth routed down
Ethl/56.8 2 eth routed down
Ethl/57 - eth routed down
Ethl1/57.9 2 eth routed down
Ethl/58 - eth routed down
Eth1/58.10 2 eth routed down
Ethl/59 -- eth routed down
Ethl1/59.11 2 eth routed down
Ethl/60 - eth routed down
Ethl/60.12 2 eth routed down
Ethl101/1/1 0 eth trunk down
Eth101/1/2 0 eth trunk down
[EXAMPLE TRUNCATED]
Eth102/1/47 0 eth trunk down
Eth102/1/48 0 eth trunk down
Port-channel VLAN Type Mode
Interface
Po2 -= eth fabric up
Po4 -= eth fabric up
Interface Status Description
Lo0 up -
Lol up -
Lo2 up -
Lol023 up -

Vlanl3 -=
Vlanlb -=
Vlanl?7 -=
Vlanl9 -=
Vlan21l --
Vlan23 -—
Vlan25 -=
Vlan27 --
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Vlan29 -=
Vlan32 --
Vlan50 -=

show interface brief .

Tunnell
Tunnel?2
Tunnel3
Tunnel4d

up
up
up
up

up --
up --
up --
IP Address Encap type MTU
ivxlan 8946
ivxlan 8946
ivxlan 8946
ivxlan 8946
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. show interface capabilities

show interface capabilities

show interface [ arg( | capabilities

Syntax Description show Show running system information
interface Interface
arg0 Type: interface_mrange

Ethernet Interface

capabilities Show interface capabilities information
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show interface counters

show interface [ inferface-id | counters [fex fex-id| module mod-id|

show interface counters

Syntax Description

show Show running system information

interface Show interface status and information

interface-id

Interface identifier

counters Show interface counters

fex Limit display to FEX interfaces
Sfex-id FEX identifier

module Limit display to interfaces on module
mod-id Module number

Examples

podl-leafl# show interface counters fex 110

Port InOctets
Eth110/1/1 0
Eth110/1/2 0
Eth110/1/3 0

[EXAMPLE TRUNCATED]

Ethl110/1/47 0

Eth110/1/48 0
Port InMcastPkts
Eth110/1/1 0

Eth110/1/2 0
[EXAMPLE TRUNCATED]

Ethl110/1/47 0

Eth110/1/48 0
Port OutOctets
Eth110/1/1 0
Eth110/1/2 0

[EXAMPLE TRUNCATED]

Eth110/1/47 0
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. show interface counters
Eth110/1/48 0 0
Port OutMcastPkts OutBcastPkts
Ethl110/1/1 0 0
Eth110/1/2 0 0

[EXAMPLE TRUNCATED]

podl-leafl# show interface module 1

Port InOctets InUcastPkts
Ethl/1 254662734 991855
Ethl/2 0 0
Ethl/3 138696 0

[EXAMPLE TRUNCATED]

Eth1/59

0 0
Ethl/59.11 0 0
Ethl/60 0 0
Ethl/60.12 0 0
Port InMcastPkts InBcastPkts
Ethl/1 1847 27
Ethl/2 0 0
Ethl/3 908 10

[EXAMPLE TRUNCATED]
Ethl1/59 0 0
Ethl/59.11 0 0
Ethl/60 0 0
Ethl/60.12 0 0
Port OutOctets OutUcastPkts
Ethl/1 995277850 1145190
Ethl/2 0 0
Ethl/3 44887102 0
[EXAMPLE TRUNCATED]

Ethl/59 0 0
Ethl/59.11 0 0
Eth1l/60 0 0
Ethl/60.12 0 0
Port OutMcastPkts OutBcastPkts
Ethl/1 318655 0
Ethl/2 0 0
Ethl/3 318650 0

[EXAMPLE TRUNCATED]
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show interface counters brief .

show interface counters brief

show interface interface-id counters brief

Syntax Description show Show running system information
interface Show interface status and information
interface-id Interface identifier
counters Show interface counters
brief Show interface counters in brief
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. show interface counters detailed

show interface counters detailed

show interface [ interface-id | counters detailed [all [snmp]| snmp]

S Commands

Syntax Description show

Show running system information

interface

Show interface status and information

interface-id

Interface identifier

counters Show interface counters
detailed Show only non-zero counters
all Show every interface counter
snmp Show SNMP MIB values
Examples

podl-leafl# show interface counters detailed all snmp

Ethl/4
[EXAMPLE TRUNCATED]

Vlan566
Vlan568

96124499
255667727
0

139152

0

mgmt0
Ethl/1
Ethl/2

[EXAMPLE TRUNCATED]

Vlan566
Vl1an568

1314292
27
0

mgmt0
Ethl/1
Ethl/2

[EXAMPLE TRUNCATED]

16007024
1000328054
0
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show interface counters detailed .
V1an566 0 0
V1an568 0 0
Port OutMcastPkts OutBcastPkts
mgmt0 103 0
Ethl/1 319793 0
Ethl/2 0 0

[EXAMPLE TRUNCATED]
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. show interface counters errors

show interface counters errors

show interface [ interface-id | counters errors [fex fex-id| module mod-id]

Syntax Description

show Show running system information
interface Show interface status and information
interface-id Interface identifier

counters Show interface counters

errors Show interface error counters

fex Limit display to FEX interfaces
fex-id FEX identifier

module Limit display to interfaces on module
mod-id Module number

Examples

podl-leafl# show interface counters errors module 1

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards
Ethl/1 -- -- -- -- -- --
Ethl/2 -- -- -- -- -- --
Ethl/3 -- -- -- -- -- --

[EXAMPLE TRUNCATED]

Ethl1/59 -~ -~ -~ -~ -~ -~
Eth1/59.11 -~ -~ -~ -~ -~ -~
Eth1/60 - - - - - -
Ethl1/60.12 -~ -~ -~ -~ -~ -~

Port Single-Col Multi-Col Late-Col Exces-Col Carri-Sen Runts

Ethl/1 - -— - —— —— _—
Ethl/2 -— -— - —— - _—

[EXAMPLE TRUNCATED]
Ethl/59 - - —— - - __
Ethl1/59.11 - - - - - .

Ethl/60 -- -— - — _— __
Ethl/60.12 -- - - - - -
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show interface counters errors .

Ethl/1 -= -— - - —— -
Ethl/2 -— - - - _— _—

[EXAMPLE TRUNCATED]
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. show interface counters snmp

show interface counters snmp

show interface [ interface-id | counters snmp [fex fex-id| module mod-id|

Syntax Description show Show running system information
interface Show interface status and information
interface-id Interface identifier
counters Show interface counters
snmp Show SNMP MIB values
fex Limit display to interfaces on FEX
Sfex-id FEX identifier
module Limit display to interfaces on module
mod-id Module number
Examples

podl-leafl# show interface counters snmp fex 110

Port InOctets InUcastPkts
Eth110/1/1 0 0
Eth110/1/2 0 0

Eth110/1/3 0 0
[EXAMPLE TRUNCATED]

Ethl110/1/47 0 0

Eth110/1/48 0 0
Port InMcastPkts InBcastPkts
Eth110/1/1 0 0

Eth110/1/2 0 0
[EXAMPLE TRUNCATED]

Eth110/1/47 0 0

Eth110/1/48 0 0
Port OutOctets OutUcastPkts
Eth110/1/1 0 0

Ethl110/1/2 0 0

[EXAMPLE TRUNCATED]
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Eth110/1/47
Ethl110/1/48

Eth110/1/1
Ethl10/1/2

[EXAMPLE TRUNCATED]

show interface counters snmp .
0 0
0 0
OutMcastPkts OutBcastPkts
0 0
0 0
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. show interface debounce

show interface debounce

show interface [ arg( | debounce

Syntax Description show Show running system information
interface Show interface status and information
arg0 Type: interface_mrange

Interface
debounce Show interface debounce time information
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show interface description

show interface [ arg( | description

show interface description .

Syntax Description

show Show running system information
interface Interface
arg0 Type: interface_mrange

Interface
description Show interface description
Examples

podl-leafl# show interface description

Interface Description
mgmt0 --

Port Type Speed Description
Ethl/1 eth 10G -
Ethl/2 eth 10G -
Ethl/3 eth 10G -
Ethl/4 eth 10G -
Ethl/5 eth 10G -—
Ethl/6 eth 10G -
Ethl/7 eth 10G -
Ethl/8 eth 10G -—
Ethl/9 eth 10G -
Ethl/10 eth 10G --
Ethl/11 eth 10G -—
Ethl/12 eth 10G -
Ethl/13 eth 10G --
Ethl/14 eth 10G -—
Ethl/15 eth 10G -
Ethl/16 eth 10G --
Ethl/17 eth 10G -—
Ethl/17.36 eth - -
Ethl/17.37 eth -- --
Ethl1/18 eth 10G -—
Ethl/19 eth 10G -
Ethl/20 eth 10G --
Ethl/21 eth 10G -—
Ethl/22 eth 10G -
Ethl/23 eth 10G --
Ethl/24 eth 10G -—
Ethl/25 eth 10G -
Ethl/26 eth 10G --
Ethl/27 eth 10G -—
Ethl/28 eth 10G -
Ethl/29 eth 10G --
Eth1/30 eth 10G -=
Ethl/31 eth 10G -
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Ethl/32
Eth1/33
Ethl/34
Ethl/35
Ethl/36
Ethl/37
Ethl/38
Eth1/39
Ethl/40
Ethl/41
Ethl/42
Ethl/43
Ethl/44
Eth1/45
Ethl/46
Ethl/47
Ethl1/48
Ethl/49

Ethl/49.

Eth1/50

Ethl/50.

Ethl/51

Ethl/51.

Ethl/52

Ethl/52.

Eth1/53

Ethl/53.

Ethl/54

Ethl/54.

Ethl/55

Ethl/55.

Ethl1/56

Ethl/56.

Ethl/57

Ethl/57.

Ethl/58

Ethl/58.

Eth1/59

Ethl/59.

Eth1/60

Ethl/60.

10

11

12

Ethl101/1/1
Eth101/1/2
Eth101/1/3
Ethl101/1/4
Eth101/1/5
Ethl101/1/6
Eth101/1/7
Eth101/1/8
Eth101/1/9

Eth101/1/10
Eth101/1/11
Ethl101/1/12

[EXAMPLE TRUNCATED]

Ethl102/1/47
Eth102/1/48

eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth

eth
eth

10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
40G

40G

40G

406G

40G

40G

406G

40G

40G

406G

40G

40G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G

S Commands

Lol023
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show interface description .

Interface Description
Lo0 --
Lol -=
Lo2 -=
Lol023 -=
Vlanl3 -—
Vlanl5 -=
Vlanl?7 -=
Vlanl?9 -—
Vlan21l -=
V1an23 -=
Vlan25 -—
Vlan27 -=
V1an29 -=
Vlan32 --
Vlan50 -=
Interface Description
Tunnell -=
Tunnel?2 -=
Tunnel3 -=
Tunnel4d -=
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. show interface fex-fabric

show interface fex-fabric

show interface fex-fabric

S Commands

Syntax Description show

Show running system information

interface Show interface status and information
fex-fabric Show all FEX fabric ports
Examples

podl-leafl# show interface fex-fabric

FEX

Serial

Fabric Fabric Fex
Fex Port Port State Uplink
114 Ethl/17 Active 4
114 Ethl/18 Active 2
114 Ethl/19 Configured 0
114 Ethl/20 Active 1
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show interface flowcontrol .
how interface flowcontrol
show interface [ arg0 | flowcontrol [fex fex-id| module mod-id]
Syntax Description show Show running system information

interface Show interface status and information
arg0 Type: interface_mrange

Interface
flowcontrol Show interface flowcontrol information
fex Limit display to interfaces on a FEX
fex-id Type: integer

Enter FEX number
module Limit display to interfaces on module
mod-id Type: integer

Enter module number
Examples
podl-leafl# show interface flowcontrol
Port Send FlowControl Receive FlowControl RxPause TxPause

admin oper admin oper
Ethl/1 off off off off 0 0
Ethl/2 off off off off 0 0
Ethl/3 off off off off 0 0
[EXAMPLE TRUNCATED]
Ethl114/1/47 off off off of f 0 0
Ethl114/1/48 off off off off 0 0
Pol off off off off 0 0
Po2 off off off off 0 0
podl-leafl# show interface flowcontrol fex 114
Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Ethl114/1/1  off off off off 0 0
Ethl114/1/2  off off off off 0 0
Eth114/1/3  off off off of f 0 0
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. show interface flowcontrol

[EXAMPLE TRUNCATED]

Ethl14/1/46 off off off off

0 0
Ethl114/1/47 off off off off 0 0
Ethl114/1/48 off off off off 0 0
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show interface mac-address .

show interface mac-address

show interface [ arg(0 | mac-address

Syntax Description show Show running system information
interface Show interface status and information
arg0 Type: interface_mrange

Interface
mac-address Show interface MAC address
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. show interface snmp-ifindex

show interface snmp-ifindex

show interface snmp-ifindex

Syntax Description show Show running system information
interface Show interface status and information
snmp-ifindex Show snmp interface index list
Examples

podl-leafl# show interface snmp-ifindex

Port IFMIB Ifindex (hex)

mgmt0 83886080 (0x05000000)
Ethl/1 436207616 (0x1a000000)
Ethl/2 436211712 (0x1a001000)
Ethl/3 436215808 (0x1a002000)
Ethl/4 436219904 (0x1a003000)
Ethl/5 436224000 (0x1a004000)

[EXAMPLE TRUNCATED]
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show interface status

show interface status .

show interface [ interface-id | status [down| err-disabled| err-vlans| fex fex-id| inactive| module mod-id|

up]
Syntax Description  gp gy, Show running system information
interface Show interface status and information

interface-id

Interface

status

Show interface line status

down

Show interface down state

err-disabled

Show interface error disabled state

err-vlans Show errored vlans

fex Limit display to interfaces on a FEX
fex-id FEX number

inactive Show interface inactive state

module Limit display to interfaces on module
mod-id Module number

up Show interface up state

Examples

podl-leafl# show interface status err-disabled

Ethernetl/32 --
Ethernetl/46 --

podl-leafl# show interface status

err-disabled
err-disabled

err-vlan

err-disabled
err-disabled

podl-leafl# show interface status

up
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show interface status

S Commands

Ethl/49.1
Ethl/56
Ethl/56.8
Eth114/1/17
Ethl114/1/19
Pol

Po2

Lo0

Lol

Lol023

connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
out-of-ser
out-of-ser
connected
connected
connected
connected
out-of-ser
out-of-ser
connected
connected
connected
connected
connected

unknown
unknown
unknown
trunk
trunk
trunk
routed
routed
routed
routed
trunk
trunk
unknown
trunk
routed
routed
routed

Tunnell
Tunnel?2
Tunnel3
Tunnel4d
Tunnelb
Tunnel6
Tunnel?
Tunnel8
Tunnel9
TunnellO
Tunnelll
Tunnell?2
Tunnell3
Tunnell4d
Tunnell5
Tunnell6
Tunnell?
Tunnell8

up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason
up no—-reason

1G

10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
10G
40G
40G
40G
40G
10G
10G
10G
10G

SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
SFP-H10GB-C
QSFP-40G-CR
QSFP-40G-CR
QSFP-40G-CR
QSFP-40G-CR
SFP-H10GB-C
SFP-H10GB-C
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show interface switchport

show interface [ interface-id | switchport

show interface switchport

Syntax Description show

Show running system information

interface

Show interface status and information

interface-id

Interface identifier

switchport

Show interface switchport information

Examples

podl-leafl# show interface el/1l switchport

(default)

Name: Ethernetl/1
Switchport: Enabled
Switchport Monitor: not-a-span-dest
Operational Mode: trunk
Access Mode Vlan: unknown (default)
Trunking Native Mode VLAN: unknown
Trunking VLANs Allowed: none

FabricPath Topology List Allowed:
Administrative private-vlan
Administrative private-vlan
Administrative private-vlan
Administrative private-vlan
Administrative private-vlan
Administrative private-vlan
Administrative private-vlan trunk
Administrative private-vlan trunk
Operational private-vlan: none

trunk
trunk

primary host-association:
secondary host-association:
primary mapping:
secondary mapping:

0
none
none
none
none
none
dotlg
none
none

native VLAN:
encapsulation:
normal VLANs:
private VLANs:
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. show interface transceiver

show interface transceiver

show interface [ inferface-id | transceiver [fex-fabric] [calibrations| details| sprom]

S Commands

Syntax Description show

Show Information

interface

Interface

interface-id

Ethernet Interface identifier

transceiver

Transceiver Information

fex-fabric

Show FEX interface transceiver information

calibrations Show interface transceiver calibration information

details Show interface transceiver detail information

sprom Show interface transceiver sprom information
Examples

podl-leafl# show interface trans

Ethernetl/17
transceiver is present
type is SFP-H10GB-CU5M
name is CISCO-LEONI
part number is L45593-D168-B
revision is 02
serial number is LSC1544003K
nominal bitrate is 10300 MBi
Link length supported for co
cisco id is --
cisco extended id number is

DOM is not supported

Ethernetl/18
transceiver is present
type is SFP-H10GB-CU5M
name is CISCO-LEONI
part number is L45593-D168-B
revision is 02
serial number is LSC1544003K
nominal bitrate is 10300 MBi
Link length supported for co
cisco id is --
cisco extended id number is

DOM is not supported

Ethernetl/19
transceiver is not present

Ethernetl/20
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ceiver fex-fabric details

50

t/sec
pper is 5 m

4

50

t/sec
pper is 5 m

4



S Commands

transceiver is present

type is SFP-H10GB-CU5M

name is CISCO-LEONI

part number is L45593-D168-B50

revision is 02

serial number is LSC1544003K

nominal bitrate is 10300 MBit/sec

Link length supported for copper is 5 m
cisco id is --

cisco extended id number is 4

DOM is not supported

podl-leafl# show interface el/47 transceiver details

Ethernetl1/47

transceiver is present

type is SFP-H10GB-CU1M

name is CISCO-TYCO

part number is 1-2053783-1

revision is R

serial number is TED1728A201

nominal bitrate is 10300 MBit/sec

Link length supported for copper is 1 m
cisco id is --

cisco extended id number is 4

DOM is not supported

podl-leafl# show interface el/47 transceiver sprom

Ethernetl1/47

transceiver is present

type is SFP-H10GB-CU1lM

name is CISCO-TYCO

part number is 1-2053783-1

revision is R

serial number is TED1728A201

nominal bitrate is 10300 MBit/sec

Link length supported for copper is 1 m
cisco id is --

cisco extended id number is 4

show interface transceiver

Identifier
Ext Identifier
Connector

10G Ethernet Compliance Code

Sonet Compliance Code

Gigabit Ethernet Compliance Code:

Encoding

BR Nominal
Reservedl
Length Su 1
Length Su 2
Length_ 50u
Length 60u
Length Copper
Reserved2
Vendor Name
Reserved3
Vendor OUI
Vendor Part No
Vendor Revision
Reserved4

Check Code ID
Options

BR Max

BR Min

Vendor Serial No

0x03 (SFP)

0x04

0x21 (Copper Pigtail)
0x00 (Copper Passive)
0x0000

0x00 (None)

0x00 (Unspecified)
0x67 [10300]

0x00
0x00
0x00
0x00
0x00
0x01
0x00
CISCO-TYCO
0x00
0x004020
1-2053783-1
R

0x010000
0x0c (OK)
0x0000

0x00

0x00
TED1728A201

KM

Meters
Meters
Meters
Meters

PO OOoOo
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. show interface transceiver

Date Code

Diagnostic Monitoring Type
enchancedOptions
SFF8472Compliance

Check Code EXT

Vendor Specific ID Data
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17071000
0x00
0x00
0x00
0xb3 (OK)

0x80000000000000000000000000000000
0x00000000000000000000000069£98e5a
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show interface trunk .

show interface trunk

show interface [ interface-id | trunk [vlan vian-id| fex fex-id| module mod-id)

Syntax Description

show

Show running system information

interface

Show interface status and information

interface-id

Interface identifier

trunk Show interface trunk information

fex Limit display to interfaces on a FEX
fex-id FEX number

module Limit display to interfaces on module
mod-id Module number

vlan Show per VLAN information for trunk
vian-id VLAN range

Examples

podl-leafl# show interface el/47 trunk

Ethl/47

Native Status Port
Vlan Channel

unknown trunking -=

261-348,361-364,367-368,389-390,397-398,429-432,435-436,445-446,45
3-454,459-460,465-466,469-470,483-486,493-494,541-544,553-554, 565
570,575-578, 603-604,613-614,625-626,647-650, 655-656, 661-662, 669-67
0,677-680,683-684,689-690,713-714,717-718,725-728,733-734,739-740,
747-748,753-754,757-758,765-766,783-784,789-790,793-794,803-804, 80
7-808,819-820,823-828,837-838
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. show interface trunk

Port Vlans in spanning tree forwarding state and not pruned
Ethl/47 none

Port Vlans Forwarding on FabricPath

Ethl/47 none

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show inventory .

show inventory

show inventory [chassis| fans| power_supply| module [ mod-id ]|

Syntax Description show Show running system information
inventory system inventory information
module system inventory module information
fans system inventory fan information
chassis system inventory chassis information
power_supply system inventory power supply information
mod-id module number
Examples

podl-leafl# show inventory

NAME: "Chassis", DESCR: "Nexus C9396PX Chassis"

PID: N9K-C9396PX , VID: V01 , SN: SAL1748GYVM
NAME: "Slot 1 ", DESCR: "1/10G Ethernet Module"

PID: N9K-C9396PX , VID: V01 , SN: SAL1748GYVM
NAME: "GEM ", DESCR: "40G Ethernet Expansion Module"
PID: N9K-M12PQ , VID: V01 , SN: SAL1747GVCB
NAME: "power Supply 1", DESCR: "PSU "
PID: N9K-PAC-650W , VID: V01 , SN: DCB1749X007
NAME: "power Supply 2", DESCR: "PSU "
PID: N9K-PAC-650W , VID: V01 , SN: DCB1749X00Q
NAME: "Fan 1 ", DESCR: "fan "

PID: N9K-C9300-FAN1-B , VID: N/A SN: N/A

NAME: "Fan 2 ", DESCR: "fan "

PID: N9K-C9300-FAN1-B , VID: N/A SN: N/A

NAME: "Fan 3 ", DESCR: "fan "

PID: N9K-C9300-FAN1-B , VID: N/A SN: N/A

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show ip adjacency vrf

show ip adjacency vrf

S Commands

show ip adjacency [interface [summary]| ip-addr [non-best| detail]| detail| summary| non-best] vrf

{vrf-name] all}

Syntax Description

show Show running system information
ip Display IP information
adjacency Display adjacency table
interface Type: interface
Display specific interface adjacencies only
summary Show adjacency summary
ip-addr Type: ipaddr
IPV4 source address
non-best Show both best/non-best entries
detail Show detail information of adjacency entries
vrf Display per-VRF information
vrf-name Type: string
VRF name
all Show adjacency entries for all vrfs
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show ip arp

show ip arp

show ip arp [ip-address| detail| static| interface| summary [ interface || statistics [ interface 1] [vrf {all|

vrf-name}]
Syntax Description show Show running system information
ip Display IP information
arp Display ARP table and statistics
statistics Display ARP statistics
static Display Static ARP entries
summary Display ARP adjacency summary
detail Display detailed information
vrf Display per-VRF information
all Display all VRFs
interface Name of the Interface
ip-address Target IP address
vrf-name Name of the VRF
Examples

This example shows how to display ARP adjacency information for an IP address:

podl-leafl# show ip arp 10.20.1.2

Flags:

*
+
#
D

Adjacencies learnt on non-active FHRP router
Adjacencies synced via CFSoE

Adjacencies Throttled for Glean

Static Adjacencies attached to down interface

IP ARP Table for all contexts
Total number of entries:

=
o
N
o

[ N e R S S S

NDNONNODNDNDNDNDNDNDDN

Age

50

MAC Address Interface
0022.bdf8.19ff wvlanl5
0022.bdf8.19ff wvlanl?
0022.bdf8.19ff wvlanl9
0022.bdf8.19ff wvlan23
0022.bdf8.19ff wvlan26
0022.bdf8.19ff wvlan3l
0022.bdf8.19ff vlan36
0022 .bdf8.19ff wvlan39
0022.bdf8.19ff wvlan4d5
0022.bdf8.19ff wvlan48
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show ip arp

. [EXAMPLE TRUNCATED]

podl-leafl# show ip arp statistics

ARP packet statistics for all contexts

Sent:
Total 4112459, Requests 4112444, Replies
Gratuitous 14, Tunneled 0, Dropped 0
Send packet drops details:

MBUF operation failed

Context not yet created

Invalid context

Invalid ifindex

Invalid SRC IP

Invalid DEST IP

Destination is our own IP

Unattached IP

Adjacency Couldn't be added

Null Source IP

Null Source MAC

Client Enqueue Failed

Dest. not reachable for proxy arp

Invalid Local proxy arp

Invalid proxy arp

VIP is not active :
Received:

Total 38, Requests 1, Replies 37, Requests on L2 0,

Proxy arp 0, Local-Proxy arp 0, Tunneled
Received packet drops details:
Appeared on a wrong interface
Incorrect length
Invalid protocol packet
Invalid context
Context not yet created
Invalid layer 2 address length
Invalid layer 3 address length
Invalid source IP address
Source IP address is our own
No mem to create per intf structure
Source address mismatch with subnet
Directed broadcast source
Invalid destination IP address :
Non-local destination IP address :

1,

OO OO OO OO IODODOODOO OO

0,

OO OO OO OO0 OOOOoOo

Requests on L2 O,

Fastpath O,

Non-active FHRP dest IP address. Learn and drop

Invalid source MAC address
Source MAC address is our own
Received before arp initialization :

L2 packet on proxy-arp-enabled interfa

L2 packet on untrusted L2 port
Packet with VIP on standby FHRP :

OO ON OO oo

e

Grat arp received on proxy-arp-enabled interface

Requests came for exising entries :
Requests came on a L2 interface :
L2FM query failed for a L2 Address :
Dropping due to tunneling failures :

ARP adjacency statistics

Adds 1, Deletes 0, Timeouts 0

podl-leafl# show ip arp summary

IP ARP Table - Adjacency Summary
Resolved : 1
Incomplete : O

- Cisco ACI Switch Command Reference, NX-0S Release 11.x
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Replies on L2 0

Snooped 0,

Replies on L2 O,

Dropped 0
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show ip arp

Unknown H
Total 1
podl-leafl# show ip arp detail
Flags: * - Adjacencies learnt on non-active FHRP router
+ - Adjacencies synced via CFSoE
# - Adjacencies Throttled for Glean
D - Static Adjacencies attached to down interface
IP ARP Table for all contexts
Total number of entries: 2
Address Age MAC Address Interface Physical Interface
10.0.0.1 00:26:54 b838.617e.a44b vlanl3 ethl/1
10.0.0.1 - p838.617e.a44b vlanl3

Cisco ACI Switch Command Reference, NX-0S Release 11.x -



. show ip bgp neighbors vrf

S Commands

show ip bgp neighbors vrf

show ip bgp neighbors [ arg0 | vrf {all| vif-name}

Syntax Description show

Show running system information

ip

Display BGP information for IPv4 address family

bgp

Show BGP information

neighbors

Display all configured BGP neighbors

arg(

Type: ipaddr
Display one particular BGP neighbor

vrf

Show BGP sessions in a VRF

all

Show BGP sessions for all VRFs

vrf-name

Type: string
Name of the VRF
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show ip bgp nexthop-database vrf

show ip bgp nexthop-database vrf

show ip bgp nexthop-database vrf {all| vif-name}

Syntax Description

show Show running system information

ip Display BGP information for IPv4 address family
bgp Show BGP information

nexthop-database Display nexthop database

vrf Show BGP sessions in a VRF

all Show BGP sessions for all VRFs

vrf-name Name of the VRF

Examples

podl-leafl# show ip bgp nexthop-database vrf overlay-1

Next Hop table for VRF overlay-1, address family VPNv4 Unicast:
Next-hop trigger-delay (miliseconds)
Critical: 3000 Non-critical: 10000

Nexthop: 10.0.75.26, Refcount: 32, IGP cost: 3
IGP Route type: 0, IGP preference: 115
Attached nexthop: 10.0.75.30, Interface: Ethernetl/49.1
Attached nexthop: 10.0.75.29, Interface: Ethernetl/50.2
Nexthop 1is not-attached not-local reachable not-labeled
Nexthop last resolved: 11:37:07, using 10.0.75.26/32
Metric next advertise: -11:26:33
RNH epoch: 1
Leaf5# show ip bgp neighbors vrf overlay-1
VRF overlay-1
BGP neighbor is 10.0.75.29, remote AS 200, ibgp link, Peer index 1
BGP version 4, remote router ID 10.0.75.29
BGP state = Established, up for 11:37:52
Using Loopback0 as update source for this peer
Last read 0.000000, hold time = 180, keepalive interval is 60 seconds
Last written 0.000000 , keepalive timer expiry due 00:09:39
Received 724 messages, 0 notifications, 0 bytes in queue
Sent 728 messages, 0 notifications, 0 bytes in queue
Connections established 1, dropped 0
Last reset by us 11:48:22, due to No error
Last reset by peer 11:48:22, due to No error

Neighbor capabilities:

Dynamic capability:advertised (mp, refresh, gr)received (mp,refresh,gr)
Dynamic capability (old): advertised received

Route refresh capability (old): advertised received

4-Byte AS capability: advertised received

Address family VPNv4 Unicast: advertised received

Graceful Restart capability: advertised received

Graceful Restart Parameters:
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. show ip bgp nexthop-database vrf

Address families advertised to peer:
VPNv4 Unicast

Address families received from peer:
VPNv4 Unicast

Forwarding state preserved by peer for:

Restart time advertised to peer: 120 seconds
Stale time for routes advertised by peer: 300 seconds
Restart time advertised by peer: 120 seconds

Capabilities parameter not sent by neighbor
Exchanging IPv4 Unicast NLRI by default

Message statistics:

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 10 17
Keepalives: 706 704
Route Refresh: 11 2
Capability: 0 0
Total: 728 724
Total bytes: 13938 15409
Bytes in queue: 0 0

For address family: VPNv4 Unicast

BGP table version 158, neighbor version 158

16 accepted paths consume 1216 bytes of memory

0 sent paths

Community attribute sent to this neighbor

Extended community attribute sent to this neighbor

Nexthop always set to local peering address, 10.0.75.31
Third-party Nexthop will not be computed.

Maximum prefixes allowed 300000

Threshold for warning messages 75%

Outbound route-map configured is deny-pervasive, handle obtained
0 paths flushed from peer

Last End-of-RIB received 2014-06-07T06:15:22.325+00:00 after session start
Local host: 10.0.75.31, Local port: 58989

Foreign host: 10.0.75.29/32, Foreign port: 179

fd = 52

VRF overlay-1
BGP neighbor is 10.0.75.30, remote AS 200, ibgp link, Peer index 2
BGP version 4, remote router ID 10.0.75.30
BGP state = Established, up for 11:37:52
Using Loopback0 as update source for this peer
Last read 0.000000, hold time = 180, keepalive interval is 60 seconds
Last written 0.000000 , keepalive timer expiry due 00:09:39
Received 724 messages, 0 notifications, 0 bytes in queue
Sent 728 messages, 0 notifications, 0 bytes in queue
Connections established 1, dropped 0
Last reset by us 11:48:22, due to No error
Last reset by peer 11:48:22, due to No error

Neighbor capabilities:

Dynamic capability:advertised (mp, refresh, gr)received (mp,refresh,gr)
Dynamic capability (old): advertised received

Route refresh capability (old): advertised received

4-Byte AS capability: advertised received

Address family VPNv4 Unicast: advertised received

Graceful Restart capability: advertised received

Graceful Restart Parameters:

Address families advertised to peer:
VPNv4 Unicast

Address families received from peer:
VPNv4 Unicast

Forwarding state preserved by peer for:

Restart time advertised to peer: 120 seconds
Stale time for routes advertised by peer: 300 seconds

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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Restart time advertised by peer:

Capabilities parameter not sent by neighbor
Exchanging IPv4 Unicast NLRI by default

Message statistics:

Sent
Opens: 1
Notifications: 0
Updates: 10
Keepalives: 706
Route Refresh: 11
Capability: 0
Total: 728
Total bytes: 13938
Bytes in queue: 0

For address family: VPNv4 Unicast

BGP table version 158, neighbor version 158
16 accepted paths consume 1216 bytes of memory

0 sent paths

Community attribute sent to this neighbor

120 seconds

Rcvd

17
704

724
15409

Extended community attribute sent to this neighbor

Nexthop always set to local peering address,
Third-party Nexthop will not be computed.

Maximum prefixes allowed 300000

Threshold for warning messages 75%
Outbound route-map configured is deny-pervasive,

0 paths flushed from peer

10.0.75.31

show ip bgp nexthop-database vrf .

handle obtained

Last End-of-RIB received 2014-06-07T06:15:22.318+00:00 after session start

Local host: 10.0.75.31, Local port:
Foreign host: 10.0.75.30/32, Foreign port:

fd = 51

Cisco ACI Switch Command Reference, NX-0S Release 11.x -



show ip dhep client

show ip dhcp client

show ip dhcp client [statistics]

S Commands

Syntax Description

show Show running system information
ip Display IP information

dhcp Show items in DHCP

client DHCP client

statistics Statistics related to DHCP
Examples

Leaf5# show ip dhcp client

DHCP client service is enabled
DHCP client interface loopback0 has the following properties:

Client ID :
Hostname :
Mode

Requested Address
Vendor ID

Pseudo Interfaces

UByte TLVs:

UIntl6 TLVs:

UInt32 TLVs:

Text TLVs:

Obtained Client Address

Obtained client response has the following

Client Hardware Address
Bootup Scipt File Name
Host Name

Interface ID

Lease Time

Message Type

Server ID

Server IP Address
Subnet Mask

Your IP Address

UByte TLVs: code: 1 ,
UIntl6é TLVs: code: 3
UInt32 TLVs: code: 4

Text TLVs:

SAL1748GYVM
Leafb
normal
10.0.75.31
cisco
vlanl3
code: 1 , value: 2; code: 6 , value:
code: 3 , value: 1;
code: 4 , value: 135;
code: 7 , value: N9K-C9396PX;
10.0.75.31
properties:
7C:69:F6:10:1C:B3
fwrepo/boot/node-135
Leaf5
vlanl3
65535
ack
10.0.0.1
10.0.0.1
255.255.255.255
: 10.0.75.31
value: 2; code: 5 , value: 1; code:
value: 1;
value: 135;

Leaf5# show ip dhcp client statistics

DHCP client service statistics:
DHCP client statistics for client interface loopbackO:

Message Type Rx
Discover 0
Offer 1
Request (*) 0

Tx Drops
3 0
0 0
1 0
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show ip dhep client .

Ack 1 0 0
Release (*) 0 0 0
Decline 0 0 0
Nack 0 0 0
Inform 0 0 0

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show ip dhcp global statistics

show ip dhcp global statistics

show ip dhcp global statistics

S Commands

Syntax Description show

Show running system information

ip

Display IP information

dhcp

Show items in DHCP

global

DHCP global stats

statistics

Statistics related to DHCP

Examples

Leaf5# show ip dhcp global statistics

Packets
Packets
Packets
Packets

Total packets dropped 0

Packets
Packets
Packets
Packets
Packets
Packets
Packets
Packets
Packets
Packets

processed 708
received through cfsoe 0
forwarded 0
forwarded on cfsoe 0O

dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped

from untrusted ports 0

due to MAC address check failure 0
due to Option 82 insertion failure 0
due to o/p intf unknown 0

which were unknown 0

due
due
due
due
due

to
to
to
to
to

dhcp relay not enabled 0

no binding entry 0

interface error/no interface 0
max hops exceeded 0

no trusted ports 0
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show ip dhcp relay

show ip dhcp relay

show ip dhcp relay [statistics [interface intfname]| address [detail| interface intfname [detail]]| discover

[interface intfname]| detail]

Syntax Description

show Show running system information
ip Display IP information

dhcp Show items in DHCP

relay DHCP Relay

address DHCP relay address

discover DHCP relay node discovery
statistics Statistics related to DHCP

detail DHCP relay detailed information
interface DHCEP relay address of the interface
intfname Interface slot/chassis number
Examples

podl-leafl# show ip dhcp relay

DHCP relay service is enabled

Insertion of option 82 is enabled
Insertion of VPN suboptions is enabled
Insertion of cisco suboptions is disabled
Global smart-relay is disabled

Smart-relay is enabled on the following interfaces:

Helper addresses are configured on the following interfaces:

Interface Relay Address VRF Name
loopback0 10.0.0.1 overlay-1
loopback0 10.0.0.2 overlay-1
loopback0 10.0.0.3 overlay-1
V1an854 20.20.20.50 dhcp:dhcpCtx
Vlan854 20.20.20.51 dhcp:dhcpCtx

podl-leafl# show ip dhcp relay statistics
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. show ip dhep relay

Discover 6
Offer 4
Request (*) 2
Ack 2
Release (*) 0
Decline 0
Nack 0
Inform 0

DHCP L3 FWD:

Total Packets Received
Total Packets Forwarded
Total Packets Dropped

Non DHCP:

Total Packets Received
Total Packets Forwarded
Total Packets Dropped

DROP:

DHCP Relay not enabled
Invalid DHCP message type
Interface error

Tx failure towards server
Tx failure towards client
Unknown output interface
Unknown vrf or interface for server
Max hops exceeded

Option 82 validation failed
Packet Malformed

* - These counters will show correct value when switch
recieves DHCP request packet with destination ip as broadcast
address. If request is unicast it will be HW switched

Leaf5# show ip dhcp relay discover

DHCP appliance node discovery is configured on the following interfaces:

(e NeNe]

OO O OOOOO oo

S Commands

Relay interface loopback0 has the following appliance node option definitions:
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show ip igmp snooping

show ip igmp snooping [vlan vian]

show ip igmp snooping

Syntax Description show

Show running system information

ip Show IP information

igmp Show IGMP information

snooping IGMP Snooping information

vlan Display Vlan IGMP snooping membership information
vilan Type: integer

Specify vlan-id

Examples

This example shows how to display IGMP snooping information for all VLANSs:

podl-leafl# show ip igmp snooping

Global IGMP Snooping Information:
IGMP Snooping enabled
Optimised Multicast Flood (OMF) enabled
IGMPv1/v2 Report Suppression enabled
IGMPv3 Report Suppression disabled
Link Local Groups Suppression enabled

IGMP Snooping information for vlan 24
IGMP snooping enabled
Lookup mode: IP
Optimised Multicast Flood (OMF) enabled
IGMP querier present, address: 24.0.0.1,
Querier interval: 125 secs

Querier last member query interval: 1 secs

Querier robustness: 2

Switch-querier enabled, address 24.0.0.1/16,

IGMPv3 Explicit tracking enabled
IGMPv2 Fast leave disabled

IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled

Link Local Groups suppression enabled
Router port detection using PIM Hellos,
Number of router-ports: 0

Number of groups: 1500

VLAN vPC function enabled

Active ports:

IGMP Snooping information for wvlan 35
IGMP snooping enabled
Lookup mode: IP
Optimised Multicast Flood (OMF) enabled
IGMP querier present, address: 26.0.0.1,
Querier interval: 125 secs

Querier last member query interval: 1 secs

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show ip igmp snooping

Querier robustness: 2

Switch-querier enabled, address 26.0.0.1/16, currently running

IGMPv3 Explicit tracking enabled

IGMPv2 Fast leave disabled

IGMPv1/v2 Report suppression enabled

IGMPv3 Report suppression enabled

Link Local Groups suppression enabled

Router port detection using PIM Hellos, IGMP Queries
Number of router-ports: 0

Number of groups: 0

VLAN vPC function enabled

Active ports:

- Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show ip igmp snooping explicit-tracking

show ip igmp snooping explicit-tracking [vlan vian-id] [encap]

show ip igmp snooping explicit-tracking

Syntax Description

show Show running system information
ip Show IP information

igmp Show IGMP information
snooping IGMP Snooping information

explicit-tracking

Display explicit-tracking database for IGMPv3

vlan Display VLAN explicit-tracking database

encap Display encapsulated VLAN explicit-tracking database
vian-id VLAN number

Examples

podl-leafl# show ip igmp snooping explicit-tracking

IGMPv3 Snooping Explicit-tracking information

Vlan Source/Group

Intf Reporter Uptime
24 * /232.255.120.1

Ethl/24 24.0.0.69 00:52:
24 * /232.255.120.1

Ethl/25 24.0.0.70 00:52
24 * /232.255.120.1

[EXAMPLE TRUNCATED]

24 * /232.255.132.238

Ethl/25 24.0.0.70 00:51
24 * /232.255.132.238

Ethl/26 24.0.0.71 00:52:
24 * /232.255.132.238

Ethl/23 24.0.0.68 00:52:

08

:35

:55

15

01

Last-Join

00:00:42

00:

00:

00:

00:

00

00

00

02:

:45

148

124

17

00

00:

00:

00:

00:

Expires

:03:37

03:34

03:31

03:55

02:02
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. show ip igmp snooping groups

S Commands

show ip igmp snooping groups

show ip igmp snooping groups

[[ group 1[ source ] [vlan vian-id]] [detail| summary] [encap]

Syntax Description show

Show running system information

ip Show IP information

igmp Show IGMP information

snooping Show IGMP Snooping information

groups Display snooping information for group address

group Multicast IP address of single group to display

source Source IP address

detail Display detailed information for the group

summary Display snooping group summary

vlan Display VLAN IGMP snooping membership information
encap Display encapsulated VLAN IGMP snooping membership information
vian-id VLAN number

Examples

podl-leafl# show ip igmp snooping groups vlan 24

Type: S - Static, D - Dynamic, R - Router port, F - Fabricpath core port

Vlan Group Address Ver Type Port list

24 232.255.120.1 v3 D Ethl/23 Ethl/24 Ethl/25
Ethl/26

24 232.255.120.2 v3 D Ethl/23 Ethl/24 Ethl/25
Ethl/26

24 232.255.120.3 v3 D Ethl/23 Ethl/24 Ethl/25
Ethl/26

[EXAMPLE TRUNCATED]

podl-leafl# show ip igmp snooping groups detail

IGMP Snooping group membership for vlan 24

Group addr: 232.255.120.1
Group ver: v3 [old-host
Last reporter: 24.0.0.6
IGMPv3 memb ports:

-timer: not running]
8

- Cisco ACI Switch Command Reference, NX-0S Release 11.x



S Commands
show ip igmp snooping groups .

Ethernetl/23 [expires never]
Ethernetl/24 [expires never]
Ethernetl/25 [expires never]
Ethernetl/26 [expires never]

vPC grp peer-link flag: exclude

M2RIB vPC grp peer-link flag: include
IGMPv3 report suppress flag: not set
Num of sources joined: 0

Group addr: 232.255.120.2
Group ver: v3 [old-host-timer: not running]
Last reporter: 24.0.0.68
IGMPv3 memb ports:
Ethernetl/23 [expires never]
Ethernetl/24 [expires never]
Ethernetl/25 [expires never]
Ethernetl/26 [expires never]

vPC grp peer-link flag: exclude

M2RIB vPC grp peer-link flag: include
IGMPv3 report suppress flag: not set
Num of sources joined: 0

[EXAMPLE TRUNCATED]

podl-leafl# show ip igmp snooping groups encap

Type: S - Static, D - Dynamic, R - Router port, F - Fabricpath core port

Vlan Group Address Ver Type Encap Port list
24 232.255.120.1 v3 D
v3_star g 33 Ethl/25
32 Ethl/24
31 Ethl/26
34 Ethl/23
24 232.255.120.2 v3 D
v3 star g 33 Ethl/25
32 Ethl/24
31 Ethl/26
34 Ethl/23

[EXAMPLE TRUNCATED]

podl-leafl# show ip igmp snooping groups summary
Legend: E - Enabled, D - Disabled

Vlan Snoop OMF (*,G)-Count (S,G)-Count

)
24 E E 1500 0
35 E E 0 0
Total number of (*,G) entries: 1500
Total number of (S,G) entries: 0
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. show ip igmp snooping lookup-mode

S Commands

show ip igmp snooping lookup-mode

show ip igmp snooping lookup-mode [vlan vian-id|

Syntax Description show

Show running system information

ip

Show IP information

igmp

Show IGMP information

snooping

IGMP Snooping information

lookup-mode

IGMP Snooping lookup mode information

vlan

Display VLAN information

vian-id

VLAN identifier

Examples

podl-leafl# show ip igmp snooping lookup-mode

Global lookup-mode:
configured : IP
operational: IP

VLAN lookup-mode
24 IP
35 IP
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| S Commands
show ip igmp snooping mrouter .

show ip igmp snooping mrouter

show ip igmp snooping mrouter [vlan vian-id] [detail] [encap]

Syntax Description show Show running system information
ip Show IP information
igmp Show IGMP information
snooping IGMP Snooping information
mrouter Display multicast routers detected
detail Display detailed mrouter information
vlan Display VLAN multicast router information
vian-id VLAN number
Examples

podl-leafl# show ip igmp snooping mrouter

Type: S - Static, D - Dynamic, V - vPC Peer Link

I - Internal, F - Fabricpath core port

U - User Configured
Vlan Router-port Type Uptime Expires
37 Pol D 00:55:36 00:04:48

podl-leafl# show ip igmp snooping mrouter encap

Type: S - Static, D - Dynamic, V - vPC Peer Link

I - Internal, F - Fabricpath core port

U - User Configured
Vlan Encap Router-port Type Uptime Expires
37 38 Pol D 00:58:09 00:04:36
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. show ip igmp snooping querier

show ip igmp snooping querier

show ip igmp snooping querier [vlan vian-id] [detail]

S Commands

Syntax Description

show Show running system information

ip Show IP information

igmp Show IGMP information

snooping IGMP Snooping information

querier Display snooping querier information

detail Display detailed information

vlan Display VLAN IGMP snooping querier information
vian-id VLAN identifier

Examples

podl-leafl# show ip igmp snooping querier

Vlan IP Address Version Expires Port
24 24.0.0.1 v3 00:01:17 Switch querier
35 26.0.0.1 v3 00:01:17 Switch querier

podl-leafl# show ip igmp snooping querier detail vlan 24

Vlan IP Address Version Expires Port

24 24.0.0.1 v3 00:01:16 Switch querier
IGMP snooping querier configuration for VLAN 24

IGMP snooping last member query count: 0, configured value: 0
IGMP snooping version: 3, configured value: 3

IGMP snooping robustness variable: 2, configured value: 2
IGMP snooping startup query count: 2, configured value: 2

IGMP snooping startup query interval: 125 secs, configured value:
IGMP snooping last member query interval: 1 secs, configured value:
IGMP snooping query interval: 125 secs, configured value: 125 secs
IGMP snooping query max response time: 10 secs, configured value:

IGMP snooping configured querier timeout: 255 secs, default
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show ip igmp snooping statistics .

show ip igmp snooping statistics

show ip igmp snooping statistics [global| vlan vian-id]

Syntax Description show Show running system information
ip Show IP information
igmp Show IGMP information
snooping IGMP Snooping information
statistics Display packet/error counter statistics
global Display global statistics
vlan Display VLAN statistics
vian-id VLAN identifier
Examples

podl-leafl# show ip igmp snooping statistics vlan 27

Global IGMP snooping statistics: (only non-zero values displayed)
vPC ZMQ message response sent: 6
vPC ZMQ message response rcvd: 6
VLAN 27 IGMP snooping statistics, last reset: (only non-zero values displayed)
Packets received: 42
IGMPv3 queries received: 42
vPC Peer Link ZMQ packet statistics:
IGMP packets (sent/recv/fail): 2/21/0
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. show ip interface

show ip interface

S Commands

show ip interface [brief [include-secondary]| interface| ip-addr] [operational] [vrf {all| vrf-name}]

Syntax Description

- Cisco ACI Switch Command Reference, NX-0S Release 11.x

show Show running system information

ip Display IP information

interface Display IP related interface information
brief Show brief info of interface

include-secondary

Display summary of all IP addresses

operational Display only interfaces that are administratively enabled
vrf Display per-VRF information

all Display all VRFs

interface Name of the Interface

ip-addr IP address

vrf-name Name of the VRF

local-addr Interface for local IP address

Examples

podl-leafl# show ip interface brief

IP Interface Status for VRF "overlay-1"(4)

Interface
ethl/49
ethl/49.1

ethl/50
ethl/50.2

ethl/51
ethl/51.3

ethl/52
ethl/52.4

ethl/53
ethl/53.5

ethl/54
ethl/54.6

ethl/55

Address
unassigned
unnumbered
(100)
unassigned
unnumbered
(100)
unassigned
unnumbered
(100)
unassigned
unnumbered
(100)
unassigned
unnumbered
(100)
unassigned
unnumbered
(100)
unassigned

Interface Status
protocol-up/link-up/admin-up
protocol-up/link-up/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-down/link-down/admin-up



S Commands

ethl/55.7

ethl/56
ethl/56.8

ethl/57
ethl/57.9

ethl/58
ethl/58.10

ethl/59
ethl/59.11

ethl/60
ethl/60.12

vlan23
100
lol
101023

IP Interface
Interface

IP Interface
Interface
vlanl5
vlan24
vlan27
vlan37

IP Interface
Interface
IP Interface
Interface
IP Interface
Interface
IP Interface
Interface
IP Interface
Interface

Status

Status

Status

Status

Status

Status

Status

unnumbered
(1o0)
unassigned
unnumbered
(1o0)
unassigned
unnumbered
(1o0)
unassigned
unnumbered
(1o0)
unassigned
unnumbered
(1o0)
unassigned
unnumbered
(1o0)
10.0.0.30/27

10.0.47.251/32
10.0.20.69/32

10.0.0.32/32

protocol-down/link-down/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-up/link-up/admin-up
protocol-up/link-up/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-down/link-down/admin-up
protocol-down/link-down/admin-up

protocol-up/link-up/admin-up
protocol-up/link-up/admin-up
protocol-up/link-up/admin-up
protocol-up/link-up/admin-up

for VRF "black-hole" (3)

Address

Interface Status

for VRF "DuIPTV:ctx0" (5)

Address

28.0.0.254/24
20.0.0.254/24
22.0.0.254/24
27.0.0.254/24

Interface Status

protocol-up/link-up/admin-up
protocol-up/link-up/admin-up
protocol-up/link-up/admin-up
protocol-up/link-up/admin-up

for VRF "AsTenant3:ctx2" (9)

Address

Interface Status

for VRF "AsTenant4:ctx2" (6)

Address

Interface Status

for VRF "AsTenant4:ctxtnd ctx0" (7)

Address

Interface Status

for VRF "DuCorpIT:ctxl"(8)

Address

Interface Status

for VRF "management" (2)

Address

Interface Status

show ip interface
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. show ip ospf interface

show ip ospf interface

show ip ospf interface [inferface-id| [brief] [vrf {all| vrf-name}]]

S Commands

Syntax Description show Show running system information

ip Ipv4

ospf Display OSPF status and configuration
interface OSPF enabled interface

interface-id Interface identifier

brief Display summary of OSPF interfaces
vrf Display per-VRF information

all Display information for all VRFs
vrf-name VRF name (Max Size 32)

Examples

podl-leafl# show ip ospf interface brief vrf Conformance:Cl

OSPF Process ID default VRF Conformance:Cl
Total number of interface: 4

Interface ID Area Cost State Neighbors Status
Ethl/4 0 0.0.0.108 1 P2P 0 up
Lol02 0 0.0.0.108 1 LOOPBACK 0 up
Ethl/2 0 0.0.0.108 1 P2P 0 up
Ethl/10 0 0.0.0.108 10 P2P 0 up

podl-leafl# show ip ospf interface vrf Conformance:Cl

Ethernetl/4 is up, line protocol is up

IP address 95.95.95.254/24, Process ID default VRF Conformance:Cl1,

Enabled by interface configuration
State P2P, Network type P2P, cost 1
Index 0, Transmit delay 1 sec
0 Neighbors, flooding to 0, adjacent with 0
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5
Hello timer due in 00:00:00
Simple authentication
Number of opaque link LSAs: 0, checksum sum O
loopbackl02 is up, line protocol is up

IP address 101.101.101.101/32, Process ID default VRF Conformance:Cl,

Enabled by interface configuration
State LOOPBACK, Network type LOOPBACK, cost 1

Ethernetl/2 is up, line protocol is up

IP address 94.94.94.254/24, Process ID default VRF Conformance:Cl1,

Enabled by interface configuration
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S Commands

show ip ospf interface .

State P2P, Network type P2P, cost 1
Index 0, Transmit delay 1 sec

0 Neighbors, flooding to O,
Timer intervals: Hello 10,
Hello timer due in 00:00:
Simple authentication
Number of opaque link LSAs:

adjacent with 0
Dead 40, Wait 40, Retransmit 5
00

0, checksum sum 0

Ethernetl/10 is up, line protocol is up

IP address 96.96.96.254/24,

Process ID default VRF Conformance:Cl, area 0.0.0.108

Enabled by interface configuration
State P2P, Network type P2P, cost 10
Index 0, Transmit delay 1 sec

0 Neighbors, flooding to O,
Timer intervals: Hello 10,
Hello timer due in 00:00:
Simple authentication
Number of opaque link LSAs:

adjacent with 0
Dead 40, Wait 40, Retransmit 5
00

0, checksum sum 0
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show ip ospf neighbors

show ip ospf neighbors

show ip ospf neighbors [interface-id [ip-address |detail]| detail| summary]]| [ip-address [detail]| detail

summary] [vrf {all| vrf-name}]

S Commands

Syntax Description

show Show running system information

ip Ipv4

ospf Display OSPF status and configuration
neighbors Neighbor list

ip-address Router IP address of neighbor

detail Show detailed neighbor display

interface-id

Interface identifier

summary Summary of neighbors

vrf Display per-VRF information

all Display information for all VRFs
vrf-name VRF name (Max Size 32)
Examples

podl-leafl# show

default VRF t5:ctx56
neighbors: 1
Pri State

0 FULL/DROTHER

OSPF Process ID
Total number of
Neighbor ID
44 .44 .44 .44

Up Time
1d01h

ip ospf neighbors vrf t5:ctx56

Interface
Eth1/17.489

Address
20.1.54.3

podl-leafl# show ip ospf neighbors detail

Neighbor 44.44.44.44,
Process ID default VRF
State is FULL, 6 state
Neighbor priority is 0
DR is 20.1.54.2 BDR is
Hello options 0x8, dbd

tl4:ctx191,
changes,

0.0.0.0

options 0x40

interface address 20.1.54.3

in area 0.0.0.57 via interface Ethernetl/17.466

last change 1d0lh

Last non-hello packet received 00:04:53

Dead timer due in 00:00:40

Neighbor 44.44.44.44,
Process ID default VRF t18:ctx192,
State is FULL, 6 state changes,
Neighbor priority is 0
DR is 20.1.54.2 BDR is 0.0.0.0
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interface address 20.1.54.3

in area 0.0.0.57 via interface Ethernetl/17.506

last change 1d0lh



S Commands
show ip ospf neighbors .

Hello options 0x8, dbd options 0x40
Last non-hello packet received 00:04:49
Dead timer due in 00:00:41

[EXAMPLE TRUNCATED]
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. show ip ospf route

show ip ospf route

show ip ospf route [summary| ippfx [longer-prefixes] [summary]| ip] [vrf {all| vrf-name}]

S Commands

Syntax Description

show Show running system information

ip Ipv4

ospf Display OSPF status and configuration

route Internal OSPF routes

ip IP address (show single OSPF route)

ippfx IP prefix (show single exact match OSPF route)
summary Show route counts

longer-prefixes Show exact match and more specific routes

vrf Display per-VRF information

all Display information for all VRFs
vrf-name VRF name (Max Size 32)
Examples

podl-leafl# show ip ospf route vrf Conformance:Cl

OSPF Process ID default VRF Conformance:Cl,
(D) denotes route is directly attached

94.94.94.0/24 (intra) (D) area 0.0.0.108

via 94.94.94.0/Ethl/2* , cost 1 distance 110
95.95.95.0/24 (intra) (D) area 0.0.0.108

via 95.95.95.0/Ethl/4* , cost 1 distance 110
96.96.96.0/24 (intra) (D) area 0.0.0.108

via 96.96.96.0/Ethl/10* , cost 10 distance 110
101.101.101.101/32 (intra) (D) area 0.0.0.108

via 101.101.101.101/10102* , cost 1 distance 110

Routing Table
(R) denotes route is in RIB

podl-leafl# show ip ospf route summary vrf Conformance:Cl

OSPF Process ID default VRF Conformance:Cl, Routing Table
(D) denotes route is directly attached (R) denotes route is in RIB
Total number of routes: 4
Total number of paths: 4
Total number of (routes, paths) per path type:
nopath : 0, 0)
intra HEN( 4, 4)
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show ip ospf route .

discard-internal:
inter :
discard-external:
type-1 :
nssa type-1
type-2

0
0
0
0
0
0
nssa type-2 0

OO OO Oo oo

Number of (routes,paths) per mask-length:
/24: ( 3, 3) /32: | 1, 1)
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. show ip ospf traffic

show ip ospf traffic

show ip ospf traffic {interface-id| vrf {all| vrf-name}}

S Commands

Syntax Description

show Show running system information

ip Ipv4

ospf Display OSPF status and configuration
traffic Packet counters

interface-id Interface identifier

vrf Display per-VRF information

all Display information for all VRFs
vrf-name VRF name (Max Size 32)

Examples

podl-leafl# show ip ospf traffic vrf Conformance:Cl

OSPF Process ID default VRF Conformance:Cl, Packet Counters
Total: 22 in, 5319 out

LSU transmissions: first 0, rxmit 0, for reqg 0 nbr xmit 0
Flooding packets output throttled (IP/tokens): 00 (0/0)
Ignored LSAs: 0, LSAs dropped during SPF: 0O

LSAs dropped during graceful restart: 0

Errors: drops in 0, drops out 0, errors in
errors out 0, hellos in 22, dbds in
lsreq in 0, lsu in 0, lsacks in
unknown in 0, unknown out 0, no ospf
bad version 0, bad crc 0, dup rid
dup src 0, invalid src 0, invalid dst
no nbr 0, passive 0, wrong area
pkt length 0, nbr changed rid/ip addr
bad auth 0, no vrf 0
hellos dbds lsregs lsus acks
In: 22 0 0 0 0
Out: 5319 0 0 0 0
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| S Commands
show ip ospf vrf .

show ip ospf vrf

show ip ospf vrf {all| vif-name}

Syntax Description show Show running system information
ip Ipv4
ospf Display OSPF status and configuration
vrf Display per-VRF information
all Display information for all VRFs
vrf-name VRF name (Max Size 32)
Examples

podl-leafl# show ip ospf vrf tl4:ctx191

Routing Process default with ID 20.1.55.2 VRF tl4:ctx191
Stateful High Availability enabled
Graceful-restart is configured
Grace period: 60 state: Inactive
Last graceful restart exit status: None
Supports only single TOS (TOSO) routes
Supports opaque LSA
This router is an autonomous system boundary.
Redistributing External Routes from

Administrative distance 100
Reference Bandwidth is 40000 Mbps
SPF throttling delay time of 200.000 msecs,
SPF throttling hold time of 1000.000 msecs,
SPF throttling maximum wait time of 5000.000 msecs
LSA throttling start time of 0.000 msecs,
LSA throttling hold interval of 5000.000 msecs,
LSA throttling maximum wait time of 5000.000 msecs
Minimum LSA arrival 1000.000 msec
LSA group pacing timer 10 secs
Maximum paths to destination 3
Number of external LSAs 0, checksum sum 0x0
Number of opaque AS LSAs 0, checksum sum 0x0
Number of areas is 1, 0 normal, 0O stub, 1 nssa
Number of active areas is 1, 0 normal, 0 stub, 1 nssa
Area (0.0.0.57)
Area has existed for 1d03h
Interfaces in this area: 2 Active interfaces: 2
Passive interfaces: 1 Loopback interfaces: 1
This area is a NSSA area
Perform type-7/type-5 LSA translation
Summarization is disabled
No authentication available
SPF calculation has run 16 times
Last SPF ran for 0.001554s
Area ranges are
Number of LSAs: 5, checksum sum 0x0
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S Commands |
. show ip prefix-list

show ip prefix-list

show ip prefix-list [ strarg |

Syntax Description show Show running system information
ip Display IP information
prefix-list List IP prefix lists
strarg Type: string

Name of prefix list (Max Size 100)
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show ip process

show ip process .

show ip process [vrf {all| vif-name}]

Syntax Description

show Show running system information
ip Display IP information
process Display IP global information
vrf Display per-VRF information
all Display all VRFs
vrf-name Name of the VRF
Examples

podl-leafl# show ip process

VRF overlay-1
VRF id is 4

Base table id is 2
Todlist: 101 109 102 110 103 111 104 112 105 113 106 114 107 115 108 116 117 4 146 129

Local address list:

VRF black-hole
VRF id is 3

Base table id

Iodlist:

Local address

VREF DUl:ctxl
VRF id is 5

Base table id

Iodlist:

Local address

VRF management
VRF id is 2

Base table id

Iodlist:

Local address

is 1

list:

is 3

list:

is 4

list:

VRF Nikola:Nikola

VRF id is 6

Base table id is 5

Iodlist:

Local address list:

VRF Nikola:spanCtx

VRF id is 7

Base table id is 6

Iodlist:

Local address list:

VRF testPing:testPing

10.0.0.30 10.0.75.24 10.0.106.3
10.0.0.32
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S Commands |
. show ip process

VRF id is 8
Base table id is 7
Iodlist:

Local address list:
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show ip route vrf

show ip route vrf .

show ip route [ip-addr| ip-prefix [longer-prefixes| shorter-prefixes]|[next-hop /| interface interface-id|
updated [since stime][until utime]]+ [summary| detail] vrf {vrf-name| all}

Syntax Description

show Show running system information

ip Display IP information

route Display routing information

ip-addr Display single route longest match lookup
ip-prefix Display single exact match route

longer-prefixes

Display matching routes with mask-lengths >= prefix

shorter-prefixes

Display matching routes with mask-lengths <= prefix

next-hop Display routes with this next-hop only
nh Next hop address
interface Display routes with this output interface only

interface-id

Interface Name

updated Display routes filtered by last updated time
since Display those routes updated since this time
stime Type: string
Since this date/time [[CC]YY-][MM-DD-]JHH:MM]:SS]
until Display those routes updated until this time
utime Type: string
Until this date/time [[CC]YY-][MM-DD-]JHH:MM[:SS]
summary Display route counts
detail Display routes in full detail
vrf Display per-VRF information
vrf-name VRF name
all Display information for all VRFs
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. show ip route vrf

Examples

podl-leafl# show ip route vrf overlay-1

IP Route Table for VRF "overlay-1"
'*' denotes best ucast next-hop
'**! denotes best mcast next-hop
'[x/y]"' denotes [preference/metric]
'%<string>'

10.0.0.0/27, ubest/mbest:
*via 10.0.0.30, vlan9,
10.0.0.1/32, ubest/mbest:
*via 10.0.75.29,
*via 10.0.75.30,
*via 10.0.75.29, ethl1/98.2,
10.0.0.3/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl/101.5,
*via 10.0.75.29, ethl1/98.2,
*via 10.0.75.29, ethl1/99.3,
10.0.0.30/32, ubest/mbest: 1/0,
*via 10.0.0.30, vlan9, [1/07,
10.0.0.32/32, ubest/mbest: 2/0,
*via 10.0.0.32, 101023, [1/0],
*via 10.0.0.32, 101023, [1/01,
10.0.0.64/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl/101.5,
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
10.0.0.65/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
10.0.36.65/32, ubest/mbest: 2/0
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
10.0.36.66/32, ubest/mbest: 2/0
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
10.0.36.69/32, ubest/mbest: 1/0
*via 10.0.75.30, ethl1/101.5,
10.0.36.70/32, ubest/mbest: 1/0
*via 10.0.75.30, ethl1/101.5,
10.0.75.24/32, ubest/mbest: 2/0,
*via 10.0.75.24, 1lo0, [1/0],
*via 10.0.75.24, 100, [1/0],
10.0.75.25/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl/101.5,
*via 10.0.75.29, ethl/98.2,
*via 10.0.75.29, ethl1/99.3,
10.0.75.26/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl/98.2,
*via 10.0.75.29, ethl1/99.3,
10.0.75.27/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl/98.2,
*via 10.0.75.29, ethl1/99.3,
10.0.75.28/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl/101.5,
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
10.0.75.29/32, ubest/mbest: 2/0
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
10.0.75.30/32, ubest/mbest: 1/0
*via 10.0.75.30, ethl1/101.5,
10.0.75.31/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl/101.5,

1/0,
[1/01,
3/0
ethl1/99.3,
eth1/101.5,
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[115/12]
[115/1271,
[115/12],

[115/21,
[115/271,
[115/2],

[115/271,
[115/21,
[115/21,

[115/21,
[115/21,

[115/21,
[115/21,

[115/2]

[115/21,
attached, direct
12:10:55,
12:10:55,

[115/371,
[115/37,
[115/3],

[115/371,
[115/31,
[115/371,

[115/3]
[115/371,
[115/371,

[115/371,
[115/37,
[115/3],

[115/21,
[115/21,

[115/2],

[115/3],

12:15:43,

12:10:48,
12:10:48,
12:10:41,

[115/12],
[115/12],
[115/12]
attached
12:15:43,
attached, direct
12:10:42,
12:10:42,

12:10:48,

in via output denotes VRF <string>

attached, direct

direct

00:30:07,
00:30:07,
00:30:07,

local

local
direct

12:10:46,
12:10:41,

12:10:48,
146,
:10:

12:

12

12:
12:

12:
12:

12:10:22,

12:10:22,

11:49:55,

10

10

10

41,

:46,
10:

41,

:46,
10:

41,

local

direct

11:49:55,
11:49:55,

12:10:48,

12:10:32,
12:10:32,

00:17:19,

00:17:19,
00:17:19,

12:10:48,
:10:
:10:

12
12

12
12

12:10:48,

12:10:48,

:10:
:10:

48,
41,

49,
41,

isis-isis _infra, Ll
isis-isis_infra, L1
isis-isis_infra, L1

isis-isis_infra, L1
isis-isis_infra, L1
isis-isis _infra, L1

isis-isis_infra, L1
isis-isis_infra, L1
isis-isis _infra, Ll

isis-isis_infra, L1
isis-isis _infra, L1
isis-isis_infra, L1

isis-isis _infra, Ll
isis-isis_infra, L1

isis-isis _infra, Ll
isis-isis_infra, L1

isis-isis _infra, L1

isis-isis infra, L1

isis-isis_infra, L1
isis-isis_infra, L1
isis-isis _infra, L1

isis-isis_infra, L1
isis-isis _infra, L1
isis-isis_infra, L1
isis-isis _infra, L1
isis-isis_infra, L1
isis-isis_infra, L1
isis-isis_infra, L1
isis-isis_infra, L1

isis-isis _infra, Ll

isis-isis infra, L1
isis-isis _infra, L1

isis-isis infra, L1

isis-isis_infra, L1
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S Commands

*via 10.0.75.29, ethl1/99.3, [115/3], 12:10:48, isis-isis infra, L1
*via 10.0.75.29, ethl1/98.2, [115/3], 12:10:41, isis-isis_infra, L1

10.0.106.0/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5, [115/3], 12:07:03, isis-isis_infra,

Ll

*via 10.0.75.29, ethl1/98.2, [115/3], 12:07:03, isis-isis_infra, L1
*via 10.0.75.29, eth1/99.3, [115/3], 12:07:03, isis-isis infra, L1

10.0.106.1/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl/101.5, [115/3], 12:07:05, isis-isis_infra,

Ll

*via 10.0.75.29, ethl/98.2, [115/3], 12:07:05, isis-isis infra, L1l
*via 10.0.75.29, ethl1/99.3, [115/3], 12:07:05, isis-isis infra, L1

10.0.106.3/32, ubest/mbest: 2/0, attached, direct
*via 10.0.106.3, lol, [1/0], 12:07:05, local
*via 10.0.106.3, lol, [1/0], 12:07:05, direct

podl-leafl# show ip route next-hop 10.0.75.30 vrf overlay-1

IP Route Table for VRF "overlay-1"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

10.0.0.1/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl1/101.5, [115/12], 12:13:15, isis-isis_infra,

10.0.0.3/32, ubest/mbest: 3/0

Ll

*via 10.0.75.30, ethl1/101.5, [115/12], 00:32:34, isis-isis infra, L1

10.0.0.64/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl/101.5, [115/2], 12:13:15, isis-isis infra,
10.0.0.65/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl1l/101.5, [115/2], 12:13:15, isis-isis_infra,
10.0.36.69/32, ubest/mbest: 1/0

*via 10.0.75.30, ethl1/101.5, [115/2], 12:12:49, isis-isis_infra,
10.0.36.70/32, ubest/mbest: 1/0

*via 10.0.75.30, ethl/101.5, [115/2], 12:12:49, isis-isis infra,
10.0.75.25/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl1/101.5, [115/3], 11:52:22, isis-isis infra,
10.0.75.26/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl1/101.5, [115/3], 12:13:15, isis-isis_infra,
10.0.75.27/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl/101.5, [115/3], 00:19:46, isis-isis infra,
10.0.75.28/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl1/101.5, [115/3], 12:13:15, isis-isis_ infra,
10.0.75.30/32, ubest/mbest: 1/0

*via 10.0.75.30, ethl1/101.5, [115/2], 12:13:15, isis-isis_infra,
10.0.75.31/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl/101.5, [115/3], 12:13:15, isis-isis infra,
10.0.106.0/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl1/101.5, [115/3], 12:09:30, isis-isis infra,
10.0.106.1/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl1/101.5, [115/3], 12:09:32, isis-isis_infra,
Leafl# show ip route summary vrf overlay-1
IP Route Table for VRF "overlay-1"
Total number of routes: 25
Total number of paths: 54

Ll

Ll

Ll

Ll

Ll

Ll

Ll

Ll

Ll

Ll

Ll

Ll

show ip route vrf

Best paths per protocol: Backup paths per protocol:
broadcast : 2 static : 1
am 1
local 4
direct 4

isis-isis_infra: 42

Number of routes per mask-length:
/27: 1 /32: 24

podl-leafl# show ip route summary vrf overlay-1

IP Route Table for VRF "overlay-1"
Total number of routes: 25
Total number of paths: 54
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. show ip route vrf

Be

st paths per protocol: Backup paths per protocol:
broadcast H static : 1

am : 1

local : 4

direct H

isis-isis_infra: 42

Number of routes per mask-length:

/27: 1 /32: 24

podl-leafl# show ip route updated vrf overlay-1

IP Route Table for VRF "overlay-1"

T x
L

"l

xS

10

10

10

10

10

10

10

10

10

10
10

10

10

10

10

10

s<string>'

denotes best ucast next-hop
*' denotes best mcast next-hop
x/y]"' denotes [preference/metric]
in via output denotes VRF <string>
.0.0.0/27, ubest/mbest: 1/0, attached, direct
*via 10.0.0.30, vlan9, [1/0], 12:18:46, direct
.0.0.1/32, ubest/mbest: 3/0
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl/98.2,
.0.0.3/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl/98.2,
*via 10.0.75.29, ethl1/99.3, [115/12],
.0.0.30/32, ubest/mbest: 1/0, attached
*via 10.0.0.30, vlan9, [1/0], 12:18:46, local
.0.0.32/32, ubest/mbest: 2/0, attached, direct
*via 10.0.0.32, 101023, [1/0], 12:13:45, local
*via 10.0.0.32, 101023, [1/0], 12:13:45,
.0.0.64/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl/101.5,
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
.0.0.65/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
.0.36.65/32, ubest/mbest: 2/0
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
.0.36.66/32, ubest/mbest: 2/0
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,
.0.36.69/32, ubest/mbest: 1/0
*via 10.0.75.30, ethl/101.5,
.0.36.70/32, ubest/mbest: 1/0
*via 10.0.75.30, ethl1/101.5,
.0.75.24/32, ubest/mbest: 2/0,
4

[115/121,
[115/12],
[115/12],

12:13:51,
12:13:44,

[115/12],
[115/12], 00:33:10,

00:33:10,

[115/21,
[115/21,
[115/2],

12:13:51,
12:13:49,
12:13:44,

[115/2], 12:13:51,
[115/2], 12:13:49,
[115/21, 12:13:44,

[115/2], 12:13:49,
[115/21, 12:13:44,

[115/2], 12:13:49,
[115/2], 12:13:44,
[115/2], 12:13:25,
[115/2], 12:13:25,
attached, direct
12:13:58, local
12:13:58, direct

*via 10.0.75.24, 100, [1/0]
*via 10.0.75.24, 1o0, [1/0]
.0.75.25/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl/98.2,
*via 10.0.75.29, ethl1/99.3,
.0.75.26/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl/98.2,
*via 10.0.75.29, ethl1/99.3,
.0.75.27/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl1/101.5,
*via 10.0.75.29, ethl/98.2,
*via 10.0.75.29, ethl1/99.3,
.0.75.28/32, ubest/mbest: 3/0
*via 10.0.75.30, ethl/101.5,
*via 10.0.75.29, ethl1/99.3,
*via 10.0.75.29, ethl/98.2,

[115/371,
[115/31,
[115/3],

11:52:58,
11:52:58,
11:52:58,

[115/31,
[115/3],
[115/371,

12:13:51,
12:13:35,
12:13:35,

[115/3],
[115/371,
[115/3],

00:20:22,
00:20:22,
00:20:22,

[115/371,
[115/31,
[115/3],

12:13:51,
12:13:51,
12:13:44,
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12:13:51,

00:33:10,

direct

isis-isis_infra, L1
isis-isis infra, Ll
isis-isis_infra, L1

isis-isis infra, Ll
isis-isis_infra, L1
isis-isis_infra, L1

isis-isis infra, Ll
isis-isis_infra, L1
isis-isis_infra, L1

isis-isis_infra, L1
isis-isis_infra, L1
isis-isis infra, Ll

isis-isis_infra, L1
isis-isis infra, Ll

isis-isis_infra, L1
isis-isis infra, Ll

isis-isis_infra, L1

isis-isis_infra, L1

isis-isis infra, L1
isis-isis_infra, L1
isis-isis_infra, L1

isis-isis_infra, L1
isis-isis_infra, L1
isis-isis infra, Ll

isis-isis_infra, L1
isis-isis infra, L1
isis-isis_infra, L1

isis-isis infra, Ll
isis-isis_infra, L1
isis-isis_infra, L1
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S Commands
show ip route vrf .

10.0.75.29/32, ubest/mbest: 2/0

*via 10.0.75.29, ethl1/99.3, [115/2], 12:13:52, isis-isis_infra, L1

*via 10.0.75.29, ethl/98.2, [115/2], 12:13:44, isis-isis infra, L1l
10.0.75.30/32, ubest/mbest: 1/0

*via 10.0.75.30, ethl/101.5, [115/2], 12:13:51, isis-isis_infra, L1
10.0.75.31/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl1/101.5, [115/3], 12:13:51, isis-isis infra, L1

*via 10.0.75.29, ethl1/99.3, [115/3], 12:13:51, isis-isis_infra, L1

*via 10.0.75.29, ethl/98.2, [115/3], 12:13:44, isis-isis infra, L1l
10.0.106.0/32, ubest/mbest: 3/0

*via 10.0.75.30, ethl/101.5, [115/3], 12:10:06, isis-isis_infra, L1

*via 10.0.75.29, ethl/98.2, [115/3], 12:10:06, isis-isis infra, L1

*via 10.0.75.29, ethl1/99.3, [115/3], 12:10:06, isis-isis infra, L1
10.0.106.1/32, ubest/mbest: 3/0

*via 10.0.75.30, eth1/101.5, [115/3], 12:10:08, isis-isis infra, L1

*via 10.0.75.29, ethl1/98.2, [115/3], 12:10:08, isis-isis infra, L1

*via 10.0.75.29, ethl1/99.3, [115/3], 12:10:08, isis-isis_infra, L1
10.0.106.3/32, ubest/mbest: 2/0, attached, direct

*via 10.0.106.3, lol, [1/0], 12:10:08, local

*via 10.0.106.3, lol, [1/0], 12:10:08, direct
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S Commands |
. show ip static-route

show ip static-route

show ip static-route [vrf {all| vif-name}]

Syntax Description show Show running system information
ip Display IP information
static-route Display configured static routes
vrf Display per-VRF information
all Display all VRFs
vrf-name Name of the VRF
Examples

podl-leafl# show ip static-route vrf overlay-1

Static-route for VRF "overlay-1" (4)
IPv4 Unicast Static Routes:
10.0.0.2/32, configured nh: 10.0.0.2
(not installed in urib)
rnh (not installed in urib)
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| S Commands

show isis adjacency vrf

show isis adjacency vrf

show isis adjacency [system-id sid] [ interface | [detail] vrf {all| vif-name}

Syntax Description

show Show running system information

isis Display IS-IS status and configuration
adjacency Display IS-IS adjacency information
interface IS-IS interface

system-id Hostname or System ID

sid Hostname or System ID (in the form of XXXX.XXXX.XXXX)
detail Display IS-IS detail adjacency information
vrf VRF name

all Display information for all VRFs

vrf-name VRF Name

Examples

podl-leafl# show isis adjacency vrf all

IS-IS process: isis_infra VRF:overlay-1

IS-IS adjacency database:

System ID SNPA
7800.0000.0000 N/A
7900.0000.0000 N/A
7900.0000.0000 N/A

Level State
1 Up
1 UP
1 Up

Hold Time
00:00:50
00:00:55
00:00:59

Interface
Ethernetl/101.5
Ethernetl1/99.3
Ethernetl1/98.2

podl-leafl# show isis adjacency system-id £c03.0000.0000 vrf overlay-1

IS-IS process: isis infra VRF:overlay-1

IS-IS adjacency database:

System ID SNPA
FC03.0000.0000 N/A

Level State
1 UpP

Hold Time
00:00:19

podl-leafl# show isis adjacency detail vrf overlay-1

IS-IS process: isis infra VRF:overlay-1

IS-IS adjacency database:

System ID SNPA

F903.0000.0000 N/A
Up/Down transitions:
Circuit Type: L1

IPv4 Address: 10.0.20.95

FA03.0000.0000 N/A

Last transition:

Level State
1 UPp

1 9)

Hold Time
00:00:14

02:06:04 ago

00:00:22

Interface
Ethernet3/31.31

Interface
Ethernet4/33.69

Ethernet3/33.33
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. show isis adjacency vrf

Up/Down transitions: 0, Last transition:
Circuit Type: L1
IPv4 Address: 10.0.20.90

FB03.0000.0000 N/A 1 [9)
Up/Down transitions: 0, Last transition:
Circuit Type: L1
IPv4 Address: 10.0.20.89

FC03.0000.0000 N/A 1 UP
Up/Down transitions: 0, Last transition:
Circuit Type: L1
IPv4 Address: 10.0.20.91
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02:06:03 ago

02:06:04 ago

02:06:00 ago

S Commands

Ethernet4/31.67

Ethernet3/31.31



| S Commands
show isis database vrf .

show isis database vrf

show isis database [level-1] [ /id | vrf {all| vif-name}

Syntax Description show Show running system information
isis Display IS-IS status and configuration
database Display IS-IS database information
level-1 level-1
lid Type: 1sp_id

LSP ID in the form of XXXX. XXXX.XXXX.XX-XX

vrf VRF name
all Display information for all VRFs
vrf-name Type: string

Specify VRF Name

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show isis dteps vrf

show isis dteps vrf

show isis dteps vrf {all| vrf-name}

S Commands

Syntax Description show

Show running system information

isis

Display IS-IS status and configuration

dteps

ISIS Dynamic Tunnel EndPoint database

vrf

VRF name

all

Display information for all VRFs

vrf-name

Type: string
Specify VRF Name

Examples

podl-leafl# show isis dteps vrf overlay-1

IS-IS Dynamic Tunnel End Point (DTEP) database:

DTEP-Address

10.0.67.
10.0.20
10.0.20
10.0.67
10.0.20
10.0.20
10.0.67
10.0.67
10.0.20
0

Role
LEAF
LEAF
LEAF
LEAF
LEAF
LEAF
SPINE
SPINE
SPINE
SPINE

Encapsulation Type

N/A PHYSICAL

N/A PHYSICAL

N/A PHYSICAL

N/A PHYSICAL

N/A PHYSICAL

N/A PHYSICAL

N/A PHYSICAL, PROXY-ACAST-V4
N/A PHYSICAL, PROXY-ACAST-MAC
N/A PHYSICAL

N/A PHYSICAL
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| S Commands

show isis interface vrf

show isis interface vrf .

show isis interface [level-1| brief] intf arg] vrf {all| vif-name}

Syntax Description

show Show running system information
isis Display IS-IS status and configuration
interface Display IS-IS interface information
level-1 Display Level-1 interfaces
brief Brief display of IS-IS interfaces
intf arg Type: interface

IS-IS interface
vrf VRF name
all Display information for all VRFs
vrf-name Type: string

Specify VRF Name
Examples

podl-leafl# show isis interface brief vrf overlay-1

IS-IS process: isis infra VRF: overlay-1

Interface Type Idx State Circuit MTU Metric Priority Adjs/AdjsUp
Ll L2 L1 L2 L1 L2

loopback0 LOOP 2 Down//Ready 0x01/L1 0 1 1 64 64 0/0 0/0
loopbackl LOOP 3 Down//Ready 0x01/L1 0 1 1 64 64 0/0 0/0
loopback2 LOOP 4 Down//Ready O0x01/L1 0 1 1 64 64 0/0 0/0
loopback3 LOOP 5 Down//Ready 0x01/L1 0 1 1 64 64 0/0 0/0
loopback4 LOOP 6 Down//Ready 0x01/L1 0 1 1 64 64 0/0 0/0
Ethernet3/31.31 P2P 7 Up//Ready 0x01/L1 9150 1 1 64 64 1/1 0/0
Ethernet3/33.33 P2P 8 Up//Ready 0x01/L1 9150 1 1 64 64 1/1 0/0
Ethernet4/31.67 P2P 9 Up//Ready 0x01/L1 9150 1 1 64 64 1/1 0/0
Ethernet4/33.69 P2P 10 Up//Ready 0x01/L1 9150 1 1 64 64 1/1 0/0

podl-leafl# show isis interface Ethernet3/31.31 vrf overlay-1

IS-IS process: isis_infra VRF: overlay-1

Ethernet3/31.31, Interface status: protocol-up/link-up/admin-up

Extended Local Circuit ID: OxlalleOlf, P2P Circuit ID:

LSP interval: 33ms, MTU: 9150, IIH Padding: Neve
P2P Adjs: 1, AdjsUp: 1, Priority 64

Hello Interval: 10, Multi: 3, Next IIH: N/A

Level Adjs AdjsUp Metric CSNP Next CSNP

r

Last LSP ID

0000.0000.0000.00
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. show isis interface vrf

1 1 1 1 60 N/A ffff. ffff . £Ef££. FE-£F

podl-leafl# show isis interface level-1 vrf overlay-1

IS-IS process: isis_infra VRF: overlay-1

loopback0, Interface status: protocol-up/link-up/admin-up
ISIS interface operation state : no/Ready
Interface is disabled because
Passive level: level-1-2

Level Metric
1 1

loopbackl, Interface status: protocol-up/link-up/admin-up
ISIS interface operation state : no/Ready

Interface is disabled because
Passive level: level-1-2

Level Metric
1 1

loopback2, Interface status: protocol-up/link-up/admin-up
ISIS interface operation state : no/Ready

Interface is disabled because
Passive level: level-1-2

Level Metric
1 1

loopback3, Interface status: protocol-up/link-up/admin-up
ISIS interface operation state : no/Ready

Interface is disabled because
Passive level: level-1-2

Level Metric
1 1

loopback4, Interface status: protocol-up/link-up/admin-up
ISIS interface operation state : no/Ready

Interface is disabled because
Passive level: level-1-2
Level Metric
1 1
Ethernet3/31.31, Interface status: protocol-up/link-up/admin-up

Extended Local Circuit ID: 0Oxlalle0Olf, P2P Circuit ID: 0000.0000.0000.

LSP interval: 33ms, MTU: 9150, IIH Padding: Never

P2P Adjs: 1, AdjsUp: 1, Priority 64

Hello Interval: 10, Multi: 3, Next IIH: N/A

Level Adjs AdjsUp Metric CSNP Next CSNP Last LSP ID

1 1 1 1 60 N/A ffff . ffff. fEfFE.££-FF

Ethernet3/33.33, Interface status: protocol-up/link-up/admin-u

P
Extended Local Circuit ID: 0x1al20021, P2P Circuit ID: 0000.0000.0000.

LSP interval: 33ms, MTU: 9150, IIH Padding: Never

P2P Adjs: 1, AdjsUp: 1, Priority 64

Hello Interval: 10, Multi: 3, Next IIH: N/A

Level Adjs AdjsUp Metric CSNP Next CSNP Last LSP ID

1 1 1 1 60 N/A ffff. fEff. ff£f. £fE-£F

Ethernet4/31.67, Interface status: protocol-up/link-up/admin-up

Extended Local Circuit ID: 0Oxlal%e043, P2P Circuit ID: 0000.0000.0000.

LSP interval: 33ms, MTU: 9150, IIH Padding: Never

P2P Adjs: 1, AdjsUp: 1, Priority 64

Hello Interval: 10, Multi: 3, Next IIH: N/A

Level Adjs AdjsUp Metric CSNP Next CSNP Last LSP ID

1 1 1 1 60 N/A ffff. fEfFf.EfEF.£E-£F

Ethernetd4/33.69, Interface status: protocol-up/link-up/admin-up

Extended Local Circuit ID: 0xlala0045, P2P Circuit ID: 0000.0000.0000.

LSP interval: 33ms, MTU: 9150, IIH Padding: Never

P2P Adjs: 1, AdjsUp: 1, Priority 64

Hello Interval: 10, Multi: 3, Next IIH: N/A

Level Adjs AdjsUp Metric CSNP Next CSNP Last LSP ID

1 1 1 1 60 N/A ffff . ffff. fEfFE.££-FF
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show isis protocol vrf

show isis protocol vrf [all| vif-name)]

show isis protocol vrf

Syntax Description

show Show running system information
isis Display IS-IS status and configuration
protocol Display IS-IS process information
vrf VRF name
all Display information for all VRFs
vrf-name Type: string
Specify VRF Name
Examples

podl-leafl# show isis protocol vrf overlay-1

ISIS process
VRF: overlay-1
System ID FD:03:00:00:00
SAP : 412 Queue Handle
Maximum LSP MTU: 1492
Metric-style
Area address (es)
01
Process is up and running
Interfaces supported by IS
loopback0
Ethernet3/31.31
Ethernet3/33.33
Ethernet4/33.69
Ethernet4/31.67
loopbackl
loopback?2
loopback3
loopback4
Address family IPv4 unicas
Number of interface : 9
Adjacency check disabled
Distance : 115

isis infra

:00 IS-Type : L1
14

advertise (narrow, wide), accept (narrow, wide)

-Is

t
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. show isis route vrf

show isis route vrf

S Commands

show isis route vrf [all| vrf-name)]

Syntax Description show

Show running system information

isis

Display IS-IS status and configuration

route

Display IS-IS route information

vrf

VRF name

all

Display information for all VRFs

vrf-name

Type: string
Specify VRF Name

- Cisco ACI Switch Command Reference, NX-0S Release 11.x



| S Commands
show isis statistics vrf .

show isis statistics vrf

show isis statistics vrf {all| vrf-name}

Syntax Description show Show running system information
isis Display IS-IS status and configuration
statistics Display IS-IS protocol statistics
vrf VREF statistics
all Display information for all VRFs
vrf-name VRF Name
Examples

podl-leafl# show isis statistics vrf overlay-1

IS-IS Process: isis_infra
VRF: overlay-1
SPF calculations: 28

LSPs sourced: 16

LSPs refreshed: 1280

LSPs purged: 0

Cisco ACI Switch Command Reference, NX-0S Release 11.x
|



. show isis traffic vrf

show isis traffic vrf

show isis traffic [ interface | vrf {all| vrf-name}

S Commands

Syntax Description

show Show running system information
isis Display IS-IS status and configuration
traffic Display IS-IS traffic information
interface Type: interface

IS-IS interface
vrf VRF name
all Display information for all VRFs
vrf-name Type: string

Specify VRF Name
Examples

podl-leafl# show isis traffic vrf overlay-1

IS-1IS process: isis-infra

VRF: overlay-1

PDU Received
LAN-ITH 0
P2P-IIH 3209
CSNP 4
PSNP 3
LSP 203
FASTLSP 0
FASTCSNP 0

podl-leafl# show isis traffic Ethernet3/31.31 vrf overlay-1

IS-IS process: isis-infra

VRF: overlay-1

PDU Received
LAN-ITH 0
P2P-IIH 802
CSNP 1
PSNP 1
LSP 46
FASTLSP 0
FASTCSNP 0

Sent RcvAuthErr

0 0
3223 0
19 0
167 0
10 0
114 n/a
115 n/a

Sent RcvAuthErr

0 0
806 0
5 0
41 0
7 0

0 n/a

0 n/a
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show lacp counters .

show lacp counters

show lacp counters [interface arg(]

Syntax Description show Show running system information
lacp LACP protocol
counters LACP counters
interface Specify a port-channel
arg0 Type: interface_mrange

Port Channel interface

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show lacp interface

show lacp interface

S Commands

show lacp interface interface-id

Syntax Description

show Show running system information
lacp LACP protocol
interface Specify an interface

interface-id

Interface identifier

Examples

Lag Id: [
10e)] 1]
Operational as aggregated link since

Local Port: Ethl/14

podl-leafl# show lacp interface el/14

Interface Ethernetl/14 is up

Channel group is 13 port channel is Pol3
PDUs sent: 1493

PDUs rcvd: 1495

Markers sent: 0O

Markers rcvd: 0

Marker response sent: 0
Marker response rcvd: 0
Unknown packets rcvd: 0
Illegal packets rcvd: 0

[(80a2, 00-23-04-ee-be-03, 82af, 8000, 10e), (8000,

Sat Jun 07 06:15:39 2014

MAC Address= 7c-69-f6-10-3d-73
System Identifier=0x8000,7c-69-f6-10-3d-73

Port Identifier=0x8000,0x10e

Operational key=33455
LACP_Activity=active
LACP_Timeout=Long Timeout
Synchronization=IN SYNC
Collecting=true
Distributing=true

Partner information refresh timeout=Long Timeout

(30s)

(90s)

Actor Admin State=(Ac-1:To-0:Ag-1:Sy-1:Co-1:Di-1:De-0:Ex-0)
Actor Oper State=Ac-1:To-0:Ag-1:Sy-1:Co-1:Di-1:De-0:Ex-0
Neighbor:

0x10e

MAC Address= 54-T7f-ee-ee-5a-cl

System Identifier=0x8000,54-7f-ee-ee-5a-cl
Port Identifier=0x8000,0x10e

Operational key=13
LACP_Activity=active
LACP_Timeout=Long Timeout
Synchronization=IN_SYNC
Collecting=true
Distributing=true

(30s)

Partner Admin State=(Ac-1:To-0:Ag-1:Sy-1:Co-1:Di-1:De-0:Ex-0)
Partner Oper State=Ac-1:To-0:Ag-1:Sy-1:Co-1:Di-1:De-0:Ex-0
Aggregate or Individual (True=1l)= 1
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show lacp neighbor

show lacp neighbor

show lacp neighbor [interface pc-id]

Syntax Description show

Show running system information

lacp LACP protocol

neighbor LACP interface neighbor
interface Specify a port-channel

pc-id Port Channel interface identifier
Examples

podl-leafl# show lacp neighbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode

port-channell neighbors
Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl1/18 0x8000,54-7f-ee-ee-b5a-cl0x112 43914 SA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x11 0x3d
port-channel2 neighbors
Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/12 0x8000,54-7f-ee-ee-5a-cl0x10c 43915 SA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0xb 0x3d
port-channel3 neighbors
Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/16 0x8000,54-7f-ee-ee-5a-c10x110 43924 SA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 Oxf 0x3d
port-channel4 neighbors
Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/11 0x8000,54-7f-ee-ee-5a-cl0x10b 43915 SA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 Oxa 0x3d

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show lacp neighbor

port-channel5 neighbors
Partner's information

Partner Partner
Port System ID Port Number Age
Ethl/17 0x8000,54-7f-ee-ee-5a-cl0x111 43924
LACP Partner Partner
Port Priority Oper Key
32768 0x10
port-channel8 neighbors
Partner's information
Partner Partner
Port System ID Port Number Age
Ethl/4 0x8000,54-7f-ee-ee-5a-c10x104 44052
LACP Partner Partner
Port Priority Oper Key
32768 0x3
Partner's information
Partner Partner
Port System ID Port Number Age
Ethl/5 0x8000,54-7f-ee-ee-5a-c10x105 44051
LACP Partner Partner
Port Priority Oper Key
32768 0x3
port-channel9 neighbors
Partner's information
Partner Partner
Port System ID Port Number Age
Ethl/13 0x8000,54-7f-ee-ee-5a-c10x10d 43924
LACP Partner Partner
Port Priority Oper Key
32768 Oxc
port-channell3 neighbors
Partner's information
Partner Partner
Port System ID Port Number Age
Ethl/14 0x8000,54-7f-ee-ee-5a-cl0x10e 43924
LACP Partner Partner
Port Priority Oper Key
32768 0xd
port-channell4 neighbors
Partner's information
Partner Partner
Port System ID Port Number Age
Ethl/15 0x8000,54-7f-ee-ee-5a-c10x10f 43915
LACP Partner Partner
Port Priority Oper Key
32768 Oxe
port-channell5 neighbors
Partner's information
Partner Partner
Port System ID Port Number Age
Ethl/10 0x8000,54-7f-ee-ee-5a-cl0x10a 43925
LACP Partner Partner
Port Priority Oper Key
32768 0x9
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show lacp port-channel

show lacp port-channel .

show lacp port-channel [interface pc-id|

Syntax Description

show

Show running system information

lacp

LACP protocol

port-channel

LACP port-channels

interface Specify a port-channel
pc-id Port Channel interface identifier
Examples

podl-leafl# show lacp port-channel

port-channell

System Mac=7c-69-£f6-10-3d-73

Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x82b0

Operational key=0x82b0

Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0x11

Max delay=0

Aggregate or individual=1l

Member Port List= Ethl/18

port-channel?2

System Mac=7c-69-£6-10-3d-73

Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x815c

Operational key=0x815c

Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0xb

Max delay=0

Aggregate or individual=l

Member Port List= Ethl/12

port-channel3

System Mac=7c-69-f6-10-3d-73

Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x82ad

Operational key=0x82ad

Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0xf

Max delay=0

Aggregate or individual=1

Member Port List= Ethl/16

port-channeld

System Mac=7c-69-f6-10-3d-73

Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x8159

Operational key=0x8159

Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0xa

Max delay=0
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. show lacp port-channel

Aggregate or individual=1l
Member Port List= Ethl/11

port-channelb
System Mac=7c-69-£6-10-3d-73
Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x815b
Operational key=0x815b
Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0x10
Max delay=0
Aggregate or individual=1l
Member Port List= Ethl/17

port-channel8
System Mac=7c-69-f6-10-3d-73
Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x8003
Operational key=0x8003
Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0x3
Max delay=0
Aggregate or individual=1l
Member Port List= Ethl/4 Ethl/5

port-channel9
System Mac=7c-69-f6-10-3d-73
Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x815d
Operational key=0x815d
Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0xc
Max delay=0
Aggregate or individual=1
Member Port List= Ethl/13

port-channell3
System Mac=7c-69-£6-10-3d-73
Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x82af
Operational key=0x82af
Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0xd
Max delay=0
Aggregate or individual=1l
Member Port List= Ethl/14

port-channell4
System Mac=7c-69-f6-10-3d-73
Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x815a
Operational key=0x815a
Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0xe
Max delay=0
Aggregate or individual=1l
Member Port List= Ethl/15

port-channell5
System Mac=7c-69-f6-10-3d-73
Local System Identifier=0x8000,7c-69-£6-10-3d-73
Admin key=0x8002
Operational key=0x8002
Partner System Identifier=0x8000,54-7f-ee-ee-5a-cl
Operational key=0x9
Max delay=0
Aggregate or individual=1
Member Port List= Ethl1/10
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show lacp system-identifier .

show lacp system-identifier

show lacp system-identifier

Syntax Description show Show running system information

lacp LACP protocol
system-identifier Show system-identifier information
Examples

podl-leafl# show lacp system-identifier

32768,7c-69-£6-10-3d-73

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show lldp entry

show lldp entry

show lldp entry [ sys-name |

S Commands

Syntax Description show

Show running system information

Ildp Show information about lldp
entry Show 1ldp entry information
sys-name Type: string

Peer's System name
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show lldp interface .

show lldp interface

show lldp interface arg0

Syntax Description show Show running system information
Ildp Show information about lldp
interface Show 1ldp interface information
arg0 Type: interface

Interface

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show lldp neighbors

show lldp neighbors

show lldp neighbors [interface arg(] [detail]

Syntax Description

show Show running system information
Ildp Show information about lldp
neighbors Show 1ldp neighbor information
interface Show lldp neighbor information on an interface
arg0 Type: interface
Interface
detail Show Ildp neighbor detail information
Examples

This example shows how to display summary information about all LLDP neighbors:

podl-leafl# show lldp neighbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (O) Other

Device ID Local Intf Hold-time Capability Port ID
ifav32-ifcl Ethl/1 120 90:e2:ba:40:75:5¢c
ifav32-n3k-1 Ethl/17 120 B Ethl/17
ifav32-n3k-1 Eth1/18 120 B Ethl1/18
ifav32-n3k-1 Ethl/19 120 B Ethl/19
ifav32-n3k-1 Ethl/20 120 B Ethl/20
ifav32-n3k-1 Ethl/31 120 B Ethl/31
ifav32-n3k-1 Ethl/32 120 B Ethl/32
ifav32-spinel Ethl/49 120 BR Ethl/33
ifav32-spinel Ethl/50 120 BR Ethl/34

Total entries displayed: 9

This example shows how to display detailed information about all LLDP neighbors:

podl-leafl# show 1lldp neighbors detail

Capability codes:

(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device

(W) WLAN Access Point, (P) Repeater, (S) Station, (O) Other
Device ID Local Intf Hold-time Capability Port ID

Chassis id: 90:e2:ba:40:75:5c

Port id: 90:e2:ba:40:75:5c

Local Port id: Ethl/1

Port Description: eth2-1

System Name: ifav32-ifcl

System Description: topology/pod-1/node-1
Time remaining: 96 seconds

System Capabilities:

Enabled Capabilities:

- Cisco ACI Switch Command Reference, NX-0S Release 11.x



S Commands

show lldp neighbors .

Management Address: 10.0.0.1
Vlan ID: not advertised

Chassis id: 4c:00:82:ca:e4:58

Port id: Ethl/17

Local Port id: Ethl/17

Port Description: Ethernetl/17

System Name: ifav32-n3k-1

System Description: Cisco Nexus Operating System (NX-0S) Software 6.0(2)Ul(la) TAC support:
http://www.cisco.com/tac Copyright (c) 2002-2013, Cisco
Time remaining: 105 seconds

System Capabilities: B

Enabled Capabilities: B

Management Address: 172.23.48.250

Vlan ID: not advertised

Chassis id: 4c:00:82:ca:e4:59

Port id: Ethl/18

Local Port id: Ethl/18

Port Description: Ethernetl/18

System Name: ifav32-n3k-1

System Description: Cisco Nexus Operating System (NX-0S) Software 6.0(2)Ul(la) TAC support:
http://www.cisco.com/tac Copyright (c) 2002-2013, Cisco
Time remaining: 114 seconds

System Capabilities: B

Enabled Capabilities: B

Management Address: 172.23.48.250

Vlan ID: not advertised

Chassis id: 4c:00:82:ca:e4:5a

Port id: Ethl/19

Local Port id: Ethl/19

Port Description: Ethernetl/19

System Name: ifav32-n3k-1

System Description: Cisco Nexus Operating System (NX-0S) Software 6.0(2)Ul(la) TAC support:
http://www.cisco.com/tac Copyright (c) 2002-2013, Cisco
Time remaining: 114 seconds

System Capabilities: B

Enabled Capabilities: B

Management Address: 172.23.48.250

Vlan ID: 1

Chassis id: 4c:00:82:ca:ed4:5b

Port id: Ethl/20

Local Port id: Ethl/20

Port Description: Ethernetl/20

System Name: ifav32-n3k-1

System Description: Cisco Nexus Operating System (NX-0S) Software 6.0(2)Ul(la) TAC support:
http://www.cisco.com/tac Copyright (c) 2002-2013, Cisco
Time remaining: 114 seconds

System Capabilities: B

Enabled Capabilities: B

Management Address: 172.23.48.250

Vlan ID: 1

Chassis id: 4c:00:82:ca:e4:66

Port id: Ethl/31

Local Port id: Ethl/31

Port Description: Ethernetl/31

System Name: ifav32-n3k-1

System Description: Cisco Nexus Operating System (NX-0S) Software 6.0(2)Ul(la) TAC support:
http://www.cisco.com/tac Copyright (c) 2002-2013, Cisco
Time remaining: 113 seconds

System Capabilities: B

Enabled Capabilities: B

Management Address: 172.23.48.250

Vlan ID: 1

Chassis id: 4c:00:82:ca:e4:67
Port id: Ethl/32

Local Port id: Ethl/32

Port Description: Ethernetl/32
System Name: ifav32-n3k-1
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show lldp neighbors

System Description: Cisco Nexus Operating System (NX-0S) Software 6.0(2)Ul(la)

http://www.cisco.com/tac Copyright (c) 2002-2013, Cisco
Time remaining: 113 seconds
System Capabilities: B
Enabled Capabilities: B
Management Address: 172.23.48.250
Vlan ID: 1

Chassis id: 00:3a:99:fe:17:d4

Port id: Ethl/33

Local Port id: Ethl/49

Port Description: topology/pod-1/node-18/sys/conng/path-[ethl/33]
System Name: ifav32-spinel

System Description: topology/pod-1/node-18
Time remaining: 92 seconds

System Capabilities: B, R

Enabled Capabilities: B, R

Management Address: 172.23.50.238

Vlan ID: not advertised

Chassis id: 00:3a:99:fe:17:d5

Port id: Ethl/34

Local Port id: Ethl/50

Port Description: topology/pod-1/node-18/sys/conng/path-[ethl/34]
System Name: ifav32-spinel

System Description: topology/pod-1/node-18
Time remaining: 97 seconds

System Capabilities: B, R

Enabled Capabilities: B, R

Management Address: 172.23.50.238

Vlan ID: not advertised

Total entries displayed: 9
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show lldp timers .

show lldp timers

show lldp timers

Syntax Description show Show running system information

lidp Show information about Ildp
timers Show Ildp timers
Examples

podl-leafl# show 1lldp timers
LLDP Timers:
Holdtime in seconds: 120

Reinit-time in seconds: 2
Transmit interval in seconds: 30
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. show lldp tlv-select

show lldp tlv-select

show lldp tlv-select

Syntax Description show Show running system information
lidp Show information about lldp
tlv-select Show lldp tlv-select

Examples

podl-leafl# show 1lldp tlv-select

management-address
port-description
port-vlan
system-capabilities
system-description
system-name
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show lldp traffic .

show lldp traffic

show lldp traffic [interface interface-id]

Syntax Description show Show running system information
Ildp Show information about lldp
traffic Show lldp counters
interface Show lldp interface information
interface-id Interface identifier
Examples

podl-leafl# show 1lldp traffic
LLDP traffic statistics:

Total frames transmitted: 24624
Total entries aged: 0

Total frames received: 24702
Total frames received in error: 0
Total frames discarded: 0

Total unrecognized TLVs: O
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. show locator-led status

show locator-led status

show locator-led status

Syntax Description show Show running system information

locator-led Blink locator LED on device
status Status
Examples

Spinel# show locator-led status

Component Locator LED Status
Chassis off
Module 1 off
Module 4 off
Module 22 off
Module 24 off
Module 26 off
Module 27 off
Module 29 off
Module 30 off
Fan 1 off
Fan 2 off
Fan 3 off
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show mac address-table .

show mac address-table

show mac address-table [static| dynamic] [address mac-addr] [vlan id] [interface interface-name)

Syntax Description show MAC configuration commands

mac Mac addr information
address-table MAC Address Table
static Display Static Entries
dynamic Display Dynamic Entries
addressl address
vlanl VLAN
address address
interface Interface
vlan VLAN
mac-addr Type: ethernet

MAC Address
id Type: integer

VLAN ID
interface-name Type: interface

Interface name

Usage Guidelines This command shows all the MAC addresses, both static and dynamically learned, that are known to the
switch. For each MAC address, the interface behind which the MAC is located is displayed. In the case of
local MAC:s, the interface is either a physical port or port-channel, or a virtual port (FEX). In the case of
virtual machines (VM), the tunnel interface of the corresponding hypervisor is displayed. In the case of remote
MAC:s, the tunnel interface to the leaf/ToR where the MAC is located is displayed.

Examples

This example shows how to display the MAC address table:

podl-leafl# show mac address-table

Legend:
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. show mac address-table

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC

age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False
VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID
————————— e e e et e
* 9 0000.1d00.0030 dynamic - F F tunnell6431
* 9 0000.1a00.002d dynamic - F F tunnell6430
* 201 5254.01cd.09%eb dynamic - F F ethl/1
* 201 5254.03cd.09%eb dynamic - F F po7
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show module

show

module [ arg0 ]

show module

Syntax Description

show Show Information
module Module
arg0 Type: integer

enter the module number
Examples

podl-spinel# show module

Mod

Status

ok
active
active
standby

Ports Module-Type Model

36 36p 40G Ethernet Module NO9K-X9736PQ
36 36p 40G Ethernet Module N9K-X9736PQ
36 36p 40G Ethernet Module NI9K-X9736PQ
36 36p 40G Ethernet Module NO9K-X9736PQ
36 36p 40G Ethernet Module N9K-X9736PQ
0 Fabric Module N9K-C9508-FM
0 Fabric Module N9K-C9508-FM
0 Fabric Module N9K-C9508-FM
0 Fabric Module N9K-C9508-FM
0 Fabric Module N9K-C9508-FM
0 Supervisor Module NO9K-SUP-A

0 System Controller N9K-SC-A

0 System Controller N9K-SC-A

Sw Hw

6.1(1.748) 0.3020

6.1(1.748) 0.3020

6.1(1.748) 0.3020

6.1(1.748) 0.3020

6.1(1.748) 0.3020

6.1(1.748) 0.1011

6.1(1.748) 1.1

6.1(1.748) 0.1011

6.1(1.748) 0.1011

6.1(1.748) 1.1

6.1(1.748) 1.0

6.1(1.748) 0.2010

6.1(1.748) 0.2020

MAC-Address (es) Serial-Num
ed-c7-22-£7-80-0c to ed-c7-22-f7-80-34 SAL1745FYAZ
78-da-6e-74-52-d0 to 78-da-6e-74-52-f8 SAL1746G53F
78-da-6e-73-cb-e4 to 78-da-6e-73-cc-0d SAL1745FYAV
78-da-6e-73-fa-8c to 78-da-6e-73-fa-b4 SAL1746G56U
78-da-6e-74-76-c4 to 78-da-6e-74-76-ec SAL1746G542
00-00-00-00-00-00 to 00-00-00-00-00-00 SAL17163BM2
00-00-00-00-00-00 to 00-00-00-00-00-00 SAL1745G1TS
00-00-00-00-00-00 to 00-00-00-00-00-00 SAL17194HWI
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. show module

24 00-00-00-00-00-00
26 00-00-00-00-00-00
27 c0-67-af-a0-do9-1e
29 00-00-00-00-00-00
30 00-00-00-00-00-00

to
to
to
to
to

00-00-00-00-00-00
00-00-00-00-00-00
c0-67-af-a0-d9-30
00-00-00-00-00-00
00-00-00-00-00-00

- Cisco ACI Switch Command Reference, NX-0S Release 11.x
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SAL17173TFL
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show module fex .

show module fex

show module fex {all| fexid}

Syntax Description show Show running system information
module Show module information
fex Show fex module information
fexid Type: integer
Enter FEX identifier
all Show information for all FEX

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show monitor

show monitor

show monitor

Syntax Description show Show running system information

monitor Show SPAN information

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show monitor session

show monitor session {all| session_id| range session_range} [brief] extended]

show monitor session

Syntax Description

show Show running system information
monitor Show SPAN information

session Show session information

all All sessions

session_id Session Id 1-48

range Specify a range

session_range

Session range(s): 1-4, 7, or 1-5,7-19

brief Brief information
extended Session extended info like encaps, vlan filters per interfaces
Examples

podl-leafl# show monitor session 1 extended

session 1
description
type
version
state
erspan-id
granularity
vrf-name
acl-name
ip-ttl
ip-dscp
destination-ip
origin-ip
mtu
mode
source intf

rx

tx

both
source VLANs

rx

tx

both
filter VLANs

rx

tx

both

Span session 1
erspan

2

up (active)

1

Nikola:spanCtx

64

46
5.1.1.2/32
5.1.1.1
1518
access

1146 (vlan-1851)
1146 (vlan-1851)
1146 (vlan-1851)
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. show ntp authentication-keys

show ntp authentication-keys

show ntp authentication-keys

Syntax Description show Show running system information

ntp Show NTP information

authentication-keys Display authentication keys

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show ntp authentication-status .

show ntp authentication-status

show ntp authentication-status

Syntax Description show Show running system information

ntp Show NTP information

authentication-status NTP Authentication Status

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show ntp peer-status

show ntp peer-status

show ntp peer-status

S Commands

Syntax Description show

Show running system information

ntp Show NTP information

peer-status

Show the status for all the server/peers

Examples

podl-leafl# show ntp peer-status

Total peers : 2

* - selected for sync, + - peer mode (active),
- - peer mode (passive), = - polled in client mode

remote local st poll
=10.81.254.202 0.0.0.0 1 64
*10.81.254.131 0.0.0.0 1 64

- Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show ntp peers .

show ntp peers

show ntp peers

Syntax Description show Show running system information

ntp Show NTP information
peers Show all the peers.
Examples

podl-leafl# show ntp peers

Peer IP Address Serv/Peer
10.81.254.202 Server (configured)
10.81.254.131 Server (configured)

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show ntp statistics peer ipaddr

show ntp statistics peer ipaddr

show ntp statistics peer ipaddr ip-address

Syntax Description show Show running system information
ntp Show NTP information
statistics Show the NTP statistics
peer Show the per-peer statistics counter of a peer.
ipaddr Peer's IP address
ip-address IP address
Examples

podl-leafl# show ntp statistics peer ipadd 10.81.254.202

remote host: 10.81.254.202
local interface: Unresolved
time last received: 20s

time until next send: 43s
reachability change: 44675s

packets sent: 2656
packets received: 2648
bad authentication: 0
bogus origin: 0
duplicate: 0
bad dispersion: 0
bad reference time: 0
candidate order: 4

- Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show ntp trusted-keys .

show ntp trusted-keys

show ntp trusted-keys

Syntax Description show Show running system information

ntp Show NTP information

trusted-keys Display trusted keys

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show port-channel capacity

show port-channel capacity

show port-channel capacity

Syntax Description show Show running system information

port-channel Show port-channel information

capacity Capacity information

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show port-channel compatibility-parameters .

show port-channel compatibility-parameters

show port-channel compatibility-parameters

Syntax Description show Show running system information

port-channel Show port-channel information
compatibility-parameters Show compatibility parameters
Examples

podl-leafl# show port-channel compatibility-parameters

* port mode

Members must have the same port mode configured, either E,F or AUTO. If
they are configured in AUTO port mode, they have to negotiate E or F mode
when they come up. If a member negotiates a different mode, it will be
suspended.

* speed

Members must have the same speed configured. If they are configured in AUTO
speed, they have to negotiate the same speed when they come up. If a member
negotiates a different speed, it will be suspended.

* MTU

Members have to have the same MTU configured. This only applies to ethernet
port-channel.

* MEDIUM

Members have to have the same medium type configured. This only applies to
ethernet port-channel.

* Span mode

Members must have the same span mode.

* load interval

Member must have same load interval configured.
* sub interfaces

Members must not have sub-interfaces.

* Duplex Mode

Members must have same Duplex Mode configured.
* Ethernet Layer

Members must have same Ethernet Layer (switchport/no-switchport) configured.
* Span Port

Members cannot be SPAN ports.

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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. show port-channel compatibility-parameters

* Storm Control

Members must have same storm-control configured.

* Flow Control

Members must have same flowctrl configured.

* Capabilities

Members must have common capabilities.

* Capabilities speed

Members must have common speed capabilities.

* Capabilities duplex

Members must have common speed duplex capabilities.
* rate mode

Members must have the same rate mode configured.

* Capabilities FabricPath

Members must have common fabricpath capability.

* Port is PVLAN host

Port Channel cannot be created for PVLAN host

* 1G port is not capable of acting as peer-link
Members must be 10G to become part of a vPC peer-link.
* EthType

Members must have same EthType configured.

* shared interface

Members can not be shared-interfaces.

* Capabilities SpanDest

Members must be capable of span destination configuration
* Module Type Incompatible

Module type for interfaces is not compatible.

* Port Mode Fabricpath Incompatible

Members are Fabricpath Enforce locked, not compatible.
* Port auto negotiation Incompatible

Members must have same auto negotiation configured.
* port

Members port VLAN info.

* port

Members port does not exist.

* switching port

Members must be switching port, Layer 2.

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show port-channel compatibility-parameters .

* port access VLAN

Members must have the same port access VLAN.

* port native VLAN

Members must have the same port native VLAN.

* port allowed VLAN list

Members must have the same port allowed VLAN list.
* Members should have same fex config

Members must have same FEX configuration.

* FEX pinning max-links not one

FEX pinning max-links config is not one.

* Multiple port-channels with same Fex-id
Multiple port-channels to same FEX not allowed.
* Pinning Params

Members must have the same pinning parameters.
* All HIF member ports not in same pinning group
All HIF member ports not in same pinning group
* Slot in host vpc mode

Cannot add cfged slot member to fabric po vpc.
* Members in multiple FEX

Members must belong to same FEX.

* Members are of different type

Members must of same interface type.

* port egress queuing policy

10G port-channel members must have the same egress queuing policy as the
port-channel.

* Port Security policy

Members must have the same port-security enable status as port-channel
* Port priority-flow-control

PFC config should be the same for all the members

* Dotlx policy

Members must have host mode as multi-host with no mab configuration. DotlX
cannot be enabled on members when Port Security is configured on port
channel

* PC Queuing policy

Queuing policy for Non-DCE PC should be non-dce

* PC Queuing policy

Queuing policy for the PC should be same as system queuing policy

* Emulated switch port type policy

Cisco ACI Switch Command Reference, NX-0S Release 11.x -
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. show port-channel compatibility-parameters

vPC ports in emulated switch complex should be L2MP capable.

* VFC bound to port

Members cannot have VFCs bound to them.

* VFC bound to port channel

Port Channels that have VFCs bound to them cannot have more than one member
* VFC bound to FCoE capable port channel

Port Channels that have VFCs bound to them cannot have non fcoe capable
member

* VFC bound to FCoE capable port channel

Port Channels that have VFCs bound to them cannot have non fcoe licensed
member

* Fex ports for span

Port-Channel is already a SPAN source. Cannot add FEX ports connected
through Ricard to this PC

Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show port-channel database

show port-channel database .

show port-channel database [interface interface-id|

Syntax Description

show

Show running system information

port-channel

Show port-channel information

database

Show port-channel database

interface

Specify a port-channel

interface-id

Interface identifier

Examples

podl-leafl# show port-channel database

port-channell

Last membership update is successful

1 ports in total, 1 ports up

First operational port is Ethernetl/18
Age of the port-channel is 0d:12h:29m:22s
Time since last bundle is 0d:12h:29m:21s
Last bundled member is Ethernetl/18
Ports: Ethernetl/18 [active ] [up] *

port-channel2

Last membership update is successful

1 ports in total, 1 ports up

First operational port is Ethernetl/12
Age of the port-channel is 0d:12h:29m:22s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/12
Ports: Ethernetl/12 [active ] [up] *

port-channel3

Last membership update is successful

1 ports in total, 1 ports up

First operational port is Ethernetl/16
Age of the port-channel is 0d:12h:29m:22s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/16
Ports: Ethernetl/16 [active ] [up] *

port-channeld

Last membership update is successful

1 ports in total, 1 ports up

First operational port is Ethernetl/1l1
Age of the port-channel is 0d:12h:29m:21s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/11
Ports: Ethernetl/11 [active ] [up] *

port-channelb

Last membership update is successful

1 ports in total, 1 ports up

First operational port is Ethernetl/17
Age of the port-channel is 0d:12h:29m:21s
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Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/17
Ports: Ethernetl/17 [active ] [up] *

port-channel6
Last membership update is successful
1 ports in total, 0 ports up
Age of the port-channel is 0d:12h:29m:21s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/26
Ports: Ethernetl/26 [active ] [down]

port-channel8
Last membership update is successful
2 ports in total, 2 ports up
First operational port is Ethernetl/4
Age of the port-channel is 0d:12h:29m:21s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/5
Ports: Ethernetl/4 [active ] [up] *
Ethernetl/5 [active ] [up]

port-channel9
Last membership update is successful
1 ports in total, 1 ports up
First operational port is Ethernetl/13
Age of the port-channel is 0d:12h:29m:21s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/13
Ports: Ethernetl/13 [active ] [up] *

port-channell0
Last membership update is successful
1 ports in total, 0 ports up
Age of the port-channel is 0d:12h:29m:21s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/25
Ports: Ethernetl/25 [active ] [down]

port-channelll
Last membership update is successful
1 ports in total, 0 ports up
Age of the port-channel is 0d:12h:29m:21s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/19
Ports: Ethernetl/19 [active ] [down]

port-channell?2
Last membership update is successful
1 ports in total, 0 ports up
Age of the port-channel is 0d:12h:29m:21s
Time since last bundle is 0d:12h:29m:20s
Last bundled member is Ethernetl/27
Ports: Ethernetl/27 [active ] [down]

port-channell3
Last membership update is successful
1 ports in total, 1 ports up
First operational port is Ethernetl/14
Age of the port-channel is 0d:12h:29m:22s
Time since last bundle is 0d:12h:29m:21s
Last bundled member is Ethernetl/14
Ports: Ethernetl/14 [active ] [up] *

port-channell4
Last membership update is successful
1 ports in total, 1 ports up
First operational port is Ethernetl/15
Age of the port-channel is 0d:12h:29m:22s
Time since last bundle is 0d:12h:29m:21s
Last bundled member is Ethernetl/15
Ports: Ethernetl/15 [active ] [up] *

- Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show port-channel database .

port-channellb
Last membership update is successful
1 ports in total, 1 ports up
First operational port is Ethernetl/10
Age of the port-channel is 0d:12h:29m:22s
Time since last bundle is 0d:12h:29m:21s
Last bundled member is Ethernetl/10
Ports: Ethernetl/10 [active ] [up] *
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. show port-channel summary

show port-channel summary

show port-channel summary [interface interface-id]|

Syntax Description show Show running system information
port-channel Show port-channel information
summary Show port-channel summary
interface Specify a port-channel
interface-id Interface identifier
Examples

This example shows how to display a summary of information about current port-channels:

podl-leafl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports

Channel

1 Pol (SU) Eth LACP Ethl/18(P)

2 Po2 (SU) Eth LACP Ethl/12(P)

3 Po3 (SU) Eth LACP Ethl/16(P)

4 Po4 (SU) Eth LACP Ethl/11(P)

5 Po5 (SU) Eth LACP Ethl/17(P)

6 Po6 (SD) Eth LACP Ethl/26 (D)

8 Po8 (SU) Eth LACP Ethl/4 (P) Ethl/5(P)

9 Po9 (SU) Eth LACP Ethl/13(P)

10 Pol0 (SD) Eth LACP Ethl/25 (D)

11 Poll (SD) Eth LACP Ethl/19(D)

12 Pol2 (SD) Eth LACP Ethl/27 (D)

13 Pol3(SU) Eth LACP Ethl/14 (P)

14 Pol4 (SU) Eth LACP Ethl/15(P)

15 Pol5 (SU) Eth LACP Ethl1/10(P)
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show port-channel traffic

show port-channel traffic [interface interface-id|

show port-channel traffic

Syntax Description

show Show running system information
port-channel Show port-channel information
traffic Show port-channel traffic statistics
interface Specify a port-channel
interface-id Interface identifier

Examples

podl-leafl# show port-channel traffic

NOTE: Clear the port-channel member counters to get accurate statistics

Rx-Ucst

Tx-Mcst Rx-Bcst

8 Ethl/4
8 Ethl/5

15 Ethl/10

100.00%

Tx-Ucst
100.00%
100.00%
100.00%
100.00%
100.00%
0.0%
49.59%
50.40%
100.00%
0.0%
0.0%
0.0%
100.00%
100.00%
100.00%

100.00%

100.00%
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show port-channel usage

show port-channel usage

S Commands

Syntax Description show

Show running system information

port-channel Show port-channel information
usage Show port-channel number usage
Examples

podl-leafl# show port-channel usage

Total 14 port-channel numbers used

Used 1 -6, 8 -15
Unused: 7 , 16 - 4096
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show processes .

show processes

show processes

Syntax Description show Show running system information

processes Show processes

Examples

podl-leafl# show process

PID State PC Start_cnt TTY Process

4764 S £7708430 1 - ufdm

4765 S £7780430 1 - stats_manager
4766 S £77c6430 1 - rpm

[EXAMPLE TRUNCATED]

4407

S 0 1 - rm
4412 S 0 1 - rm
4420 S £777c430 1 - vdc_mgr
4448 S £7737430 1 - ntp
4761 S £77bc430 1 - vshd
4762 S £7730430 1 - vntag mgr
4763 S £778d430 1 - urib

State: R(runnable), S(sleeping), Z(defunct)
NR (not running), ER(terminated etc)

Cisco ACI Switch Command Reference, NX-0S Release 11.x
|



S Commands |
[l showprocesses cpu

show processes cpu

show processes cpu

Syntax Description show Show running system information

processes Show processes

cpu Show processes CPU Info
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show processes cpu sort

show processes cpu sort

show processes cpu sort

Syntax Description

show Show running system information

processes Show processes

cpu Show processes CPU Info

sort Show processes CPU Info (Sorted by Cpu Util)
Examples

podl-leafl# show process cpu sort

Runtime (ms)

2244885
810
1015
71807

Invoked
11254066
478
1514
601832

[EXAMPLE TRUNCATED]

4407
4412
4420
4448
4761
4762

CPU util

Please note that only processes

1

1
1375
2759
170
985

8.4%

2

2
10617
51266
5882
10831

user, 5

uSecs 1Sec Process
199 4.0% epm
1696 1.8% svc_ifc_observe
670 1.7% arp
119 1.5% t2usd tor
552 0.0% rm
529 0.0% rm
129 0.0% vdc_mgr
53 0.0% ntp
29 0.0% wvshd
91 0.0% wvntag mgr
.8% kernel, 85.8% idle
from the requested vdc are shown

above
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show processes memory

show processes memory

S Commands

Syntax Description

show Show running system information
processes Show processes

memory Show processes Memory Info
Examples

podl-leafl# show proc memory

PID MemAlloc MemLimit MemUsed
4764 43408 0 1233100
4765 64512 0 2144812
4766 49560 O 2117020
4767 53304 0 2368728

[EXAMPLE TRUNCATED]

4407 0 0 0
4412 0 O 0
4420 40964 0 1219032
4448 41336 0 2095536
4761 1616 O 559656
4762 105760 O 709588
4763 94788 0 2217112

All processes: MemAlloc = 5907696

- Cisco ACI Switch Command Reference, NX-0S Release 11.x

StackBase/Ptr

££d024d0/££d401000
ffad7610/ffad60£f8
£f££269a0/£££26880
ffba9790/ffb9c250

0/0
0/0
f£82c7b0/££82b840
ffcdab00/£ffcdalll
ffe3b690/fELfEEEEE
££7£dd00/££7fca90
f£fb0db0/£££fb0960

Process

ufdm
stats_manager
rpm

oam

rm
rm
vdc_mgr
ntp

vshd
vntag mgr
urib
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show radius-server

show radius-server [sorted| groups]

show radius-server .

Syntax Description

show

Show Information

radius-server

Radius-server

sorted Sorted server list
groups Radius server groups
Examples

podl-leafl# show radius-server

retransmission count:1

timeout value:5

deadtime value:O0

source interface:any available
total number of servers:2

following RADIUS servers are configured:

10.193.208.9:

available for authentication on port:1645

AAA User:

available for authentication on port:1812
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. show redundancy status

show redundancy status

show redundancy status

Syntax Description show Show running system information
redundancy Show system redundancy status
status Current redundancy status

Usage Guidelin%
4

Note  This command is supported only on modular systems.

Examples

Spinel# show redundancy status

Redundancy mode

administrative: Warm
operational: None

This supervisor (sup-27)

Redundancy state: Active
Supervisor state: Active
Internal state: Active with no standby

Other supervisor (sup-28)

Redundancy state: Not present
Supervisor state: offline
Internal state: offline

System start time:

System uptime: 00 days, 12 hours, 47 minutes, 28 seconds
Kernel uptime:
Active supervisor uptime: 00 days, 12 hours, 47 minutes, 28 seconds
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show route-map .

show route-map

show route-map [ name ]

Syntax Description show Show running system information

route-map Route-map information
name Route-map name (Max Size 100)
Examples

podl-leafl# show route-map

route-map permit-all, permit, sequence 2
Match clauses:
Set clauses:

route-map deny-pervasive, deny, sequence 1
Match clauses:
Set clauses:

route-map deny-pervasive, permit, sequence 2
Match clauses:
Set clauses:
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. show snmp community

show snmp community

show snmp community

Syntax Description show Show running system information

snmp Display SNMP information
community Display SNMP Community information
Examples

podl-leafl# show snmp community
Community Context

insieme
ciscoPublic
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show snmp context .

show snmp context

show snmp context

Syntax Description show Show running system information

snmp Display SNMP information
context Display SNMP Context information
Examples

podl-leafl# show snmp context

Context VRF
snmpctl Cisco:ciscoCtxl
snmpct2 Cisco:ciscoCtx2
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. show snmp user

show snmp user

show snmp user

Syntax Description show Show running system information

snmp Display SNMP information
user Display SNMP User information
Examples

podl-leafl# show snmp user

SNMP USERS

User Auth Priv(Enforce)
ulnsMdbAes md5 aes-128 (no)
ulnsShaDes sha des (no)
uInsShalAes sha aes-128 (no)
ulnsMd5Des md5 des (no)
uInsMd5Np md5 none
uInsShaNp sha none
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show sprom .

show sprom

show sprom {backplane| module arg/| fan arg(| powersupply arg?| sup| stby-sup| all}

Syntax Description show Show running system information
sprom show SPROM contents
all show all sproms contents
powersupply show powersupply sprom contents
module show linecard module sprom contents
fan show fan module sprom contents
stby-sup show stanby supervisor sprom contents
sup show supervisor sprom contents
backplane show backplane clock module sprom contents
arg0 Type: integer

please enter the fan number

argl Type: integer

please enter the module number

arg?2 Type: integer

please enter the powersupply number
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. show switchname

show switchname

show switchname

Syntax Description show Show running system information

switchname Show the system's hostname
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show system redundancy status .

show system redundancy status

show system redundancy [ha] status

Syntax Description show

Show running system information

system System-related show commands
redundancy Show system redundancy status
status Current redundancy status

ha VDC redundancy status

Usage Guidelin%
4

Note  This command is supported only on modular systems.

Examples

podl-leafl# show system redundancy status

Redundancy mode

administrative: Warm
operational: None

This supervisor (sup-27)

Redundancy state: Active
Supervisor state: Active
Internal state: Active with no standby

Other supervisor (sup-28)

Redundancy state: Not present
Supervisor state: offline
Internal state: offline
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. show system reset-reason

show system reset-reason

show system reset-reason [module module-id]

S Commands

Syntax Description

show

Show running system information

system

System-related show commands

reset-reason

Show last reset reason

module Module
module-id Module number
Examples

Spinel# show system reset-reason

-- reset reason for Supervisor-module 27 (from
At 2014-06-06T23:41:46.831+00:00

Reason: reset-requested-by-cli-command-reload
Service:Decommissioning switch

Version: 11.0(0.800c)

-- reset reason for Supervisor-module 27 (from
At 2013-11-18T14:57:07.681+00:00

Reason: reset-requested-by-cli-command-reload
Service:

Version: 6.1(2)I1(1)
At 2013-11-18T14:54:26.084+00:00

Reason: reset-requested-by-cli-command-reload
Service:

Version: 6.1(2)I1(1)
At 2013-11-18T14:51:46.434+00:00

Reason: reset-requested-by-cli-command-reload
Service:

Version: 6.1(2)I1(1)
At 2013-11-18T14:49:08.804+00:00

Reason: reset-requested-by-cli-command-reload
Service:

Version: 6.1(2)I1(1)

-- reset reason for Supervisor-module 28 (from
-- reset reason for Supervisor-module 28 (from
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show system reset-reason fex

show system reset-reason fex fexid

show system reset-reason fex .

Syntax Description

show Show running system information
system System-related show commands
reset-reason Show last reset reason

fex Show FEX last reset reason

fexid Enter FEX identifier

Examples

podl-leafl# show system reset-reason fex 114

————— reset reason for FEX 114 ---

1) At Sat Jun 7 17:45:40 2014
Reset Reason: reboot
Service (Additional Info): Reload
Image Version: 11.0(1)

2) At Sun Jun 1 17:43:32 2014
Reset Reason: reboot
Service (Additional Info): Reload
Image Version: 11.0(1)

3) At Thu May 29 23:38:01 2014
Reset Reason: reboot
Service (Additional Info): Reload
Image Version: 11.0(1)

4) At Thu May 22 22:59:07 2014
Reset Reason: reload
Service (Additional Info): Reload
Image Version: 11.0(1)

new image
new image
new image

requested by supervisor
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show system resources

show system resources

S Commands

Syntax Description

show Show running system information
system System-related show commands
resources Show system resources

Examples

podl-leafl# show system resources

Load average: 1 minute:

Processes

Memory usage:
Current memory status: OK

463 total,
CPU states : 6.2% user,
16400488K total,

5 minutes: 0.57 15 minutes: 0.55

2 running
6.1% kernel,

87.7% idle
7802584K used, 8597904K free

- Cisco ACI Switch Command Reference, NX-0S Release 11.x



| S Commands

show system uptime .

show system uptime

show system uptime

Syntax Description show Show running system information
system System information
uptime How long the system has been up
Examples

podl-leafl# show system uptime

System start time: Sat Jun 07 17:29:47 2014

System uptime: 0 days, 1 hours, 29 minutes, 29 seconds
Kernel uptime: 0 days, 1 hours, 29 minutes, 29 seconds
Active supervisor uptime: 0 days, 1 hours, 29 minutes, 29 seconds

Cisco ACI Switch Command Reference, NX-0S Release 11.x -



. show tacacs-server

show tacacs-server

show tacacs-server [sorted| groups]

S Commands

Syntax Description

show Show Information
tacacs-server Tacacs-server
sorted Sorted server list
groups Tacacs server groups
Examples

podl-leafl# show tacacs-server

timeout value:5

deadtime value:0

source interface:any available
total number of servers:2

following TACACS+ servers are configured:
10.193.208.9:
available on port:49
TACACS_USER:
available on port:49
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show tech-support .

show tech-support

show tech-support

Syntax Description show Show Command

tech-support Show technical support information
Usage Guidelines This command creates a file named 'show_tech info' in the local file system.
Examples

podl-leafl# show tech-support

---- show tech-support ----

Show tech output files are at /bootflash/show_tech_info/
Show tech brief will take about 10 minutes to complete. Please Wait
FHeS44444444Collecting Data from fexs######44444
Collecting show-tech from vdc 1 at Mon May 12 18:57:29 2014
---- Show of Part 0 Completed ----

---- Show of Part 1 Completed ----

--—- Show of Part 2 Completed ----

---- Show of Part 3 Completed ----

---- Show of Part 4 Completed ----

---- Show of Part 5 Completed ----

---- Show of Part 6 Completed ----

---- Show of Part 7 Completed ----

RSIP-DBG: Total Time Taken = 93s

RSIP-DBG: PT 00: 0091s

RSIP-DBG: PT 01: 0085s

RSIP-DBG: PT 02: 0030s

RSIP-DBG: PT 03: 0025s

RSIP-DBG: PT 04: 0063s

RSIP-DBG: PT 05: 0026s

RSIP-DBG: PT 06: 0069s

RSIP-DBG: PT 07: 0079s
Done collecting show-tech from vdc 1 at Mon May 12 18:59:02 2014
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. show tech-support

#4444 ##Collecting Data from Line=cards###########

Cisco ACI Switch Command Reference, NX-0S Release 11.x
[ 206 | [



| S Commands

show users

show users

show users .

Syntax Description show

Show running system information

users

Show users logged onto the system and their sessions

Examples

podl-leafl# show
NAME LINE
ishell pts/0

admin pts/0

users

TIME

Jun

Jun

IDLE PID COMMENT
7 18:57 . 17198 (10.21.145.75) session=ssh *
7 18:57 . 17208 session=ssh *
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. show version

show version

show version

Syntax Description show Show running system information

version Show running firmware version and basic system information

Examples

podl-spinel# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd products support series home.html
Copyright (c) 2002-2013, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

Software
BIOS: version 06.25
kickstart: version 6.1(2) [build 6.1(1.748)]1 [gdb]
system: version 6.1(2) [build 6.1(1.748)] [gdbl]
BIOS compile time: 12/16/2013

kickstart image file is: bootflash:///auto-k
kickstart compile time: 03/18/2014 09:01:28 [03/18/2014 09:01:28]

system image file is: bootflash:///auto-s
system compile time: 03/18/2014 09:01:28 [03/18/2014 09:01:28]
Hardware

cisco N9K-SUP-A ("supervisor")
Intel (R) Xeon(R) CPU E5-2403 0 @ 1.80GHz with 16399360 kB of memory.
Processor Board ID SAL17257PCK

Device name: ifav37-spinel
bootflash: 62522368 kB

Kernel uptime is 00 day(s), 0l hour(s), 25 minute(s), 30 second(s)
Last reset at 931000 usecs after Tue Mar 18 19:15:16 2014

Reason: dme-clean-config-reset

System version: 6.1 (1.748)

Service: Reboot

plugin
Core Plugin, Ethernet Plugin

Cisco ACI Switch Command Reference, NX-0S Release 11.x
[ 208 | [



| S Commands
show version module .

show version module

show version module [ arg0 |

Syntax Description show Show running system information
version Show the software version
module Module
arg0 Type: integer

please enter the module number
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. show vlan

show vlan

show vlan [extended]

Syntax Description show Show running system information

vlan VLAN status

extended VLAN extended info like encaps

Cisco ACI Switch Command Reference, NX-0S Release 11.x
[ 210 | [



| S Commands
show vlan all-ports .

show vlan all-ports

show vlan all-ports

Syntax Description show Show running system information

vlan VLAN status

all-ports Show all ports on VLAN
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. show vlan brief

show vlan brief

show vlan brief

Syntax Description show Show running system information

vlan VLAN status

brief All VLAN status in brief
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show vlan id

show vlan id .

show vlan id vian-id [extended]

Syntax Description

show Show running system information
vlan VLAN status
id VLAN status by VLAN id
vian-id Type: integer mrange
VLAN ID 1-3967 or range(s): 1-5, 10 or 2-5,7-19
extended VLAN extended info such as encaps
Examples

podl-leafl# show vlan

VLAN

Name

podl-leafl#

VLAN

Name

Status Ports
active Ethl/1, Ethl/3, Po3
active Ethl/18, Ethl/25, Eth120/1/17,
Po5
active Ethl/26, Pol
active Ethl/25, Po5
active Ethl/26, Pol
active Ethl/25, Po5
active Ethl/26, Pol
active Ethl/25, Pob5
active Ethl/18, Ethl/25, Eth120/1/17,
Po5
Vlan-mode
CE
CE
CE
CE
CE
CE
CE
CE
CE
show vlan extended
Status Ports
active Ethl/1, Ethl/3, Po3
active Ethl/18, Ethl/25, Ethl120/1/17,
Po5
active Ethl/26, Pol
active Ethl/25, Po5
active Ethl/26, Pol
active Ethl/25, Po5
active Ethl/26, Pol
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show vlan id

21 t4:bd0

Vlan-mode

Encap

Ethl/25,
Ethl/18,
Po5

Pob5
Ethl/25,

active
active

VLAN Type
13 enet
14 enet
15 enet
16 enet
17 enet
18 enet
19 enet
20 enet
21 enet

podl-leafl#

VLAN Name

show vlan

vxlan-16777209,
vxlan-14778357

vxlan-14876649,
vxlan-15662987,
vxlan-14974940,
vxlan-15630222,
vxlan-15335352,
vxlan-15040468,
vxlan-15302581

id 35

vlan-2507
vlan-2007
vlan-2509
v1lan-2009
vlan-2504
vlan-2004

Eth120/1/17,

S Commands

VLAN Type

enet

t48:bd0

Vlan-mode

CE

podl-leafl# show vlan id 35 extended

Ethl/18,
Po5

active Ethl/25,

Ethl120/1/17,

Ethl/18,
Po5

active Ethl/25,

VLAN Name

35 t48:bd0

VLAN Type Vlan-mode
35 enet CE

vx1lan-15204290
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show vlan reserved .

show vlan reserved

show vlan reserved [extended]

Syntax Description show Show running system information
vlan VLAN status
reserved Internal reserved VLANs
extended VLAN extended info like encaps
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. show vlan summary

show vlan summary

show vlan summary

Syntax Description show Show running system information
vlan VLAN status
summary VLAN summary information
Examples

podl-leafl# show vlan summary

Number of existing VLANs : 1211
Number of existing user VLANs : 993
Number of existing extended VLANs : 218
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show vpc

show vpc [vpc-number| brief [vpc vpc-number]]

show vpc

Syntax Description

show Show running system information
vpc Virtual Port Channel configuration
brief Brief display of vPC status
vpc-number Type: integer

Enter a Virtual Port Channel number

Examples

podl-leafl# show vpc

Legend:
(*) - local vPC is down, forwarding via vPC peer-link
vPC domain id : 10
Peer status : peer adjacency formed ok
vPC keep-alive status : Disabled
Configuration consistency status : success
Per-vlan consistency status : success
Type-2 inconsistency reason : Consistency Check Not Performed
vPC role : primary, operational secondary
Number of vPCs configured : 3
Peer Gateway : Disabled
Dual-active excluded VLANs HE
Graceful Consistency Check : Enabled
Auto-recovery status : Enabled (timeout = 240 seconds)
Operational Layer3 Peer : Disabled

vPC Peer-link status

id Port Status Consistency Reason Active vlans
343 Pol  up  success  success 2501-2550
1 Po3 up success success 2
344 Pob5 down* Not Consistency Check Not -

Applicable Performed

podl-leafl# show vpc brief

Legend:
(*) - local vPC is down, forwarding via vPC peer-link

vPC domain id : 10
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show vpc

Peer status

vPC keep-alive status
Configuration consistency status
Per-vlan consistency status
Type-2 inconsistency reason
vPC role

Number of vPCs configured
Peer Gateway

Dual-active excluded VLANs
Graceful Consistency Check
Auto-recovery status
Operational Layer3 Peer

vPC Peer-link status

peer adjacency formed ok
Disabled

success

success

Consistency Check Not Performed
primary, operational secondary
3

Disabled

Enabled

Enabled (timeout = 240 seconds)
Disabled

id Port

vPC status

id Port Status Consistency Reason Active vlans
343 Pol  up  success  success 2501-2550
1 Po3 up success success 2
344 Po5 down* Not Consistency Check Not -

Applicable

podl-leafl# show vpc brief vpc 344

vPC status

Performed

down* Not
Applicable
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show vpc consistency-parameters .

show vpc consistency-parameters

show vpc consistency-parameters {global| interface if| vpc vpc-num}

Syntax Description

show

Show running system information

vpe

Virtual Port Channel configuration

consistency-parameters

Show vPC Consistency Parameters

global Global Parameters
interface Specify interface
if Type: interface
vpc-num Type: integer
Enter a Virtual Port Channel number
Examples

podl-leafl# show vpc consistency-parameters interface port-channel 3

Legend:

Type 1 : vPC will be suspended in case of mismatch
Name Type Local Value Peer Value
mode 1 on on
Speed 1 1000 Mb/s 1000 Mb/s
Duplex 1 full full
Port Mode 1 trunk trunk
Native Vlan 1 0 0
MTU 1 9000 9000
vPC card type 1 Empty Empty
Allowed VLANs - 2 2

Local suspended VLANs
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. show vpc peer-keepalive

show vpc peer-keepalive

show vpc peer-keepalive

Syntax Description

show Show running system information
vpc Virtual Port Channel configuration
peer-keepalive vPC keepalive status
Examples

podl-leafl# show vpc peer-keepalive

vPC keep-alive status : Disabled

--Send status : Failed

--Receive status : Failed

--Last update from peer : (-n-a-) seconds, (-n-a-) msec

vPC Keep-alive parameters

--Destination : N/A
--Keepalive interval : 1000 msec
--Keepalive timeout : 5 seconds
--Keepalive hold timeout : 3 seconds
--Keepalive vrf : management
--Keepalive udp port : 3200
--Keepalive tos : 192
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show vpc role .

show vpc role

show vpc role

Syntax Description

show Show running system information
vpc Virtual Port Channel configuration
role vPC role status
Examples

podl-leafl# show vpc role

vPC Role status

vPC role : primary, operational secondary
Dual Active Detection Status : 0

vPC system-mac : 00:23:04:ee:be:0a

vPC system-priority : 34702

vPC local system-mac : 7¢c:69:£6:0f:86:e7

vPC local role-priority : 1017
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show vpc statistics peer-kee

show vpc statistics peer-keepalive

palive

S Commands

Syntax Description

show Show running system information
vpc Virtual Port Channel configuration
statistics Statistics

peer-keepalive

peer keepalive module related statistics

Examples

podl-leafl# show vpc statistics
vPC keep-alive status

vPC keep-alive statistics

peer-keepalive tx count:
peer-keepalive rx count:
average interval for peer rx:
Count of peer state changes:

- Cisco ACI Switch Command Reference, NX-0S Release 11.x
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show vpc statistics vpc

show vpc statistics vpc vpc_num

show vpe statistics vpc

Syntax Description

show Show running system information
vpc Virtual Port Channel configuration
statistics Statistics
vpe_num Type: integer

Enter a Virtual Port Channel number
Examples

podl-leafl# show vpc statistics vpc 344

port-channel5 is down

admin state is up
Hardware: Port-Channel,
MTU 9000 bytes, BW 0 Kbit,
reliability 255/255,

address:
DLY 1 usec
txload 1/255,

(port-channel-members-down)

0000.0000.0000 (bia 0000.0000.0000)

rxload 1/255

Encapsulation ARPA, medium is broadcast

Port mode is trunk
auto-duplex, unknow nb/s
Input flow-control is off,
Auto-mdix is turned on
EtherType is 0x8100
Members in this channel:

output flow-control is off

Ethl/25

Last clearing of "show interface" counters never

0 interface resets

30 seconds input rate 0 bits/sec,
30 seconds output rate 5472 bits/sec,

Load-Interval #2: 5 minute

input rate 0 bps, 0 pps;
RX
0 unicast packets
0 input packets 0 bytes
0 jumbo packets
0 runts 0 giants 0 CRC
0 input error 0 short frame
0 watchdog 0 bad etype drop
0 input with dribble
0 Rx pause
TX

0 unicast packets
492069 output packets
0 jumbo packets
0 output error
0 lost carrier
0 Tx pause

output rate 6536 bps,

0 multicast packets

492069 multicast packets
68931828 bytes

0 collision
0 no carrier

0 packets/sec

4 packets/sec
(300 seconds)

5 pps

0 broadcast packets

0 storm suppression packets

0 no buffer
0 overrun 0 underrun
0 bad proto drop

0 ignored
0 if down drop

0 input discard

0 broadcast packets

0 deferred
0 babble

0 late collision
0 output discard
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show vrf

show vrf [vif-name| all] [detail [extended]] [order id]

S Commands

Syntax Description

show Show running system information
vrf Display VRF information
vrf-name Type: string
VRF name
all Display VRF information for all VRFs
order Specify ordering
id Order by ID
detail Display VRF detail information
extended Display extended VRF information such as encaps
Examples

podl-leafl# show vrf tl:ctx0

VRF-Name
tl:ctx0

VRF-ID State Reason
15 Up -

podl-leafl# show vrf detail extended

VRF-Name: black-hole, VRF-ID: 11, State: Up

VPNID: unknown
RD: 0:0

Max Routes: 0

Encap: vxlan-16777200
Table-ID: 0x80000009,
Table-ID: 0x00000009,

AF: IPv6, Fwd-ID:
AF: IPv4, Fwd-ID:

Mid-Threshold: 0

0x80000009, State: Up
0x00000009, State: Up

VRF-Name: management, VRF-ID: 2, State: Up

VPNID: unknown
RD: 0:0

Max Routes: O

Encap: vxlan-16777201
Table-ID: 0x80000035,
Table-ID: 0x00000035,

VRF-Name: mgmt:inb, VRF-ID:

VPNID: unknown

RD: 10.0.113.223:48
Max Routes: 0
Encap: vxlan-3047424
Table-ID: 0x8000003a,

AF: IPv6, Fwd-ID:
AF: IPv4, Fwd-ID:

AF: IPv6, Fwd-ID:

Mid-Threshold: 0

0x80000035, State: Up
0x00000035, State: Up

59, State: Up

Mid-Threshold: 0

0x8000003a, State: Up
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show vrf .

Table-ID: 0x0000003a, AF: IPv4, Fwd-ID: 0x0000003a, State: Up

podl-leafl# show vrf detail extended order id

VRF-Name: management, VRF-ID: 2, State: Up
VPNID: unknown
RD: 0:0
Max Routes: 0 Mid-Threshold: 0
Encap: vxlan-16777201
Table-ID: 0x80000035, AF: IPv6, Fwd-ID: 0x80000035, State: Up
Table-ID: 0x00000035, AF: IPv4, Fwd-ID: 0x00000035, State: Up

VRF-Name: t46:ctxl, VRF-ID: 3, State: Up
VPNID: unknown
RD: 10.0.113.223:95
Max Routes: 0 Mid-Threshold: 0
Encap: vxlan-2523139
Table-ID: 0x80000001, AF: IPv6, Fwd-ID: 0x80000001, State: Up
Table-ID: 0x00000001, AF: IPv4, Fwd-ID: 0x00000001, State: Up

VRF-Name: t37:ctxl, VRF-ID: 4, State: Up
VPNID: unknown
RD: 10.0.113.223:96
Max Routes: 0 Mid-Threshold: O
Encap: vxlan-2719750
Table-ID: 0x80000002, AF: IPv6, Fwd-ID: 0x80000002, State: Up
Table-ID: 0x00000002, AF: IPv4, Fwd-ID: 0x00000002, State: Up
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. show vrf interface

show vrf interface

S Commands

show vrf [vif-name| all] interface [ interface |

Syntax Description show

Show running system information

vrf

Display VRF information

vrf-name

Type: string
VRF name

all

Display VRF information for all VRFs

interface

Display interface VRF information

interface

Type: interface

Display interface VRF information
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show zoning-rule

show zoning-rule [src-epg epg0] [dst-epg epgl]

Syntax Description show Show running system information

zoning-rule Display Zoning-Rule information
src-epg Display Source EPG information
epgl Type: integer

Source EPG number

dst-epg Display Destination EPG information

epgl Type: integer

Source EPG number

Examples

This example shows how to display configured zoning rules:

podl-leafl# show zoning-rule

Rule ID SrcEPG DstEPG operSt Scope Action
65336 68 67 enabled 32 permit
65335 68 66 enabled 32 permit
65334 68 69 enabled 32 permit
65333 0 70 enabled 32 permit
65332 0 65 enabled 32 permit

This example shows how to display configured zoning rules from a specific EPG:

podl-leafl# show zoning-rule src-epg 68

Rule ID SrcEPG DstEPG operSt Scope Action
65336 68 67 enabled 32 permit
65335 68 66 enabled 32 permit
65334 68 69 enabled 32 permit
65529 68 66 enabled 32 deny

65338 68 71 enabled 32 permit
65337 68 72 enabled 32 permit
65414 68 67 enabled 31 permit

This example shows how to display configured zoning rules between a pair of EPGs:

podl-leafl# show zoning-rule src-epg 68 dst-epg 67

Rule ID SrcEPG DstEPG opersSt Scope Action

65336 68 67 enabled 32 permit
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. show zoning-rule
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« techsupport local, page 230
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. techsupport local

techsupport local

techsupport local

Syntax Description techsupport Export a technical support collection file

local Export to a local file system

Usage Guidelines Use this command when an APIC-based TechSupport export cannot be triggered, such as when the APIC is
in minority, or when communication between the APIC and a leaf has failed.
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» Configuring Switch Console Settings, page 232
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Configuring Switch Management

Configuring Switch Console Settings

Configuring Switch Console Settings

A\

In the switch command line interface, use the console_speed_setup.sh command to locally configure the
console settings.

Note

When you configure the settings from the console, the new settings take effect immediately. When you
configure the settings from an SSH session, the new settings take effect upon the next switch reboot.

The following example shows the use of the command. To change a setting, type y and follow the prompts.
To view the settings without making changes, type n to every question.

Leaf-1# console_speed setup.sh

Configure the Baud rate? (yes/no) [yl: n
Configure the Databits? (yes/no) [y]: n
Configure the Parity? (yes/no) [y]l: n

Configure the Stop bits? (yes/no) [yl: n

databits val 3

stopbits_val 0

parity val 0

These are the new settings

Serial parameters become effective immediately on serial console

For SSH session, the serial parameters will take effect on the next reboot
/isan/utils/cmosio -w console 12.3

/bin/stty 115200 cs8 -cstopb

[n]: n

Would you like to proceed? (yes/no)

Leaf-1+#

For the default console settings, including the initial baud rate, refer to the Hardware Installation Guide for
the switch model.
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» Using Boot Loader Commands, page 233
* boot (loader command), page 234

» cmdline (loader command), page 235

» set gw (loader command), page 236

 setip (loader command), page 237

Using Boot Loader Commands

When the switch starts up in the boot loader mode, a set of commands is available to set kernel kickstart
parameters that may be required during advanced troubleshooting and recovery options. These commands
are not used in normal operation.
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. boot (loader command)

boot (loader command)

boot protocol://location

Syntax Description protocol Only tftp is supported.

location The server address or hostname and path to the image
file to be booted.

Usage Guidelines Use this command to download and boot from an image file on a remote TFTP server.
Examples This example causes the switch to download and boot from the specified image file on the remote server.

loader> boot tftp://192.2.0.123/images/bootimagel
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cmdline (loader command)
cmdline [clear_config] [clear_log] [init_system] [no_hap_reset]
Syntax Description clear_config Clears all configuration databases and causes a stateless reload. This option is

useful when upgrading the switch from an old and incompatible software image,
such as a pre-release image.

clear_log Completely clears all core files and logs within the switch. This option is useful
when the switch fails to boot due to full partitions.

init_system Securely erases and repartitions the disk.

no_hap_reset Prevents a switch from continuously reloading due to a process failure. With this
option, the switch will not reload after a failure, but will stop with a login prompt
to allow troubleshooting.

Usage Guidelines One or more options can be appended to the base cmdline command, but the entire command must be entered
on a single line.

Examples This example shows the command with one option:

Aborting config file read and autoboot
No autoboot or failed autoboot. falling to loader

Loader Version 7.17

loader > cmdline no_hap reset
loader >

This example shows the command with two options:

loader > cmdline init_system clear_config
loader >
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set gw (loader command)

set gw ipaddress

Syntax Description ipaddress The gateway IP address for the switch.

Usage Guidelines Use this command to configure the gateway IP address for the switch.

Examples

loader> set gw 192.2.0.1
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set ip (loader command)

set ip ipaddress mask

Syntax Description

ipaddress The management [P address to be assigned to the switch.
mask The subnet mask of the management IP address.
Usage Guidelines Use this command to configure the initial management IP address for the switch.

Examples
loader> set ip 192.2.0.123 255.255.255.0
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