About the ACI Switch CLI
Bash Conventions and ExtensionsChapter 2. C Commands
clear countersChapter 3. D Commands
debug reset interfaceChapter 4. I Commands
iping
iping6
itraceroute
itraceroute6
itraceroute vrf
itraceroute vrf vxlanChapter 5. R Commands
reload
reload fex
reload moduleChapter 6. S Commands
setinservice
show aaa
show aaa user default-role
show bgp ipv4 unicast vrf
show bgp sessions vrf
show bgp vpnv4 unicast vrf
show cdp all
show cdp entry
show cdp global
show cdp interface
show cdp neighbors
show cdp traffic interface
show clock
show copp policy
show cores
show diagnostic content module
show diagnostic result module
show diagnostic status module
show endpoint
show environment
show environment fex
show fex
show hardware
show hostname
show interface
show interface brief
show interface capabilities
show interface counters
show interface counters brief
show interface counters detailed
show interface counters errors
show interface counters snmp
show interface debounce
show interface description
show interface fex-fabric
show interface flowcontrol
show interface mac-address
show interface snmp-ifindex
show interface status
show interface switchport
show interface transceiver
show interface trunk
show inventory
show ip adjacency vrf
show ip arp
show ip bgp neighbors vrf
show ip bgp nexthop-database vrf
show ip dhcp client
show ip dhcp global statistics
show ip dhcp relay
show ip igmp snooping
show ip igmp snooping explicit-tracking
show ip igmp snooping groups
show ip igmp snooping lookup-mode
show ip igmp snooping mrouter
show ip igmp snooping querier
show ip igmp snooping statistics
show ip interface
show ip ospf interface
show ip ospf neighbors
show ip ospf route
show ip ospf traffic
show ip ospf vrf
show ip prefix-list
show ip process
show ip route vrf
show ip static-route
show isis adjacency vrf
show isis database vrf
show isis dteps vrf
show isis interface vrf
show isis protocol vrf
show isis route vrf
show isis statistics vrf
show isis traffic vrf
show lacp counters
show lacp interface
show lacp neighbor
show lacp port-channel
show lacp system-identifier
show lldp entry
show lldp interface
show lldp neighbors
show lldp timers
show lldp tlv-select
show lldp traffic
show locator-led status
show mac address-table
show module
show module fex
show monitor
show monitor session
show ntp authentication-keys
show ntp authentication-status
show ntp peer-status
show ntp peers
show ntp statistics peer ipaddr
show ntp trusted-keys
show port-channel capacity
show port-channel compatibility-parameters
show port-channel database
show port-channel summary
show port-channel traffic
show port-channel usage
show processes
show processes cpu
show processes cpu sort
show processes memory
show radius-server
show redundancy status
show route-map
show snmp community
show snmp context
show snmp user
show sprom
show switchname
show system redundancy status
show system reset-reason
show system reset-reason fex
show system resources
show system uptime
show tacacs-server
show tech-support
show users
show version
show version module
show vlan
show vlan all-ports
show vlan brief
show vlan id
show vlan reserved
show vlan summary
show vpc
show vpc consistency-parameters
show vpc peer-keepalive
show vpc role
show vpc statistics peer-keepalive
show vpc statistics vpc
show vrf
show vrf interface
show zoning-ruleChapter 7. T Commands
techsupport localAppendix A. Configuring Switch Management
Configuring Switch Console SettingsAppendix B. Using Boot Loader Commands
Using Boot Loader Commands
boot (loader command)
cmdline (loader command)
set gw (loader command)
set ip (loader command)Preface
Audience
Document Conventions
Documentation FeedbackCopyright Page
The ACI switch command-line interface (CLI) is iBash, which consists of the standard Bash command language interpreter shell plus a set of custom commands for ACI switches.
![]() Note | To reach the iBash shell, you must login as admin, and not as root. |
Virtual Shell (VSH or vshell), the traditional Cisco NX-OS switch interface, is not a supported mode for ACI. Limited VSH functionality is present for internal use by typing vsh in the iBash shell, but its use is not intended for normal operation. This guide does not describe VSH.
Bash (Bourne Again SHell) is a Unix shell or command-line interpreter supported by a variety of operating systems. You can use the Bash interface to directly access the ACI switches or you can develop Bash shell scripts to automate tasks. Bash provides a variety of command line and scripting features.
For more information about the Bash shell , see Click Here .
Bash uses a forward slash (/) as a separator for interfaces, network addresses, and other settings.
For example, Ethernet interface number 46 on switch module 1 is represented as Eth1/46.
Bash provides tab completion for standard Linux commands and ACI switch-specific commands. When you press the Tab key at the end of a command or option abbreviation, Bash displays the command in full or the next available keyword or argument choice. Bash will also autocomplete unambiguous partial command arguments.
![]() Note | Bash will autocomplete partial commands without the Tab key only after you enter the first level command. For example, show int br will be autocompleted as show interface brief, but sh int br will not be autocompleted. |
The CLI supports the Bash shell history functions. To display the command history, you can use the Up Arrow or Down Arrow, as well as the history command.
You can reenter a command in the history by stepping through the history to recall the desired command and pressing Enter. You can also recall a command and change it before you enter it.
In addition, you can directly search for a previous command by pressing Ctrl-r and then typing part of the desired command until the command is displayed.
At any time, you can press the Esc key twice to display the options available at the current state of the command syntax. If you have not entered anything at the prompt, pressing the Esc key twice lists all available commands for the current command mode. If you have partially entered a command, pressing the Esc key twice lists all the keywords and arguments available at your current position in the command syntax.
![]() Note | The iBash CLI uses Esc-ESC instead of ? to avoid a conflict with the use of $? as a possible Bash prompt shortcut. |
clear counters [ interface [interface-id] ]
clear | Clear contents |
counters | Clear counters |
interface | Clear interface counters |
interface-id | Interface identifier |
debug reset interface interface-id
debug | CLI debug action |
reset | Reset interface |
interface | Interface to be reset |
interface-id | Interface identifier |
This example shows you how to reset an Ethernet interface. After the reset, a show interface command should show the number of interface resets as one more than before this reset.
iping [ -V vrf ] [ -c count ] [ -i wait ] [ -p pattern ] [ -s packetsize ] [ -t timeout ] host
iping | |
-V vrf | The Virtual Routing and Forwarding (VRF) instance from which to source the ping message. |
-c count | Number of ping packets that are sent to the destination address. The default is 5. |
-i wait | The time interval between sending of ping packets. |
-p pattern | The data pattern of the ping payload. Different data patterns are used to troubleshoot framing errors and clocking problems on serial lines. The default is [0xABCD]. |
-s packetsize | Size of the ping packet (in bytes). |
-t timeout | Timeout interval. The ping is declared successful only if the ECHO REPLY packet is received before this time interval. |
host | The IP address or host name of the destination EP. |
iping6 [ -V vrf ] [ -c count ] [ -i wait ] [ -p pattern ] [ -s packetsize ] [ -t timeout ] host
iping6 | |
-V vrf | The Virtual Routing and Forwarding (VRF) instance from which to source the ping message. |
-c count | Number of ping packets that are sent to the destination address. The default is 5. |
-i wait | The time interval between sending of ping packets. |
-p pattern | The data pattern of the ping payload. Different data patterns are used to troubleshoot framing errors and clocking problems on serial lines. The default is [0xABCD]. |
-s packetsize | Size of the ping packet (in bytes). |
-t timeout | Timeout interval. The ping is declared successful only if the ECHO REPLY packet is received before this time interval. |
host | The IPv6 address or host name of the destination EP. |
Release | Modification |
---|---|
11.2 | This command was introduced. |
itraceroute dest-ip-address [payload-size]
itraceroute | Trace steps to destination |
dest-ip-address | Destination IP address |
payload-size | Size of traceroute packet payload field |
Use this command to find multiple paths to a destination leaf from the current leaf. This command will execute a trace on the overlay VRF.
Discovers and reports multiple paths
Transits only a single probe packet per path
Reports detailed node information
Simulates tenant traffic, exploring paths under the applied policies
itraceroute6 dest-ip-address [payload-size]
itraceroute6 | Trace steps to destination |
dest-ip-address | Destination IPv6 address |
payload-size | Size of traceroute packet payload field |
Use this command to find multiple paths to a destination leaf from the current leaf. This command will execute a trace on the overlay VRF.
Discovers and reports multiple paths
Transits only a single probe packet per path
Reports detailed node information
Simulates tenant traffic, exploring paths under the applied policies
Release | Modification |
---|---|
11.2 | This command was introduced. |
itraceroute dest-ip-address vrf vrf-name [ encap vlan [vlan-encap] ] [ payload payload-size ]
itraceroute | Trace steps to destination |
dest-ip-address | IP address of the destination EP |
vrf | Trace within a virtual routing and forwarding (VRF) instance |
vrf-name | Name of the VRF |
encap | Source EP is encapsulated |
vlan | VLAN encapsulation |
vlan-encap | VLAN or EPG encapsulation to which the source EP belongs |
payload | Specify the size of the traceroute packet payload field |
payload-size | Size of traceroute packet payload field |
Use this command to find multiple paths to a destination endpoint (EP) from the current leaf on behalf of a physical link EP that is a directly connected host, and whose endpoint group (EPG) is identified with VLAN encapsulation. The multiple paths will include nodes inside the fabric.
![]() Note | When the destination EP and source EP are in the same leaf (the current leaf), only one node appears in the path and the interface is marked as unspecified. |
Discovers and reports multiple paths
Transits only a single probe packet per path
Reports detailed node information
Simulates tenant traffic, exploring paths under the applied policies
itraceroute dest-ip-address vrf vrf-name encap vxlan [vxlan-encap] dst-mac dest-mac-address [ payload payload-size ]
itraceroute | Trace steps to destination |
dest-ip-address | IP address of the destination EP |
vrf | Trace within a virtual routing and forwarding (VRF) instance |
vrf-name | Name of the VRF |
encap | Source EP is encapsulated |
vxlan | VXLAN encapsulation |
vxlan-encap | VXLAN encapsulation to which the source EP belongs |
dst-mac | Specifies MAC address of the destination EP |
dest-mac-address | MAC address of the destination EP |
payload | Specify the size of the traceroute packet payload field |
payload-size | Size of traceroute packet payload field |
Use this command to find multiple paths to a destination endpoint (EP) from the current leaf on behalf of an EP that is behind a virtual tunnel endpoint (VTEP), and whose endpoint group (EPG) is identified with VXLAN encapsulation. The multiple paths will include nodes inside the fabric.
![]() Note | When the destination EP and source EP are in different bridge domains, the destination MAC address must be the switch virtual interface (SVI) MAC address of the source EP bridge domain. |
Discovers and reports multiple paths
Transits only a single probe packet per path
Reports detailed node information
Simulates tenant traffic, exploring paths under the applied policies
reload
reload | Reload the chassis |
reload fex [fex-number]
reload | Reload Information |
fex | FEX module |
fex-number | FEX module number |
reload module [module-number]
reload | Reload Information |
module | Module |
module-number | Module number |
Reloading an active supervisor module causes a switchover to the standby supervisor.
setinservice
setinservice | Brings previously blacklisted ports back into service. |
Use this command to bring the fabric, controller, and infra ports back into service in the case where all ports have been inadvertently blacklisted and the controller has no way to communicate with the switch. This command is not used in normal operation.
show aaa [ authentication | groups ]
show | Show Information |
aaa | aaa |
authentication | Authentication |
groups | Groups |
show aaa user default-role
show | Show Information |
aaa | aaa |
user | User |
default-role | Default role assigned by aaa-admin for remote authentication |
show bgp ipv4 unicast vrf { all | vrf-name }
show | Show running system information |
bgp | Show BGP information |
ip | Display BGP information for IPv4 address family |
ipv4 | Display BGP information for IPv4 address family |
unicast | Display BGP information for IPv4 unicast address family |
vrf | Show BGP information for a VRF |
all | Show BGP information for all VRFs |
vrf-name | Name of the VRF |
show bgp sessions vrf { all | vrf-name }
show | Show running system information |
bgp | Show BGP information |
sessions | Show BGP sessions |
vrf | Show BGP sessions in a VRF |
all | Show BGP sessions for all VRFs |
vrf-name | Name of the VRF |
This example shows how to display BGP sessions for a single VRF:
show bgp vpnv4 unicast vrf { all | vrf-name }
show | Show running system information |
bgp | Show BGP information |
vpnv4 | Display BGP information for VPNv4 address family |
unicast | Display BGP information for VPNv4 unicast address family |
vrf | Show BGP information for a VRF |
all | Show BGP information for all VRFs |
vrf-name | Name of the VRF |
show cdp all
show | Show running system information |
cdp | Show Cisco Discovery Protocol information |
all | Show all interfaces in CDP database |
show cdp entry { all | name dev-id }
show | Show running system information |
cdp | Show Cisco Discovery Protocol information |
entry | Show CDP entries in database |
all | Show all CDP entries in database |
name | Show a specific CDP entry matching a name |
dev-id | Type: string Device ID (Max Size 256) |
show cdp global
show | Show running system information |
cdp | Show Cisco Discovery Protocol information |
global | Show CDP global parameters |
show cdp interface arg0
show | Show running system information |
cdp | Show Cisco Discovery Protocol information |
interface | Show CDP parameters for an interface |
arg0 | Type: interface Interface |
show cdp neighbors [ interface arg0 ] [detail]
show | Show running system information |
cdp | Show Cisco Discovery Protocol information |
neighbors | Show CDP neighbors |
interface | Show CDP neighbors on an interface |
arg0 | Type: interface Interface |
detail | Show CDP neighbors detailed |
show cdp traffic interface arg0
show | Show running system information |
cdp | Show Cisco Discovery Protocol information |
traffic | Show cdp traffic statistics |
interface | Show cdp traffic statistics on an interface |
arg0 | Type: interface Interface |
show clock
show | Show running system information |
clock | Display current date and time |
show copp polivy
show | Show running system information |
copp | Display control plane policing (copp) information |
policy | Display control plane policing policy information |
show cores
show | Show information |
cores | Show all core dumps for the current vdc |
show diagnostic content module { all | module_id } [ test test-number ] [detail]
show | Show information |
diagnostic | Diagnostic commands |
content | Show diagnostic test content |
module | Module Keyword |
all | Select all module ID |
module_id | Module ID |
test | Display the specified test |
test-number | Test number |
detail | Display detailed information |
This example shows the diagnostic content available for module 1:
This example displays the detailed results of test number 1:
show diagnostic result module { module_id | all } [detail]
show | Show information |
diagnostic | Diagnostic commands |
result | Show test results |
module | <1-30> Module number |
module_id | Type: string Module ID |
all | Show information for all modules |
detail | Detailed information |
show diagnostic status module module_id
show | Show information |
diagnostic | Diagnostic commands |
status | Show test status(running/enqueued) |
module | <1-30> Module number |
module_id | Type: string Module ID |
show endpoint [ address mac-address | vlan vlan-id ] [ interface interface-id ] [summary]
show | Show Information |
endpoint | Endpoint information |
address | Endpoint address |
mac-address | MAC address |
interface | Endpoint interface |
interface-id | Interface identifier |
vlan | Interface VLAN |
vlan-id | VLAN number |
summary | Summarize information about different types of endpoints in the switch |
This command shows all the endpoints, both static and dynamically learned, that are known to the switch. The command output indicates the type of interface, such as a physical port or port channel, a virtual port (FEX), or a tunnel interface. Additional flags indicate whether the endpoint is behind a virtual port channel (vPC), is a hypervisor, or is a static endpoint.
E.E.E
EE-EE-EE-EE-EE-EE
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EEEE.EEEE.EEEE
show environment [ fan | power | temperature ]
show | Show Information |
environment | Environment Information |
fan | Fan Information |
power | Power supply Information |
temperature | Sensor Temperature Information |
show environment fex [ fexid | all ] [ fan | power | temperature ]
show | Show running system information |
environment | System environment information |
fex | Show fex environment information |
fexid | FEX number |
all | Show information for all FEX |
fan | Fan information |
power | Power capacity and power distribution information |
temperature | Temperature sensor information |
show fex [fexid] [detail] [version] [transceiver]
show | Show running system information |
fex | Show FEX information |
detail | Detailed information |
transceiver | Show FEX |
version | Show the software version |
fexid | FEX number |
show hardware
show | Show running system information |
hardware | Show hardware information |
show hostname
show | Show running system information |
hostname | Hostname |
show interface [arg0]
show | Show running system information |
interface | Interface |
arg0 | Type: interface_mrange Interface |
show interface [arg0] brief
show | Show running system information |
interface | Interface |
arg0 | Type: interface_mrange Interface |
brief | Show brief info of interface |
show interface [arg0] capabilities
show | Show running system information |
interface | Interface |
arg0 | Type: interface_mrange Ethernet Interface |
capabilities | Show interface capabilities information |
show interface [interface-id] counters [ fex fex-id | module mod-id ]
show | Show running system information |
interface | Show interface status and information |
interface-id | Interface identifier |
counters | Show interface counters |
fex | Limit display to FEX interfaces |
fex-id | FEX identifier |
module | Limit display to interfaces on module |
mod-id | Module number |
show interface interface-id counters brief
show | Show running system information |
interface | Show interface status and information |
interface-id | Interface identifier |
counters | Show interface counters |
brief | Show interface counters in brief |
show interface [interface-id] counters detailed [ all [snmp] | snmp ]
show | Show running system information |
interface | Show interface status and information |
interface-id | Interface identifier |
counters | Show interface counters |
detailed | Show only non-zero counters |
all | Show every interface counter |
snmp | Show SNMP MIB values |
show interface [interface-id] counters errors [ fex fex-id | module mod-id ]
show | Show running system information |
interface | Show interface status and information |
interface-id | Interface identifier |
counters | Show interface counters |
errors | Show interface error counters |
fex | Limit display to FEX interfaces |
fex-id | FEX identifier |
module | Limit display to interfaces on module |
mod-id | Module number |
show interface [interface-id] counters snmp [ fex fex-id | module mod-id ]
show | Show running system information |
interface | Show interface status and information |
interface-id | Interface identifier |
counters | Show interface counters |
snmp | Show SNMP MIB values |
fex | Limit display to interfaces on FEX |
fex-id | FEX identifier |
module | Limit display to interfaces on module |
mod-id | Module number |
show interface [arg0] debounce
show | Show running system information |
interface | Show interface status and information |
arg0 | Type: interface_mrange Interface |
debounce | Show interface debounce time information |
show interface [arg0] description
show | Show running system information |
interface | Interface |
arg0 | Type: interface_mrange Interface |
description | Show interface description |
show interface fex-fabric
show | Show running system information |
interface | Show interface status and information |
fex-fabric | Show all FEX fabric ports |
show interface [arg0] flowcontrol [ fex fex-id | module mod-id ]
show | Show running system information |
interface | Show interface status and information |
arg0 | Type: interface_mrange Interface |
flowcontrol | Show interface flowcontrol information |
fex | Limit display to interfaces on a FEX |
fex-id | Type: integer Enter FEX number |
module | Limit display to interfaces on module |
mod-id | Type: integer Enter module number |
show interface [arg0] mac-address
show | Show running system information |
interface | Show interface status and information |
arg0 | Type: interface_mrange Interface |
mac-address | Show interface MAC address |
show interface snmp-ifindex
show | Show running system information |
interface | Show interface status and information |
snmp-ifindex | Show snmp interface index list |
show interface [interface-id] status [ down | err-disabled | err-vlans | fex fex-id | inactive | module mod-id | up ]
show | Show running system information |
interface | Show interface status and information |
interface-id | Interface |
status | Show interface line status |
down | Show interface down state |
err-disabled | Show interface error disabled state |
err-vlans | Show errored vlans |
fex | Limit display to interfaces on a FEX |
fex-id | FEX number |
inactive | Show interface inactive state |
module | Limit display to interfaces on module |
mod-id | Module number |
up | Show interface up state |
show interface [interface-id] switchport
show | Show running system information |
interface | Show interface status and information |
interface-id | Interface identifier |
switchport | Show interface switchport information |
show interface [interface-id] transceiver [fex-fabric] [ calibrations | details | sprom ]
show | Show Information |
interface | Interface |
interface-id | Ethernet Interface identifier |
transceiver | Transceiver Information |
fex-fabric | Show FEX interface transceiver information |
calibrations | Show interface transceiver calibration information |
details | Show interface transceiver detail information |
sprom | Show interface transceiver sprom information |
show interface [interface-id] trunk [ vlan vlan-id | fex fex-id | module mod-id ]
show | Show running system information |
interface | Show interface status and information |
interface-id | Interface identifier |
trunk | Show interface trunk information |
fex | Limit display to interfaces on a FEX |
fex-id | FEX number |
module | Limit display to interfaces on module |
mod-id | Module number |
vlan | Show per VLAN information for trunk |
vlan-id | VLAN range |
show inventory [ chassis | fans | power_supply | module [mod-id] ]
show | Show running system information |
inventory | system inventory information |
module | system inventory module information |
fans | system inventory fan information |
chassis | system inventory chassis information |
power_supply | system inventory power supply information |
mod-id | module number |
show ip adjacency [ interface [summary] | ip-addr [ non-best | detail ] | detail | summary | non-best ] vrf { vrf-name | all }
show | Show running system information |
ip | Display IP information |
adjacency | Display adjacency table |
interface | Type: interface Display specific interface adjacencies only |
summary | Show adjacency summary |
ip-addr | Type: ipaddr IPV4 source address |
non-best | Show both best/non-best entries |
detail | Show detail information of adjacency entries |
vrf | Display per-VRF information |
vrf-name | Type: string VRF name |
all | Show adjacency entries for all vrfs |
show ip arp [ ip-address | detail | static | interface | summary [interface] | statistics [interface] ] [ vrf { all | vrf-name } ]
show | Show running system information |
ip | Display IP information |
arp | Display ARP table and statistics |
statistics | Display ARP statistics |
static | Display Static ARP entries |
summary | Display ARP adjacency summary |
detail | Display detailed information |
vrf | Display per-VRF information |
all | Display all VRFs |
interface | Name of the Interface |
ip-address | Target IP address |
vrf-name | Name of the VRF |
This example shows how to display ARP adjacency information for an IP address:
show ip bgp neighbors [arg0] vrf { all | vrf-name }
show | Show running system information |
ip | Display BGP information for IPv4 address family |
bgp | Show BGP information |
neighbors | Display all configured BGP neighbors |
arg0 | Type: ipaddr Display one particular BGP neighbor |
vrf | Show BGP sessions in a VRF |
all | Show BGP sessions for all VRFs |
vrf-name | Type: string Name of the VRF |
show ip bgp nexthop-database vrf { all | vrf-name }
show | Show running system information |
ip | Display BGP information for IPv4 address family |
bgp | Show BGP information |
nexthop-database | Display nexthop database |
vrf | Show BGP sessions in a VRF |
all | Show BGP sessions for all VRFs |
vrf-name | Name of the VRF |
show ip dhcp client [statistics]
show | Show running system information |
ip | Display IP information |
dhcp | Show items in DHCP |
client | DHCP client |
statistics | Statistics related to DHCP |
show ip dhcp global statistics
show | Show running system information |
ip | Display IP information |
dhcp | Show items in DHCP |
global | DHCP global stats |
statistics | Statistics related to DHCP |
show ip dhcp relay [ statistics [ interface intfname ] | address [ detail | interface intfname [detail] ] | discover [ interface intfname ] | detail ]
show | Show running system information |
ip | Display IP information |
dhcp | Show items in DHCP |
relay | DHCP Relay |
address | DHCP relay address |
discover | DHCP relay node discovery |
statistics | Statistics related to DHCP |
detail | DHCP relay detailed information |
interface | DHCP relay address of the interface |
intfname | Interface slot/chassis number |
show ip igmp snooping [ vlan vlan ]
show | Show running system information |
ip | Show IP information |
igmp | Show IGMP information |
snooping | IGMP Snooping information |
vlan | Display Vlan IGMP snooping membership information |
vlan | Type: integer Specify vlan-id |
This example shows how to display IGMP snooping information for all VLANs:
show ip igmp snooping explicit-tracking [ vlan vlan-id ] [encap]
show | Show running system information |
ip | Show IP information |
igmp | Show IGMP information |
snooping | IGMP Snooping information |
explicit-tracking | Display explicit-tracking database for IGMPv3 |
vlan | Display VLAN explicit-tracking database |
encap | Display encapsulated VLAN explicit-tracking database |
vlan-id | VLAN number |
show ip igmp snooping groups [ [group] [source] [ vlan vlan-id ] ] [ detail | summary ] [encap]
show | Show running system information |
ip | Show IP information |
igmp | Show IGMP information |
snooping | Show IGMP Snooping information |
groups | Display snooping information for group address |
group | Multicast IP address of single group to display |
source | Source IP address |
detail | Display detailed information for the group |
summary | Display snooping group summary |
vlan | Display VLAN IGMP snooping membership information |
encap | Display encapsulated VLAN IGMP snooping membership information |
vlan-id | VLAN number |
show ip igmp snooping lookup-mode [ vlan vlan-id ]
show | Show running system information |
ip | Show IP information |
igmp | Show IGMP information |
snooping | IGMP Snooping information |
lookup-mode | IGMP Snooping lookup mode information |
vlan | Display VLAN information |
vlan-id | VLAN identifier |
show ip igmp snooping mrouter [ vlan vlan-id ] [detail] [encap]
show | Show running system information |
ip | Show IP information |
igmp | Show IGMP information |
snooping | IGMP Snooping information |
mrouter | Display multicast routers detected |
detail | Display detailed mrouter information |
vlan | Display VLAN multicast router information |
vlan-id | VLAN number |
show ip igmp snooping querier [ vlan vlan-id ] [detail]
show | Show running system information |
ip | Show IP information |
igmp | Show IGMP information |
snooping | IGMP Snooping information |
querier | Display snooping querier information |
detail | Display detailed information |
vlan | Display VLAN IGMP snooping querier information |
vlan-id | VLAN identifier |
show ip igmp snooping statistics [ global | vlan vlan-id ]
show | Show running system information |
ip | Show IP information |
igmp | Show IGMP information |
snooping | IGMP Snooping information |
statistics | Display packet/error counter statistics |
global | Display global statistics |
vlan | Display VLAN statistics |
vlan-id | VLAN identifier |
show ip interface [ brief [include-secondary] | interface | ip-addr ] [operational] [ vrf { all | vrf-name } ]
show | Show running system information |
ip | Display IP information |
interface | Display IP related interface information |
brief | Show brief info of interface |
include-secondary | Display summary of all IP addresses |
operational | Display only interfaces that are administratively enabled |
vrf | Display per-VRF information |
all | Display all VRFs |
interface | Name of the Interface |
ip-addr | IP address |
vrf-name | Name of the VRF |
local-addr | Interface for local IP address |
show ip ospf interface [ interface-id | [brief] [ vrf { all | vrf-name } ] ]
show | Show running system information |
ip | Ipv4 |
ospf | Display OSPF status and configuration |
interface | OSPF enabled interface |
interface-id | Interface identifier |
brief | Display summary of OSPF interfaces |
vrf | Display per-VRF information |
all | Display information for all VRFs |
vrf-name | VRF name (Max Size 32) |
show ip ospf neighbors [ interface-id [ ip-address [detail] | detail | summary ] ] | [ ip-address [detail] | detail | summary ] [ vrf { all | vrf-name } ]
show | Show running system information |
ip | Ipv4 |
ospf | Display OSPF status and configuration |
neighbors | Neighbor list |
ip-address | Router IP address of neighbor |
detail | Show detailed neighbor display |
interface-id | Interface identifier |
summary | Summary of neighbors |
vrf | Display per-VRF information |
all | Display information for all VRFs |
vrf-name | VRF name (Max Size 32) |
show ip ospf route [ summary | ippfx [longer-prefixes] [summary] | ip ] [ vrf { all | vrf-name } ]
show | Show running system information |
ip | Ipv4 |
ospf | Display OSPF status and configuration |
route | Internal OSPF routes |
ip | IP address (show single OSPF route) |
ippfx | IP prefix (show single exact match OSPF route) |
summary | Show route counts |
longer-prefixes | Show exact match and more specific routes |
vrf | Display per-VRF information |
all | Display information for all VRFs |
vrf-name | VRF name (Max Size 32) |
show ip ospf traffic { interface-id | vrf { all | vrf-name } }
show | Show running system information |
ip | Ipv4 |
ospf | Display OSPF status and configuration |
traffic | Packet counters |
interface-id | Interface identifier |
vrf | Display per-VRF information |
all | Display information for all VRFs |
vrf-name | VRF name (Max Size 32) |
show ip ospf vrf { all | vrf-name }
show | Show running system information |
ip | Ipv4 |
ospf | Display OSPF status and configuration |
vrf | Display per-VRF information |
all | Display information for all VRFs |
vrf-name | VRF name (Max Size 32) |
show ip prefix-list [strarg]
show | Show running system information |
ip | Display IP information |
prefix-list | List IP prefix lists |
strarg | Type: string Name of prefix list (Max Size 100) |
show ip process [ vrf { all | vrf-name } ]
show | Show running system information |
ip | Display IP information |
process | Display IP global information |
vrf | Display per-VRF information |
all | Display all VRFs |
vrf-name | Name of the VRF |
show ip route [ ip-addr | ip-prefix [ longer-prefixes | shorter-prefixes ] ] [ next-hop nh | interface interface-id | updated [ since stime ] [ until utime ] ] + [ summary | detail ] vrf { vrf-name | all }
show | Show running system information |
ip | Display IP information |
route | Display routing information |
ip-addr | Display single route longest match lookup |
ip-prefix | Display single exact match route |
longer-prefixes | Display matching routes with mask-lengths >= prefix |
shorter-prefixes | Display matching routes with mask-lengths <= prefix |
next-hop | Display routes with this next-hop only |
nh | Next hop address |
interface | Display routes with this output interface only |
interface-id | Interface Name |
updated | Display routes filtered by last updated time |
since | Display those routes updated since this time |
stime | Type: string Since this date/time [[CC]YY-][MM-DD-]HH:MM[:SS] |
until | Display those routes updated until this time |
utime | Type: string Until this date/time [[CC]YY-][MM-DD-]HH:MM[:SS] |
summary | Display route counts |
detail | Display routes in full detail |
vrf | Display per-VRF information |
vrf-name | VRF name |
all | Display information for all VRFs |
show ip static-route [ vrf { all | vrf-name } ]
show | Show running system information |
ip | Display IP information |
static-route | Display configured static routes |
vrf | Display per-VRF information |
all | Display all VRFs |
vrf-name | Name of the VRF |
show isis adjacency [ system-id sid ] [interface] [detail] vrf { all | vrf-name }
show | Show running system information |
isis | Display IS-IS status and configuration |
adjacency | Display IS-IS adjacency information |
interface | IS-IS interface |
system-id | Hostname or System ID |
sid | Hostname or System ID (in the form of XXXX.XXXX.XXXX) |
detail | Display IS-IS detail adjacency information |
vrf | VRF name |
all | Display information for all VRFs |
vrf-name | VRF Name |
show isis database [level-1] [lid] vrf { all | vrf-name }
show | Show running system information |
isis | Display IS-IS status and configuration |
database | Display IS-IS database information |
level-1 | level-1 |
lid | Type: lsp_id LSP ID in the form of XXXX.XXXX.XXXX.XX-XX |
vrf | VRF name |
all | Display information for all VRFs |
vrf-name | Type: string Specify VRF Name |
show isis dteps vrf { all | vrf-name }
show | Show running system information |
isis | Display IS-IS status and configuration |
dteps | ISIS Dynamic Tunnel EndPoint database |
vrf | VRF name |
all | Display information for all VRFs |
vrf-name | Type: string Specify VRF Name |
show isis interface [ level-1 | brief | intf_arg ] vrf { all | vrf-name }
show | Show running system information |
isis | Display IS-IS status and configuration |
interface | Display IS-IS interface information |
level-1 | Display Level-1 interfaces |
brief | Brief display of IS-IS interfaces |
intf_arg | Type: interface IS-IS interface |
vrf | VRF name |
all | Display information for all VRFs |
vrf-name | Type: string Specify VRF Name |
show isis protocol vrf [ all | vrf-name ]
show | Show running system information |
isis | Display IS-IS status and configuration |
protocol | Display IS-IS process information |
vrf | VRF name |
all | Display information for all VRFs |
vrf-name | Type: string Specify VRF Name |
show isis route vrf [ all | vrf-name ]
show | Show running system information |
isis | Display IS-IS status and configuration |
route | Display IS-IS route information |
vrf | VRF name |
all | Display information for all VRFs |
vrf-name | Type: string Specify VRF Name |
show isis statistics vrf { all | vrf-name }
show | Show running system information |
isis | Display IS-IS status and configuration |
statistics | Display IS-IS protocol statistics |
vrf | VRF statistics |
all | Display information for all VRFs |
vrf-name | VRF Name |
show isis traffic [interface] vrf { all | vrf-name }
show | Show running system information |
isis | Display IS-IS status and configuration |
traffic | Display IS-IS traffic information |
interface | Type: interface IS-IS interface |
vrf | VRF name |
all | Display information for all VRFs |
vrf-name | Type: string Specify VRF Name |
show lacp counters [ interface arg0 ]
show | Show running system information |
lacp | LACP protocol |
counters | LACP counters |
interface | Specify a port-channel |
arg0 | Type: interface_mrange Port Channel interface |
show lacp interface interface-id
show | Show running system information |
lacp | LACP protocol |
interface | Specify an interface |
interface-id | Interface identifier |
show lacp neighbor [ interface pc-id ]
show | Show running system information |
lacp | LACP protocol |
neighbor | LACP interface neighbor |
interface | Specify a port-channel |
pc-id | Port Channel interface identifier |
show lacp port-channel [ interface pc-id ]
show | Show running system information |
lacp | LACP protocol |
port-channel | LACP port-channels |
interface | Specify a port-channel |
pc-id | Port Channel interface identifier |
show lacp system-identifier
show | Show running system information |
lacp | LACP protocol |
system-identifier | Show system-identifier information |
show lldp entry [sys-name]
show | Show running system information |
lldp | Show information about lldp |
entry | Show lldp entry information |
sys-name | Type: string Peer's System name |
show lldp interface arg0
show | Show running system information |
lldp | Show information about lldp |
interface | Show lldp interface information |
arg0 | Type: interface Interface |
show lldp neighbors [ interface arg0 ] [detail]
show | Show running system information |
lldp | Show information about lldp |
neighbors | Show lldp neighbor information |
interface | Show lldp neighbor information on an interface |
arg0 | Type: interface Interface |
detail | Show lldp neighbor detail information |
This example shows how to display summary information about all LLDP neighbors:
This example shows how to display detailed information about all LLDP neighbors:
show lldp timers
show | Show running system information |
lldp | Show information about lldp |
timers | Show lldp timers |
show lldp tlv-select
show | Show running system information |
lldp | Show information about lldp |
tlv-select | Show lldp tlv-select |
show lldp traffic [ interface interface-id ]
show | Show running system information |
lldp | Show information about lldp |
traffic | Show lldp counters |
interface | Show lldp interface information |
interface-id | Interface identifier |
show locator-led status
show | Show running system information |
locator-led | Blink locator LED on device |
status | Status |
show mac address-table [ static | dynamic ] [ address mac-addr ] [ vlan id ] [ interface interface-name ]
show | MAC configuration commands |
mac | Mac addr information |
address-table | MAC Address Table |
static | Display Static Entries |
dynamic | Display Dynamic Entries |
address1 | address |
vlan1 | VLAN |
address | address |
interface | Interface |
vlan | VLAN |
mac-addr | Type: ethernet MAC Address |
id | Type: integer VLAN ID |
interface-name | Type: interface Interface name |
This command shows all the MAC addresses, both static and dynamically learned, that are known to the switch. For each MAC address, the interface behind which the MAC is located is displayed. In the case of local MACs, the interface is either a physical port or port-channel, or a virtual port (FEX). In the case of virtual machines (VM), the tunnel interface of the corresponding hypervisor is displayed. In the case of remote MACs, the tunnel interface to the leaf/ToR where the MAC is located is displayed.
This example shows how to display the MAC address table:
show module [arg0]
show | Show Information |
module | Module |
arg0 | Type: integer enter the module number |
show module fex { all | fexid }
show | Show running system information |
module | Show module information |
fex | Show fex module information |
fexid | Type: integer Enter FEX identifier |
all | Show information for all FEX |
show monitor
show | Show running system information |
monitor | Show SPAN information |
show monitor session { all | session_id | range session_range } [ brief | extended ]
show | Show running system information |
monitor | Show SPAN information |
session | Show session information |
all | All sessions |
session_id | Session Id 1-48 |
range | Specify a range |
session_range | Session range(s): 1-4, 7, or 1-5,7-19 |
brief | Brief information |
extended | Session extended info like encaps, vlan filters per interfaces |
show ntp authentication-keys
show | Show running system information |
ntp | Show NTP information |
authentication-keys | Display authentication keys |
show ntp authentication-status
show | Show running system information |
ntp | Show NTP information |
authentication-status | NTP Authentication Status |
show ntp peer-status
show | Show running system information |
ntp | Show NTP information |
peer-status | Show the status for all the server/peers |
show ntp peers
show | Show running system information |
ntp | Show NTP information |
peers | Show all the peers. |
show ntp statistics peer ipaddr ip-address
show | Show running system information |
ntp | Show NTP information |
statistics | Show the NTP statistics |
peer | Show the per-peer statistics counter of a peer. |
ipaddr | Peer's IP address |
ip-address | IP address |
show ntp trusted-keys
show | Show running system information |
ntp | Show NTP information |
trusted-keys | Display trusted keys |
show port-channel capacity
show | Show running system information |
port-channel | Show port-channel information |
capacity | Capacity information |
show port-channel compatibility-parameters
show | Show running system information |
port-channel | Show port-channel information |
compatibility-parameters | Show compatibility parameters |
show port-channel database [ interface interface-id ]
show | Show running system information |
port-channel | Show port-channel information |
database | Show port-channel database |
interface | Specify a port-channel |
interface-id | Interface identifier |
show port-channel summary [ interface interface-id ]
show | Show running system information |
port-channel | Show port-channel information |
summary | Show port-channel summary |
interface | Specify a port-channel |
interface-id | Interface identifier |
This example shows how to display a summary of information about current port-channels:
show port-channel traffic [ interface interface-id ]
show | Show running system information |
port-channel | Show port-channel information |
traffic | Show port-channel traffic statistics |
interface | Specify a port-channel |
interface-id | Interface identifier |
show port-channel usage
show | Show running system information |
port-channel | Show port-channel information |
usage | Show port-channel number usage |
show processes
show | Show running system information |
processes | Show processes |
show processes cpu
show | Show running system information |
processes | Show processes |
cpu | Show processes CPU Info |
show processes cpu sort
show | Show running system information |
processes | Show processes |
cpu | Show processes CPU Info |
sort | Show processes CPU Info (Sorted by Cpu Util) |
show processes memory
show | Show running system information |
processes | Show processes |
memory | Show processes Memory Info |
show radius-server [ sorted | groups ]
show | Show Information |
radius-server | Radius-server |
sorted | Sorted server list |
groups | Radius server groups |
show redundancy status
show | Show running system information |
redundancy | Show system redundancy status |
status | Current redundancy status |
![]() Note | This command is supported only on modular systems. |
show route-map [name]
show | Show running system information |
route-map | Route-map information |
name | Route-map name (Max Size 100) |
show snmp community
show | Show running system information |
snmp | Display SNMP information |
community | Display SNMP Community information |
show snmp context
show | Show running system information |
snmp | Display SNMP information |
context | Display SNMP Context information |
show snmp user
show | Show running system information |
snmp | Display SNMP information |
user | Display SNMP User information |
show sprom { backplane | module arg1 | fan arg0 | powersupply arg2 | sup | stby-sup | all }
show | Show running system information |
sprom | show SPROM contents |
all | show all sproms contents |
powersupply | show powersupply sprom contents |
module | show linecard module sprom contents |
fan | show fan module sprom contents |
stby-sup | show stanby supervisor sprom contents |
sup | show supervisor sprom contents |
backplane | show backplane clock module sprom contents |
arg0 | Type: integer please enter the fan number |
arg1 | Type: integer please enter the module number |
arg2 | Type: integer please enter the powersupply number |
show switchname
show | Show running system information |
switchname | Show the system's hostname |
show system redundancy [ha] status
show | Show running system information |
system | System-related show commands |
redundancy | Show system redundancy status |
status | Current redundancy status |
ha | VDC redundancy status |
![]() Note | This command is supported only on modular systems. |
show system reset-reason [ module module-id ]
show | Show running system information |
system | System-related show commands |
reset-reason | Show last reset reason |
module | Module |
module-id | Module number |
show system reset-reason fex fexid
show | Show running system information |
system | System-related show commands |
reset-reason | Show last reset reason |
fex | Show FEX last reset reason |
fexid | Enter FEX identifier |
show system resources
show | Show running system information |
system | System-related show commands |
resources | Show system resources |
show system uptime
show | Show running system information |
system | System information |
uptime | How long the system has been up |
show tacacs-server [ sorted | groups ]
show | Show Information |
tacacs-server | Tacacs-server |
sorted | Sorted server list |
groups | Tacacs server groups |
show tech-support
show | Show Command |
tech-support | Show technical support information |
This command creates a file named 'show_tech_info' in the local file system.
show users
show | Show running system information |
users | Show users logged onto the system and their sessions |
show version
show | Show running system information |
version | Show running firmware version and basic system information |
show version module [arg0]
show | Show running system information |
version | Show the software version |
module | Module |
arg0 | Type: integer please enter the module number |
show vlan [extended]
show | Show running system information |
vlan | VLAN status |
extended | VLAN extended info like encaps |
show vlan all-ports
show | Show running system information |
vlan | VLAN status |
all-ports | Show all ports on VLAN |
show vlan brief
show | Show running system information |
vlan | VLAN status |
brief | All VLAN status in brief |
show vlan id vlan-id [extended]
show | Show running system information |
vlan | VLAN status |
id | VLAN status by VLAN id |
vlan-id | Type: integer_mrange VLAN ID 1-3967 or range(s): 1-5, 10 or 2-5,7-19 |
extended | VLAN extended info such as encaps |
show vlan reserved [extended]
show | Show running system information |
vlan | VLAN status |
reserved | Internal reserved VLANs |
extended | VLAN extended info like encaps |
show vlan summary
show | Show running system information |
vlan | VLAN status |
summary | VLAN summary information |
show vpc [ vpc-number | brief [ vpc vpc-number ] ]
show | Show running system information |
vpc | Virtual Port Channel configuration |
brief | Brief display of vPC status |
vpc-number | Type: integer Enter a Virtual Port Channel number |
show vpc consistency-parameters { global | interface if | vpc vpc-num }
show | Show running system information |
vpc | Virtual Port Channel configuration |
consistency-parameters | Show vPC Consistency Parameters |
global | Global Parameters |
interface | Specify interface |
if | Type: interface |
vpc-num | Type: integer Enter a Virtual Port Channel number |
show vpc peer-keepalive
show | Show running system information |
vpc | Virtual Port Channel configuration |
peer-keepalive | vPC keepalive status |
show vpc role
show | Show running system information |
vpc | Virtual Port Channel configuration |
role | vPC role status |
show vpc statistics peer-keepalive
show | Show running system information |
vpc | Virtual Port Channel configuration |
statistics | Statistics |
peer-keepalive | peer keepalive module related statistics |
show vpc statistics vpc vpc_num
show | Show running system information |
vpc | Virtual Port Channel configuration |
statistics | Statistics |
vpc_num | Type: integer Enter a Virtual Port Channel number |
show vrf [ vrf-name | all ] [ detail [extended] ] [ order id ]
show | Show running system information |
vrf | Display VRF information |
vrf-name | Type: string VRF name |
all | Display VRF information for all VRFs |
order | Specify ordering |
id | Order by ID |
detail | Display VRF detail information |
extended | Display extended VRF information such as encaps |
show vrf [ vrf-name | all ] interface [interface]
show | Show running system information |
vrf | Display VRF information |
vrf-name | Type: string VRF name |
all | Display VRF information for all VRFs |
interface | Display interface VRF information |
interface | Type: interface Display interface VRF information |
show zoning-rule [ src-epg epg0 ] [ dst-epg epg1 ]
show | Show running system information |
zoning-rule | Display Zoning-Rule information |
src-epg | Display Source EPG information |
epg0 | Type: integer Source EPG number |
dst-epg | Display Destination EPG information |
epg1 | Type: integer Source EPG number |
This example shows how to display configured zoning rules:
This example shows how to display configured zoning rules from a specific EPG:
This example shows how to display configured zoning rules between a pair of EPGs:
techsupport local
techsupport | Export a technical support collection file |
local | Export to a local file system |
Use this command when an APIC-based TechSupport export cannot be triggered, such as when the APIC is in minority, or when communication between the APIC and a leaf has failed.
In the switch command line interface, use the console_speed_setup.sh command to locally configure the console settings.
![]() Note | When you configure the settings from the console, the new settings take effect immediately. When you configure the settings from an SSH session, the new settings take effect upon the next switch reboot. |
The following example shows the use of the command. To change a setting, type y and follow the prompts. To view the settings without making changes, type n to every question.
For the default console settings, including the initial baud rate, refer to the Hardware Installation Guide for the switch model.
When the switch starts up in the boot loader mode, a set of commands is available to set kernel kickstart parameters that may be required during advanced troubleshooting and recovery options. These commands are not used in normal operation.
boot protocol:// location
protocol | Only tftp is supported. |
location | The server address or hostname and path to the image file to be booted. |
Use this command to download and boot from an image file on a remote TFTP server.
This example causes the switch to download and boot from the specified image file on the remote server.
cmdline [clear_config] [clear_log] [init_system] [no_hap_reset]
clear_config | Clears all configuration databases and causes a stateless reload. This option is useful when upgrading the switch from an old and incompatible software image, such as a pre-release image. |
clear_log | Completely clears all core files and logs within the switch. This option is useful when the switch fails to boot due to full partitions. |
init_system | Securely erases and repartitions the disk. |
no_hap_reset | Prevents a switch from continuously reloading due to a process failure. With this option, the switch will not reload after a failure, but will stop with a login prompt to allow troubleshooting. |
One or more options can be appended to the base cmdline command, but the entire command must be entered on a single line.
This example shows the command with one option:
This example shows the command with two options:
set gw ipaddress
ipaddress | The gateway IP address for the switch. |
Use this command to configure the gateway IP address for the switch.
set ip ipaddress mask
ipaddress | The management IP address to be assigned to the switch. |
mask | The subnet mask of the management IP address. |
Use this command to configure the initial management IP address for the switch.
This preface includes the following sections:
This publication is for network administrators who configure and maintain Cisco Nexus devices.
Command descriptions use the following conventions:
Convention | Description |
---|---|
bold | Bold text indicates the commands and keywords that you enter literally as shown. |
Italic | Italic text indicates arguments for which the user supplies the values. |
[x] | Square brackets enclose an optional element (keyword or argument). |
[x | y] | Square brackets enclosing keywords or arguments separated by a vertical bar indicate an optional choice. |
{x | y} | Braces enclosing keywords or arguments separated by a vertical bar indicate a required choice. |
[x {y | z}] | Nested set of square brackets or braces indicate optional or required choices within optional or required elements. Braces and a vertical bar within square brackets indicate a required choice within an optional element. |
variable | Indicates a variable for which you supply values, in context where italics cannot be used. |
string | A nonquoted set of characters. Do not use quotation marks around the string or the string will include the quotation marks. |
Examples use the following conventions:
Convention | Description |
---|---|
screen font | Terminal sessions and information the switch displays are in screen font. |
boldface screen font | Information you must enter is in boldface screen font. |
italic screen font | Arguments for which you supply values are in italic screen font. |
< > | Nonprinting characters, such as passwords, are in angle brackets. |
[ ] | Default responses to system prompts are in square brackets. |
!, # | An exclamation point (!) or a pound sign (#) at the beginning of a line of code indicates a comment line. |
This document uses the following conventions:
![]() Note | Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual. |
![]() Caution | Means reader be careful. In this situation, you might do something that could result in equipment damage or loss of data. |
![]() Warning | IMPORTANT SAFETY INSTRUCTIONS This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard practices for preventing accidents. Use the statement number provided at the end of each warning to locate its translation in the translated safety warnings that accompanied this device. SAVE THESE INSTRUCTIONS |
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