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About HSRP

HSRP is a first-hop redundancy protocol (FHRP) that allows a transparent failover of the first-hop IP router.
HSRP provides first-hop routing redundancy for IP hosts on Ethernet networks configured with a default
router IP address. You use HSRP in a group of routers for selecting an active router and a standby router. In
a group of routers, the active router is the router that routes packets, and the standby router is the router that
takes over when the active router fails or when preset conditions are met.

Many host implementations do not support any dynamic router discovery mechanisms but can be configured
with a default router. Running a dynamic router discovery mechanism on every host is not practical for many
reasons, including administrative overhead, processing overhead, and security issues. HSRP provides failover
services to such hosts.

When you use HSRP, you configure the HSRP virtual IP address as the default router of the host (instead of
the IP address of the actual router). The virtual IP address is an IPv4 or IPv6 address that is shared among a
group of routers that run HSRP.

When you configure HSRP on a network segment, you provide a virtual MAC address and a virtual IP address
for the HSRP group. You configure the same virtual address on each HSRP-enabled interface in the group.
You also configure a unique IP address and MAC address on each interface that acts as the real address. HSRP
selects one of these interfaces to be the active router. The active router receives and routes packets destined
for the virtual MAC address of the group.

HSRP detects when the designated active router fails. At that point, a selected standby router assumes control
of the virtual MAC and IP addresses of the HSRP group. HSRP also selects a new standby router at that time.

HSRP uses a priority designator to determine which HSRP-configured interface becomes the default active
router. To configure an interface as the active router, you assign it with a priority that is higher than the priority
of all the other HSRP-configured interfaces in the group. The default priority is 100, so if you configure just
one interface with a higher priority, that interface becomes the default active router.
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. About Cisco APIC and HSRP

Interfaces that run HSRP send and receive multicast User Datagram Protocol (UDP)-based hello messages
to detect a failure and to designate active and standby routers. When the active router fails to send a hello
message within a configurable period of time, the standby router with the highest priority becomes the active
router. The transition of packet forwarding functions between the active and standby router is completely
transparent to all hosts on the network.

You can configure multiple HSRP groups on an interface. The virtual router does not physically exist but
represents the common default router for interfaces that are configured to provide backup to each other. You
do not need to configure the hosts on the LAN with the IP address of the active router. Instead, you configure
them with the IP address of the virtual router (virtual IP address) as their default router. If the active router
fails to send a hello message within the configurable period of time, the standby router takes over, responds
to the virtual addresses, and becomes the active router, assuming the active router duties. From the host
perspective, the virtual router remains the same.

Note

Packets received on a routed port destined for the HSRP virtual IP address terminate on the local router,
regardless of whether that router is the active HSRP router or the standby HSRP router. This process includes
ping and Telnet traffic. Packets received on a Layer 2 (VLAN) interface destined for the HSRP virtual IP
address terminate on the active router.

About Cisco APIC and HSRP

HSRP in Cisco ACI is supported only on routed-interface or sub-interface. Therefore HSRP can only be
configured under Layer 3 Out. Also there must be Layer 2 connectivity provided by external device(s) such
as a Layer 2 switch between ACI leaf switches running HSRP because HSRP operates on leaf switches by
exchanging Hello messages over external Layer 2 connections. An HSRP hello message does not pass through
the spine switch.

The following is an example topology of an HSRP deployment in Cisco APIC.
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Figure 1: HSRP Deployment Topology
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HSRP Versions

Cisco APIC supports HSRP version 1 by default. You can configure an interface to use HSRP version 2.

501137

HSRP version 2 has the following enhancements to HSRP version 1:

» Expands the group number range. HSRP version 1 supports group numbers from 0 to 255. HSRP version
2 supports group numbers from 0 to 4095.

¢ For IPv4, uses the IPv4 multicast address 224.0.0.102 or the IPv6 multicast address FF02::66 to send
hello packets instead of the multicast address of 224.0.0.2, which is used by HSRP version 1.

* Uses the MAC address range from 0000.0C9F.F000 to 0000.0C9F.FFFF for IPv4 and 0005.73A0.0000
through 0005.73A0.0FFF for [Pv6 addresses. HSRP version 1 uses the MAC address range
0000.0C07.ACO00 to 0000.0C07.ACFF.

Guidelines and Limitations

Follow these guidelines and limitations:

» The HSRP state must be the same for both HSRP IPv4 and IPv6. The priority and preemption must be
configured to result in the same state after failovers.
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* Currently, only one IPv4 and one IPv6 group is supported on the same sub-interface in Cisco ACI. Even
when dual stack is configured, Virtual MAC must be the same in IPv4 and IPv6 HSRP configurations.

* BFD IPv4 and IPv6 is supported when the network connecting the HSRP peers is a pure layer 2 network.
You must configure a different router MAC address on the leaf switches. The BFD sessions become
active only if you configure different MAC addresses in the leaf interfaces.

» Users must configure the same MAC address for [Pv4 and IPv6 HSRP groups for dual stack configurations.
* HSRP VIP must be in the same subnet as the interface IP.
* It is recommended that you configure interface delay for HSRP configurations.

* HSRP is only supported on routed-interface or sub-interface. HSRP is not supported on VLAN interfaces
and switched virtual interface (SVI). Therefore, no VPC support for HSRP is available.

* Object tracking on HSRP is not supported.

* HSRP Management Information Base (MIB) for SNMP is not supported.
* Multiple group optimization (MGO) is not supported with HSRP.

* [ICMP IPv4 and IPv6 redirects are not supported.

* Cold Standby and Non-Stop Forwarding (NSF) are not supported because HSRP cannot be restarted in
the Cisco ACI environment.

* There is no extended hold-down timer support as HSRP is supported only on leaf switches. HSRP is not
supported on spine switches.

» HSRP version change is not supported in APIC. You must remove the configuration and reconfigure
with the new version.

* HSRP version 2 does not inter-operate with HSRP version 1. An interface cannot operate both version
1 and version 2 because both versions are mutually exclusive. However, the different versions can be
run on different physical interfaces of the same router.

* Route Segmentation is programmed in Cisco Nexus 93128TX, Cisco Nexus 9396PX, and Cisco Nexus
9396TX leaf switches when HSRP is active on the interface. Therefore, there is no DMAC=router MAC
check conducted for route packets on the interface. This limitation does not apply for Cisco Nexus
93180LC-EX, Cisco Nexus 93180YC-EX, and Cisco Nexus 93108TC-EX leaf switches.

» HSRP configurations are not supported in the Basic GUI mode. The Basic GUI mode has been deprecated
starting with APIC release 3.0(1).

* Fabric to Layer 3 Out traffic will always load balance across all the HSRP leaf switches, irrespective of
their state. [f HSRP leaf switches span multiple pods, the fabric to out traffic will always use leaf switches
in the same pod.

* This limitation applies to some of the earlier Cisco Nexus 93128TX, Cisco Nexus 9396PX, and Cisco
Nexus 9396TX switches. When using HSRP, the MAC address for one of the routed interfaces or routed
sub-interfaces must be modified to prevent MAC address flapping on the Layer 2 external device. This
is because Cisco APIC assigns the same MAC address (00:22:BD:F8:19:FF) to every logical interface
under the interface logical profiles.
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Default HSRP Settings

Default HSRP Settings [J|]

Parameters Default Value
Version 1
Delay 0
Reload Delay 0

Interface Control

No Use-Burned-in Address (BIA)

Group ID 0

Group Af IPv4

IP Obtain Mode admin
Priority 100

Hello Interval 3000 msec
Hold Interval 10000 msec

Group Control

Preemption disabled

Preempt Delay 0
Authentication Type Plain Text
Authentication Key Timeout 0

VMAC

Derived (from HSRP groupID)

Configuring HSRP Using the GUI

HSRP is enabled when the leaf switch is configured.

Before you begin

* The tenant and VRF configured.

* VLAN pools must be configured with the appropriate VLAN range defined and the appropriate Layer
3 domain created and attached to the VLAN pool.

* The Attach Entity Profile must also be associated with the Layer 3 domain.

* The interface profile for the leaf switches must be configured as required.
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. Configuring HSRP Using the GUI

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

Procedure

On the menu bar, click > Tenants> Tenant_name. In the Navigation pane, click Networ king > L 30uts>
L30ut_name > Logical Node Profiles> L ogical Interface Profile.

An HSRP interface profile will be created here.

Choose a logical interface profile, and click Create HSRP Interface Profile.
In the Create HSRP Interface Profile dialog box, perform the following actions:

a)
b)
¢)
d)
e)

In the Version field, choose the desired version.

In the HSRP Interface Policy field, from the drop-down, choose Create HSRP Interface Policy.
In the Create HSRP I nterface Policy dialog box, in the Name field, enter a name for the policy.
In the Control field, choose the desired control.

In the Delay field and the Reload Delay field, set the desired values. Click Submit.

The HSRP interface policy is created and associated with the interface profile.
In the Create HSRP Interface Profile dialog box, expand HSRP I nterface Groups.
In the Create HSRP Group Profile dialog box, perform the following actions:

a)
b)

<)

d)

f)

2)
h)

In the Name field, enter an HSRP interface group name.
In the Group ID field, choose the appropriate ID.

The values available depend upon whether HSRP version 1 or version 2 was chosen in the interface profile.

In the | P field, enter an IP address.

The IP address must be in the same subnet as the interface.

In the MAC address field, enter a Mac address.

Note If you leave this field blank, the HSRP virtual MAC address will be automatically computed
based on the group ID.

In the Group Name field, enter a group name.

This is the name used in the protocol by HSRP for the HSRP MGO feature.

In the Group Type field, choose the desired type.
In the | P Obtain M ode field, choose the desired mode.
In the HSRP Group Policy field, from the drop-down list, choose Create HSRP Group Policy.

In the Create HSRP Group Policy dialog box, perform the following actions:

a)
b)

<)
d)

e)

I HSRP

In the Name field, enter an HSRP group policy name.
The Key or Password field is automatically populated.

The default value for authentication type is simple, and the key is "cisco." This is selected by default when
a user creates a new policy.

In the Type field, choose the level of security desired.
In the Priority field choose the priority to define the active router and the standby router.

In the remaining fields, choose the desired values, and click Submit.
The HSRP group policy is created.

Create secondary virtual IPs by populating the Secondary Virtual | Ps field.
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This can be used to enable HSRP on each sub-interface with secondary virtual IPs. The IP address that
you provide here also must be in the subnet of the interface.

g) Click OK.

Step 7 In the Create HSRP Interface Profile dialog box, click Submit.
This completes the HSRP configuration.

Step 8 To verify the HSRP interface and group policies created, in the Navigation pane, click Networ king > Protocol
Policies> HSRP.
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