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About Cisco SAE
Cisco® Secure Agile Exchange (SAE) is a solution that enables enterprises to interconnect users to applications
quickly and securely by virtualizing the network edge (DMZ) and extending it to colocation centers, the
crossroads of Internet traffic. For more information on the SAE solution, see Cisco Secure Agile Exchange
(SAE) Solution Guide.

Find all the information you need about SAE release 1.1—new features, known behavior, and related
information, in this document.

Explore Content Hub, the all new portal that offers an enhanced product documentation experience. Content
Hub offers the following features to personalize your content experience.

• Faceted Search to help you find content that is most relevant

• Customized PDFs

• Contextual Recommendations

Note

What's New
• Orchestration of Cisco Firepower 4100 and 9300 Series: Support has been added for orchestrating
Firepower 4100 and 9300 in a service chain along with VNFs.

• Support for Netrounds Assurance Software Netrounds is a cloud-based software application that
provides solutions to test and analyze the network traffic in a service chain. SAE core function pack now
supports spinning up the Netrounds test agent within a service chain.

• Support for Termination of IPSec Tunnels on CSR: This release supports direct termination of traffic
from IPsec tunnels on to Cisco Cloud Services Routers (CSR). Before this release, traffic from IPSec
tunnels could only be terminated on physical routers such as Cisco Aggregation Services Router (ASR),
which would then forward the traffic to CSR.

• Dynamic Addition of Endpoints to Service ChainGateways : This release enables you to dynamically
add endpoints to an existing service chain. This enables adding brances and partner traffic flows to
existing service chains.

• Support for Subinterfaces in VNFs: Subinterfaces divide a single VNF interface into multiple logical
interfaces. The support for adding subinterfaces increases the number of endpoints that can be connected
to the first VNF in a service chain.
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/csp_5000/sae/solution_guide/b-SAE-solution-guide/b-SAE-solution-guide_chapter_00.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/csp_5000/sae/solution_guide/b-SAE-solution-guide/b-SAE-solution-guide_chapter_00.html
https://content.cisco.com/welcome.html


• Support for ITD on Nexus 9000 Series Switches: Intelligent Traffic Director (ITD) is an intelligent
load balancing engine that provides adaptive load balancing to distribute traffic to an application cluster.
Configure and use the ITD feature to balance the load on the firewall VNFs – ASAv, FTDv. These VNFs
serve as ITD VNFs in the virtual network system. Note that SAE supports the ITD service only for an
end-to-end-service chain.

• SR-IOV Support on Intel X710 Adapters: Support has been added for Single Root - Input/Output
Virtualization (SR-IOV) on the Intel Ethernet server adapters X710. The X710 adapter supports up to
32 virtual functions (VFs) per port, for a total of up to 128 VFs per adapter.

• Support for Monitoring Network Performance:Use the Control Flow process in SAE to monitor and
trace end-to-end routing of packets in a service chain. To verify the control path of a packet, use the show
bgp command from the node where the packet starts.

• Support for Multiple Management Interfaces: Some VNFs require multiple management interfaces,
which is enabled in this release.

Changed Behavior
If you are currently using SAE core function pack 1.0, ensure that any day-0 files that have NIC variables
provided by ESC are replaced with variables from the SAE core function pack 1.1.0. Use the show vnf-vars
command to view the variables that have changed in this release. Failing to replace the variables from SAE
core function pack 1.0 will result in failed deployments.

Related Documentation
• Cisco Secure Agile Exchange Solution Guide

• Release Notes for Cisco Secure Agile Exchange 1.0

• Release Notes for Cisco SAE Core Function Pack

• Cisco SAE Core Function Pack Installation Guide

• Cisco SAE Core Function Pack User Guide

• Cisco Network Services Orchestrator Datasheet

• Cisco Network Services Orchestrator (NSO) Solutions

• Release Notes for Cisco Elastic Services Controller 4.4

• Release Notes for Cisco Elastic Services Controller 4.3

• Cisco Elastic Services Controller 4.4 User Guide

• Cisco Elastic Services Controller 4.3 User Guide

• Cisco Elastic Services Controller Install and Upgrade Guide

• Cisco Cloud Services Platform Release Notes

• Cisco Cloud Services Platform Datasheet

• Cisco Cloud Services Platform Configuration Guide

• Cisco Cloud Services Platform Quick Start Guide
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Changed Behavior

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/csp_5000/sae/solution_guide/b-SAE-solution-guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/csp_5000/sae/release_notes/SAE_Release_Notes_1_0.html
https://www.cisco.com/web/software/286321795/144229/SAE-Core-Function-Pack-ReleaseNotes-Version-1.0.0.txt
https://www.cisco.com/web/software/286321795/144229/SAE-Core-Function-Pack-Installation-Guide-Version-1.0.0.docx
https://www.cisco.com/web/software/286321795/144229/SAE-Core-Function-Pack-User-Guide-Version-1.0.0.docx
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/network-services-orchestrator/datasheet-c78-734576.html
https://www.cisco.com/c/en/us/solutions/service-provider/solutions-cloud-providers/network-services-orchestrator-solutions.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/elastic-services-controller-esc/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/elastic_services_controller/4-3/release/notes/Cisco-Elastic-Services-Controller-Release-Notes-4-3.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/elastic_services_controller/4-4/user/guide/Cisco-Elastic-Services-Controller-User-Guide-4-4.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/elastic_services_controller/4-3/user/guide/Cisco-Elastic-Services-Controller-User-Guide-4-3.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/elastic_services_controller/4-3/install/guide/Cisco-Elastic-Services-Controller-Install-Upgrade-Guide-4-3.html
https://www.cisco.com/c/en/us/support/switches/cloud-services-platform-2100/products-release-notes-list.html
https://www.cisco.com/c/en/us/products/abtest/2018/001/switches/cloud-services-platform-5000/datasheet-listing.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/csp_2100/config_guide/b_Cisco_CSP_2100_Config_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/quick_start/b_Cisco_CSP_Quick_Start_2_3_1.html


• Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide, Release 9.x

• CSRv-ASAv-CSRv Full Service Chain

Notices and Bulletins

•
• Field Notices

• Deferral Notices

• Cisco Bulletins
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Related Documentation

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/9-x/interfaces/configuration/guide/b_cisco_nexus_9000_series_nx-os_interfaces_configuration_guide_9x.html
https://github.com/Cisco-SAE/CSRv_ECMP-ASAv_HA-CSRv_ECMP
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html
http://www.cisco.com/en/US/products/products_security_advisories_listing.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps5012/prod_literature.html
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