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Configuring VLAN Mapping

The Cisco 2520 Connected Grid Switch (CGS 2520) supports VLAN mapping (or VLAN ID translation) 
on trunk ports.

Note VLAN Mapping is not supported on the Cisco Industrial Ethernet 2000U Series (IE 2000U) switch or 
the Ethernet Switch Module (ESM) for CGR 2010.

This chapter includes the following sections:

• Information About VLAN Mapping, page 9-1

• Prerequisites, page 9-3

• Guidelines and Limitations, page 9-3

• Default Settings, page 9-4

• Configuring VLAN Mapping, page 9-4

• Verifying Configuration, page 9-7

• Configuration Example, page 9-7

• Related Documents, page 9-8

• Feature History, page 9-8

Note For complete syntax and usage information for the commands used in this chapter, see the documents 
listed in the “Related Documents” section on page 9-8.

Information About VLAN Mapping
Another way to establish service provider VLANs is to configure VLAN mapping (or VLAN ID 
translation) on trunk ports connected to a customer network to map customer VLANs to service-provider 
VLANs. Packets entering the port are mapped to a service provider VLAN (S-VLAN) based on the port 
number and the original customer VLAN-ID (C-VLAN) of the packet. 

In a typical metro deployment, VLAN mapping takes place on user network interfaces (UNIs) or 
enhanced network interfaces (ENIs) that face the customer network. However, you are not prevented 
from configuring VLAN mapping on network node interfaces (NNIs).

Because the VLAN ID is mapped to the S-VLAN on ingress, on the switch all forwarding operations are 
performed by using S-VLAN information and not C-VLAN information. 
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Information About VLAN Mapping
Note When you configure features on a port that has VLAN mapping configured, you always use the S-VLAN 
(translated VLAN) ID, not the customer VLAN-ID (C-VLAN). 

On an interface configured for VLAN mapping, the specified C-VLAN packets are mapped to the 
specified S-VLAN when they enter the port. Symmetrical mapping back to the customer C-VLAN 
occurs when packets exit the port.

The switch supports these types of VLAN mapping on UNI trunk ports:

• One-to-one VLAN mapping occurs at the ingress and egress of the port and maps the customer 
C-VLAN ID in the 802.1Q tag to the service-provider S-VLAN ID. You can also specify that packets 
with all other VLAN IDs are dropped.

• Selective QinQ maps the specified customer VLANs entering the UNI to the specified S-VLAN ID. 
The S-VLAN is added to the incoming unmodified C-VLAN. You can also specify that traffic 
carrying all other customer VLAN IDs is dropped. 

• Traditional 802.1Q tunneling (QinQ) performs all-to-one bundling of C-VLAN IDs to a single 
S-VLAN ID for the port. The S-VLAN is added to the incoming unmodified C-VLAN. You can 
configure the UNI as an 802.1Q tunnel port for traditional QinQ, or you can configure selective 
QinQ on trunk ports for a more flexible implementation. Mapping takes place at ingress and egress 
of the port. All packets on the port are bundled into the specified S-VLAN.

Note Untagged packets enter the switch on the trunk native VLAN and are not mapped.

For quality of service (QoS), the switch has flexible mapping between C-CoS or C-DSCP and S-CoS and 
maps the inner CoS to the outer CoS for traffic with traditional QinQ or selective QinQ VLAN mapping. 
For more information, see the “802.1Q Tunneling CoS Mapping” section in the QoS Software 
Configuration Guide for Cisco IE 2000U and Connected Grid Switches.

Mapping Customer VLANs to Service-Provider VLANs
Figure 9-1 shows a topology where a customer uses the same VLANs in multiple sites on different sides 
of a service-provider network. You map the customer VLAN IDs to service-provider VLAN IDs for 
packet travel across the service-provider backbone. The customer VLAN IDs are retrieved at the other 
side of the service-provider backbone for use in the other customer site. Configure the same set of VLAN 
mappings at a customer-connected port on each side of the service-provider network. 

See the examples following the configuration steps for using one-to-one mapping, traditional QinQ, or 
selective QinQ to map customer VLANs 1 to 5 to service-provider VLANs.
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Prerequisites
Figure 9-1 Mapping Customer VLANs

Prerequisites
• Be familiar with the information in the “Information About VLAN Mapping” section on page 9-1 

and “Guidelines and Limitations” section on page 9-3.

• Ensure that your network strategy and planning for your network are complete. For example, you 
must decide what type of VLAN mapping your network requires.

Guidelines and Limitations
• Traditional QinQ uses 802.1Q tunnel ports; you configure one-to-one VLAN mapping and selective 

QinQ on 802.1Q trunk ports.

• To avoid mixing customer traffic, when you configure traditional Q-in-Q on a trunk port, you should 
configure the service provider S-VLAN ID as an allowed VLAN on the trunk port.

• On a switch interface configured for VLAN mapping, mapping to the S-VLAN occurs on traffic 
entering the switch. Therefore, when you configure other features on an interface configured for 
VLAN mapping, you should use the S-VLAN ID, except when configuring VLAN mapping and 
Ethernet E-LMI. When configuring E-LMI on an interface, use the C-VLAN when entering the 
ethernet lmi ce-vlan map vlan-id service instance configuration mode command.

• When you configure VLAN mapping on an EtherChannel, the mapping applies to all ports in the 
port channel. 

• You cannot configure encapsulation replicate on a SPAN destination port if the source port is 
configured as a tunnel port or has a 1-to-2 mapping configured. Encapsulation replicate is supported 
with 1-to-1 VLAN mapping.

• To determine switch resources used for VLAN mapping, enter the show vlan mapping usage or 
show platform vlan mapping privileged EXEC command.
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Default Settings
Default Settings
By default, no VLAN mapping is configured. 

Configuring VLAN Mapping
These procedures show how to configure each type of VLAN mapping on trunk ports. To verify your 
configuration, enter the show interfaces interface-id vlan mapping or show vlan mapping privileged 
EXEC commands. See the “Verifying Configuration” section on page 9-7 for the syntax of these 
commands. 

One-to-One Mapping

Follow this procedure to configure one-to-one VLAN mapping to map a customer VLAN ID to a 
service-provider VLAN ID. You can use the default drop keywords to specify that traffic is dropped 
unless both the specified C-VLAN ID and S-VLAN ID combination is explicitly mapped.

BEFORE YOU BEGIN

Review the “Guidelines and Limitations” section on page 9-3.

DETAILED STEPS

Use the no switchport vlan mapping vlan-id translated-id command to remove the VLAN mapping 
information. Entering no switchport vlan mapping all deletes all mapping configurations.

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 interface interface-id Enter interface configuration mode for the interface connected to 
the service-provider network. You can enter a physical interface 
or an EtherChannel port channel.

Step 3 switchport mode trunk Configure the interface as a trunk port.

Step 4 switchport vlan mapping vlan-id 
translated-id

Enter the VLAN IDs to be mapped:

• vlan-id—the customer VLAN ID (C-VLAN) entering the 
switch from the customer network. The range is from 1 to 
4094.

• translated-id—the assigned service-provider VLAN ID 
(S-VLAN). The range is from 1 to 4094.

Step 5 switchport vlan mapping default 
drop

(Optional) Specify that all packets on the port are dropped if they 
do not match the VLANs specified in Step 4.

Step 6 end Return to privileged EXEC mode.

Step 7 show vlan mapping Verify the configuration.

Step 8 copy running-config 
startup-config

(Optional) Save your entries in the configuration file.
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Configuring VLAN Mapping
EXAMPLE

This example shows how to map VLAN IDs 1 to 5 in the customer network to VLANs 101 to 105 in the 
service-provider network as shown in Figure 9-1. You configure these same VLAN mapping commands 
for a port in Switch A and Switch B. The traffic on any other VLAN IDs is dropped. 

Switch(config)# interface gigabiethernet0/1
Switch(config-if)# switchport vlan mapping 1 101
Switch(config-if)# switchport vlan mapping 2 102
Switch(config-if)# switchport vlan mapping 3 103
Switch(config-if)# switchport vlan mapping 4 104
Switch(config-if)# switchport vlan mapping 4 105
Switch(config-if)# switchport vlan mapping default drop
Switch(config-if)# exit

In the previous example, at the ingress of the service-provider network, VLAN IDs 1 to 5 in the customer 
network are mapped to VLANs 101 to 105, respectively, inside of the service-provider network. At the 
egress of the service-provider network, VLANs 101 to 105 in the service-provider network are mapped 
to VLAN IDs 1 to 5, respectively, in the customer network. 

Traditional QinQ on a Trunk Port

Follow this procedure to configure VLAN mapping for traditional QinQ on a trunk port or tunneling by 
default. Configuring tunneling by default bundles all packets on the port into the configured S-VLAN.

BEFORE YOU BEGIN

Review the “Guidelines and Limitations” section on page 9-3.

DETAILED STEPS

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 interface interface-id Enter interface configuration mode for the interface connected to 
the service-provider network. You can enter a physical interface 
or an EtherChannel port channel.

Step 3 switchport mode trunk Configure the interface as a trunk port.

Step 4 switchport trunk allowed vlan 
vlan-id

Configure the outer VLAN of the service provider network 
(S-VLAN) to to be allowed on the interface. This should be the 
same outer VLAN ID entered in the next step.

Step 5 switchport vlan mapping default 
dot1q-tunnel outer vlan-id 

Configure VLAN mapping so that all packets entering the port 
are bundled into the specified S-VLAN:

outer-vlan-id—Enter the outer VLAN ID (S-VLAN) of the 
service-provider network. The range is from 1 to 4094.

Step 6 end Return to privileged EXEC mode.

Step 7 show interfaces interface-id vlan 
mapping 

Verify the configuration.

Step 8 copy running-config 
startup-config

(Optional) Save your entries in the configuration file.
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Configuring VLAN Mapping
Use the no switchport vlan mapping tunnel default outer vlan-id command to remove the VLAN 
mapping configuration. Entering no switchport vlan mapping all deletes all mapping configurations.

EXAMPLE

This example shows how to bundle all traffic on the port to leave the switch with the S-VLAN ID of 100: 

Switch(config)# interface gigabiethernet0/1
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed 100
Switch(config-if)# switchport vlan mapping default dot1q-tunnel 100
Switch(config-if)# exit

Selective QinQ on a Trunk Port

Follow this procedure to configure VLAN mapping for selective QinQ on a trunk port. Note that you can 
configure one-to-one mapping and selective QinQ on the same interface, but you cannot use the same 
C-VLAN IDs in both configurations. You can use the default drop keywords to specify that traffic is 
dropped unless the specified C-VLAN ID and S-VLAN ID combination is explicitly mapped.

BEFORE YOU BEGIN

Review the “Guidelines and Limitations” section on page 9-3.

DETAILED STEPS

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 interface interface-id Enter interface configuration mode for the interface connected to 
the service-provider network. You can enter a physical interface 
or an EtherChannel port channel.

Step 3 switchport mode trunk Configure the interface as a trunk port.

Step 4 switchport vlan mapping vlan-id 
dot1q-tunnel outer vlan-id 

Enter the VLAN IDs to be mapped:

• vlan-id—the customer VLAN ID (C-VLAN) entering the 
switch from the customer network. The range is from 1 to 
4094. You can enter a string of VLAN-IDs.

• outer-vlan-id—Enter the outer VLAN ID (S-VLAN) of the 
service-provider network. The range is from 1 to 4094.

Step 5 switchport vlan mapping default 
drop

(Optional) Specify that all packets on the port are dropped if they 
do not match the VLANs specified in Step 4.

Step 6 end Return to privileged EXEC mode.

Step 7 show interfaces interface-id vlan 
mapping 

Verify the configuration.

Step 8 copy running-config 
startup-config

(Optional) Save your entries in the configuration file.
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Verifying Configuration
Use the no switchport vlan mapping vlan-id dot1q-tunnel outer vlan-id command to remove the 
VLAN mapping configuration. Entering no switchport vlan mapping all deletes all mapping 
configurations.

EXAMPLE

This example shows how to configure selective QinQ mapping on the port so that traffic with a C-VLAN 
ID of 1 to 5 enters the switch with an S-VLAN ID of 100. The traffic of any other VLAN IDs is dropped. 

Switch(config)# interface gigabiethernet0/1
Switch(config-if)# switchport vlan mapping 1-5 dot1q-tunnel 100
Switch(config-if)# switchport vlan mapping default drop
Switch(config-if)# exit

Verifying Configuration

Configuration Example
This example shows how to map VLAN IDs 1 to 5 in the customer network to VLANs 101 to 105 in the 
service-provider network as shown in Figure 9-1. You configure these same VLAN mapping commands 
for a port in Switch A and Switch B. The traffic on any other VLAN IDs is dropped. 

Switch(config)# interface gigabiethernet0/1
Switch(config-if)# switchport vlan mapping 1 101
Switch(config-if)# switchport vlan mapping 2 102
Switch(config-if)# switchport vlan mapping 3 103
Switch(config-if)# switchport vlan mapping 4 104
Switch(config-if)# switchport vlan mapping 4 105
Switch(config-if)# switchport vlan mapping default drop
Switch(config-if)# exit

This example shows how to bundle all traffic on the port to leave the switch with the S-VLAN ID of 100: 

Switch(config)# interface gigabiethernet0/1
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed 100
Switch(config-if)# switchport vlan mapping default dot1q-tunnel 100
Switch(config-if)# exit

This example shows how to configure selective QinQ mapping on the port so that traffic with a C-VLAN 
ID of 1 to 5 enters the switch with an S-VLAN ID of 100. The traffic of any other VLAN IDs is dropped. 

Switch(config)# interface gigabiethernet0/1
Switch(config-if)# switchport vlan mapping 1-5 dot1q-tunnel 100

Command Purpose

show interfaces [interface 
interface-id] vlan mapping

Display VLAN mapping information for all interfaces or for 
the specified interface. 

show platform vlan mapping Display platform VLAN mapping information.

show vlan mapping [interface-id] Display VLAN mapping information for all interfaces or for 
the specified interface. 

show vlan mapping usage Display information about hardware resource usage on the 
switch devoted to VLAN mapping.
9-7
Layer 2 Switching Software Configuration Guide for Cisco IE 2000U and Connected Grid Switches



 

Chapter 9      Configuring VLAN Mapping
Related Documents
Switch(config-if)# switchport vlan mapping default drop
Switch(config-if)# exit

Related Documents
• Cisco IOS Master Command List, All Releases

• Cisco IOS LAN Switching Command Reference

• Cisco IOS Interface and Hardware Component Command Reference

• QoS Software Configuration Guide for Cisco IE 2000U and Connected Grid Switches

Feature History

Platform First Supported Release

CGS 2520 Switch Cisco IOS Release 12.2(53)EX
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