Preface
Document Purpose
This guide discusses the Cisco SAFE best practices, designs and configurations, and provides network
and security engineers with the necessary information to help them succeed in designing, implementing
and operating secure network infrastructures based on Cisco products and technologies.

Document Audience
While the target audience is technical in nature, business decision makers, senior IT leaders, and systems
architects can benefit from understanding the design driving principles and fundamental security
concepts.

Document Organization
The following table lists and briefly describes the chapters and appendices of this guide:
Chapter

Description

Chapter 1, “SAFE Overview.”

Provides high-level overview of the Cisco SAFE design.

Chapter 2, “Network Foundation
Protection.”

Describes the best practices for securing the enterprise network infrastructure.
This includes setting a security baseline for protecting the control and
management planes as well as setting a strong foundation on which more
advanced methods and techniques can subsequently be built on.

Chapter 3, “Enterprise Core.”

Describes the core component of the Cisco SAFE design. It describes types of
threats that targets the core and the best practices for implementing security
within the core network.

Chapter 4, “Intranet Data Center.”

Describes the intranet data center component of the Cisco SAFE design. It
provide guidelines for integrating security services into Cisco recommended
data center architectures.

Chapter 5, “Enterprise Campus.”

Describes the enterprise campus component of the Cisco SAFE design. It covers
the threat types that affect the enterprise campus and the best practices for
implementing security within the campus network.
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Chapter

Description

Chapter 6, “Enterprise Internet Edge.”

Describes the enterprise Internet edge component of the Cisco SAFE design. It
covers the threat types that affect the Internet edge and the best practices for
implementing security within the enterprise Internet edge network.

Chapter 7, “Enterprise WAN Edge.”

Describes the enterprise WAN edge component of the Cisco SAFE design. It
covers the threat types that affect the enterprise WAN edge and the best practices
for implementing security within the WAN edge network.

Chapter 8, “Enterprise Branch.”

Describes enterprise branch component of the Cisco SAFE design. It covers the
threat types that affect the enterprise branch and the best practices for
implementing security within the branch network.

Chapter 9, “Management.”

Describes the management component of the Cisco SAFE design. It covers the
threat types that affects the management module and the best practices for
mitigation those threats.

Chapter 10, “Monitoring, Analysis, and
Correlation.”

Describes the security tools used for monitoring, analysis, and correlations of
the network SAFE design network resources.

Chapter 11, “Threat Control and
Containment.”

Describes the threat control and containment attributes of the Cisco SAFE
design.

Chapter 12, “Cisco Security Services.”

Describes the security services designed to support the continuous solution
lifecycle.

Chapter A, “Reference Documents.”

Provides a list of reference documents where users can obtain additional
information.

Glossary

Lists and defines key terms and acronyms used in this guide.
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