Configuration Guide for Cisco Network Plug and Play on Cisco
APIC-EM, Release 1.4.x
First Published: 2015-11-03
Last Modified: 2017-04-10

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.
The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.
NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.
IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.
Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
http://www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (1110R)
© 2017

Cisco Systems, Inc. All rights reserved.

CONTENTS

PREFACE

Preface v
Objectives v
Important Information on Features v
Related Documentation v
Document Conventions vi
Obtaining Documentation and Submitting a Service Request viii

CHAPTER 1

New and Changed Information 1

CHAPTER 2

Configuring Cisco Network Plug and Play 3
Cisco Network Plug and Play Overview 3
Cisco Network Plug and Play Organization 4
Cisco Network Plug and Play Dashboard

5

Project Pre-provisioning Workflow 5
Creating a Project 6
Adding a Device 7
Deploying Devices 8
Using Configuration Template 9
Cloning a Project 10
Devices Workflow 10
Claiming the Device 11
Ignoring Unclaimed Devices 12
Uploading the Cisco Device Image File 12
Associating the Default Image to the Device 13
Uploading the Configuration File 14
Uploading Templates 14

Configuration Guide for Cisco Network Plug and Play on Cisco APIC-EM, Release 1.4.x
iii

Contents

Bulk Import Projects and Devices 15
Configuring Cisco Smart Account 15
Setting the Timeout for Image Provisioning 17
Setting the Timeout for Configuration Provisioning 17
Security Workflow 18
Viewing the Cisco APIC-EM Certificate 18
Deploying Third-Party CA-Signed Certificate on Cisco APIC-EM 18
Updating the Trustpool Bundle 19
Creating an Installer Role 19
Configuring AAA on the Device 20
Troubleshooting the Cisco Network Plug and Play 20
Collecting the Cisco Network Plug and Play Logs 20
Reviewing the Status of the Preprovisioned Projects 21

Configuration Guide for Cisco Network Plug and Play on Cisco APIC-EM, Release 1.4.x
iv

Preface
This section briefly describes the objectives of this document and provides links to additional information on
related products and services:
• Objectives, on page v
• Important Information on Features, on page v
• Related Documentation, on page v
• Document Conventions, on page vi
• Obtaining Documentation and Submitting a Service Request, on page viii

Objectives
This guide provides an overview of the Cisco Network Plug and Play and explains the process to preprovision
sites and manage the unplanned devices in the network.

Important Information on Features
For more information about Cisco Network Plug and Play solution, see the Cisco Network Plug and Play
Solution Guide.
To find information about the Cisco Network Plug and Play mobile application, see the Mobile Application
User Guide for Cisco Network Plug and Play.

Related Documentation
• Solution Guide for Cisco Network Plug and Play— Solution Guide for the Cisco Network Plug and Play
solution.
• Cisco Open Plug-n-Play Agent Configuration Guide—Describes how to configure the Cisco Open
Plug-n-Play Agent software application that runs on a Cisco IOS or IOS-XE device.
• Release Notes for Cisco Network Plug and Play—The Cisco Network Plug and Play solution provides
a simple, secure, unified, and integrated offering for enterprise network customers to ease new branch
or campus device deployments or for provisioning updates to an existing network.
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Document Conventions

• Release Notes for the Cisco Application Policy Infrastructure Controller Enterprise Module—The Cisco
Application Policy Infrastructure Controller Enterprise Module (Cisco APIC-EM) is a network controller
that helps you manage and configure your network.
• Release Notes for Cisco Intelligent Wide Area Network Application (Cisco IWAN App)—Cisco IWAN
App (or the Cisco IWAN on APIC-EM) extends Software Defined Networking to the branch with an
application-centric approach based on business policy and application rules. This provides IT centralized
management with distributed enforcement across the network.
• Mobile Application User Guide for Cisco Network Plug and Play—Describes how to use the Cisco
Network Plug and Play mobile application.
• Cisco Application Policy Infrastructure Controller Enterprise Module Installation Guide—Describes
how to install and troubleshoot the Cisco APIC-EM.
• Cisco Application Policy Infrastructure Controller Enterprise Module Upgrade Guide—Describes how
to upgrade the Cisco APIC-EM software.
• Cisco Application Policy Infrastructure Controller Enterprise Module Administrator Guide—Describes
how to administer and configure settings for the Cisco APIC-EM.
• Cisco APIC-EM Documentation Roadmap—Guide to all of the documentation available for the Cisco
APIC-EM.

Document Conventions
This documentation uses the following conventions:
Convention

Description

^ or Ctrl

The ^ and Ctrl symbols represent the Control key.
For example, the key combination ^D or Ctrl-D
means hold down the Control key while you press
the D key. Keys are indicated in capital letters but are
not case sensitive.

string

A string is a nonquoted set of characters shown in
italics. For example, when setting an SNMP
community string to public, do not use quotation
marks around the string or the string will include the
quotation marks.

Command syntax descriptions use the following conventions:
Convention

Description

bold

Bold text indicates commands and keywords that you
enter exactly as shown.

italics

Italic text indicates arguments for which you supply
values.
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Convention

Description

[x]

Square brackets enclose an optional element (keyword
or argument).

|

A vertical line indicates a choice within an optional
or required set of keywords or arguments.

[x | y]

Square brackets enclosing keywords or arguments
separated by a vertical line indicate an optional choice.

{x | y}

Braces enclosing keywords or arguments separated
by a vertical line indicate a required choice.

Nested sets of square brackets or braces indicate optional or required choices within optional or required
elements. For example:
Convention

Description

[x {y | z}]

Braces and a vertical line within square brackets
indicate a required choice within an optional element.

Examples use the following conventions:
Convention

Description

screen

Examples of information displayed on the screen are
set in Courier font.

bold screen

Examples of text that you must enter are set in Courier
bold font.

<>

Angle brackets enclose text that is not printed to the
screen, such as passwords.

!

An exclamation point at the beginning of a line
indicates a comment line. (Exclamation points are
also displayed by the Cisco IOS XE software for
certain processes.)

[]

Square brackets enclose default responses to system
prompts.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

Note

Means reader take note. Notes contain helpful suggestions or references to materials that may not be contained
in this manual.
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Obtaining Documentation and Submitting a Service Request

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional information,
see the monthly What's New in Cisco Product Documentation, which also lists all new and revised Cisco
technical documentation at: http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html.
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CHAPTER

1

New and Changed Information
The table below summarizes the new and changed features for this document and shows the releases in which
each feature is supported. Your software release might not support all the features in this document. For
information about the features that are supported in your release, see the Release Notes. For the latest caveats,
see the Bug Search Tool at https://tools.cisco.com/bugsearch/.
Feature

Description

Changed in
Release

Where Documented

Adding
Allows you to specify a configuration or image 1.4.1
Configuration or file location on a TFTP server by specifying the
Image File
full pathname of the file.
Using TFTP
Option

Creating a Project,
on page 6

Image
Provisioning

Allows you to set the timeout for an image
provisioning.

1.4.1

Setting the Timeout
for Image
Provisioning, on
page 17

Configuration
Provisioning

Allows you to set the timeout for the
configuration provisioning.

1.4.1

Setting the Timeout
for Configuration
Provisioning, on
page 17

Configuring
Cisco Smart
Account

Allows you to integrate the on-premises Cisco 1.4
Plug and Play server in the APIC-EM controller
and the smart account enabled PnP Connect for
automating device provisioning.

Configuring Cisco
Smart Account, on
page 15

Uploading
Templates

Allows you to upload templates.

Uploading
Templates, on page
14

1.3.2

Configuration
When you add a project or claim an unplanned 1.3.2
/Template Radio device, you will have the option to select either
Button Option configuration file or template.

Adding a Device,
on page 7
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Feature

Description

Configuration
Template

Added Configuration Template, which allows 1.3
you to design the set of device configurations
that you need to set up the devices in a branch.

Using
Configuration
Template, on page
9

Configuring
AAA

The Cisco APIC-EM supports external
1.3
authentication and authorization for users from
a AAA server. The external authentication and
authorization is based upon usernames,
passwords, and attributes that already exist on a
pre-configured AAA server.

Configuring AAA
on the Device, on
page 20

on the Device
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Changed in
Release

Where Documented

CHAPTER

2

Configuring Cisco Network Plug and Play
This document provides an overview of the Cisco Network Plug and Play solution and explains the process
for pre-provisioning projects and managing unplanned devices in the network.
This chapter includes the following topics:
• Cisco Network Plug and Play Overview, on page 3
• Cisco Network Plug and Play Organization, on page 4
• Project Pre-provisioning Workflow, on page 5
• Using Configuration Template, on page 9
• Cloning a Project, on page 10
• Devices Workflow, on page 10
• Uploading the Cisco Device Image File, on page 12
• Associating the Default Image to the Device, on page 13
• Uploading the Configuration File, on page 14
• Uploading Templates, on page 14
• Bulk Import Projects and Devices, on page 15
• Configuring Cisco Smart Account, on page 15
• Setting the Timeout for Image Provisioning, on page 17
• Setting the Timeout for Configuration Provisioning, on page 17
• Security Workflow, on page 18
• Configuring AAA on the Device, on page 20
• Troubleshooting the Cisco Network Plug and Play, on page 20

Cisco Network Plug and Play Overview
The Cisco Network Plug and Play solution provides a simple, secure, unified, and integrated offering for
enterprise network customers to ease new branch or campus rollouts, or for provisioning updates to an existing
network. The solution provides a unified approach to provision enterprise networks comprised of Cisco routers,
switches, and wireless devices with a near zero touch deployment experience. For more information on the
Cisco Network Plug and Play solution, see Solution Guide for Cisco Network Plug and Play.
The Cisco Network Plug and Play application allows you to pre-provision the remote project or claim unplanned
devices. When you provision a large project, you can use the Cisco Network Plug and Play application to
pre-provision the project and add devices to the project. This includes entering device information and setting
up a bootstrap configuration, full configuration, and Cisco device image for each device to be installed. The
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bootstrap configuration enables the Plug and Play Agent, specifies the device interface to be used, and
configures a static IP address for it.
When you create small projects where pre-provisioning is not required, devices can be deployed without prior
set up on the Cisco Network Plug and Play application and then claimed. When the device installer installs
and powers up the Cisco network device, the device auto-discovers the Cisco APIC-EM controller by using
the DHCP or DNS. After the auto-discovery process is complete, the device is listed as an unplanned device
in the Cisco Network Plug and Play application. You can use the Cisco Network Plug and Play application
to claim the unplanned device and configure it with a new configuration and Cisco device image.

Cisco Network Plug and Play Organization
The Cisco Network Plug and Play web interface is organized into a workflow that includes the high-level task
areas described in following table. The Cisco Network Plug and Play application is used by the network
engineers to pre-provision the remote site and claim the unplanned devices. This document follows the same
general organization.
Table 1: Cisco Network Plug and Play Organization

Task Area

Description

Dashboard

Allows you to view dashboard, which provides you
a quick view of the projects and unplanned devices
information. For more information, see Cisco Network
Plug and Play Dashboard , on page 5.

Projects (Project Pre-provisioning Workflow)

Allows you to create and pre-provision the project.
You can use the Add Device option to add a new
device to the project. For more information, see
Project Pre-provisioning Workflow, on page 5.

Devices (Unplanned Devices Workflow)

Allows you to claim the unplanned devices. You can
claim, ignore, or delete the unplanned device.

Images

Allows you to upload images from your local machine
and associate the default image to the device. For more
information, see Associating the Default Image to the
Device, on page 13 .

Configurations

Allows you to upload the configuration and bootstrap
file from your local machine. You can view or delete
the configuration file from the list.

Templates

Allows you to upload the templates from your local
machine. You can view or delete the template from
the list.

Bulk Import

Allows you to download a template that you can use
to create your own bulk-import file. To download a
template, click the Sample button in the Bulk Import
section of the Network Plug and Play application.
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Settings (Cisco Smart Account)

Cisco Smart Account feature allows you to integrate
the on- prem Cisco Plug and Play server in APIC-EM
controller and the smart account enabled PNP cloud
redirection service for automating the device
provisioning. For more information, see Configuring
Cisco Smart Account, on page 15
.

Settings (Global Settings on APIC-EM)

The Settings option is available at the top-right corner
of the Cisco APIC-EM global toolbar. Allows you to
create administrator and operator roles and manage
the security settings.

Logs

The Logs option is available at the top-right corner
of the global toolbar. Allows you to collect the logs
pertaining to Cisco Network Plug and Play
application. For more information, see Collecting the
Cisco Network Plug and Play Logs, on page 20.

Cisco Network Plug and Play Dashboard
The Cisco Network Plug and Play Dashboard displays at-a-glance views of the most important data in your
network. The graphical representation of the dashboard provides the list of pre-provisioned, in-progress,
provisioned, and project with errors information. Also, it displays the unclaimed, claimed, and ignored devices.
You can quickly scan the information by clicking on the links next to each pie-chart and access the list of
relevant projects or devices. To see the details of the specific project or device, click on the project or device
name in the first column and take action based on the information (see Figure 1).
The Dashboard page contain the following options:
• Search Projects—Allows you to search the list of projects and load the project.
• Search Device—Allows you to search the device based on the name, serial number, and MAC address.
Figure 1: Cisco Network Plug and Play Dashboard

Project Pre-provisioning Workflow
Cisco Network Plug and Play allows you to pre-provision and plan for new projects. When you create a new
project, Cisco Network Plug and Play enables you to pre-provision the configuration file, image file, and
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device ID certificate for the selected platform. This simplifies and accelerates the time that it takes to get a
site fully functional.
To pre-provision a project on your network, perform these steps:

Step 1

Create a new project (see Creating a Project, on page 6).

Step 2

Add the device to the project (see Adding a Device, on page 7).

Creating a Project
The Cisco Network Plug and Play (PnP) application eases the creation of new IWAN sites by providing
project-based management of the resources required to create such projects. These resources include
configuration files, image files, and device ID certificates. A Cisco Network PnP project is a unique entity
that gathers device-related information and helps in pre-provisioning a specific IWAN site in the Cisco
APIC-EM IWAN application. To reuse project information and resources for provisioning a different project,
you can clone an existing project into a new one that has a unique project name. You can then use the Projects
tab to edit the new project as necessary.
To create a project, perform these steps:

Step 1

Choose Network Plug and Play > Projects.

Step 2

Click Add, the Add Project dialog box appears.

Step 3

In the Add Project dialog box, enter a name for the new project.

Step 4

Enter the TFTP server IP address/URL if you want to use the TFTP server option by specifying the full pathname of the
file. The configuration or image file is downloaded to the device from the specified location instead of from the APIC-EM
controller.
When you do not have the option to download the configuration and the image file from the Cisco APIC-EM server, you
can deploy the configuration and Cisco device Image file from an external TFTP server.

Step 5

Click on Installer Notes icon and add notes about the reference documents. It supports text files, Image files (GIF,
Bitmap, and JPEG) and Microsoft PowerPoint formats. These notes are available to an installer who is using the Cisco
PnP mobile app to deploy the devices.
Click Create to create the new project (see Figure 2).

Step 6

Figure 2: Creating Projects
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Note

If you choose to deploy the configuration and Cisco device image file from an external TFTP sever, you cannot
use the configuration and Cisco device image file that is available from the configuration and image resource.

Adding a Device
To add a device, perform these steps:

Step 1

Choose Network Plug and Play > Projects.

Step 2

To load an existing project, enter the name of project in the Project text box.

Step 3

Click Add to add the device.

Step 4

Enter the following information:
• Device Name—Device name (unique for each site)
• Product ID—Select the device product identification number from the drop-down list.
• Serial Number—Device serial number (or)
• Mac Address—Device Mac Address. This is applicable only for access point devices.

Step 5

Choose a Cisco device image file to apply to the device by doing one of the following options:
• To load an existing Cisco device image on the device that is already loaded to the Cisco APIC-EM controller,
click in the image field and select the image file from the drop-down list.
• Click the Upload icon and choose a Cisco device image file to apply to the device. To load a new Cisco device
image file on the device, you should upload the Cisco device image file to the server, and then select the image
file from the list. See Uploading the Cisco Device Image File, on page 12. This option is not supported on access
point devices.

Step 6

Choose eithter a configuration file or a template to apply to the device by doing one of the following options:
• To apply either a configuration file or a template to the device that is already uploaded to the Cisco APIC-EM
controller, select the appropriate radio button and select the configuration file or template from the drop-down
list.
• Click the Upload icon to apply to the device.
Cisco Network Plug and Play uses the velocity engine verson 1.7 to generate the templates. For more informaton on
the velocity engine, see http://velocity.apache.org/. You can use the template when you have to deploy the same
configuration on multiple devices. When you use a template, you can either select the default values or specify the
customized values for a specify device.
Note: The configuration file should be in text format for routers and switches. For Access Point devices, the configuration
file must be in JSON format.

Step 7

If you select a template, do the following:
a) To provide a customized values for a specific device, click on the template and enter the values in the template
editor.
b) To preview the template configuraton values, click on the preview tab.

Step 8

(Optional) To apply the existing bootstrap configuration to the device, select the configuration file from the drop-down
list or click the Upload icon and choose a bootstrap file for the device. You can use the Cisco Network Plug and Play
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Mobile Application to deploy the bootstrap configuration on the WAN devices. This option is not supported on access
point devices.
Step 9

Check the Device Certificate check box to apply the device certificate on the device. Cisco Network Plug and Play
automatically generates and deploys the PKCS12 device ID certificate. Device Certificate is not supported on access
point devices.

Step 10

Check the SUDI Required check box to apply the SUDI authentication on devices that support it. If you check this
box for a device that does not support SUDI authentication, then authentication and provisioning fails with an
authentication error. You should uncheck the SUDI Requiredcheck box and reset the device to provision it again.

Step 11

To add the configuration credentials, click on the Credentials Configurations (+) button and specify the required
information (see,Configuring AAA on the Device, on page 20).

Step 12

To configure a stack switch, click on the Plus (+) Stack Switch Configuration button and specify the following
information:
• Expected Member Count—Select the expected total member count (including the master) of the stack from the
drop-down list.
• License—Select the license from the drop-down list to ensure that all members of the stack have the selected
license.
• Accept EULA—Check the Accept EULA check box.

Step 13

Click Add to configure the stack switch.
Note: If you add a device that is a member of a stack, the system will discover the other members automatically.
To view the members of the stack switch, hover over the Stack View icon next to device in the device list table.

Step 14

To edit one or more devices in the device table, check the box next to each device that you want to edit and click Edit.
Note: The stack and non-stack devices cannot be edited together. Also, you cannot edit access points and other devices
together.

Step 15

To add the configuration credentials, click on the Plus (+) Credentials Configuration button and specify the following:
• Username —Enter the username for the configuration.
• Password—Enter the password for the configuration.
• Confirm Password—Confirm the password.

Step 16

To delete or reset selected devices, click Delete or Reset.

Step 17

Click Save to save the changes.

Deploying Devices
After creating the project, you can initiate the provisioning process in the remote site. You should install the
device in a rack and connect the power cables. Turn on the device power supply, and use the Cisco Plug and
Play Mobile App to deploy devices and deliver the bootstrap configuration to the device.
The image versions deployed on the members of a stack should be the same as the active switch. If they are
not the same, you need to manually correct the mismatch version of a stack before you provision the stack.
Note: When DHCP or DNS is configured in the network for automatically discovering the Cisco APIC-EM,
devices can automatically discover the Cisco APIC-EM and download full configurations, when the power
is turned on. Bootstrap configuration is not supported for access point devices. It uses either DHCP or DNS
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to find the Cisco APIC-EM. See Cisco Network Plug and Play Solution Guide for more information on
initiating the provisioning process on the device.

Using Configuration Template
You can use Cisco Network Plug and Play configuration templates to design the set of device configurations
that you need to set up the devices in a branch. When you have a site, office, or branch that uses a similar set
of devices and configurations, you can use configuration templates to build a generic configuration that you
can apply to one or more devices in the branch. You can also use configuration templates when you have a
new branch and want to quickly and accurately set up common configurations on the devices in the branch.
Altering configurations across a large number of devices can be tedious and time-consuming, and templates
save you time by applying the necessary configurations and ensuring consistency across devices. Configuration
template supports Velocity Template Language (VTL).
Configuration template support allows an administrator to define a configuration template of CLI commands
that can be used to consistently configure multiple network devices, reducing deployment time. Variables in
the templateallow customization of specific settings per device and templates support constructs such as #set,
#if, #else, and #foreach. Configuration templates are based on the open source Velocity templating engine,
version 1.7.
This release provides a new functionality for configuration templates to escape the $ character when you do
not want it to be interpreted as a variable definition such as a $ character in an encrypted password. To escape
a $ character, add {esc.d} immediately following the $ in a configuration template.
For example, if you have the following line in a configuration template, you would not want the $ characters
to be interpreted as variables:
enable secret 5 $1$cJX0$Cq6AtbQYt4owH2QTWmP4v/
Escape the $ characters as follows:
enable secret 5 ${esc.d}1${esd.d}cJX0${esc.d}Cq6AtbQYt4owH2QTWmP4v/

Note

Auto QoS macro commands such as auto qos trust, auto qos voip trust, and auto qos voip cisco-phone
will not be expanded if the commands are deployed to a device through Cisco PnP configuration template.
To create and use the configuration template, perform these steps:

Step 1

Create the configuration template and save the template in your machine.

Step 2

Upload the configuration template file to the Cisco Network Plug and Play server. Cisco Network Plug and Play server
supports only .txt and .vm template file formats. For more information on uploading the template, see Uploading Templates,
on page 14.
Cisco PnP server will automatically detect the configuration template file with variables and will display the files in
following views:
• Text View
• Form View- Assigns default values to variables
• Preview

Step 3

Define the user created /system generated variables.
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Step 4

Choose a configuration template to apply to the device by doing one of the following options:
• To apply a configuration template to the device that is already uploaded to the Cisco APIC-EM controller, select
the Template radio button and select the template from the drop-down list.
• Click the Upload icon and choose a template to apply to the device.
Cisco Network Plug and Play uses the velocity engine verson 1.7 to generate the templates. For more informaton on the
velocity engine, see http://velocity.apache.org/. You can use the template when you have to deploy the same configuration
on multiple devices. When you use a template, you can either select the default values or specify the customized values
for a specify device.

Step 5

To enter customized values for a specific device, click on the Form View and enter the values in the template editor.

Step 6

To preview the template configuraton values, click on the preview tab.

Step 7

Click Save to save the changes.

Cloning a Project
This option allows you to clone the project and use the parameters to create new projects. When you clone a
project, it does not copy the configuration or serial number of the devices. When you clone the project, the
system clones only device names and assigned product IDs.
To clone the project, perform these steps:

Step 1

Choose Network Plug and Play>Projects.

Step 2

Click Clone to clone the selected project.

Step 3

In the Clone Project dialog box, enter the name of the project, or select the project from the drop-down list.

Step 4

After cloning a project, you need to configure the serial numbers/MAC address, configuration, image, and other settings
for each device in the cloned project.

Devices Workflow
For small projects where pre-provisioning is not required, devices can be deployed without prior setup on the
Cisco Network Plug and Play application and then claimed. Devices page provides the details of devices that
are claimed, unclaimed, and ignored (see Figure 3).
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Figure 3: Unplanned Devices

Claiming the Device
The device is added to the unclaimed device list when the device uses the call-home agent capability to connect
to the server, before it is provisioned by Cisco APIC-EM, or when the Cisco APIC-EM is not able to match
the device against the existing configuration.
To claim the device, perform these steps:

Step 1

Choose Network Plug and Play > Devices.

Step 2

Select the device from the list, and click Claim. The Claim Device dialog box appears.

Step 3

You can either reuse an existing Cisco device image from the list, or apply a new image file to the device.
• To load an existing Cisco device image on the device, click on the text box and select an image file from the
drop-down list.
• Click the Upload icon and choose a Cisco device image file to apply to the device.
• Enter the TFTP server IP address if you want to use the TFTP server option by specifying the full pathname of
the file. The image file is downloaded to the device from the specified location instead of from the APIC-EM
controller

Step 4

You can either reuse the existing configuration file or template from the list, or apply the new configuration file or
template to the device.
• To apply either a configuration file or a template to the device that is already uploaded to the Cisco APIC-EM
controller, select the appropriate radio button and select the configuration file or template from the drop-down
list. For more information on configruation template, see Using Configuration Template, on page 9.
Note

This configuration files has AAA authorisation commands. To use the aaa authorisation command,
provide the device credentials and the device should have the minimum IOS version that is recommended.
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• Click the Upload icon to apply to the device.
• Enter the TFTP server IP address/URL if you want to use the TFTP server option by specifying the full pathname
of the file. The configuration file is downloaded to the device from the specified location instead of from the
APIC-EM controller
Step 5

(Optional) Enter the project name to add the device to a project. The device is added to the selected project.

Step 6

Check the Device Certificate check box to apply the device certificate on the device. Cisco Network Plug and Play
automatically generates and deploys the PKCS12 device ID certificate. This configuration is not required for access
point.

Step 7

To add the configuration credentials, click on the Credentials Configurations (+) button and specify the required
information (see,Configuring AAA on the Device, on page 20).

Step 8

To enable Stack Switch Configuration, click on the Plus (+) button and specify the following information:
• License—Select the license from the drop-down list to ensure that all members of the stack have the selected
license.
• Accept EULA—Check the Accept EULA check box.

Step 9

Click Claim to claim the device.

Step 10

To delete a device that was added in error, click Delete. It resets the device to the factory state and you can add it again.

Ignoring Unclaimed Devices
You can move the device to ignore status when you do not want to claim the device. Later, if you decide to
reclaim the device, you can move the device back to the unclaimed device list and claim it. To ignore an
unclaimed device, perform these steps:

Step 1

Choose Network Plug and Play > Devices.

Step 2

To ignore a device, select the device from the list and click Ignore.
The device is moved to the Ignored page.

Step 3

In the Ignored page, select the device and click Unignore if you want to move the device back to the unclaimed device
list.

Uploading the Cisco Device Image File
This option allow you to upload the Cisco device image file from your local machine. It supports .tar, .bin,
and .T formats (see Figure 4). To upload the Cisco device image file, perform these steps:

Step 1

Choose Network Plug and Play > Images.

Step 2

Click Upload and browse to the location where you have saved the Cisco device image file. Select the Cisco device
image file, and click Open to upload the file. You can also drag and drop the Cisco device image file to this screen.

Step 3

To delete an image file from the list, select the file and click Delete.
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Figure 4: Images

Associating the Default Image to the Device
Cisco Network Plug and Play allows you to associate the Cisco device image as a default image to a set of
platforms. When you set the Cisco device image as a default image for a set of platforms, the Image is
automatically associated with the device. When you use this option, you do not have to manually assign the
image to the platforms when you add the device to the project.
To associate the Cisco IOS image as the default image, perform these steps:
Step 1

Choose Network Plug and Play > Images.

Step 2

Click on the Image link and select the Platform from the drop-down list.

Step 3

Select the Product ID from the list, and check the Use this image as Default Image check box to associate the image to
the platform.
You can associate the Cisco device image as a default image to a specific platform or multiple product IDs within the
same platform (see Figure 5).
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Figure 5: Image Information

Step 4

You can modify the default image settings on the platform. To modify the default settings, repeat the Step 1 through Step
3.

Step 5

Click Yes to save the changes.

Uploading the Configuration File
This option allows you to upload the configuration file from your local machine and supports text format. It
supports JSON format files with *.json extension for access point devices. To upload the configuration file,
perform these steps:

Step 1

Choose Network Plug and Play > Configurations.

Step 2

Click Upload and browse to the location where you have saved the configuration file. Select the configuration file, and
click Open to upload the file.

Step 3

To view the content of the uploaded configuration file, click on the name of the configuration file . This displays the
content of the selected configuration file.

Step 4

You cannot delete the configuration file that is being used in any device. To delete the configuration file from the list,
select the configuration file and click Delete.

Uploading Templates
This option allows you to upload the configuration template from your local machine. To upload the template,
perform these steps:
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Step 1

Choose Network Plug and Play > Templates.

Step 2

Click Upload and browse to the location where you have saved the template. Select the template and click Open to
upload the template.
When you use a template, you can either select the default values or specify the customized values for a specific device.

Step 3

To provide a customized values for a specific devcie, click on the template and enter the values in the template editor.

Step 4

To view the content of the uploaded template, click on the name of the template. This displays the content of the selected
template file.

Step 5

You cannot delete the template that is being used in any device. To delete the template from the list, select the template
and click Delete.

Bulk Import Projects and Devices
You can use the bulk import feature to import a CSV file that contains the projects and devices attributes (see
Figure 6). To perform a bulk import of projects and provisioned devices, perform these steps:

Step 1

Choose Network Plug and Play>Bulk Import.

Step 2

Click Sample to download the sample file, and add the projects and provisioned devices information.

Step 3

Click Import and browse to navigate to the appropriate file.

Step 4

Select the file and click Open to import the CSV file.

Step 5

To export the devices information, click Export. The devices information is exported in a CSV format. Use this information
to analyze the devices status.
Figure 6: Bulk Import

Note:If you bulk import a device that is already on the unclaimed list, the device will be claimed and moved to the
specified project.

Configuring Cisco Smart Account
Cisco Smart Account feature allows you to integrate the on- prem Cisco Plug and Play server in APIC-EM
controller and the smart account enabled PnP Connect for automating the device provisioning.
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You can create a default controller profile using Cisco Smart Account. Register the instance of APIC-EM
controller as a default controller in the Cisco PnP Connect for all redirection services. Also, synchronize the
device inventory from Cisco PnP Connect to this on-prem controller for automated deployment. If your
organization does not have a smart account, you can request for a new smart account from the following link.
To register your Cisco Smart Account, perform these steps:

Step 1

Choose Network Plug and Play > Settings > Smart Account Settings.

Step 2

Enter the Username and Password, and click Authenticate.

Step 3

In the Smart Account Settings section, choose the Smart Account and Virtual Account name from the drop-down list.
When you have multiple virtual accounts within that smart account, then choose the one you want to use from the virtual
account list.

Step 4

In the APIC-EM Controller Profile Settings section, check the Register this controller under default profile check box.

Step 5

Select the Controller IP Address from the drop-down list and click Save to save the information and register the APIC-EM
controller profile in the Smart Account portal.
Figure 7: Configuring Smart Account

Step 6

To synchronize and download the devices that are registered in the smart account portal into the Cisco Plug and Play
application, go to the Devices > Cloud Synced tab. Click on the Sync button to retrieve the list of devices from the smart
account. The list of devices that are registered in the smart account portal appears.
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Figure 8: Synchronizing the Device from the Cloud

Step 7

Select the device from the list and move it to Projects for provisioning the device.

Setting the Timeout for Image Provisioning
You can configure the timeout limits for an image provisioning, which ends your user session automatically
when you exceed the timeout. It is enabled by default and is set to 40 minutes.
To set the timeout for an image provisioning, perform these steps:

Step 1

Choose Network Plug and Play > Settings > Image Provisioning.

Step 2

In the Image Provisioning page, choose the timeout limits from the drop-down list.

Step 3

Click Save. You will need to log out and log back in for this change to take effect.

Step 4

Click Revert to Default to reset to the default timeout settings

Setting the Timeout for Configuration Provisioning
You can configure the timeout limits for configuration provisioning, which ends your user session automatically
when you exceed the timeout. It is enabled by default and is set to 40 minutes.
To set the timeout for configuration provisioning, perform these steps:
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Step 1

Choose Network Plug and Play > Settings > Config Provisioning.

Step 2

In the Config Provisioning page, choose the timeout limits from the drop-down list.

Step 3

Click Save. You will need to log out and log back in for this change to take effect.

Step 4

Click Revert to Default to reset to the default timeout settings

Security Workflow
This section describes the methods that are used to secure the PnP agent-server communication in various
scenarios. It explains the methods provided by the PnP agent, which can be used by the PnP server to secure
the client-server communication, after the completing the discovery process.

Viewing the Cisco APIC-EM Certificate
To view the Cisco APIC-EM certificate, perform these steps:

Step 1

In the Home page, click the Settings icon at the top-right corner of the screen.

Step 2

In the Network Settings navigation pane, click Certificate to view the current certificate.

Step 3

In the Certificate page, view the current certificate data.
The current certificate data that is displayed is the controller's self-signed certificate. The self-signed certificate's Expiration
Date and Time is displayed as a Coordinated Universal Time (UTC ) value. A system notification will be displayed two
months before the expiration date and time of the certificate.

Deploying Third-Party CA-Signed Certificate on Cisco APIC-EM
You can also install a proxy certificate. It is for devices that cannot communicate directly with the APIC-EM
controller. To deploy the CA-signed certificate on Cisco APIC-EM, perform these steps:

Step 1

In the Home page, click the Settings icon at the top-right corner of the screen.

Step 2

In the Network Settings navigation pane, click Certificate to view the current certificate. You must have role Admin
to access the network settings pane.

Step 3

In the Certificate page, click Replace Certificate.

Step 4

In the Certificate page, choose the file format type of the certificate: PEM or PKCS12.

Step 5

If you choose PEM, then do the following:
• Import the PEM file by dragging and dropping the file into the Drag n' Drop a File Here area.
The file should have a valid PEM format extension (.pem, .cert, .crt). The maximum file size for the certificate is
10 KB.
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• Import the private key by dragging and dropping the file into the Drag n' Drop a File Here area. Choose the encryption
option from the Encrypted drop-down menu for the private key, and enter the passphrasre.
The file should have a valid private key format extension (.pem, .cert).
Step 6

If you choose PKCS, then do the following:
• Import the PKCS file by dragging and dropping the file into the Drag n' Drop a File Here area.
The file should have a valid PKCS format extension (.pfx, .p12).
• For private key, choose the encryption option from the Encrypted drop-down menu for the private key, and enter
the passphrase.

Step 7

Click Upload/Activate to replace the current certificate.

Step 8

Return to the Certificate page to view the updated certificate data.
The information displayed in the Certificate page reflects the new certificate name, issuer, and certificate authority.

Updating the Trustpool Bundle
The Cisco APIC-EM allows you to import and update the PKI trustpool bundle. This PKI trustpool bundle is
used by supported Cisco networking devices to authenticate the Cisco APIC-EM and its applications such as
Cisco Network Plug and Play. To update the trustpool bundle, perform these steps:
Step 1

In the Home page, click the Settings icon at the top-right corner of the screen.

Step 2

In the Network Settings navigation pane, click Trustpool to view the trustpool bundle.

Step 3

Click Update to update the trustpool bundle.
The PKI trustpool bundle overwrites the preexisting trustpool bundle on the controller.

Creating an Installer Role
The Cisco APIC-EM supports role-based access control (RBAC). RBAC is a method of restricting or authorizing
controller access for users based on user roles. A role defines the privileges of a user in the controller. You
can create users and assign appropriate roles to the users. The ROLE_ADMIN role allows an installer to use
the Cisco Plug and Play Mobile App to access the APIC-EM controller and trigger device deployment, view
device status. For more information on the user roles, see the Cisco Application Policy Infrastructure Controller
Enterprise Module Deployment Guide. To create an installer role, perform these steps:

Step 1

In the Home page, click the Settings icon at the top-right corner of the screen.

Step 2

In the Settings navigation pane, click User Settings>Internal Users> Create User.

Step 3

In theUser dialog box, complete the following fields:
• Username—Enter a username for the new user.
• Password—Enter a password for the new user.
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• Confirm Password—Reenter the password to confirm.
• Scope—Scope is set to ALL by default.
• Role—Select ROLE_INSTALLER role for the new user.
Step 4

Click Save to create the new user with the ROLE_INSTALLER role.

Configuring AAA on the Device
The Cisco APIC-EM supports external authentication and authorization for users from a AAA server. The
external authentication and authorization is based upon usernames, passwords, and attributes that already exist
on a pre-configured AAA server. With external authentication and authorization, you log into controller with
credentials that already exist on the AAA server. The RADIUS protocol is used to connect the controller to
the AAA server. For more information on the user roles, see the Cisco Application Policy Infrastructure
Controller Enterprise Module Configuration Guide, Release 1.3.x. To add the configuration credentials,
perform these steps:

Step 1

To add the configuration credentials for the existing device from the project, check the box next to the device and click
Edit. In the Edit Device dialog box, specify the following:
• Username —Enter the username for the configuration.
• Password—Enter the password for the configuration.
• Confirm Password—Confirm the password.

Step 2

To add the configuration credentials for the unplanned device, choose Network Plug and Play > Devices.

Step 3

Select the device from the list, and click Claim. The Claim Device dialog box appears.

Step 4

Click on the Credentials Configurations (+) button and specify the following:
• Username —Enter the username for the configuration.
• Password—Enter the password for the configuration.
• Confirm Password—Confirm the password.

Step 5

Click Claim to claim the device.

Troubleshooting the Cisco Network Plug and Play
Cisco Network Plug and Play provides the following troubleshooting information for monitoring and
troubleshooting the device.

Collecting the Cisco Network Plug and Play Logs
To collect the logs pertaining to Cisco Network Plug and Play, perform these steps:

Step 1

In the Home page, click the Settings icon at the top-right corner of the screen.
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Step 2

In the Settings navigation pane, click System Administration > Services.

Step 3

In the Services dialog box, select the pnp-services from the Services list. and enter the fields appropriately.

Step 4

Click tasks to veiw the tasks.

Step 5

Click Details to view the details of the logs.

Step 6

Click Instance Logs to view the instance logs.

Step 7

Click Client Logs to view the client logs.

Step 8

You can use this log file to analyze the Cisco Network Play and Play events and take appropriate action (see Figure 7).
Figure 9: Cisco Network Play and Play Logs

Reviewing the Status of the Preprovisioned Projects
To review the status of the preprovisioned projects, perform these steps:

Step 1

Choose Network Plug and Play and from the Dashboard, click on the preprovisioned link next to Projects pie chart.

Step 2

Click on the Project name in the Projects column to check the status of device in that projects.
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