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     [bookmark: pgfId-179971][bookmark: 55216][bookmark: marker-179968]Release Notes for Cisco Network Plug and Play, Release 1.4x
 
    [bookmark: pgfId-179976]First Published: 2017-2-20
 
    [bookmark: pgfId-200569]Last Updated: 2017-5-17
 
    [bookmark: pgfId-134987]These release notes apply to the following software releases of the Cisco Network Plug and Play Solution:
 
    [bookmark: pgfId-205564]n General Availability Release 1.4.2
 
    [bookmark: pgfId-200595]n General Availability Release 1.4.1
 
    [bookmark: pgfId-168774]n General Availability Release 1.4
 
    [bookmark: pgfId-135342]These release notes contain the following sections:
 
    [bookmark: pgfId-135099]n Introduction
 
    [bookmark: pgfId-201456]n What’s New in Release 1.4.1
 
    [bookmark: pgfId-179945]n What’s New in Release 1.4
 
    [bookmark: pgfId-176320]n Supported Platforms and Software Requirements
 
    [bookmark: pgfId-176335]n Upgrade and Downgrade Support
 
    [bookmark: pgfId-176307]n Limitations
 
    [bookmark: pgfId-176311]n Sizing Guidelines
 
    [bookmark: pgfId-168278]n Upgrading a Cisco Catalyst 3650 or 3850 Series Switch to Cisco IOS XE Denali 16.1.1 While Provisioning
 
    [bookmark: pgfId-135319]n Caveats
 
    [bookmark: pgfId-135233]n Related Documentation
 
    [bookmark: pgfId-139805]n Obtaining Documentation and Submitting a Service Request
 
     
      [bookmark: pgfId-135039][bookmark: 14240]Introduction
 
     [bookmark: pgfId-192219]The Cisco Network Plug and Play solution provides a simple, secure, unified, and integrated offering for enterprise network customers to ease new branch or campus device deployments or for provisioning updates to an existing network. The solution provides a unified approach to provision enterprise networks comprised of Cisco routers, switches, and wireless access point devices with a near zero touch deployment experience.
 
    
 
     
      [bookmark: pgfId-200613][bookmark: 73094]What’s New in Release 1.4.1
 
     [bookmark: pgfId-200909]This software release provides the following new features and functions:
 
     [bookmark: pgfId-203263]n New and enhanced functionality in the Cisco Network Plug and Play application in the APIC-EM:
 
     [bookmark: pgfId-200926]— A new Settings > Image Provisioning page allows you to configure the time allowed for image provisioning to complete. This is a global setting for all devices.
 
     [bookmark: pgfId-200911]— A new Settings > Config Provisioning page allows you to configure the time allowed for configuration provisioning to complete. This is a global setting for all devices.
 
     [bookmark: pgfId-201097]— When adding or editing a device, you can specify a configuration or image file location on a TFTP server by specifying the full pathname of the file. The configuration or image file is downloaded to the device from the specified location instead of from the APIC-EM controller. 
 
     [bookmark: pgfId-202198]This feature allows downloading the image and configuration files from a local source instead of from the APIC-EM controller. It is recommended to use this feature only for large image file downloads that would take too long over a slow WAN connection because the APIC-EM is the preferred provisioning source for configuration files, with its better security.
 
    
 
     
      [bookmark: pgfId-200914][bookmark: 89986]What’s New in Release 1.4
 
     [bookmark: pgfId-200915]This software release provides the following new features and functions:
 
     [bookmark: pgfId-206015]n The Cisco Smart Account feature allows you to integrate the on-premises Cisco Plug and Play server in the APIC-EM controller and the Smart Account enabled Plug and Play Connect cloud redirection service for automating device provisioning. You can register the APIC-EM controller as a default controller in Cisco Plug and Play Connect for redirection services. Also, you can synchronize the device inventory from the Cisco Plug and Play Connect cloud service to the APIC-EM controller for automated deployment.
 
     [bookmark: pgfId-200893]n New and enhanced functionality in the Cisco Network Plug and Play application in the APIC-EM:
 
     [bookmark: pgfId-200894]— Cisco Smart Account integration allowing you to register this APIC-EM controller as the default controller in the Plug and Play Connect service.
 
     [bookmark: pgfId-200888]— A new Devices > Cloud Synced tab allows you to synchronize the device inventory from the Cisco Plug and Play cloud service to the APIC-EM controller.
 
     [bookmark: pgfId-200863]— Cloud synchronized devices can be moved into defined projects.
 
    
 
     
      [bookmark: pgfId-200836][bookmark: 15037]Supported Platforms and Software Requirements
 
     [bookmark: pgfId-200838]The following tables list Cisco routers, switches, wireless access points, NFVIS platforms, and software releases that support the Cisco Plug and Play IOS Agent and the Cisco Network Plug and Play Solution.
 
     [bookmark: pgfId-189822]
 
      
       
        
        [bookmark: pgfId-189715]Table 1 Supported Cisco Switches 
 
        
       
         
         	
           
           [bookmark: pgfId-189721]Platform
          
  
         	
           
           [bookmark: pgfId-189723]Models
          
  
         	
           
           [bookmark: pgfId-189725]Software Release (Minimum Supported)
          
  
        
 
         
         	 
           
           [bookmark: pgfId-189727]Cisco Catalyst 2960 Series Switches
          
  
         	
           
           [bookmark: pgfId-189729]2960-C
           
 2960-Plus
           
 2960-S
           
 2960-SF
           
 2960-X
           
 2960-XR
          
  
         	
           
           [bookmark: pgfId-189734]15.2.2E3, 15.2.3E2, 15.2.4E
           1
          
  
        
 
         
         	
           
           [bookmark: pgfId-189741]2960-CX
           2
          
  
         	
           
           [bookmark: pgfId-189743]15.2.3E2, 15.2.4E
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-191475]2960-L
          
  
         	
           
           [bookmark: pgfId-191477]15.2.5E
          
  
        
 
         
         	 
           
           [bookmark: pgfId-189745]Cisco Catalyst 3560 Series Switches
          
  
         	
           
           [bookmark: pgfId-189747]3560-C
           
 3560-X
          
  
         	
           
           [bookmark: pgfId-189749]15.2.2E3
          
  
        
 
         
         	
           
           [bookmark: pgfId-189753]3560-CX
            2 
          
  
         	
           
           [bookmark: pgfId-189755]15.2.3E2, 15.2.4E
            1 
          
  
        
 
         
         	 
           
           [bookmark: pgfId-189757]Cisco Catalyst 3650 Series Switches
          
  
         	
           
           [bookmark: pgfId-189759]3650
          
  
         	
           
           [bookmark: pgfId-189761]3.6.5E, 3.7.4E, 16.1.3, 16.2.2, 16.3.1
          
  
        
 
         
         	
           
           [bookmark: pgfId-189765]3650-24PDM
           
 3650-48FQM
          
  
         	
           
           [bookmark: pgfId-189767]16.2.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-189769]Cisco Catalyst 3750-X Series Switches
          
  
         	
           
           [bookmark: pgfId-189771]3750X
          
  
         	
           
           [bookmark: pgfId-189773]15.2.2E3, 15.2.4E
            1 
          
  
        
 
         
         	 
           
           [bookmark: pgfId-189775]Cisco Catalyst 3850 Series Switches
          
  
         	
           
           [bookmark: pgfId-189777]3850
          
  
         	
           
           [bookmark: pgfId-189779]3.6.5E, 3.7.4E, 16.1.3, 16.2.2, 16.3.1
          
  
        
 
         
         	
           
           [bookmark: pgfId-189783]3850-12X48U
            2
  3850-12XS
            2
  3850-16XS
            2
  3850-24XS
            2
  3850-32XS
            2 
          
  
         	
           
           [bookmark: pgfId-189785]3.7.4E, 16.1.3, 16.2.2, 16.3.1
          
  
        
 
         
         	
           
           [bookmark: pgfId-189789]3850-48XS
          
  
         	
           
           [bookmark: pgfId-189791]3.7.4E, 16.2.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-189793]Cisco Catalyst 4500 Series Switches
          
  
         	
           
           [bookmark: pgfId-189795]Supervisor 6-E/6L-E
           
 Supervisor 7-E/7L-E
           
 Supervisor 8-E
          
  
         	
           
           [bookmark: pgfId-189797]3.6.5E, 3.7.4E, 3.8.2E, 3.9.0E
          
  
        
 
         
         	
           
           [bookmark: pgfId-189799]Cisco Catalyst 4500-X Series Switches
          
  
         	
           
           [bookmark: pgfId-189801]4500X-16, 32
          
  
         	
           
           [bookmark: pgfId-189803]3.6.5E, 3.7.4E, 3.8.2E, 3.9.0E
          
  
        
 
         
         	
           
           [bookmark: pgfId-189805]Cisco Catalyst 4900 Series Switches
          
  
         	
           
           [bookmark: pgfId-189807]4900M
           
 4948E
          
  
         	
           
           [bookmark: pgfId-189809]15.2.2E3, 15.2.3E2, 15.2.4E
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-189811]Cisco Industrial Ethernet 2000 Series Switches
          
  
         	
           
           [bookmark: pgfId-189813]IE2000
          
  
         	
           
           [bookmark: pgfId-189815]15.2.2E3, 15.2.3E2, 15.2.4EA
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-189817]Cisco Industrial Ethernet 3000 Series Switches
          
  
         	
           
           [bookmark: pgfId-189819]IE3000
          
  
         	
           
           [bookmark: pgfId-189821]15.2.2E3, 15.2.3E2, 15.2.4EA
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-200533]Cisco Industrial Ethernet 4000 Series Switches
          
  
         	
           
           [bookmark: pgfId-200535]IE4000
          
  
         	
           
           [bookmark: pgfId-200537]15.2.4EA5
          
  
        
 
         
         	
           
           [bookmark: pgfId-200544]Cisco Industrial Ethernet 5000 Series Switches
          
  
         	
           
           [bookmark: pgfId-200546]IE5000
          
  
         	
           
           [bookmark: pgfId-200548]15.2.4EA5
          
  
        
 
       
      
 
     
 
      
      
        
        	 1.[bookmark: pgfId-189733]The non-VLAN 1 feature is not supported on release 15.2.4E.
 2.[bookmark: pgfId-189740]Limited feature support: Trustpool support for devices with smaller NVRAM space is only by using the DHCP options T and Z.
  
       
 
      
     
 
     [bookmark: pgfId-189826]Table 2 lists software releases that have limited feature support. For software releases not listed, all features are supported.
 
     [bookmark: pgfId-189564]
 
      
       
        
        [bookmark: pgfId-190556]Table 2 [bookmark: 51720]Limited Feature Support by Software Version for Switches
 
        
       
         
         	
           
           [bookmark: pgfId-190566]Software Release
          
  
         	 
           
           [bookmark: pgfId-190568]Feature
          
  
        
 
         
         	
           
           [bookmark: pgfId-190576]
          
  
         	
           
           [bookmark: pgfId-190578]DHCP Option 60
          
  
         	
           
           [bookmark: pgfId-190580]Non-VLAN1
          
  
         	
           
           [bookmark: pgfId-190582]SUDI
          
  
         	
           
           [bookmark: pgfId-190584]Trustpool
          
  
        
 
         
         	
           
           [bookmark: pgfId-190586]03.06.05.E
          
  
         	
           
           [bookmark: pgfId-190588]Yes
          
  
         	
           
           [bookmark: pgfId-190590]Yes
            2 
          
  
         	
           
           [bookmark: pgfId-190592]Yes
          
  
         	
           
           [bookmark: pgfId-190594]Yes
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-190606]03.07.04.E
          
  
         	
           
           [bookmark: pgfId-190608]Yes
          
  
         	
           
           [bookmark: pgfId-190610]Yes
          
  
         	
           
           [bookmark: pgfId-190612]Yes
          
  
         	
           
           [bookmark: pgfId-190614]Yes
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-190626]03.08.01.E
          
  
         	
           
           [bookmark: pgfId-190628]Yes
          
  
         	
           
           [bookmark: pgfId-190630]Yes
            3 
          
  
         	
           
           [bookmark: pgfId-190632]Yes
            1 
          
  
         	
           
           [bookmark: pgfId-190634]Yes
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-190797]03.09.00.E
          
  
         	
           
           [bookmark: pgfId-190799]Yes
          
  
         	
           
           [bookmark: pgfId-190801]Yes
          
  
         	
           
           [bookmark: pgfId-190803]Yes
          
  
         	
           
           [bookmark: pgfId-190805]Yes
          
  
        
 
         
         	
           
           [bookmark: pgfId-190636]Denali 16.1.1
          
  
         	
           
           [bookmark: pgfId-190638]Yes
          
  
         	
           
           [bookmark: pgfId-190640]Yes
            1 
          
  
         	
           
           [bookmark: pgfId-190642]Yes
            1 
          
  
         	
           
           [bookmark: pgfId-190644]Yes
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-190646]Denali 16.1.2
          
  
         	
           
           [bookmark: pgfId-190648]Yes
          
  
         	
           
           [bookmark: pgfId-190650]Yes
            2 
          
  
         	
           
           [bookmark: pgfId-190652]Yes
            1 
          
  
         	
           
           [bookmark: pgfId-190654]Yes
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-190656]Denali 16.2.1
          
  
         	
           
           [bookmark: pgfId-190658]Yes
          
  
         	
           
           [bookmark: pgfId-190660]Yes
            2 
          
  
         	
           
           [bookmark: pgfId-190662]Yes
            1 
          
  
         	
           
           [bookmark: pgfId-190664]Yes
            1 
          
  
        
 
         
         	
           
           [bookmark: pgfId-190666]Denali 16.3.1
          
  
         	
           
           [bookmark: pgfId-190668]Yes
          
  
         	
           
           [bookmark: pgfId-190670]Yes
            2 
          
  
         	
           
           [bookmark: pgfId-190672]Yes
          
  
         	
           
           [bookmark: pgfId-190674]Yes
          
  
        
 
         
         	
           
           [bookmark: pgfId-190676]Denali 16.3.1a
          
  
         	
           
           [bookmark: pgfId-190678]Yes
          
  
         	
           
           [bookmark: pgfId-190680]Yes
            2 
          
  
         	
           
           [bookmark: pgfId-190682]Yes
          
  
         	
           
           [bookmark: pgfId-190684]Yes
          
  
        
 
       
      
 
     
 
     [bookmark: pgfId-189567]

     
      
     
1. The following caveats apply: 
     CSCuv42560, 
     CSCuw63034, 
     CSCuy16820, 
     CSCvb56482.
     
 
     [bookmark: pgfId-189569]

     
      
     
2. The following caveat applies: 
     CSCux54515.
     
 
     [bookmark: pgfId-177544]

     
      
     
3. The following caveat applies: 
     CSCux52544.
     
 
     [bookmark: pgfId-177487]
 
      
       
        
        [bookmark: pgfId-173803]Table 3 Supported Cisco Routers 
 
        
       
         
         	
           
           [bookmark: pgfId-173809]Platform
          
  
         	
           
           [bookmark: pgfId-173811]Models
          
  
         	
           
           [bookmark: pgfId-173813]Software Release (Minimum Supported)
          
  
        
 
         
         	 
           
           [bookmark: pgfId-173815]Cisco 800 Series Routers
          
  
         	
           
           [bookmark: pgfId-173817]819
          
  
         	
           
           [bookmark: pgfId-173820]15.5(3)M1
          
  
        
 
         
         	
           
           [bookmark: pgfId-182175]829
           
 866
           
 867
           
 881
           
 886
           
 887
           
 888
           
 891
           
 892
           
 896
           
 897
           
 898
           
 899
          
  
         	
           
           [bookmark: pgfId-182177]15.5(3)M
          
  
        
 
         
         	
           
           [bookmark: pgfId-173822]Cisco 1900 Series Integrated Services Routers
          
  
         	
           
           [bookmark: pgfId-173824]1905
           
 1921
           
 1941
          
  
         	
           
           [bookmark: pgfId-173827]15.5(3)M
          
  
        
 
         
         	
           
           [bookmark: pgfId-173829]Cisco 2900 Series Integrated Services Routers
          
  
         	
           
           [bookmark: pgfId-173831]2901
           
 2911
           
 2921
           
 2951
          
  
         	
           
           [bookmark: pgfId-173834]15.5(3)M
          
  
        
 
         
         	
           
           [bookmark: pgfId-173836]Cisco 3900 Series Integrated Services Routers
          
  
         	
           
           [bookmark: pgfId-173838]3925
           
 3925E
           
 3945
           
 3945E
          
  
         	
           
           [bookmark: pgfId-173841]15.5(3)M
          
  
        
 
         
         	
           
           [bookmark: pgfId-173843]Cisco 4000 Series Integrated Services Routers
          
  
         	
           
           [bookmark: pgfId-173845]4321
           
 4331
           
 4351
           
 4431
           
 4451-X
          
  
         	
           
           [bookmark: pgfId-173848]15.5(3)S
          
  
        
 
         
         	
           
           [bookmark: pgfId-173850]Cisco ASR 1000 Series Aggregation Services Routers
          
  
         	
           
           [bookmark: pgfId-173852]ASR1001-X
           
 ASR1001-HX
           
 ASR1002-X
           
 ASR1002-HX
           
 ASR1004
           
 ASR1006
           
 ASR1006-X
           
 ASR1009-X
           
 ASR1013
          
  
         	
           
           [bookmark: pgfId-173855]16.3.2
           3
           
 16.4.1
           4
          
  
        
 
         
         	
           
           [bookmark: pgfId-173857]Cisco Cloud Services Router
          
  
         	
           
           [bookmark: pgfId-173859]CSR 1000V
           5
          
  
         	
           
           [bookmark: pgfId-173862]15.5(3)S
          
  
        
 
       
      
 
     
 
      
      
        
        	 3.[bookmark: pgfId-198317]The ASR 1000 Series routers support Plug and Play discovery on the management interface beginning with Release 16.3.2.
 4.[bookmark: pgfId-198474]The ASR 1000 Series routers support Plug and Play discovery on the non-management interfaces beginning with Release 16.4.1.
 5.[bookmark: pgfId-180035]The CSR 1000v router supports Plug and Play discovery only on an ISO deployment, not when deployed with an OVA.
  
       
 
      
     
 
     [bookmark: pgfId-152579]
 
      
       
        
        [bookmark: pgfId-152526]Table 4 Supported Cisco Wireless Access Points 
 
        
       
         
         	
           
           [bookmark: pgfId-152532]Platform
           6
          
  
         	
           
           [bookmark: pgfId-152534]Models
          
  
         	
           
           [bookmark: pgfId-152536]Software Release (Minimum Supported)
          
  
        
 
         
         	
           
           [bookmark: pgfId-152741]Cisco Aironet 700 Series
          
  
         	
           
           [bookmark: pgfId-152743]702i
           
 702w
          
  
         	
           
           [bookmark: pgfId-152745]8.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-152817]Cisco Aironet 1600 Series
          
  
         	
           
           [bookmark: pgfId-152749]1602e
           
 1602i
          
  
         	
           
           [bookmark: pgfId-152751]8.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-152753]Cisco Aironet 1700 Series
          
  
         	
           
           [bookmark: pgfId-152755]1702i
          
  
         	
           
           [bookmark: pgfId-152757]8.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-205184]Cisco Aironet 1800 Series
           7
          
  
         	
           
           [bookmark: pgfId-205186]1810w
           
 1830i
           
 1832i
           
 1852e
           
 1852i
          
  
         	
           
           [bookmark: pgfId-205188]8.3
          
  
        
 
         
         	
           
           [bookmark: pgfId-152759]Cisco Aironet 2600 Series
          
  
         	
           
           [bookmark: pgfId-152761]2602e
           
 2602i
          
  
         	
           
           [bookmark: pgfId-152763]8.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-152771]Cisco Aironet 2700 Series
          
  
         	
           
           [bookmark: pgfId-152948]2702e
           
 2702i
          
  
         	
           
           [bookmark: pgfId-152775]8.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-205200]Cisco Aironet 2800 Series
          
  
         	
           
           [bookmark: pgfId-205202]2802e
           
 2802h
           
 2802i
          
  
         	
           
           [bookmark: pgfId-205204]8.3
          
  
        
 
         
         	
           
           [bookmark: pgfId-152884]Cisco Aironet 3600 Series
          
  
         	
           
           [bookmark: pgfId-152964]3602e
           
 3602i
           
 3602p
          
  
         	
           
           [bookmark: pgfId-152888]8.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-152538]Cisco Aironet 3700 Series
          
  
         	
           
           [bookmark: pgfId-152540]3702e
           
 3702i
           
 3702p
          
  
         	
           
           [bookmark: pgfId-152542]8.2
          
  
        
 
         
         	
           
           [bookmark: pgfId-205206]Cisco Aironet 3800 Series
          
  
         	
           
           [bookmark: pgfId-205208]3802e
           
 3802i
           
 3802p
          
  
         	
           
           [bookmark: pgfId-205210]8.3
          
  
        
 
       
      
 
     
 
      
      
        
        	 6.[bookmark: pgfId-205147]The Flexgroup feature for the Cisco Aironet 700 Series, 1600 Series, 1700 Series, 2600 Series, 2700 Series, 3600 Series, and 3700 Series APs is available with the AireOS 8.3 release.
 7.[bookmark: pgfId-205183]The Cisco Aironet 1815w, 1815t, and 1815m models are not yet supported for Cisco Network Plug and Play. The Cisco Aironet 1815i model is supported with the AireOS 8.3.112.0 release.
  
       
 
      
     
 
     [bookmark: pgfId-187267]
 
     [bookmark: pgfId-187263]
 
      
       
        
        [bookmark: pgfId-187273]Table 5 Supported NFVIS Platforms
 
        
       
         
         	 
           
           [bookmark: pgfId-187279]Platform
          
  
         	 
           
           [bookmark: pgfId-187281]Models
          
  
         	 
           
           [bookmark: pgfId-187283]Software Release (Minimum Supported)
          
  
        
 
         
         	
           
           [bookmark: pgfId-187285]Cisco ENCS
          
  
         	
           
           [bookmark: pgfId-187488]ENCS5406/K9
           
 ENCS5408/K9
           
 ENCS5412/K9
          
  
         	
           
           [bookmark: pgfId-187289]3.4.1
          
  
        
 
         
         	
           
           [bookmark: pgfId-187291]Cisco UCS-C Series
          
  
         	
           
           [bookmark: pgfId-187293]UCSC-C220-M4S
          
  
         	
           
           [bookmark: pgfId-187295]3.4.1
          
  
        
 
         
         	
           
           [bookmark: pgfId-187297]Cisco UCS-E Series
          
  
         	
           
           [bookmark: pgfId-187540]UCS-E180D-M2/K9
           
 UCS-E160S-M3/K9
           
 UCS-E160D-M2/K9
           
 UCS-E140S-M2/K9
          
  
         	
           
           [bookmark: pgfId-187301]3.4.1
          
  
        
 
       
      
 
     
 
     [bookmark: pgfId-152580]Note: Only official software releases obtained from the Cisco.com software download website are supported for image deployment. Engineering builds are not supported.
 
     [bookmark: pgfId-200344]Cisco Network Plug and Play supports the following features, depending on the Cisco IOS software release on the device:
 
     [bookmark: pgfId-200305]n IPv6 is supported in the Cisco Plug and Play IOS agent beginning with software release IOS XE 16.4.
 
     [bookmark: pgfId-200307]n AAA device credential support. The AAA credentials are passed to the device securely and the password is not logged. This feature allows provisioning a device with a configuration that contains aaa authorization commands. This feature requires software release IOS 15.6(3)M1, IOS XE 16.3.2, or IOS XE 16.4 or later on the device.
 
      
       [bookmark: pgfId-151372]SUDI Support
 
      [bookmark: pgfId-151445]The Secure Unique Device Identifier (SUDI) feature that allows secure device authentication is available on the following platforms:
 
      [bookmark: pgfId-151566]n Cisco Routers: 
 
      [bookmark: pgfId-161693]— 819 with software release 15.5(3)M1 or later
 
      [bookmark: pgfId-161694]— ISR 4000 Series with software release 15.5(3)S1 or later
 
      [bookmark: pgfId-161695]n Cisco Switches: 
 
      [bookmark: pgfId-155507]— Catalyst 3850 Series with software releases 3.6.3E or 16.1.2E or later
 
      [bookmark: pgfId-173934]— Catalyst 3650 Series and 4500 Series with Supervisor 7-E/8-E, with software releases 3.6.3E, 3.7.3E, or 16.1.2E or later
 
      [bookmark: pgfId-202981]n NFVIS platforms: 
 
      [bookmark: pgfId-202982]— ENCS 5400 Series with software release 3.4.1 or later
 
     
 
      
       [bookmark: pgfId-195964]Management Interface VRF Support
 
      [bookmark: pgfId-196057]Cisco Network Plug and Play operates over the device management interface on the following platforms:
 
      [bookmark: pgfId-196059]n Cisco Routers:
 
      [bookmark: pgfId-196060]— ASR 1000 Series with software release 16.3.2 or later
 
      [bookmark: pgfId-196061]— ISR 4000 Series with software release 16.3.2 or later
 
      [bookmark: pgfId-202900]n Cisco Switches:
 
      [bookmark: pgfId-202901]— Catalyst 3650 Series and 3850 Series with software release 16.5 or later
 
     
 
    
 
     
      [bookmark: pgfId-202909][bookmark: 22318]Upgrade and Downgrade Support
 
      
       [bookmark: pgfId-173986]Upgrade Support
 
      [bookmark: pgfId-174834]Table 6 lists the supported upgrade paths for each supported release.
 
      [bookmark: pgfId-174893]
 
       
        
         
         [bookmark: pgfId-174838]Table 6 [bookmark: 75794]Upgrade Paths Supported by Switch Software Versions 
 
         
        
          
          	[bookmark: pgfId-174842]From Software Version
  
          	[bookmark: pgfId-174844]To Software Version
  
         
 
          
          	
            
            [bookmark: pgfId-174862]03.06.05.E
           
  
          	
            
            [bookmark: pgfId-175098]03.07.04.E
            
 Denali 16.1.3
            
 Denali 16.2.2
            
 Denali 16.3.1
           
  
         
 
          
          	
            
            [bookmark: pgfId-182023]03.07.04.E
           
  
          	
            
            [bookmark: pgfId-182025]Denali 16.1.3
            
 Denali 16.2.2
            
 Denali 16.3.1
           
  
         
 
          
          	
            
            [bookmark: pgfId-174886]Denali 16.1.3
           
  
          	
            
            [bookmark: pgfId-190146]Denali 16.2.2
            
 Denali 16.3.1
           
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-176350]Downgrade Support
 
      [bookmark: pgfId-176354]Table 7 lists the supported downgrade paths for each supported release.
 
      [bookmark: pgfId-176412]
 
       
        
         
         [bookmark: pgfId-176358]Table 7 [bookmark: 95890]Downgrade Paths Supported by Switch Software Versions 
 
         
        
          
          	[bookmark: pgfId-176362]From Software Version
  
          	[bookmark: pgfId-176364]To Software Version
  
         
 
          
          	
            
            [bookmark: pgfId-182044]03.07.04.E
           
  
          	
            
            [bookmark: pgfId-182046]03.06.05.E
           
  
         
 
          
          	
            
            [bookmark: pgfId-176406]Denali 16.1.3
           
  
          	
            
            [bookmark: pgfId-176998]03.06.05.E
            
 03.07.04.E
           
  
         
 
          
          	
            
            [bookmark: pgfId-177034]Denali 16.2.2
           
  
          	
            
            [bookmark: pgfId-177036]03.06.05.E
            
 03.07.04.E
            
 Denali 16.1.3
           
  
         
 
        
       
 
      
 
     
 
    
 
     
      [bookmark: pgfId-183116][bookmark: 72110]Limitations
 
     [bookmark: pgfId-183117]Cisco Network Plug and Play has the following limitations:
 
     [bookmark: pgfId-183118]n The bulk import function is similar to adding new provisioning rules that can set a device to the pending state. When you export the project and device database, the application displays the correct device state. If you then import the saved database, the devices must contact the APIC-EM controller again to return to the provisioned state because the bulk import feature restores only the device provisioning rules and does not restore the state of devices.
 
     [bookmark: pgfId-188821]n Bulk import does not support uploading template configurations.
 
     [bookmark: pgfId-183119]n Virtual Switching System (VSS) is not supported.
 
     [bookmark: pgfId-183622]n Configuration templates are based on the Velocity templating engine version 1.7, with the following limitations:
 
     [bookmark: pgfId-183765]— The #parse and #include directives are not supported.
 
     [bookmark: pgfId-195726]— Structured objects are not supported.
 
     [bookmark: pgfId-195727]— The #foreach element works only with lists, not maps or enumerations, and #foreach attributes like "foreach.count" are not supported.
 
     [bookmark: pgfId-199977]n For stack switch functionality in Projects in the Cisco Network Plug and Play application for APIC-EM, only the Cisco Catalyst Switches 3850/3650/2960X/2960XR/2960S Series are supported. For the Cisco Catalyst 2960X/2960XR/2960S Series switches, only image upgrade with tar file and configuration upgrade are supported; license upgrade is not supported.
 
      
       [bookmark: pgfId-195723]Mobile App Limitations
 
      [bookmark: pgfId-170634]Note the following considerations when using the Cisco Plug and Play Mobile App:
 
      [bookmark: pgfId-170728]n After disconnecting the console cable from the network device, if you want to connect it to a different network device, you must first manually refresh the mobile app to reflect the correct status when connecting to the new device.
 
      [bookmark: pgfId-170762]n If you have an iOS mobile device with a Redpark cable and are deploying multiple network devices, after you are done with one device, you must unplug the Redpark cable from both your mobile device and the network device to close the serial connection. If you do not disconnect the cable from your mobile device, the serial session is not closed and the wrong configuration could be deployed on the next device.
 
      [bookmark: pgfId-188222]n The Cisco Plug and Play Mobile App is not be able to detect the device SUDI serial number, which is separate from the device chassis serial number. When pre-provisioning a device that will be deployed by using the mobile app, specify only the chassis serial number from the show version command output and do not select the SUDI Required check box in the Cisco Network Plug and Play application on APIC-EM.
 
     
 
    
 
     
      [bookmark: pgfId-147731][bookmark: 38162]Sizing Guidelines
 
     [bookmark: pgfId-135879]The Cisco Network Plug and Play application on APIC-EM can support the following:
 
     [bookmark: pgfId-155964]n A maximum of 10000 devices pre-provisioned in the Cisco Network Plug and Play application for APIC-EM, of which a maximum of 4000 can be router and switch devices and the remainder can be wireless access point devices
 
     [bookmark: pgfId-155902]n A maximum of 50 devices of all types simultaneously contacting the server and being provisioned
 
     [bookmark: pgfId-139685]n A maximum of 200 unclaimed devices of all types in the Cisco Network Plug and Play application for APIC-EM
 
     [bookmark: pgfId-137170]See the Release Notes for Cisco Application Policy Infrastructure Controller Enterprise Module for APIC-EM device support guidelines.
 
    
 
     
      [bookmark: pgfId-168338][bookmark: 97665]Upgrading a Cisco Catalyst 3650 or 3850 Series Switch to Cisco IOS XE Denali 16.1.1 While Provisioning
 
     [bookmark: pgfId-168339]This section applies if you have a Cisco Catalyst 3650 or 3850 Series switch with a software release of Cisco IOS XE 3.6.3, 3.7.2, or earlier, it is in a factory default state (unprovisioned in the network), and at the same time as provisioning you want to upgrade it to Cisco IOS XE Denali 16.1.1E.
 
     [bookmark: pgfId-168340]Such devices with older software releases fail the normal upgrade process to release 16.1.1E, however, you can use the Cisco Network Plug and Play application to do the upgrade while provisioning the device, by using the following steps:
 
     [bookmark: pgfId-168341]Prerequisite: The Cisco network device to be provisioned is in a factory default state and can be auto-booted with the 16.1.1E image. If you are using a network device that was previously configured or is in an unknown state, see the reset details in the Solution Guide for Cisco Network Plug and Play.
 
     [bookmark: pgfId-168343] 1. Put the Cisco IOS XE Denali 16.1.1E image on a TFTP server that is accessible to the device you are upgrading.
 
     [bookmark: pgfId-168344] 2. Create a configuration file for the device and add the following lines to the end of the file, which will upgrade the software and reload the switch:
 
     
      [bookmark: pgfId-168345]ip tftp block 8192
     

     
      [bookmark: pgfId-168346]do software install file tftp://ip-address/dir/filename new force
     

     
      [bookmark: pgfId-168347]do reload in 1
     

     
      [bookmark: pgfId-168348]end
     

     
      [bookmark: pgfId-168349]
     

     [bookmark: pgfId-168350]The tftp URL must include the IP address of the TFTP server (ip-address), the directory in which the image resides (dir), and image filename (filename).
 
     [bookmark: pgfId-168351] 3. Upload the configuration file in the Cisco Network Plug and Play application, by using the Upload button in the Configurations tab.
 
     [bookmark: pgfId-168352] 4. Add the configuration file to the device information, either in the Projects tab (for a new device that you are preprovisioning) or in the Unplanned Devices tab (for an unclaimed device that is already installed but not yet provisioned). 
 
     [bookmark: pgfId-168353] 5. If the device is unclaimed, click Claim to provision it, or if you are preprovisioning a device that is not yet installed, it is automatically provisioned when it is installed. Note that it takes about 25 minutes for the upgrade to complete and there is minimal console output from the device during the process.
 
     [bookmark: pgfId-168354] 6. Verify that device status is Provisioned in the Cisco Network Plug and Play GUI.
 
     [bookmark: pgfId-168355] 7. Verify that the device is successfully deployed by checking the log messages by clicking on the device serial number. Look for the message, “Device was successfully deployed!!”
 
     [bookmark: pgfId-168356] 8. Verify that the installed software release is Denali 16.1.1E by using the show version command on the device.
 
    
 
     
      [bookmark: pgfId-193925][bookmark: 79213]Caveats
 
     [bookmark: pgfId-205671]n Release 1.4.2 Resolved Caveats
 
     [bookmark: pgfId-197807]n Release 1.4.1 Open Caveats
 
     [bookmark: pgfId-201555]n Release 1.4 Resolved Caveats
 
     [bookmark: pgfId-201559]n Release 1.4 Open Caveats
 
      
       [bookmark: pgfId-205619][bookmark: 75920]Release 1.4.2 Resolved Caveats
 
      [bookmark: pgfId-205645]
 
       
        
        
          
          	
            
            [bookmark: pgfId-205622]Caveat ID Number
           
  
          	
            
            [bookmark: pgfId-205624]Headline
           
  
         
 
          
          	
            
            [bookmark: pgfId-205627]
             CSCvd84124 
           
  
          	
            
            [bookmark: pgfId-205629]Invalid config push does not raise syntax error on PnP server
           
  
         
 
          
          	
            
            [bookmark: pgfId-205632]
             CSCvd91103 
           
  
          	
            
            [bookmark: pgfId-205634]Deletion of pnp device getting failed in error state
           
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-201503][bookmark: 93332]Release 1.4.1 Open Caveats
 
      [bookmark: pgfId-201524]
 
       
        
        
          
          	
            
            [bookmark: pgfId-204919]Caveat ID Number
           
  
          	
            
            [bookmark: pgfId-204921]Headline
           
  
         
 
          
          	
            
            [bookmark: pgfId-204924]
             CSCvd49332 
           
  
          	
            
            [bookmark: pgfId-204926]ISR G2 stuck at initial Config Wizard when booting USB stick with ciscortr.cfg file
           
  
         
 
          
          	
            
            [bookmark: pgfId-204929]
             CSCvd84124 
           
  
          	
            
            [bookmark: pgfId-204931]Invalid config push does not raise syntax error on PnP server
           
  
         
 
          
          	
            
            [bookmark: pgfId-204942]
             CSCvd91103 
           
  
          	
            
            [bookmark: pgfId-204944]Deletion of pnp device getting failed in error state
           
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-197809][bookmark: 88577]Release 1.4 Resolved Caveats
 
      [bookmark: pgfId-198201]
 
       
        
        
          
          	
            
            [bookmark: pgfId-198178]Caveat ID Number
           
  
          	
            
            [bookmark: pgfId-198180]Headline
           
  
         
 
          
          	
            
            [bookmark: pgfId-198183]
             CSCvc68158 
           
  
          	
            
            [bookmark: pgfId-198185]Template support of rendering variables inside of #set function
           
  
         
 
          
          	
            
            [bookmark: pgfId-198188]
             CSCvc68171 
           
  
          	
            
            [bookmark: pgfId-198190]Non-boolean variable with no input should be be shown in the Template Preview
           
  
         
 
          
          	
            
            [bookmark: pgfId-198193]
             CSCvc84731 
           
  
          	
            
            [bookmark: pgfId-198195]Skip Eula accepted check when the user edits the the switch rule from stack to single switch.
           
  
         
 
          
          	
            
            [bookmark: pgfId-198198]
             CSCvc91312 
           
  
          	
            
            [bookmark: pgfId-198200]PnP UI: Edit on ztdrule with credential fails
           
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-185889][bookmark: 14311]Release 1.4 Open Caveats
 
      [bookmark: pgfId-200260]
 
       
        
        
          
          	
            
            [bookmark: pgfId-200222]Caveat ID Number
           
  
          	
            
            [bookmark: pgfId-200224]Headline
           
  
         
 
          
          	
            
            [bookmark: pgfId-200227]
             CSCva38541 
           
  
          	
            
            [bookmark: pgfId-200229]PnP vrf discovery error with Device Certification sdn-network-infra-iwan
           
  
         
 
          
          	
            
            [bookmark: pgfId-200232]
             CSCvb41181 
           
  
          	
            
            [bookmark: pgfId-200234]DHCP ip not received on VRF interface of ASR1k devices after wr/reload
           
  
         
 
          
          	
            
            [bookmark: pgfId-200237]
             CSCvc55317 
           
  
          	
            
            [bookmark: pgfId-200239]Change Config file to Template has no effect on PnP Project Edit
           
  
         
 
        
       
 
      
 
     
 
    
 
     
      [bookmark: pgfId-160241][bookmark: 68995]Related Documentation
 
     [bookmark: pgfId-160242]n Solution Guide for Cisco Network Plug and Play—Solution Guide for the Cisco Network Plug and Play solution.
 
     [bookmark: pgfId-134817]n Configuration Guide for Cisco Network Plug and Play on Cisco APIC-EM—Describes how to use the Network Plug and Play application in the APIC-EM to configure Cisco network devices.
 
     [bookmark: pgfId-134818]n Cisco Open Plug-n-Play Agent Configuration Guide—Describes how to configure the Cisco Open Plug-n-Play Agent software application that runs on a Cisco IOS or IOS-XE device.
 
     [bookmark: pgfId-161021]n Mobile Application User Guide for Cisco Network Plug and Play—Describes how to use the Cisco Network Plug and Play mobile application.
 
     [bookmark: pgfId-206093]n Plug and Play Connect website—Release Notes and documentation for the Cisco Plug and Play Connect cloud service.
 
     [bookmark: pgfId-155235]n Cisco Application Policy Infrastructure Controller Enterprise Module Deployment Guide—Describes how to deploy and troubleshoot the Cisco APIC-EM.
 
     [bookmark: pgfId-155236]n Cisco Application Policy Infrastructure Controller Enterprise Module Configuration Guide—Describes how to configure settings for the Cisco APIC-EM.
 
     [bookmark: pgfId-137502]n Release Notes for the Cisco Application Policy Infrastructure Controller Enterprise Module—Release Notes for the Cisco APIC-EM.
 
     [bookmark: pgfId-185097]n Release Notes for Cisco Intelligent Wide Area Network Application (Cisco IWAN App)—Release Notes for Cisco IWAN.
 
     [bookmark: pgfId-185132]n Software Configuration Guide for Cisco IWAN on APIC-EM—Configuration Guide for Cisco IWAN.
 
     [bookmark: pgfId-134820]n Cisco APIC-EM Quick Start Guide—Guide to getting started with the APIC-EM and including a list of related documentation (available in the APIC-EM GUI).
 
     [bookmark: pgfId-137570]n Open Source Used In Cisco APIC-EM—List of open source code used in the Cisco APIC-EM.
 
     [bookmark: pgfId-145667]n Open Source Used In Cisco IWAN App Release 1—List of open source code used in the Cisco IWAN and Cisco Network Plug and Play applications for APIC-EM.
 
    
 
     
      [bookmark: pgfId-206178][bookmark: 74565]Obtaining Documentation and Submitting a Service Request
 
     [bookmark: pgfId-206179]For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service request, and gathering additional information, see What’s New in Cisco Product Documentation.
 
     [bookmark: pgfId-206181]Toreceivenew and revised Ciscotechnical content directly to your desktop, you can subscribeto theWhat’s New in Cisco Product DocumentationRSS feed. The RSS feeds are a free service.
 
    
 
     
      [bookmark: pgfId-170534]
 
     [bookmark: pgfId-206162]THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
 
     [bookmark: pgfId-206163]THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.
 
     [bookmark: pgfId-206164]The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. Copyright  1981, Regents of the University of California. 
 
     [bookmark: pgfId-206165]NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.
 
     [bookmark: pgfId-206166]IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
 
     [bookmark: pgfId-206167]Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
 
     [bookmark: pgfId-206168]All printed copies and duplicate soft copies are considered un-Controlled copies and the original on-line version should be referred to for latest version.
 
     [bookmark: pgfId-206169]Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco website at www.cisco.com/go/offices.
 
     [bookmark: pgfId-206154]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
 
     [bookmark: pgfId-115133] 2017 Cisco Systems, Inc. All rights reserved.
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