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      [bookmark: pgfId-161519]Contents
 
      [bookmark: pgfId-134987]These release notes apply to the following software release of the Cisco Network Plug and Play Solution:
 
      [bookmark: pgfId-161769]■[image: ]General Availability Release 1.0.1
 
      [bookmark: pgfId-135473]■[image: ]General Availability Release 1.0
 
      [bookmark: pgfId-135342]These release notes contain the following sections:
 
      [bookmark: pgfId-135099]■[image: ]Introduction
 
      [bookmark: pgfId-135760]■[image: ]Supported Platforms and Software Requirements
 
      [bookmark: pgfId-149832]■[image: ]Limitations
 
      [bookmark: pgfId-135199]■[image: ]Sizing Guidelines
 
      [bookmark: pgfId-168278]■[image: ]Upgrading a Cisco Catalyst 3650 or 3850 Series Switch to Cisco IOS XE Denali 16.1.1 While Provisioning
 
      [bookmark: pgfId-135319]■[image: ]Caveats
 
      [bookmark: pgfId-135233]■[image: ]Related Documentation
 
      [bookmark: pgfId-139805]■[image: ]Obtaining Documentation and Submitting a Service Request
 
    
 
     
      [bookmark: pgfId-135039][bookmark: 14240]Introduction
 
      [bookmark: pgfId-135514]The Cisco Network Plug and Play solution provides a simple, secure, unified, and integrated offering for enterprise network customers to ease new branch or campus device deployments or for provisioning updates to an existing network. The solution provides a unified approach to provision enterprise networks comprised of Cisco routers, switches, and wireless access point devices with a near zero touch deployment experience.
 
    
 
     
      [bookmark: pgfId-135536][bookmark: 15037]Supported Platforms and Software Requirements
 
      [bookmark: pgfId-135537]The following tables list Cisco routers, switches, wireless access points, and software releases that support the Cisco Plug and Play IOS Agent and the Cisco Network Plug and Play Solution.
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         [bookmark: pgfId-135543]Table 1 Supported Cisco Switches 
 
        
       
         
         	
           
           [bookmark: pgfId-135549]Platform
          
  
         	
           
           [bookmark: pgfId-135551]Models
          
  
         	
           
           [bookmark: pgfId-135553]Software Release
          
  
        
 
         
         	  [bookmark: pgfId-135555]Cisco Catalyst 2960 Series Switches
  
         	 2960-XR
  
         	 [bookmark: pgfId-155758]15.2.2E3, 15.2.3E2, 15.2.4E1
  
        
 
         
         	 [bookmark: pgfId-146331]2960-CX2
  
         	 
  
        
 
         
         	  [bookmark: pgfId-135561]Cisco Catalyst 3560 Series Switches
  
         	 3560-X
  
         	 [bookmark: pgfId-135565]15.2.2E3
  
        
 
         
         	 
  
         	 
  
        
 
         
         	 [bookmark: pgfId-135567]Cisco Catalyst 3650 Series Switches
  
         	 [bookmark: pgfId-135569]3650
  
         	 [bookmark: pgfId-135571]3.6.3E, 3.7.2E, 16.1.1E
  
        
 
         
         	 [bookmark: pgfId-135573]Cisco Catalyst 3750-X Series Switches
  
         	 [bookmark: pgfId-135575]3750X
  
         	 
  
        
 
         
         	  [bookmark: pgfId-135579]Cisco Catalyst 3850 Series Switches
  
         	 [bookmark: pgfId-135581]3850
  
         	 [bookmark: pgfId-135583]3.6.3E, 3.7.2E, 16.1.1E
  
        
 
         
         	 
  
         	 [bookmark: pgfId-146121]3.7.2E
  
        
 
         
         	 [bookmark: pgfId-135585]Cisco Catalyst 4500 Series Switches
  
         	 Supervisor 8-E
  
         	 [bookmark: pgfId-135589]3.6.3E, 3.7.2E, 3.8.0E
  
        
 
         
         	 [bookmark: pgfId-135591]Cisco Catalyst 4500-X Series Switches
  
         	 [bookmark: pgfId-135593]4500X-16, 32
  
         	 [bookmark: pgfId-135595]3.6.3E, 3.7.2E, 3.8.0E
  
        
 
         
         	 [bookmark: pgfId-135597]Cisco Catalyst 4900 Series Switches
  
         	 4948E
  
         	 
  
        
 
         
         	 [bookmark: pgfId-135603]Cisco Industrial Ethernet 2000 Series Switches
  
         	 [bookmark: pgfId-135605]IE2000
  
         	 
  
        
 
         
         	 [bookmark: pgfId-135609]Cisco Industrial Ethernet 3000 Series Switches
  
         	 [bookmark: pgfId-135611]IE3000
  
         	 
  
        
 
       
      
 
     
 
      
      
        
        	 1.[bookmark: pgfId-161288]The non-VLAN 1 feature is not supported on release 15.2.4E.
 1.[bookmark: pgfId-161288]The non-VLAN 1 feature is not supported on release 15.2.4E.
 2.[bookmark: pgfId-161300]Limited feature support: Trustpool is supported only by using the DHCP options T and Z, and the non-VLAN 1 feature is not supported.
 2.[bookmark: pgfId-161300]Limited feature support: Trustpool is supported only by using the DHCP options T and Z, and the non-VLAN 1 feature is not supported.
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           [bookmark: pgfId-152476]Platform
          
  
         	
           
           [bookmark: pgfId-152478]Models
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         	 [bookmark: pgfId-152482]Cisco 800 Series Routers
  
         	 899
  
         	 [bookmark: pgfId-152486]15.5(3)M, 15.5(3)M1
  
        
 
         
         	 [bookmark: pgfId-152488]Cisco 1900 Series Integrated Services Routers
  
         	 1941
  
         	 [bookmark: pgfId-152492]15.5(3)M, 15.5(3)M1
  
        
 
         
         	 [bookmark: pgfId-152494]Cisco 2900 Series Integrated Services Routers
  
         	 2951
  
         	 [bookmark: pgfId-152498]15.5(3)M, 15.5(3)M1
  
        
 
         
         	 [bookmark: pgfId-152500]Cisco 3900 Series Integrated Services Routers
  
         	 3945E
  
         	 [bookmark: pgfId-152504]15.5(3)M, 15.5(3)M1
  
        
 
         
         	 [bookmark: pgfId-152506]Cisco 4000 Series Integrated Services Routers
  
         	 4451-X
  
         	 [bookmark: pgfId-152510]15.5(3)S, 15.5(3)S1
  
        
 
         
         	 [bookmark: pgfId-152512]Cisco ASR 1000 Series Aggregation Services Routers
  
         	 ASR1013
  
         	 [bookmark: pgfId-152516]15.5(3)S, 15.5(3)S1
  
        
 
         
         	 [bookmark: pgfId-152518]Cisco Cloud Services Router
  
         	 [bookmark: pgfId-152520]CSR 1000V 
  
         	 [bookmark: pgfId-152522]15.5(3)S, 15.5(3)S1
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           [bookmark: pgfId-152536]Software Release
          
  
        
 
         
         	 [bookmark: pgfId-152741]Cisco Aironet 700 Series
  
         	 702w
  
         	 [bookmark: pgfId-152745]8.2
  
        
 
         
         	 [bookmark: pgfId-152817]Cisco Aironet 1600 Series
  
         	 1602i
  
         	 [bookmark: pgfId-152751]8.2
  
        
 
         
         	 [bookmark: pgfId-152753]Cisco Aironet 1700 Series
  
         	 [bookmark: pgfId-152755]1702i
  
         	 [bookmark: pgfId-152757]8.2
  
        
 
         
         	 [bookmark: pgfId-152759]Cisco Aironet 2600 Series
  
         	 2602i
  
         	 [bookmark: pgfId-152763]8.2
  
        
 
         
         	 [bookmark: pgfId-152771]Cisco Aironet 2700 Series
  
         	 2702i
  
         	 [bookmark: pgfId-152775]8.2
  
        
 
         
         	 [bookmark: pgfId-152884]Cisco Aironet 3600 Series
  
         	 3602p
  
         	 [bookmark: pgfId-152888]8.2
  
        
 
         
         	 [bookmark: pgfId-152538]Cisco Aironet 3700 Series
  
         	 3702p
  
         	 [bookmark: pgfId-152542]8.2
  
        
 
       
      
 
     
 
      Only official software releases obtained from the Cisco.com software download website are supported for image deployment. Engineering builds are not supported.
 
      
       [bookmark: pgfId-151372]SUDI Support
 
       [bookmark: pgfId-151445]The Secure Unique Device Identifier (SUDI) feature that allows secure device authentication is available on the following platforms:
 
       [bookmark: pgfId-151566]■[image: ]Cisco Routers: 
 
       [bookmark: pgfId-161693]–[image: ]819, with software release 15.5(3)M1
 
       [bookmark: pgfId-161694]–[image: ]4000 Series, with software release 15.5(3)S1
 
       [bookmark: pgfId-161695]■[image: ]Cisco Switches: 
 
       [bookmark: pgfId-155507]–[image: ]3850 Series, with software release 3.6.3E or 16.1.1E
 
       [bookmark: pgfId-155513]–[image: ]3650 Series and 4500 Series with Supervisor 7-E/8-E, with software releases 3.6.3E, 3.7.2E, or 16.1.1E
 
     
 
    
 
     
      [bookmark: pgfId-146483][bookmark: 72110]Limitations
 
      [bookmark: pgfId-146505]The bulk import feature function is similar to adding new rules that can set the device to the pending state. When you export the site and device database, the application displays the correct rule state. In such a scenario, the device will need to contact the APIC-EM controller again to return to the provisioned state.
 
    
 
     
      [bookmark: pgfId-147731][bookmark: 38162]Sizing Guidelines
 
      [bookmark: pgfId-135879]The Cisco Network Plug and Play application on APIC-EM can support the following:
 
      [bookmark: pgfId-155964]■[image: ]A maximum of 10000 devices pre-provisioned in the Cisco Network Plug and Play application for APIC-EM, of which a maximum of 2000 can be router and switch devices and the remainder can be wireless access point devices
 
      [bookmark: pgfId-155902]■[image: ]A maximum of 50 devices of all types simultaneously contacting the server and being provisioned
 
      [bookmark: pgfId-139685]■[image: ]A maximum of 200 unclaimed devices of all types in the Cisco Network Plug and Play application for APIC-EM
 
      for APIC-EM device support guidelines.
 
    
 
     
      [bookmark: pgfId-168338][bookmark: 97665]Upgrading a Cisco Catalyst 3650 or 3850 Series Switch to Cisco IOS XE Denali 16.1.1 While Provisioning
 
      [bookmark: pgfId-168339]This section applies if you have a Cisco Catalyst 3650 or 3850 Series switch with a software release of Cisco IOS XE 3.6.3, 3.7.2, or earlier, it is in a factory default state (unprovisioned in the network), and at the same time as provisioning you want to upgrade it to Cisco IOS XE Denali 16.1.1E.
 
      [bookmark: pgfId-168340]Such devices with older software releases fail the normal upgrade process to release 16.1.1E, however, you can use the Cisco Network Plug and Play application to do the upgrade while provisioning the device, by using the following steps:
 
      .
 
      [bookmark: pgfId-168343] 1.[image: ] Put the Cisco IOS XE Denali 16.1.1E image on a TFTP server that is accessible to the device you are upgrading.
 
      [bookmark: pgfId-168344] 2.[image: ] Create a configuration file for the device and add the following lines to the end of the file, which will upgrade the software and reload the switch:
 
     
      [bookmark: pgfId-168345]ip tftp block 8192
     

     
      [bookmark: pgfId-168346]do software install file tftp://ip-address/dir/filename new force
     

     
      [bookmark: pgfId-168347]do reload in 1
     

     
      [bookmark: pgfId-168348]end
     

     
      [bookmark: pgfId-168349]
     

      ).
 
      [bookmark: pgfId-168351] 3.[image: ] Upload the configuration file in the Cisco Network Plug and Play application, by using the Upload button in the Configurations tab.
 
      [bookmark: pgfId-168352] 4.[image: ] Add the configuration file to the device information, either in the Projects tab (for a new device that you are preprovisioning) or in the Unplanned Devices tab (for an unclaimed device that is already installed but not yet provisioned). 
 
      [bookmark: pgfId-168353] 5.[image: ] If the device is unclaimed, click Claim to provision it, or if you are preprovisioning a device that is not yet installed, it is automatically provisioned when it is installed. Note that it takes about 25 minutes for the upgrade to complete and there is minimal console output from the device during the process.
 
      [bookmark: pgfId-168354] 6.[image: ] Verify that device status is Provisioned in the Cisco Network Plug and Play GUI.
 
      [bookmark: pgfId-168355] 7.[image: ] Verify that the device is successfully deployed by checking the log messages by clicking on the device serial number. Look for the message, “Device was successfully deployed!!”
 
      command on the device.
 
    
 
     
      [bookmark: pgfId-134773][bookmark: 79213]Caveats
 
      [bookmark: pgfId-162040]■[image: ]Release 1.0.1 Resolved Caveats
 
      [bookmark: pgfId-162066]■[image: ]Release 1.0.1 Open Caveats
 
      [bookmark: pgfId-162100]■[image: ]Release 1.0 Open Caveats
 
      
       [bookmark: pgfId-161786][bookmark: 55534]Release 1.0.1 Resolved Caveats
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            [bookmark: pgfId-161791]Headline
           
  
         
 
          
          	
            
            [bookmark: pgfId-161834]
             CSCuw27705 
           
  
          	
            
            [bookmark: pgfId-161836]PnP should not upgrade image when same image running on router
           
  
         
 
          
          	
            
            [bookmark: pgfId-161844]
             CSCuw46498 
           
  
          	
            
            [bookmark: pgfId-161846]AP PnP: PnP cert install failure during scale test
           
  
         
 
          
          	
            
            [bookmark: pgfId-161849]
             CSCuw72946 
           
  
          	
            
            [bookmark: pgfId-161851]The filter is case sensitive in configuration PAge of APIC-EM
           
  
         
 
          
          	
            
            [bookmark: pgfId-161859]
             CSCuw75078 
           
  
          	
            
            [bookmark: pgfId-161861]Unable to Clone PnP Project with a Space character
           
  
         
 
          
          	
            
            [bookmark: pgfId-161864]
             CSCuw76822 
           
  
          	
            
            [bookmark: pgfId-161866]Bulk Import Issues : APIC EM Version 1.0.0.316
           
  
         
 
          
          	
            
            [bookmark: pgfId-161879]
             CSCuw92795 
           
  
          	
            
            [bookmark: pgfId-161881]PnP UI stuck when Edit device Config with TFTP server provisioned
           
  
         
 
        
       
 
      
 
     
 
      
       [bookmark: pgfId-161909][bookmark: 49843]Release 1.0.1 Open Caveats
 
       [bookmark: pgfId-162005]
 
       
        
        
          
          	
            
            [bookmark: pgfId-161912]Caveat ID Number
           
  
          	
            
            [bookmark: pgfId-161914]Headline
           
  
         
 
          
          	
            
            [bookmark: pgfId-161917]
             CSCut25533 
           
  
          	
            
            [bookmark: pgfId-161919]PnPA: non-vlan CLI should only apply to newly bootup devices
           
  
         
 
          
          	
            
            [bookmark: pgfId-161922]
             CSCuu09487 
           
  
          	
            
            [bookmark: pgfId-161924]"VTP mode Server" related config does not get applied from a saved file.
           
  
         
 
          
          	
            
            [bookmark: pgfId-161927]
             CSCuu92950 
           
  
          	
            
            [bookmark: pgfId-161929]Continuous TFTP requests for config while PnP is in progress
           
  
         
 
          
          	
            
            [bookmark: pgfId-161932]
             CSCuv03573 
           
  
          	
            
            [bookmark: pgfId-161934]Nonstop Autoinstall message after PnP server reloads router w/ new image
           
  
         
 
          
          	
            
            [bookmark: pgfId-161937]
             CSCuv19160 
           
  
          	
            
            [bookmark: pgfId-161939]Config lock mode during redundancy prevents PnP redirection.
           
  
         
 
          
          	
            
            [bookmark: pgfId-161942]
             CSCuv23097 
           
  
          	
            
            [bookmark: pgfId-161944]Trustpool fails on HA setup as certificates dont get copied over.
           
  
         
 
          
          	
            
            [bookmark: pgfId-161947]
             CSCuv42560 
           
  
          	
            
            [bookmark: pgfId-161949]Trustpool bundle fails to deploy on devices with smaller nvram space.
           
  
         
 
          
          	
            
            [bookmark: pgfId-161952]
             CSCuw15272 
           
  
          	
            
            [bookmark: pgfId-161954]PNP non-vlan 1 zero-touch upgrade is not working
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            [bookmark: pgfId-161964]Traceback:Sleep with expired managed timer -Process="XEP_pnp-zero-touch"
           
  
         
 
          
          	
            
            [bookmark: pgfId-161977]
             CSCuw75002 
           
  
          	
            
            [bookmark: pgfId-161979]ISR3945 router stuck in non-terminal state PKI_INSTALL_REQUESTED
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            [bookmark: pgfId-161994]CSR interface admin shutdown during PnP DHCP discovery + CD/DVD drive
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             CSCuw83141 
           
  
          	
            
            [bookmark: pgfId-161999]PnP Image Upgrade failing on CSR 1000V
           
  
         
 
          
          	
            
            [bookmark: pgfId-162698]
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            [bookmark: pgfId-162724]Polaris Pnp: need to support upgrade btw Nova and Polaris using APIC-EM
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            [bookmark: pgfId-160841]
             CSCuv19160 
           
  
          	
            
            [bookmark: pgfId-160843]Config lock mode during redundancy prevents PnP redirection.
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      [bookmark: pgfId-160241][bookmark: 68995]Related Documentation
 
      —Solution Guide for the Cisco Network Plug and Play solution.
 
      —De■[image: ]ribes how to use the Network Plug and Play application in the APIC-EM to configure Cisco network devices.
 
      —De■[image: ]ribes how to configure the Cisco Open Plug-n-Play Agent software application that runs on a Cisco IOS or IOS-XE device.
 
      —Describes how to use the Cisco Network Plug and Play mobile application.
 
      —De■[image: ]ribes how to deploy and troubleshoot the Cisco APIC-EM.
 
      —De■[image: ]ribes how to configure settings for the Cisco APIC-EM.
 
      —Re■[image: ]ase Notes for the Cisco APIC-EM.
 
      —Gu■[image: ]e to getting started with the APIC-EM and including a list of related documentation (available in the APIC-EM GUI).
 
      —Li■[image: ] of open source code used in the Cisco APIC-EM.
 
      —Li■[image: ] of open source code used in the Cisco IWAN and Cisco Network Plug and Play applications for APIC-EM.
 
    
 
     
      [bookmark: pgfId-168798][bookmark: 74565]Obtaining Documentation and Submitting a Service Request
 
      .
 
      , which lists all new and revised Cisco technical documentation as an RSS feed and delivers content directly to your desktop using a reader application. The RSS feeds are a free service.
 
    
 
     
      [bookmark: pgfId-168782]THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
 
      [bookmark: pgfId-168783]THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.
 
      [bookmark: pgfId-168784]The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. Copyright  1981, Regents of the University of California. 
 
      [bookmark: pgfId-168785]NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.
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