Manage Inventory for Secure Workload

Inventory is the IP addresses of all the workloads on your network, annotated with labels and other data that
describes them. Your inventory includes workloads running on bare metal or virtual machines, in containers,
and in the cloud. If applicable, it may also include workloads running on partner networks.

Collecting inventory data is an iterative process. Data from different sources for a single IP address can be
merged, and new and changed IP addresses can be updated. Over time, management of your inventory should
become increasingly dynamic.

You will work with and group your inventory using searches, filters, and scopes, based on the labels and
annotations that are associated with each inventory item. Policies are applied to groups of workloads that are
defined by the filters and scopes you define for your inventory.

Options for working with inventory vary depending on your role, but may include Search, Filters, and Upload.

» Workload Labels, on page 1

* Scopes and Inventory, on page 15

« Filters, on page 45

 Review Scope/Filter Change Impact, on page 49
* Inventory Profile, on page 54

» Workload Profile, on page 55

« Software Packages, on page 67
 Vulnerability Data Visibility, on page 70

« Service Profile, on page 76

« Pod Profile, on page 76

« Container Vulnerability Scanning, on page 77

Workload Labels

Labels (sometimes called tags, annotations, attributes, metadata, or context, though these terms are not
necessarily always completely synonymous) are key to the power of Secure Workload.

Human-readable labels describe your workloads in terms of their function, location, and other criteria.
Secure Workload supports the following methods for adding user labels:

« Discovery by Secure Workload agents running on inventory items

« Manual import from uploading Comma Separated Value (CSV) files
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» Manual assignment through the user interface

 Automated import through Connectors for Endpoints

« Automated import through Connectors for Inventory Enrichment

» Automated import of orchestrator generated and custom labels (See External Orchestrators)
» Automated import from cloud connectors (See Cloud Connectors)

« You can specify inventory labels when creating the installer script. All agents installed using the script
are automatically tagged with such labels. Only Linux and Windows workload deployments support this
feature.

Importance of Labels

Labels allow you to define a logical policy. For example:
allow traffic from consumer hr_department to provider employee db

Instead of specifying the members of the consumer and provider workload groups, we can define the logical
policy using the labels as shown in the following figure. Note that this allows the membership of the consumer
and provider groups to be dynamically modified without the need to modify the logical policy. As workloads
are added and removed from the fleet, Secure Workload is notified by services you have configured, such as
external orchestrators and cloud connectors. This enables Secure Workload to evaluate the membership of
the consumer group hr_department and the provider group employee db.

Figure 1: Example policy with labels

Apsolute policies Default policies () Catch Al [EE Add Absolute Policy © Fitter: hr_department

Filter Actions

Priority Action Consumer Provider Services Query
100 ® hr_department + employee_db TGP : 7345 @ * orchestrator Department = HR
Scope Default

Subnet-based Label Inheritance

Subnet-based label inheritance is supported. The smaller subnets and IP addresses inherit labels from larger
subnets they fall under when one of the following conditions is satisfied:

* The label is missing from the list of labels for the smaller subnet/address.

« The label value for the smaller subnet/address is empty.

Consider the following example:

IP Name Purpose Environment Spirit-Animal
10.0.0.1 server-1 webtraffic production
10.0.0.2 frog
10.0.0.3 eagle
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IP Name Purpose Environment Spirit-Animal
10.0.0.0/24 web-vlan integration
10.0.0.0/16 webtraffic badger
10.0.0.0/8 test bear

The labels for IP address 10.0.0.3 are {“name™: “web-vlan™, “purpose”: “webtraffic”, “environment””:
“integra- tion, “spirit-animal”: “eagle’}.

Label Prefixes

Labels are automatically displayed with a prefix that identifies the source of the information.

All user labels are prefixed by * in the Ul (user__in OpenAPI). In addition, labels automatically imported
from external orchestrators or from cloud connectors are prefixed with orchestrator_. For labels imported
from endpoint connectors, see details in Connectors for Endpoints, but may include labels prefixed with Idap_.

For example, a label with a key of department imported from user-uploaded CSV files appear in the Ul as *
department, and in OpenAPI as user_department. A label with a key of location imported from an external
orchestrator appear in the Ul as * orchestrator_location, and in OpenAPI as user_orchestrator_location.

The following figure shows an example of inventory search using the orchestrator-generated label using the
prefix:

orchestrator_system/os_image:
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Figure 2: Example inventory search with orchestrator generated labels
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® Total inventory: 196,294
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These labels apply to data from AWS and Azure. The source for these labels is workloads and network
interfaces of an AWS VPC or Azure VVNet. The tags from the source are merged and displayed in Secure
Workload. For example, if the workload tag is

env: prod

and the network interface tag is

env: prod

, the label value in Secure Workload is

prod,test

, which is displayed under the orchestrator_env column on the respective connector page.

For labels specific to AKS, EKS, and GKE, see also Labels Related to Kubernetes Clusters.

Table 1: Labels in Inventory Gathered Using a Cloud Connector

Key

Value

orchestrator_system/orch_type

AWS or Azure

orchestrator_system/cluster_name

<Cluster_name isthe name given by the user for this connector’s

configuration>
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Key Value
orchestrator_system/name <Name of connector>
orchestrator_system/cluster_id |<Virtual network ID>

Instance-Specific Labels
The following labels are specific to each node:
Key Value

orchestrator_system/workload_type

vm

orchestrator_system/machine_id

<Instancel D assigned by the platform>

orchestrator_system/machine_name

<PublicDNS(FQDN) given to this node by AWS> —or—
<InstanceName in Azure>

orchestrator_system/segmentation_enabled

<Flagto determineif segmentation isenabled on theinventory>

orchestrator_system/virtual_network_id

<ID of virtual network the inventory belongs to>

orchestrator_system/virtual_network_name

<Name of virtual network the inventory belongs to>

orchestrator_system/interface_id

<ldentifier of elastic network interface attached to this inventory>

orchestrator_system/region

<Region the inventory belongs to>

orchestrator_system/resource_group

(This tag applies to Azure inventory only)

orchestrator_‘<Tag Key>*

<Tag Value> Key-value pair for any number of custom tags
assigned to inventory in the cloud portal.

Labels Related to Kubernetes Clusters

The following information applies to plain-vanilla Kubernetes, OpenShift, and to Kubernetes running on
supported cloud platforms (EKS, AKS, and GKE).

For each object type, Secure Workload imports inventory live from a Kubernetes cluster, including labels
associated with the object. Label keys and values are imported as-is.

In addition to importing the labels defined for the Kubernetes objects, Secure Workload also generates labels
that facilitate the use of these objects in inventory filters. These additional labels are especially useful in

defining scopes and policies.

Generated labels for all resources

Secure Workload adds the following labels to all the nodes, pods and services retrieved from the
Kubernetes/OpenShift/EKS/AKS/GKE API server.

Key

Value

orchestrator_system/orch_type

kubernetes
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Key Value
orchestrator_system/cluster_id <UUID of the cluster’s configuration in |product|>
orchestrator_system/cluster_name <Name of kubernetes cluster>
orchestrator_system/name <Name of connector>
orchestrator_system/namespace <The Kubernetes/ OpenShift/EKS/AKSGKE namespace of this

item>

Node-specific labels

The following labels are generated for nodes only.

Key Value
orchestrator_system/workload_type machine
orchestrator_system/machine_id <UUID assigned by Kuber netes Openshift>
orchestrator_system/machine_name <Name given to this node>
orchestrator_system/kubelet_version <Version of the kubelet running on this node>
orchestrator_system/container_runtime_version |<The container runtime version running on this node>

Pod-specific labels

The following labels are generated for pods only.

Key Value

orchestrator_system/workload_type |pod

orchestrator_system/pod_id <UUID assigned by Kuber netes Openshift>

orchestrator_system/pod_name <Name given to this pod>

orchestrator_system/hostnetwork <truelfalse> reflecting whether the pod isrunning in the host network

orchestrator_system/machine_name | <Name of the node the pod is running on>

orchestrator_system/service_endpoint | [List of service names this pod is providing]

Service-specific labels

The following labels are generated for services only.

Key Value
orchestrator_system/workload_type service
orchestrator_system/service_name <Name given to this service>
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« (For cloud-managed Kubernetes only) Services of ServiceType: LoadBalancer are supported only for
gathering metadata, not for collecting flow data or for policy enforcement.

2

Tip  Filtering items using orchestrator_system/service_name is not the same as using
orchestrator_system/service_endpoint.

For example, using the filter orchestrator_system/service_name = web selects all services with the name
web while orchestrator_system/service_endpoint = web selects all pods that provide a service with the
name web.

Labels Example for Kubernetes Clusters

The following example shows a partial YAML representation of a Kubernetes node and the corresponding
labels imported by Secure Workload.

- apiVersion: vl
kind: Node
metadata:
annotations:
node.alpha.kubernetes.io/ttl: "0"
volumes.kubernetes. io/controller-managed-attach-detach: "true"
labels:
beta.kubernetes.io/arch: amd64
beta.kubernetes.io/os: linux
kubernetes. io/hostname: k8s-controller

Table 2: Label Keys Imported from Kubernetes

Imported label keys

orchestrator_beta.kubernetes.io/arch

orchestrator_beta.kubernetes.io/os

orchestrator_kubernetes.io/hostname

orchestrator_annotation/node.alpha.kubernetes.iofttl

orchestrator_annotation/volumes.kubernetes.io/controller-managed-attach-detach

orchestrator_system/orch_type

orchestrator_system/cluster_id

orchestrator_system/cluster_name

orchestrator_system/namespace

orchestrator_system/workload_type

orchestrator_system/machine_id

orchestrator_system/machine_name
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. Importing Custom Labels

Imported label keys

orchestrator_system/kubelet_version

orchestrator_system/container_runtime_version

Importing Custom Labels

You can upload or manually assign custom labels to associate user-defined data with specific hosts. This
user-defined data is used to annotate associated flows and inventory.

There are limits on the number of IPv4/IPv6 addresses/subnets that can be labeled across all root scopes,
regardless of label source (whether manually entered or uploaded, ingested using connectors or external
orchestrators, and so on) For details, see Label Limits.

Guidelines for Uploading Label Files

Step 1

Step 2
Step 3
Step 4
Step 5

Procedure

To view a sample file, in the left pane, select Organize > Label Management > User Defined Label Upload,
and then click Download a Sample.

The CSV files used to upload the user labels must include a label key (IP address).
To use non-English characters in labels, the CSV file must be in UTF-8 format.
Ensure the CSV files meet the guidelines described in the Label Key Schema section.
All uploaded files must follow the same schema.

Label Key Schema

Guidelines governing column names

« There must be one column with a header “IP” in the label key schema. Additionally, there must be at
least one other column with attributes for the IP address.

« The column “VRF” has special significance in the label schema. If provided, it should match the root
scope to which you upload the labels. 1t’s mandatory when uploading the CSV file using the scope
independent API.

« Column names may contain only the following characters: Letters, numbers, space, hyphen, underscore,
and slash.

* Column names cannot exceed 200 characters.

 Column names cannot be prefixed with “orchestrator_”, “TA_”, “ISE_", “SNOW _", nor “LDAP_" since
these can conflict with labels from internal applications.

 The CSV file should not contain duplicate column names.
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Guidelines governing column values

* Values are limited to 255 characters. However, they should be as short as possible while still being clear,
distinctive, and meaningful to users.

« Keys and values are not case sensitive. However, consistency is recommended.
» Addresses appearing under the “IP” column should conform to the following format:
* IPv4 addresses can be of the format “x.x.x.X”” and “X.x.x.x/32”.

* IPv4 subnets should be of the format “x.x.x.x/<netmask>", where netmask is an integer from 0 to
3L

* IPv6 addresses in the Long format (“xX:x:X:X:X:X:X:X” or “X:X:X:X:X:X:X:x/128”) and the Canonical
format (“x:x::x” or “x:x::x/128") are supported.

* IPv6 subnets in the Long format (“x:x:x:x:x:x:X:x/<netmask>") and the Canonical format
(“x:x::x/<netmask>") are supported. Netmask must be an integer from 0 to 127.

The order of the columns does not matter. The first 32 user-defined columns will automatically be enabled
for label. If more than 32 columns are uploaded, up to 32 can be enabled using the checkboxes on the right-side
of the page.

Upload Custom Labels

Step 1
Step 2

Step 3

The following steps explain how users with Site Admin, Customer Support or a root scope owner role can
upload labels.

Before you begin

To upload the custom labels, create a CSV file according to the “‘Guidelines for Uploading Label Files’ section.

Procedure

In the left pane, select Organize > User Defined Label Upload > CSV Upload, and then under Upload New
Labels, click Select File.

In the left pane, select Organize > Label Management, and then under Upload New Labels, click Select
File.

Select the operation-Add, Merge, or Delete.

« Add: Appends labels to new and existing addresses/subnets. Resolves conflicts by selecting newer labels
over existing ones. For example, if labels for an address in the database are {"foo": "1", "bar": "2"} and
the CSV file contains {"Z': "1", "bar": "3"}, add" sets labels for this address to {"foo": "1", "2": "1",
"bar": "3"}.

» Merge: Merges labels to existing addresses/subnets. Resolves conflicts by selecting non-empty values
over empty values. For example, if labels for an address in the database are {"foo": "1", "bar": "2", "qux":
", "corge": "4"} and the CSV file contains {"Z': "1", "bar": "", "qux": "3", "corge": "4-updated"},
merge" sets labels for this address to {"foo"; "1","Z": "1", "bar": "2", "qux": "3", "corge": "4-updated"}.

Note Value of “bar” in not reset to “”’(empty), instead existing value of “bar”’="2" is preserved.
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Step 4

Search Labels

Step 1
Step 2
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« Delete: This option removes labels for an address/subnet, which can significantly impact scopes, filters,
policies, and enforced behavior. For important details, see Delete Labels.

Important; The Delete function, while uploading the custom labels, will remove ALL labels associated with
the specified IP addresses/subnets, and is not limited to the columns listed in the CSV file. Therefore, the
Delete operation must be used with caution.

Click Upload.

Users with Site Admin, Customer Support or a root scope owner role can search for, view, and edit labels
assigned to an IP address or subnet.

Procedure

On the Label Management page, click Search and Assign.
In the IP or Subnet field, enter the IP address or subnet and click Next.

On the Assign Labels page, the existing labels for the entered IP address or subnet are displayed.

Manually Assign or Edit Custom Labels

Step 1
Step 2

Step 3

Step 4

Users with Site Admin, Customer Support, or a root scope owner role can manually assign labels to a given
IP address or subnet.

Procedure

On the Label Management page, click Search and Assign.
In the IP or Subnet field, enter the IP address or subnet and click Next.

The Assign Labels page is displayed. Note that the existing labels will be displayed and can be edited.

To add a new label, in the Labels for <IP address/subnet> section, enter the label name and value, and then
click Confirm. Click Next.

Review the changes and click Assign to commit them.

Download Labels

Users with Site Admin, Customer Support, or a root scope owner role can download previously defined
labels belonging to a root scope.
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Procedure

Step 1 On the Label Management page, click User Defined Label Upload.
Step 2 Under the Download Existing Labels section, click Download Labels.

The labels used by Secure Workload are downloaded as a CSV file.

Change Labels
A

Warning  If you need to change a label, do so cautiously, as doing so changes the membership in and effects of existing
queries, filters, scopes, clusters, policies, and enforced behavior that are based on that label.

Procedure

Step 1 On the Label Management page, click the Search and Assign tab.
Step 2 In the IP or Subnet field, enter the IP address or subnet and click Next.

The labels used by Secure Workload for the entered IP address/subnet are displayed.

Step 3 Under the Actions column, click the Edit icon to change the name and value of the required label.
Step 4 Click Confirm, and then click Next.
Step 5 Review the changes and click Assign.

Disable Labels

One way to change the schema is to disable the labels. Proceed with caution.

Procedure

Step 1 Navigate to the Label Management page.

Step 2 For the required label, under the Actions column, select Disable and confirm to remove the label from the
inventory by clicking Yes.

If you decide to enable the label at a later time, click Enable to use the label.

Review Label Change Impact

Users with Site Admin, Customer Support, or a Root Scope Owner role can view and edit the labels assigned
to an IP address or subnet.
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. Review Label Change Impact

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

Procedure

On the Label Management page, click Search and Assign.
In the IP or Subnet field, enter the IP address or subnet and click Next.

Note that the existing labels inherited from the IP address or subnet are editable.

To add a new label, in the Labels for |P address/subnet section, enter the label name and value, and click
Confirm.

Click Next.

Under the Action column, click the Review Label Change Impact link for the label that you want to review
the details.

Click Back to close the page.
In the Search and Assign page, click Assign to commit the changes.
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Figure 3: Search and Assign

Search and Assign X

v Select V| Assign Labels o Review

Labels for 10.0.0.1

Name Value Action

Environment1 Production Review label change impact

Cancel Previous ‘ m

Review Label Change Impact X

This label infrastructure is used by 4 items.

v Labeled IP Addresses and Subnets @ &)

Displaying 3 of 3 IP Addresses and Subnets

IP/Subnet Value

10.0.0.1 Data Centers e
10.0.0.0/16 Data Centers e
10.0.0.0/24 Data Centers e

5 v | per page n
> Policies Counts: [ |Draft @@ - Analyzed @) @ Enforced @

Delete Labels
AN

Caution  One way to change the schema is to disable the labels and delete them. Proceed with caution. This action
deletes the selected label that impacts all dependent Filters and Scopes. Ensure that these labels are not used.
This action cannot be undone.
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Procedure
Step 1 Disable the labels. For more information, see Disable Labels.
Step 2 Click the TrashCan icon to confirm, and click Yes to delete the label.

View Labels Usage

The IP addresses/subnet inventory gets updated with the custom labels uploaded using CSV files or manually
assigned by users. The labels are then used in defining the scopes and filters, and the application policies are
created based on these filters. Therefore, understanding the usage of labels is critical as any modifications to
the labels directly impacts the scopes, filters, and policies in Secure Workload.

To view the usage of labels:

Procedure

Step 1 On the Label Management page, the label keys, top five values of the labels in use, inventory, scopes, filters,
and clusters using the custom labels are displayed.

Step 2 Under the Usages column, click the count values against the inventory, scopes, or filters. For example, to
view the scopes using the “Location” label, click the scope queries count.

Figure 4: View Scopes of Selected Label

Label Management User Defined Label Upload Search and Assign
Label Source Filter by Label Key
Al v X

Label Key 1| Label Source Inventory Policy Counts Scope Queries Filter Queries Cluster Queries Actions
> city User Defined 0 ) @) Enabled

> Department User Defined 3 ) @) Enabled

> location User Defined 2 ) @) Enabled

The Scopes and Inventory page is displayed, and the query automatically filters the scopes with the selected
label.

Note You can only view the usage of labels either uploaded using CSV files or those manually assigned
to the IP address/subnet.

Create a Process for Maintaining Labels

Your network and inventory will change, and you must plan to update labels to reflect those changes.

For example, if a workload is retired and its IP address is reassigned to a workload with a different purpose,
you need to update the labels associated with that workload. This is true for both manually uploaded labels
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and for labels maintained in and ingested from other systems such as a configuration management database
(CMDB.)

Create a process to ensure that your labels are updated on a regular, ongoing basis, and add this process to
your network-maintenance routine.

Scopes and Inventory

Scopes and Inventory Overview

This section provides visibility of the scope hierarchy, along with all the inventory it contains. Scopes categorize
the available inventory using a hierarchical structure. For more information, see Manage Inventory for Secure
Workload, on page 1.

From the navigation pane, choose Organize > Scopes and Inventory, traverse down your scope hierarchy.
Each scope is displayed in a scope card. The scope card displays the following:

« Scope name
* Number of children scope
* [ventory count

« (optional) Uncategorized inventory

Click on a scope card to update the pane for displaying details about the scope and the filtered list of all its
inventory.

Scope Design Principles
1. Match inventory to the scope tree according to a dynamic query match.

» Match queries against IP or Subnet or Label (preferred)

* Form a scope tree through conjunctive query at each layer.

2. Scope structure may be location specific-Combined Cloud vs Data Center and Cloud Specific vs Geographic
location

3. Each layer of the scope tree should represent an anchor point for:

* Policy control

* Role Based Access Control (RBAC)

4. Keep the scope layer not too deep.
5. Ensure no overlapping of scopes:
» Every child scope should be a subset of its parent scope.

« Ensure nonoverlapping of sibling scopes, see Scope Overlap.

Manage Inventory for Secure Workload .
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Every organization is structured differently, and depending on your industry, it requires different approaches.
Choose a focus area that helps in designing your scope hierarchy; location, environment, or application.

Do not use IP address or subnet to define scopes that involve Kubernetes inventory. You must use labels to
define scopes and policies for these workloads. IP address alone is not sufficient to identify pod services

because defining scopes using IP addresses produces unreliable results.

6. Ifahost has multiple interfaces, we recommend keeping all IPs belonging to the host under a single scope,
so that we can discover and enforce required policies from a single location.

7. Keep the overall scope numbers within the supported limit (see the limit section)

Key Features

Inventory count is displayed in the scopes card, providing a quick view into the number of workloads in the

The filtering feature for both scopes and inventory helps to traverse down the scope tree or filter the scope
hierarchy and inventory items of the selected scope.

. Scopes
A
Note
Y
Note
scope.
Scopes

Scopes are a foundational element to configuration and policy in Secure Workload. Scopes are a collection
of workloads arranged in a hierarchy. Workloads labelled to serve as attributes that build a model about where
itis, its role, and its function in your environment. Scopes provide a structure to support dynamic mechanisms
like identification and attributes associated with an IP that may change over time.

Scopes are used to group datacenter applications and, along with the roles, enable fine grained control of their
management. For example, Scopes are used throughout the product to define access to Manage Policies
Lifecycle in Secure Workload, Flows and Filters.

Scopes are defined hierarchically as sets of trees with the root corresponding to a VRF. As a result, each
Scope tree hierarchy represents disjoint data that does not overlap with another Scope tree, see Scope Overlap.

Scope Definition

Each individual Scope is defined with the attributes below:

Attribute Description
Parent Scope The parent of the new scope defines the tree hierarchy
structure.
Name The name to identify the scope.
Type This is used to specify different categories of
inventory. If none are applicable, or the scope contains
a mix, it can be left blank.
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Attribute Description

Query The Query defining the individual scope.

)

Note  Scopes should be defined in a hierarchy that mimics the application ownership hierarchy of the organization.

)

Note  Query may match against IP/Subnet or other Inventory attributes.

Figure 5: Example of Traversing through Scope Hierarchy

(@ CiscoTetratizn® SCOPES AND INVENTORY ® Tetration ~ @ Monitoring ~+ @ ~ @& ~

od will end on Mon Aug 31 2020 08:47:06 GMT+0000. Take action now

& Tetration : Workl Query =

Scopes ~ Commit + ! o Edit  Add
Serving Layer Hostname contains druld
o
Filter @  Filter Scopes. All Inventory 2 Uncategorized Inventory 0 Overlapping Scopes 1
@ 46 Scopes and 1 Inventory Filter @
n Filters @  Enter attributes.
v @ Retration o eniony: o
g ! Showing 2 of 2 inventory
o
Workloads v
" Hostname - VRF Address os
o v ooy
druidHistoricalBroker-1 CentOS
= I e 3
O oy Par inventory
d
Compute Inventory: 4

(@ Enforcement ooy 0

FrontEnd Inventon
® e u

@ Infrastructure Inventory: 13
D 4 chidr Overlaps 2 Scopes

Kub
@ oo

The scope directory displays the scope hierarchy and some details of each scope (for example, Inventory
Count, number of child scopes, Workspaces). Clicking on a scope selects that scope and the details pane to
the right updates with more information about that scope and that scope’s inventory.
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Figure 6: Inventory count
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All Inventory @
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Scope Filter
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Edit || Add :

Overlapping Scopes (@ Suggested Child Scopes Usages

Address Tl os1l
linux
linux
linux

linux

1.1.1.55 linux

Users can use the Scope filter to quickly identify different scope details such as overlapping scopes and query.
The filter feature is also helpful in identifying query changes, parent changes, etc.

Field

Description

Name

Filter by the name of the Scope or Inventory Filter.

Description

Filter by text appearing in the description of a scope.

Query Filter by fields or values used in the query.
Query Change Filter by scopes that have an uncommitted query.
Parent Change Filter by scopes that have been moved in the draft but

not committed.

Is Inventory Filter

Show Inventory Filters that are restricted to their
ownership scope.

Has Workspace

Filter by scopes that have a primary workspace.

Has Enforced Workspace

Filter by scopes that have a primary workspace that
is enforced.

Has Overlaps

Filter by scopes that have inventory in common with
a sibling scope.

Has Invalid Query

Filter by scopes that have a query that uses invalid or
unknown labels.

Examples:

Has Overlaps
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Example of Scope Overlap

Figure 7: Has Overlaps

? Primary Workspace  Query Edit Add
Boovss No Draft Changes @ m Tetration B
P B Tetration VRFID = 676767
(] Has Overlaps = true
Al Inventory @ L ized Inventory @ Child Scopes Usages
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@ Enter attributes... X
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v Showing 20 of 44 inventory | Load All

o Compute Y Hostname Address 11 os1l
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0 Children Overlap
collectorDatamover-2 1.1.1.27 CentOS
SecondaryNamenode collectorDatamover-2 100.64.1.1 Centos
0 Children Ove
druidHistoricalBroker-2 11131 Centos
elasticsearch-1 1.1.1.40 linux

For more information see Scope Overlap
Parent Change
Scopes that are moved in the draft but not yet committed.

Figure 8: Parent Change

Scopes ~ Commit ~

Filter © Parent Changed = true

1 Matching Scope and 0 Matching Inventory Filters ®
v Tetration
v Workloads

Hyper Drive
5] Drait Changes, Parent  Invento
0 Ghildren
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Full Scope Queries

Figure 9: Example of Scope Hierarchy
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@) ElasticSearch
ng Jprin inventory: 3

Mongo
v @Y oy

MongoDBArbiter
D o cidren

ongo Inventory: 1

MongoServer

e Inventory: 2

Scopes are defined hierarchically, the full query of the scope is defined as the logical ‘and’ of the scope along
with all of its parents. Using the example above, assets assigned to the Workloads:FrontEnd:Mongo

Scope would match:
vrf_id = 676767 and (ip in 1.1.1.0/24) and (Hostname contains mongo).

Where vrf_id = 676767 comes from the root scope query and ip in 1.1.1.0/24 comes from the parent scope
query.

\}

Note It isa best practice to not have overlapping queries at the same level. This removes the importance of ordering
and reduces confusion. See Scope Overlap

Providing Access to Scopes

You can grant Read, Write, Execute, Enforce, and Owner abilities on Scopes. For more information see the
Roles section in the Secure Workload User Guide.

A User is given access to a “sub-tree”. That is, the given Scope and all its children. Using the preceding
example, you have the Read access to the workloads: FrontEnd scope would, by inheritance, have read access
to all the scopes under Workloads:FrontEnd including:

* Workloads:FrontEnd:Mongo
* Workloads:FrontEnd:ElasticSearch
* Workloads:FrontEnd:Redis

eetc. . .
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It’s possible to define Roles with access to multiple Scopes. For example, an “Mongo Admin” role might
have Owner access to the Scopes:

* Workloads:FrontEnd:Mongo:MongoServer

* Workloads:FrontEnd:Mongo:MongoDBArbiter

Roles and Capabilities allow you to have horizontal access to the Scope hierarchy.

Scope Abilities are also inherited. For example, having the Write ability on a Scope allows one to also Read
that information.

Viewing Scope

Every user can view the scope tree they have access to. Users who have the Owner ability on the root scope
have the ability to create, edit and delete scope in that tree. To access this view:

In the navigation bar on the left, click Organize > Scopes and Inventory.

You can traverse through the complete scope hierarchy (up to the root) for any Scopes you have access to.
This complete traversal provides context as users can create policies to any Scope. Several actions can be
performed on this page:

« Click the chevron in the scope hierarchy to show that scope’s children.

« Clicking on a scope card will update the pane to the right to show details about that scope as well as a
filterable list of all of its inventory.

Figure 10: Example Non-Admin View

No Draft Changes Tetration : Workloads : Compute : YARN ~ Query Delete Edit Add 8
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40 Scopes All Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages
> T somgen  Memom ——
@ Enter attributes... X
@ Collector
~ o chidre Workloads @) IP Addresses @ @
. ® Eﬂ‘mpule TG & Showing 2 of 2 inventory
Y Hostname © Address 11 os Tl
® HDFS
> ey Iventon: 2
- resourceManager-1 1.1.1.16 linux
® YARN resourceManager-2 1AL linux
~ U 2children Invantony:i2

@ Nodemanagers 0

ResourceManagers

0 Children Rl

c Enforcement
2 Children

Inventory: 0

FrontEnd Inventory: 12
® 3 Cricren Uncategorized: 3

C Infrastructure

Inventory: 14

ServingLayer
@ cniaren o merton v

Searching for flows referencing a scope

There are some shortcuts provided on the scopes page to help the user in scenarios they need to search for
flows where one or both endpoints of the flow fall within a provided scope.
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Figure 11: Searching for flows for a scope
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After selecting desired scope in the scope tree (left side panel), as shown in the figure above, user can choose
between the following three options:

1. Flow Search- AsConsumer provides shortcut to the flow search page to help search for flows with selected
scope as Consumer Scope for the flows. In other words, consumer or source endpoint in the flows belongs
to the selected scope.

2. Flow Search - AsProvider provides shortcut to the flow search page to help search for flows with selected
scope as Provider Scope for the flows. In other words, provider or destination endpoint in the flows
belongs to the selected scope.

3. Flow Search - Internal Traffic provides shortcut to the flow search page to help search for flows that are
completely restricted to the selected scope. In other words, both endpoints of the flows (consumer and
provider) belong to the selected scope.

Creating a New Scope

Step 1

Step 2
Step 3

Child scopes are created on the Scopes admin page. This action requires the SCOPE_OWNER ability on the root
scope. Site Admins are owners of all scopes.

Creating a child scope will impact the application inventory membership (member workloads) of the parent
scope. As a result, the parent scope will be marked as having “draft changes”. The changes will need to be
committed and dependent structures will need to be updated. See Commit Changes.

Procedure

In the navigation bar on the left, click Organize > Scopes and Inventory. The page displays the root Scopes
corresponding to Tenants+VRFs already created on the system.

Select a child scope in the scope directory. You can filter the scopes first if necessary.
Click the Add button.
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Figure 12: Scope Add Button

Creating a New Scope .
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Enter the appropriate values in the following fields:

Address T os Tl
1.1.1.47 linux
1.1.1.55 linux
1.1.1.6 linux
100.64.0.1 CentOS
11.1.27 CentOS
100.64.1.0 Cent0S
1.1.1.30 CentOS
1.1.1.19 CentOS
1.1.1.23 CentOS

Field

Description

Parent

The parent of the new Scope.

Name

The name to identify the Scope. Must be unique under
the parent scope

Type

Select a category for the new Scope.

Query

The Query/Filter to match the assets.

Manage Inventory for Secure Workload .



Manage Inventory for Secure Workload |

. Scope Overlap

Figure 13: Scope Create Modal

Create Scope X
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Create a query based on Inventory Attributes:

Inventory within the parent scope is matched dynamically based on the
query. The labels can include Hostname, Address/Subnet, OS, and more.
The fulllist is in the user guide.

A preview of matching inventory items will be shown in the next step.

Query @

Enter query filters (an empty query matches none) X

Cancel

Scope Overlap

While adding scopes, it is recommended to avoid overlapping scopes. When scopes overlap, policies generated
for overlapping scopes can potentially end up confusing end users. This feature proactively notifies the user
if there are any overlapping scope membership, that is, the same inventory belongs to more than one scope
at the same depth in scope tree (sibling scopes). The goal is to avoid having the same workload exist in different
parts of the scope tree.

To view which inventory items belong to multiple scopes, use the scope filter and enter the Has Overlaps =
true facet.

Figure 14: Overlap facet in Scope filter
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The list of overlapping scopes and the corresponding overlapping IP addresses can be viewed by traversing
down the scope tree and selecting the Overlapping Scopes tab.

Figure 15: Overlapping Scopes and IPs

Editing Scopes

Scopes can only be edited by users with the ScoPE_OWNER ability on the root scope. Site admins are owners
of all scopes.

Editing a scope name

Editing a scope name happens immediately and can take several minutes depending on the number of child
scopes that need to be updated.

)

Note  Flow searches by scope name will be impacted when changing the scope name.

Editing a scope query

When a scope’s query is changed the direct parent and child scopes are impacted. Those scopes are marked
as having “draft changes’ indicating changes have been made to the tree that have not been committed. Once
all query updates have been completed, the user must click the Commit Changes button above the Scope
Directory to make the change permanent. This will trigger a background task to update all of the scope queries
and ‘dynamic cluster queries’ in the workspace.

A

Warning  Updating a scope query can impact the scopes inventory membership (the workloads that are members of the
scope). Changes will take effect during the Commit Changes process. To mitigate risks, you can compare
membership changes for further impact analysis from the Review Scope/Filter Change Impact window.

New host firewall rules will be inserted and any existing rules will be deleted on the relevant hosts.
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