afrar]
CIsSCO

Cisco Secure Workload Software Appliance
Deployment Guide

Cisco Secure Workload
Updated October 31, 2025



afrar]
CISsCO

© 2025 Cisco Systems, Inc. All rights reserved.
Full Cisco Trademarkswith Software License

Full Cisco Trademarks with Software License

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF
YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO
REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of
California, Berkeley (UCB) as part of UCB's public domain version of the UNIX operating system. All rights reserved.
Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS
ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES,
EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN'NO EVENT SHALL CISCO ORITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL
DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE
USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses
and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in
the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative
content is unintentional and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version
for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at
www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other
countries. To view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/about/legal/trademarks.
html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does
not imply a partnership relationship between Cisco and any other company. (172 1R)


https://www.cisco.com/c/en/us/about/legal/trademarks.html
https://www.cisco.com/c/en/us/about/legal/trademarks.html

| Topics included | fii

Topicsincluded

LI 14170 Yo [T o 1o o 5
512 =] 1R 6
Comparison of Hardware and Software Appliance MOEIS...........ceuuiiuiiiiiiiieiiieei e e r e es e e raeenns 6
Guidelines for migrating to Software APPlIANCE. .........oiceuuiiiiiiiie e 7

2 Deploy Secure Workload Software Appliance in VMware vSphere.......cccomcvemeemenneee. 9
oo B (o = 0 o IR T [0S 10
T oF= (N (T g (=T o1 0Ty 4T o 10

R Gl T 101 0= 1= 0L £ PR 10
DL =TT g (= g =0 [0 =Y 0T 11
Lo B0 (T4 T=] 0T 11
VMware vSphere configuration SEHNGS .....ccu.iieiiiiiiiei e e s e e e e e e e e e e e ra e ea e eaaas 13
VMWare VSPNEre PermMiSSIONS. ... ..ceuuuueieeiieeieetieie s ettt e e eeeae s e eeaea e e e eea e seeaaa e aeeeaaseeeesnnaeeesnneeeenan 13
Infrastructure ManagemeNt PAramMELEIS. .. ...u.ieeu i eruieeeeeeee e et e e e e e e e s et e e e s e ra e e ean e eaaeseranseenneeraansenneennnnes 19
Lo B 0 L 140 = =T P 20
o] S o PP 21
VAV o =T = o F 21
Deploy the Infrastructure Management OVA.........cou i e e e e e e e e e e e e ea e ennas 21
Provision the INfrastructure Man@ager...........iiiiieiii i e e e e e e e e e e raa e e e naaa s 24
Cluster provisioning StatUS PANEIS. ........ieuuiiiuieiei et e e e e e e e e s e rar s e e s era e e eaaeeeaaraeeaeeennnenen 26
Install Secure Workload Software APPIIANCE. .........iiieueeie it r e s e e e e e e e e eeaa s 27
L0111y T g (10T PP PP 29

3 Troubleshooting Software ApplianNCe........c it e s s e m s s e nmmasas 31
TroubleShOOt dEPIOYMENT ISSUBS. .....u.iieuiiire ittt et s et s e e e e e e s e e s e e s e eee s e e s e e s e ee e eaa e eean s ennneenaans 32

4 Migrate Hardware ApplianCes......ccciumiiemimmmmmnmsmsnssmsssssnssssnsssnsssnnssssnsssnnsssnnssnnnssnnnssnnnse 35
Configuration migration from Hardware APPlIaNCe. ..........ceue it e e e e e 36

5 Commission and decommission Virtual machines........c.ccciimmrinimmsnsmsssnssssssssssssnnaas 37

2T o] [0 (o] LS SO PTPPPTRRPRS 38






1 Introduction

Topics:

*  Benefits

*  Comparison of Hardware and
Software Appliance models

*  Guidelines for migrating to Software
Appliance

Explore the features and deployment options for Cisco Secure Workload when
deployed as a software appliance.

Cisco Secure Workload is now available as a software appliance, allowing
deployment in customer-managed datacenters. The software appliance delivers
the same features as the hardware appliance, so you gain more flexibility and
scalability. You can use Secure Workload in private or public cloud environments,
which makes it easier to adopt the solution. The platform is designed to deliver
consistent performance and security by leveraging enterprise-grade storage and
standardized networking policies.
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Benefits

Discover the flexibility and scalability of Secure Workload Software Appliances.

Infrastructure Independence: Decouples the software stack from specific hardware requirements. This allows
deployment on customer-provided servers, private and public clouds.

Leverages Existing Customer Infrastructure & Expertise: Customers can utilize their existing data centers,
servers, enterprise-grade storage systems, standardized networking, and internal expertise in maintaining such
environments.

Accelerated Deployment: Streamlines the Proof of Value (PoV) process by removing hardware shipping and
installation delays. Customers can transition PoV clusters directly into production environments, significantly reducing
time-to-value.

Resource Optimization: Eliminates the overhead of idle resources found in fixed hardware form factors. The
software appliance model allows for precise allocation of CPU, memory, and storage, improving overall data center
efficiency

Simplified Lifecycle Management: Facilitates continuous software and security updates without requiring
cluster rebuilds.

Comparison of Hardware and Software Appliance models

Learn the characteristics and differences between Cisco Secure Workload software and hardware appliances.

While both the hardware and software versions of Cisco Secure Workload provide the same core security capabilities,
they differ significantly in how they are hosted and managed. The table below outlines the key technical distinctions
between these two deployment models.

Table 1: Hardwar e ver sus Software Appliance

Feature Hardware Appliance Software Appliance

Form Factor Uses fixed physical 8RU or 39RU units Employs virtualized OVA packages

Infrastructure Requires dedicated Cisco UCS servers Operates on customer-managed virtual
environments

Scalability Limits capacity to the physical chassis Enables on-demand horizontal scaling

Management Necessitates manual physical Automates provisioning through an

maintenance Infrastructure Manager

Responsibility Cisco maintains the entire stack Customers manage underlying compute
and storage

Storage Relies on internal SAS or SSD drives  Utilizes shared enterprise datastores
like vSAN or iSCSI

Lifecycle Follows UCS refresh cycles Decouples the application from
hardware lifecycles

Deployment Requires physical racking and cabling Allows for rapid virtual machine
provisioning

Cisco Secure Workload | Updated October 31, 2025
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Guidelinesfor migrating to Software Appliance

Follow these best practices when migrating to the Secure Workload Software Appliance.

Upgrade the existing hardware appliance to Secure Workload Release 4.0 before starting the migration process.

Ensure that the software appliance cluster is also running Secure Workload Release 4.0 to guarantee compatibility
during data transfer.

Use the Data Backup and Restore mechanism to migrate your configurations.

Monitor migration progress through the Infrastructure Management status panels, and frequently review operational
logs to identify and resolve any issues during virtual machine provisioning.

Cisco Secure Workload | Updated October 31, 2025






2 Deploy SecureWor kload SoftwareAppliancein VMwarevSphere

Topics:

End-to-End workflow

Prepare for deployment
VMware vSphere configuration
settings

Infrastructure Management
parameters

Setup parameters

Deploy the Infrastructure
Management OVA

Provision the Infrastructure Manager
Cluster provisioning status panels
Install Secure Workload Software
Appliance

Cluster licenses

Learn how to deploy the Secure Workload Software Appliance in VMware vSphere.

You can deploy the Secure Workload Software Appliance using the vSphere
Client or the vSphere Web Client. The Secure Workload Software Appliance for
VMware is distributed using the Open Virtualization Format (OVF), which is a
standard method of packaging and deploying virtual machines.



| Deploy Secure Workload Software Appliance in VMware vSphere | 10

End-to-End wor kflow

This section outlines the end-to-end workflow for deploying the Secure Workload Software Appliance in VMware vSphere.

The workflow illustrates a high-level visual summary of each key step in the deployment process.

Prepare for 1 2 3
Prepare the data Configure storage Configure networks
Deployment center

Provision the 4
Infrastructure - e
Management in Management OVA
VMware vSphere

Download the OVA ° Deploy the
file Infrastruct

Deploy the 7 "
ploy 8 Download the Configure 8 Upload RPM 9 pre Provision " provision virtual
Secure Workload tetration_os_ova_k9 infrastructure

cluster RPM file - parameters

Install Secure n 12 13 14 15
Download RPM files Upload all RPMs in Configure the Run Site Config Deployment
Workload Software Ul Setup cluster site info check begins

Appliance

Table 2: Deployment Steps

Workflow Steps Description
Prepare for Deployment Prepare the datacenter, configure storage, and networks.

Deploy the Infrastructure Management in VMware vSphere Download the Infrastructure Management Open Virtual
Appliance (OVA) package available from Cisco.com and
deploy the OVA using the VMware vSphere web interface.

Deploy the Secure Workload Cluster Deploy the Secure Workload cluster through the
Infrastructure Management interface.

Install Secure Workload Software Appliance Deploy the Secure Workload software Appliance through
the Infrastructure Management interface.

Prepare for deployment

Prepare the hardware, software, and network requirements for deploying the Secure Workload Software Appliance on
VMware vSphere.

To deploy the Secure Workload Software Appliance in VMware vSphere, your setup must meet these requirements.

System requirements

This concept explains the system requirements for VMware vSphere in Secure Workload Software Appliance.

Hypervisor

VMware vSphere version 7.0 and 8.0.

Cisco Secure Workload | Updated October 31, 2025
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Download the Secure Workload Software Appliance installation OVA file for VMware vSphere from the Secure Workload

Downloads page.

Datacenter requirements

Verify the datacenter requirements before deploying the Secure Workload Software Appliance in a VMware vSphere

environment.

Software Appliance resour ce specifications

Table 3: Software Appliance resour ce specifications

Resource Specification Workloads <= 20,000

Total vCPU

Total Memory

Total Usable Storage

Network
Total number of Hosts
Hypervisor

SPECint_rate2017

For references, see Cisco Secure Workload Datasheet.

590

4996 Gib

78101 GB

3(10Gb)
Min 3, Preferred 6
VMware ESXi

Minimum 1,526

Workloads <= 40,000

814

6852Gib

118101GB

3(10Gb)
Min 3, Preferred 6
VMware ESXi

Minimum 2,092

Comments

all non-end-of-support (EOS)
x86-64 CPUs since calendar
year 2020

preferred DDR4 or higher
memory

35k+ 10Ps @4K Payload
(Read), 25k+ IOPs @4k
Payload (Write) and Thin
Provisioning), supports
iSCSI, FC storages and
internal storage

p
@ Note

.

Secure Workload supports all non-end-of-support (EOS) CPUs released from calendar year 2020 onward.

Setup the network

Setup the network for deploying Secure Workload Software Appliance.

Network specifications

All hosts in the cluster must be equipped with at least 10 Gigabit Ethernet (GbE) interfaces and have the following three

virtual networks available for Secure Workload operations.

Management network

The management network (virtual network) is designed specifically for management and administrative purposes. It
facilitates secure access for system administrators to perform routine management tasks and critical operations. This

Cisco Secure Workload | Updated October 31, 2025
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network provides a secure and isolated channel for infrastructure configuration, deployment, ongoing management, and
decommissioning activities.

Public network

Dedicated or shared public network for external cluster traffic that must be reachable from sensors and clients and have
access to the vCenter. This network is used for Secure Workload application access. You must specify a minimum subnet
of /28 for 20,000 scale factor and /27 for 40,000 scale factor. If the external network is dedicated with the full range
of IP addresses being available, then eight IP addresses are automatically consumed as shown in the following tables.

( )

@ Note

If the public network is shared, you must define specific available addresses.

& J

Table 4: Public Subnet (/27) and I P Mapping for 20,000 scale factor

IP Address Description

1st Gateway

2nd and 3rd Reserved

4th Web Ul Virtual IP

5th Sensor Management Virtual IP
6th Collector-1

7th Collector-2

8th Collector-3

9th Collector-4

10th Collector-5

11th Collector-6

12th Application Interface -1
13th Application Interface -2
14th Adhoc-Kafka

30th Orchestrator-publiclP

Table 5: Public Subnet (/27) and I P M apping for 40,000 scale factor

IP Address Description
1st Gateway

2nd and 3rd Reserved

4th Web Ul Virtual IP

Cisco Secure Workload | Updated October 31, 2025
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IP Address Description

5th Sensor Management Virtual IP
6th Collector-1

7th Collector-2

8th Collector-3

9th Collector-4

10th Collector-5

11th Collector-6

12th Collector-7

13th Collector-8

14th Application Interface -1
15th Application Interface -2
16th Adhoc-Kafka

30th Orchestrator-publiclP

Private network

Set up a dedicated private network for internal cluster communication. Make sure your network is not routable or shared.
You must use a subnet of /16 (255.255.0.0) for your dedicated network.

VMware vSphere configuration settings

Understand the VMware vSphere configuration settings for deploying the Secure Workload Software Appliance.

Each VMware vSphere deployment can have different requirements, constraints, and best practices depending on your
setup. The Secure Workload installer does not change any configuration in the vSphere deployment.

Recommendations for VMware vSphere configuration.

Enable the VMware vSphere Distributed Resource Scheduler (DRS), vSphere high availability (HA) for host failure, and
vMotion on the cluster where Secure Workload will be deployed. This will help provide availability and performance
for instances in the Secure Workload cluster.

Ensure datastores are highly available and durable so that they store data redundantly and resist hardware failure.

VMwar e vSphere Permissions

Permissions required for VMware vSphere, highlighting the actions users or services can perform and detailing essential
privileges for Secure Workload installation.

We recommend creating a dedicated user account for the Secure Workload installer and assigning only the minimum
required permissions needed for installation.

The following permissions are commonly assigned for Secure Workload installation:

Content library

Cisco Secure Workload | Updated October 31, 2025
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Datastore

Folder/create folder
Network\assign network
Resource and tasks

Virtual Machine

dvPort Group

vApp

vSphere Tagging (Labeling)

VMware vSphere Objects and Permissions
Table 6: Objects and Permissions

vSphere Objects Permissions
Content Library Add or delete library item
Datastore +  Allocate space

Browse datastore
Configure datastore

Low level file operations
Move datastore

Remove datastore

Remove file

Rename datastore

Update virtual machine files

Update virtual machine metadata

Folder - Create folder
Delete folder
Move folder

Rename folder

vSphere Tagging Assign or Unassign vSphere Tag on Object
Network - Assign network
Configure

Move network

Remove

Cisco Secure Workload | Updated October 31, 2025
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vSphere Objects Permissions

Resource «  Apply recommendation
Assign vApp to resource pool
Assign virtual machine to resource pool
Create resource pool
Migrate powered off virtual machine
Migrate powered on virtual machine
Modify resource pool
Move resource pool
Query vMotion
Remove resource pool

Rename resource pool

Scheduled task «  Create tasks
Modify task
Remove task

Run task

Profile-driven storage +  Profile-driven storage update

Profile-driven storage view

Tasks +  Create task
Update task
vApp Import

Cisco Secure Workload | Updated October 31, 2025
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vSphere Objects Permissions

Virtual machine

Cisco Secure Workload | Updated October 31, 2025
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vSphere Objects Permissions

Change Configuration
Acquire disk lease
Add existing disk
Add new disk
Add or remove device
Advanced configuration
Change CPU count
Change Memory
Change Settings
Change Swapfile placement
Change resource
Configure Host USB device
Configure Raw device
Configure managedBy
Display connection settings
Extend virtual disk
Modify device settings
Query Fault Tolerance compatibility
Query unowned files
Reload from path
Remove disk
Rename
Reset guest information
Set annotation
Toggle disk change tracking
Toggle fork parent

Upgrade virtual machine compatibility

Edit Inventory

Create from existing
Create new

Move

Register

Remove

Cisco Secure Workload | Updated October 31, 2025
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vSphere Objects Permissions

Unregister

Interaction
Answer question
Backup operation on virtual machine
Configure CD media
Configure floppy media
Connect devices
Console interaction
Create screenshot
Defragment all disks
Drag and drop
Guest operating system management by VIX API
Inject USB HID scan codes
Install VMware Tools
Pause or Unpause
Perform wipe or shrink operations
Power off
Power on
Record session on virtual machine
Replay session on virtual machine
Reset
Resume Fault Tolerance
Suspend
Suspend Fault Tolerance
Test failover
Test restart Secondary VM
Turn off Fault Tolerance

Turn on Fault Tolerance

Cisco Secure Workload | Updated October 31, 2025
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vSphere Objects Permissions
Provisioning
Allow disk access
Allow file access
Allow read-only disk access
Allow virtual machine download
Allow virtual machine files upload
Clone template
Clone virtual machine
Create template from virtual machine
Customize guest
Deploy template
Mark as template
Mark as virtual machine
Modify customization specification
Promote disks

Read customization specifications

I nfrastructure Management parameters

Learn about the key Infrastructure Manager parameters required for Secure Workload clusters in a VMware vSphere
environment.

The Secure Workload Infrastructure Management or Manager helps in provisioning and managing the virtual machines
that comprise your Secure Workload cluster within your VMware vSphere environment.

The table list and describe key parameters required for Secure Workload Infrastructure Manager operation in a VMware
vSphere environment.

Table 7: Configure Parameters

Field Description

CSW Cluster Name The Cluster Name refers to the folder you create in VMware
vSphere to organize your deployment. It must follow these
naming rules:

Use alphanumeric characters only (A-Z, a-z, 0-9)
Cannot begin with a number

Maximum length is 8 characters

Additionally, ensure that the password does not contain the
'@' character.

Cisco Secure Workload | Updated October 31, 2025



Field

vSphere Port
vSphere Host

vSphere User

vSphere Password
vSphere Datacenter

vSphere Cluster

vSphere VM Folder Name

vSphere Datastore Folder Name

vSphere Datastore

vSphere Disk Mode

vSphere Management Network

vSphere Private Network

vSphere Public Network

DNS Servers

Private IP Subnet

Max Scale

Setup parameters

| Deploy Secure Workload Software Appliance in VMware vSphere | 20

Description

The port used to connect to the vSphere host. This field is
optional and defaults to 443.

The IP address or hostname of the VMware vCenter server.

The username for the VMware vSphere account that has
the necessary roles to upload files and create virtual
machines.

The password for the VMware vSphere account.
The name of target VMware vSphere datacenter.

The cluster where Secure Workload virtual machines will
be placed.

The folder where Secure Workload virtual machines will be
placed. (nested folders not supported).

The datastore folder where disk images and state files are
stored.

The datastore for virtual machine storage allocation.

Determines how a virtual machine's virtual disk space (thick
or thin) is allocated and managed on the datastore.

The network dedicated to the administrative plane of
vSphere environment.

The internal network for communication among Secure
Workload virtual machines.

The network that clients, sensors, and other external
systems uses to communicate with the Secure Workload
cluster.

The IP addresses of the Domain Name System servers that
the Secure Workload cluster uses to resolve hostnames to
IP addresses for internal and external communication.

The IP address range designated for the internal, private
network communication among the virtual machines within
the Secure Workload cluster.

Select the scale factor from 20,000 or 40,000.

Parameters required for configuring site information during Infrastructure Manager deployment.

Cisco Secure Workload | Updated October 31, 2025
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Site Information

Site Information refers to the comprehensive collection of network, vSphere environment, and optional advanced
configuration parameters that the Cisco Secure Workload Infrastructure Manager requires to successfully deploy and
integrate the Secure Workload cluster.

Network tab
This section explains how Secure Workload automatically allocates external subnet IP addresses and selects the gateway.

The Network tab configures the Secure Workload cluster's external network. The external network defines the subnet
used for external communication. This subnet must be according to the scale factor.

If you do not configure external IP addresses manually in the Advanced tab, the system uses automatic assignment with
the following rules:

IP addresses are allocated automatically.
The first and last three IP addresses in the subnet are skipped.
Usable IP addresses start from the fourth IP address and go up to the 4th-to-last IP address.

The first usable IP address in the subnet is always used as the gateway.

Example:
If you specify the subnet 192.168.1.0/28:

192.168.1.1 will be used as the gateway.

IP addresses based on subnet will be assigned automatically.

Advanced tab
Configure external IP addresses for greater control over network allocations.

The Advanced tab allows you to manually configure external IP addresses for the deployment instead of relying on
automatic assignment. This is useful when using a shared subnet for the public network and you need precise control
over which IP addresses are allocated.

p
@ Note

The Advanced Tab is optional. If not configured, the system will automatically assign external IP addresses based
on the rules defined in the Network Tab.

Deploy the Infrastructure Management OVA

Learn how to deploy the Infrastructure Management OVA using the VMware vSphere web interface.

Use this procedure to deploy the Infrastructure Management Open Virtual Appliance (OVA), a single-file package based
on the Open Virtualization Format (OVF) template, using the VMware vSphere web interface.

Before you begin

Prepare for Deployment.

Cisco Secure Workload | Updated October 31, 2025
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« Download the Infrastructure Manager OVA.

Procedure

1. Log in to the VMware vSphere web interface.
2. Create a new folder with the intended site name of the cluster to organize your deployment.
3. Initiate the OVF Template deployment.

a. Right-click the target cluster where you want to deploy the OVA.

b. Select Deploy OVF Template.

< ;.
@ bgl-ta-vc.cisco.com AcTIONS

[(w)] B @ Summary  Monitor  Configure  Permissions  Datacenters  Hosts&Clusters  VMs  Datastores  Networks  Linked vCenter Server Systems  Extensions  Updates

~ B BoL- Issues and Alarms

Actions - sw-113

(% New Virtual Machine.
1SSUES (34)

< Deploy OVF Template.
£ New Folder
£ Rename. Details Capacity and Usage

Last updated at 1239 AM
Move To.

o
verson ‘
addpermisson AR

Tags & Custom Attributes ] Clusters:
o Hosts: Memory 8827 |
o Vet Macines T ——
Remove fom mventry Storage
)

Tags Custom Attributes vCenter Health

4. Perform these steps in the Deploy OVF Template wizard.

Select an OVF template

Deploy OVF Template
Select an OVF template from remote URL or local file system
1 Select an OVF template Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your
computer, such as a local hard drive, a network share, or a CD/DVD drive.
@ URL

BLocal file

CANCEL NEXT

a. Select an OVF template

Choose Local File and then Upload Files to browse and select the downloaded OVA file from your local system.
Click Next.

b. Select a name and folder

1. Enter the Infrastructure virtual machine name.

2. Select the Secure Workload deployment folder that carries the cluster site name. Click Next.

Cisco Secure Workload | Updated October 31, 2025
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c. Select a compute resource

Choose the host or cluster where the virtual machine will run. This determines the compute resources allocated
to the virtual machine. Click Next.

d. Review details

Review the details of the OVF template, including hardware requirements and any warnings or information and
click Next.

e. License agreements
Review the licensing agreement, and if you agree to the terms, click Accept and click Next.
f. Select storage

Choose the datastore that you want for the deployment. You can leave all other options at their default settings,
unless the environment requires other settings. Click Next.

g. Select networks

Choose the appropriate network mapping for each category and click Next.

Deploy OVF Template Select networks

Select a destination network for each source network.

TA-10G-NR;g03
TA-10G-NR-1103

TA-10G-102

Browse

IP Allocation Settings

8 Customize template

Configuration: Enter the routable network where the infrastructure manager can be reached during the
deployment phase of the cluster bring up. Use a network that is different from the public network.

Private: Enter the non-routed internal network that Secure Workload will use for internal communication.

Public: Enter the routable network where the GUI, collectors, and virtual IP addresses will be reachable.

h. Customize template
Enter the infrastructure manager reachability details for the configuration network and click Next.

IP Address: Enter the dotted quad notation of the IP address for the infrastructure manager.
Netmask: Enter the dotted quad notation of the netmask for the network.

Gateway: Enter the dotted quad notation gateway IP for the orchestrator on the configuration network.

i. Ready to complete
Confirm all of your configuration parameters and click Finish.

The Infrastructure Management OVF deployment begins. The deployment typically completes within a few minutes.

Cisco Secure Workload | Updated October 31, 2025
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p
@ Note

You may need to refresh the VMware vSphere session to access the virtual machine.

5. Power on the deployed Secure Workload Infrastructure Management virtual machine.

Right-click the virtual machine, select Power, and then choose Power On. The IP address configured in step
#4.h responds to ping requests within a few minutes.

6. Access the Secure Workload Infrastructure Management interface.

Open a browser and navigate to https://<infrastructure-manager-ipaddress/admin>. The
ipaddress is as defined in the step #4.h.

The Cisco Secure Workload Infrastructure Management Setup page appears.

What to do next

Deploy Cisco Secure Workload Cluster.

Provision the Infrastructure Manager

Learn how to provision the Infrastructure Manager and deploy a Cisco Secure Workload Cluster using the Infrastructure
Management interface.

Use this procedure to deploy the the Secure Workload cluster through the Infrastructure Management interface.

Before you begin
Deploy the Infrastructure Management OVA.

Download the tetration_os_ova_k9 RPM file.

Procedure

1. Ina browser enter the Infrastrcture Management IP address using the format
https://infrastructure-manager-ipaddress/admin.

The Cisco Secure Workload Infrastructure Management Setup page appears.

2. Configure Infrastructure Parameters. Define and set all necessary vSphere configuration parameters for the cluster
infrastructure, specifying where the cluster will be provisioned. For more information on each parameter, see
Configuration Parameters for the Infrastructure Maanger.

Cisco Secure Workload | Updated October 31, 2025
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CONFIGURE

CSW Cluster Name *

vSphere Port

vSphere Server *

vSphere User *

vSphere Password *

vSphere Datacenter *

vSphere Cluster *

vSphere VM Folder Name *

vSphere Datastore Folder Name *

vSphere Datastore *

vSphere Disk Mode *

vSphere Management Network *

vSphere Private Network *

vSphere Public Network *

DNS Servers *
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sw-1113

443

bgl-ta-vc.cisco.com

tetv1@vsphere local

sssssssssss

BGL-Tetration

CSW-Cluster-36-10G

sw-1113

sw-1113

n37c01nas015-lun1

Thin

VLAN26-10.126.12.228-254_27

TA-10G-NR-1113

VLAN12-10.126.3.36-62_27

172.21.106.115,172.21.106.116

Upload JSON Config m

3. Uploadthe tetration os ova k9 RPM

= Cisco Secure Workload Infrastructure Setup

Infrastructure Management

To provision the CSW cluster, perform the following steps:

1. Set the configuration parameters for cluster infrastructure.

2. Upload the tetration_os_ova_k9 RPM required for provisioning.

3. Select pre provision to perform a pre-provision check.

4. Click on provision to proceed with VM creation

5. Once the VMs are created, please proceed to Ul Setup from the side-bar navigation

Current Status:

Action: Upload rpm

Status: Success

Update: File tetration os ova k9-4.0.6.3.devel-1.noarch.rpm uploaded successfully to datastore.

> Instances

v Logs a

[T] 2025-09-29T15:00:05 @x75be9633746 vsphere_rpn_upload_handler.py:85 Uploading file to datastore under folder: rpm/tetration_os_ova_k9-4.1.2.133589. smirthi.test.mrpm.buila
[1] 2025-09-29T15:00:29 @x7f5bedbfe646 vsphere_utils.py:250 File uploaded to datastore: rpm/tetration_os_ova k9-4.1.2.133589.smirthi.test.mrpm.build-1.noarch. rpm
. [T] 2025-69-20T15:00:20 @x75be9633740 vsphere_rpm_upload_handler.py:125 Deleted temporary file /tmp/upload_1_vtvjri.rpm
f||e [T] 2025-09-20T15:45:49 @x75be0633740 vsphere_rpn_upload_handler.py:44 POST /upload_rpm

4. Perform Pre Provision validations.
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Select Pre Provision to run a validation check. This confirms that all the prerequisites are met before deployment.

5. Initiate Cluster Deployment.

Select Provision to begin cluster provisioning and deployment. This action creates the virtual machines for the
cluster.

( \
[5] Note
Destroy Cluster permanently deletes the cluster and all its associated resources, including virtual Machines,
storage, and network configurations.

. J

= Cisco Secure Workload Infrastructure Setup

Infrastructure Management

Infrastructure Management

Ul Setup
To provision the CSW dluster, perform the following steps:

1. Setthe configurati
2. Upload the tetrato

rameters for cluster infrastructure.
RPM required for provisioning.
k.

Ul Setup from the side-bar navigation

Current Status:

> Instances

v Logs 2]

[1] 2025-16-06708:47:31 ex7a3312cb740

on_os_ova_ks-4.1.2.134826.mesnakshibothrac.mrpn. build-*.rom

nrac.mrpn. build-1.ne

s 05_3.1.2.134025 . neenakshibothrac.mrpn. builde . ndk

[1] 2025-16-06708:53:45 ex7fo33dabsse
[1] 2025-16-06708:53:50 ex7fo3a12ch740

< LAV

-build.mdk

The cluster is deployed and virtual machines are created in the VMware vSphere.

What to do next

Install Secure Workload Software Appliance on the virtual machines.

Cluster provisioning status panels

This section explains cluster status panels, which display real-time progress, details, and logs related to Secure Workload
cluster provisioning.

During and after the cluster provisioning, you can monitor its progress and details in the status panels.

Current Status: Provides real-time feedback on the active provisioning action, its current state, and the specific
progress being made. For example, VMs created successfully.

Instances: Displays comprehensive details of all virtual machine instances provisioned as part of the Secure Workload
cluster.

Logs: Offers detailed operational logs that provide granular, step-by-step information and events related to the entire
provisioning process.
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Infrastructure Management Destroy Cluster

Ul Setup

Current Status:

Action: Provision

Status: Success

Update: WMs created successfully.

v Instances

Instance data not available yet.

v Logs a

[1] 2025-10-05T18:41:57 Ox7fd9b2de0740 network_utils.py:563 Running command: sudo systemctl start iptables a
[I] 2025-10-65T18:41:57 0x7£d9b2de6748 network_utils.py:565 iptables service started and IPv4 rules applied for current session.

[I] 2025-16-5T18:41:57 0x7Fd9b2de6748 network_utils.py:569 Running command: sudo systemctl start ipétables
[T] 2025-10-65T18:41:57 Ox7fd9b2ded74 network_utils.py:571 ipétables service started and IPv6 rules applied for current session.

[1] 2025-10-05T18:41:57 0x7fdob2de6740 network_utils.py:573 IPTables and IP6Tables persistence configured successfully.

[1] 2025-10-05T18:41:57 Bx7fd9b2de0740 network_utils.py:369 IPTables rules applied by lockdown_iptables are now persistent across reboots.
[I] 2025-16-5T18:41:57 Ox7£d9b2de6748 vsphere_deploy_handler.py:133 Vs created successfully.

[1] 2025-10-65T18:41:57 Bx7fd9b2ded74 vsphere_deploy_handler.py:135 Deployment successful, starting action poller.

[I] 2025-10-05T18:41:57 Ox7fd9b2de6748 action_poller.py:276 Starting poller with interval 36600 ms

[1] 2025-16-05T18:41:58 Ox7fdoae8ad64d vsphere_utils.py:256 File uploaded to datastore: state/inframgr_state.json

[I] 2025-10-65T18:41:50 Ox7fd9ae8ads® vsphere_utils.py:256 File uploaded to datastore: state/terraform.tfstate

NEE )

< >

I nstall SecureWorkload Software Appliance

This process guides you through deploying the Secure Workload software appliance on VMware vSphere using Infrastructure
Management.

Use this procedure to deploy the the Secure Workload software Appliance through the Infrastructure Management interface.

Before you begin
« Verify that Secure Workload cluster is deployed.
+  Download the below RPM package files.

+  tetration_os_rpminstall_k9

- tetration_os_adhoc_k9

- tetration_os_enforcement_k9

+ tetration_os_mother_rpm_k9

+ tetration_os_supplement_k9

Procedure
1. Ina browser enter the Infrastructure Management IP address using the format

https://infrastructure-manager-ipaddress/admin.

The Cisco Secure Workload Infrastructure Management Setup page appears.
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2. From the menu, choose Ul

= Gisco Secure Workload Setup  Diagnostics » Software Upgrade » Site Config » Site ig Check » Rur

Infrastructure Management Deploy sOnWal’e
Ul Setup
To deploy Secure Workload, perform these steps:
1. Download the RPMs from CCO.

2. Upload "tetration_os_rpminstall_k9" package and click Install
3. Upload the dependent RPMs and click Install.

Package Name Currently Installed Version Staged Version Status
tetration_os_rpminstall_k9 3.11.2.132048. atnsnm.mrpm. build )
tetration_os_adhoc_ke )
tetration_os_mother_rpm_k3 )
tetration_os_enforcement_k9 )
tetration_os_supplement_k9 M

Select RPM file

Browse... | No file selected.

Setup =)

3. Upload the five RPMs individually. Ensure each upload completes successfully before you proceed. Click Continue
after all the RPMs are uploaded and installed.

Cisco Secure Workload Setup  Diagnostics » Software Upgrade » Site Config » Site Config Check » Run
Site Config

Complete this form to create or update the site config

Site Name*
A unique name for this cluster. The name should be brief and contain only letters, numbers, underscore ( )
Advanced and dash (). The name must not be tetration.
N SSH Public Key*
Service
Security
This SSH key can be used to access the cluster.
ul

Back | Upload

4. Configuretheclustersite.
a) Enter the Site Name and SSH Public Key and click Continue.
b) Add the Email/Username & SMTP details and click Continue.
c) Refer to the Site Information for each of the fields in the the Advanced, Network, Service, Security, and Ul tabs
and fill in the required cluster information. Click Continue.

5. In Pre Deploy Config, the system runs a validation check. Click

= Gisco Secure Workload Setup  Diagnostics » Software Upgrads » Site Config » Site Config Check » Ru m

Pre Deploy Config

 RPMversion Checks  + Cluster Health Check Secrets Sync Check  « Switch Config ¢ SiteLinter  * NTPPre-Sync ¥ Site Checker

Cluster is not deployed yet. Skipping version checks.

View Log

Continue.

The Secure Workload software appliance is installed on the virtual machines that were created on VMware vSphere.
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Infrastructure Management
tetration_os_mother_rpm_ks tetati

forcement k9 tetration_os_supplement_k9

4025 s 4026, hib. 213402 kshiv
Ul Setup 41213 41243 41213

Instance View

Instance Type Instance Index Private IP Public IP Uptime status Deploy Progress
orchestrator 1 172.16.1.1 Deployed
orchestrator 2 172.16.1.2 Deployed

orchestrator 3 172.16.1.3

s
H
3

Deployed

p
@ Note

It takes a few hours to deploy the Secure Workload software appliance on all the virtual machines.

Cluster licenses

This section explains cluster licenses and and the restrictions associated with them.

Clusters on this platform are restricted to a 30-day trial license when deployed. After 30 days, the cluster will stop
processing new data, but the user interface and data collected and processed when the cluster was active will still be
accessible. To avoid service disruption, you must apply valid licensing before the evaluation period expires. For more
information, see the online help/user guide in the Cisco Secure Workload web portal.
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3 Troubleshooting Software Appliance

Topics: Learn common software appliance deployment issues and recommended

. resolutions to help you troubleshoot and resolve deployment problems.
*  Troubleshoot deployment issues



Troubleshoot deployment issues
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Troubleshoot common software appliance deployment issues using recommended resolutions.

Table 8: Troubleshooting

Error or Issue

Deployment log access issues

A file or folder was not found

Failure in Pre Provision stage

Failure during Deploy

Failure at RPM Upload stage

Infrastructure Management
operations fail

Missing Infrastructure
Management logs

Ul state fails to update

Cluster reboot not working

Shutdown/Reboot cycle failure

Cluster upgrade not supported

Cluster reboot

Scenario

Unable to download deployment logs
fromthe https://

infrastnctureeneger-ipeddress/adnin

Any invalid configuration of Virtual
Local Area Network (VLAN) names:
vSphere Management Network,
vSphere Private Network, or vSphere
Public Network.

Invalid vSphere Datastore
configuration.

Invalid vSphere DS name or vSphere
Cluster name.

Invalid vSphere DataCenter
configuration.

Infrastructure Management
redeployed after the cluster is already
deployed.

Snapshot logs collected from the Ul
do not include Infrastructure
Management logs.

The Ul shows a delay in updating the
orchestrator state after recommission
is triggered.

A reboot triggered from the Ul does
not initiate a cluster reboot.

Virtual machiness shut down via Ul ->
Platform, but subsequent reboot from
Ul -> Platform does not work.

Attempting to upgrade the cluster to
the same or a different version.

When you Reboot a software
appliance cluster, the system restarts
all virtual machines associated with
that cluster.

Resolution
Navigate and download logs fromhttps://
Infrestmoh re e eger-iestiess/nrydeails/onlcdlos

Update the VLAN name in the configuration
and resume deployment.

Update the datastore configuration and resume
the process.

Verify and reconfigure with appropriate values
and proceed with deployment.

Fix the configuration and restart the
deployment.

Restart the cluster deployment.

From the Infrastructure Management UI, select
the download arrow to collect logs.

Allow a few moments for the orchestrator state
to update.

Destroy and provision the cluster using the
Infrastructure Management Ul.

After shutdown, re-provision the cluster from
the Infra Manager UL.

Perform a complete re-deployment of the
cluster from the start. |

During this restart cycle, the cluster remains
temporarily unavailable until all virtual machines
are fully operational.
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Error or Issue Scenario Resolution

Deployment Failed If the cluster deployment fails after ~ Navigate to
the Site Check stage, the system https://<inframgr-ip>/runanduse
may unexpectedly redirect you back the available controls to resume or reset the
to the RPM Upload step in the deployment process.
Setup Ul page. In this state, you will
not see options to resume or reset the
deployment on that screen.
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4 Migrate Hardware Appliances

Topics: Learn how to migrate from Secure Workload hardware to software appliances.

»  Configuration migration from
Hardware Appliance



Configuration migration from Har dware Appliance

Hardware appliances migration enables Secure Workload deployments to transfer configuration from hardware appliances
to software appliances, ensuring compatibility during the migration process.

Existing Secure Workload deployments running on the 8RU or equivalent hardware appliance can migrate to the software
appliance platform. This migration is configuration-only and requires the 8RU appliance to be upgraded to Release 4.0
first. After upgrading the 8RU cluster to 4.0, customers must use Data Backup and Restore mechanism to export the
configuration and import it into the software appliance cluster, which must also run Release 4.0. For more information,
see Data Backup and Restore.


https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/user-guide/3_10/cisco-secure-workload-user-guide-on-prem-v310/cluster-maintenance.html#concept_801296

5 Commission and decommission Virtual machines

Topics: This section lists best practices to follow when commissioning or decommissioning

. virtual machines.
Best practices



Best practices

Manage virtual machine commissioning and decommissioning using best practices.

Commissioning and decommissioning are processes used to add or remove virtual machines in Secure Workload. Follow
these recommendations to ensure the safe and effective use of the commission and decommission features when managing
virtual machines.

Use the commission or decommission feature only with Cisco TAC guidance. Incorrect usage may result in irrecoverable
damage.

Do not decommission two virtual machines at the same time unless explicitly approved by TAC.
Avoid recommissioning more than three virtual machines at once.

Never decommission more than one of the following types of virtual machines concurrently:

Orchestrator

Datanode

Namenode (including namenode or secondaryNamenode)
ResourceManager

Happobat

Mongodb (including mongodb or mongoArbiter)

Appservers
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