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1 Introduction

Explore the features and deployment options for Cisco Secure Workload when
deployed as a software appliance.

Topics:

• Benefits
Cisco Secure Workload is now available as a software appliance, allowing
deployment in customer-managed datacenters. The software appliance delivers• Comparison of Hardware and

Software Appliance models the same features as the hardware appliance, so you gain more flexibility and
• Guidelines for migrating to Software

Appliance
scalability. You can use SecureWorkload in private or public cloud environments,
which makes it easier to adopt the solution. The platform is designed to deliver
consistent performance and security by leveraging enterprise-grade storage and
standardized networking policies.



Benefits

Discover the flexibility and scalability of Secure Workload Software Appliances.

• Infrastructure Independence: Decouples the software stack from specific hardware requirements. This allows
deployment on customer-provided servers, private and public clouds.

• Leverages ExistingCustomer Infrastructure & Expertise: Customers can utilize their existing data centers,
servers, enterprise-grade storage systems, standardized networking, and internal expertise in maintaining such
environments.

• Accelerated Deployment: Streamlines the Proof of Value (PoV) process by removing hardware shipping and
installation delays. Customers can transition PoV clusters directly into production environments, significantly reducing
time-to-value.

• Resource Optimization: Eliminates the overhead of idle resources found in fixed hardware form factors. The
software appliance model allows for precise allocation of CPU, memory, and storage, improving overall data center
efficiency

• Simplified Lifecycle Management: Facilitates continuous software and security updates without requiring
cluster rebuilds.

Comparison of Hardware and Software Appliance models

Learn the characteristics and differences between Cisco Secure Workload software and hardware appliances.

While both the hardware and software versions of Cisco Secure Workload provide the same core security capabilities,
they differ significantly in how they are hosted and managed. The table below outlines the key technical distinctions
between these two deployment models.
Table 1: Hardware versus Software Appliance

Software ApplianceHardware ApplianceFeature

Employs virtualized OVA packagesUses fixed physical 8RU or 39RU unitsForm Factor

Operates on customer-managed virtual
environments

Requires dedicated Cisco UCS serversInfrastructure

Enables on-demand horizontal scalingLimits capacity to the physical chassisScalability

Automates provisioning through an
Infrastructure Manager

Necessitates manual physical
maintenance

Management

Customersmanage underlying compute
and storage

Cisco maintains the entire stackResponsibility

Utilizes shared enterprise datastores
like vSAN or iSCSI

Relies on internal SAS or SSD drivesStorage

Decouples the application from
hardware lifecycles

Follows UCS refresh cyclesLifecycle

Allows for rapid virtual machine
provisioning

Requires physical racking and cablingDeployment
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Guidelines for migrating to Software Appliance

Follow these best practices when migrating to the Secure Workload Software Appliance.

• Upgrade the existing hardware appliance to Secure Workload Release 4.0 before starting the migration process.

• Ensure that the software appliance cluster is also running Secure Workload Release 4.0 to guarantee compatibility
during data transfer.

• Use the Data Backup and Restore mechanism to migrate your configurations.

• Monitor migration progress through the Infrastructure Management status panels, and frequently review operational
logs to identify and resolve any issues during virtual machine provisioning.
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2 Deploy Secure Workload Software Appliance in VMware vSphere

Learn how to deploy the SecureWorkload Software Appliance in VMware vSphere.Topics:

You can deploy the Secure Workload Software Appliance using the vSphere
Client or the vSphere Web Client. The Secure Workload Software Appliance for

• End-to-End workflow
• Prepare for deployment VMware is distributed using the Open Virtualization Format (OVF), which is a

standard method of packaging and deploying virtual machines.• VMware vSphere configuration
settings

• Infrastructure Management
parameters

• Setup parameters
• Deploy the Infrastructure

Management OVA
• Provision the InfrastructureManager
• Cluster provisioning status panels
• Install Secure Workload Software

Appliance
• Cluster licenses



End-to-End workflow

This section outlines the end-to-end workflow for deploying the SecureWorkload Software Appliance in VMware vSphere.

The workflow illustrates a high-level visual summary of each key step in the deployment process.

Table 2: Deployment Steps

DescriptionWorkflow Steps

Prepare the datacenter, configure storage, and networks.Prepare for Deployment

Download the Infrastructure Management Open Virtual
Appliance (OVA) package available from Cisco.com and
deploy the OVA using the VMware vSphere web interface.

Deploy the Infrastructure Management in VMware vSphere

Deploy the Secure Workload cluster through the
Infrastructure Management interface.

Deploy the Secure Workload Cluster

Deploy the Secure Workload software Appliance through
the Infrastructure Management interface.

Install Secure Workload Software Appliance

Prepare for deployment

Prepare the hardware, software, and network requirements for deploying the Secure Workload Software Appliance on
VMware vSphere.

To deploy the Secure Workload Software Appliance in VMware vSphere, your setup must meet these requirements.

System requirements

This concept explains the system requirements for VMware vSphere in Secure Workload Software Appliance.

Hypervisor

• VMware vSphere version 7.0 and 8.0.
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• Download the SecureWorkload Software Appliance installation OVA file for VMware vSphere from the SecureWorkload
Downloads page.

Datacenter requirements

Verify the datacenter requirements before deploying the Secure Workload Software Appliance in a VMware vSphere
environment.

Software Appliance resource specifications
Table 3: Software Appliance resource specifications

CommentsWorkloads <= 40,000Workloads <= 20,000ResourceSpecification

all non–end-of-support (EOS)
x86-64CPUs since calendar
year 2020

814590Total vCPU

preferred DDR4 or higher
memory

6852Gib4996 GibTotal Memory

35k+ IOPs @4K Payload
(Read), 25k+ IOPs @4k
Payload (Write) and Thin
Provisioning), supports
iSCSI, FC storages and
internal storage

118101GB78101 GBTotal Usable Storage

3 (10Gb)3 (10Gb)Network

Min 3, Preferred 6Min 3, Preferred 6Total number of Hosts

VMware ESXiVMware ESXiHypervisor

Minimum 2,092Minimum 1,526SPECint_rate2017

For references, see Cisco Secure Workload Datasheet.

Note

Secure Workload supports all non–end-of-support (EOS) CPUs released from calendar year 2020 onward.

Setup the network

Setup the network for deploying Secure Workload Software Appliance.

Network specifications

All hosts in the cluster must be equipped with at least 10 Gigabit Ethernet (GbE) interfaces and have the following three
virtual networks available for Secure Workload operations.
Management network
The management network (virtual network) is designed specifically for management and administrative purposes. It
facilitates secure access for system administrators to perform routine management tasks and critical operations. This
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network provides a secure and isolated channel for infrastructure configuration, deployment, ongoing management, and
decommissioning activities.
Public network
Dedicated or shared public network for external cluster traffic that must be reachable from sensors and clients and have
access to the vCenter. This network is used for Secure Workload application access. You must specify a minimum subnet
of /28 for 20,000 scale factor and /27 for 40,000 scale factor. If the external network is dedicated with the full range
of IP addresses being available, then eight IP addresses are automatically consumed as shown in the following tables.

Note

If the public network is shared, you must define specific available addresses.

Table 4: Public Subnet (/27) and IP Mapping for 20,000 scale factor

DescriptionIP Address

Gateway1st

Reserved2nd and 3rd

Web UI Virtual IP4th

Sensor Management Virtual IP5th

Collector-16th

Collector-27th

Collector-38th

Collector-49th

Collector-510th

Collector-611th

Application Interface -112th

Application Interface -213th

Adhoc-Kafka14th

Orchestrator-publicIP30th

Table 5: Public Subnet (/27) and IP Mapping for 40,000 scale factor

DescriptionIP Address

Gateway1st

Reserved2nd and 3rd

Web UI Virtual IP4th
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DescriptionIP Address

Sensor Management Virtual IP5th

Collector-16th

Collector-27th

Collector-38th

Collector-49th

Collector-510th

Collector-611th

Collector-712th

Collector-813th

Application Interface -114th

Application Interface -215th

Adhoc-Kafka16th

Orchestrator-publicIP30th

Private network
Set up a dedicated private network for internal cluster communication. Make sure your network is not routable or shared.
You must use a subnet of /16 (255.255.0.0) for your dedicated network.

VMware vSphere configuration settings

Understand the VMware vSphere configuration settings for deploying the Secure Workload Software Appliance.

Each VMware vSphere deployment can have different requirements, constraints, and best practices depending on your
setup. The Secure Workload installer does not change any configuration in the vSphere deployment.
Recommendations for VMware vSphere configuration.
• Enable the VMware vSphere Distributed Resource Scheduler (DRS), vSphere high availability (HA) for host failure, and

vMotion on the cluster where Secure Workload will be deployed. This will help provide availability and performance
for instances in the Secure Workload cluster.

• Ensure datastores are highly available and durable so that they store data redundantly and resist hardware failure.

VMware vSphere Permissions

Permissions required for VMware vSphere, highlighting the actions users or services can perform and detailing essential
privileges for Secure Workload installation.

We recommend creating a dedicated user account for the Secure Workload installer and assigning only the minimum
required permissions needed for installation.
The following permissions are commonly assigned for Secure Workload installation:
• Content library
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• Datastore

• Folder/create folder

• Network\assign network

• Resource and tasks

• Virtual Machine

• dvPort Group

• vApp

• vSphere Tagging (Labeling)

VMware vSphere Objects and Permissions
Table 6: Objects and Permissions

PermissionsvSphere Objects

Add or delete library itemContent Library

• Allocate space

• Browse datastore

• Configure datastore

• Low level file operations

• Move datastore

• Remove datastore

• Remove file

• Rename datastore

• Update virtual machine files

• Update virtual machine metadata

Datastore

• Create folder

• Delete folder

• Move folder

• Rename folder

Folder

Assign or Unassign vSphere Tag on ObjectvSphere Tagging

• Assign network

• Configure

• Move network

• Remove

Network
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PermissionsvSphere Objects

• Apply recommendation

• Assign vApp to resource pool

• Assign virtual machine to resource pool

• Create resource pool

• Migrate powered off virtual machine

• Migrate powered on virtual machine

• Modify resource pool

• Move resource pool

• Query vMotion

• Remove resource pool

• Rename resource pool

Resource

• Create tasks

• Modify task

• Remove task

• Run task

Scheduled task

• Profile-driven storage update

• Profile-driven storage view

Profile-driven storage

• Create task

• Update task

Tasks

ImportvApp
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PermissionsvSphere Objects

Virtual machine
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PermissionsvSphere Objects

• Change Configuration
• Acquire disk lease

• Add existing disk

• Add new disk

• Add or remove device

• Advanced configuration

• Change CPU count

• Change Memory

• Change Settings

• Change Swapfile placement

• Change resource

• Configure Host USB device

• Configure Raw device

• Configure managedBy

• Display connection settings

• Extend virtual disk

• Modify device settings

• Query Fault Tolerance compatibility

• Query unowned files

• Reload from path

• Remove disk

• Rename

• Reset guest information

• Set annotation

• Toggle disk change tracking

• Toggle fork parent

• Upgrade virtual machine compatibility

• Edit Inventory
• Create from existing

• Create new

• Move

• Register

• Remove
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PermissionsvSphere Objects

Unregister•

• Interaction
• Answer question

• Backup operation on virtual machine

• Configure CD media

• Configure floppy media

• Connect devices

• Console interaction

• Create screenshot

• Defragment all disks

• Drag and drop

• Guest operating system management by VIX API

• Inject USB HID scan codes

• Install VMware Tools

• Pause or Unpause

• Perform wipe or shrink operations

• Power off

• Power on

• Record session on virtual machine

• Replay session on virtual machine

• Reset

• Resume Fault Tolerance

• Suspend

• Suspend Fault Tolerance

• Test failover

• Test restart Secondary VM

• Turn off Fault Tolerance

• Turn on Fault Tolerance
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PermissionsvSphere Objects

• Provisioning
• Allow disk access

• Allow file access

• Allow read-only disk access

• Allow virtual machine download

• Allow virtual machine files upload

• Clone template

• Clone virtual machine

• Create template from virtual machine

• Customize guest

• Deploy template

• Mark as template

• Mark as virtual machine

• Modify customization specification

• Promote disks

• Read customization specifications

Infrastructure Management parameters

Learn about the key Infrastructure Manager parameters required for Secure Workload clusters in a VMware vSphere
environment.

The Secure Workload Infrastructure Management or Manager helps in provisioning and managing the virtual machines
that comprise your Secure Workload cluster within your VMware vSphere environment.
The table list and describe key parameters required for Secure Workload Infrastructure Manager operation in a VMware
vSphere environment.
Table 7: Configure Parameters

DescriptionField

The Cluster Name refers to the folder you create in VMware
vSphere to organize your deployment. It must follow these
naming rules:
• Use alphanumeric characters only (A–Z, a–z, 0–9)

• Cannot begin with a number

• Maximum length is 8 characters

Additionally, ensure that the password does not contain the
'@' character.

CSW Cluster Name
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DescriptionField

The port used to connect to the vSphere host. This field is
optional and defaults to 443.

vSphere Port

The IP address or hostname of the VMware vCenter server.vSphere Host

The username for the VMware vSphere account that has
the necessary roles to upload files and create virtual
machines.

vSphere User

The password for the VMware vSphere account.vSphere Password

The name of target VMware vSphere datacenter.vSphere Datacenter

The cluster where Secure Workload virtual machines will
be placed.

vSphere Cluster

The folder where Secure Workload virtual machines will be
placed. (nested folders not supported).

vSphere VM Folder Name

The datastore folder where disk images and state files are
stored.

vSphere Datastore Folder Name

The datastore for virtual machine storage allocation.vSphere Datastore

Determines how a virtual machine's virtual disk space (thick
or thin) is allocated and managed on the datastore.

vSphere Disk Mode

The network dedicated to the administrative plane of
vSphere environment.

vSphere Management Network

The internal network for communication among Secure
Workload virtual machines.

vSphere Private Network

The network that clients, sensors, and other external
systems uses to communicate with the Secure Workload
cluster.

vSphere Public Network

The IP addresses of the Domain Name System servers that
the Secure Workload cluster uses to resolve hostnames to
IP addresses for internal and external communication.

DNS Servers

The IP address range designated for the internal, private
network communication among the virtual machines within
the Secure Workload cluster.

Private IP Subnet

Select the scale factor from 20,000 or 40,000.Max Scale

Setup parameters

Parameters required for configuring site information during Infrastructure Manager deployment.
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Site Information

Site Information refers to the comprehensive collection of network, vSphere environment, and optional advanced
configuration parameters that the Cisco Secure Workload Infrastructure Manager requires to successfully deploy and
integrate the Secure Workload cluster.

Network tab

This section explains how SecureWorkload automatically allocates external subnet IP addresses and selects the gateway.

The Network tab configures the Secure Workload cluster's external network. The external network defines the subnet
used for external communication. This subnet must be according to the scale factor.
If you do not configure external IP addresses manually in the Advanced tab, the system uses automatic assignment with
the following rules:
• IP addresses are allocated automatically.

• The first and last three IP addresses in the subnet are skipped.

• Usable IP addresses start from the fourth IP address and go up to the 4th-to-last IP address.

• The first usable IP address in the subnet is always used as the gateway.

Example:
If you specify the subnet 192.168.1.0/28:

• 192.168.1.1 will be used as the gateway.

• IP addresses based on subnet will be assigned automatically.

Advanced tab

Configure external IP addresses for greater control over network allocations.

The Advanced tab allows you to manually configure external IP addresses for the deployment instead of relying on
automatic assignment. This is useful when using a shared subnet for the public network and you need precise control
over which IP addresses are allocated.

Note

The Advanced Tab is optional. If not configured, the system will automatically assign external IP addresses based
on the rules defined in the Network Tab.

Deploy the Infrastructure Management OVA

Learn how to deploy the Infrastructure Management OVA using the VMware vSphere web interface.

Use this procedure to deploy the Infrastructure Management Open Virtual Appliance (OVA), a single-file package based
on the Open Virtualization Format (OVF) template, using the VMware vSphere web interface.

Before you begin

• Prepare for Deployment.
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• Download the Infrastructure Manager OVA.

Procedure

1. Log in to the VMware vSphere web interface.
2. Create a new folder with the intended site name of the cluster to organize your deployment.
3. Initiate the OVF Template deployment.

a. Right-click the target cluster where you want to deploy the OVA.

b. Select Deploy OVF Template.

4. Perform these steps in the Deploy OVF Template wizard.

a. Select an OVF template
ChooseLocal File and thenUpload Files to browse and select the downloaded OVA file from your local system.
Click Next.

b. Select a name and folder
1. Enter the Infrastructure virtual machine name.

2. Select the Secure Workload deployment folder that carries the cluster site name. Click Next.
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c. Select a compute resource
Choose the host or cluster where the virtual machine will run. This determines the compute resources allocated
to the virtual machine. Click Next.

d. Review details
Review the details of the OVF template, including hardware requirements and any warnings or information and
click Next.

e. License agreements
Review the licensing agreement, and if you agree to the terms, click Accept and click Next.

f. Select storage
Choose the datastore that you want for the deployment. You can leave all other options at their default settings,
unless the environment requires other settings. Click Next.

g. Select networks
Choose the appropriate network mapping for each category and click Next.

• Configuration: Enter the routable network where the infrastructure manager can be reached during the
deployment phase of the cluster bring up. Use a network that is different from the public network.

• Private: Enter the non-routed internal network that Secure Workload will use for internal communication.

• Public: Enter the routable network where the GUI, collectors, and virtual IP addresses will be reachable.

h. Customize template
Enter the infrastructure manager reachability details for the configuration network and click Next.
• IP Address: Enter the dotted quad notation of the IP address for the infrastructure manager.

• Netmask: Enter the dotted quad notation of the netmask for the network.

• Gateway: Enter the dotted quad notation gateway IP for the orchestrator on the configuration network.

i. Ready to complete
Confirm all of your configuration parameters and click Finish.
The Infrastructure Management OVF deployment begins. The deployment typically completes within a fewminutes.
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Note

You may need to refresh the VMware vSphere session to access the virtual machine.

5. Power on the deployed Secure Workload Infrastructure Management virtual machine.
• Right-click the virtual machine, select Power, and then choose Power On. The IP address configured in step

#4.h responds to ping requests within a few minutes.

6. Access the Secure Workload Infrastructure Management interface.
• Open a browser and navigate to https://<infrastructure-manager-ipaddress/admin>. The

ipaddress is as defined in the step #4.h.

The Cisco Secure Workload Infrastructure Management Setup page appears.

What to do next

Deploy Cisco Secure Workload Cluster.

Provision the Infrastructure Manager

Learn how to provision the Infrastructure Manager and deploy a Cisco Secure Workload Cluster using the Infrastructure
Management interface.

Use this procedure to deploy the the Secure Workload cluster through the Infrastructure Management interface.

Before you begin

• Deploy the Infrastructure Management OVA.

• Download the tetration_os_ova_k9 RPM file.

Procedure

1. In a browser enter the Infrastrcture Management IP address using the format
https://infrastructure-manager-ipaddress/admin.

The Cisco Secure Workload Infrastructure Management Setup page appears.

2. Configure Infrastructure Parameters. Define and set all necessary vSphere configuration parameters for the cluster
infrastructure, specifying where the cluster will be provisioned. For more information on each parameter, see
Configuration Parameters for the Infrastructure Maanger.
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3. Upload the tetration_os_ova_k9 RPM

file.
4. Perform Pre Provision validations.
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Select Pre Provision to run a validation check. This confirms that all the prerequisites are met before deployment.

5. Initiate Cluster Deployment.
Select Provision to begin cluster provisioning and deployment. This action creates the virtual machines for the
cluster.

Note

Destroy Cluster permanently deletes the cluster and all its associated resources, including virtual Machines,
storage, and network configurations.

The cluster is deployed and virtual machines are created in the VMware vSphere.

What to do next

Install Secure Workload Software Appliance on the virtual machines.

Cluster provisioning status panels

This section explains cluster status panels, which display real-time progress, details, and logs related to SecureWorkload
cluster provisioning.

During and after the cluster provisioning, you can monitor its progress and details in the status panels.
• Current Status: Provides real-time feedback on the active provisioning action, its current state, and the specific

progress being made. For example, VMs created successfully.

• Instances:Displays comprehensive details of all virtual machine instances provisioned as part of the SecureWorkload
cluster.

• Logs:Offers detailed operational logs that provide granular, step-by-step information and events related to the entire
provisioning process.
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Install Secure Workload Software Appliance

This process guides you through deploying the SecureWorkload software appliance on VMware vSphere using Infrastructure
Management.

Use this procedure to deploy the the SecureWorkload software Appliance through the InfrastructureManagement interface.

Before you begin

• Verify that Secure Workload cluster is deployed.

• Download the below RPM package files.
• tetration_os_rpminstall_k9

• tetration_os_adhoc_k9

• tetration_os_enforcement_k9

• tetration_os_mother_rpm_k9

• tetration_os_supplement_k9

Procedure

1. In a browser enter the Infrastructure Management IP address using the format
https://infrastructure-manager-ipaddress/admin.

The Cisco Secure Workload Infrastructure Management Setup page appears.
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2. From the menu, choose UI

Setup.
3. Upload the five RPMs individually. Ensure each upload completes successfully before you proceed. Click Continue

after all the RPMs are uploaded and installed.

4. Configuretheclustersite.
a) Enter the Site Name and SSH Public Key and click Continue.
b) Add the Email/Username & SMTP details and click Continue.
c) Refer to the Site Information for each of the fields in the the Advanced, Network, Service, Security, and UI tabs

and fill in the required cluster information. Click Continue.
5. In Pre Deploy Config, the system runs a validation check. Click

Continue.

The Secure Workload software appliance is installed on the virtual machines that were created on VMware vSphere.
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Note

It takes a few hours to deploy the Secure Workload software appliance on all the virtual machines.

Cluster licenses

This section explains cluster licenses and and the restrictions associated with them.

Clusters on this platform are restricted to a 30-day trial license when deployed. After 30 days, the cluster will stop
processing new data, but the user interface and data collected and processed when the cluster was active will still be
accessible. To avoid service disruption, you must apply valid licensing before the evaluation period expires. For more
information, see the online help/user guide in the Cisco Secure Workload web portal.
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3 Troubleshooting Software Appliance

Learn common software appliance deployment issues and recommended
resolutions to help you troubleshoot and resolve deployment problems.

Topics:

• Troubleshoot deployment issues



Troubleshoot deployment issues

Troubleshoot common software appliance deployment issues using recommended resolutions.

Table 8: Troubleshooting

ResolutionScenarioError or Issue

Navigate and download logs from https://
infrastructure-manager-ipaddress/run/details/downloadlogs.

Unable to download deployment logs
from the https://
infrastructure-manager-ipaddress/admin.

Deployment log access issues

Update the VLAN name in the configuration
and resume deployment.

Any invalid configuration of Virtual
Local Area Network (VLAN) names:
vSphere Management Network,
vSphere Private Network, or vSphere
Public Network.

A file or folder was not found

Update the datastore configuration and resume
the process.

Invalid vSphere Datastore
configuration.

Failure in Pre Provision stage

Verify and reconfigure with appropriate values
and proceed with deployment.

Invalid vSphere DS name or vSphere
Cluster name.

Failure during Deploy

Fix the configuration and restart the
deployment.

Invalid vSphere DataCenter
configuration.

Failure at RPM Upload stage

Restart the cluster deployment.Infrastructure Management
redeployed after the cluster is already
deployed.

Infrastructure Management
operations fail

From the Infrastructure Management UI, select
the download arrow to collect logs.

Snapshot logs collected from the UI
do not include Infrastructure
Management logs.

Missing Infrastructure
Management logs

Allow a fewmoments for the orchestrator state
to update.

The UI shows a delay in updating the
orchestrator state after recommission
is triggered.

UI state fails to update

Destroy and provision the cluster using the
Infrastructure Management UI.

A reboot triggered from the UI does
not initiate a cluster reboot.

Cluster reboot not working

After shutdown, re-provision the cluster from
the Infra Manager UI.

Virtual machiness shut down via UI ->
Platform, but subsequent reboot from
UI -> Platform does not work.

Shutdown/Reboot cycle failure

Perform a complete re-deployment of the
cluster from the start.|

Attempting to upgrade the cluster to
the same or a different version.

Cluster upgrade not supported

During this restart cycle, the cluster remains
temporarily unavailable until all virtual machines
are fully operational.

When you Reboot a software
appliance cluster, the system restarts
all virtual machines associated with
that cluster.

Cluster reboot
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ResolutionScenarioError or Issue

Navigate to
https://<inframgr-ip>/run and use
the available controls to resume or reset the
deployment process.

If the cluster deployment fails after
the Site Check stage, the system
may unexpectedly redirect you back
to the RPM Upload step in the
Setup UI page. In this state, you will
not see options to resume or reset the
deployment on that screen.

Deployment Failed
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4 Migrate Hardware Appliances

Learn how to migrate from Secure Workload hardware to software appliances.Topics:

• Configuration migration from
Hardware Appliance



Configuration migration from Hardware Appliance

Hardware appliances migration enables SecureWorkload deployments to transfer configuration from hardware appliances
to software appliances, ensuring compatibility during the migration process.

Existing Secure Workload deployments running on the 8RU or equivalent hardware appliance can migrate to the software
appliance platform. This migration is configuration-only and requires the 8RU appliance to be upgraded to Release 4.0
first. After upgrading the 8RU cluster to 4.0, customers must use Data Backup and Restore mechanism to export the
configuration and import it into the software appliance cluster, which must also run Release 4.0. For more information,
see Data Backup and Restore.

https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/user-guide/3_10/cisco-secure-workload-user-guide-on-prem-v310/cluster-maintenance.html#concept_801296


5 Commission and decommission Virtual machines

This section lists best practices to followwhen commissioning or decommissioning
virtual machines.

Topics:

• Best practices



Best practices

Manage virtual machine commissioning and decommissioning using best practices.

Commissioning and decommissioning are processes used to add or remove virtual machines in Secure Workload. Follow
these recommendations to ensure the safe and effective use of the commission and decommission features whenmanaging
virtual machines.
• Use the commission or decommission feature only with Cisco TAC guidance. Incorrect usagemay result in irrecoverable

damage.

• Do not decommission two virtual machines at the same time unless explicitly approved by TAC.

• Avoid recommissioning more than three virtual machines at once.

• Never decommission more than one of the following types of virtual machines concurrently:
• Orchestrator

• Datanode

• Namenode (including namenode or secondaryNamenode)

• ResourceManager

• Happobat

• Mongodb (including mongodb or mongoArbiter)

• Appservers
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