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Introduction to Cisco Secure Workload, Release 3.9.1.10
This document describes the features, bug fixes, and behavior changes, if any, in Cisco Secure Workload
Release 3.9.1.10. This patch is associated with Cisco Secure Workload Release 3.9.1.1, the details of which
are available here. As a best practice, we recommend that you patch a cluster to the latest available patch
version before performing a major version upgrade.

For more information, see the Cisco Secure Workload Upgrade Guide.

Release Information

Version: 3.9.1.10

Date: February 13, 2024

Enhancements in Cisco Secure Workload, Release 3.9.1.10
• Improvements in client detection for dropped TCP flows reported by Cisco Secure Firewall.

• Improvements in client detection for flows reported by Cisco AnyConnect.

• Windows Deep Visibility agents now report usernames initiating or consuming the flows.

• Domain-based policy enforcement in Kubernetes pods is fixed.

Compatibility Information
For information about supported operating systems, external systems, and connectors for Secure Workload
agents, see the Compatibility Matrix.

Verified Scalability Limits
The following tables provide the scalability limits for Cisco SecureWorkload (39-RU), Cisco SecureWorkload
M (8-RU), and Cisco Secure Workload Virtual (VMWare ESXi).
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https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/release-notes/3_9_1_1/cisco_secure_workload_release_notes_3_9_1_1.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/upgrade/appliance/cisco-secure-workload-upgrade-guide.html
https://www.cisco.com/c/en/us/products/security/tetration/platform-info.html#%7Edetails


Table 1: Scalability Limits for Cisco Secure Workload (39-RU)

ScaleConfigurable Option

Up to 25,000 (VM or bare metal)

Up to 75,000 (3x) when all the sensors are in
conversation mode

Number of workloads

Up to 2 millionFlow features per second

Table 2: Scalability Limits for Cisco Secure Workload M (8-RU)

ScaleConfigurable Option

Up to 5,000 (VM or bare metal)

Up to 20,000 (4x) when all the sensors are in
conversation mode

Number of workloads

Up to 500,000Flow features per second

Table 3: Scalability Limits for Cisco Secure Workload Virtual (VMWare ESXi)

ScaleConfigurable Option

Up to 1,000 (VM or bare metal)Number of workloads

Up to 70,000Flow features per second

The supported scale is based on the parameter that reaches the limit first.Note

Resolved and Open Issues
The resolved and open issues for this release are accessible through the Cisco Bug Search Tool. This web-based
tool provides you with access to the Cisco bug tracking system, which maintains information about issues
and vulnerabilities in this product and other Cisco hardware and software products.

You must have a Cisco.com account to log in and access the Cisco Bug Search Tool. If you do not have one,
register for an account.

Note

For more information about the Cisco Bug Search Tool, see the Bug Search Tool Help & FAQ.

Resolved Issues

HeadlineIdentifier

[Cisco AnyConnect Connector] Use the new flow direction features of Cisco
AnyConnect to determine IP correctly.

CSCwi46792
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Resolved and Open Issues

https://bst.cloudapps.cisco.com/
https://tools.cisco.com/IDREG/guestRegistration.do
https://www.cisco.com/web/applicat/cbsshelp/help.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi46792


HeadlineIdentifier

Enforcement registration fails for the Solaris agent.CSCwi49642

Domain-based policy enforcement in Linux Kubernetes pods failed -
CE_SESSION_ADD_IPDATA_FAILED

CSCwj01534

Windows agent: User name is not reported when agent type is "Sensor"CSCwj18716

Open Issues

HeadlineIdentifier

Delays in changes in flows when switching agent profiles from detailed to conversation
mode

CSCwh14849

[Open API] Agent Network Policy Config need to show enf status consistent with data
shown in UI

CSCwi40277

[3.8.1.19] ADM Submissions fail if SLB Config files are in Default ConfigurationCSCwh72708

k8s container enforcement CE_IPTABLE_RESTORE_FAILED due to ipsetnsware
set to False

CSCwh49087

Scope & Inventory Page: Scope Query: matches .* returns incorrect resultsCSCwh95336

Ability to create rule name for each policy edgeCSCwf91634

VIP switchover causing segmentation issuesCSCwf39083

ADM port and pid mapping is missing for some ports.CSCwh45794

Cached Policy Still Sent to Agent After Policy Updates Is Turned OffCSCwe52750

DBR failover causing issue with expired certificateCSCwh69783

Flow Search Queries Not Working CorrectlyCSCwf51818

Services failures after upgrade with orchestrator dns name not resolvableCSCwf43558

M6-39RU Disk Decommission workflow with RAID5 disksCSCwi57094

Related Resources

Table 4: Related Resources

DescriptionResources

Describes the physical configuration, site preparation,
and cabling of a single- and dual-rack installation for
Cisco Secure Workload (39-RU) platform and Cisco
Secure Workload M (8-RU).

• Cisco SecureWorkloadM6 Cluster Deployment
Guide

• Cisco Tetration (Secure Workload) M5 Cluster
Hardware Deployment Guide
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Open Issues

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi49642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj01534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj18716
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh14849
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi40277
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh72708
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh49087
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh95336
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf91634
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf39083
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh45794
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe52750
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh69783
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf51818
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf43558
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi57094
https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/hardware/m6/sw-m6-install.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/hardware/m6/sw-m6-install.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/tetration-analytics/hw/m5_installation_guide/Cisco-Tetration-M5-Cluster-Hardware-Deployment-Guide.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/tetration-analytics/hw/m5_installation_guide/Cisco-Tetration-M5-Cluster-Hardware-Deployment-Guide.html


DescriptionResources

Provides information about Cisco Secure Workload,
its features, functionality, installation, configuration,
and usage.

Secure Workload Documentation

Describes the deployment of Cisco Secure Workload
virtual appliances (formerly known as Tetration-V).

Cisco Secure Workload Virtual (Tetration-V)
Deployment Guide

Describes technical specifications, operating
conditions, licensing terms, and other product details.

Cisco Secure Workload Platform Datasheet

The data sets for the Secure Workload pipeline that
identifies and quarantines threats are automatically
updated when your cluster connects with Threat
Intelligence update servers. If the cluster is not
connected, download the updates and upload them to
your Secure Workload appliance.

Latest Threat Data Sources

Contact Cisco Technical Assistance Centers
If you cannot resolve an issue using the online resources listed above, contact Cisco TAC:

• Email Cisco TAC: tac@cisco.com

• Call Cisco TAC (North America): 1.408.526.7209 or 1.800.553.2447

• Call Cisco TAC (worldwide): Cisco Worldwide Support Contacts
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Contact Cisco Technical Assistance Centers

https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/landing-page/secureworkload_docs.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/virtual/cisco-secure-workload-virtual-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/virtual/cisco-secure-workload-virtual-deployment-guide.html
http://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/datasheet-c78-737256.html
https://updates.tetrationcloud.com/
mailto:tac@cisco.com
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html


THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHERWARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)
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