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This document describes the features, bug fixes, and behavior changes, if any, in Cisco Secure Workload
software patch 3.7.1.59. This patch is associated with Cisco Secure Workload Software Release 3.7.1.5, the
details of which can be found here. As best practice, we recommend that you patch a cluster to the latest
available patch version before performing a major version upgrade.

For more information, see Cisco Secure Workload Upgrade Guide.

Release Information
Version: 3.7.1.59
Date: October 27, 2023

Compatibility Information

For supported operating systems, external systems, and connectors for Secure Workload agents, see
Compatibility Matrix.

Known Behaviors

See the Cisco Secure Workload release 3.7.1.5 release notes.

Verified Scalability Limits

The following tables provide the scalability limits for Cisco Secure Workload (39-RU), Cisco Secure Workload
M (8-RU), and Cisco Secure Workload Cloud:

Table 1: Scalability Limits for Cisco Secure Workload (39-RU)

Configurable Option Scale

Number of workloads Up to 25,000 (VM or bare-metal).

Up to 50,000 (2x) when all the sensors are in
conversation mode.

Flow features per second Up to 2 million.
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https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/release-notes/3_7_1_5/cisco_secure_workload_release_notes_3_7_1_5.html
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. Resolved and Open Issues

Table 2: Scalability Limits for Cisco Secure Workload M (8-RU)

Configurable Option Scale

Number of workloads Up to 5,000 (VM or bare-metal).

Up to 10,000 (2x) when all the sensors are in
conversation mode.

Flow features per second Up to 500,000.

Table 3: Scalability Limits for Cisco Secure Workload Virtual (VMWare ESXi)

Configurable Option Scale
Number of workloads Up to 1,000 (VM or bare-metal).
Flow features per second Up to 70,000.

Number of hardware agent enabled Cisco Nexus 9000 | Not supported.
series switches

\)

Note  Supported scale is based on whichever parameter reaches the limit first.

Resolved and Open Issues

The resolved and open issues for this release are accessible through the Cisco Bug Search Tool. This web-based
tool provides you with access to the Cisco bug tracking system, which maintains information about issues
and vulnerabilities in this product and other Cisco hardware and software products.

For more information about the Cisco Bug Search Tool, see the Bug Search Tool Help & FAQ.

\}

Note You must have a Cisco.com account to log in and access the Cisco Bug Search Tool. If you do not have one,
you can register for an account.

Resolved Issues

Identifier Headline
CSCvz95023 FMC-CSW orchestrator: CSW pushes ipv6 hop by hop if protocol is set to any
Open Issues
Identifier Headline
CSCwd67224 AIX 7.x once enforcement is enabled, agent not able to connect to CSW Cluster due
to fragmentation
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https://www.cisco.com/web/applicat/cbsshelp/help.html
https://tools.cisco.com/IDREG/guestRegistration.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz95023
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd67224

Related Documentation .

Identifier Headline

CSCwd60340 Agent Installer Script Downloaded From 3.6 Release Will Not Download Sensor from
3.7 Release

CSCwb39541 Change error message on Investigate Traffic queries that are timing out

CSCwb91717 Data for SW Status Upgrade chart for software agents in pending status is missing

CSCwb80213 VvNIC is hung up on a baremetal server (eNIC version on BM should be upgraded)

CSCwc63711 Missing permissions for Azure segmentation

CSCwd93604 Druid segment load queue could go high on 3.7 due to 2GB+ segment size

CSCwb42177 Live and Enforcement policy analysis - hover over the table for scopes column and
text chopped off

Related Documentation

Contact Cisco

Document

Description

Cisco Secure Workload Cluster Deployment Guide

Describes the physical configuration, site preparation,
and cabling of a single- and dual-rack installation for
Cisco Secure Workload (39-RU) platform and Cisco
Secure Workload M (8-RU).

Cisco Tetration (Secure Workload) M5 Cluster
Hardware Deployment Guide

Cisco Secure Workload Virtual Deployment Guide

Describes the deployment of Cisco Secure Workload
virtual appliances (formerly known as Tetration-V).

Cisco Secure Workload Virtual (Tetration-V)
Deployment Guide

Cisco Secure Workload Platform Datasheet

Cisco Secure Workload Platform Datasheet

Secure Workload Documentation

Secure Workload Documentation

Latest Threat Data Sources

Cisco Secure Workload

If you cannot resolve an issue using the online resources listed above, contact Cisco TAC:

* Email Cisco TAC: tac@cisco.com

* Call Cisco TAC (North America): 1.408.526.7209 or 1.800.553.2447

* Call Cisco TAC (worldwide): Cisco Worldwide Support Contacts

Cisco Secure Workload Rel Notes, Rel 3.7.1.59 .


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd60340
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb39541
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb91717
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb80213
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc63711
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd93604
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb42177
https://www.cisco.com/c/en/us/td/docs/security/workload_security/tetration-analytics/hw/m5_installation_guide/Cisco-Tetration-M5-Cluster-Hardware-Deployment-Guide.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/tetration-analytics/hw/m5_installation_guide/Cisco-Tetration-M5-Cluster-Hardware-Deployment-Guide.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/virtual/cisco-secure-workload-virtual-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/virtual/cisco-secure-workload-virtual-deployment-guide.html
http://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/datasheet-c78-737256.html
https://www.cisco.com/c/en/us/support/security/tetration/series.html#~tab-documents
https://updates.tetrationcloud.com/
mailto:tac@cisco.com
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2022-2023 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

	Cisco Secure Workload Release Notes, Release 3.7.1.59
	Full Cisco Trademarks with Software License
	Introduction
	Compatibility Information
	Known Behaviors
	Verified Scalability Limits
	Resolved and Open Issues
	Resolved Issues
	Open Issues

	Related Documentation
	Contact Cisco



