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C H A P T E R 1
Dashboard

The global threat alerts (formerly Cognitive Intelligence) feature helps you quickly detect and respond to
sophisticated, clandestine attacks that are either already under way or attempting to establish a presence within
your network. The feature automatically investigates suspicious or malicious web-based traffic. It identifies
both confirmed and potential threats, allowing you to quickly remediate the infection and reduce the scope
and damage of an attack, whether it’s a known threat campaign that has spread across multiple organizations,
or a unique threat that you’ve never seen before.

As a cloud-based service, global threat alerts analyzes the information generated by your existing web security
solutions, without the need for any additional hardware or software. It zeroes in on malicious activity that has
bypassed security controls.

Using machine learning and a statistical modeling of networks, global threat alerts creates a baseline of normal
activity and identifies anomalous traffic occurring within your network. It analyzes device behavior and web
traffic to pinpoint command-and-control communications and data exfiltration.

Learning from what it sees, global threat alerts adapts to provide continuous breach identification, reducing
the risk of repeat attacks or continued infection. It presents its information through an intuitive, web-based
portal that's integrated with several Cisco Security products, so that you can assess the severity and scope of
intrusions, understand the mission of the threat and how it works, and take immediate action.

• Overview, on page 1
• Investigate Alerts, on page 3
• Investigate Threats, on page 8
• Asset Groups, on page 10

Overview
Our analytics engine applies machine learning to incoming data streams and projects the detections into a
3-dimensional space:
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Figure 1:

• Threat-severity dimension. How severe is the threat? Confirmed threats and their severity. To better
align with your organization’s risk profile towards individual threat types, you have the option to adjust
the pre-defined severity of individual threats.

• Asset-value dimension. How valuable is the asset? If all the devices connected to the network are not
equally important, you have the option to adjust the business value of individual asset groups to prioritize
detections for your more important devices.

• Confidence dimension. How confident are we in the verdict? Confidence in the verdicts that our
algorithms are making about individual threats observed in the customer environment. In some instances,
we observe enough behavioral indicators that our verdict is almost certain. In some other instances,
despite the similar symptoms, the actual evidence might be sketchy. Therefore, the margin for error
increases.

Our fusion algorithm uses these detections to identify clusters of similar threats and projections to calculate
their risk levels. Our web portal then presents these as security alerts in a list prioritized by their risk levels.
Each alert points to threats on your network and represents a natural unit-of-work for investigation and
subsequent remediation.
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Investigate Alerts

Step 1 In the navigation menu to the left, clickAlerts andNew to view all the new alerts on your network. Each alert is displayed
on its own card.
a) Each alert card aggregates one or more threats that are concurrently affecting a set of assets on your network with

similar business values.

Figure 2:

• Threats. Different threats that are occurring together.
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• Asset Groups. These threats are occurring on endpoints that belong to these asset groups with similar business
values.

b) The risk level is based on the severity level of the threat and business value of the asset groups. A higher risk level
indicates a higher risk of the threat severely impacting the valuable asset(s) on your network.

Step 2 Alerts with higher risk are ordered closer to the top of the list. Prioritize your analysis by responding to the alerts based
on their risk level and investigating higher risk alerts first.

• Critical

• High

• Medium

• Low

Alert cards can dynamically change, such as when new threats are added to the group or the asset group
business value or threat severity are changed.

Note

Step 3 You have the option to filter which alerts are shown by choosing age, risk level, username, IP address, asset group, and/or
threat. You also have the option to sort by risk level, age, or number of affected assets.

Figure 3:

Step 4 Start your investigation of an alert by changing its status to Open.

When its status is no longer New, the alert card remains unchanged and stable, to ease investigation.Note

Step 5 Click on Alert Detail for additional content about each detected threat and affected asset. Each affected asset includes a
Threats section which lists all the threat detections made on that asset, including all the convicting security events.
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Figure 4:

At the top of the Threats section is the total observation period for all the detected threats and their convicting security
events on the particular asset.

Figure 5:

Each threat detection shows its name, MITRE link, description, and:

• Severity
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Figure 6:

• Observation period

Figure 7:

• Confidence

Figure 8:

Each threat detection is backed by the security event(s) below it. Many of the events contain rich security annotations
that provide the evidence which led to the creation of the event.
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Figure 9:

An event annotation may also contain a drop-down menu that enables you to pivot to other Cisco Security products and
pull in additional information and intelligence about the observables.

Figure 10:

Each security event includes a timeline showing the timing and occurrence of the behavior within the context of the
Threats total observation period.

Figure 11:
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The Contextual events section can be expanded to show more events that could provide additional context about what
was happening on the asset.

Figure 12:

Step 6 Selecting one of the specific events for one user pivots you to the Security Events view, where you can see a detailed
context of the specific events that triggered the malicious detection.

Figure 13:

Investigate Threats

Step 1 In the navigation menu to the left, click Threat Catalog and Detected to see a list of threats reported on your network
and prioritized by severity. Each card represents a different threat that will be grouped in alerts.
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Figure 14:

Step 2 A specific type of threat might be involved in several alerts. There's a counter on the card indicating the number of alerts
this specific type of threat is involved with and the number of assets affected by this threat.

Step 3 Global threat alerts threat intelligence provides references to relevant ATT&CKTactics, Techniques, and Software entries.
Step 4 You have the option to adjust the threat's severity, according to your network-specific conditions and business needs.

• Consequently, all New alerts that contain this type of threat will have their risk levels recalculated, weighting the
new severity with asset value and confidence level.

• Then, any change in risk level affects the relative ordering of New alerts.

• For example, if you lower the threat's severity, the associated alert(s) risk level will be lowered, and the associated
alert card(s) will appear lower in the list on the Alerts tab.

• Click the drop-down list to adjust the threat's severity:

Global Threat Alerts in Secure Network Analytics
9

Dashboard
Investigate Threats



Figure 15:

All other alerts that are no longer in theNew status are not affected by a change in threat severity; they remain
unchanged and stable, to ease investigation.

Note

Asset Groups

Step 1 In the navigation menu to the left, click Asset Groups and Affected to see all the asset groups that have their traffic sent
to global threat alerts. Each card represents a group of assets for which global threat alerts is reporting at least one alert.

Step 2 Determine how important or valuable the asset group is to your organization. You have the option to adjust the asset
group's business value.

• Consequently, all New alerts that affect this asset group will have their risk levels recalculated, weighting the new
asset value with severity and confidence level.

• Then, any change in risk level affects the relative ordering of New alerts.

• For example, if you increase the asset group's business value, the associated alert(s) risk level will be increased, and
the associated alert card(s) will appear higher in the list on the Alerts tab.

• Click the drop-down list to adjust the business value of the asset group:
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Figure 16:

All other alerts that are no longer in theNew status are not affected by a change in threat severity; they remain
unchanged and stable, to ease investigation.

Note
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C H A P T E R 2
Glossary

• alert, on page 13
• security event, on page 14
• threat catalog, on page 14
• threat detection, on page 14

alert
An alert is a notification that prompts you to investigate a threat detection.

In global threat alerts, an alert focuses on one or more threat detections. Those threat detections occur on one
or more assets. Our fusion algorithm uses these detections to identify clusters of similar threats and their
projections to calculate risk levels. Our web portal then presents them as security alerts in a list prioritized by
their risk levels. Each alert points to threats on your network and represents a natural unit-of-work for
investigation and subsequent remediation.
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Figure 17:

security event
A security event is a significant security event that might indicate malicious or suspicious behavior. The threat
detection engine processes the security events. Security events that are significant for the detection of suspicious
or malicious behavior are called convicting. The security events which are observed for an affected asset in
time of threat detection are called contextual. Each security event contains a description of why it is significant.
This description is called the security annotation.

threat catalog
The threat catalog organizes possible threat detections and provides their ordering into three basic categories:
Malware, Tool, and Attack Pattern. It also includes mapping to MITRE, if it is present.

threat detection
A threat detection is the detection of suspicious or malicious behavior affecting an asset. In the global threat
alerts threat catalog, it recognizes multiple types of threat detections.
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The threat detection engine works with a wide range of sources such as security events. It correlates them to
reveal unusual patterns and trends that potentially reveal or analytically confirm the presence of a threat with
a certain confidence level.
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C H A P T E R 3
Settings

• Settings, on page 17

Settings
To configure your application settings, click Settings in the navigation menu:

• Cisco SecureX Integration—Enable integration with SecureX by choosing the region of your SecureX
account, clicking Authorize, and signing in to your SecureX account.

• Device Accounts—Upload telemetry data in log files from one or more source proxy devices to the
global threat alerts system for analysis. To access this service, the External Telemetry feature must be
enabled and provisioned for your company. If you do not have the External Telemetry feature, contact
your Cisco Security account team. See Proxy Device Uploads.

• Suppressed Networks—Hide alerts by listing which IPv4 addresses and network ranges to ignore. This
is useful for filtering and suppressing unnecessary alerts such as alerts from a guest network or other,
less critical pieces of your network. Enter IPv4 addresses for hosts, subnets, or IPv4 address ranges (for
example: 10.100.10.1, 10.100.10.0/24, 10.100.10.1-10.100.10.254) that you want hidden from the list
of incidents.

• Global Threat Alerts API—Use the REST API to pull information on incidents detected by global
threat alerts down to your SIEM client for further analysis, incident response, and data archival.

• Email Notifications—Enter email addresses to be sent a summary of new and updated threats every 24
hours.

• Release Notes—Summarizes feature updates, changes, and fixes (shown later in this guide).

Global Threat Alerts in Secure Network Analytics
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C H A P T E R 4
Proxy Device Uploads

• Proxy Device Uploads, on page 19

Proxy Device Uploads
Upload telemetry data in log files from proxy devices such as the Cisco Secure Web Appliance (formerly
Web Security Appliance or WSA) and Blue Coat ProxySG to the global threat alerts system for analysis.

Step 1 Click the gear icon in the upper-right corner of the page, and select Device Accounts to open the setup wizard.

If there's already at least one existing device account, the setup is skipped and the Device Accounts page is
displayed.

Note

Step 2 When you're ready to start the setup wizard to add a device account, click Let's Get Started.
Step 3 Choose how the telemetry data is uploaded from the device by selecting either automatic or manual upload from the

dropdown. The global threat alerts system supports only one upload method at a time; they cannot be combined.

To switch from automatic to manual uploading, all proxy devices must first be removed from the automatic
uploading configuration.

Note

Step 4 If you selected the automatic upload method, choose what protocol is used to transfer the log files by selecting either
SCP or HTTPS.
a) Enter a name for this device, and click Add Account.
b) If you selected SCP:

• Copy the information (host, port, directory, username) to paste into your CiscoWSA configuration. For security
reasons, the information is displayed only once.

• For details on how to configure your Cisco WSA, see Configure Cisco Secure Web Appliance to Upload Log
Files to Cisco Global Threat Alerts.

• Once the Cisco WSA Management Console returns a public SSH key, copy and paste the public SSH key into
the device account.

• Click Finish.

• Optionally, you can enter the public SSH key later by navigating to the Device Accounts page and clicking the
device.
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c) If you selected HTTPS:

• Copy the information (host, port, path, username, password) to paste into your Blue Coat ProxySG configuration.

• For details on how to configure your Blue Coat ProxySG, see Configure Blue Coat ProxySG to Upload Log
Files to Cisco Global Threat Alerts.

• Click Finish.

Step 5 If you selected the manual upload method:
a) Validate the format of your log file(s). Follow these preparation guidelines:

• W3C log files created by Cisco WSA and Blue Coat proxies are supported.

• All log files must be compressed in GZip (*.gz) format.

• Each log file must be smaller than 1 GB. A log file bigger than 1 GB should be divided into multiple, smaller
files. Ensure separate time intervals do not overlap and every file contains the same correct header.

• Total time interval covered by the log files should be greater than two days.

• Each log file must be for a specific, non-overlapping time interval.

• Each log file must contain log entries in ascending time order; older entries before newer entries.

• Log files should be sorted alphabetically/numerically and uploaded in order according to time; older files should
be uploaded before newer files. Within a single upload, the uploading component automatically sorts the files.
If you upload multiple times, ensure you always upload newer data than before. If the naming convention used
by default in the proxy log files is retained, the file names are already correctly sorted.

• Data older than previously uploaded data will not be processed.

• The content of the log files must match certain criteria to be valid for uploading.

• We offer you a Log Validation Tool to check your log files before uploading.

• Copy-and-paste the beginning 20 lines of your log file into the Log Validation Tool to check for errors.

• Any errors are displayed, and while you correct them, the tool will automatically continue to check for
errors.

b) Click either Add files to select log files to be uploaded or drag-and-drop log files into the upload box.

Click Clear files to clear all files added to the upload box.Note

c) Clicking Start upload uploads the selected log files to the global threat alerts system for analysis. Allow the global
threat alerts system some time before seeing results.

To minimize the risk of dropping data, the global threat alerts system starts processing the uploaded data
after 5 hours. This gives you time to complete all your uploads and ensure everything is in place and in
proper order before processing starts.

Note

Trying to switch from manual to automatic immediately aborts all uploading and stops processing of
uploaded data. All uploaded data is discarded.

Caution

Closing or navigating away from the page will stop any current file upload.Note
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You cannot use automatic uploading unless you first stop all manual uploading. If the switch is made
before all the data is processed, some analysis data may be lost from the transition. To ensure the system
does not drop any data, perform the switch after 24 hours after the last manual upload.

Note

What to do next

The Device Accounts page lists the proxy devices along with their information. The Status column shows the
status of each device:

• New—Incomplete configuration for SCP, may be missing public SSH key

• Provisioning—Account in the process of being provisioned, not yet ready

• Ready—Account successfully created

• Error—Hover cursor over status to display a popup message explaining the error

From this overview page, you can add more device accounts, or click any device to remove it, enter a public
SSH key, or troubleshoot.

Although it is possible to share an account between multiple devices or upload processes, we recommend you
use a separate account for each device to minimize the possibility of filename conflicts and simplify
troubleshooting upload problems.

When your device account is ready, click to view the Confirmed or Detected pages for insight into any
suspicious activities in your network.

Data is typically available within two to three days after provisioning is complete.Note
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C H A P T E R 5
April 2023

Updates released in April of 2023 to Cisco cloud-based machine learning global threat alerts:

• Additional Threat Detections, on page 25

Additional Threat Detections
We've added new threat detections to our portfolio, including:

• Lumma

• PYbot

We’ve also updated indicators for our existing threat detections.

Lumma

The malicious information stealer Lumma has many capabilities, including getting information about the
victim's computer (T1005), grabbing messages from messenger applications, and collecting browser history,
cookies, and stored credentials (T1185). Lumma is distributed by phishing (T1566), exfiltrates data through
command-and-control (T1071), and uses an automated exfiltration technique (T1020).

To see if Lumma has been detected in your environment, click Lumma Threat Detail to view its details in
global threat alerts.

PYbot

PYbot is a DDoS bot (T1498) written in Python (T1059.006) and compiled using PyInstaller. This enables
the malware to be executed (T1204.002) in hosts that do not have Python installed. It is distributed through
fake and cracked software (T1189) that contain the .NET based downloader. Later, the downloader fetches a
PYbot payload from the internet (T1105). PYbot is capable of targeting victims through Layer 4 and Layer
7 flooding attacks (T1498.001).

To see if PYbot has been detected in your environment, click PYbot Threat Detail to view its details in global
threat alerts.
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C H A P T E R 6
March 2023

Updates released in March of 2023 to Cisco cloud-based machine learning global threat alerts:

• Additional Threat Detections, on page 27

Additional Threat Detections
We've added new threat detections to our portfolio, including:

• Amadey

• BatLoader

• Retadup

• Stealc

• ViperSoftX

We’ve also updated indicators for our existing threat detections.

Amadey

Amadey is a Trojan bot known for stealing data and deploying additional malware. It is delivered through
phishing (T1566) emails or deployed by other malware families. It maintains its persistence on the victim’s
device through registry entries (T1547.001) and scheduled tasks (T1053.005). Before communicating to its
command-and-control server, it collects various data from the victim's device (T1005) such as domain name,
user name, computer name, and OS version. After exfiltration of the collected data (T1041), it can download
(T1105) and install malware such as exploit kits, information stealers, and ransomware.

To see if Amadey has been detected in your environment, click Amadey Threat Detail to view its details in
global threat alerts.

BatLoader

BatLoader is a modular downloader that installs different malware in the victim's device, such as information
stealers, banking Trojans, ransomware, and other loaders. BatLoader is distributed using cracked software
(T1204.001); it has been observed to impersonate Adobe, AnyDesk, CCleaner, TeamViewer, and Zoom,
among others. Once the victim downloads and executes the MSI file (T1204.002), it runs Powershell
(T1059.001) payload through custom actions for further infection. Later, the victim's device contacts the
command-and-control server (T1071.001) to download other payloads (T1105).
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To see if BatLoader has been detected in your environment, click BatLoader Threat Detail to view its details
in global threat alerts.

Retadup

Retadup is a Monero miner with self-replication capability. It copies LNK files to every available external
drive of the victim’s device (T1091). Later, it executes a malicious AutoIt-compiled script (T1204.002) and
exports encoded host information (T1132.001) such as hostname and OS version to its command-and-control
server. It can deploy additional malware (T1105) such as stealers and ransomware. Despite its takedown in
2019, it is still observed in networks, especially targeting devices in Latin America. Its payload names often
mimic legitimate software or companies such as Google and Microsoft (T1036.005).

To see if Retadup has been detected in your environment, click Retadup Threat Detail to view its details in
global threat alerts.

Stealc

Stealc is an information-stealer malware that is sold on darknet forums. It is distributed through phishing
emails (T1566.001), malicious online advertisements, and fake software downloads (T1036). To communicate
with the command-and-control server, Stealc can use application layer protocols such as HTTP or HTTPS
(T1071.001). It is also capable of leveraging DNS requests (T1071.004) and capturing input actions (T1056)
or screenshots (T1113) from the victim’s device. Stealc uses web services (T1567) or alternative protocols
(T1048) such as FTP or SMTP to exfiltrate stolen data to its command-and-control server.

To see if Stealc has been detected in your environment, click Stealc Threat Detail to view its details in global
threat alerts.

ViperSoftX

ViperSoftX is a malware that deploys a Chrome browser extension called VenomSoftX. The malware is
distributed using cracked software or torrent downloads (T1036). It can leverage encrypted binaries (T1027),
Powershell payloads (T1059.001), and browser extensions (T1176) to achieve its tasks. It uses HTTP or
HTTPS (T1071) to communicate with its command-and-control servers. The malware is capable of stealing
cryptocurrency wallets (T1496), collecting clipboard data (T1115), executing commands (TA0002), and other
tasks.

To see if ViperSoftX has been detected in your environment, click ViperSoftX Threat Detail to view its details
in global threat alerts.
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C H A P T E R 7
February 2023

Updates released in February of 2023 to Cisco cloud-based machine learning global threat alerts:

• Additional Threat Detections, on page 29
• Documentation Update, on page 30

Additional Threat Detections
We've added new threat detections to our portfolio, including:

• Agent Tesla

• BlackHat Ad

• LNKR

• Remcos

We’ve also updated indicators for our existing threat detections.

Agent Tesla

Agent Tesla is a .NET-based Remote Access Trojan, often used to establish a foothold (TA0001) in a victim’s
network and deploy a second-stage payload (T1105) for further infections. Besides being used as a dropper,
it is also capable of stealing information (T1005) from the infected device. Later, it exfiltrates the stolen data
through an already established C2 channel (T1041). It is often distributed through phishing emails (T1566)
with various themes.

To see if Agent Tesla has been detected in your environment, click Agent Tesla Threat Detail to view its
details in global threat alerts.

BlackHat Ad

BlackHat Ad campaign infects websites to use them for traffic redirection and leads users to websites that
have been compromised (T1204.001). There are several layers of redirection which can lead the user to
potentially unwanted services and applications. It can also lead to the installation of more severe malware
(T1105) such as information stealers. Two different types of JavaScript injections (T1059.007) have been
observed on the compromised websites: simple-script injections and obfuscated-script injections.

To see if BlackHat Ad has been detected in your environment, click BlackHat Ad Threat Detail to view its
details in global threat alerts.
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LNKR

LNKR (Linker) is a type of adware that is designed to display ads on a user's computer. It typically hijacks
the user's web browser (T1185) and injects advertisements into pages while they are being loaded. It can also
redirect search engine results to affiliated sites and collect and transmit data to third parties. LNKR is capable
of exfiltration (T1041) and is distributed by malicious browser extensions (T1204.002).

To see if LNKR has been detected in your environment, click LNKR Threat Detail to view its details in global
threat alerts.

Remcos

Remcos was originally developed as a lightweight, fast, and highly customizable Remote Administration Tool
by Breaking Security. Later, it was adapted by attackers and used as a Remote Access Trojan. It has both free
and professional versions, with varying capabilities such as screen capture (T1113), file transfer (T1105),
keylogger (T1056.001), and control of the camera/microphone (T1125). It can inject itself into different
processes (T1055) and enable attackers to maintain access to the victim’s environment.

To see if Remcos has been detected in your environment, click Remcos Threat Detail to view its details in
global threat alerts.

Documentation Update
Since the STIX/TAXII API is no longer supported in favor of the new REST API (New REST API for
Automation Support ), the STIX/TAXII Service chapter has been removed from this user guide.

• To access the new REST API, see https://api.cta.eu.amp.cisco.com.

• For more information, see global threat alerts REST API is now released!

• If you need assistance, please contact us at cognitive-api-support@cisco.com.
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C H A P T E R 8
January 2023

Updates released in January of 2023 to Cisco cloud-based machine learning global threat alerts:

• Additional Threat Detections, on page 31

Additional Threat Detections
We've added new threat detections to our portfolio, including:

• GootLoader

• Laplas Clipper

• Neoreklami

• Rhadamanthys

We’ve also updated indicators for our existing threat detections.

GootLoader

GootLoader is a dropper malware spreading through SEO poisoning (T1608.006). It tricks users into
downloading benign-looking ZIP files containing a malicious JS file. It executes this initial payload using
wscript and cscript (T1059.005). It gains persistence through scheduled tasks (T1053.005) and leverages
Powershell (T1059.001) for its C2 traffic. It has been observed to drop CobaltStrike (S0154) on victim devices.
Its command-and-control infrastructure consists of compromised WordPress websites (T1584.004).

To see if GootLoader has been detected in your environment, click GoodLoader Threat Detail to view its
details in global threat alerts.

Laplas Clipper

Laplas Clipper is a malware that steals cryptocurrencies. It is delivered by SmokeLoader (S0226) or phishing
(T1566). For persistency, it creates a schedule task using schtasks (T1053.005). Laplas Clipper generates
wallet addresses imitating the victim to hijack currency transactions. The malware steals from a variety of
wallets, including Bitcoin, Ethereum, Bitcoin Cash, Litecoin, and Dogecoin.

To see if Laplas Clipper has been detected in your environment, click Laplas Clipper Threat Detail to view
its details in global threat alerts.
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Neoreklami

Neoreklami is known to mimic AdBlockers in order to take control of the user's browser session (T1185). It
schedules a task (T1053.005) to runWSF (T1059.005) and DLL (T1218.011) files for its persistence. To store
these files, it creates a folder named with random alphanumerical characterss within ProgramData and Program
Files (x86). After infecting the user's browser session, it downloads an obfuscated payload (T1027) to determine
its next actions. The infected device may display random web page text turned into hyperlinks, advertising
banners injected with legitimate web pages, popups recommending fake updates, and so on.

To see if Neoreklamihas has been detected in your environment, click Neoreklami Threat Detail to view its
details in global threat alerts.

Rhadamanthys

Rhadamanthys is an information stealer that extracts and exfiltrates information from the infected device. The
initial access is by fake software distribution (T1036) of applications such as AnyDesk, Zoom, and Notepad++.
The domains distributing this malware have been observed to be promoted by Google ads and impersonates
those applications. Rhadamanthys malware steals information related to crytocurrency wallets, along with
device information such as operating system version, device name, and installed software. The malware
exfiltrates data over command-and-control (T1041).

To see if Rhadamanthys has been detected in your environment, click Rhadamanthys Threat Detail to view
its details in global threat alerts.
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C H A P T E R 9
December 2022

Updates released in December of 2022 to Cisco cloud-based machine learning global threat alerts:

• Additional Threat Detections, on page 33

Additional Threat Detections
We've added new threat detections to our portfolio, including:

• Private Loader

• PlugX

We’ve also updated indicators for our existing threat detections.

Private Loader

Private Loader is a modular downloader that distributes information stealers, banking Trojans, ransomware,
and other loaders. This malware was first seen in 2021 and is still active. Private Loader is distributed using
malicious links (T1204.001) that distribute cracked software and games. Once the victim downloads and
executes the file (T1204.002), the victim's device contacts a dead drop resolver (T1102.001). Private Loader
contacts the command-and-control server (T1071.001) and downloads other payloads (T1105).

To see if Private Loader has been detected in your environment, click Private Loader Threat Detail to view
its details in global threat alerts.
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Figure 18:

PlugX

PlugX (S0013) is a remote access Trojan, often leveraged by Chinese threat actors. It is similar to PoisonIvy
(S0012), with a modular structure. PlugX can hide itself within the recycle bin (T1564.001) of the victim's
device. It can also abuse benign software to side-load malicious DLLs (T1574.002). It is capable of replicating
itself to multiple directories (T1091) and can gain persistence through scheduled tasks (T1053.005).

To see if PlugX has been detected in your environment, click PlugX Threat Detail to view its details in global
threat alerts.

Figure 19:
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C H A P T E R 10
November 2022

Updates released in November of 2022 to Cisco cloud-based machine learning global threat alerts:

• Additional Threat Detections, on page 35

Additional Threat Detections
We've added new threat detections to our portfolio, including:

• ChromeLoader

• CryptBot

• Mispadu

• Pterodo

We’ve also updated indicators for our existing threat detections.

ChromeLoader

ChromeLoader is a browser hijacker/loader capable of both stealing information and installing other malware.
It has multiple variants and targets both Windows and macOS. It spreads through malvertising campaigns on
social media (T1585.001) and gets delivered as a software crack in ISO format. It leverages batch (T1059.003)
and link files for initial execution andmimics Chromium-based browsers (T1036.004). It fetches a Powershell
(T1059.001) payload from a web server to execute further instructions.

To see if ChromeLoader has been detected in your environment, click ChromeLoader Threat Detail to view
its details in global threat alerts.
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Figure 20:

CryptBot

CryptBot is an information stealer that targets mainly cryptocurrency wallets and browser credentials. It is
distributed as a crack software, archived in a password-protected ZIP file. Once executed, it checks the system
against security software and threat-emulation tools (T1497.001), and then starts collecting system information
(T1082). It later proceeds to collect browser (T1185) and crypto wallet data into an exfiltration path it designated
within the User folder (TA0010).

To see if CryptBot has been detected in your environment, click CryptBot Threat Detail to view its details in
global threat alerts.

Figure 21:

Mispadu

Mispadu, also known as Ursa, is a banking Trojan, mainly targeting Latin American users with phishing
(T1566.001) emails themed with a payment bill. An attached ZIP file contains a VBS script (T1059.005)
which starts an execution chain with heavily obfuscated (T1027) and encrypted payloads. It is known to
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leverage DNS infrastructure (T1568) to download additional VBS code and AutoIT in order to inject into
other processes (T1055).

To see if Mispadu has been detected in your environment, click Mispadu Threat Detail to view its details in
global threat alerts.

Figure 22:

Pterodo

Pterodo, also known as Pteranodon (S0147), is a backdoor used by the Gamaredon group. It copies itself to
the startup folder for persistency (T1547.001) and uses cmd.exe (T1059.003) and malicious VBS files for
execution (T1059.005).

To see if Pterodo has been detected in your environment, click Pterodo Threat Detail to view its details in
global threat alerts.

Figure 23:
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C H A P T E R 11
October 2022

Updates released in October of 2022 to Cisco cloud-based machine learning global threat alerts:

• Threat Catalog - All, on page 39
• Download Alert Details, on page 40
• Filter Affected Assets in Alert Detail, on page 40
• Novel Detections, on page 41
• Extended Visibility, on page 42
• Additional Threat Detections, on page 42

Threat Catalog - All
The global threat alerts dashboard has a new section, Threat Catalog > All:

• Lists all the threats available for detection.

• Use the search box to filter the list (which currently contains more than 300 items).

• To speed up or prioritize your search, sort the list by Severity or Title.

• You can use the severity drop-down to adjust a threat's severity and affect the overall risk score of the
alert whenever it's triggered.
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Figure 24:

Download Alert Details
In the Alert Detail view, you can now Download all the alert details into a CSV file onto your computer.
This option enables you to quickly view all the alert details in your selected table-processing tool.

Figure 25:

Filter Affected Assets in Alert Detail
In the Alert Detail view, you can now filter which Affected Assets are displayed by entering an IP address
or username in the search box. This feature can help save you time by quickly finding and focusing on one
selected asset detail.
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Figure 26:

Novel Detections

Currently, this is available only as an Early Access feature to Cisco Secure Endpoint users. To opt-in and
enable this detection, please email us at cognitive-feedback@cisco.com.

Note
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Thanks to the simplification of the process of adding new detection patterns, we added rules to detect threats
including Raspberry Robin, Mozi, and WPAD Attacks. The rules can combine multiple TTPs into one threat.

Figure 27:

Additionally, we added novel anomaly detectors that improve the context of the detected threats. The new
anomaly detectors can identify a download of a file with a DGA filename, User-Agent not associated with
any browser, or extraordinarily-long URL, among others.

Extended Visibility
We improved the contextual information being provided by our global threat alerts engine. We implemented
a novel approach to Operating System (OS) detection based on the visited domains, thereby improving OS
detection coverage over devices.We also significantly enhanced the detection of Android devices; the number
of Android devices has increased by nearly three times!

We extended the ways in how we detect and highlight communication already blocked by other security
measures. We advanced the detection by adding support for the sc-filter-result field exported by the Secure
Web Appliance (formerly Web Security Appliance) proxy. Additionally, we deployed a detector for blocked
communication in Secure Network Analytics (formerly Stealthwatch) flows. A special tag in the UI highlights
the blocked communication.

Additional Threat Detections
We've added new threat detections to our portfolio, including:

• M0yv

• Metamorfo
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We’ve also updated indicators for our existing threat detections.

M0yv

M0yv is a file infector created and used by groups related to Maze, Egregor, and Sekhmet ransomware. It
targets LSASS drivers (T1547.008) by enabling driver privileges for persistence (TA0003). M0yv uses taint
shared content (T1080) by infecting executable files (.exe, .dll, .sys, and .html) for Lateral movement (TA0008).
It also uses both application layer protocols (T1071) and non-application layer protocols (T1095) for
command-and-control communication (TA0011). This file infector can be detected in the wild as Expiro.

To see if M0yv has been detected in your environment, click M0yv Threat Detail to view its details in global
threat alerts.

Figure 28:

Metamorfo

Metamorfo is a banking Trojan targeting Latin American countries. It often gathers credit card information
and login credentials (TA0006) for various financial services websites. It leverages batch files (T1059.003)
for initial execution and Powershell (T1059.001) to download and execute obfuscated (T1027) commands.

To see if Metamorfo has been detected in your environment, click Metamorfo Threat Detail to view its details
in global threat alerts.
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Figure 29:
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C H A P T E R 12
September 2022

Updates released in September of 2022 to Cisco cloud-based machine learning global threat alerts:

• New Web Interface, on page 45
• Additional Threat Detections, on page 45

New Web Interface
During the Early Access phase, we refined our new web interface to bring it to you now as the main web
interface of global threat alerts.

The new interface brings you:

• Improved alert workflows

• Alignment with MITRE ATT&CK®

• Enhanced view of alert details

Read more about it in a walk-through of the dashboard.

Additional Threat Detections
We've added a new threat detection, SolarMarker, to our portfolio. And we’ve updated indicators for our
existing threat detections.

SolarMarker

SolarMarker, also known as Yellow Cuckatoo or Jupyter Infostealer, is an information stealer capable of
evading defenses (TA0005). Based on its variant, it can leverage Powershell (T1059.001) or system binaries
(T1218) to achieve its goals. It persists in the registry (T1547.001) to maintain access to the victim's device.
It often uses mixed-case letters and obfuscated payloads (T1027) to bypass defense mechanisms. It establishes
its C2 channel over HTTP POST requests (T1071.001) towards raw IP addresses in the host field.

To see if SolarMarker has been detected in your environment, click SolarMarker Threat Detail to view its
details in global threat alerts.
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C H A P T E R 13
August 2022

Updates released in August of 2022 to Cisco cloud-based machine learning global threat alerts:

• Improved Alert Workflows, on page 47
• Additional Threat Detections, on page 52

Improved Alert Workflows
We’ve improved the ways you can work with alerts in Early access and promote alerts in global threat alerts
to the SecureX incident manager.

To enjoy the benefits of integrating with SecureX incident manager, enable SecureX integration in the
Application Settings of the global threat alerts console:

Figure 31: Authorize SecureX Integration in Application Settings

In the header of the global threat alerts console, click Early access to enable it:
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Figure 32: Switch On Early Access to Activate New Features

Once Early access is enabled, alerts are categorized as New, Open, or Closed:

Figure 33: Alerts in New, Open, and Closed Status Categories

A New alert status can be changed using the Open or Close button:
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Figure 34: Open or Close Alert

While global threat alerts continues to focus on its core competencies, such as extended detections and efficient
alert triage, it now integrates more tightly with the SecureX ecosystem, using just one click to promote
detections to the incident response workflow in SecureX.

When an alert is opened, you have the option to:

• Open and link the alert to a new incident

• Open and link the alert to an existing incident

• Open only
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Figure 35: Open Alert with Option to Link to Incident

In the SecureX incident manager, the incident contains details such as a Summary and all the securityEvents
andObservables from the original alert. You can then investigate and respond further, using SecureX features
such as investigation, enrichment, and orchestration.

When it's undesirable to promote an alert as an incident, you can still Open only and track the work only on
the global threat alerts console.

In both cases you can Close alerts when you're done with them. When closing an alert, pick from a new set
of predefined Closing reasons or provide your own:
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Figure 36: Close Alert with Reasons for Closing

When closing an alert, you can close it as useful or not useful. You can also provide additional feedback
about the alert to the team at Cisco; your valuable feedback helps us improve future detections.

Closing reasons will be recorded as part of the alert for future reference:
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Figure 37: Closing Reasons Shown on Alert Detail Page

Closed alerts can be opened. Re-opening an alert will remove all its closing reasons. It will also remove any
references to previously linked SecureX incidents. However, you can choose to link the alert again, even to
the same SecureX incident as before.

Additional Threat Detections
We've added a new threat detection, SocGholish, to our portfolio. And we’ve updated indicators for our
existing threat detections.

SocGholish

SocGholish, also known as FakeUpdates, is a downloader malware that mimics legitimate software updates.
It is based on Javascript (T1059.007) and spreads through drive-by downloads (T1608.004). It is capable of
collecting endpoint (T1005) and network data such as user permissions (T1069), domain trusts (T1482),
domain account information (T1087.002), services running (T1007), files containing credentials (T1083),
and so on. It also leads to further infections by different malware families.

To see if SocGholish has been detected in your environment, click SocGholish Threat Detail to view its details
in global threat alerts.
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Figure 38:
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C H A P T E R 14
July 2022

Updates released in July of 2022 to Cisco cloud-based machine learning global threat alerts:

• SSO Migrated to CCI, on page 55
• Additional Threat Detections, on page 55

SSO Migrated to CCI
To improve customer experience, single sign-on has been migrated to the Cisco Customer Identity (CCI)
portal. Continue to click Cisco SSO and enter your email and password on id.cisco.com to log in.

Additional Threat Detections
We've added new threat detections to our portfolio, including:

• Conti

• REvil

We’ve also updated indicators for our existing threat detections.

Conti

Conti (S0575) is a Ransomware as a Service (RaaS) usually deployed with Trickbot (S0266). It's known for
breaching the networks of businesses and government agencies. Conti moves laterally using SMB (Server
Message Block) (T1021.002) and encryptS files (T1486). To encrypt the data, Conti uses a different AES-256
encryption key per file with a hardcoded RAS-4096 public encryption key unique for each victim. The extension
of the files encrypted are randomly generated, and the ransom note created is called "readme.txt." Conti has
the capacity to discover the network configuration (T1016) and the network connections of the infected device
(T1049).

To see if Conti has been detected in your environment, click Conti Threat Detail to view its details in global
threat alerts.
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Figure 39:

REvil

REvil (S0496) is a Ransomware as a Service (RaaS) also known as Sodinokibi and Sodin. The infection
usually starts when the victim accesses infected websites (T1189) or phishing e-mails (T1566) with malicious
MS Word attachments (T1204). REvil has the capacity to encrypt (T1486) and destroy (T1485) files on the
victims device.

To see if REvil has been detected in your environment, click REvil Threat Detail to view its details in global
threat alerts.

Figure 40:
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C H A P T E R 15
June 2022

Updates released in June of 2022 to Cisco cloud-based machine learning global threat alerts:

• Additional Threat Detections, on page 57

Additional Threat Detections
We've added more new threat detections to our portfolio, including:

• AutoKMS HackTool

• Raspberry Robin

• UNC2447 Activity

We’ve also updated indicators for our existing threat detections.

AutoKMS HackTool

Hack tools are used to patch Windows software and run them without an authentic product key. However,
the execution of this tool can be associated with malware or potentially unwanted applications.

To see if AutoKMS HackTool has been detected in your environment, click AutoKMS HackTool Threat
Detail to view its details in global threat alerts.

Figure 41:
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Raspberry Robin

Raspberry Robin infects machines through a .lnk (T1204.002) file from an external drive, downloading actual
payload through msiexec.exe (T1218.007), executing its code through rundll32.exe (T1218.011), and
establishing its C2 through TOR connections (S0183). It's infrastructure is based on compromised QNAP
devices.

To see if Raspberry Robin has been detected in your environment, click Raspberry Robin Threat Detail to
view its details in global threat alerts.

Figure 42:

UNC2447 Activity

UNC2447 is a group that uses ransomware to obtain data and may leak victim's data in forums. The group is
known to use different RATS and ransomware families like SOMBRAT (S0615) and FIVEHANDS (S0618).
Some of the tools used by this group include ADFIND (S0552), BLOODHOUND (S0521), MIMIKATZ
(S0002), PCHUNTER, RCLONE, ROUTERSCAN, S3BROWSER, ZAP, and 7ZIP (T1560.001). This group
also uses remote access applications (T1219) such as TeamViewer and LogMeIn.

To see if UNC2447 activity has been detected in your environment, click UNC2447 Activity Threat Detail
to view its details in global threat alerts.
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C H A P T E R 16
May 2022

Updates released in May of 2022 to Cisco cloud-based machine learning global threat alerts:

• Enhanced View of Alert Details, on page 61

Enhanced View of Alert Details
We've enhanced theAlert Detail page to now showmore information about theAffected Assets. Each affected
asset includes a new Threats section which lists all the threat detections made on that asset, including all the
convicting security events.
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Figure 44:

At the top of theThreats section is the total observation period for all the detected threats and their convicting
security events on the particular asset.

Figure 45:

Each threat detection shows its name, MITRE link, description, and:

• Severity
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Figure 46:

• Observation period

Figure 47:

• Confidence

Figure 48:

Each threat detection is backed by the security event(s) below it. Many of the events contain rich security
annotations that provide the evidence which led to the creation of the event.
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Figure 49:

An event annotation may also contain a drop-down menu that enables you to pivot to other Cisco Security
products and pull in additional information and intelligence about the observables.

Figure 50:

Each security event includes a timeline showing the timing and occurrence of the behavior within the context
of the Threats total observation period.

Figure 51:
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The new Contextual events section can be expanded to show more events that could provide additional
context about what was happening on the asset.

Figure 52:
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C H A P T E R 17
April 2022

Updates released in April of 2022 to Cisco cloud-based machine learning global threat alerts:

• Alignment with MITRE ATT&CK®, on page 67

Alignment with MITRE ATT&CK®

The threat intelligence records in global threat alerts have been adjusted with respect to theMITREATT&CK®

framework:

• Where appropriate, naming from the ATT&CK framework is used directly.

• Global threat alerts threat intelligence provides references to relevant ATT&CK Tactics, Techniques,
and Software entries.

Figure 53:
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Figure 54:

These improvements provide easier process integration with existing standard operating procedures for incident
response and shorten the learning curve for new analysts.
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C H A P T E R 18
March 2022

Updates released in March of 2022 to Cisco cloud-based machine learning global threat alerts:

• Additional Threat Detections, on page 69

Additional Threat Detections
We've added more new threat detections to our portfolio, including:

• Cyclops Blink

• FormBook

• Gamaredon

• MuddyWater

Numerous lower-risk threat detections have also been enriched.

Cyclops Blink

Cyclops Blink is a malicious Linux ELF executable, targeting Small Office / Home Office network devices.
It has 4 built-in modules, allowing it to upload and download files, discover system information (T1082) and
update malware versions. More modules can be installed using C2 commands. It maintains persistence through
a firmware update process (T1542.001) and executes downloaded files through Linux API calls (T1059.004).
Each sample contains a list of IP addresses and port numbers (T1571). After execution, it modifies the system
firewall (T1562.004) to enable C2 communication through these IP addresses and ports.

To see if Cyclops Blink has been detected in your environment, click Cyclops Blink Threat Detail to view its
details in global threat alerts.
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Figure 55:

FormBook

FormBook is an info-stealer and form-grabber that can exfiltrate information from an infected device (TA0010).
This malware is distributed using spam emails with malicious attachments (T1566.001). FormBook is
malware-as-a-service, an attacker can buy a PHP control panel, with customization options for features and
settings. A newer version is also known as XLoader. The malware can access credentials (TA0006), capture
screenshots (T1113), monitor clipboard (T1115), log keystrokes (T1056.001), clear browser cookies, download
and execute files, reboot and shut down the system, and more.

To see if FormBook has been detected in your environment, click FormBook Threat Detail to view its details
in global threat alerts.

Figure 56:
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Gamaredon

Gamaredon, also known as Primitive Bear, is a nation state actor often targeting government organizations
for cyber espionage. After rising tensions between Russia and the Ukraine, group activities have increased.
Gamaredon often leverages malicious office files (T1204.002), distributed through spearphishing (T1566.001),
as the first stage of their attacks. They are known to use the Powershell (T1059.001) beacon called PowerPunch
to download and execute (T1204.002) malware for the ensuing stages. Pterodo (S0147) and QuietSieve are
popular malware families they deploy for stealing information (TA0010) and various other actions.

To see if Gamaredon activity has been detected in your environment, click Gamaredon Activity Threat Detail
to view its details in global threat alerts.

Figure 57:

MuddyWater

MuddyWater is an advanced persistent threat (APT) group that seems to be based in Iran and has been active
since 2017. The attack vector is usually spear-phishing emails (T1566.001) to drop files into the victim's
device. Some of the techniques used by MuddyWater include side-loading DLLs (T1574.002) and the use of
PowerShell scripts (T1059.001). MuddyWater activities are related to espionage, stealing of data, and
ransomware attacks.

To see if MuddyWater activity has been detected in your environment, click MuddyWater Activity Threat
Detail to view its details in global threat alerts.
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Figure 58:
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C H A P T E R 19
January 2022

Updates released in January of 2022 to Cisco cloud-based machine learning global threat alerts:

• Alert Promotion to SecureX Incident Manager, on page 73
• Additional Threat Detections, on page 78

Alert Promotion to SecureX Incident Manager
We've added the ability to promote alerts in global threat alerts to the SecureX incident manager. To turn on
this feature, enable Early access in the header of the global threat alerts console:

Figure 59: Click Early Access to Enable this New Feature

Once enabled, the SecureX incident manager replaces the existing workflow in global threat alerts. Alerts are
then categorized into New, Accepted, or Rejected:
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Figure 60: Alerts in SecureX Incident Manager

A new alert can be moved to either state using the Accept or Reject button:

Figure 61: Accept or Reject Alert

While global threat alerts continues to focus on its core competencies, such as extended detections and efficient
alert triage, it now integrates more tightly with the SecureX ecosystem, using just one click to promote
detections to the incident response workflow in SecureX.

When an alert is accepted, it can be linked to an existing or new incident in the SecureX incident manager:
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Figure 62: Accept Alert with Option to Link to Incident

In the SecureX incident manager, the incident contains details such as a Summary and all the securityEvents
andObservables from the original alert. You can then investigate and respond further, using SecureX features
such as investigation, enrichment, and orchestration.
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Figure 63: Example of Incident Summary
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Figure 64: Example of Incident Observables

When it's undesirable to promote an alert as an incident, you can reject it. In this case, you can also provide
feedback to the team at Cisco, telling us why you rejected the alert. Thank you, your valuable feedback helps
us improve future detections on your network.
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Figure 65: Reject Alert and Provide Feedback

Additional Threat Detections
We've added more new threat detections to our portfolio, including:

• IcedID

• Lemon Duck

Numerous lower-risk threat detections have also been enriched.

IcedID

IcedID (S0483), also known as BokBot, is a modular banking Trojan, targeting financial information. Besides
leveraging different infection vectors, it can act as a dropper for other malware (T1105). Considering its
modular structure and dropper capabilities, it was seen as a successor to Emotet (S0367). IcedID is capable
of stealing financial information and banking credentials from browser sessions (T1185), in order to use them
for fraudulent transactions. To avoid detection (TA0005), IcedID can inject itself into remote processes
(T1055.004).

To see if IcedID has been detected in your environment, click IcedID Threat Detail to view its details in global
threat alerts.
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Figure 66:

Lemon Duck

Lemon Duck is a file-less PowerShell malware family for mining cryptocurrency. This malware has been
seen using EternalBlue exploits, pass-the-hash, and password brute-forcing to spread to other machines on
the local network. Cryptocurrencyminers use a large amount of CPU or GPU resources to mine cryptocurrency
such as Bitcoin or Monero.

To see if Lemon Duck has been detected in your environment, click Lemon Duck Threat Detail to view its
details in global threat alerts.

Figure 67:
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C H A P T E R 20
December 2021

Updates released in December of 2021 to Cisco cloud-based machine learning global threat alerts:

• New Log4Shell Detections, on page 81
• New SNI Spoofing Detector, on page 82
• Additional Threat Detections, on page 83

New Log4Shell Detections
We've added new threat detections to our portfolio, including these two types of detection related to the
recently discovered Log4j vulnerability:

Malware Installation Through Log4Shell

This is a detection of the already successful Log4j exploitation. Log4j is a logging framework used by web
applications. Its log4j2 library is vulnerable to remote code execution (RCE) through any protocol (TCP,
HTTP). Once the attacker sends the malicious payload, it gets logged by the server and the vulnerability gets
triggered. It leads the web server to connect to rogue infrastructure (T1583.004) through JNDI and inject a
malicious Java class (T1620) file into a server process. The injected Java class starts the second stage of the
attack and lets the attacker remotely execute code on the victim's server. Attackers use it to get full access to
the victim's infrastructure and deploy additional malware and crypto-mining software, such as Mirai, Kinsing
(S0599), and Tsunami.

Figure 68:

To see if Malware installation through Log4Shell has been detected in your environment, click Malware
installation through Log4Shell to view its details in global threat alerts.
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Log4Shell Vulnerability Scan

This is a detection of a device performing a scan of remote services (T1595.002) to identify and potentially
exploit Log4Shell (CVE-2021-44228). The Log4Shell vulnerability in Apache Log4j, a popular Java logging
framework, can lead to remote code execution (RCE) or disclosure of information. A triggered alert can
indicate the presence of an unwanted application or malware performing the scan, as well as testing activities
intended on penetration. To investigate, verify the associated anomalies against the intended behavior of the
device.

Figure 69:

To see ifLog4Shell vulnerability scan has been detected in your environment, clickLog4Shell vulnerability
scan to view its details in global threat alerts.

New SNI Spoofing Detector
Attackers use various techniques to avoid network-protection mechanisms. Server Name Identification (SNI)
spoofing is a popular technique used to avoid domain-based network-protection mechanisms. This technique
involves using a well-known domain name in the SNI field and a server IP address different from the IP
address where the well-known domain is hosted. The combination of a well-known SNI and the different
server IP address allows one to pass domain-based security checks to reach an unallowed server.

Figure 70:

The new SNI spoofing detector identifies an inconsistency when there's an SNI and IP address mismatch. The
detector extracts the domain from the SNI field using encrypted traffic analysis (ETA) and compares the
observed server IP address with our global statistical model of IP addresses where the domain is usually
hosted. If the observed server IP address does not match the model, then the domain in the SNI field may
have been spoofed, and the network traffic is being routed to an unwanted server. The mismatch indicates
that there's a low probability that the popular hostname in the SNI extension is actually hosted on the IP
address being contacted.

This can be seen in Alert > Alert detail > Security events.
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Additional Threat Detections
We've added more new threat detections to our portfolio, including:

• FluBot

• LokiBot

• Phorpiex

• Raccoon

• TrickBot

Numerous lower-risk threat detections have also been enriched, including ad injectors, cryptocurrency miners,
malicious advertising, malware distribution, and spam tracking.

FluBot

FluBot (also known as Cabassous) is an Android-based malware that targets banking and cryptocurrency
applications within the Spanish market. It hooks into legitimate financial applications (T1617) and presents
the user with a fake login page (T1417). After credentials are submitted to the overlayed phishing page, it
exfiltrates (T1532) them to a command-and-control server controlled by the attacker. FluBot uses a domain
generating algorithm (T1520) to locate the command-and-control address. It's capable of spreading through
SMS messages (T1582) containing the download link and can persist through reboots (TA0028) by gaining
additional privileges (TA0029).

To see if FluBot has been detected in your environment, click FluBot Threat Detail to view its details in global
threat alerts.

Figure 71:

LokiBot

LokiBot (S0447), also known as Loki-bot or Loki bot, is an information-stealing, commodity malware. The
private data it steals can include stored passwords, login credentials, and cryptocurrency wallets (T1555).
Later, stolen data is exfiltrated by a C2 channel (T1041). To investigate, perform a full scan of the infected
device. Look for additional confirmed or detected incidents from the same user. If the behavior persists after
a full scan and clean-up, consider reimaging the infected device.
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To see if LokiBot has been detected in your environment, click LokiBot Threat Detail to view its details in
global threat alerts.

Figure 72:

Phorpiex

Phorpiex is a Trojan and worm that infects operating systems to deliver additional malware. Phorpiex has
been known to drop a wide range of payloads, including ransomware, cryptocurrency miners, and malware
that sends spam emails (T1566). To gain access, it spreads by using the Spearphishing Attachment technique
(T1566.001). Phorpiex uses IRC, but can also use encrypted-channel communication (T1573). To persist in
the system, this botnet creates an autostart registry key (T1547.001). It may also hide the files it downloaded
to evade detection (T1564.001).

To see if Phorpiex has been detected in your environment, click Phorpiex Threat Detail to view its details in
global threat alerts.

Figure 73:

Raccoon

Raccoon (also known as Mohazo or Racealer) is an information-stealer malware that has been active since
April of 2019. It's capable of stealing data (T1005) from browsers to bitcoin wallets and is a threat to both
personal and business assets. Raccoon exfiltrates data from a victim's device, which later can be sold to other
malicious actors for various uses.

Raccoon is sold on darknet forums by the group named after the malware itself and is operated by a Russian
group often targeting North America, Europe, and Asia. It can be easily used by a control panel accessible

Global Threat Alerts in Secure Network Analytics
84

Release Notes
Additional Threat Detections

https://cta.eu.amp.cisco.com/ui/threats/869633fc-3411-416f-9dff-b9c27ab1aed9
https://attack.mitre.org/versions/v10/techniques/T1566/
https://attack.mitre.org/versions/v10/techniques/T1566/001/
https://attack.mitre.org/versions/v10/techniques/T1573/
https://attack.mitre.org/versions/v10/techniques/T1547/001/
https://attack.mitre.org/versions/v10/techniques/T1564/001/
https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://attack.mitre.org/versions/v10/techniques/T1005/


through Tor (S0183). Raccoon is often distributed through malvertising (installed through exploit kits) and
phishing due to a lack of distribution infrastructure.

To see if Raccoon has been detected in your environment, click Raccoon Threat Detail to view its details in
global threat alerts.

Figure 74:

TrickBot

TrickBot (S0266), also known as Trickster, is a banking Trojan that targets sensitive information at select
financial institutions. This malware is frequently distributed through malicious spam campaigns. Many of
these campaigns rely on downloaders for distribution, such as VB Scripts.

To see if TrickBot has been detected in your environment, click TrickBot Threat Detail to view its details in
global threat alerts.

Figure 75:
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C H A P T E R 21
August 2021

Updates released in August of 2021 to Cisco cloud-based machine learning global threat alerts:

• Classic Interface Decommissioned, on page 87
• Improved Handling of Scans and Blocked Communications, on page 87

Classic Interface Decommissioned
Back in June, we recommended that you switch from the classic interface to the alerts interface.

Figure 76:

The older classic interface has now been decommissioned, and the newer alerts interface has become the only
interface, providing you with an enhanced view of the threats on your network.

Improved Handling of Scans and Blocked Communications
To reduce the number of false-positives, global threat alerts can now suppress threat detections triggered by
horizontal scan communications. It can also now suppress threat detections of proxy-blocked communications
in the initial phases of an infection.

To improve the visualization of cases, when an infection is persistent on an endpoint, and a portion of the
outbound communication is being blocked by a proxy (or other outbound-control process), global threat alerts
describes the particular security event presented as a part of the threat detection.

In this example, an attempt to communicate with a host (known to be indicative of a Trojan) is blocked by a
proxy sensor. The security event informs you that this software is considered unwanted, since it may
compromise your privacy or the security of your system.
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Figure 77: Example: security event informing you that the communication attempt was blocked by proxy
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C H A P T E R 22
June 2021

Updates released in June of 2021 to Cisco cloud-based machine learning global threat alerts:

• New REST API for Automation Support , on page 89
• Secure Endpoint Integration Update, on page 89
• STIX/TAXII API Update, on page 91

New REST API for Automation Support
All visible data in the global threat alerts dashboard is now available to you through a new REST API. You
can use it to download the content of a single alert, and even automate the whole data-collection process by
streaming all your alerts to a third-party SIEM in your network.

The API is not read-only; you're able to change the configuration of your global threat alerts environment.
For example, you can increase the specific business value of a critical asset group or change the severity
assigned to a threat.

To see the API possibilities, refer to https://api.cta.eu.amp.cisco.com. There you can find the specification
and use cases which describe the API possibilities in more detail and example scripts for additional integration.

To read more about the new REST API, see global threat alerts REST API is now released!

Secure Endpoint Integration Update
We've updated the way that detections from global threat alerts are presented in Secure Endpoint. Now, the
detections are visible as events in the console, and they're directly linked with the alerts interface. As a result,
threat severity changes in the alerts interface are reflected in those events.
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Figure 78: Global Threat Alerts detections are now presented as events in the Secure Endpoint console

When an alert’s state or risk changes in the global threat alerts interface, it's reflected in the alerts overview
in the Secure Endpoint console:

Figure 79:

To avoid a compatibility issue, the classic interface will be decommissioned soon, so we recommend that you
switch from the classic interface to the alerts interface. On the global threat alerts dashboard, click the Switch
to Alerts interface button:
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Figure 80:

STIX/TAXII API Update
Detection links and threat vocabulary provided by the STIX/TAXII API feeds are now compatible with the
alerts interface in the global threat alerts dashboard.

Figure 81:

As a result of changes in the threat wording and taxonomy, we recommend that you check for incompatibility
issues and broken dependencies in the tools and SIEM fed by the STIX/TAXII API.
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C H A P T E R 23
May 2021

Updates released in May of 2021 to Cisco cloud-based machine learning global threat alerts:

• Support for SecureX Ribbon, on page 93
• Updated Daily Report Email, on page 96

Support for SecureX Ribbon
SecureX is both a centralized console and distributed set of capabilities that unify visibility, enable automation,
accelerate incident response workflows, and improve threat hunting. These distributed capabilities are presented
in the form of apps and tools in the SecureX ribbon.

The SecureX ribbon is now also available in global threat alerts, located in the lower portion of the page, and
persists as you move between the dashboard and other security products in your environment. This helps you
correlate findings with your casebook and incidents.
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Figure 82: SecureX ribbon located in the lower portion of the page

You can use the ribbon to access the casebook, settings, and other apps. You can also view incidents and
search observables for enrichment.
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Figure 83: Example: use the SecureX ribbon to access your casebook

To enable this functionality, the user must have a SecureX account and authorize the integration in Application
Settings.
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Figure 84: Navigate to Application Settings and authorize integration with SecureX

Updated Daily Report Email
The Email Notifications service has been updated to email you content compatible with the Alerts dashboard.
The Daily Report email notifies you of the current status of alerts and recent changes in the number of reported
alerts.
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Figure 85: Example: updated Daily Report email

To enable this service, select Email Notifications from the global settings menu, and enter the email addresses
that will receive the Daily Report.
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C H A P T E R 24
April 2021

Updates released in April of 2021 to Cisco cloud-based machine learning global threat alerts:

• New DGA 2.0 Classifier, on page 99
• New MITRE References in Alert Descriptions, on page 99

New DGA 2.0 Classifier
Domain generation algorithms (DGAs) are used by attackers to randomly generate host names to bypass
security products with blocking capabilities. These algorithms are commonly used for communication in
botnets and adware. Since they're dynamically generated, they can successfully bypass security products that
rely on static, signature-based watchlists, that would otherwise block them.

Figure 86: Example: random-string domain generated by DGA to obfuscate blocker

While global threat alerts has supported the detection of DGA domains since 2015, the DGA 2.0 classifier is
a new model built on top of a neural network (state-of-the-art solution for text processing) instead of the older
random forests. This architectural refresh and a newly crafted training set result in doubling the recall (number
of true positives) while producing fewer false positives.

This can be seen in Alert > Alert detail > Security events.

New MITRE References in Alert Descriptions
Now we've added MITRE references directly in the description of the alert (where available), so that you can
conveniently access supplemental information.
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Figure 87: Example: four MITRE references (S0366, T1018, T1210, T1486) in the description of WannaCry

Looking for additional details about the alert and its description? Click on an ID number...

Figure 88: Example: embedded link to the MITRE ATT&CK knowledge base for S0366

...to open a new browser page showing you the MITRE ATT&CK knowledge base with more information
and details about the specific threat.
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Figure 89: MITRE ATT&CK page with more information and details on S0366
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C H A P T E R 25
March 2021

Updates released in March of 2021 to Cisco cloud-based machine learning global threat alerts:

• New Typosquatting Classifier, on page 103
• New TLS Pattern Classifier, on page 104

New Typosquatting Classifier
Typosquatting is a form of URL hijacking that relies on typographical errors (typos) made by users while
entering a URL into their web browser. This results in the user being directed to an alternative website owned
by an attacker. The typosquatting URL is visually similar to the legitimate URL, such as:

Figure 90: Example: typosquatted hostname which has an extra letter added

The typosquatting URL usually directs to online scams, such as advertising pages used to generate profit from
ads or phishing pages used to steal information from users.
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Figure 91: Example: advertising page targeting users intending to go to Amazon AWS

The new classifier aims to protect users from typosquatting domains targeting most popular domains. The
classifier effectively identifies the domains similar to the most popular domains by calculating the similarity
of domains. The classifier then determines the severity of the threat based on additional parameters, such as
the age of the typosquatting domain.

This can be seen in Alert > Alert detail > Security events.

New TLS Pattern Classifier
The new classifier is built on top of Transport Layer Security (TLS) fingerprinting technologies. Taking into
account TLS headers from Encrypted Traffic Analytics (ETA) and additional global and local context features,
the classifiers detects suspicious and malicious applications based on their TLS footprint. Through analysis
of encrypted communication, the classifier extends the capabilities of models aimed at threats communicating
by HTTP.
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Figure 92: Example: TLS pattern similar to a host known to be malicious

This can be seen in Alert > Alert detail > Security events.
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C H A P T E R 26
Before March 2021

• Before March 2021, on page 107

Before March 2021
Updates released before March 2021 are archived in the Cisco Community Security Blogs with theCognitive
Intelligence label and cognitive-release-notes tag.
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