Virtual Service Install Script

The following describes how to deploy agents to your ISRs using the install script.

» Deploying Agents Using the Install Script, page 1
» ISR Hardware Configuration, page 1

« Install Script Overview, page 2

Deploying Agents Using the Install Script

After you install the controller, you can use an install script to deploy agents as virtual services on your ISRs.
The install script references a properties file, which you update with deployment details. When you run the

install script, it deploys multiple agents in parallel, if you defined multiple agents in the properties file. You
can deploy multiple agents at once, depending on how you modify the properties file.

Step 1 Download the agent OVA file to the controller. See Downloading the OVA Files from Cisco for more information.

Step 2 Update the install and upgrade properties file with details of your deployment. See Updating the Agent Properties File,
on page 15 for more information.

Step 3 Run the install script. See Running the Install Script, on page 17 for more information.

ISR Hardware Configuration

Before you deploy your agents as virtual services, ensure that your ISRs have enough RAM and the proper
hardware installed, as described in ISR 4000 Series Platform Requirements.

For more information on hardware installation, see the Hardware Installation Guide for the Cisco 4000 Series
Integrated Services Router, at http://www.cisco.com/c/en/us/td/docs/routers/access/4400/hardware/installation/
guide4400-4300/C4400_isr.html.
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Install Script Overview

The controller includes an agent install and upgrade properties file (instal 1 .yaml), and an agent install script
(installation_auto.py) . Running the agent install script requires configuring the agent install and upgrade
properties file with agent, ISR, and network settings. You can configure the file to deploy multiple agents at
one time. This file contains global settings, which apply to all deployed agents, and branch-specific settings,
which apply only to one ISR and agent.

Note

For a given version of the Learning Network License system, only the version of Ubuntu Linux shipped
with the controller and agents is supported. Do NOT upgrade Ubuntu Linux on the controller or agent
VMs.

When you run the install script, it reads the properties file, and does the following for each agent:
» uploads the OVA file to the ISR
« configures flexible NetFlow for Learning Network License
« configures a virtual service named siIn and deploys the agent
« configures ISR and agent network settings

» adds the new agent to the controller
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Install Script Diagram

An agent may be installed as a virtual-service (container) in an ISR 4331, 4351, 4431, or 4451 router by
running the instal lation_auto.py install and upgrade script. The controller contains the script, which you
run from the controller command line. The script issues configuration commands on the router and the
newly-created agent. It also adds the agent to the controller, so the user can issue further configuration changes
from the controller web UL.
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The script references the instal I .yaml properties file, also located on the controller. The following diagram
tracks the various properties in the deployment process.

Figure 1: ISR and Agent Deployed as a Virtual Service
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Agent Copy

The arrow labeled copy (scp) demonstrates the install script copying the agent .ova file from a network location
of your choice to the Network Element (4331, 4351, 4431, or 4451 router). In this example, the script copies
the file from the deployed controller using the SCP protocol to the ISR.

For all commands issued to the ISR, the script uses the configured credentials (ne_username, ne_password)
to connect to the network element (ne_ctl_ip).

The following properties control how the script copies the file:

« src_host - the network location where the agent .ova file is copied from

« src_username - Username used by the script to log into this network location

* src_password - password used by src_username

« src_ova_path - filepath and filename on the host where the agent .ova file is located

Cisco Stealthwatch Learning Network License Virtual Service Installation Guide, Version 1.1 JJjj



- Cisco Stealthwatch Learning Network License Virtual Service Installation Guide, Version 1.1

Virtual Service Install Script |

Install Script Deployment

« dst_store - Whether the script copies the .ova file to the branch router harddisk or bootflash

Cisco recommends you define the controller as the source host, upload the .ova to the controller, and copy
the file to all branch routers.

Agent Virtual Service Creation

The center of the diagram shows the commands the script uses to create, install, and activate the agent as a
virtual-service (container), and references the properties file to apply values to the variables.

The script creates the virtual-service with two virtual interfaces, using the interface VirtualPortGroup
commands:

« ctl/mgmt - The control and management interface, used for agent/controller communication, to install
mitigation policies on the router, and to receive NetFlow records from the router. This is
VirtualPortGroup 1 on the router, and etho on the agent.

The script configures the ct1/mgmt interface without an IP address, (using ip unnumbered), referencing
the name of a router interface (parent-if-name) whose IP address is reachable by the controller.

The script also configures an ip route on the agent with a routable IP address (dla_ctl_ip) so the
router forwards packets from the controller to the agent over the ctl/mgmt interface.

Note that you configure credentials for the agent to log into the router (dla_ne_login: username,
dla_ne_login, password), to install mitigation policies, and collect information from the router.

» data xfer - The data transfer interface, used to send raw packet data from the router to the agent, when
packet buffer capture (PBC) or DNS deep packet inspection (DNS/DPI) are enabled. This is
VirtualPortGroup 2 on the router, and eth1 on the agent.

The script configures the data xfer interface with a private IP address (ne_ip) and netmask (ne_mask),
since traffic across this interface never leaves the router.

After configuring the virtual interfaces, the script issues commands (virtual-service, vnic) to create the
virtual-service named sIn with two virtual interfaces reachable by the virtualPortGroup 1 and
VirtualPortGroup 2 interfaces on the router.

The script then issues an instal 1 command to install the agent .ova into the virtual service, then an activate
command to activate the virtual service.

Finally, the script issues the connect command to log into the virtual service console to configure the following:
» the agent hostname (dla_hostname) and default gateway (dla_ctl_gw)

« the etho interface with a routable IP address (dla_ctl_ip) and netmask (dla_ctl_mask). The controller
must be able to reach this address.

« the eth1 interface with a private IP address (dla_dat_ip) and netmask (dla_dat_mask
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Learning Network License NetFlow Configuration

The install script also issues commands to configure Flexible NetFlow (Version 9), as required for Learning
Network License. The following diagram illustrates this configuration.

Figure 2: NetFlow Operation on the ISR

The script creates the following:

» SLN-NF-RECORD - a NetFlow flow record which defines key fields to match traffic, and non-key fields
to collect

» SLN-NF-EXPORTER - a NetFlow flow exporter that references the agent dia_ctl_ip IP address to send
NetFlow data to the agent

* SLN-NF-MONITOR - a NetFlow flow monitor that references SLN-NF-RECORD to monitor input and output
traffic coming over configured branch interfaces, and forwards it to SLN-NF-EXPORTER

The script also issues an interface command for each branch interface (branch-if1-names. . .) that you
configure in the properties file. These branch interfaces are the router interfaces used to reach branch hosts.

Agent Addition to the Controller

The script adds each agent to the controller, if not already added, using the RESTful API. The script logs into
the controller using the configured credentials (sca_webui_login: username, sca_webui_login: password).
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