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1 Mesh Policy Engine Overview

Topics:

o Introduction to Mesh Policy Engine

* Why use Mesh Policy Engine

e Supported enforcers

+ How Mesh Policy Engine policies
work

o Getting started with Mesh Policy
Engine

Find an overview of Mesh Policy Engine and the main tasks for managing security
policies across security devices from multiple vendors.

Mesh Policy Engine helps you orchestrate and manage security policies across
security devices from multiple vendors in one dashboard. It simplifies policy
updates, tracks ownership and version history, and ensures consistent policy
deployment. This approach makes policy management easier and strengthens
network security as your organization grows.
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I ntroduction to Mesh Policy Engine

Learn what Mesh Policy Engine offers for managing security policies across multiple vendors. Understand the problems
it addresses before you start configuring policies.

Managing network security policies can be challenging when your organization has complex, enterprise-level, multivendor
networks and needs to move to large-scale multicloud architectures. Your network operators or application development
team often creates or edits security policies to support increased connectivity and access for product teams and developers
across your organization. These frequent changes can clutter policy management and make it hard to scale your enterprise
network as your organization grows.

In addition, because there are a large number of rules in the policy, it becomes even harder to manage and keep track of
the policies' versions, changes, and ownership history. If you do not manage these complex and changing security policies
carefully, your organization's network security could weaken and become more vulnerable to malicious threats.

To address these needs, you can use Mesh Policy Engine in Security Cloud Control, which helps you orchestrate and
manage security policies across security devices from multiple vendors. With Mesh Policy Engine, you can track policy
ownership, policy change history, and version control. Mesh Policy Engine makes policy management easier and helps
keep your network security strong.

Using Mesh Policy Engine, you can view all your security policies on one dashboard, create new policies, update existing
ones, and deploy them to enforcers. With common objects in Security Cloud Control, your network changes can be easily
deployed across Security Cloud Control products, including Mesh Policy Engine policies.

Why use M esh Policy Engine

Learn why organizations use Mesh Policy Engine to manage policies across vendors, speed up updates, and keep security
practices consistent as networks grow.

Implementing Mesh Policy Engine in your enterprise environment delivers these key business outcomes:

o Reduced operational complexity—Eliminate the need for specialized expertise in each vendor's CLI or management
console. Managing all enforcers from a single location reduces the overhead of maintaining a multi-vendor environment.

o Accelerated agility—Policy updates that traditionally took weeks to coordinate across different teams and vendors
can be implemented consistently across the entire infrastructure in minutes.

e Enhanced device performance—Placing only relevant rules on specific enforcers reduces the size of policy documents,
which improves performance and makes troubleshooting easier.

o Improved security posture—Using Mesh Policy Engine as the "source of truth" for all workload access strengthens
your security posture. Mapping each policy rule to your original request or intent simplifies annual audits and ensures
your security intent remains clear during translation.

o Automated policy consistency—Your defined security intent is maintained across the network. If someone makes a
manual change directly on a device, Mesh Policy Engine restores your intended policy during the next deployment.

¢ Scalability—Built on an elastic cloud architecture, Mesh Policy Engine automatically scales to handle large enterprise
environments with high request volumes and complex, dynamic policy requirements.

Supported enforcers

Check which Cisco and third-party security devices Mesh Policy Engine supports. Review device and software prerequisites
before you add enforcers.

For software and hardware prerequisites, see Prerequisites for enforcers on page 18.

Cisco Security Cloud Control | Updated NaN,
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Supported Cisco enforcers
Mesh Policy Engine supports the following security devices that have been onboarded to Security Cloud Control:

o Secure Access

o Secure Firewall Threat Defense

Supported third-party enforcers
Mesh Policy Engine supports the following third-party enforcers:

o Fortinet FortiGate
o Juniper

o Palo Alto Networks

Supported managers for policy import
Mesh Policy Engine supports the following managers for policy import:

o Panorama—Palo Alto Networks policies

How Mesh Policy Engine policies work

Learn how Mesh Policy Engine policies are structured and assigned to enforcers. Understand fixed-assignment and
dynamic-assignment policy types before creating rules.

Mesh Policy Engine supports fixed-assignment policies. You can manually assign a single child policy to an enforcer that
includes its parent policies. The fixed-assignment policy includes Mandatory and Default sections that are grouped with
like sections in the policy hierarchy.

Mesh Policy Engine creates global policies that apply to all zones or interfaces. For Secure Access, the mesh policy is
part of the access policy.

Getting started with Mesh Policy Engine

Learn the setup tasks for Mesh Policy Engine in Security Cloud Control, from subscription and access to the dashboard
and policy management.

Set up Mesh Policy Engine in Security Cloud Control to manage policies across multi-vendor enforcers.

Claim a Mesh Policy Engine subscription

Learn which Mesh Policy Engine subscription options are available and when you need a claim code or included service.
Choose the option that matches your entitiement.

Security Cloud Control supports several types of subscriptions and services:

o Paid subscription—A paid subscription provides the full-functionality Mesh Policy Engine. This type of subscription
requires a claim code that you can activate for a product instance. Refer to Claim a paid or trial Mesh Policy Engine
subscription on page 8.

o Trial subscription—A trial subscription provides the full-functionality Mesh Policy Engine. This type of subscription
requires a claim code that you can activate for a product instance. Trials can be stacked with paid subscriptions to
extend the subscription period. Refer to Claim a paid or trial Mesh Policy Engine subscription on page 8.

Cisco Security Cloud Control | Updated NaN,
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o Platform-enabled service—A platform-enabled service may be available for your organization by default with Security
Cloud Control, or it may come with a paid or trial subscription for another product such as Firewall Management. The
platform-enabled service supports a basic-functionality version of Mesh Policy Engine.

p
@ Note

The platform-enabled service version of Mesh Policy Engine does not include support for third-party devices.

If you have a platform-enabled service version of a product such as Firewall Management, it doesn't also have a
platform-enabled service version of Mesh Policy Engine; only the paid or trial subscription of Firewall Management
has a platform-enabled service version of Mesh Policy Engine.

For more information about subscriptions, see Security Cloud Control Administration Guide.
Claim a paid or trial Mesh Policy Engine subscription

Claim a paid or trial Mesh Policy Engine subscription with the claim code from your welcome email. Add the entitlement
to your organization.

Using the claim code from your welcome email, claim the Mesh Policy Engine subscription within your organization.
Before you begin

Set up your Security Cloud Sign On account and sign in. Use the Account Sign Up page to set up a Security Cloud Sign
On account or to sign in to your existing account.

Procedure

1. From the Security Cloud Control Home page, choose Product Management >Platform Management >
Product Subscriptions > Subscriptions & Service Management.

2. Click Claim subscription.
Figure 1: Claim subscription

3. Enter the claim code and click Next.

Figure 2: Subscription claim code

Cisco Security Cloud Control | Updated NaN,
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Claim Subscription

- ) Enter subscription claim code
Enter subscription claim code

To begin, enter your claim code below and click Next. For detailed instructions
please read our documentation (7.

Subscription claim code *

[ SWXH-GMDD-SMRK-KTQM

< Cancel m

4. For Cisco Mesh Policy Engine Essential, choose Create new instance from the drop-down list.
Figure 3: Create new instance

Claim Subscription

@ Enter subscription claim code Review prOdUCts

To use an existing instance instead of creating a new one, choose Attach existing instance from the
dropdown menu for the product. Post-claim actions may also be required to apply licenses to some
product instances. Read documentation for more details (7

o Review products

Products Create new instance or attach existing ©®

Cisco Mesh Policy Engine Essential [ Create new instance v

For trial subscriptions only—if you already have a Mesh Policy Engine instance and are applying a paid subscription to
replace an existing trial subscription or are stacking a trial subscription on top of an existing paid subscription, choose
Attach existing instance.

5. If you have any other products on this claim code, make your selections, and then click Claim.
Figure4: Claim

Cisco Security Cloud Control | Updated NaN,



Claim Subscription

@ Enter subscription claim code
@ Review products

e Review subscription

Review subscription

Subscription ID
PreviewSubPGMO0OO04RB

Organization region ®
North America

Products Deployments

| Mesh Policy Engine Overview | 10

Instance type

Cisco Mesh Policy Engine

) United States @
Essential

Cancel

You may see this message during activation:

Figure5: Activation in progress

Product and service activation status 1

Cisco Mesh Policy Engine

A\ Activation in progress

You will see a message at the top of the page showing success.

Figure6: Product successfully claimed

° Subscription successfully claimed.

Products will appear in the navigation shortly. Once your products are fully activated, you can access them
from the left-hand navigation or the platform navigator at the top of the page. After activation, configure
your role-based access controls to ensure proper user permissions.

Add a Mesh Policy Engine role for other users before they can use Mesh Policy Engine.

Mesh Policy Engine only appears in the Security Cloud Control menu under Services for users or groups that have
an assigned Mesh Policy Engine role. As the organization administrator, you are probably a member of the All Products
Administrator group, so you are assigned the Mesh Policy Engine admin role automatically. Refer to Assign a Mesh

Policy Engine admin role on page 12.

Figure 7: Services menu

Cisco Security Cloud Control | Updated NaN,
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asco. Security Cloud Control

'S Organization
Pinecone >

Home

Services

Mesh Policy Engine

Platform services

p Favorites >

Enable a platform-enabled service version of Mesh Policy Engine

Enable the included Mesh Policy Engine service for your organization. Complete the setup steps so authorized users can
begin managing policies.

If you have a platform-enabled service version of Mesh Policy Engine, follow these steps.

Before you begin

Set up your Security Cloud Sign On account and sign in. Use the Account Sign Up page to set up a Security Cloud Sign
On account or to sign in to your existing account.

Procedure

1. From the Security Cloud Control Home page, choose Product Management >Platform Management >
Product Subscriptions > Subscriptions & Service Management.

2. In the Services area next to Cisco Mesh Policy Engine, click Enable.
Figure 8: Enable the Mesh Policy Engine service

Cisco Security Cloud Control | Updated NaN,
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Services 6available 5 enabled

“~ Some services come enabled as core capabilities on the SCC platform, while additional
services are available to be enabled as needed.

Service Name Region Status
isco Identity Intelligence

o yIMeHIgence + - Giopal © Disabled
Cisco Duo Premier Service
Cisco Mesh Policy Engine United States
Cisco Security Services

y North America @ Enabled
Exchange
Integrations Service North America @ Enabled
Cisco Multicloud Defense United States @ Enabled
Cisco Security Cloud Control .

y North America @ Enabled

Firewall Management

| Mesh Policy Engine Overview | 12

You may see the message Activation in progress. Eventually, you will see a message showing success.

3. Add a Mesh Policy Engine role for other users before they can use Mesh Policy Engine.

Mesh Policy Engine only appears in the Security Cloud Control menu under Services for users or groups that have
an assigned Mesh Policy Engine role. As the organization administrator, you are probably a member of the All Products
Administrator group, so you are assigned the Mesh Policy Engine admin role automatically. Refer to Assign a Mesh

Policy Engine admin role on page 12.

Figure 9: Servicesmenu

asco. Security Cloud Control

S Organization
Pinecone >

4 Home

Services

Mesh Policy Engine

Platform services

p Favorites >

Assign a Mesh Policy Engineadmin role

Assign an admin role so a user can access Mesh Policy Engine. Review the available assignment options before granting

access to users or groups.

Cisco Security Cloud Control | Updated NaN,



| Mesh Policy Engine Overview | 13

Users can't access Mesh Policy Engine until you assign a Mesh Policy Engine admin role. This procedure describes how
to assign a role to each user separately.

You can alternatively choose the role and then assign users to the role (Assign Roles to Existing Users), or you can assign
roles to groups (Assign Roles to Groups).

Procedure

1. From the Security Cloud Control Home page, choose Platform Management > Access Management >
Administrator Access.

2. Onthe Administrators page, with Current Accounts selected in the drop-down list, click the Display Name
of the user.

Figure 10: Display name

Administrator Access

Administrators Admin groups Admin roles

= ) (Guremsscoms <)

Display name First name Last name Email address Type O Status Actions

Dean Winchester Dean Winchester @cisco.com  Federated @ Active

The resulting page displays user details such as assigned admin roles and admin groups.

3. Click Assign roles.
Figure11: Assign roles

@cisco.com

Admin group memberships

[ Q Search ] [ All group types v ] 1result Add to groups

Group membership Type Assigned roles

All Products Administrator System 6 roles assigned Show details X

Assigned admin roles

[ Q Search ] [ All products v ] [ All types v ] 1result
Product or service Role Role type (O
Security Cloud Control Organization Administrator Static

4. In the Assign Roles slide-in pane, assign roles to products.
Figure 12: Assign roles per product

Cisco Security Cloud Control | Updated NaN,
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Assignroles X
Assign one or more roles to ( @cisco.com).
Product or service Role(s)

[Mesh Policy Engine v ] l Administrator X ~ O

Administrator

+ Assign another role () Entitiements Manager

(C) MPM Read Only

(C) MPM Read Write

(C) PCM Read Write

(C) PCM Read-Only

(7) Support

(7) Topology Read Only
(7] Topology Read Write

a) From the Product or service drop-down list, choose a product.
b) From the Roles drop-down list, choose one or more roles to assign.

Mesh Policy Engine supports static roles.
Here is a list of static roles and their level of access to APIs.
Table 1: Mesh Policy Engine Static Roles

Role Description

Administrator Provides full platform authority with access to all API operations.

Entitlements Manager Provides limited authority for managing client credentials. Does not
provide full platform access.

Support Provides access to a broad set of API operations for support and
operational tasks.

PCM Read-Only Provides read-only access to Persisted Connection Management (PCM)
API operations.

PCM Read Write Provides read and write access to PCM API operations.

Topology Read Only Provides read-only access to Topology APl operations. (performed by
network operators).

Topology Read Write Provides read and write access to Topology APl operations. (performed
by network operators).

MPM Read Only Provides read-only access to Manual Policy Manager (MPM) API
operations.

MPM Read Write Provides read and write access to MPM API operations.

c) Click +Assign another role to add more products for the user.
d) Click Assign roles.

The selected product roles are assigned to the user.

Cisco Security Cloud Control | Updated NaN,
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Learn how to use the Mesh Policy Engine dashboard to check policy, enforcer, and topology status and open the areas

where you manage changes.

The Mesh Policy Engine dashboard is the starting point for configuring centralized policy management.

Dashboard areas
The dashboard contains the following quick access areas:

Figure 13: Dashboar d welcome and getting started cards

Dashboard

%+ Welcome to Mesh Policy Engine

Mesh Policy Engine in Security Cloud Control centralizes management and coordination of policies across
your network, ensuring that policies are consistently applied, enforced, and updated across Cisco and
third-party enforcers.

Onboard enforcers Policy import
Connect your third-party enforcers to start managing Import an existing policy from Cisco or third-party
policies across your network. Cisco enforcers in managers to start managing your policies with Mesh

Security Cloud Control are onboarded automatically. Policy Engine.

- PI-

VA . vie P <
PR - J .
B

i . ——

Create a changeset

Collect all your policy changes into a changeset and
review them before deploying.

"

-~/

Cisco Security Cloud Control | Updated NaN,






2 Enforcers

Topics: Find a definition of enforcers and learn which security devices or device groups
share a policy in Mesh Policy Engine.
¢ About enforcers

 Prerequisites for enforcers
e Add credentials for third-party
enforcers and managers

An enforcer is a security device or group of devices, like a high-availability pair
or cluster, that shares the same security policy.

¢ Add a management connection for
third-party enforcers

» Add a third-party enforcer

* Manage enforcers
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About enforcers

Learn what enforcers are and how Cisco and third-party security devices appear in Mesh Policy Engine. Use this overview
before adding or managing devices.

When you onboard a security device to Security Cloud Control that Mesh Policy Engine supports, it is automatically listed
as an enforcer in Mesh Policy Engine.

You can also add third-party devices as enforcers by providing connection details.

Prerequisitesfor enforcers

Check supported enforcer types and their prerequisites before adding devices to Mesh Policy Engine. Review the required
software, management mode, and connectivity for each type.

Supported Cisco enforcers
Mesh Policy Engine supports the following security devices that have been onboarded to Security Cloud Control:
o Secure Access

o Secure Firewall Threat Defense

All versions and modes supported by Security Cloud Control are supported in Mesh Policy Engine.

Supported third-party enforcers

Device or Manager Software Version Mode

Fortinet FortiGate 7.4.3 Standalone

Juniper 22.4R3.25 Multinode high-availability mode
Juniper 22.4R3.25 Cluster mode

Palo Alto Networks PAN-0OS 11.1.4-h7 Active/passive mode

Active/active mode

Add credentialsfor third-party enforcersand managers

Add credentials for third-party enforcers or managers that Mesh Policy Engine needs to connect to. Reuse saved credentials
when you add more devices.

To securely connect to third-party enforcers and managers (for policy import), Mesh Policy Engine must authenticate with
the device using their credentials. Each credential is a reusable object that you can use for one or more devices by name.

Cisco Security Cloud Control | Updated NaN,
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( \
[5] Note
You don't need to add Cisco credentials unless devices are not reachable directly in Security Cloud Control.
. J
Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.

2. Choose Enforcers > Credentials.
Figure 14: Credentials

Add Credentials

Manage enforcement points where Mesh Policy is enforced.

Enforcers Credentials

+ Add credentials

Saved credentials 8 credentials
Credential name Type Created Last updated Actions
pa-test Username and Password 2026-06-16 2026-06-16 o W
PaloAlto_Cred Username and Password 2026-06-16 2026-07-28 o W
1 Username and Password 2026-07-28 2026-07-28 o W
test Username and Password 2026-07-06 2026-07-06 o W
test-fd Username and Password 2026-06-25 2026-06-25 o W
test11 Username and Password 2026-07-02 2026-07-02 o oW
twegwe Username and Password 2026-07-02 2026-07-02 o oW
wrong-cred Username and Password 2026-07-14 2026-07-14 o W

Existing credentials are listed on this page.

3. Click Add credentials.

4. Set the credential type: Username and Password, Token, or Cisco Multicloud Defense.

The fields depend on the credential type.

Figure 15: Username and Password

Cisco Security Cloud Control | Updated NaN,



Add credentials X

Credential type *

[ Username and Password v ]

Credential name *

[ pan-fws ]
Username *
[ dwinchester ]
Password *
l ey a® Show l

¢ Credential name-Name for this credential object.
o Username-The username to log into the device.

o Password-The password to log into the device.

Figure 16: Token

Add credentials X
Credential type *

[ [Token v ]

Credential name *

[ pan-fws ]
Token *
[ Show ]

« Credential name-Name for this credential object.

o Token—Paste in the token used for login.

Figure 17: Cisco Multicloud Defense

Cisco Security Cloud Control | Updated NaN,
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Add credentials X

Credential type *

[ Cisco MultiCloud Defense v ]

Credential name *

[ pan-fws ]
Username *
Password *
[ Show ]

Enable secret *

( stow )

SSH key *

¢ Credential name-Name for this credential object.

e Username-The username to log into the device.

e Password-The password to log into the device.

« Enable secret-The privileged mode (enable) password.

¢ SSH key-Paste in the SSH key used for authentication.

5. Click Save credentials.

You can now use these credentials in Add a third-party enforcer on page 26 and Import a policy on page 51.

Add a management connection for third-party enforcers

Add a management connection so Mesh Policy Engine can reach third-party enforcers on private networks. Use the
connection details to complete setup for policy deployment.

For third-party enforcers with management interfaces that do not have internet-reachable IP addresses, you need to
establish a route-based site-to-site VPN connection using a Virtual Tunnel Interface (VTI) from the customer VPN peer
to Cisco so that Mesh Policy Engine can access and update policies directly on your enforcers. You will have your own
Cisco AWS VPC on a private network to terminate the connection on the Cisco end.

The VPN connection includes an active and a standby tunnel for redundancy; however, only one tunnel can be active.
You can configure the other tunnel and manually bring it up in case of failure.

Figure 18: Management connection to Cisco

Cisco Security Cloud Control | Updated NaN,
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AWS

Cisco VPN peer
Outside IP address: 209.165.200.5

Inside IP address: 169.254.1.27/30
—> %_>®{

= Mesh Policy Engine
Proxy VPC instance
VTI Tunnel 1
Proxy network
VPN —<€—— 192.168.1.0/24
Customer —><__) (K
networ@k Server proxy
[a)
= VPN —

Customer VPN peer
Outside IP address: 203.0.113.8
Inside IP address: 169.254.1.28/30

If you use active/standy failover for the customer VPN peers, you can add two VPN connections. Only one tunnel can be
active, so be sure to enable only one tunnel for each connection.

For Cisco enforcers, a separate proxy connection is not required. If your third-party enforcer has a management interface
with a routable IPv4 address, you don't need a VPN connection; Mesh Policy Engine can access your enforcer directly
over the internet using the standard encrypted connection supported by your platform for management.

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. Choose Enforcers > Management connections > VPN connections.
3. Click Create VPN connection.

Figure 19: Create VPN connection
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Create VPN connection

X

Identify settings for Cisco to configure a proxy VPC and a VPN connection to

connect the customer network to Mesh Policy Engine.

Proxy VPC network *

[ 192.168.1.0/24

Use a /24 network. This network can't overlap with your local enforcer network.

10.0.0.0/16 is reserved.

Name *

[ boulder-campus

Customer outside IP address *

[ 209.165.200.225

Enter a public IPv4 address for the customer VPN peer.

Pre-shared key *

Show ]

Use 8 to 64 letters, numbers, periods or underscores. Use this pre-shared key when you

configure the VPN connections on the customer VPN peer.

~  Cryptographic options

IKE versions *

ket (3D

Encryption *
Integrity *

none (EIEEE) SHA2-384  SHA2-512

Diffie-Hellman groups *

Startup action for Cisco VPN peer

aes128 @ EIT)) AES128-GCM-16  AES256-GCM-16

DH group 2 DH group 14 DH group 15 DH group 16

DH group 17 DH group 18 DH group 19 DH group 20

DH group 21 DH group 22 DH group 23 DH group 24

[ Responder

\

a) Enter the Proxy VPC network.
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For your initial VPN connection, provide the private network for the VPC. Subsequent connections, if any, will use

the same network.

Use a /24 network with the last octet a multiple of 16, between 0 and 208. This network can't overlap with your
local enforcer network. If you have multiple Security Cloud Control organizations in the same region, make sure
this network does not overlap with any other organization proxy VPC network. 10.0.0.0/16 is reserved. Cisco
splits the subnet into three /2 8 subnets—one per AWS Availability Zone—for the proxy instances and load balancer,

with headroom for future expansion.

If you want to change the VPC network, you need to delete all VPN connections and start over.

b) Enter a Name for this connection.

c) Enter the Customer outside IP address.
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Identify the public outside IPv4 address of your VPN peer. This address is your VTI's tunnel source interface IP
address.

d) EnteraPre-shared key of your choice, between 8 to 64 characters of letters, digits, period ( . ), and underscore
() only.
Cisco stores the pre-shared key in the AWS Secrets Manager.
e) Optional: In Cryptographic options, change the cryptographic settings for the connection.
See the following defaults:
¢ IKE versions-IKEv2
e Encryption-AES256, AES256-GCM-16
¢ Integrity-SHA2-256, SHA2-384, SHA2-512. If you use GCM encryption, they provide built-in integrity.
e DH groups-14, 15, 16, 19, 20, 21

o Startup action-Responder. Sets if the Cisco VPN peer responds to tunnel initiation or initiates the tunnel.

f) Click Submit.
The request appears in the Request status tab with status IN_ PROGRESS.

g) Refresh the Request status page to track status.

First-time provisioning of the VPC takes approximately 30 minutes. You can leave the page and return later. When
the request reaches COMPLETED, the new connection appears on the main table with two tunnel endpoints—the
Cisco outside IP address—for each tunnel.

p
@ Note

The Cisco outside IP addresses are not known in advance. AWS allocates them dynamically when the VPN
connection is created, so you must submit the connection in Mesh Policy Engine before you can add the customer

peer connection.

g J

Adding additional connections reuses the existing Proxy VPC and takes approximately 10 minutes per connection.

Table 2: Request status

State Meaning

SUBMITTED The request is accepted and waiting to start. You can
reject it from this state.

IN PROGRESS The workflow is running.

COMPLETED The workflow finished successfully. The connections
table reflects the new state.

FAILED The workflow encountered an error. Expand the row for
the failure reason and request ID. Contact support with
that ID.

REJECTED You canceled the request before it started.

4. Configure the customer VPN peer to establish a tunnel to one of the Cisco outside IP addresses.
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Every AWS Site-to-Site VPN connection has two tunnels that terminate in different Availability Zones. The two tunnels
exist for AWS-side resilience: if one tunnel goes down because of AWS maintenance, an Availability Zone event, or
an endpoint replacement, the other tunnel remains available.

On the customer side, configure only one tunnel as active at any time. Treat the second tunnel as a cold standby—fully
configured on your peer, but kept administratively down until you need to fail over. The reason you can't have two
active tunnels is Cisco's VPN uses static routing, not BGP. With static routing, the customer peer does not have a
dynamic protocol to elect a single active path, which could cause asymmetric flows and traffic flapping.

a) View the completed connection on the VPN connections tab and pick one of the two Cisco outside IP addresses
as the primary. Either tunnel is acceptable; the two endpoints are equivalent.
b) Configure the primary tunnel on the customer peer.

Use the following settings:

¢ Tunnel source interface—The interface that has the public outside IP address you specified.

¢ Inside IP address—Customer inside IP address. The inside network for the VTl endpoints is a
169.254.x.x/30 network with two addresses. Cisco uses the first IP address as its inside IP address. For
example, if the Cisco inside IP address is 169.254.6.7/30, the customer IP address will be 169.254.6.8/30.

e Tunnel destination IP address—Cisco outside IP address.
¢ Cryptographic settings—Use the same or compatible settings as the Cisco peer:
o IKE versions
e Encryption
o Integrity
e DH groups

o Customer startup action—For example, if you set the Cisco startup action to be Responder, then you should
set the customer peer to be Initiator.

c) Configure a static route on the customer peer to send enforcer traffic to the proxy VPC network over the primary
tunnel.

To simplify routing for the two tunnels, you can configure two static routes—the primary one with a higher metric—and
use static route tracking such as SLA monitor. For the monitored address, you can specify the Cisco outside IP
address.

Mesh Policy Engine automatically routes traffic to your enforcers through the proxy. No additional Mesh Policy Engine
configuration is required.

5. Configure the second tunnel but leave it administratively down.

If the primary tunnel goes down—for AWS maintenance, endpoint replacement, or any failure—bring up the standby
manually and take the primary down.

Configure a static route with a lower metric for this tunnel.

6. For active/standby high availibility for the customer VPN peer, you can add a second VPN connection.

Like the active VPN connection, you can only make one of the tunnels active. High availability will fail over automatically
to the standby VPN connection. There isn't any way to fail over automatically to the standby tunnel within each VPN
connection, however.

7. To delete a connection, click the Delete icon.
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Deleting the last remaining connection also tears down the proxy VPC and the proxy. All private connectivity
infrastructure is removed, and any subsequent setup must start over when you add a new connection.

Add athird-party enforcer

Add a third-party enforcer to Mesh Policy Engine so you can manage its policies. Provide the connection details required
for the device type you choose.

Before you begin
o Add credentials for third-party enforcers and managers on page 18

o Might be required: Add a management connection for third-party enforcers on page 21

Add a third-party enforcer that supports direct deployment. These enforcer types are supported for this procedure:

o FortiGate
o Palo Alto Networks

e Juniper

Cisco enforcers in Security Cloud Control are added automatically to the Enforcer management table.

Procedure
1. From the Security Cloud Control Home page, click Mesh Policy Engine.

2. Choose Enforcers > Enforcer management.
Figure 20: Enforcer management
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Enforcers

Manage enforcers where Mesh Policy Engine policy is enforced. Supported security devices
onboarded to Security Cloud Control are added automatically.

e 5 THE
[ Q Search by name, policy, des ] [ Device Type v] [ All management modes v] [ Deployment status v] 15 results _
n item selected Select all 15 items Cancel Review selection
Management Credential Assigned

Name Type mode Connectivity name policy Deployment status S
CFX-ENF-1 Firewall Threat Defense © Active © Connected — CFX-P-Bravo Deployment failed
(O CcFx-ENF-2 Firewall Threat Defense @ Active © Connected — - Ready for deployment (never deployed)
[ seed-FW-Perimeter Firewall Threat Defense @ Active © Connected — — Never deployed
[ seed-FW-HQ-DMZ Firewall Threat Defense @ Active © Connected - — Never deployed
[ seed-FW-HQ Firewall Threat Defense © Active © Connected — — Never deployed
() seed-Fw-DC-East Firewall Threat Defense @ Active © Connected - import10R Deployment failed
(0 seed-FW-DC-West Firewall Threat Defense © Active © Connected — — Never deployed
() seed-FW-Branch-NY Firewall Threat Defense @ Active © Connected - — Never deployed
(0 seed-Fw-Branch-SF Firewall Threat Defense © Active @ Connected — — Never deployed
(0 seed-FW-DC-East-Internal Firewall Threat Defense @ Active © Connected — — Ready for deployment (never deployed)
() seed-FW-DC-West-Internal  Firewall Threat Defense @ Active © Connected — — Never deployed
D seed-FW-DC-Interconnect Firewall Threat Defense © Active © Connected — — Never deployed
[ palo-alto Palo Alto © Active © Connected pan — Never deployed o
O jun Juniper © Active © Connected pan - Never deployed o
[ fortigw FortiGate © Active © Connected pan — Never deployed o
Rows per page 1-15 of 15 E]

3. Click Add third-party enforcer and configure communication settings.
Figure 21: Add third-party enforcer
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Add third-party enforcer

Name *

[ pan2

Enforcer type *

[ Palo Alto Networks

Credential Name *

[ pan — Username and Password

Members

[ 101.7.8 ]

Management IP ©

Hostname ©

[ )

Port *

@ 3)

+ Add member

Virtual Path

[

Security Profile Group

[ On-device security-profile-group name

Logging Profile

[ On-device log-forwarding-profile name

[:] Log at session start

C] Log at session end

Description

A

Enter a Name for the enforcer.

Select the enforcer type: FortiGate, Juniper, or Palo Alto Networks.
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Select a Credential name you defined in Add credentials for third-party enforcers and managers on page 18.
Set the Management IP or Hostname, as well as the Port number for Mesh Policy Engine to manage the

enforcer.

If you added a management VPN connection, Mesh Policy Engine will reach the enforcer over the VPN tunnel.

If your enforcer is part of a high-availability pair or cluster, you can add more members by clicking Add member.

Other settings depend on the enforcer type. For example, if your enforcer has a named profile that should be
associated with the policy, you can specify it by name. Make sure the name matches exactly with the name present

on the enforcer.
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4. Click Save enforcer.

You see the enforcer on the Enforcer management tab.

M anage enforcers

Manage the enforcers listed in Mesh Policy Engine. View device details, adjust settings, and check which devices are
ready for policy deployment.

All enforcers, both Cisco and third-party, are listed on the Enforcer management tab. You can refresh the list, view
details, set global defaults, and deploy the policy to enforcers.

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. Choose Enforcers > Enforcer management.
Figure 22: Enforcer management

Enforcers

Manage enforcers where Mesh Policy Engine policy is enforced. Supported security devices
onboarded to Security Cloud Control are added automatically.

Cr i ions ®
[ Q Search by name, policy, des ] [ Device Type v] [ All management modes v] [ Deployment status v] 15 results -
o item selected Select all 15 items Cancel Review selection
Management Credential Assigned
Name Type mode Connectivity name policy Deployment status o]

CFX-ENF-1 Firewall Threat Defense © Active © Connected — CFX-P-Bravo Deployment failed

E] CFX-ENF-2 Firewall Threat Defense © Active © Connected — — Ready for deployment (never deployed)

(O seed-FW-Perimeter Firewall Threat Defense © Active @ Connected — — Never deployed

() seed-FW-HQ-DMZ Firewall Threat Defense @ Active © Connected — — Never deployed

(O seed-Fw-HQ Firewall Threat Defense © Active © Connected — — Never deployed

D seed-FW-DC-East Firewall Threat Defense © Active © Connected - import10R Deployment failed

(0 seed-FW-DC-West Firewall Threat Defense © Active © Connected — — Never deployed

() seed-Fw-Branch-NY Firewall Threat Defense Q Active © Connected — — Never deployed

() seed-FW-Branch-SF Firewall Threat Defense @ Active © Connected — — Never deployed

I:] seed-FW-DC-East-Internal Firewall Threat Defense © Active @ Connected — — Ready for deployment (never deployed)

() seed-FW-DC-West-Internal Firewall Threat Defense © Active © Connected — — Never deployed

() seed-FW-DC-Interconnect Firewall Threat Defense @ Active © Connected — — Never deployed

[ palo-alto Palo Alto © Active © Connected pan - Never deployed o
O jun Juniper © Active © Connected pan — Never deployed o
[ fortigw FortiGate © Active © Connected pan — Never deployed o o

Rows per page 1-15 of 15

You can use the filters at the top to view devices by name, policy, description, type, or management mode.

3. Click the Edit icon (¢°) to change the enforcer settings.

You can only edit enforcers without pending deployments.

4. Click the Delete icon ( Pelete @) to delete the enforcer.

You can only delete enforcers without pending deployments.
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5. Click the enforcer Name to view details.
Figure 23: Enforcer details

View Details

View Details

Name 02f5842d-390b-4e03-b7d2-c20c7a6576fa
Type Juniper

Connectivity Connected

Timestamp 2026-09-01T20:15:07.193Z

Profile editing

Mesh Policy Engine does not edit security profiles for this enforcer.

6. Click the Assigned policy name to go to that policy.
. Click Refresh to update the list.
8. Select one or more enforcers and click Actions to perform the following actions:

N

¢ Deploy-See Deploy policy changes to enforcers on page 86 for more information.

¢ Force refresh—Forces a refresh for only the selected enforcers.

9. Choose Actions > Global defaults to set default profiles and other settings for policies for each enforcer type.
Select the Device type, set the defaults, and click Save.

This screen lets you set the logging actions for all Firewall Threat Defenses; third-party enforcers have logging settings
per enforcer.

Figure 24: Global defaults
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Global Defaults X
Device type
[ FortiGate v]

FortiGate profile defaults

Antivirus Profile

[ On-device profile name (blank to inherit / clear) ]

Application Control List

[ On-device profile name (blank to inherit / clear) ]
DLP Profile
[ On-device profile name (blank to inherit / clear) ]

DNS Filter Profile

[ On-device profile name (blank to inherit / clear) ]

Email Filter Profile

[ On-device profile name (blank to inherit / clear) ]

File Filter Profile

[ On-device profile name (blank to inherit / clear) ]
IPS Sensor
[ On-device profile name (blank to inherit / clear) ]

SSL/SSH Inspection Profile

[ On-device profile name (blank to inherit / clear) ]

Web Filter Profile

[ On-device profile name (blank to inherit / clear) ]
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3 Policies

Topics: Find an overview of policies in Mesh Policy Engine, including policy types,
hierarchy, rulesets, and the tasks for creating and viewing policies.

» About policies ] . )
« Guidelines for policies Configure all your shared policies on this page.
o Create a fixed-assignment policy
 Import a policy

» View policies
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About policies

Learn about policy types in Mesh Policy Engine and how policies relate to enforcers. Use this overview to understand the
policy structure before creating rules.

Mesh Policy Engine supports fixed-assignment policies. You can manually assign a single child policy and its inherited
parent policies to an enforcer.

Fixed-assignment policies

Learn how fixed-assignment policies organize ordered allow and block rules in Mandatory and Default sections. Understand
where these policies fit in a hierarchy.

Fixed-assignment policies consist of one or more rulesets that include allow and block rules, in order, that you can place
in the following sections:

e Mandatory
o Default

The policy types and rule sections become important when you use policy hierarchy: parent and child policies. With
hierarchy:

1. The Mandatory sections are evaluated in order from parent to child.

2. The Default sections are evaluated in reverse order, from child to parent.

See Policy hierarchy on page 35 for more information.
Rulesets

Learn how rulesets group rules in a fixed-assignment policy and which enforcer types they support. Use rulesets to keep
related rules together.

Within a fixed-assignment policy, you can add rules to one or more rulesets. Rulesets let you categorize a set of rules,
which makes it easy to move or clone a group of rules in the policy. In addition, you must choose one or more enforcer
types for the rulesets; the rules will only let you set parameters that are common to all of the chosen types. For example,
if one type supports a source service and another doesn't, source service won't be available for that rule.

When you have mixed rulesets in a policy—some rulesets for Firewall Threat Defense and Palo Alto Networks, others for
Juniper, say—when you deploy the policy to the enforcer, only the applicable rulesets are included.

Rulesets are not reusable between policies, but you can clone a ruleset to a different policy.

How to assign fixed-assignment policies

Learn which child policies in a fixed-assignment policy hierarchy you can assign to enforcers. Understand when adding
a lower-level child requires reassignment.

You can assign a policy to enforcers at the lowest-level child of a branch. You can also create sibling child policies, with
some enforcers using one sibling and others using another:

Figure 25: Enforcersat the lowest level

Parent-policy
Child1-policy
Child2-policy (enforcer1)
ChildA-policy
ChildB-policy (enforcerA)
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If you later add a lower-level child policy, you will have to reassign your enforcers.

Policy hierarchy

Learn how parent and child policies organize Mandatory and Default sections. Understand the policy order that applies
to an enforcer before assigning child policies.
The policy rule sections become important when you use policy hierarchy: parent and child policies. With hierarchy:

1. The Mandatory sections are evaluated in order from parent to child.

2. The Default sections are evaluated in reverse order, from child to parent.
Figure 26: Mandatory and Default section evaluation order

Parent-policy: Mandatory
Child1-policy: Mandatory
Child2-policy: Mandatory
Child2-policy: Default
Child1-policy: Default
Parent-policy: Default

Mesh Policy Engine supports only one top-level fixed-assignment policy parent, but you can create multiple child branches.

How Mesh Policy Engine workswith existing policy

Learn how Mesh Policy Engine policy relates to policies already on an enforcer. Understand when the existing policy
remains in place before planning changes.

Most enforcers have their policy replaced by Mesh Policy Engine.
However, the following platforms have their existing policy maintained:

o Firewall Threat Defense

o Secure Access

In this case, the Mesh Policy Engine policy is added as a parent policy. For example, Firewall Threat Defense also uses
hierarchical policies, so the resulting policy on the device looks like this:

Figure 27: Hierarchical existing policy

Parent-policy: Mandatory
Child1-policy: Mandatory
Child2-policy: Mandatory
Existing-parent-policy: Mandatory
Existing-child1-policy: Mandatory
Existing-child1-policy: Default
Existing-parent-policy: Default
Child2-policy: Default
Child1-policy: Default
Parent-policy: Default

For Secure Access, the resulting policy is similar, but without an existing hierarchical policy. The hierarchy is maintained
in Mesh Policy Engine only.

Figure 28: Non-hierarchical existing policy
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Parent-policy: Mandatory
Child1-policy: Mandatory
Child2-policy: Mandatory
Existing-policy: All
Child2-policy: Default
Child1-policy: Default
Parent-policy: Default

How the policy workswith a default action

Learn where the default action comes from when Mesh Policy Engine policies interact with an enforcer's existing policy.
Use this information when reviewing traffic behavior.

If existing policy is maintained, the default action comes from the enforcer's configuration. For example, for Firewall Threat
Defense, the default action of the lowest-level child on the enforcer is applied at the end:

Figure 29: Default action in afixed-assignment policy hierarchy

Parent-policy: Mandatory
Child1-policy: Mandatory
Child2-policy: Mandatory
Existing-parent-policy: Mandatory
Existing-child1-policy: Mandatory
Existing-child1-policy: Default
Existing-parent-policy: Default
Child2-policy: Default
Child1-policy: Default
Parent-policy: Default
Existing-child1-policy: Default action

For enforcers where the entire policy is owned by Mesh Policy Engine, the policy uses whatever implicit policy is on the
enforcer, if any. For example, the ASA has an implicit deny all for anything not explicitly allowed in the policy. Mesh Policy
Engine does not have any implicit default action as part of its policy.

Supported rule parameters

Learn which networks, services, and security group tags policy rules can use. Compare the parameters for fixed-assignment
and dynamic-assignment policies.

For fixed-assignment policies, you can include the following parameters in allow and block rules, depending on the
enforcer limitations for a given ruleset:

o Source network—Host, network, range, FQDN, or group
e Source port—ICMP, TCP, UDP, ICMPv6, Other, or group
o Destination network—Host, network, range, or FQDN, or group

o Destination port—-ICMP, TCP, UDP, ICMPv6, Other, or group

Global policy

Learn when policies apply globally or to individual interfaces on supported enforcers. Understand the policy placement
choices before configuring access rules.
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Mesh Policy Engine creates global policies that apply to all zones or interfaces.

For Secure Access, the mesh policy is part of the access policy.

Guidelinesfor policies

Check policy guidelines for supported enforcers and rule objects before deploying changes. Use these requirements to
avoid unsupported settings in policy rules.

Deployment guidelines

o FortiGate—Mesh Policy Engine does not validate the staged configuration and only performs postcommit validation.
Any inconsistencies discovered during this validation, however unlikely, will raise an error, but the device configuration
will not be rolled back.

SGT in a network object guidelines

o Secure Access—Only Secure Access supports SGT objects.

General service object guidelines

¢ All-Mesh Policy Engine doesn't support AppIDs in service objects; it always uses the protocol and port numbers. For
example, FTP is represented by protocol 6 and port 21.

ICMP in a service object guidelines

o Firewall Threat Defense—Doesn't support rules with ICMP type 30 in them.
« Palo Alto Networks—Doesn't support ICMP without any type (null type).

e Palo Alto Networks—Mesh Policy Engine lets you create ICMP services with the same type and code but a different
timeout. Palo Alto Networks doesn't support ICMP services that only differ by timeout.

Timeouts in a service object guidelines

e Firewall Threat Defense—Doesn't support timeouts in service objects, so they are ignored.
 FortiGate—If you specify a timeout less than 300 seconds, the timeout in the rule will be changed to 300 seconds.

o Palo Alto Networks—Mesh Policy Engine lets you create ICMP services with the same type and code but a different
timeout. Palo Alto Networks doesn't support ICMP services that only differ by timeout.

Create a fixed-assignment policy

Create a fixed-assignment policy in the policy hierarchy and assign it to enforcers. Save your changes in a changeset
before committing the policy.

Create a fixed-assignment policy in your policy hierarchy. Collect all policy changes in a changeset and then commit them
as a group. You also assign enforcers to the lowest-level child policies.

Procedure

1. Navigate to the Policies page and select a changeset to gather your policy changes.

a) From the Security Cloud Control Home page, click Mesh Policy Engine.
b) Choose Policies > Fixed assignment.

Figure 30: Policies
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Changeset € -2026-09-04-1011 v @ Draft  Review Changes - Modified by R  + Create changeset m ‘
. o
Policies

Manage fixed-assignment and dynamic-assignment policies for your enforcers.

Fixed assignment Dynamic assignment

With fixed-assignment policies, you can manually assign a single child policy to an enforcer that includes its parent policies

Q Search ] [ Enforcers v | 16 results - + Create policy
Name Changes Rulesets Enforcers S

v Global-Policy-Root — 0 — 174

v nj-policy-1 — 1 — o

princeton-policy + 2 — o

v ny-policy — 1 _ o0

ny-newyorkcity — 5 — oo

c) At the top of the screen, select a changeset.
Figure 31: Select a changeset

Changeset € -2026-09-04-1011 v @ Draft  Review Changes >
2. Click Create policy and set the following parameters.

Figure 32: Create policy

Create policy X

Name ©®

[ princeton-policy

Description (optional)

Enter description

Parent policy
nj-policy-1

a) Enter a unique Name for the policy.
b) Optional: Enter a Description.
c) Choose the Parent policy.

If this is the first policy that you add, don't choose a parent policy. If you choose a parent policy with assigned
enforcers, the enforcers will automatically be reassigned to this new policy since this policy is now the lowest-level
child.

d) Click Create.
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3. After you create a policy or when you edit an existing policy, the Edit policy drawer opens. You can perform only
one action at a time. Save the policy before you perform another action.

Figure 33: Edit policy drawer

Edit policy X

Policy name

[ princeton-policy ]

Description (optional)

Enter description

Parent poli
o policy
nj-policy-1

Enforcers (optional)

[ 02f58... X ® v ]
Rulesets
Mandatory A

These high-priority rules override all other ruleset types, are executed first, and
can't be overridden.

No rulesets

Add Ruleset

Default A
These are fallback rules that mandatory rules can override.

No rulesets

Add Ruleset

o Assign Enforcers to the policy by checking one or more available enforcers from the drop-down list.
You can assign enforcers only to a lowest-level child policy.

Figure 34: Assign enforcers
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Enforcers (optional)

[ 02f58... X

Available Devices

02f5842d-390b-4e03-b7d2-c20c7a6576fa

Assigned to Other Policy

D beda138f-c3c1-493c-a2b5-3a9e916a8cd4 (RV-Branch-EU)

D palo-alto-1 (RV-Payments-Zone)

e Add a ruleset to the policy.
Figure 35: Add aruleset

Add Ruleset

X

A ruleset is a collection of related rules grouped together to control how
traffic, access, or security behavior is handled. Add rules to the ruleset

after adding it to a policy.

Name ©

default-set-all

Description (Optional)

Enter description

Supported enforcer types

Firewall Threat Defense X

Secure Access X

Palo Alto Networks X

Add ruleset to policy
Choose the policy and section where this ruleset will be referenced.

Choose policy
v
| S3C5P10R-0827-POL-01

Reference in section

O Mandatory @ Default

Position

! [ Top of section

g

For information about adding rulesets and rules, see Create a fixed-assignment ruleset on page 41.

4. To delete a policy, click the Delete icon ( Pelete &),
Figure 36: Delete a policy
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Delete "trenton-policy"?

A\ Are you sure you want to delete this policy?
« There are no rulesets and rules in this policy

p
@ Note

You cannot delete a policy that is assigned to any enforcers. Unassign all enforcers before you delete the policy.

Create a fixed-assignment ruleset

Create a ruleset in a fixed-assignment policy and choose its section, enforcer types, and position. Use it to organize rules
for deployment.
Configure rulesets in a fixed-assignment policy.

Rulesets organize ordered allow and block rules in the Mandatory or Default section. For each ruleset, you choose one
or more enforcer types, and the rules support only parameters that are common to all the chosen types. When you deploy
the policy, each enforcer receives only the applicable rulesets.

Procedure

1. Navigate to the Policies page and select a changeset to gather your policy changes.
a) From the Security Cloud Control Home page, click Mesh Policy Engine.
b) Choose Policies > Fixed assignment.

Figure 37: Policies
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Changeset € -2026-09-04-1011 v @ Draft  Review Changes > Modified by R + Create changeset m

Policies

Manage fixed-assignment and dynamic-assignment policies for your enforcers.

Fixed assignment Dynamic assignment

With fixed-assignment policies, you can manually assign a single child policy to an enforcer that includes its parent policies

Q Search ] [ Enforcers v | 16 results ISl - Create policy
Name Changes Rulesets Enforcers S
v Global-Policy-Root — 0 — 174

v nj-policy-1 — 1 — o
princeton-policy + 2 — oo
v ny-policy = 1 _ PSs
ny-newyorkcity — 5 — oo

c) Atthe top of the screen, select a changeset.
Figure 38: Select a changeset

Changeset € -2026-09-04-1011 v @ Draft  Review Changes >

2. Click the policy name to edit the policy.
Figure 39: Palicy rulesetsand rules

princeton-policy ¢ Browse policies >

Policy hierarchy: Global-Policy-Root > nj-policy-1 > princeton-policy

[ Q Search ] "  Collapse rulesets Add ruleset v

Mandatory (O 1ruleset  Orules A

Source  Destination
# Changes Rule name Action Sources Destinations Services Services Description Status

ar v general, 0 rules

There are no rules in this ruleset. Add rule

Default () 1ruleset 0 rules A

Source Destination
# Changes Rule name Action Sources Destinations Services Services Description Status

ar v default-rules, 0 rules

There are no rules in this ruleset. Add rule

3. Add a ruleset.
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To edit an existing ruleset, click the More icon (...) and select Edit.

a) Click Add ruleset and select either Mandatory or Default.
Figure 40: Select aruleset section

'  Collapse rulesets [.-CERTIEEIIN

Mandatory
Default
Destination
:es  Services Description Status

Figure4l: Add aruleset

Add Ruleset X

A ruleset is a collection of related rules grouped together to control how
traffic, access, or security behavior is handled. Add rules to the ruleset
after adding it to a policy.

Name ©

default-set-all

Description (Optional)

Enter description

)|

Supported enforcer types

Firewall Threat Defense X ® v
Secure Access X

Palo Alto Networks X

Add ruleset to policy

Choose the policy and section where this ruleset will be referenced.

Choose policy
S3C5P10R-0827-POL-01

Reference in section

O Mandatory @ Default

Position

[ Top of section v ]

Enter a Name for the ruleset.
Optional: Enter a Description.
Under Supported enforcer types, select one or more enforcer types.

Cisco Security Cloud Control | Updated NaN,
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Don't add enforcer types that you don't have support for in your organization; you won't be able to add rules to
the ruleset. For example, make sure you have an active instance of Firewall Management if you want to add rulesets
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for Firewall Threat Defense. If you later add or delete enforcer types, some fields may be added or disallowed. If
you have a value in an unsupported field for a new enforcer type, you can't add that enforcer type to the ruleset.

e) Under Choose policy, the current policy is selected. If you want to add this ruleset to a different policy, you
can choose it here.

f) Reference in section shows the section to which you are adding the ruleset; you can change it if needed.
g) For Position, select Top of section, Above ruleset, Below ruleset, or Bottom of section.

If you select Above ruleset or Below ruleset, select a ruleset from Move relative to.

h) Click Create.
4. To move a ruleset, click the More icon (--.) next to the ruleset and select Move.

Alternatively, use the Drag icon (:) to move a ruleset within its current section. You cannot drag a ruleset between
the Mandatory and Default sections. You cannot move a ruleset to a different policy, but you can clone the ruleset to
another policy.

Figure 42: Moverulesets

Move rulesets

These rulesets will be moved:

e general

Choose section

(O Mandatory @ Default

New position

[ Above ruleset ® v }

Move relative to

[[ [default-rules ® v ]]

a) Under Choose section, select Mandatory or Default.
b) For New position, select Top of section, Above ruleset, Below ruleset, or Bottom of section.

If you select Above ruleset or Below ruleset, select a ruleset from Move relative to.
c¢) Click Move.
5. To clone a ruleset, click the More icon (---) next to the ruleset and select Clone.
Cloning copies the selected ruleset and all its rules.
Figure 43: Clonearuleset
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Clone Ruleset X
Clones selected ruleset and all the rules

Name *

[ general-5krot

Description (Optional)

Enter description

Supported Device Types *

Target policy

[ ny-newyorkcity ® v

Choose section

@ Mandatory O Default

Position in section

[ Bottom of section v

Insert relative to

Enter a Name for the cloned ruleset.

Optional: Enter a Description.

Under Supported Device Types, select one or more enforcer types.

Select the Target policy.

Under Choose section, select Mandatory or Default.

For Position in section, select Top of section, Above ruleset, Below ruleset, or Bottom of section.

2oz

If you select Above ruleset or Below ruleset, select a ruleset from Insert relative to.

g) Click Save.

6. To delete a ruleset, click the More icon (---) next to the ruleset and select Delete. Click Delete on the confirmation
dialog box.

Create a fixed-assignment rule

Create a rule in a fixed-assignment policy to allow or block traffic. Choose the networks, services, and other supported
criteria for its ruleset.

Create rules in a fixed-assignment policy. The available rule fields depend on the enforcer types selected for the ruleset.
For multiple values of the same type for source or destination, the values are ORed: 10.1.10.0/24 OR 192.168.1.0/24.
For dissimilar types, values are ANDed: 10.1.10.0/24 AND TCP:443

Secure Access allows ORs between dissimilar values, but those rules aren’t supported in Mesh Policy Engine. You can
make multiple rules to accomplish the same outcome.

Cisco Security Cloud Control | Updated NaN,
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Procedure

1. Navigate to the Policies page and select a changeset to gather your policy changes.
a) From the Security Cloud Control Home page, click Mesh Policy Engine.
b) Choose Policies > Fixed assignment.

Figure 44: Policies

Changeset M -2026-09-04-1011 v @ Draft Review Changes -> Modified by R + Create changeset m ‘ ‘

<z

Policies

Manage fixed-assignment and dynamic-assignment policies for your enforcers.

Fixed assignment Dynamic assignment

With fixed-assignment policies, you can manually assign a single child policy to an enforcer that includes its parent policies

Q Search ] [ Enforcers v | 16 results o =+ Create policy
Name Changes Rulesets Enforcers S

v Global-Policy-Root — 0 — 174

v nj-policy-1 — 1 — o

princeton-policy + 2 — oo

v ny-policy - 1 _ P8

ny-newyorkcity — 5 — o

c) At the top of the screen, select a changeset.
Figure 45: Select a changeset

Changeset € -2026-09-04-1011 v @ Draft  Review Changes >

2. Click the policy name to edit the policy.
Figure 46: Policy rulesetsand rules
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princeton-policy ¢ Browse policies >

Policy hierarchy: Global-Policy-Root > nj-policy-1 > princeton-policy

[ Q Search ] '  Collapse rulesets Add ruleset v

Mandatory @  1ruleset 0 rules e

Source Destination
# Changes Rule name Action Sources Destinations Services Services Description Status

<P v general, 0 rules

There are no rules in this ruleset. Add rule

Default () 1ruleset O rules ~

Source Destination
# Changes Rule name Action Sources Destinations Services Services Description Status

+ v default-rules, 0 rules

There are no rules in this ruleset. Add rule

3. Add arule to a ruleset.
a) Click the More icon (.-.) next to the ruleset and select Add rule.

To edit an existing rule, click the More icon (---) next to the rule and select Edit.
Figure 47: Create Rule

Cisco Security Cloud Control | Updated NaN,



Create Rule

Rule is enabled

Rule Name *

[ allow-eng-internet

18 / 32 characters

Description

Enter description

Position

[ Insert at the end

.
Specify access
Specify which networks and services can access which resources.
Action
@ Allow © Block
Allow specified traffic if security Block specified traffic.

requirements are met.

n Network and service objects are managed by the Common Objects team. Object changes
apply immediately, are not part of this changeset, and are not undone if you discard it.

From To
Specify one or more Sources. @ Specify one or more Destinations. @
Networks Networks
r10-cidr-000 X v | | Any-IPv4 X v I
Services % Services
Select services v I | payload-https-2026... X v I

m cance'

The available rule fields depend on the enforcer types selected for the ruleset.

Enter a Rule Name.

Optional: Enter a Description.

Choose where to add this rule in the ruleset by selecting a Position: Insert at the end, Insert at the

beginning, Insert before a rule, or Insert after a rule.

When you choose before or after a rule, select the rule in Relative to rule.

For Action, select Allow or Block.
In the From and To areas, select source and destination Networks.
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For each field, select an existing common object or click Create new object. If you leave a field empty, the
value defaults to Any network.

Figure 48: Select network objects and groups
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Networks

I Any-IPv4 X A I

‘ Search network objects and groups ‘

Network objects and groups ~ Obiects

Objects > [ Ipv6-Link-Local cidr
Groups > [ IPva-Private-10.0.0... cidr
(] Any-IPve cidr
(] IPv6-IPv4-Mapped  cidr
Any-IPv4 cidr
() new-obj-2 host
() new-obj host
(_) Only show selected items + Create new object

To create an object, select the Object type, enter a Name and an optional Description, select the Subtype,
enter the Value, and click Create. New objects are added to Common Objects for Security Cloud Control.

Figure 49: Create a network object

Create new object

Object type

{ Object v ]

Name *

= ]

Description (Optional)

Subtype

[ CIDR v]
Value *

l[ 192.168.6.0/24 ]]

Use IPv4 or IPv6 CIDR notation, for example 10.0.0.0/24 or 2001:db8::/32.

g) Inthe From and To areas, select source and destination Services.

For each field, select an existing service or click Create new service. If you leave a field empty, the value
defaults to Any service.

Figure 50: Select service objectsand groups
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Services

I payload-https-2026... X A I

‘ Search service objects and groups ‘

Service objects and groups Objects

Objects > C] shared-svc-tcp TCP 8888
Groups > E] diff-sve-tcp TCP 8888
() diff-sve-udp UDP 5555
() shared-svc-udp UDP 9999
(] uDP-Test-1 UDP 43
payload-https-202...  Tcp4a3
(O] payload-http-2026... TcP8o
(C) Only show selected items N + Create new service

To create a service, select the Object type, enter a Name and an optional Description, configure the
Protocol spec, Protocol, and Ports, and click Create. New objects are added to Common Objects for
Security Cloud Control.

Figure51: Createa service

Create new service

Object type

[ Object v ]

Name *

= ]

Description (Optional)

Protocol spec

[ Single protocol V]
Protocol

[ TCP v]
Ports

([ 090 )

h) Click Create.

The new rule is added at the end of the ruleset. You can then use the Drag icon (i) to drag the rule to a new
location within the ruleset.

4. To reorder rules within a ruleset, click the Drag icon (::) and drag the rule to a new location.

You can't move a rule between rulesets.

Cisco Security Cloud Control | Updated NaN,
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5. To disable a rule, click the More icon (-..) next to the rule and select Disable.
The Status column shows a disabled icon instead of the enabled icon.

Figure 52: Status

Status

(]

6. To delete a rule, click the More icon (.--) next to the rule and select Delete. Click Delete on the confirmation dialog
box.

7. To view rules from parent policies, click Show inherited policies.
Figure 53: Show inherited policies

S3C5P10R-0827-POL-01 ¢ Browse policies >

Policy hierarchy: Global-Policy-Root > S3C5P10R-0827-POL-01

{ & Dynamic rules apply at this policy, after all mandatory rulesets it inherits.

[ Q Search i Show inherited policies I

Mandatory Rule Sets from Ancestors (O 1ruleset 0 rules

# Changes Rule name Action

— v Mandatory-1, 1rule (1-1)

1 — allow-hr-dmz © Allow

Mandatory Rule Sets from This Policy © 1ruleset  0rules

# Changes Rule name Action

= v S3CS5P10R-0827-RS, 10 rules (1-10)

1T — S3C5P10R-RO1-ALLOW @ Allow
2 — S3C5P10R-R02-DENY @ Deny
3 — S3C5P10R-RO3-ALLOW @ Allow

Import a policy

Import a policy from a supported manager into Mesh Policy Engine so you can review and manage it alongside other
policies.

You can import fixed-assignment policies from supported managers, or you can paste in a formatted policy. You can
perform one policy import at a time. All policy changes are gathered into a custom changeset created just for the import.
This procedure supports the following managers:

o Panorama—Palo Alto Networks policies

Cisco Security Cloud Control | Updated NaN,
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( \
[5] Note
For imported network or service objects, the objects are saved immediately and not collected with the changeset.
Objects are managed as part of the common object store, accessible by selecting Common Objects in the left
pane.

\§ J

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. Select Policies and click Import policy.

Figure 54: Import policy button on the Policies page

Policies

Manage fixed-assignment and dynamic-assignment policies for your enforcers.

You can view past imports on this page.

Figure 55: Import policies page

Import policies

Initiate new policy imports, review import requests, and resolve any
issues during the import process.

[ Q Search ] [ Start time B ] [ End time (] } [ Status v] + Import new policy
Start time (America/ End time (America/
Status Request ID Error code Denver) Denver) User

© Succeeded

A Changeset deleted

© Succeeded

692faec7-a680-4093-bac1-0307cfb150a8
07f6564e-ch56-40f8-94e8-8038ef81dafc

7389f46f-4a21-4521-acc7-03e6f6254aec

Oct 13, 2026, 05:03 AM
Oct 13, 2026, 04:55 AM

Oct 13, 2026, 04:42 AM

Oct 13, 2026, 06:12 AM
Oct 13, 2026, 04:57 AM

Oct 13, 2026, 04:53 AM

mitush@cisco.com
mitush@cisco.com

mitush@cisco.com

O Failed 1bea5faf-49d0-4b6f-8627-8a3a5b11d5ca — Oct 07, 2026, 05:15 AM Oct 13, 2026, 04:34 AM mitush@cisco.com
A cancelled 85296c72-4b95-456¢-bf7d-ece9e1312fda — Oct 07, 2026, 04:51 AM Oct 07, 2026, 05:13 AM mitush@cisco.com
A Cancelled 35665130-0840-4785-8c01-58ff049bbd17 — Oct 07, 2026, 04:50 AM Oct 07, 2026, 04:51 AM mitush@cisco.com
A cancelled d0a27acb-d56e-4e2c-97d3-23518d817b79 — Oct 06, 2026, 04:12 AM Oct 07, 2026, 01:59 AM mitush@cisco.com
A cancelled 29515558-374a-47ee-8199-56975719f4d5 — Oct 05, 2026, 12:37 AM Oct 05, 2026, 01:48 AM mitush@cisco.com
A Cancelled 8486dd01-a85a-4eel1-94f0-1b5b18e21c60 — Oct 04, 2026, 11:55 PM Oct 05, 2026, 12:37 AM vorlova@cisco.com
A cancelled 4528d008-c7de-4505-8daf-af4825dc2d91 — Oct 04, 2026, 04:37 AM Oct 04, 2026, 11:54 PM mitush@cisco.com
A cancelled e2a2c2d8-cad2-40c0-b05c-7459fa34b9f2 — Oct 02, 2026, 04:33 AM Oct 02, 2026, 05:26 AM mitush@cisco.com
© Failed fdf512fa-912c-4560-bf35-48821b6351d4 PHASE1_FAILED Oct 02, 2026, 04:33 AM Oct 02, 2026, 04:33 AM mitush@cisco.com
A cancelled b6823da3-07c1-4cdc-b696-698886afcd9e — Oct 02, 2026, 04:04 AM Oct 02, 2026, 04:11 AM mitush@cisco.com
A cancelled c0d1a410-5a2b-4ccd-9230-07dc0f832bff — Oct 02, 2026, 12:35 AM Oct 02, 2026, 04:01 AM vorlova@cisco.com
A Cancelled 08e4bf27-6d97-400f-af3f-b4a6399a743f — Oct 02, 2026, 12:26 AM Oct 02, 2026, 12:35 AM vorlova@cisco.com
A Cancelled 4becfd9f-889e-43f5-8fea-6f047b7e84e9 — Oct 01, 2026, 09:37 AM Oct 02, 2026, 12:20 AM mitush@cisco.com

3. Click Import new policy and select the Manager type.

The button will be disabled if you have an in-progress import. Wait until the import finishes before starting a new

import.

The fields vary depending on the Manager type.

a) For Palo Alto Networks Panorama, configure these settings.

Figure 56: Palo Alto Networ ks Panorama policy import

Cisco Security Cloud Control | Updated NaN,
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o Choose policy | Choose pollcy
Choose the policy you want to import from the selected manager.
Manager type
[ Palo Alto Networks Panorama ® v ]
Credentials
[ pan ® v] + Add credentials
IP address or hostname
[ 10.8.4.8 ]
Protocol
[ HTTPS ® v ]
Port
Policy name
[ main-policy ]
Rulebase
[ Pre rules ® v ]

< Cancel import m

o IP address or hostname-The IP address or hostname of the manager. If you added a management VPN
connection, Mesh Policy Engine will reach the manager over the VPN tunnel.

¢ Credentials—The credential name that you specified in Add credentials for third-party enforcers and managers
on page 18.

¢ Protocol-https or http
e Port-The port to reach the manager on.
¢ Policy name-Enter the exact name of the policy on the manager.

¢ Rulebase-Pre rules or Post rules.

b) For Direct import, paste the properly formatted policy into the Formatted policy box.
You can click Copy template and paste into a text editor to get started.

Figure57: Direct import

| Choose policy

Choose the policy you want to import from the selected manager.

Manager type

[ Direct import ® v]

Formatted policy

(¥ Copy template

N
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Example

{

"targetRulesetName":
"networkObjects": [

{

"imported-scale-10",

"foreignId": "net-h-000",

"name": "s10-host-000",
"description": "Scale host 0",
"type": "host",

"value": "10.210.0.1"

"foreignId": "net-h-001",

"name": "s10-host-001",
"description": "Scale host 1",
"type" . "hOSt",
"value": "10.210.0.2"

by

{
"foreignId": "net-h-002",
"name": "s1l0-host-002",
"description": "Scale host 2",
"type": "host",

"value": "10.210.0.3"

"foreignId": "net-h-003",
"name": "s10-host-003",
"description": "Scale host 3",

"type": "hOSt",

"value": "10.210.0.4"

"foreignId": "net-c-000",
"name": "s10-cidr-000",
"description": "Scale subnet 0",

"type": "Cidr",

"value™: "10.211.0.0/24"

}
I

"networkGroups": [

{

"foreignId": "ng-000",
"name": "slO0-netgrp-000",
"description": "Hosts 0-3",
"memberForeignIds": [

"net-h-000",
"net-h-001",
"net-h-002",

"net-h-003"
1y
"memberGroupForeignIds": []
}
1,
"serviceObjects": [
{
"foreignId": "svc-tcp-000",
"name": "slO0-tcp-21001",
"description": "TCP 21001",

"type": "port",

"value": "21001",
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"ports": [
"21001"
I
"protocol": "tcp",
"protocolSpec": "single"
b,
{
"foreignId": "svc-udp-000",
"name": "sl1l0-udp-31001",
"description": "UDP 31001",
"type": "port",
"value": "31001",
"ports": [
"31001"
I
"protocol": "udp",
"protocolSpec": "single"
by
{
"foreignId": "svc-icmp-3-9",
"name": "sl0-icmp-t3-c9",
"description": "ICMP type 3 code 9",
"type": "icmp",
"value": "icmp/type=3/code=9",
"protocol": "icmp",
"protocolSpec": "type=3/code=9"
}
1y
"serviceGroups": [
{
"foreignId": "sg-000",
"name": "slO0-svcgrp-000",
"description": "Services sl1l0-tcp-21001,
sl1l0-icmp-t3-c9",
"memberForeignIds": [

"svc-tcp-000",
"svc-udp-000",
"svc-icmp-3-9"

i

"memberGroupForeignIds": []
}
1,
"rules": [
{
"foreignId": "r-0001",
"name": "sl0-allow-0001",
"ruleNumber": 10,
"action": "ALLOW",
"sources": [
"net-h-000"
1y
"destinations": [
"net-h-003"
1,
"services": [

}
{

"svc-tcp-000"
I

"description”": "net-h-000 -> net-h-003 on svc-tcp-000",

"enabled": true

4

"foreignId": "r-0002",
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"name": "sl0-allow-0002",
"ruleNumber":
"action": "ALLOW",

"sources":

[

"net-h-001"

I

20,

"destinations": [
"net-c-000"

i

"services":

[

"svc-udp-000"

1,

"description”": "net-h-001 -> net-c-000 on
true

"enabled":

"foreignId":
"name": "sl0-allow-0003",
"ruleNumber":
"action": "ALLOW",

"sources":

[

"net-h-002"

I

"r-0003",

30,

"destinations": [
"net-h-000"

I

"services":

[

"svc-icmp-3-9"

1,

"

description":

"net-h-002 -> net-h-000 on svc-icmp-3-9",

"enabled": true
"foreignId": "r-0004",
"name": "sl0-allow-0004",
"ruleNumber": 40,
"action": "ALLOW",
"sources": [
"net-h-003"
1,
"destinations": [
"net-h-000"
1,
"services": [
"Sg_OOO"
1,
"description": "net-h-003 -> net-h-000 on
"enabled": true
"foreignId": "r-0005",
"name": "sl0-allow-0005",
"ruleNumber": 50,
"action": "ALLOW",
"sources": [
"net-c-000"
1,
"destinations": [
"net-h-001"
1,
"services": [

Cisco Security Cloud Control | Updated NaN,
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"svc-tcp-000"
I
"description": "net-c-000 -> net-h-001 on svc-tcp-000",
"enabled": true
by
{
"foreignId": "r-0006",
"name": "sl0-allow-0006",
"ruleNumber": 60,
"action": "ALLOW",
"sources": [
"ng-000"
1,
"destinations": [
"net-c-000"
1,
"services": [
"svc-udp-000"
1,
"description": "ng-000 -> net-c-000 on svc-udp-000",
"enabled": true
bo
{
"foreignId": "r-0007",
"name": "sl1l0-allow-0007",
"ruleNumber": 70,
"action": "ALLOW",
"sources": [
"net-h-000"
1,
"destinations": [
"net-h-003"
I
"services": [
"svc-icmp-3-9"
1/
"description": "net-h-000 -> net-h-003 on svc-icmp-3-9",

"enabled": true
b
{
"foreignId": "r-0008",
"name": "sl1l0-allow-0008",
"ruleNumber": 80,
"action": "ALLOW",
"sources": [
"net-h-001"
1,
"destinations": [
"net-c-000"
1,
"services": [
"sg-000"
1,
"description": "net-h-001 -> net-c-000 on sg-000",
"enabled": true
bo
{
"foreignId": "r-0009",

"name": "sl1l0-allow-0009",
"ruleNumber": 90,
"action": "ALLOW",
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"sources": [
"net-h-002"

1,

"destinations": [
"net-h-000"

1,

"services": [
"svc-tcp-000"

1,

"description": "net-h-002 -> net-h-000 on svc-tcp-000",

"enabled": true

"foreignId": "r-0010",
"name": "s10-deny-0010",
"ruleNumber": 100,
"action": "DENY",
"sources": [
"net-h-003"
1y
"destinations": [
"net-h-000"
1,
"services": [
"svc-udp-000"
1y
"description": "net-h-003 -> net-h-000 on svc-udp-000",

"enabled": true

c) Click Next.

4. Place the imported policy in the policy hierarchy and name its ruleset.
Figure58: Insert in policy hierarchy
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New import

Import a policy from a supported manager into Mesh Policy Engine, or paste canonical JSON for a
directimport. Policies are validated, and their objects are checked against common objects for
conflicts.

(©) choose policy Insert in policy hierarchy
Choose where in the policy hierarchy you want to place this policy.

o Insert in policy hierarchy
New policy name

\ ]

A Parent policy

v (@ Global-Policy-Root
(O $3C5P10R-0827-POL-01
(O S3C5PI0R-0827-POL-02
(O $3C5P10R-0827-POL-03
(O S3C5P10R-0827-POL-04
O s3C5P10R-0827-POL-05
(O $3-CS1K-0827-POL-001

O $3-CS1K-0827-POL-002

Ruleset name

[ Payload-import

< Cancel import

a) Optional: Enter a name in New policy name.
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e -]

If you leave this field blank, the import uses the policy name you specified in the Choose policy step.

b) Optional: Under Parent policy, select the policy under which you want to place the imported policy.

If this is your first policy, don't select a parent policy.

c) Review Ruleset name and change it if needed.

The import creates a ruleset with this name for the imported rules.

d) Click Next.

On the Objects page, review each imported network or service object, resolve any conflicts, and click Next.

Expand an object to see its details and the rules it affects. Use the summary cards and filters to find objects that need

review.

Figure 59: Review imported objects
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New import

Import a policy from a supported manager into Mesh Policy Engine, or paste canonical JSON for a
direct import. Policies are validated, and their objects are checked against common objects for
conflicts.

Objects

Review imported network and service objects, confirm recommendations, and resolve conflicts before continuing.

8 Imported objects B 8 New objects ° 0 Exact matches ° 0 Review needed A
° Objects |

| Policies | 60

[ Q Search objects ] [ All types v] [ All conflicts v] 8 results
4 Object groups
~  s10-host-000 @ New
5 Rules
Type Value
6 Review import and save Host 10.210.01
ﬂ No matching common object was found. This object will be imported as new.
Rules impacted (7)
[ v $10-host-001 @ New
[ v s10-host-002 B New
[ v s10-host-003 B New
[ v s10-cidr-000 @ New
[ v s10-tcp-21001 @ New
[ v s10-udp-31001 B New
[ v s10-icmp-t3-c9 B New

—J_JC _Jo . _Jo __Jo_J__J

Choices are saved when you select Next. Objects perpage | 25 v | 1-80f 8

6. On the Object groups page, review the imported groups, resolve any conflicts, and click Next.

Expand a group to review its members and the rules it affects. Compare it with any matching common object group

before you continue.

Figure 60: Review imported object groups
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New import

Import a policy from a supported manager into Mesh Policy Engine, or paste canonical JSON for a
direct import. Policies are validated, and their objects are checked against common objects for

conflicts.

@ Objects
o Object groups

5 Rules

6 Review import and save

Object groups

Review imported object groups, compare their resolved members, and resolve group-level conflicts before continuing.

2 Ir:ported group n 2 New group objects ° O Exact matches ° O Review needed A
objects

] [ All types v] [ All conflicts v] 2 results

| [ Q  Search group objects

~  s10-netgrp-000 B New

Type
Network group

ﬂ No matching common object group was found. This group will be created as new.

Rules impacted (1)

v s10-svcgrp-000 B New

Choices are saved when you select Next.

Groups per page | 25 ~ | 1-20of 2
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7. Onthe Rules page, review the imported rules, choose a resolution for each rule that needs attention, and click Next.

Expand a rule to see its issues and available resolutions. To skip a rule, clear its checkbox when the option is available.

Figure 61: Review imported rules
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New import

Import a policy from a supported manager into Mesh Policy Engine, or paste canonical JSON for a
direct import. Policies are validated, and their objects are checked against common objects for
conflicts.

Rules
Review imported rules and choose an allowed resolution for each rule that needs attention. Clear a rule's checkbox to choose Skip when available.
[ 10 Total rules for import (i ] 0 Rules without issues o 10 Needs attention A
@ Objects
@ Object groups | A Import identified rule impacts that require your attention. Expand to show the details
Rul q &
e ules | n 8 of 10 rules will be imported. 2 rules are currently deselected.

6 Review import and save

~  Mandatory

[ Q Search ] [ All rules v] [ All objects v | 10 results
Issues # Rule name Action Source Destination Service Descript
v Payload-import333, 10 rules (10 - 100)
v a 10 s10-allow-0001 + Allow 510-host-000 510-host-003 $10-tcp-21001 —

A this rule's name is already used by ruleset "Payload-import1"; accept the proposed name "s10-allow-0001_ect9s", or exclude the rule f

import
Imported from Unsupported attribute
Direct import Unknown attribute
Resolution

View all impacted rules (1)

8. On the Review and finish page, review the details and click Finish.

You can't finish the import if you haven't resolved all your conflicts. If you have unresolved issues, go back to previous
steps to finish the tasks.

Figure 62: Review and finish the policy import
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New import
Impy
mport

@ Objects
@ Object groups
@ Rules

© reviewandrinish

After you click Finish, you are shown the changeset created for your import

Review and Finish

Review your import configuration before saving to a changeset

Source Destination

Parent polic
Global policy root

Networks Panorama

Cloud perimeter Site-Miami-Policy

Rulese
Ruleset unique name-1

Step status

Objects Mandatory
Oblects ready to import.

°

Object groups  Mandatory
° group:

Groups ready to import

Rules  Optional
(]

Rules ready to impor

B Anew changeset will be created automatically for this import. Imported changes will remain there until you review and deploy them.

Cancel import

a new name. If you add a Description, click Save.
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. Either accept the default name or enter

To view the changeset, click View details. Previous imports takes you back to the import list.

Figure 63: Changeset detailsfor an imported policy

New import
importa
mport. Polic}

@ Objects
©) obiect groups
©) rutes

© reviewandrinish

ed manager into Mesh Policy Engine, or paste canonical JSON for a direct
ed, and their objects are checked against common objects for conficts.

Changeset details

Changeset name

‘ Palo_Alto_import

Description
Import Cloud perimeter into Global policy root.
4

[ changes have been added to changeset Palo_Alto_import.
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View policies

View the latest committed policy and inspect its rulesets and rules. Show inherited rules to understand the complete
policy for a child.

View the latest committed policy and inspect its rulesets and rules. Show inherited rules to understand the complete
policy for a child.

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. View the latest committed policy.

a) Select Policies.

b) At the top of the screen, select No changeset.

Figure 64: Select No changeset

Changeset € 2x-0924-test ~ @ Draft  Review Changes >

| ) Nochangeset @ Latest % Read only
Polici &
- Recent changesets
Manage fix
[ Search changesets by name ]
Fixed ass
In conflict
O zx1-0924-4
With fix| Sep 24, 2026 07:45 | zhI91@cisco.com

3. Click the policy name to view the policy.
Figure 65: Policy rulesetsand rules

princeton-policy ¢ Browse policies >

Policy hierarchy: Global-Policy-Root > nj-policy-1 > princeton-policy

[ Q Search ] '  Collapse rulesets Add ruleset v

Mandatory (O 1ruleset  Orules

A
Source Destination
# Changes Rule name Action Sources Destinations Services Services Description Status
P v general, 0 rules
There are no rules in this ruleset. Add rule
Default © 1ruleset  Orules A
Source Destination

# Changes Rule name Action Sources Destinations Services Services Description Status

ar v default-rules, 0 rules

There are no rules in this ruleset. Add rule
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4. To view rules from parent policies, click Show inherited policies.
Figure 66: Show inherited policies

S3C5P10R-0827-POL-01 ¢ Browse policies >

Policy hierarchy: Global-Policy-Root > S3C5P10R-0827-POL-01

{ & Dynamic rules apply at this policy, after all mandatory rulesets it inherits.

[ Q Search Show inherited policies

Mandatory Rule Sets from Ancestors (O  1ruleset 0 rules

# Changes Rule name Action

— v Mandatory-1, 1rule (1-1)

1 — allow-hr-dmz © Allow

Mandatory Rule Sets from This Policy © 1ruleset  0rules

# Changes Rule name Action

— v S3C5P10R-0827-RS, 10 rules (1-10)

1T — S3C5P10R-RO1-ALLOW @ Allow
2 — S3C5P10R-R02-DENY @ Deny
3 — S3C5P10R-RO3-ALLOW @ Allow

5. Click Browse policies to view this policy in the hierarchy and quickly select another policy.
Figure 67: Browse policies drawer

Browse policies
Add policies to existing relationships or explore related policies and devices.
[ Q Search ¥
v Global-Policy-Root 0 enforcers
| S3C5P10R-0827-POL-01 0 enforcers
S3C5P10R-0827-POL-02 0 enforcers
S3C5P10R-0827-POL-03 0 enforcers
S3C5P10R-0827-POL-04 0 enforcers
S3C5P10R-0827-POL-05 0 enforcers
S$3-CS1K-0827-POL-001 0 enforcers
S$3-CS1K-0827-POL-002 0 enforcers
S3-CS1K-0827-POL-003 0 enforcers
S3-CS1K-0827-POL-004 0 enforcers
S$3-CS1K-0827-POL-005 0 enforcers

Cisco Security Cloud Control | Updated NaN,






4 Changesets

Topics: Find a brief definition of changesets and their role in collecting policy edits before
you commit those edits to the latest policy.
» About Changesets

« Changeset workflow A changeset is a formal collection of changes or change commits made to a

policy.
o Create and use a changeset

o Update the changeset to the latest
policy

» Resolve conflicts

o Commit a changeset
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About Changesets

Learn how changesets help you collect and review policy edits before you commit them. Understand how concurrent
edits can affect the latest policy.

A changeset is a formal collection of changes made to a policy. You must select a changeset before making any changes.
When you're ready, you can commit the changeset; after resolving any conflicts created by concurrent changeset
commitments, your changeset is merged into the policy. You can then deploy the latest policy to enforcers.

When you add or make changes to network or service objects as part of a rule change, the objects are saved immediately
and not collected with the changeset. Objects are managed as part of the common object store, accessible by selecting
Common Objects in the left pane. Object changes will be included in a deployment even if you don't have any committed
changesets.

Changeset wor kflow

Find details about the changeset workflow, from collecting policy edits through updating and committing them. Use it to
understand when conflicts require attention.

You must use a changeset to collect one or more changes you want to make to a policy.

p
@ Note

When you add or make changes to network or service objects as part of a rule change, the objects are saved immediately
and not collected with the changeset. Objects are managed as part of the common object store, accessible by selecting
Common Objects in the left pane. Object changes will be included in a deployment even if you don't have any
committed changesets.

(. J

1. Create and use a changeset on page 69.
You will add all policy changes to the changeset.
a. Create a new changeset.

You can only create a changeset from the latest committed policy. By default, the name is prefilled with
your_name-date.

b. Create additional changesets.

You can create multiple changesets. However, after you commit a changeset, other changesets are now based
on a previous revision of the policy unless you update to the latest.

c. Make a changeset active to gather policy changes.

2. (Optional) Update the changeset to the latest policy on page 71.

If previous changesets were committed, but you need to make more changes, we recommend that you manually
update your changeset to the latest policy so that you can have an accurate base to work on.
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( )\
@ Note

If your changeset shows conflicts, you must resolve the conflicts before you can view the latest policy.

\

3. Resolve conflicts on page 72.

If there are conflicts due to earlier changeset commits, you need to resolve them before trying to commit.

4. Commit a changeset on page 81.

When you commit a changeset, the changeset is merged to create the latest revision.

Create and use a changeset

Create a changeset to collect policy edits, then select it when you work on policies. Review or remove changesets as
needed.

Create or select a changeset to gather all policy edits. You can make up to 2500 changes per changeset.

e N
@ Note

When you add or make changes to network or service objects as part of a rule change, the objects are saved immediately
and not collected with the changeset. Objects are managed as part of the common object store, accessible by selecting

Common Objects in the left pane. Object changes will be included in a deployment even if you don't have any
committed changesets.

\.

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. Select Changesets.

If you have an active changeset selected, it will show at the top.
Figure 68: Changesets
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Changesets e
Configure how policy configuration changes are managed and track change-set lifecycle.
All Draft Committed In conflict
[ Q Search ] [ Created by v ]
Active
- - - =
= NJ-0924-2 @ Draft 0O Discard Update to latest m
Created on Sep 24, 2026 07:29 | Z @cisco.com
Other (2153)
s -2026-10-02-0830 @ Draft Checkat
Created on Oct 2, 2026 09:30 ‘ i @cisco.com
<= test-ak-ob-svc @ Draft Checkout
Created on Oct 1, 2026 23:16 \ A @cisco.com
= -2026-09-30-0708 @ Draft Checkout

Created on Sep 30, 2026 08:08 ‘ 4 @cisco.com
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3. Click Create Changeset, either accept the default Name or enter your own name and optional Description,
and then click Create.

Alternatively, you can create a changeset from the drop-down list at the top of the Policies page.

Figure 69: Create changeset

Name

Create changeset

Starting a new changeset will automatically inherit the attributes
and configuration state of your current session.

(

®

-2026-09-24-101

Description (optional)

Cances m

4. To select the changeset for policy changes, click Checkout to the right of the policy name.

Alternatively, you can select a changeset at the top of the Policies page. If you try to make changes to a policy, you
will be prompted to select or create a changeset.

5. Click the changeset name to view an overview of in-progress changes.

Figure 70: Staged changes
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Staged Changes
e -2026-09-21-1420 @ Draft
R Created by @cisco.com 9/21/2026, 2:20:33 PM

Fixed assignment Dynamic assignment

Global-Policy-Root

Mandatory-1 @ Ruleset Attached

© Assignment: — > { © Assignment: Mandatory }
© Order: — -> { © Order: 1 }
© Supported device types: — -> { © Supported device types: FTD }

allow-hr-dmz @ Rule Added

© Action: — -> { © Action: ALLOW }

© Status: — -> { © Status: Enabled }
Sources:

Added

CFX-Net-Doom-1

Destinations:

Added
CFX-Net-Keep-4

Services:

Added
TFTP

S3C5P10R-0827-POL-01
under Global-Policy-Root

default-set-all @ Ruleset Attached

© Assignment: — > { © Assignment: Default }
© Order: — -> { © Order: 1 }
© Supported device types: — > { © Supported device types: FTD  Secure Access Palo Alto }

6. To delete a changeset, click the More icon (...) and click Delete.

Update the changeset to the latest policy

Update an existing changeset to the latest committed policy before continuing your edits.

After someone commits another changeset, your changeset will be based on an older policy revision. You should update
the changeset to the latest before you continue making changes to avoid creating additional conflicts.
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p
@ Note

If your changeset shows conflicts, you must resolve the conflicts before you can view the latest policy.

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. Select Policies.

3. At the top of the screen, select the Draft changeset that you want to update.
4. Click the Refresh icon ( <).

Figure 71: Refresh a changeset based on an older policy state

Changeset = policy-importimportRuleset1 (033a0eal-4.. ~ @ Draft Latest changes available C Review Changes > Modified by M + Create changeset m ‘
o e "
Policies Import policy

Manage fixed-assignment and dynamic-assignment policies for your enforcers.
B Notifications are detected on this page. Collapse to hide details

B This changeset is based on an older policy state. Refresh to include recent changes into this changeset.

) Network and service objects are managed in the Common Objects platform service. Object changes apply immediately, are not part of this
changeset, and are not undone if you discard it.

Fixed assignment Dynamic assignment

With fixed-assignment policies, you can manually assign a single child policy to an enforcer that includes its parent policies

Q Search ] [ Enforcers V] 143 results ISl - Create policy

Name Cl S
v Global-Policy-Root — 0 —
S3C5P10R-0827-POL-01 = 1 - o
S3C5P10R-0827-POL-02 = 1 - /|

5. If the update reveals conflicts, review and resolve them before you commit the changeset.

Resolve conflicts

Resolve changeset conflicts before you commit policy updates. Review competing edits and choose the changes you
want to keep.

A conflict can occur when the same item is edited by two different users, and they both commit their edits; whichever
commit occurs second will have to resolve the conflict by either reverting the edit, enforcing its edit, or making a different
edit. You must resolve all conflicts before you commit the changeset.

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. Select Changesets.
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If you have an active changeset selected, it will show at the top.

Figure 72: Changesets

Changesets

P Create Changeset

Configure how policy configuration changes are managed and track change-set lifecycle.

All Draft Committed In conflict

[ Q Search ] [Created by

)

Active

= NJ-0924-2 @ Draft

Created on Sep 24, 2026 07:29 z @cisco.com
Other (2153)
§ -2026-10-02-0830 @ Draft
Created on Oct 2, 2026 09:30 ‘ & @cisco.com

test-ak-ob-svc @ Draft

(“

Created on Oct 1, 2026 23:16 ‘ A @cisco.com

-2026-09-30-0708 @ Draft

t

Created on Sep 30, 2026 08:08 ‘ z @cisco.com

[ Discard | Update to latest m

Checkout
Checkout

Checkout

3. Click the changeset name, and if the changeset isn't active, click Checkout.
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After the changeset is checked out, it lets you perform actions such as resolving conflicts, committing, or discarding

changes.
Figure 73: Review changeset
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Review Changeset X
= test-ak-ob-ld1 v ¢ @ Draft
Created on Sep 24, 2026 12:26 ‘ A @cisco.com

Network and service objects are managed in the common object store. Object changes apply immediately and are not part of this changeset. If you discard
the changeset, the objects are retained.

Fixed assignment  Dynamic assignment

Expand All

+ S3C5P10R-0827-POL-01
Policy hierarchy: Global-Policy-Root

+ S3C5P10R-0827-POL-02
Policy hierarchy: Global-Policy-Root

Close Discard all @ Up to date m

4. Click Review x conflicts.
Each conflict is listed at the top.

Figure 74: Review changeset conflicts
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Review Changeset X

v ©® Commit blocked — 5 items need attention

NJ-policy-2

policy
Out of Date
Someone committed a change to this item after your changeset was created. Review the latest values below and choose
which to keep.

Resolve conflict

> Technical details

NJ-Mandatory-1
policy_ruleset
Out of Date

= 2zx1-0924-4 v ¢ @ Conflict

Created on Sep 24, 2026 07:45 ‘ z @cisco.com

n Newer changes have been committed since this changeset started (revision 37; current is 38). Entities you changed are compared against the
revision each was edited at; unchanged entities are compared against 37.

Network and service objects are managed in the common object store. Object changes apply immediately and are not part of this changeset. If you discard
the changeset, the objects are retained.

A\ tems need your attention

4 items in your changeset need attention before you can commit — either a clash with newly committed configuration, or a validation error in your
own changes. Review the details.

a Show only conflicted

Fixed assignment  Dynamic assignment

Expand All

V'  NJ-policy-2 Policy [
Policy hierarchy: Global-Policy-Root

Close Discard all Discard conflicted Review 4 con

a3 o

You can also view conflict details within the hierarchy at the bottom:

Figure 75: Review changeset conflicts
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~  NJ-policy-2 Policy [
Policy hierarchy: Global-Policy-Root

A OutofDate Changed by zhl91@cisco.com RGEEIEYSTITNY Conflict details

NJ-Mandatory-1 Ruleset  Assignment edited A\ Out of Date Resolve conflict Conflict details

Order
’ ]

1 ->

NJ-Mandatory-2 Ruleset  Assignment edited A\ Out of Date
Order

2 =

NJ-Mandatory-4  Ruleset Added A Out of Date o

Assignment

[ Mandatory ]

Order

g |

Supported device types

[ Juniper ]

5. Resolve each conflict.

The exact resolution depends on the type of conflict.
a) Click Resolve conflict.

In this example, the conflict that is being detected is a new ruleset that was placed in position 1, which changes
the position of the existing rulesets.

Figure 76: Resolveruleset order conflict
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Resolve fixed-assignment ruleset order conflict

Compare revision 37, committed revision 38, and your changeset. Compose the final ruleset order before resolving.

Compare revisions

Comnmitted - rev 38
Mandatory

1 NJ-Mandatory-3

2 NJ-Mandatory-1

3 NJ-Mandatory-2

Default

@ Your changeset
Mandatory

1 NJ-Mandatory-4
2 NJ-Mandatory-3
3 NJ-Mandatory-1

4 NJ-Mandatory-2

1 NJ-Default-1 Default

1 NJ-Default-1

Review and finalize

Arrange every ruleset in the order that should become final. Mandatory and Default rulesets
remain in their respective sections.

Mandatory
1 NJ-Mandatory-4 N2
2 NJ-Mandatory-3 (O
3 NJ-Mandatory-1 ™y
4 NJ-Mandatory-2 t
Default

1 NJ-Default-1

Preview resolution

[ Discard your conflicting change ]

b) If you want to revert to the committed version, click Discard your conflicting change.
Otherwise, continue to the next step.

c) If you still want to make a change, choose either the Committed version or Your changeset version as your
starting point.

In this example, the committed version is missing the NJ-Mandatory-4 ruleset, so if you want to include that
ruleset, you need to start from Your changeset.

d) Make any additional changes in the Review and finalize area.

In this example, you can change the order of the rulesets.

e) Click Preview resolution.
Figure 77: Ruleset order resolution summary
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Ruleset order resolution summary

Confirm the final Mandatory and Default ruleset order before resolving the
conflict.

Mandatory

1 NJ-Mandatory-4
2 NJ-Mandatory-3
3 NJ-Mandatory-1
4 NJ-Mandatory-2

Default

1 NJ-Default-1

Resolve conflict

f) Click Resolve conflict to accept the solution.

Rule conflict example

In this example, a rule had new source and destination networks and ports added. You can see that the rule didn't yet
have any networks or services defined. In addition to the changed fields, you can change basic settings like whether the
rule is enabled, the name, the description, and the action.

Figure 78: Resolverule conflict
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Resolve fixed-assignment rule conflict

Compare revision 38, committed revision 38, and your changeset. Compose the final fixed-assignment rule before resolving.

Compare revisions

Change () Committed - rev 38 () Your changeset

Source flond + branch-subnet

Networks

Destination None  ADD-Servers

Networks PP

Destination None + 8f278a76-b64b-4d75-99d2-
Services d3a5594b1cd9

Review and finalize

Rule enabled

Rule name
allow-branch-to-app ]
Description
Branch clients reach the app tier over 8080/8443
Y
Action
[ Allow v ]
Sources Destinations
Networks Networks
branch-subnet app-servers
Services
8f278a76-b64b-4d75-99d2-
d3a5594b1cd9

[ Discard your conflicting change ] Preview resolution

For each changed field, you can accept the new value or you can revert to the original value. You can't choose a new
value altogether from the common object store.

Figure 79: Resolve sour ce objects

Resolve source objects
Select every identity, object, or Al Gateway reference that should exist in the final rule. Changes are
compared with the base revision.

Final Object Base Committed Your changeset
Networks
branch-subnet - - + Added

Apply final selection
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The summary shows the final values.

Figure 80: Conflict resolution summary

Conflict resolution summary
Confirm the final state for allow-branch-to-app.

Name allow-branch-to-app
Action ALLOW
Rule enabled Enabled

Source branch-subnet
Networks

Source None

Services

Source SGTs None

Source Zone None

Destination app-servers

Networks

Destination 8f278a76-b64b-4d75-99d2-d3a5594b1cd9
Services

Destination None

SGTs

Destination None

Zone

Resolve conflict

Parent policy conflict example

In this case, a different parent policy was chosen. You can choose any new parent policy to resolve the conflict, including
the committed one or the new one. You can also change the policy name and description.

Figure 81: Resolve policy conflict
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Resolve fixed-assignment policy conflict

Compare revision 8, committed revision 38, and your changeset. Compose the final policy before resolving.

Compare revisions

Change Committed - rev 38 @ Your changeset

Parent policy = CFX-P-Charlie CFX-P-Bravo

Review and finalize

These values become the final policy in this changeset.

Policy name
[ CFX-P-Alpha-Child ]
Description
CFX substrate — descendant conflict rollup
Y

Parent policy

[ CFX-P-Bravo VI

[ Discard your conflicting policy change Preview resolution

Commit a changeset

If your changeset doesn't have any conflicts, you can commit the changes.

Commit your changeset to merge your changes into the policy.

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. Select Changesets.

If you have an active changeset selected, it will show at the top.
Figure 82: Changesets
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Changesets

el
R

Create Changeset

Configure how policy configuration changes are managed and track change-set lifecycle.

All Draft Committed In conflict

[ Q Search ] [Created by

)

Active

= NJ-0924-2 @ Draft

O Discard | Update to latest m
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Created on Sep 24, 2026 07:29 | Z @cisco.com
Other (2153)
= -2026-10-02-0830 @ Draft Checkout
Created on Oct 2, 2026 09:30 ‘ i @cisco.com
<= test-ak-ob-svc @ Draft Checkout
Created on Oct 1, 2026 23:16 ‘ A @cisco.com
= -2026-09-30-0708 @ Draft Checkout

Created on Sep 30, 2026 08:08 ‘ 4 @cisco.com

3. Click the changeset name, and if the changeset isn't active, click Checkout.

After the changeset is checked out, it lets you perform actions such as resolving conflicts, committing, or discarding
changes.

Figure 83: Review changeset

Review Changeset X
= test-ak-ob-ld1 v & @ Draft
Created on Sep 24, 2026 12:26 ‘ A @cisco.com

Network and service objects are managed in the common object store. Object changes apply immediately and are not part of this changeset. If you discard
the changeset, the objects are retained.

Fixed assignment  Dynamic assignment

Expand All

~ S3C5P10R-0827-POL-01
Policy hierarchy: Global-Policy-Root

+ S3C5P10R-0827-POL-02
Policy hierarchy: Global-Policy-Root

Close Discard all @ Up to date m

4. If there are conflicts, see Resolve conflicts on page 72 before continuing. You can't commit a changeset with any
conflicts or validation errors.
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5. If you see Update to latest at the bottom, click the button. This state means that other changesets were committed
since you created your changeset. This action lets you see the latest policy.

Figure 84: Changesets

Discard all Update to latest m

6. Click Commit.

When you add or make changes to network or service objects as part of a rule change, the objects are saved immediately
and not collected with the changeset. Objects are managed as part of the common object store, accessible by selecting
Common Objects in the left pane. Object changes will be included in a deployment even if you don't have any
committed changesets.
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5 Deployments

Topics: Find an overview of how to deploy committed policy changes to enforcers and

where to review the results of each deployment.
» About deployments Deolov the ooli ¢
» Deploy policy changes to enforcers eploy the policy to your enforcers.

e View deployments
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About deployments

Learn what a policy deployment includes and how to review past deployment results for enforcers, including failures that
need your attention.

You can choose one or more enforcers and deploy the committed policy. Each enforcer receives the applicable parts of
the policy depending on its type. For example, a Palo Alto Networks enforcer will receive the rulesets of its assigned
policy and its parent policies that have Palo Alto Networks specified; it won't receive any rulesets that aren't tagged for
Palo Alto Networks.

When you add or make changes to network or service objects as part of a rule change, the objects are saved immediately
and not collected with the changeset. Objects are managed as part of the common object store, accessible by selecting
Common Objects in the left pane. Object changes will be included in a deployment even if you don't have any committed
changesets.

You can also view past deployments and any reasons why they might have failed.

Deploy policy changesto enforcers

Deploy committed policy changes to selected enforcers and review the changes before starting deployment. Check that
each enforcer receives the intended policy.

Deploy the policy to your enforcers.
Before you begin

o Commit the changeset that includes the policy changes you want to deploy. Commit a changeset on page 81.

p
@ Note

When you add or make changes to network or service objects as part of a rule change, the objects are saved
immediately and not collected with the changeset. Objects are managed as part of the common object store,
accessible by selecting Common Objects in the left pane. Object changes will be included in a deployment
even if you don't have any committed changesets.

(& J

o Assign each enforcer to a fixed-assignment policy. Create a fixed-assignment policy on page 37.

Procedure
1. From the Security Cloud Control Home page, click Mesh Policy Engine.

2. Choose Enforcers > Enforcer management.

Figure 85: Enforcer management
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Enforcers

Manage enforcers where Mesh Policy Engine policy is enforced. Supported security devices
onboarded to Security Cloud Control are added automatically.

" @ 5 e

[ Q Search by name, policy, des ] [ Device Type v] [ All management modes v] [ Deployment status v] 15 results _
n item selected Select all 15 items Cancel Review selection
Management Credential Assigned
Name Type mode Connectivity name policy Deployment status S
CFX-ENF-1 Firewall Threat Defense © Active © Connected — CFX-P-Bravo Deployment failed
D CFX-ENF-2 Firewall Threat Defense © Active @ Connected — — Ready for deployment (never deployed)
[ seed-FW-Perimeter Firewall Threat Defense © Active © Connected — — Never deployed
[ seed-FW-HQ-DMZ Firewall Threat Defense @ Active © Connected - — Never deployed
[ seed-FW-HQ Firewall Threat Defense © Active © Connected — — Never deployed
() seed-Fw-DC-East Firewall Threat Defense @ Active © Connected - import10R Deployment failed
(0 seed-FW-DC-West Firewall Threat Defense © Active © Connected — — Never deployed
() seed-FW-Branch-NY Firewall Threat Defense @ Active © Connected - — Never deployed
(0 seed-Fw-Branch-SF Firewall Threat Defense © Active @ Connected — — Never deployed
(0 seed-FW-DC-East-Internal Firewall Threat Defense Q Active © Connected — — Ready for deployment (never deployed)
() seed-FW-DC-West-Internal  Firewall Threat Defense @ Active © Connected — — Never deployed
() seed-FW-DC-Interconnect Firewall Threat Defense @ Active © Connected — — Never deployed
[ palo-alto Palo Alto © Active © Connected pan — Never deployed a
O jun Juniper © Active © Connected pan - Never deployed o
[ fortigw FortiGate © Active © Connected pan — Never deployed o
Rows per page 1-15 0f 15

You can use the filters at the top to view devices by name, policy, description, type, management mode, or deployment
status.

3. To view the entire policy to be deployed to a given enforcer, click the Assigned policy name.
Figure 86: Rulesets and rules deployed to an enforcer

CFX-ENF-1 Firewall Threat Defense

Assigned policy: Global-Policy-Root > CFX-P-Bravo

A\ 10f 4rulesets is compatible with this enforcer.
Only rulesets supported on Firewall Threat Defense are included. The 3 remaining rulesets are excluded.

[ Q Search ] [ Action v ] [ Status v ] [ Rules deployed to this device v ] 1result ResetAll Collapse All
~  CFX-P-Bravo default rules @ Assigned  1ruleset, 1rule
#0 Rule name Action Destinati Services Description Status

v CFX-RS-Bravo-FTD, 1rule (13 - 13)

13 CFX-RS-Bravo-FTD-R1 © Allow CFX-Net-... CFX-Net-... Any CFX-RS-Bravo-FTD-R1 seeded by (]
CFX

The Rules deployed to this device option is selected. You can see the full policy, including rulesets that don't
apply to this enforcer, by selecting All rules across policies.

4. Optional: In the Last deployment column, click Ready for deployment to see the pending changes for each
enforcer.

Figure 87: Review deployment changes
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Review deployment changes
CFX-ENF-1

Never deployed. Latest committed revision 42.

| Deployment changes include common object changes and committed changesets only.

| This enforcer has never been deployed, so everything below appears as added — this is a preview of the first push.

3 rule sets will not be applied to this enforcer

These rule sets are attached to this enforcer's policies but do not support its device type, so they are excluded when its configuration is compiled. The
effective policy is therefore narrower than the policy as authored. This is current state, not a change in this push, and is reported even when there is
nothing to deploy.

CFX-RS-Bravo-Def
Attached to CFX-P-Bravo
Supported device types: Palo Alto

CFX-RS-Refs-Def
Attached to CFX-P-Bravo
Supported device types: Palo Alto

CFX-RS-Vol-1
Attached to CFX-P-Bravo
Supported device types: Palo Alto

Fixed assignment  Dynamic assignment

Collapse All

~  CFX-P-Bravo

CFX-RS-Bravo-FTD Ruleset  Added
Assignment

- =

Default ]

Order

CFX-RS-Bravo-FTD-R1 Rule Added
Name

— -> CFX-RS-Bravo-FTD-R1

Action

— -> ALLOW

Status

From

Added
CFX-Net-Keep-1

To

Added
CFX-Net-Keep-2

|
|
i s [om |
|
|

Referenced obiects

Cancel Deploy

Fixed-assignment rulesets that will not be applied to this enforcer are listed at the top.

5. Click the checkbox next to the enforcers you want to deploy to.

| Deployments | 88

You can filter on Deployment status > > Pending deployment to see all of the enforcers that you can deploy

to.
Figure 88: Filter enforcers by deployment status
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Enforcers

Manage enforcers where Mesh Policy Engine policy is enforced. Supported security devices
onboarded to Security Cloud Control are added automatically.

Enforcer management Credentials Management connections ©®

[ Q Search by name, policy, des ] [ Device Type v] [ All management modes v ][[ Deployment status ~ ]] 15 results

Deployment in progress
D itemselected selectall 15 items
Deployment failed

Name Type Managemer Ready for deployment y
Up to date
CFX-ENF-1 Firewall Threat Defense © Active ed
Never deployed
[ CcFx-ENF-2 Firewall Threat Defense @ Active ed

6. Choose Actions > > Deploy.
Figure 89: Actions menu

Force Refresh &D

Deploy

|
You see a message that deployment has started.

Figure 90: Deployment started

n Deployment X
Deployment started.

7. Go to the Deployment Logs page to check the status of the deployment. If a deployment succeeds, you will see
the Last deployment column updated. Otherwise, check other statuses on the Deployment Logs page: View
deployments on page 89.

View deployments

View deployment history to check policy status, affected enforcers, and details of failed deployments. Use the results to
investigate problems.

The Deployment Logs page shows each lowest-level child policy that was deployed to one or more enforcers. You
can review the deployment status and the reasons for any failures.

Procedure

1. From the Security Cloud Control Home page, click Mesh Policy Engine.
2. Select Deployment Logs.

Each enforcer and its policy is listed along with other details.

Figure 91: Deployment L ogs
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Deployment Logs

History of policy deployments to enforcers. Select an entry to see its tasks and any errors.

[ Q Search ] [ Status v] [ Policy Name v] [ Deployed by v | = Filters -

Auto-refresh - Updated 10 s ago

Status Policy name Device name Action type Started at (UTC-7) Duration Deployed by

© Failed import10R seed-FW-DC-East DEPLOY Oct 29, 2026, 01:02 PM 68ms @cisco.com

O Failed import10R seed-FW-DC-East DEPLOY Oct 29, 2026, 01:01 PM 77ms @cisco.com

O Failed CFX-P-Bravo CFX-ENF-1 DEPLOY Oct 29, 2026, 12:55 PM 68ms @cisco.com

© Failed import10R seed-FW-DC-East DEPLOY Oct 16, 2026, 10:23 AM 198ms Qcisco.com
O Failed CFX-P-Bravo CFX-ENF-1 DEPLOY Oct 12, 2026, 01:14 PM 153ms @cisco.com
O Failed CFX-P-Bravo CFX-ENF-1 DEPLOY Oct 02, 2026, 08:50 AM 104ms @cisco.com

1-6 of 6 @

Rows per page

3. Click the policy name to view details.
Figure 92: Deployment Details

Deployment Details

%/ importlOR @ Failed  DEPLOY

Started at (UTC-7) Oct 29, 2026, 01:02 PM ‘ Completed at (UTC-7) Oct 29, 2026, 01:02 PM z |@cisco.com  User

10 total rules were requested:

« Mandatory: 10 rules from 1 ruleset
« Default: 0 rules from O rulesets

| Enforcerlogs

Enforcer name Enforcer type Attempt ID Status
seed-FW-DC-East Firewall Threat Defense 2791ab43-e926-4fd8-b6ec-78999f455dad#1 [J Copy O Failed

Target version
v70

Error detected:

(] ilation failed: ilation failed: ilation failed: device family must be cdFMC, got: FMC. Verify the device was onboarded with the correct
device type

Timeline

State Started at Completed at Duration

Queue time Oct 29, 2026, 01:02 PM  Oct 29, 2026, 01:02 PM  25ms
Compilation Oct 29, 2026, 01:02 PM  Oct 29, 2026, 01:02 PM  68ms

Deploy time — — —

Phase events

Show attempt details
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