NI
CISCO.

Assess Endpoint Compliance Using Cisco Secure
Client ISE Posture Module and Cisco Secure
Firewall Management Center

First Published: 2023-07-27
Last Modified: 2023-08-01

Assess Endpoint Compliance Using Cisco Secure Client ISE Posture
Module and Cisco Secure Firewall Management Center

Introduction

Cisco Secure Client’s ISE Posture module helps you to assess endpoint compliance before allowing them to
connect to your network. The assessment can be for a specific version of an antivirus, an antispyware, a file,
a registry key, and so on. During posture evaluation, all clients connecting to your network must meet the
mandatory requirements to be compliant.

The ISE Posture module performs a client-side evaluation. The client receives the posture requirement policy
from ISE, performs the posture data collection, compares the results against the policy, and sends the assessment
results back to the ISE. The posture service classifies the posture states as unknown, compliant, and
noncompliant.

Benefits
Using a threat defense to configure ISE Posture modules offers significant benefits such as:

» Easily distribute and manage the ISE posture modules and profiles on each endpoint.

* Easily assess endpoint compliance before they connect to the corporate network.

Is this Guide for You?

This use case is primarily intended for network administrators who use the management center to configure
the ISE Posture module for endpoint compliance assessment.

System Requirements

The following table shows the supported platforms for this feature.
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. Prerequisites

Product Version Version used in this
document
Cisco Secure Firewall Threat Defense (formerly 6.3 and later 7.3

Firepower Threat Defense/FTD)

Cisco Secure Firewall Management Center (formerly | 6.7 and later 7.3
Firepower Management Center/FMC)

Cisco Secure Client (formerly AnyConnect) 4.0 and later 5.0
Cisco ISE 2.0 and later 3.1
Prerequisites

Ensure that you have:
* Access to a Cisco ISE server with admin privileges.

* Downloaded the Secure Client package and the Secure Client profile editor from Cisco Software Download
Center to your local host.

* Installed the Secure Client profile editor to your local host.
» Downloaded the ISE Compliance Module from Cisco Software Download Center to your local host.

* Configured ISE server details in the managed threat defense. See Configure ISE in the Management
Center.

* Configured a remote access VPN in the management center.

Licenses

* ISE Premier license.

* One of the following Secure Client licenses:

Secure Client Premier, Secure Client Advantage, or Secure Client VPN Only.

* Management center Essentials (formerly Base) license must allow export-controlled functionality.

Choose System > Licenses> Smart Licensesto verify this functionality in the management center.

Configure ISE in the Management Center
You must configure the ISE server in the management center to:
» Allow AAA requests from the threat defense for remote access VPN.
* Receive the posture requirement policy from ISE.

 Send the assessment results to ISE.

You must create a RADIUS Server object and configure it with the ISE server details.
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Configure ISE in the Management Center .

Procedure

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7
Step 8

Step 9

Choose Objects> Object Management > AAA Server > RADIUS Server Group.
Click Add RADIUS Server Group.

Enter a name and a retry interval.

Name:*
B
Description:

Group Accounting Mode:

| Single v
Retry Interval:*
| 10

Realms:

| v

Enable authorize only
Enable interim account update

Interval:*

| 24

Enable dynamic authorization

Port:*
! 1700

RADIUS Servers (Maximum 16 servers) -+

IP Address/Hostname

Configure the port as 1700.

Click + to add the ISE server.

Enter the IP address of the ISE server.
Leave the Authentication Port as 1812.
Configure the key.

Enter the shared secret to encrypt data between the managed device (client) and the ISE server.

Enter the key again in the Confirm Key field.
You need this key when you add the threat defense in ISE.
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. End-to-End Process for Configuring ISE Posture Module Using Management Center

Step 10 Use the default values for the remaining parameters.

Step 11 Click Save.

End-to-End Process for Configuring ISE Posture Module Using Management

Center

The following flowchart illustrates the workflow for configuring Secure Client ISE posture module using
management center.

ISE Posture
Profile Editor

Management
Center

1

2

Configure ISE
posture
profile

|

X 3 Upload ISE 4 Configure 5 6 Greate 7 Configure 8 Configure
Thcnn:;qu(re posture profile Secure Client Create client pwi,re downloadable authorization
eal Defense p —_ ioni "
r nse —»Secure Client package, configuration ———# P""”-"I"’”'”ﬂ —— policies —— ACLs for posture 5 profiles for
and, ISE policy statuses posture statuses

compliance module

& Configure
authorization

——p policies for
posture status

10/ configure a 11 Deploy the
RA VPN group configuration
policy with ~ ———" 4 the threat
ISE posture defense

module

Step Application Description
’i N ISE Posture Profile Editor Configure the Posture Profile using the ISE
L Posture Profile Editor, on page 5
5 ISE Configure Threat Defense in ISE, on page 6
3 ISE Upload ISE Posture Profile, Secure Client
Package, and ISE Compliance Module to ISE, on
page 6
4 ISE Configure a Secure Client Configuration in ISE,
on page 8
5 ISE Create a Client Provisioning Policy in ISE, on
page 9
6 ISE Configure Posture Policy in ISE, on page 10
7 ISE Configure Downloadable ACLs for the Posture
Statuses in ISE, on page 12
8 ISE Configure Authorization Profiles for the Posture
Statuses in ISE, on page 13
9 ISE Configure Authorization Policies for the Posture
Statuses in ISE, on page 15
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Configure the Posture Profile using the ISE Posture Profile Editor .

Step Application Description

(1 _0\ Management Center Configure a Remote Access VPN Group Policy

— with ISE Posture Module in the Management
Center, on page 16

/'I 'I\ Management Center On the management center menu bar, click

N~ Deploy and then select Deployment.

Configure the Posture Profile using the ISE Posture Profile Editor

The standalone Secure Client profile editor package contains the ISE posture profile editor. Use this editor to
create the ISE posture profile and then upload it to ISE and the management center.

Configure the following parameters:

1. Check the Enable posture non-redirection flow check box.

E) Cisco Secure Client Profile Editor - ISE Posture
File Help

ISE Posture ]
+ 4o} Preferences

Preferences
Profile: Untitled

Agent Behaviour
Enable Signature Check
Enable Agent Log Trace

Operate On Non-802. 1X Wireless Networks

O 0O O

Enable Posture Non-Redirection Flow

iy

Enable Stealth Mode
Enable Stealth With Notification
Disable EDR Internet Check

Enable Rescan Button

Disable UAC Poplp

BackOff Timer Limit

Log file size

Remediation timer

Automated DART Count

Periodic Probe Interval

Paosture State Synchronisation Interval
Posture State Synchronisation Probe List
Maximum time for CWA/BYOD probing

Interval of CWA/BYOD probing

n (m E e

Sec

ME

Min

X 10 min

Sec

Sec

Sec

2. Enter the Server namerulesas *.

3. Configure Call Homes List with the FQDN or the IP address of the ISE.
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. Configure Threat Defense in ISE

Posture Protocol

Discovery host

Server name rules

Call Home List

PRA retransmission time 120 | Sec

Retransmission delay 60 Sec

Retransmission limit 4

Configure Threat Defense in ISE

Procedure

Step 1 Log in to ISE.

Step 2 Choose Administration > Network Resour ces > Network Devices.
Step 3 Click Add.

Step 4 Enter the name, description, and IP address of the threat defense.
Step 5 Choose Cisco from the Device Profile drop-down list.

Step 6 Expand RADIUS Authentication Settings.

Step 7 Configure the Shared Secret and the CoA Port.

You need this secret and the port when you configure ISE in the threat defense. For more information, see
Configure ISE in the Management Center.

Step 8 Click Save.

Upload ISE Posture Profile, Secure Client Package, and ISE Compliance Module to ISE

Procedure

Step 1 Choose Work Centers> Posture> Client Provisioning > Resour ces.
Step 2 Click Add and choose Agent resources from local disk.
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Step 3
Step 4

Step 5
Step 6

Upload ISE Posture Profile, Secure Client Package, and ISE Compliance Module to ISE .

Overview Network Devices Client Provisioning Policy Elements

Client Provisioning Policy

Resources

Resources

Client Provisioning Portal

+ Add ~

Agent resources from Cisco site

Agent resources from local disk

Choose Cisco Provided Packages from the Category drop-down list.
Click Choose File and select one of the following from the local host:

a. ISE Posture Profile (ISEPostureCFG.xml)

b. Secure Client package

ISE Compliance Module

Click Submit.
Click Confirm to validate the checksum.

Warning

Please confirm this package's hash matches :

SHA-1:bc91eb141b96fc78f3e8968bb6f9cea3b553daabl
SHA-256:2010e327ea2f8df2b13925d680024e97d9e94d45fe 70014 2fabd7a7bd3597768
SHA-

512:af925524d6653be63033b1c56c0bec 168ec9f0bs903d617a0a436ed7fb7d6c2cab90a3c
5fbfel699abcee3d54003472326242a5de0831¢c2e052d

CanCEI
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. Configure a Secure Client Configuration in ISE

Step 7

Repeat steps 2 to 6 to upload the remaining two files.

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot
Client Provisioning Policy
Resowrces [:\ Name Type Version Last Update
Client Provisioning Portal
O AnyConnectC: AnyConnectC ceM.. 4.3.3534.81.. |2023/06/24 08:26:48
O CiscoTemporalAgentOSX 4.10.02..  CiscoTemporalAgentOSX  4.10.2051.0  2021/08/09 19:12:31
O Cisco-ISE-Chrome-NSP Native Supplicant Profile Not Applicable  2016/10/06 20:01:12
O CiscoAgentlessOSX 4.10.02051 CiscoAgentlessOSX 4.10.2051.0  2021/08/09 19:12:36
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 19:12:27
O CiscoAgentlessWindows 4.10.02..  CiscoAgentlessWindows ~ 4.10.2051.0  2021/08/09 19:12:33
O AnyConnect Configuration AnyConnectConfig Not 2023/06/24 16:05:27
O Cisco-ISE-NSP Native Supplicant Profile Not Applicable  2016/10/06 20:01:12
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3 2021/08/09 19:12:27
O CiscoTemporalAg 4.1.. CiscoT .. 4.10.2051.0  2021/08/09 19:12:28
‘j AnyConnectD 5.0 AnyConnectD 5.0.3072.0 2023/06/26 18:45:44
(] AC-Posture-Profile AnyC Not 2023/06/26 17:57:02

Reports Settings

Description

Cisco Secure Client Windows.
With CM: 4.3.1858.4353
Pre-configured Native Suppli
With CM: 4.3.1858.4353
Supplicant Provisioning Wizar.

With CM: 4.3.2227.6145

Pre-configured Native Suppli
Supplicant Provisioning Wizar
With CM: 4.3.2227.6145

Cisco Secure Client for Wind.

Configure a Secure Client Configuration in ISE

Procedure

Step 1
Step 2
Step 3
Step 4

Secure Client Configuration (AnyConnect Configuration in ISE) is the Secure Client software and its different
configuration files like the Secure Client binary packages for clients, ISE compliance module, ISE module

profiles, customization, and language packages for AnyConnect.

Choose Work Centers> Posture> Client Provisioning > Resour ces.
Click Add and choose AnyConnect Configuration.
Choose the Secure Client package from the Select AnyConnect Package drop-down list.

Choose the ISE Compliance Module from the Compliance M odule drop-down list.
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Create a Client Provisioning Policy in ISE .

Configuration » AnyConnect Configuration

* Select AnyConnect Package: |: ji

* Configuration Name: |»‘-‘~r1yCormcct Configuration

Description:

Description Value Notes

* Compliance Maodule | CiscoSecureCIientCompIianceModuleW'«

Step 5 Under Cisco Secure Client Module Selection, by default, ISE Posture is enabled.
Step 6 Under Profile Selection, choose the ISE Posture file from the | SE Posture drop-down list.
Step 7 Click Submit.

Create a Client Provisioning Policy in ISE

A user receives specific versions of resources such as agents, agent compliance modules, or agent customization
profiles from ISE based on the client provisioning policy.

Procedure
Step 1 Choose Palicy > Client Provisioning.
Step 2 Click Edit, and choose Insert new policy above.

Step 3 Enter the policy name, and choose an operating system.
Step 4 Click + under Results, and choose the AnyConnect Configuration from the Agent drop-down list.
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. Configure Posture Policy in ISE

Overview Network Devices Client Provisioning Palicy Elements Pasture Palicy Policy Sets Troubleshoot Reports Settings

Clent Provisioning Policy

Client Provisioning Policy

Cllent Previsianing Portal

Rube Name Identity Groups Operating Systems Other Conditions Results

(4]

: = A jrokd
win a shinn
: o . A " ation

Step 5 Click Save.

Configure Posture Policy in ISE
The posture policies, posture requirements, and the posture conditions determine the compliance status of the

endpoint.

Procedure

Step 1 Configure posture conditions.
a. Choose Policy > Policy Elements> Conditions> Posture.
You can choose one or more posture conditions.
b. Click Anti-Malware to choose an anti-malware condition.

You can choose a predefined anti-malware condition or create a new one. For Windows, you can select
the ‘ANY_am_win_inst’ anti-malware posture condition.
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Configure Posture Policy in ISE .

= Cisco ISE | Palicy « Policy Elements

Dictionaries onditions Results

Library Conditions g g
R Anti-Malware Conditions
Time and Date
Profiling

- Ad
Posture Ao

Name Description

Anti-Malware
PULSeras(s iy At nstalaton eheck on

Anti-Virus [ ANY_am_win_def Any AM definition check on ...
Application

[ ANY_am_mac_inst Any AM installation check on ...
Compound

o ANY_am_mac_def Any AM definition check on M.
Dictionary Compound
Dictionary Simple | ANY_am_lin_inst Any AM installation check on ...
Disk Encryption O ANY_am_lin_def Any AM definition check on Li..

External DataSource

File

Firewall

Step 2 Configure posture requirements.
Choose Palicy > Policy Elements> Results> Posture > Requirements.

A posture requirement is a set of posture conditions associated with a remediation action. You can choose
one of the multiple default or predefined posture requirements, or create a new one.

For Windows, you can select the ‘Any AM_InstallationWin’ anti-malware posture requirement.

= Cisco ISE Policy - Policy Elements e Q @ 2 @
Dictionaries  Conditions
Authentication > o Q
Ruthorization
Requirements
fIfay Name Operating System Compliance Module Posture Type Conditions Remediations Actions
Posture v Any_AV_Installation_Win  far  Windows All using 3. or calier using  AnyConnest metif  ANY_av_win_inst  then  Message Text Only E
Remediation Actions ¥ Any_AV_Definition_Win  for  Windaws All using 3. or earlier using  AnyConnect metif  ANY_aw_win_def  then  AnyAVDefRemediationWin E
Any_AS_Installation_Win  far  Windaws All using  3.x or sarller using  AnyGonnact metif  ANY_as_win_inst  then  Message Text Only E
Ay AS_Definition_Win for  Windaws Al using  3.x or earlier using  AnyConnect metif  ANY_as_win_def  then  AnyASDefRemediationWin E
Client Provisioning
Any_AV_installation_Mac  for  Mac OSX using  3.xor earlier using  AnyConnect metif  ANY_av_mac_inst  then  Message Text Only E
Any_AV_Definition_Mac  for  Mac OSX using  3.x or eadier using  AnyConnect meLit  ANY_aw_mac_def  then AnyAVDeRemediatonMac  E
Any_AS_lnstalistion_Mac  for  Mac OSX using  3.x or earlier using  AnyConnect metif  ANY_as_mac_inst  then  Message Text Only E
Any_AS_Definition_Mac for  Mac OSX using  3.x or ealier using  AnyConnect metif  ANY_as_mac_def  then  AnyASDefRemediationMac E
Any_AM_installation_Win  far  Windaws All using  4.x or later using  AnyConnect metit  ANY_am_win_inst  then Message Text Only E
Any_AM_Definition_Win  for  Windows All using & or later using  AnyConnect metit  ANY_am_win_def  then AnyAMDefRemedistionWin  E

Step 3 Configure posture policy.
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. Configure Downloadable ACLs for the Posture Statuses in ISE

a. Choose Policy > Posture.

You must define a posture policy by configuring a rule based on an operating system and one or more
posture requirements.

For Windows, you can select the ‘Default AntiMalware Policy Win’ anti-malware posture policy.

Posture Policy

Status Policy Options  Rule Name Identity Groups Operating Systems Compliance Module Posture Type Other Conditions. Requirements

O Folicy Options Defoult_AntMatwars_Policy_Ma f Any Mec 05X axorlater Anyannect Ay _AM_instalation_Ma

b. Check the Status check box to enable the posture policy.
c. Click Save.

Configure Downloadable ACLs for the Posture Statuses in ISE

Procedure

Step 1
Step 2
Step 3
Step 4
Step 5

You must configure downloadable ACLs (DACL) for the Unknown, Noncompliant, and Compliant posture
statuses. Default authorization DACLs are also available.

Choose Palicy > Policy Elements > Results > Authorization > Downloadable ACL s.
Click Add.

Enter a name and description.

Click the radio button for the required IP version.

Enter the values for the DACL.
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Configure Authorization Profiles for the Posture Statuses in ISE .

Downloadable ACL List » Posture_Unknown

Downloadable ACL

* Name Posture_Unknown

Description

IP version IPv4 IPv6 Agnostic

“ DACL Content 4234567  permit udp any any eq domain
8910111  permit ip any host xxxx
2131415
1617181
9202122
2324252
6272829
3031323
3343536
3738394
0414243

Step 6 Click Submit.
Step 7 Repeat steps 2 to 6 to create DACLs for the remaining posture statuses.

Examples of DACLs for Unknown, Noncompliant, and Compliant posture statuses:

Type of DACL Description DACL

Posture Unknown DACL Allows traffic to DNS and Policy | permit udp any any eq domain

Service (PSN). permit ip any host X.X.X.X

Posture Noncompliant DACL Denies access to private subnets |deny ip any x.x.x.x 255.255.255.0

and allow only internet traffic. .
permit 1p any any

Posture Compliant DACL Allows all traffic. permit ip any any

What to do next

Configure authorization profiles using these DACLs. For more information, see Configure Authorization
Profiles for the Posture Statuses in ISE.

Configure Authorization Profiles for the Posture Statuses in ISE

You must create three authorization profiles for the Unknown, Noncompliant, and Compliant posture statuses.

Procedure

Step 1 Choose Palicy > Policy Elements > Results > Authorization > Authorization Profiles.
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. Configure Authorization Profiles for the Posture Statuses in ISE

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8
Step 9

Create an authorization profile for each posture status.

Click Add.

Enter a name.

From the Access Type drop-down list, choose ACCESS ACCEPT.

From the Networ k Device Profile drop-down list, choose Cisco.

Under Common Tasks, check the DACL Name check box and choose the DACL for the posture state from
the drop-down list.

You can view the configured attributes under Attributes Details.

The example below shows the authorization profile for the Unknown status.

FTD_VPN_Unknown

Authorization Profile

FTD_VPN_Unknown

Description

* Access Type
ACCESS_ACCEPT e

Network Device Profile &% Cisee ~ &

Service Template O
Track Movement (]
Agentless Posture L

Passive Identity Tracking [

~ Common Tasks

DACL Name Posture_Unknown v

[ 1pv6 DACL Name

O acL

Attributes Details

Acoess Type = ACCESS_ACCEPT

DIACL = Posture_Usknawn

Click Submit.
Repeat steps 3 to 8 to create authorization profiles for the remaining posture statuses.
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Configure Authorization Policies for the Posture Statuses in ISE .

What to do next

Configure authorization policies using these authorization profiles. For more information, see Configure
Authorization Policies for the Posture Statuses in ISE.

Configure Authorization Policies for the Posture Statuses in ISE

You must create an authorization policy for each posture status.

Procedure

Step 1 Choose Palicy > Policy Sets.
Step 2 In the View column, click the arrow icon adjacent to the Default policy.

Policy Sets Resat | yset Hitcount

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View

Default Detault policy set Detault Network Access % {:c}

>
—

Step 3 Expand Authorization Policy.
Step 4 Click + adjacent to the Status column.
Step 5 Use Posture Status and | dentity Group as conditions of the policy.

Step 6 Choose the appropriate authorization profile from the drop-down list for the posture status.
Step 7 Click Save.
Step 8 Repeat steps 4 to 7 for the remaining authorization policies.

The image below shows the authorization policies for the posture statuses.
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. Configure a Remote Access VPN Group Policy with ISE Posture Module in the Management Center

= Cisco ISE Palicy - Policy Sets

Authentication Policy (4)

Authorization Policy - Local Exceptions

Authorization Policy - Global Exceptions

Authorization Palicy (15)

Results

Status  Rule Name Conditions Profiles

ecurity Groups

Hits  Actions

FTD-VPN-NONCOMPLI

Select from list

Select from list

Select from list

e

Configure a Remote Access VPN Group Policy with ISE Posture Module in the Management

Center
Before you begin
Configure a remote access VPN policy in the management center.
Procedure
Step 1 Log in to your management center web interface.
Step 2 Choose Devices> Remote Access.
Step 3 Select a remote access VPN policy, and click Edit.
Step 4 Select a connection profile, and click Edit.
Step 5 Click Edit Group Policy.
Step 6 Click the Secure Client tab.
Step 7 Click Client Modules, and click +.
Step 8 Choose the ISE Posture module from the Client M odule drop-down list.
Step 9 Choose the ISE profile from the Profile to download drop-down list.

Step 10 Check the Enable module download check box.
Step 11 Click Add.
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Configure a Remote Access VPN Group Policy with ISE Posture Module in the Management Center .

Edit Group Policy

Name:*

DfitGrpPolicy

Step 12

Description:
General Secure Client Advanced
Profile . . : >
Download optional client modules to the endpoint. Secure Client requests

Client Modules 3

download from the Firewall Threat Defense of only the modules that are

Management Profile
configured here.

SSL Settings Client Module Profile Download

Connection Settings
ISE Posture ISEPostureCFG.xml| (]

Custom Attributes

Click Save.

What to do next

1

Deploy the configuration on the threat defense. On the management center menu bar, click Deploy and
then select Deployment.

Establish a VPN connection to the threat defense using the Secure Client.

Verify ISE posture module configuration.

Assess Endpoint Compliance Using Cisco Secure Client ISE Posture Module and Cisco Secure Firewall Management Center .



Assess Endpoint Compliance Using Cisco Secure Client ISE Posture Module and Cisco Secure Firewall Management Center |

. Verify ISE Posture Module Configuration

Verify ISE Posture Module Configuration

On the Threat Defense

Use the following commands on the threat defense CLI to verify the ISE posture module configuration:

show run webvpn: View details of the Secure Client configurations.

> show run webvpn

enable QOutside
http-headers

max-age 31536000
include-sub-domains
no preload

WA AAAA enabl e

t group-list enable
cache

disable

error-recovery disable

show run group-policy <ravpn_group_policy_name>: View details of the RA VPN group policy for Secure
Client.

Jll Assess Endpoint Compliance Using Cisco Secure Client ISE Posture Module and Cisco Secure Firewall Management Center



ssess Endpoint Compliance Using Cisco Secure Client osture Module and Cisco Secure Firewall Management Center
A Endpoint Compli Using Cisco S Client ISE P Module and Cisco S Fi 1M C
Verify ISE Posture Module Configuration .

> show run group-policy AC-Posture
group-policy AC-Posture internal
group-policy AC-Posture attributes
banner none
wins-server none
dns-server none
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelall
ipv6e-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain none
split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
vlan none
address-pools none
webvpn
anyconnect ssl dtls enable
anyconnect mtu 1406
anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ssl keepalive 20
anyconnect ssl rekey time none
anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression none
anyconnect modules value iseposture
anyconnect profiles value ISEPostureCFG.xml type iseposture
anyconnect ask none default anyconnect
anyconnect ssl df-bit-ignore disable

show run aaa-server: View details of the ISE server.
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. Verify ISE Posture Module Configuration

> show run aaa-server

aaa-server ISE protocol radius
authorize-only
interim-accounting-update periodic 24
dynamic-authorization

aaa-server ISE (Inside) host I
key **x**

authentication-port 1812
accounting-port 1813

On the Endpoint

Establish a VPN connection to the threat defense using the Secure Client and verify the ISE posture module
installation.

@ Cisco Secure Client - X

Connected to vpnfémoteftdlcom.

vpn.remoteftd2.com

ISE Posture:
Compliant.
Network access allowed.

1> 20) ke

Related Documentation:

* Cisco Identity Services Engine Administrator Guides
* Secure Firewall Management Center Administration and Device Configuration Guides

¢ Cisco Secure Client Administration Guides

. Assess Endpoint Compliance Using Cisco Secure Client ISE Posture Module and Cisco Secure Firewall Management Center


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
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