	Clustering: Secure Firewall 3100
	Clustering for the Secure Firewall 3100
	How a cluster fits into your network
	Control and data node roles
	Cluster interfaces
	Cluster control links
	Configuration replication
	Management network

	Licenses for clustering
	Prerequisites for clustering
	Guidelines for clustering
	Clustering configuration
	Cluster interfaces
	Cluster control link
	Cluster control link traffic
	Cluster control link interfaces and network
	Size the cluster control link
	Cluster control link MTU ping testing
	Cluster control link redundancy
	Cluster control link reliability for inter-chassis clustering

	Spanned EtherChannels
	Guidelines for maximum throughput
	Load balancing
	EtherChannel redundancy
	Connecting to a redundant switch system


	Cable and add devices to the Firewall Management Center
	Create a Cluster
	Configure interfaces
	Configure cluster health monitor settings

	Cluster node management
	Add a new cluster node
	Break a node
	Break the cluster
	Disable clustering
	Rejoin the cluster
	Change the control node
	Edit the cluster configuration
	Reconcile cluster nodes
	Delete (Unregister) the Cluster or Nodes and Register to a New Firewall Management Center

	Monitor the cluster
	Cluster health monitor dashboard
	View cluster health
	Cluster metrics


	Clustering examples
	Firewall on a stick
	Traffic segregation

	Reference for Clustering
	Firewall Threat Defense features and clustering
	Unsupported features with clustering
	Centralized features for clustering
	Connection settings and clustering
	FTP and Clustering
	NAT and clustering
	Guidelines for NAT and clustering
	Limitations for NAT and Clustering

	Dynamic routing
	SIP inspection and clustering
	SNMP and clustering
	Syslog and clustering
	Cisco TrustSec and clustering
	VPN and clustering

	Performance scaling factor
	Control node election
	High availability within clusters
	Node health monitoring
	Interface monitoring
	Status after failure
	Rejoin the cluster
	Data path connection state replication

	How the cluster manages connections
	Connection roles
	New connection ownership
	Sample data flow for TCP
	Sample data flows for ICMP and UDP


	History for Clustering


