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CHAPTER 1

Universal Zero Trust Network Access

The following topics provide an overview of Universal Zero Trust Network Access (universal ZTNA),
including the prerequisites, limitations, and workflow involved in configuring the universal ZTNA solution.

* Overview of Universal Zero Trust Network Access, on page 1

* Prerequisites for Universal Zero Trust Network Access, on page 2
* Limitations of Universal Zero Trust Network Access, on page 4

* Configuration Workflow for Universal ZTNA, on page 4

Overview of Universal Zero Trust Network Access

Universal Zero Trust Network Access (universal ZTNA) enables administrators to specifically allow access
to internal network resources according to user identity including user trust and posture, without granting
access to the entire network as with Remote Access VPN. Universal ZTNA is a client-based ZTNA solution
that enables users to securely access internal resources and applications regardless of their location, whether
remote or on-premises.

Because universal ZTNA does not assume that access granted to one application implicitly authorizes access
to other applications, the network attack surface is reduced.

Universal ZTNA ensures least-privileged, per-application, per-user access with strong authentication, posture
validation, and comprehensive traffic inspection. It secures applications effectively across hybrid environments.
Components of Universal ZTNA

A new configuration of universal ZTNA consists of Security Cloud Control Firewall Management (formerly
called Cisco Defense Orchestrator), and Secure Access, both provisioned on the Security Cloud Control
platform. Security Cloud Control Firewall Management manages the Firewall Threat Defense devices through
the Secure Firewall Management Center.
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Figure 1: Components of Universal ZTNA
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User requests access to a private resource.

Secure Client connects to Secure Access for
authorization and policy verification.

Secure Access redirects Secure Client to
Threat Defense device along with an
authentication token.

Secure Client opens an encrypted tunnel to
Threat Defense device and uses token to
authenticate.

Threat Defense device inspects the traffic,
opens a connection to the private resource,
and allows user traffic to the resource.

Authentication and authorization flow

Data flow

s Unified policy synchronization

« Security Cloud Control Firewall Management: Manages the configuration and deployment of universal
ZTNA policies to the Firewall Threat Defense devices. The Threat Defense devices protect on-premises
resources by enforcing universal ZTNA policies. Threat Defense inspects traffic and enforces intrusion

prevention system (IPS), file, and malware policies on the traffic.

» Secure Access: Secure Access defines the access policies, posture, and security profiles for the user. It

enforces the policies for user traffic through the cloud.

* Security Cloud Control platform: Security Cloud Control provides a unified secure management plane
for both Secure Access and Firewall, simplifying the administration of universal ZTNA policies across

them.

» Secure Client: The Secure Client is installed on the end user's device. It acts as the enforcement point
that intercepts connection requests to protected internal resources, enabling secure, identity-based access.

Prerequisites for Universal Zero Trust Network Access

This topic discusses requirements and guidelines for Universal Zero Trust Network Access (universal ZTNA).

Licensing Requirements

* Secure Firewall requires a smart license account with export-controlled features. It does not function in

universal ZTNA when operating in evaluation mode.

Secure Firewall requires Threat and Malware licenses if Intrusion Policy or File/Malware Policies are

configured.

* Secure Access requires a subscription of Cisco Secure Private Access Essentials or Advantage.
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Device Requirements

* All Secure Firewall Management Center and Secure Firewall Threat Defense devices must be running
Version 7.7.10 or later.

* All Secure Firewall Threat Defense devices must be configured for routed mode; transparent mode is
not supported.

* In Security Cloud Control, when you are configuring universal zero trust access for a device, ensure that
the Enrollment Type for the device identity certificate is an object that is created using the PKCS12 file
format. No other certificate type is supported. If necessary, you can also create a new certificate object
from Security Cloud Control, which supports the PKCS12 format. See Configure Security Devices.

* Configure the Domain Name System (DNS) to resolve Fully Qualified Domain Name (FQDN) of private
resources. Use the Platform Settings menu on the Secure Firewall to configure the DNS. See Interface
and Device Settings.

* High Availability (HA) devices are supported; they are displayed as one entity.
* Secure Client (with ZTNA module enabled) Version 5.1.10 and later is supported.

The client must be running in a platform that supports Trusted Platform Module (TPM), such as Windows
11.

Guidelines on Certificate Types

*» User Device ldentity Certificate: Secure Client, which is zero trust access enabled, presents the user
identity certificate during the Mutual Transport Layer Security (mTLS) session with Secure Access and
Firewall Threat Defense to request access to private resources.

* Firewall Threat Defense Device Certificate: Threat Defense devices that are universal ZTNA-enabled
use device certificates to establish secure mTLS connections with the Secure Client and Secure Access.
Ensure that the device identity certificate is of type PKCS12.

If you have already enrolled a manual certificate for the device, first export it to the PKCS12 format
using the Devices> Certificates > Export Certificate menu on Firewall Management Center. Use the
exported PKCS12 file to create a new PKCS12 certificate enrollment object.

* Decryption Certificate: (Optional) To decrypt the traffic that is sent to private resources, enable
Decryption for the resources in Secure Access and provide the server certificate and key. We recommend
that you use a certificate that is signed by a publicly recognized certificate authority (CA).

Supported Devices

Both on-premises Firewall Management Center and cloud-delivered Firewall Management Center can be
configured to manage the devices.

Only devices that have 16 cores or more are supported. Such models of Secure Firewall Threat Defense are:

« 1150

« 3105, 3110, 3120, 3130, 3140
« 4115, 4125, 4145, 4112

« 4215, 4225, 4245
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Limitations of Universal Zero Trust Network Access

* Universal ZTNA does not support IPvo6.

* Universal ZTNA-enabled devices do not enforce policies for traffic over a site-to-site tunnel.
* Universal ZTNA does not support clustered devices.

* Universal ZTNA sessions do not support jumbo frames.

* Currently, universal ZTNA supports only the United States and Europe regions.

* Universal ZTNA supports only global VRF.

* Universal ZTNA does not support protocols such as FTP or TFP, where the data or secondary connection
originates from a server.

For example, an active FTP connection uses a persistent control connection for commands and creates
temporary data connections for file transfers. Universal ZTNA does not support such data connections
that originate from the server.

Configuration Workflow for Universal ZTNA

As an administrator, you set up the infrastructure, configure policies, deploy policies at the enforcement point,
and monitor the solution to ensure it works as expected. These tasks can be classified by the product used:

* Configure Security Cloud Control Firewall Management, which includes setting up the Threat Defense
devices with their Management Center.

* Configure Secure Access, which includes private resources, access policies, and network connections.

The steps described in the figure provide a high-level overview of the universal ZTNA configuration process.
For detailed instructions, see the specific tasks.

Figure 2: Configuration Workflow for Universal ZTNA
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Workflow

1

Onboard Secure Access and Security Cloud Control Firewall Management to the Security Cloud Control
platform.

See Onboard Applications in Security Cloud Control.

Prepare and set up Firewall Management Center and Firewall Threat Defense devices to enable universal
ZTNA.

See Set Up Firewall Threat Defense Devices.
Configure the Firewall Threat Defense devices.

Enable universal zero trust network access settings for the Firewall Threat Defense device and ensure
that the Threat Defense device is visible in Secure Access.

See Configure Security Devices.

Configure private resources

Private resources include applications, networks, or subnets that your organization controls.

In Secure Access, configure private resources to specify the connection information for the resources.
See Configure Private Resources.

Define the access policies for user traffic.

In Secure Access, add private access rules to control access and enforce security for private resources in
the organization. The access rules determine which users and devices can access the resource using the
connection methods you have enabled.

See Configure Universal ZTNA Access Policies.
Deploy the configurations to the Firewall Threat Defense Device

In Secure Access, associate the private resources to the Threat Defense device and ensure that all
configurations are synchronized with the Threat Defense device.

See Associate Private Resources to Threat Defense Device.

Universal Zero Trust Network Access Configuration Guide .



Universal Zero Trust Network Access |
. Configuration Workflow for Universal ZTNA

. Universal Zero Trust Network Access Configuration Guide



CHAPTER 2

Configure Security Cloud Control Firewall
Management

Firewall Threat Defense serves as the local enforcement point for on-premises user traffic. The Security Cloud
Control Firewall Management manages the configuration and deployment of universal ZTNA policies to
Threat Defense devices through the Firewall Management Center.

* Onboard Applications in Security Cloud Control, on page 7

* Set Up Firewall Threat Defense Devices, on page 7

* Integrate Firewall Management Center with Security Cloud Control, on page 9
* Configure Security Devices, on page 13

Onboard Applications in Security Cloud Control

The core elements of universal ZTNA are the Security Cloud Control Firewall Management and Secure Access
applications. The first step to configuring universal ZTNA is to onboard both these applications to the Security
Cloud Control platform.

1. Ifyou have purchased a subscription for the products, claim the subscription in Security Cloud Control
and activate both the products. For information on claiming a subscription and activating products in
Security Cloud Control, see the Security Cloud Control Administration Guide.

2. Configure user management in Secure Access—configure users and groups, either manually or integrate
an identity provider.

3. Configure one or more trusted networks through Secure Access. We recommend having one default trusted
network. A default trusted network is automatically assigned to a universal ZTNA-enabled Firewall Threat
Defense device. Refer to Trusted Network Detection.

4. Update Secure Access with the CA certificate for the universal ZTNA user.

Set Up Firewall Threat Defense Devices

Prepare the Firewall Management Center and Firewall Threat Defense devices for universal ZTNA
configuration.

1. Ensure that the Firewall Management Center is registered with a smart license.
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2. Specify these configurations on the Management Center for the Threat Defense devices:

* Routed interfaces to route the traffic.

* Along with the required platform settings, configure a Domain Name Server (DNS) to resolve the
IP address of the internal resources.

Firewall Management Center

i mm
cisco latform Settings Editor

. dns
Home Enter Description
[}
Gisiew DNS Settings  Trusted DNS Servers
ARP Inspection . .
nl P DNS Resolution Settings
Analysis Banner
Specify DNS servers group and device interfaces to reach them.
) i @D Enable DNS name resolution by device
e External Authentication
Policies
Fragment Settings DNS Server Groups m
o= HTTP Access
. dns ¢
Deyices ICMP Access any
° NetFlow
Objects SSH Access
SMTP Server
S SNMP
Integration
SSL
Syslog
Expiry Entry Timer:
Timeouts
Time Synchronization
Time Zone Poll Timer:
UCAPL/CC Compliance [ 240 ] Range: 1-65535 minute:

Performance Profile
Interface Objects

Devices will use specified interface objects for connecting with DNS Servers.
Available Interface Objects C* Selected Interface Objects

[ Q search ]

Out

Enable DNS Lookup via diagnostic/Management interface also.

3. Ifyou have an on-premises Firewall Management Center, onboard it to Security Cloud Control. See
Integrate Firewall Management Center with Security Cloud Control.

4. Ifyou have a cloud-delivered Firewall Management Center, enable it in Security Cloud Control.
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Integrate Firewall Management Center with Security Cloud
Control

\ )

Note This task is applicable only to on-premises Firewall Management Center.

Integrating the on-premises Secure Firewall Management Center with Cisco Security Cloud Control enables
you to configure your Secure Firewall Management Center and its associated Secure Firewall Threat Defense
devices. These devices can then use the networks, private resources, and policies necessary to configure and
manage universal ZTNA.

)

Note Universal ZTNA uses only the access policies that are defined by Secure Access. Any other access control
policies and rules deployed to the Threat Defense devices from the Secure Firewall Management Center are
ignored for universal ZTNA.

Before you begin

Your Cisco contact must onboard your Cisco Security Cloud Control and Secure Access systems, and create
users and tenants.

Also see Prerequisites for Universal Zero Trust Network Access, on page 2.

Procedure
Step 1 Log in to the Secure Firewall Management Center.
Step 2 Click Policies> Zero Trust Application.
Step 3 Click the Universal tab.

The Zero Trust Access page appears.
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Zero Trust Access

Zero trust access (ZTA) protects your network with and without a client. Clientless ZTA integrates with identity providers
for remote users, while universal ZTA uses an installed client for both on-premises and remote users.Help(?

Clientless Universal

What is Universal ZTA? >

Universal ZTA

Protect your private resources (applications) using on-premises devices (FTDs), cloud (Secure Access) or a hybrid environment that provides both. Helpc?

@ This feature works only on devices with version 7.7.10 and later. To upgrade device, go to Upgrade

Complete the following steps to enable Universal Zero Trust Access:

Step 1 Step 2
Enable Security Cloud Control to onboard the Configure universal zero trust access in
Cisco Secure Firewall Management Center to Security Cloud Control

Security Cloud Control

' Security Cloud Control Integrationc? '

Step 4 Click Security Cloud Control Integration.
Step 5 From the Current Cloud Region list, click the name of your Cisco Security Cloud Control region.
Step 6 Click Enable Cisco Security Cloud.

Cisco Security Cloud Integration

nte the management center with tt cur

ices. Use your Cisco Secur S o] center tc

create an account 0 a

events to Cisco cloud. |

d. Learn more O3

Integration
Cisco Security Cloud  Current Cloud Region @ Tenant  Cloud Onboarding Status
® Disabled [mgingrsse cisco.com (stagi.. None Not Available

= o

[ Enable Cisco Security Cloud 7 ]

Step 7 When prompted, click Continueto Cisco SSO.

Step 8 Log in to Cisco Security Cloud Control.

Step 9 From the Select Tenant list, click the name of your tenant.
Step 10 At the following page, click Authorize FMC.
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Integrate Firewall Management Center with Security Cloud Control .

afra]n
CISCO

Welcome to Security Cloud Control

6 To proceed with the registration of your FMC, please select a
SCC tenant or enterprise to register with the FMC and verify
the code displayed below matches the user code from your
FMC.

(® select Tenant () Create Tenant

L |

‘ uztna-fd-test ‘

Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If
the codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

Sl /2

FMC would like access to your SCC tenant uztna-fid-test.
» Users: All internal users in FMC will have read-only access to this
SCC tenant.
+ Data: FMC will be able to collect data using SCC APls.

The FMC will be registered with tenant uztna-ftd-test

Authorize FMC

Step 11 When prompted, close the tab page.

Step 12 A confirmation message appears to indicate that the onboarding was successful.
Integration
Cisco Security Cloud  Current Cloud Region @ Tenant  Cloud Onboarding Status
© Enabled None Not Available

Learn more 0

ﬁ | A\ Cisco Security Cloud is enabled for staging-sse.cisco.com. Save your configuration for this change to take effect.

Step 13 Click Save at the bottom of the page.
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. Security Cloud Control Settings

It can take several minutes to save the configuration. After the configuration is saved, the page displays the onboarding
status and the tenant name.

Integration
Cisco Security Cloud  Current Cloud Region @ CDO Tenant Cloud Onboarding Status
@ Enabled cisco-uztna-ftd-test__ssdyih Onboarding

Learn more ¢

[ Disable Cisco Security Cloud 7 ]

Step 14 For more information about other options on this page, see Security Cloud Control Settings, on page 12.

Security Cloud Control Settings

The following topics discuss settings on the Cisco Security Cloud Integration page, which can be reached by
choosing I ntegration > Cisco Security Cloud on Secure Firewall Management Center.

Event Configuration
Monitor the selected events in Cisco Security Cloud Control:

» Send eventstothecloud: Select this check box to monitor events in Cisco Security Cloud Control; clear
the check box to not monitor any events.

You can view events in Cisco Security Cloud Control at Firewall > Events & L ogs.
* Intrusion events: If you are using IPS policies, select this check box to monitor those policies.

* Fileand malwar e events: If you are using file or malware policies, select this check box to monitor
those policies.

» Connection events: Select the check box next to the events to monitor, either Security (for file and IPS

events) or All.

For more information about events, see Event Types in Security Cloud Control.

Cisco Security Cloud Support (Optional)
Optionally, select the check box to enable the following:

« Enable Cisco Success Network: Select the check box to enable collection of statistics discussed in Cisco
Success Network Telemetry Data Collected from Cisco Secure Firewall Management Center, Version
7.7.

+ Enable Cisco Support Diagnostics: Select the check box to enable collection of statistics discussed in
the Cisco Secure Firewall Management Center Administration Guide.

Cisco Al Assistant for Security

Select the check box to enable the Al assistant as discussed in Use Cisco Al Assistant for Security to Manage
Your Threat Defense Devices Effectively.
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Cisco XDR Automation

Select the check box to enable XDR workflow automation as discussed in the Cisco XDR Help Center.

Policy Analyzer and Optimizer

Select the check box to enable the policy analyzer; click L earn more for details.

Zero-Touch Provisioning (ZTP)

Select the check box to enable zero-touch provisioning as discussed in the Cisco Secure Firewall Management
Center Administration Guide.

Configure Security Devices

All Firewall Threat Defense devices associated with the Secure Firewall Management Center that you onboarded
to Cisco Security Cloud Control are security devices to which you can:

« Associate private resources, which are internal applications you want to protect with identity-based access
control, IPS, malware, and other protections.

* Deploy Secure Access access rules. Security devices are responsible for enforcing access rules for
on-premises users, remote users, or both.

Perform these steps to enable universal zero trust network access settings on the Threat Defense devices.
These steps include configuring the device FQDN, inside interface, outside interface, and PKCS12 certificate
to enable universal ZTNA on the devices.

Before you begin
You must know the name of each device's internal and external network interfaces:

* The internal interface (also referred to as the DMZ interface) is used to apply access rules to on-premises
users.

* The external interface is used to apply access rules to remote users.

You can choose internal, external, or both types of interfaces for each security device.

Procedure
Step 1 In the Secure Firewall Management Center, click Policies> Zero Trust Application.
Step 2 Click Configure Universal ZTA in Security Cloud Control.

This figure shows an example.
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Step 3
Step 4

Step 5

Step 6

Universal ZTA

Configure Security Cloud Control Firewall Management |

Protect your private resources {applications) using on-premises devices (FTDs), cloud (Secure Access) or a hybrid environment that provides both. Helpc?

@ This feature works only on devices with version 7.7:10 and later. To upgrade device, go to Upgrade

Complete the following steps to enable Universal Zero Trust Access:

Step 1 © Completed Step 2
Enable Security Cloud Control to onboard the CD’I'\QUV& universal zero trust access in
Cisco Secure Firewall Management Center to Security Cloud Control

Security Cloud Control.

conligure Universal ZTA in Security Cloud controlr_’,'

When prompted, log in to Cisco Security Cloud Control.

When prompted, select your organization from the drop-down list and click Continue.

Select an organization that has both Secure Access and Secure Firewall micro applications configured.

This figure shows an example.

Select Organization

l UZTNA-FTD-test - United States

Region

United States

In Cisco Security Cloud Control, in the Products section, click Firewall.

This figure shows an example.

&> Organization
UZTNA-FTD-test - >
United States

l A Home

Products
Firewall

Platform services

P Favorites >
i Security Devices
© = Shared Objects

©  Pplatform Management >

In the Manage section, click Security Devices.

The Security Devices page displays the available security devices.
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Security Devices

[ Devices | Templates ] [ Q  search by Device Name, IP Address, or Serial Numbe DiEpiying 2002

All FTD

O Name ¢ Configuration Status & Connectivity &

) T::\?7;7:1:F)-1075'2_‘\92.'\58.0.'\27_T‘[d7710-‘\076 © Synced ® Online

) f_:ii?_‘lf)'lﬂEUSZ‘IE&O.‘\25_?(d7710—'|80'| © Synced ® Oriiie
Step 7 Select the check box next to a device to add to the universal zero trust network access configuration.
Step 8 In the right pane, click Device Management > Universal zero trust access settings.

This figure shows an example.

Security Devices fmc7710-1081.192.168.0.125_ftd7710...

FMC FTD 192.166.0132
Displaying > i -
[Devices | Templatesl [ Q | Search by Device I-.;w'u-l 20(2 Dovice Detalls
resuits
Name mc7710-1081.192.168.0.125_ftd7710-1801
Al FTD Location  192168.0132:443
Model Cisco Secure Firewall Threat Defense for
B Name ¢ Configuration Status % ity & I
Type FMCFTD
fmc7710-1076-2.192.168.0.127 ftd... ~ Software 7710
] s © Synced ® Online Version
- Managed  fmc7710-1081.192.168.0.125
fmc7710-1081.192.168.0.125_ftd77... = By
- © Synced @ Online
B Monitoring ~
+ Health
Device Management v
= Device Overview
% Routing
Y Interfaces
£ Inline Sets
= DHCP
& VTEP
£ High Availability
‘ 4+ Universal zero trust access settings ,
Step 9 Enter or edit the following information on the Configure device for Universal Zero Trust Access page.
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Configure Security Cloud Control Firewall Management |

Configure device for Universal Zero Trust Access

n Once settings are deployed, the device will reboot. The process of core
allocation and deployment of settings may take time until then the traffic will

be stopped on this device,

Firewall management center

| firepower_1010.5.49

@ v |

Device

| firepower_10.10.5.49.10.10.5.51

@ v |

Device FQDN

| myftd.example.com

Device identity certificate

ﬂ UZTATest

- |
E certificate

Device interface(s)

| Inside %  Select and search device interface(s) @ v |

Auto deploy policy and rule enforcements to firewall device
Policy and rule enforcements will be deployed automatically to the selected device.

Deploy and reboot

This table describes the configurations to enable universal ZTNA on the device.

Item

Description

Firewall management

From the drop-down list, click the name of a Secure Firewall Management Center to use

center for policy deployment, monitoring, and other tasks.

Device From the drop-down list, click the name of a device to use for rule deployment and
enforcement.

Device FQDN Enter the security device's fully qualified domain name (FQDN). The FQDN is also referred

to as the TLS/SSL certificate's Common Name.
The Device identity certificate must have a Common Name that either:

+ Exactly matches the value you enter in this field.

* Matches a Subject Alternative Name (SAN) in the certificate.

For more information, consult a resource such as What is the Common Name? on ssl.com.

Deviceidentity
certificate

From the drop-down list, click the name of an existing identity certificate from the list.

Click Add certificate and add an identity certificate in .p12 format (also referred to as
PKCS#12; see this article on ssl.com).

Note
Universal ZTNA supports only the PKCS#12 format of certificate enrollment.

In the provided fields, enter a Name to identify the certificate. Then copy/paste, drag/drop,
or upload the certificate and private key. If the certificate is encrypted, enter its password
in the provided field.

You can optionally use a wildcard certificate as discussed in What is a Wildcard Certificate?
on ssl.com.
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| Configure Security Cloud Control Firewall Management

Step 10

Step 11

Configure Security Devices .

Item Description

Device I nterface(s) From the drop-down list, select the check box next to any of the following types of interfaces.
* Internal network interface (or DMZ): deploys access rules for on-premises users only.
+ External network interface: deploys access rules for remote users only.

* Both types of interfaces: deploys access rules for either on-premises or remote users.

Autodeploy policy and | Select the check box to automatically deploy access rules to the device after they are updated
rule enforcementsto |on Secure Access.

firewall device On the device, the Auto deploy feature selectively deploys only the Universal ZTNA access

policy. It does not impact other changes or configurations on the Firewall Management
Center.

Note

If there are other interdependent policies on the device (which are interlinked with the
Universal ZTNA access policy), the Firewall configuration status displays an error message.
The deployment then stops. In such cases, you should manually deploy the Universal ZTNA
access policy from the Firewall Management Center.

Click Deploy and Reboot.
The device reboots to reallocate the system resources for universal ZTNA components.

Note
The device takes several minutes to reboot, during which time all traffic handled by the device is disrupted.

If you deploy a High Availability (HA) pair of devices, both devices reboot simultaneously.

On the Security Devices page, select the check box next to the device to which you just deployed the Universal ZTNA
configuration.

The right pane displays the deployment status, as shown in the figure.
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Configure Security Cloud Control Firewall Management |
. Configure Security Devices

Security Devices firepower_10.10.5.49_10.10.5.51
= P | > v
| T | [De\rlces | Templates | ‘ Q | se: De: £ e | DPF ﬁ's‘!_j‘l o ] [ ] ] n Davica Detalls
Name firepower_10.10.5.48.10.10.5.51
ci L Location 1010.5.51:443
Model Cisco Secure Firewall Threat
Name 2 Configuration Status Connectivity & Defense for VMware
Type FMC FTD
fi 10.10.5.4910.10.5.51 Soft 7730
| \rep‘nwer, = © Not Synced @ Online it
I:I f\repav?er,'IDJO.S.dS,‘IOJO.S 52 @ Not Synced ® Online
Universal Zero Trust Access Settings - Last
— | fmc7710-1076-2_192.168.0.127_ftd7710-1.. status
J & ® Unknown
— | fmc7710-1081.192.168.0.125_ftd7710-1801
(i) me - - ) Not Synced ® Online

(# Manage Devices in Secure Firewall Management
Center

Device Actions v

< Check for Changes
£ Manage Licenses

= Workflows

Monitoring v
"\ Health
Device Management ~

£ Device Overview
% Routing

) Interfaces

£ Inline Sets

& DHCP

For additional information, click Device Actions> Workflows in the right pane.

After the deployment completes, you can view the completion status in the Universal Zero trust Access Settings -
Last statustab for the device.

Universal ZTNA-enabled Firewall Threat Defense device is connected to Secure Access.

What to do next

Check the availability of the Threat Defense device under Secure Access by clicking Security Cloud Control >
Secure Access > Connect > Network Connections> FTD.
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CHAPTER 3

Configure Secure Access

The final step in configuring universal ZTNA is to configure access policies, private resources, and the devices
that are responsible for protecting the resources.

* Configure Private Resources, on page 19

* Configure Universal ZTNA Access Policies, on page 20

* Trusted Network Detection, on page 22

* Associate Private Resources with Firewall Threat Defense, on page 26

Configure Private Resources

Step 1

Step 2
Step 3
Step 4
Step 5

Perform these steps to create the private resources in your organization.

Procedure

In Cisco Security Cloud Control, click Products> Secure Access.

The Secure Access product menu appears in the left navigation bar.

Click Resour ces > Destinations > Private Resour ces.

Click +Add.
Provide a meaningful name for the resource in the Define a Private Resour ce section.

To define how Secure Access can communicate with the resource, provide the network address or the fully qualified
domain name (FQDN) of the resource.

Communication with Secure Access Cloud
Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help (7

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) Protocol Port / Ranges

TCP - (HTTP/H. + Protocol & Port

+|P Address or FQDN
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Configure Secure Access |
. Configure Universal ZTNA Access Policies

Step 6 Under Endpoint Connection M ethods, choose Zero-trust connections > Client-based connections. This selection
allows endpoints with Secure Client to communicate with Secure Access.

Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help 7

() Client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture).

Enforcement points

Cloud-only
Enforcement point for Remote User

Cloud or Local (Universal Zero Trust Remote user Secure Access Cloud Private Resource
Access)

via Internet
Local enforcement points jo)] =
[[ Search by FTD name ~ ]l

0 A Local enforcement point
must be selected

Enforcement point for Local user

X - User in a trusted Local Firewall Private Resource
Traffic from users within a trusted network network

will get enforced at the selected Firewalls O

via local network
Local-only for) J—

Depending on how you want to enforce traffic flow, choose an appropriate enforcement point.

* Choose Cloud or Local to steer the traffic dynamically based on its origin.

If the user is in a trusted network, a local Firewall performs the traffic inspection. If the user is outside the trusted
network, Secure Access (cloud) performs the traffic inspection.

* The enforcement point must be set to L ocal only for sensitive applications. This choice ensures that traffic inspection

occurs only at the on-premises Firewall, regardless of the location of the user.

Choose a Threat Defense device from the L ocal enforcement points drop-down list. All devices that share the same
FQDN as the selected device act as the enforcement points.

Step 7 Click Save to save the configuration.
Private resources are now added to the network.

For more information on managing private resources, refer to Managing Private Resources in the Secure Access
documentation.

Configure Universal ZTNA Access Policies

Create a rule to control and secure the access to specified private resources.

An access rule consists of sources, destinations, endpoint profiles, and security controls. Sources specify the
origin of the network traffic. Destinations specify the endpoint of the network traffic.

Endpoint profiles describe the requirements for a rule to match the traffic. For universal ZTNA, use the
Client-based Zero Trust profile.
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| Configure Secure Access
Configure Universal ZTNA Access Policies .

Procedure

Step 1 In Cisco Security Cloud Control, click Products> Secure Access.
Secure Access product menu displays in the left navigation bar.

Step 2 Click Secure> Access Policy .

Step 3 Click Add Rule and choose Private Access.

Step 4 Add a rule name and specify the order in which the rule must be executed.

Step 5 Under Specify Access, specify one or more sources (users or devices) that can access a destination (private resource).

The Summary pane at the beginning of the page shows the rule that you have specified.

Add Allow-HR

Greate a rule to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
cenfiguring a rule, see Help ¢

7. Step 2, Task 3: Rules added to the access policy.

Return To Get Started [ Next: Configure end user connectivity ]

@D Ruleis enabled Logging is enabled Edit
Summary
Sources :
© Destinations
ZTA Enrolled Device Any ZTA Enrolied Any Private Resources
. Device Allow " Private Resouree
Rule name Rule order
Allow-HR 2

o Specify Access
de

specify which users and endpoints can access which resources. Help (7
Action
© Allow @ Block
Allow specified traffic If security Block specified traffic.
requirements are met
From To
Specify one or more sources. Specify one or more destinations

®

ZTA Enrolled Device *Any ZTA Enrolled Device x Any

Step 6 (Optional) Under Configure Security:
* Define the Intrusion Prevention (IPS) method. Traffic is decrypted and inspected based on this IPS profile.

* Define the security profile to protect the resources from malicious files.

Universal Zero Trust Network Access Configuration Guide .



. Trusted Network Detection

@D Ruleiis enabled
Summary

Security Contzols
Sources

® Security Profile: System Provided - Private
Allow Access

@ 1PS Profile is disabled for Global Settings

ZTA Enrolled Device  Any ZTA Enrolled
. Device

Rule name Rule order

Allow-HR RE

(@) Specify Access

Specify which users and endpoints can access which resources. Help (3

urity

o Configure Sec!
Conflgure securlty rec o tratfic is allowed, Help (7

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule.|Help 7

Security Profile: System Provided - Private Access = File Inspection: Enabled = File Type Blocking: Disabled

Cancel

Step 7 Save the configurations.

Configure Secure Access |

Logging is enabled Edit

Destinations

Any Private Resources

(I Disabled

To understand more about private access policies in Secure Access, refer to Get Started With Private Access Rules.

Trusted Network Detection

Trusted network detection (TND) identifies if a user or device is connected to a trusted internal network, such
as a corporate LAN, or to an untrusted external network, such as public Wi-Fi. TND determines the network
context of a user or device before granting access to applications or resources.

By defining trusted networks, enabling TND, and integrating it with access policies, universal ZTNA enforces
granular security controls. It ensures that access privileges are granted based not only on user identity but also

on the security posture of the network connection.

To configure TND, add a trusted network and map it to a Threat Defense device.

Add a Trusted Network

Define a trusted network by specifying a set of criteria such as DNS Servers, DNS Domains, and trusted
servers. Secure Client uses these criteria to determine if an endpoint device is connected to the trusted network

and routes the user's traffic accordingly.

Perform these steps to create a trusted network.

. Universal Zero Trust Network Access Configuration Guide


https://docs.sse.cisco.com/sse-user-guide/docs/manage-private-access-rules

| Configure Secure Access

Add a Trusted Network .

Before you begin

Procedure

Step 1 In Cisco Security Cloud Control, click Products> Secure Access.

The Secure Access product menu appears in the left navigation bar.

Step 2 Click Connect > End User Connectivity .
Step 3 Under the Zero Trust Access tab, click Manage Trusted Networks.

End User Connectivity

End user connectivity lets you
endpoints to Secure Access o 1o 1

ur organization's traffic is steered from
termet. Help i

Zero Trust Access  Virtual Private Network  Internet Security

Enroliment methods

1f no other ZTA prafile is applled to traffic, the default profile appil

Default Profile \ (Manage Trusted Natworks

Name Private Resources Destination Lists Last Used

Default ZTA Profile as4 0 2025/05/31

Step 4 Click +Add.
Step 5 On the Add Trusted Networ ks page, enter a name for the network. Then, define the criteria for the trusted network.

« Trusted Networks
Add Trusted Networks

Include as many criteria as required to define a trusted network ar netwark segment

Help &

Trusted Network Mame

'_| Set as default Trusted Network for UZTA (0

Multiple entries within each criterion ara tested as OR: Any of the enterad values can match,

Criterion

Select one - ‘

DNS Servers

DNS Domains

Trusted
Servers

(Optional) To set this network as the default trusted network, check the Set as default Trusted Network for UZTA
check box.

You can choose one or more criteria for a trusted network.

* DNS Servers: Enter all DNS server addresses for the trusted network in the DNS Server sfield, separated by commas.
Secure Client treats a network as trusted if it matches any of these addresses.
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Configure Secure Access |
. Add a Trusted Network

Multiple entries within each criterion are tested as OR: Any of the entered values can match.

Criterion DNS Servers (0

DNS Servers v~ [

+ Add Criterion

* DNS Domain: Enter all DNS domain suffixes for the trusted network in the DNS Domains field, separated by
commas. Secure Client treats a network as trusted if it matches any of these DNS domain suffixes.

Multiple entries within each criterion are tested as OR: Any of the entered values can match.

Criterion DNS Domains (1)

(ovsoomams <) |

+ Add Criterion

 Trusted Servers: Enter a trusted server address in the Trusted Serversfield. A DNS server that you specify in this
profile must translate the domain name of the server to its IP address and provide a TLS certificate.

Multiple entries within each criterion are tested as OR: Any of the entered values can match.

Criterion

[ Trusted Servers v ]

Trusted Servers (O Certificate Hash () (optional)

? (e ) |

+ Add Criterion

(Optional) In the Certificate Hash field, enter the hash of the public key of this certificate.

(Optional) Click +Add Trusted Server to add up to 10 trusted servers.

Step 6 Click Save.

A trusted network is created.

What to do next

Assign this trusted network to a Threat Defense device.
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| Configure Secure Access
Map a Trusted Network to a Threat Defense Device .

Map a Trusted Network to a Threat Defense Device

If a default trusted network exists when a Threat Defense is added to the network, this default network is
automatically mapped to the Threat Defense device.

If a default trusted network does not exist, map a trusted network to a device by performing the following
steps.

Procedure

Step 1 In Cisco Security Cloud Control, click Products > Secure Access.
The Secure Access product menu appears in the left navigation bar.

Step 2 Click Connect > Network Connections > FTD.

Step 3 Click the three dots (...) next to a Threat Defense device and select Assign a Trusted Network from the drop-down
menu.

Network Connections @ reas-om

Manage the conn a raffl

Connector Groups  Network Tunnel Groups  FTDs

1 Synced o

FTDs configured for Universal Zero Trust Access

2FTDs @ Edit Default Trusted Network | IR 130 3e)

FTD Name Version FMC UZTA Configurati Rules Enforced

sensorl HA HA Pair V7710 firepower 17216.0.1
Device FQDN: w

Trusted network: & View FTD Details

Associate Resources

© syncea o o

Assign a Trusted Network

View FTD in Security Devices (7

Step 4 From the Trusted Networks drop-down list, select a trusted network to map to the device and click Save.

Map Trusted network to sensori_HA
To allow this FTD te enforce policy for traffic originating on trusted networks,
you must first associate the FTD with the applicable trusted networks. Help (&
Trusted Networks
RK TND 07 + Trusted network
Cancel
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. Associate Private Resources with Firewall Threat Defense

The trusted network is now associated with the Threat Defense device.

Note

Configure Secure Access |

» [f this Threat Defense device shares its fully qualified domain name (FQDN) with other devices, the trusted network

is also mapped to those devices.

* A Threat Defense device can be associated with only one trusted network.

Associate Private Resources with Firewall Threat Defense

Before you begin

You must have created the private resources on Secure Access.

Procedure

Step 1 In Cisco Security Cloud Control, click Products> Secure Access.
Secure Access product menu displays in the left navigation bar.

Step 2 Click Connect > Network Connections.

Step 3 Click the FTDs tab.

The available Secure Firewall Threat Defense devices that are configured for universal zero trust network access are

displayed.

Network Connections

Manage the connec

network. For a comparison o work connectivity options, see Help (7

Connector Groups Network Tunnel Groups FTDs

1 Syncing <] 4 Synced

FTDs configured for Universal Zero Trust Access

An FTD acts as an on-premise proxy to Secure Acce:

proxies to enable Universal Zero Trust A

to im

for users independent of where they onnecting from Help 7

on your

ss cloud for private access traffic. Configure FT

Ds as Secure Access

ove end-user experience and ensure consistent security controls

5 FTDs [ {3 Edit Default Trusted Network ] + Add FTD 7

FTD Name Version FMC UZTA Associated Rules

Configuration Resources Enforced

status
RKFMC-26May02_172.16.0.103 v7.7.10 RKFMC-26May02 @ synced 7 5
Device FQDN: www. rk92.aceme. com

| Trusted network: RKs TND 10 |

RKFMC-26May02_172.16.0.101 v7.7.10 RKFMC-26May02 @ synced 1 2
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| Configure Secure Access
Associate Private Resources with Firewall Threat Defense .

Ensure that the device is associated with a trusted network to enforce policies on traffic originating from the trusted
network before proceeding to the next step.

After a Threat Defense device is onboarded, it is automatically associated with a default trusted network if one exists.
Otherwise, you must create a trusted network and associate it with the Threat Defense device.

Step 4 Click the name of a Threat Defense device to configure.
Step 5 In the right pane, click Associate Resour ces.
Note

* Only those resources that are enabled for zero trust access may associate with a Threat Defense device.
* A Threat Defense device must reach the associated private resources.

* Resources associated with a Threat Defense device are shared with other devices with the same FQDN.

Step 6 In the Associate Private Resour ces dialog box, make the following selections to specify the access policy enforcement
and traffic flow for a user:

» Use Threat Defense device to enforce policy only for on-premises users: From the Use this FTD to enforce
policy drop-down list, select the private resources, which a user should be able to access only from an on-premises
location.

Traffic flow

Enforcement point for Remote User

Remote user Secure Access Cloud Private Resource

via Internet
Q[ =

Enforcement point for Local user

User in a trusted Local Firewall Private Resource

network
O

via local network
[Q =

» Use Threat Defense device to enforce policy for both on-premisesand remote users: From the Always usethis
FTD to enforce policy drop-down list, select the private resources for which the selected Threat Defense device
always enforces policy, regardless of whether the user is located on-premises or is remote.
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Configure Secure Access |

. Associate Private Resources with Firewall Threat Defense

Traffic flow

Enforcement point for Remote User

Remote user Local Firewall Private Resource

D

~ via internet
< i=

Enforcement point for Local user

Userin a trusted Local Firewall Private Resource

network
D

: via local network
2 =

The following figure shows an example of using a Threat Defense device to enforce access rules for the vftd-quic-app
for on-premises users and vftd-amazon-app for all users, whether on-premises or remote.

Associate Private Resources with FTD: == a1 mx-vftd-ha

This FTD will enforce policy for traffic to the private resources you specify on this page. The FTD must be able to reach all
selected resources.

Only private resources that are enabled for client-based zero trust access appear in these
lists. You can assign a resource to only one of these options.

Use this FTD to enforce policy for these private resources only when a user is on a trusted network ©

[ Bl ™-yftd-quic-app * ISeIectan option v ]

Always use this FTD to enforce policy for these private resources @

| Bl . .-Vftd-amazon-app X  Select an option v ]

Step 7 Click Save.
The configurations are applied to the device, and the UZTA Configuration status column for the device displays Synced.

The following figure shows an example.
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| Configure Secure Access
Associate Private Resources with Firewall Threat Defense .

Network Connections

Manage the connections that allow user traffic to reach priv

sources on your
network. For a comparison of network connectivity options elp 7

Connector Groups Network Tunnel Groups FTDs

1 Syncing o 4 Synced (]

FTDs configured for Universal Zero Trust Access

An FTD acts as an on-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable
Universal Zero Trust Access to improve end-user experience and ensure consistent security controls for users independent of where they

v 5FTDs @ Edit Default Trusted Network ] + AddFTD 7

FTD Name Version FMC UZTA Associated Rules
- 3

status

RKFMC-26May02_172.16.0.103 v7.7.10 RKFMC-26May02 7 5

Device FQDN: rk92.aceme.com
Trusted network: RKs TND 18

RKFMC-26May02_172.16.0.101 v7.7.10 RKFMC-26May02 1 2

Device FQDN: rk91.acme.com
Trusted network: RKs TND 18

are connecting from Help 7

e aAAAAms ananann w770 Beanmumne 1nAnnTA - 2 1 a

Configuration status can also be:
» Syncing—updates to the Threat Defense device are ongoing.
* Out of sync—modifications to Secure Access configurations are pending update to the Threat Defense device.

* Failed to sync—configurations were not updated on the Threat Defense device.

To view a detailed and granular status for each resource and rule associated with a Threat Defense device, perform the
actions outlined:
a) Click the numeral in the Associated Resour ces column.

In the slide-in pane, under the Associated Resour ces section, click View resour ces associated with this FTD.

Universal Zero Trust Network Access Configuration Guide .



Configure Secure Access |
. Associate Private Resources with Firewall Threat Defense

firepower_172.16.0.1_sensor1 X
Trusted network Networks
RKs TND 10 1 Trusted Servers
(Default trusted
network)
+ Trusted network (7
Associated Resources 2 A

RESOURCES ASSOCIATED BY STATUS

Status

© Synced 2

View resources associated to this FTD

[ Associate Resources ]

The configuration status of each resource is displayed.

Resources associated with firepower_172.16.0.1_sensor1

The following resources will get enforced on firepower_172.16.0.1_sensor1 when users connect to it from the trusted network
RKs TND 10

Associate
[ Q Search by resource name ] [ @ Synced ® v ] 2 Resources Resources
Resource name Status
RK-PrivateResource-4398 @ synced
RK-PrivateResource-4469 @ synced

b) Similarly, to check the configuration status of each rule that is enforced by the Threat Defense device, click the
numeral in the Rules Enforced column.

In the slide-in pane, under the Rules Enforced section, click View rules enforced by this Firewall.
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| Configure Secure Access

Associate Private Resources with Firewall Threat Defense .

firepower_172.16.0.1_sensor1
l cui deIgIIIIIUIIl | T ITUDLEU IICLWUIR )
Associated Resources 2

RESOURCES ASSOCIATED BY STATUS

Status

© Synced 2

View resources associated to this FTD

[ Associate Resources ]

Rule enforced 2

RULES ENFORCED BY STATUS

Status

© Synced 2

View rules enforced by this Firewall

The configuration status of each rule that is enforced is displayed.

Rules enforced on firepower_172.16.0.1_sensor1

The following rules are enforced on firepower_172.16.0.1_sensor1

[ Q Search by rule name ] I[ @ Synced ® v ]l 2 Rules
Rule name Status
16June-AnytoAny @ synced
For all private access -RK @ synced
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Configure Secure Access |
. Associate Private Resources with Firewall Threat Defense

Universal ZTNA is now set up for your clients to securely access the private resources in your network.
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CHAPTER 4

Related Documentation

Additional documents that you can refer.

* Related Documentation, on page 33

Related Documentation

Read the following documents for additional information on the components of universal ZTNA.

To know more about...

Read this document...

Universal ZTNA Solution

Universal Zero Trust Network Access Solution Guide

Secure Access

Secure Access Help Center

Security Cloud Control

Security Cloud Control Getting Started Guide

Firewall Threat Defense

Secure Firewall Management Center Device Configuration Guide

https://www.cisco.com/c/en/us/support/security/
security-cloud-control/
products-installation-and-configuration-guides-list.html

Firewall Threat Defense Health
Metrics

Secure Firewall Threat Defense Health Metrics Collected by Firewall
Management Center Health Monitor

Firewall Management Center

Secure Firewall Management Center Administration Guide

Cloud-Delivered Firewall
Management Center

Managing Threat Defense with Cloud-Delivered Firewall
Management Center in Security Cloud Control

Release Notes for Cloud-Delivered Management Center

Secure Client

Secure Client Administrator Guide

Supported Device Release

Secure Firewall Threat Defense Release Notes
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/770/threat-defense-release-notes-77.html
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