Management Center Overview

This guide applies to an on-premises Secure Firewall Management Center, either as your primary manager
or as an analytics-only manager. When using the Cisco Security Cloud Control (Security Cloud Control)
cloud-delivered Firewall Management Center as your primary manager, you can use an on-prem Firewall
Management Center for analytics. Do not use this guide for Security Cloud Control management; see Managing
Firewall Threat Defense with Cloud-Delivered Firewall Management Center in Cisco Security Cloud Control.

The Secure Firewall Management Center is a powerful, web-based, multi-device manager that runs on its
own server hardware, or as a virtual device on a hypervisor. You should use the Firewall Management Center
if you want a multi-device manager, and you require all features on the Firewall Threat Defense. The Firewall
Management Center also provides powerful analysis and monitoring of traffic and events.

\}

Note

If you have a Security Cloud Control-managed device, and are using the on-prem Firewall Management Center
for analytics only, then the on-prem Firewall Management Center does not support policy configuration or
upgrading. Some chapters and procedures in this guide related might not apply to devices whose primary

manager is Security Cloud Control.

For the Firewall Management Center used as the primary manager: The Firewall Management Center is not
compatible with other managers because the Firewall Management Center owns the Firewall Threat Defense
configuration, and you are not allowed to configure the Firewall Threat Defense directly, bypassing the Firewall
Management Center.

* Quick Start: Basic Setup, on page 2

* Unsupported Screens for the Latest Device Version, on page 6
* Firewall Threat Defense Devices, on page 6

* Features, on page 7

* Search the Firewall Management Center, on page 11

* Switching Domains on the Secure Firewall Management Center, on page 20
* The Context Menu, on page 21

* Sharing Data with Cisco, on page 23

* Online Help, How To, and Documentation, on page 23

* [P Address Conventions, on page 26

* Additional Resources, on page 26
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Quick Start: Basic Setup

The Secure Firewall feature set is powerful and flexible enough to support basic and advanced configurations.
Use the following sections to quickly set up a Secure Firewall Management Center and its managed devices
to begin controlling and analyzing traffic.

Installing and Performing Initial Setup on Physical Appliances
Procedure

Install and perform initial setup on all physical appliances using the documentation for your appliance:
* Firewall Management Center
* Cisco Secure Management Center Getting Started Guide for your hardware model, available from

Cisco Secure Firewall Management Center Getting Started Guides

« Firewall Threat Defense managed devices

* Cisco Firepower 1010 Getting Started Guide
* Cisco Firepower 1100 Getting Started Guide
* Cisco Secure Firewall 3100 Getting Started Guide
* Cisco Firepower 4100 Getting Started Guide
* Cisco Secure Firewall 4200 Getting Started Guide
* Cisco Firepower 9300 Getting Started Guide

* Cisco Secure Firewall Threat Defense for the ISA 3000 Using Secure Firewall Management Center
Quick Start Guide

Deploying Virtual Appliances

Follow these steps if your deployment includes virtual appliances. Use the documentation roadmap to locate
the documents listed below: Navigating the Cisco Secure Firewall Threat Defense Documentation.

Procedure

Step 1 Determine the supported virtual platforms you will use for the Management Center and devices (these may
not be the same). See the Cisco Secure Firewall Compatibility Guide.

Step 2 Deploy virtual Secure Firewall Management Centers using the documentation for your environment:
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* Firewall Management Center Virtual running on VMware: Cisco Secure Firewall Management Center
Virtual Getting Started Guide

* Firewall Management Center Virtual running on AWS: Cisco Secure Firewall Management Center
Virtual Getting Started Guide

» Firewall Management Center Virtual running on KVM: Cisco Secure Firewall Management Center
Virtual Getting Started Guide

Step 3 Deploy virtual devices using the documentation for your appliance:

* Firewall Threat Defense Virtual running on VMware: Cisco Secure Firewall Threat Defense Virtual for
VMware Getting Sarted Guide

* Firewall Threat Defense Virtual running on AWS: Cisco Secure Firewall Threat Defense Virtual for
AWS Getting Sarted Guide

* Firewall Threat Defense Virtual running on KVM: Cisco Secure Firewall Threat Defense Virtual for
KVM Getting Sarted Guide

* Firewall Threat Defense Virtual running on Azure: Cisco Secure Firewall Threat Defense Virtual for
Azure Getting Sarted Guide

Logging In for the First Time

Before logging in to a new Firewall Management Center for the first time, prepare the appliance as described
in Installing and Performing Initial Setup on Physical Appliances, on page 2 or Deploying Virtual Appliances,
on page 2.

The first time that you log in to a new Firewall Management Center (or a Firewall Management Center newly
restored to factory defaults), use the admin account for either the CLI or the web interface and follow the
instructions in the Cisco Secure Firewall Management Center Getting Started Guide for your Firewall
Management Center model. When you complete the initial configuration process, the following aspects of
your system will be configured:

* The passwords for the two admin accounts (one for web interface access and the other for CLI access)
will be set to the same value, complying with strong password requirements as described in Guidelines
and Limitations for User Accounts for Firewall Management Center. The system synchronizes the
passwords for the two admin accounts only during the initial configuration process. If you change the
password for either admin account thereafter, they will no longer be the same and the strong password
requirement can be removed from the web interface admin account. (See Add or Edit an Internal User.)

* The following network settings the Firewall Management Center uses for network communication through
its management interface (eth0) will be set to default values or values you supply:

* Fully qualified domain name (<hostname>.<domain>)

* Boot protocol for IPv4 configuration (DHCP or Static/Manual)
* [Pv4 address

* Network mask

» Gateway
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* DNS Servers

* NTP Servers

Values for these settings can be viewed and changed through the Firewall Management Center web
interface; see Modify Firewall Management Center Management Interfaces and Time Synchronization
for more information.

* The Cisco Success Network and Cisco Support Diagnostic capabilities get enabled by default. Cisco
collects telemetry data from the Secure Firewall devices and uses it for customer success initiatives. For
more information about the telemetry data that Cisco collects, see Cisco Success Network Telemetry
Data Collected from the Management Center Devices.

* Upon the first login to the Firewall Management Center by a user with Administrator privileges after
an upgrade or new installation, a one-time prompt will request the Administrator user to provide the
email address. Providing the email address is optional. Cisco collects and uses the email addresses for
sales and product renewal conversations, new release adoption newsletters, and for sharing other
product-related communications.

* As part of the initial configuration, the system schedules weekly GeoDB updates. We recommend you
review this task and make changes if necessary, as described in Schedule GeoDB Updates.

* As part of the initial configuration, the system schedules weekly downloads. We recommend you review
this task and make changes if necessary, as described in Automating Software Downloads.

| &

Important  This task only downloads the updates. It is your responsibility to install any
updates this task downloads.

* As part of the initial configuration, the system schedules weekly configuration-only Firewall Management
Center backups (locally stored). We recommend you review this task and make changes if necessary, as
described in Schedule Firewall Management Center Backups.

* As part of the initial configuration, the system downloads and installs the latest VDB. To keep the system
up to date, we recommend you schedule recurring updates as described in Vulnerability Database Update
Automation.

* As part of the initial configuration, the system schedules daily intrusion rule updates. We recommend
you review this task and make changes if necessary, as described in Schedule Intrusion Rule Updates.

On completion of Firewall Management Center initial configuration, the web interface displays the device
management page, described in Cisco Secure Firewall Management Center Device Configuration Guide.

(This is the default login page only for the first time the admin user logs in. On subsequent logins by the
admin or any user, the default login page is determined as described in Specifying Your Home Page.)

When you complete the initial configuration, begin controlling and analyzing traffic by configuring the basic
policies as described in Setting Up Basic Policies and Configurations, on page 4.

Setting Up Basic Policies and Configurations

You must configure and deploy basic policies to see data in the dashboard, Context Explorer, and event tables.
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Note This is not a full discussion of policy or feature capabilities. For guidance on other features and more advanced
configurations, see the rest of this guide.

Before you begin

Log in to the web interface using the admin account for either the web interface or CLI and perform the initial
configuration as described in the Cisco Secure Firewall Management Center Getting Sarted Guide for your
hardware model, available from Install and Upgrade Guides.

Procedure
Step 1 Set a time zone for this account as described in Setting Your Default Time Zone.
Step 2 If needed, add licenses as described in Licenses.
Step 3 Add managed devices to your deployment as described in Add a Device to the Firewall Management Center

in the Cisco Secure Firewall Management Center Device Configuration Guide.
Step 4 Configure your managed devices as described in:

* Interface Overview in the Cisco Secure Firewall Management Center Device Configuration Guide, to
configure transparent or routed mode on Firewall Threat Defense devices.

* Interface Overview in the Cisco Secure Firewall Management Center Device Configuration Guide, to
configure interfaces on the Firewall Threat Defense devices.

Step 5 Configure an access control policy as described in Creating a Basic Access Control Policy in the Cisco Secure
Firewall Management Center Device Configuration Guide.

« In most cases, Cisco suggests setting the Balanced Security and Connectivity intrusion policy as your
default action. For more information, see Access Control Policy Default Action and System-Provided
Network Analysis and Intrusion Policies in the Cisco Secure Firewall Management Center Device
Configuration Guide.

* In most cases, Cisco suggests enabling connection logging to meet the security and compliance needs
of your organization. Consider the traffic on your network when deciding which connections to log so
that you do not clutter your displays or overwhelm your system. For more information, see About
Connection Logging.

Step 6 Apply the system-provided default health policy as described in Apply a Health Policy.

Step 7 Customize a few of your system configuration settings:

* If you want to allow inbound connections for a service (for example, SNMP or the syslog), modify the
ports in the access list as described in Configure an Access List.

» Understand and consider editing your database event limits as described in Configuring Database Event
Limits.

* If you want to change the display language, edit the language setting as described in Set the Language
for the Web Interface.
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Step 8

Step 9

Step 10

« If your organization restricts network access using a proxy server, edit your proxy settings as described
in Modify Firewall Management Center Management Interfaces.

Customize your network discovery policy as described in Configuring the Network Discovery Policy in the
Cisco Secure Firewall Management Center Device Configuration Guide. By default, the network discovery
policy analyzes all traffic on your network. In most cases, Cisco suggests restricting discovery to the addresses
in RFC 1918.

Consider customizing these other common settings:

* If you want to customize the default values for system variables, understand their use as described in
Variable Setsin the Cisco Secure Firewall Management Center Device Configuration Guide.

* I[f you want to create additional locally authenticated user accounts to access the Firewall Management
Center, see Add or Edit an Internal User.

* If you want to use LDAP or RADIUS external authentication to allow access to the Firewall Management

Center, see Configure External Authentication for the Firewall Management Center.

Deploy configuration changes; see the Cisco Secure Firewall Management Center Device Configuration
Guide.

What to do next

Review and consider configuring other features described in Features, on page 7 and the rest of this guide.

Unsupported Screens for the Latest Device Version

Although the Firewall Management Center can manage devices running previous versions (as specified in
the compatibility matrix available at Cisco Secure Firewall Threat Defense Compatibility Guide), this guide
only includes features supported on the latest version of device software.

For features that are only supported on old device versions, refer to the guide that matches your version.

Unsupported Snort 2 Screens for the Latest Device Version

You have been redirected to this help page because the screen is for a Snort 2 feature. Snort 2 is not supported
on threat defense Version 7.7 and later. For information on Snort 2 features that are supported in versions
earlier than 7.7, refer to the Firewall Management Center guide that matches your Firewall Threat Defense
version.

Firewall Threat Defense Devices

In a typical deployment, multiple traffic-handling devices report to one Secure Firewall Management Center,
which you use to perform administrative, management, analysis, and reporting tasks.

A Firewall Threat Defense device is a next-generation firewall (NGFW) that also has NGIPS capabilities.
NGFW and platform features include site-to-site and remote access VPN, robust routing, NAT, clustering,
and other optimizations in application inspection and access control.
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Firewall Threat Defense is available on a wide range of physical and virtual platforms.

Compatibility

For details on manager-device compatibility, including the software compatible with specific device models,
virtual hosting environments, operating systems, and so on, see the Cisco Secure Firewall Threat Defense
Release Notes, Cisco Secure Firewall Management Center Compatibility Guide, and Cisco Secure Firewall

Threat Defense Compatibility Guide.

These tables list some commonly used features.

Appliance and System Management Features

To locate documents, see: Navigating the Cisco Secure Firewall Threat Defense Documentation.

If you want to...

Configure...

As described in...

Manage user accounts for logging in to
your Secure Firewall devices

Device authentication

Users and Usersfor Devicesin
the Cisco Secure Firewall
Management Center Device
Configuration Guide

Monitor the health of system hardware
and software

Health monitoring policy

About Health Monitoring

Back up data on your appliance

Backup and restore

Backup/Restore

Upgrade to a new version

System updates

Cisco Secure Firewall Threat
Defense Upgrade Guide for
Management Center

Cisco Secure Firewall Threat
Defense Release Notes

Baseline your physical appliance

Restore to factory defaults
(reimage)

Cisco FXOS Troubleshooting
Guide for the Firepower
1000/2100 and Secure Firewall
1200/ 3100/4200 with Threat
Defense

Update the VDB, intrusion rule updates,
or GeoDB on your appliance

Vulnerability Database (VDB)
updates, intrusion rule updates,
or Geolocation Database
(GeoDB) updates

Updates

Apply licenses in order to take advantage
of license-controlled functionality

Smart licensing

About Licenses
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If you want to...

Configure...

As described in...

Ensure continuity of appliance operations

Managed device high
availability and/or Firewall
Management Center high
availability

About Secure Firewall Threat
Defense "High Availability
chapter" in the Cisco Secure
Firewall Management Center
Device Configuration Guide

About Firewall Management
Center High Availability

Configure a device to route traffic
between two or more interfaces

Routing

Reference for Routing in the
Cisco Secure Firewall
Management Center Device
Configuration Guide

Configure packet switching between two
or more networks

Device switching

Configure Bridge Group
Interfaces in the Cisco Secure
Firewall Management Center
Device Configuration Guide

Translate private addresses into public
addresses for internet connections

Network Address Translation
(NAT)

Network Address Trand ation in
the Cisco Secure Firewall
Management Center Device
Configuration Guide

Establish a secure tunnel between

Site-to-Site virtual private

VPN Overview in the Cisco

users and managed Firewall Threat
Defense devices

managed Firewall Threat Defense network (VPN) Secure Firewall Management

devices Center Device Configuration
Guide

Establish secure tunnels between remote | Remote Access VPN VPN Overview in the Cisco

Secure Firewall Management
Center Device Configuration
Guide

Segment user access to managed devices,
configurations, and events

Multitenancy using domains

Introduction to Multitenancy
Using Domains

View and manage appliance REST API and REST API REST API Preferences

configuration using a REST API client |Explorer Secure Firewall Mang t
Center REST API Quick Sart
Guide

Troubleshoot issues N/A Troubleshooting

Features for Detecting, Preventing, and Processing Potential Threats

To locate documents, see: Navigating the Cisco Secure Firewall Threat Defense Documentation.
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If you want to...

Configure...

As described in...

Inspect, log, and take action on network
traffic

Access control policy, the parent
of several other policies

Introduction to Access Control
in the Cisco Secure Firewall
Management Center Device
Configuration Guide

Block or monitor connections to or from
IP addresses, URLSs, and/or domain
names

Security Intelligence within your
access control policy

About Security Intelligence in
the Cisco Secure Firewall
Management Center Device
Configuration Guide

Control the websites that users on your
network can access

URL filtering within your policy
rules

URL Filtering in the Cisco
Secure Firewall Management
Center Device Configuration
Guide

Monitor malicious traffic and intrusions
on your network

Intrusion policy

Get Started with Short 3
Intrusion Policies in the Cisco
Secure Firewall Management
Center Device Configuration
Guide

Block encrypted traffic without SSL policy SS_ Policies Overview in the
inspection Cisco Secure Firewall
Inspect encrypted or decrypted traffic Management Center Device
p P yp Configuration Guide
Tailor deep inspection to encapsulated | Prefilter policy About Prefiltering in the Cisco

traffic and improve performance with
fastpathing

Secure Firewall Management
Center Device Configuration
Guide

Rate limit network traffic that is allowed
or trusted by access control

Quality of Service (QoS) policy

About QoS Paliciesin the Cisco
Secure Firewall Management
Center Device Configuration
Guide

Allow or block files (including malware)
on your network

File/malware policy

Network Malware Protection
and File Policies in the Cisco
Secure Firewall Management
Center Device Configuration
Guide

Operationalize data from threat
intelligence sources

Cisco Threat Intelligence
Director (TID)

Secure Firewall Threat
Intelligence Director Overview
in the Cisco Secure Firewall
Management Center Device
Configuration Guide
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If you want to...

Configure...

As described in...

Configure passive or active user
authentication to perform user awareness
and user control

User awareness, user identity,
identity policies

About User Identity Sourcesin
the Cisco Secure Firewall
Management Center Device
Configuration Guide

About Identity Policiesin the
Cisco Secure Firewall
Management Center Device
Configuration Guide

Collect host, application, and user data
from traffic on your network to perform
user awareness

Network Discovery policies

Network Discovery Policies in
the Cisco Secure Firewall
Management Center Device
Configuration Guide

Use tools beyond your device to collect
and analyze data about network traffic
and potential threats

Integration with external tools

Event Analysis Using External
Tools

Perform application detection and control

Application detectors

Application Detection in the
Cisco Secure Firewall
Management Center Device
Configuration Guide

Troubleshoot issues

N/A

Troubleshooting

Integration with External Tools

To locate documents, see: Navigating the Cisco Secure Firewall Threat Defense Documentation.

If you want to...

Configure...

As described in...

Automatically launch remediations when
conditions on your network violate an
associated policy

Remediations

Introduction to Remediations

Firepower System Remediation
API Guide

Stream event data from a Firewall
Management Center to a
custom-developed client application

eStreamer integration

eStreamer Server Streaming

Secure Firewall Mangement
Center Event Streamer
Integration Guide

Query database tables on a Firewall
Management Center using a third-party
client

External database access

External Database Access

Secure Firewall Mangement
Center Database Access Guide
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Search the Firewall Management Center

You can use the global search feature to quickly locate and navigate to elements of your Secure Firewall
Management Center configuration.

You can search the Firewall Management Center configuration for the following entities:

» Names of web interface pages in top-level menus. (See Search for Web Interface Menu Options, on page
14.)

* For certain policy types:
* Policy names
* Policy descriptions
* Rule names

¢ Rule comments

(See Search for Policies, on page 14.)
* For certain object types:

* Object names
* Object descriptions

* Configured values

(See Search for Objects, on page 16 .)
* How To walkthroughs.

The search returns a list of walkthroughs that contain the search term, with links to each. (See Search
for How To Walkthroughs, on page 20.)

Keep the following in mind when using global search:

* When you open the global search tool, the most recent ten searches appear in a history list below the
search text box. You can select an item from this list to re-execute a search.
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* When you type a search expression, the interface replaces the search history with search results that
update as you type your search; you do not need to press Enter to execute the search.

* You can navigate the history list or the search results using the mouse or the keyboard arrow keys and
the Enter key. Pressing the Enter key selects the currently highlighted item in the search results. In the
case of results for web interface pages, this causes the Firewall Management Center interface to display
the highlighted page. For objects and policies, this displays details about the found entity.

* Search is not case-sensitive.
* You can use the following wildcard characters in your search:
* ? matches any single character.
* * matches any 0 or more characters.
* ~ anchors the search term it precedes to the beginning of matched entities.

* $ anchors the search term it follows to the end of matched entities.

Wildcards cannot be escaped.

* For greater efficiency, global search does not return indirect search results; that is, global search does
not return policies or objects that reference objects where a search term is found. However, you can
determine which policies or objects reference many found objects by viewing the Usages tab for the
found object in the search detail pane.

* Global search returns the top results for your search expression determined by its relevance to the most
commonly used configuration entities in the Firewall Management Center. If global search fails to return
something you are expecting to find, try refining your search, try using the search or filter tool that appears
at the top of many GUI pages, or try some of the configuration-specific search features the web interface
offers:

« Searching for Rulesin the Cisco Secure Firewall Management Center Device Configuration Guide

* Searching and Filtering the NAT Rule Table in the Cisco Secure Firewall Management Center
Device Configuration Guide

* Searching for Events

* Searching Custom Tables

Global Search in a Multidomain Deployment

In a multidomain deployment, by default search returns only objects and policies defined within the current
domain and its ancestor domains. You can see objects and policies in child domains by toggling an option in
the search results dialog.

For an object search, if your search expression is found in objects defined in domains other than your current
domain, the search results display the names of the domains within which those objects reside. If your search
expression is found in objects defined within your current domain, the search results display the object values.

In the example screenshot belo