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            Chapter 1. Firewall Management Center overview
            

            
            
            
               
               
                  
                  
                  This guide applies to an on-premises
                     Firewall Management
                           											Center, either as your primary manager or as an analytics-only manager. If you use the Security Cloud Control
                     Cloud-Delivered Firewall Management Center as your primary manager, you can use an on-prem Firewall Management
                           											Center for analytics. Use the Cloud-Delivered Firewall Management Center documentation when managing devices with Cloud-Delivered Firewall Management Center. For guidance, refer to Cisco Security
                              												Cloud Control: Cloud-Delivered Firewall Management
                              												Center for Firewall Threat
                              										Defense.
                  

                  
                  The Firewall Management
                           											Center is a powerful web-based multi-device manager that runs on its own server hardware or as a virtual device on a hypervisor.
                     Use the Firewall Management
                           											Center if you want a multi-device manager and require all features on the Firewall Threat Defense. The Firewall Management
                           											Center also provides powerful analysis and monitoring of traffic and events.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you have a Security Cloud Control-managed device and are using the on-prem Firewall Management
                                       											Center for analytics only, then the on-prem Firewall Management
                                       											Center does not support policy configuration or upgrading. This guide applies to devices managed by an on-premises Firewall Management
                                 Center. For devices managed by Security Cloud Control, refer to the relevant documentation.
                              

                              
                           

                        
                     

                  

                  
                  For the Firewall Management
                              											Center used as the primary manager: The Firewall Management
                           											Center is not compatible with other managers because the Firewall Management
                           											Center owns the Firewall Threat Defense configuration. Configure the Firewall Threat Defense using the Firewall Management
                           											Center. Direct configuration is not supported.
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            Quick start basic setup

            
            
            
            
               
               
                  
                  Quick start basic setup is a configuration approach that enables rapid deployment of Secure Firewall feature sets and managed devices to begin controlling and analyzing network traffic with minimal initial configuration effort.
                  

                  
               
               
               
                  Setup capabilities

                  
                  
                  The Secure Firewall feature set provides powerful and flexible capabilities that support both basic and advanced configurations for Secure Firewall Management
                           											Center and its managed devices.
                  

                  
               
               
            

            
            
            
               
                  	Installing and performing initial setup on physical appliances

                  	Deploy virtual appliances

                  	First-time login

                  	Configure basic policies and settings

               

            
            
         
      

   
      
         
            
            Unsupported screens for the latest device version

            
            
            
            
            
               
               
                  
                  
                     
                     You have reached this help page because the Firewall Management
                              											Center screen is a deprecated feature and is not supported on the latest version of device software.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           This guide includes features supported on the latest version of device software. Although the Firewall Management
                                    											Center can manage devices running previous versions (as specified in the compatibility matrix available at Cisco Secure
                                       												Firewall Threat Defense Compatibility
                                       											Guide), refer to the appropriate guide for features supported only on older versions.
                           

                           
                        

                        
                        	
                           
                           Refer to the guide that matches your device version for features that are supported only on older device versions. Use the
                              on-prem guide for other versions, as 
                           

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
            
            
            
            
         
      

   
      
         
            
            Firewall Threat
                  										Defense devices
            

            
            
            
               
               
                  
                  A Firewall Threat Defense device is a next-generation firewall (NGFW) that
                  

                  
                  
                     
                     	
                        
                        provides NGIPS capabilities

                        
                     

                     
                     	
                        
                        supports site-to-site and remote access VPN, robust routing, NAT, clustering, and application inspection, and

                        
                     

                     
                     	
                        
                        is available on a wide range of physical and virtual platforms.

                        
                     

                     
                  

                  
               
               
               
                  Manager-device compatibility

                  
                  
                  This section explains compatibility between managers and devices, covering software, device models, virtual hosting environments,
                     and operating systems.
                  

                  
                  Refer to the Secure Firewall Threat
                           											Defense release notes, Cisco Secure
                              												Firewall Management Center Compatibility
                              												Guide, and Cisco Secure
                              												Firewall Threat Defense Compatibility
                              											Guide for more information.
                  

                  
               
               
               
                  Typical deployment scenario

                  
                  
                  In a typical deployment, multiple traffic-handling devices report to one Secure Firewall Management
                           											Center, which is used for administrative, management, analysis, and reporting tasks.
                  

                  
               

               
            

            
            
            
            
         
      

   
      
         
            
            Global search features in Firewall Management
                     											Center

            
            
            
            
               
               
                  
                  A global search feature is a configuration navigation tool that

                  
                  
                     
                     	
                        
                        enables users to quickly locate and access elements within the Firewall Management
                                 											Center configuration
                        

                        
                     

                     
                     	
                        
                        supports searching for web interface pages, policy types, object types, and walkthroughs,

                        
                     

                     
                     	
                        
                        provides search history, wildcard support, and results based on relevance.

                        
                     

                     
                  

                  
               
               
               
                  Global search configuration entities

                  
                  
                  You can search the Firewall Management
                           											Center configuration for these entities:
                  

                  
                  
                     
                     	
                        
                        Names of web interface pages in top-level menus. (Refer to Search for web interface menu options)
                        

                        
                     

                     
                     	
                        
                        For certain policy types:

                        
                        
                           
                           	
                              
                              Policy names

                              
                           

                           
                           	
                              
                              Policy descriptions

                              
                           

                           
                           	
                              
                              Rule names

                              
                           

                           
                           	
                              
                              Rule comments

                              
                           

                           
                        

                        
                        (Refer to Search for policies)
                        

                        
                     

                     
                     	
                        
                        For certain object types:

                        
                        
                           
                           	
                              
                              Object names

                              
                           

                           
                           	
                              
                              Object descriptions

                              
                           

                           
                           	
                              
                              Configured values

                              
                           

                           
                        

                        
                        (Refer to Search for Objects)
                        

                        
                     

                     
                     	
                        
                        How To walkthroughs.

                        
                        The search returns a list of walkthroughs that contain the search term, with links to each. (Refer to Search for how to walkthroughs)
                        

                        
                     

                     
                  

                  
                  Global search usage details:

                  
                  
                     
                     	
                        
                        When you open the global search tool, the ten most recent searches appear in a history list below the search text box. You
                           can select an item from this list to repeat a search.
                        

                        
                     

                     
                     	
                        
                        When you type a search expression, the system updates the search results and replaces the search history. You do not need
                           to press Enter to execute the search.
                        

                        
                     

                     
                     	
                        
                        Navigate the history list or search results using the mouse, keyboard arrow keys, or the Enter key. Press Enter to select
                           the highlighted item in the search results. For web interface pages, the Firewall Management
                                 											Center interface displays the highlighted page. For objects and policies, the interface displays details about the found entity.
                        

                        
                     

                     
                     	
                        
                        Search is not case-sensitive.

                        
                     

                     
                     
                     	
                        
                        You can use these wildcard characters in your search:

                        
                        
                           
                           	
                              
                              ? matches any single character.

                              
                           

                           
                           	
                              
                              * matches any 0 or more characters.

                              
                           

                           
                           	
                              
                              ^ anchors the search term it precedes to the beginning of matched entities.

                              
                           

                           
                           	
                              
                              $ anchors the search term it follows to the end of matched entities.

                              
                           

                           
                        

                        
                        Wildcards cannot be escaped.

                        
                     

                     
                     	
                        
                        For greater efficiency, global search does not return indirect search results. It does not return policies or objects referencing
                           those with the search term. To see which policies or objects reference found items, view the Usages tab in the search detail pane.
                        

                        
                     

                     
                     	
                        
                        Global search returns the top results for your search expression determined by its relevance to the most commonly used configuration
                           entities in the Firewall Management
                                 											Center. If global search does not return a result you expect, try refining your search. You can also use the search or filter tool
                           at the top of many GUI pages, or explore configuration-specific search features that the web interface offers:
                        

                        
                        
                           
                           	
                              
                              
                              Searching for Rules in the Cisco Secure Firewall Management
                                          												Center Device Configuration
                                          									Guide

                              
                           

                           
                           	
                              
                              
                              Searching and Filtering the NAT Rule Table in the Cisco Secure Firewall Management
                                          												Center Device Configuration
                                          									Guide

                              
                           

                           
                           	
                              
                              Searching for Events

                              
                           

                           
                           	
                              
                              Searching Custom Tables

                              
                           

                           
                        

                        
                     

                     
                  

                  
                  
               
               
               
                  Global search in a multidomain deployment

                  
                  
                  In a multidomain deployment, by default search returns only objects and policies defined within the current domain and its
                     ancestor domains. You can view objects and policies in child domains by toggling an option in the search results dialog.
                  

                  
                  For an object search, if your search expression is found in objects defined in domains other than your current domain, the
                     search results display the names of the domains within which those objects reside. If your search expression is found in objects
                     defined within your current domain, the search results display the object values.
                  

                  
                  The screenshot demonstrates a deployment with three domains at three levels: Global, Domain1, and SubDomainA. The user, with
                     Domain1 as the current domain, has entered a search for the string “example” in both ancestor and child domains.
                  

                  
                  
                     Example of global search in a multidomain environment
                     
                        
                        [image: Example of global search in a multidomain environment]
                        
                     

                  
                  
                  
                     
                     
                        
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              1

                              
                           
                           
                           	
                              
                              The user has chosen to search child domains (SubDomainA) as well as the current domain (Domain1) and its ancestor (Global).

                              
                           
                           
                           	
                              
                              2

                              
                           
                           
                           	
                              
                              A matching network object ExampleHostOne defined in the parent domain Global is displayed with the domain name, and the External Domain ([image: External Domain icon]) icon indicating the user must switch domains to edit details.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              3

                              
                           
                           
                           	
                              
                              The matching network object ExampleHostThree defined in the child domain SubDomainA is displayed with the domain name, and
                                 the External Domain ([image: External Domain icon]) icon indicating the user must switch domains to edit details. This object is currently selected.
                              

                              
                           
                           
                           	
                              
                              4

                              
                           
                           
                           	
                              
                              The matching network object ExampleHostThree is currently selected, and information is provided in the right pane. The External Domain ([image: External Domain icon]) icon indicates that when the user clicks Edit ([image: edit icon]), the system will prompt the user to confirm a domain change before allowing edit access to the object.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              5

                              
                           
                           
                           	
                              
                              The matching network object ExampleHostTwo, defined in the current domain, is displayed with the object value, and with the
                                 Current Domain ([image: Current Domain icon]) icon indicating the user may edit this object without switching domains.
                              

                              
                           
                           
                           	
                              
                              6

                              
                           
                           
                           	
                              
                              The matching access control policy ExampleACPolicyOne defined in the parent domain Global is displayed with the domain name,
                                 and the External Domain ([image: External Domain icon]) icon indicating the user must switch domains to edit details.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              7

                              
                           
                           
                           	
                              
                              The matching access control policy ExampleACPolicyThree defined in the child domain SubDomainA is displayed with the domain
                                 name, and the External Domain ([image: External Domain icon]) icon indicating the user must switch domains to edit details.
                              

                              
                           
                           
                           	
                              
                              8

                              
                           
                           
                           	
                              
                              The matching access control policy ExampleACPolicyTwo defined in the current domain is displayed with the Current Domain ([image: Current Domain icon]) icon indicating the user may edit details without switching domains.
                              

                              
                           
                           
                        

                        
                     
                  

                  
               

               
            

            
            
            
            
            
            
            
            
            
               
                  	Search for web interface menu options

                  	Search for policies

                  	Search for Objects

                  	Search for how to walkthroughs

               

            
            
         
      

   
      
         
            
            Context menus

            
            
            
            
               
               
                  
                  A context menu is a web interface feature that

                  
                  
                     
                     	
                        
                        provides shortcuts for accessing other features through right-click or left-click actions

                        
                     

                     
                     	
                        
                        contains contents that depend on the specific page and data where you access it, and

                        
                     

                     
                     	
                        
                        appears as the normal browser context menu on pages or locations that do not support it.

                        
                     

                     
                  

                  
               
               
               
                  Context menu capabilities by location

                  
                  
                  Certain pages in the web interface support a right-click (most common) or left-click context menu that you can use as a shortcut
                     for accessing other features. The contents of the context menu depend where you access it—not only the page but also the specific
                     data. 
                  

                  
                  For example:

                  
                  
                     
                     	
                        
                        IP address hotspots provide information about the host associated with that address, including any available whois and host
                           profile information.
                        

                        
                     

                     
                     	
                        
                        SHA-256 hash value hotspots allow you to add a file's SHA-256 hash value to the clean list or custom detection list, or view
                           the entire hash value for copying.
                        

                        
                     

                     
                  

                  
                  On pages or locations that do not support the context menu, the normal context menu for your browser appears. 

                  
                  Specific context menu capabilities by location:

                  
                  
                     
                     	
                        
                        Policy Editors: Many policy editors contain hotspots over each rule. You can insert new rules and categories; cut, copy, and
                           paste rules; set the rule state; and edit the rule.
                        

                        
                     

                     
                     	
                        
                        Intrusion Rules Editor: The intrusion rules editor contains hotspots over each intrusion rule. You can edit the rule, set
                           the rule state, configure thresholding and suppression options, and view rule documentation.  Optionally, after clicking Rule documentation in the context menu, you can click Rule Documentation in the documentation pop-up window to view more-specific rule details.

                        
                     

                     
                     	
                        
                        Event Viewer: Event pages (the drill-down pages and table views available under the Analysis menu) contain hotspots over each
                           event, IP address, URL, DNS query, and certain files' SHA-256 hash values. While viewing most event types, you can:
                        

                        
                        
                           
                           	
                              
                              View related information in the Context Explorer.

                              
                           

                           
                           	
                              
                              Drill down into event information in a new window.

                              
                           

                           
                           	
                              
                              View the full text in places where an event field contains text too long to fully display in the event view, such as a file's
                                 SHA-256 hash value, a vulnerability description, or a URL.
                              

                              
                           

                           
                           	
                              
                              Open a web browser window with detailed information about the element from an external source, using the Contextual Cross-Launch
                                 feature. For more information, see Event investigation using web-based resources.
                              

                              
                           

                           
                           
                        

                        
                     

                     
                     	
                        
                        Intrusion Event Packet View: Intrusion event packet views contain IP address hotspots. The packet view uses a left-click context
                           menu.
                        

                        
                     

                     
                     	
                        
                        Dashboard: Many dashboard widgets contain hotspots to view related information in the Context Explorer. Dashboard widgets
                           can also contain IP address and SHA-256 hash value hotspots.
                        

                        
                     

                     
                     	
                        
                        Context Explorer: The Context Explorer contains hotspots over its charts, tables, and graphs. If you want to examine data
                           from graphs or lists in more detail than the Context Explorer allows, you can drill down to the table views of the relevant
                           data. You can also view related host, user, application, file, and intrusion rule information. The Context Explorer uses a
                           left-click context menu, which also contains filtering and other options unique to the Context Explorer.
                        

                        
                     

                     
                  

                  
                  While viewing connection events, you can add items to the default Security Intelligence Block and Do Not Block lists:
                  

                  
                  
                     
                     	
                        
                        An IP address, from an IP address hotspot.

                        
                     

                     
                     	
                        
                        A URL or domain name, from a URL hotspot.

                        
                     

                     
                     	
                        
                        A DNS query, from a DNS query hotspot.

                        
                     

                     
                  

                  
                  While viewing captured files, file events, and malware events, you can:

                  
                  
                     
                     	
                        
                        Add a file to or remove a file from the clean list or custom detection list.

                        
                     

                     
                     	
                        
                        Download a copy of the file.

                        
                     

                     
                     	
                        
                        View nested files inside an archive file.

                        
                     

                     
                     	
                        
                        Download the parent archive file for a nested file.

                        
                     

                     
                     	
                        
                        View the file composition.

                        
                     

                     
                     	
                        
                        Submit the file for local malware and dynamic analysis.

                        
                     

                     
                  

                  
                  While viewing intrusion events, you can perform similar tasks to those in the intrusion rules editor or an intrusion policy:

                  
                  
                     
                     	
                        
                        Edit the triggering rule.

                        
                     

                     
                     	
                        
                        Set the rule state, including disabling the rule.

                        
                     

                     
                     	
                        
                        Configure thresholding and suppression options.

                        
                     

                     
                     	
                        
                        View rule documentation.  Optionally, after clicking Rule documentation in the context menu, you can click Rule Documentation in the documentation pop-up window to view more-specific rule details.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Data sharing features with Cisco

            
            
            
               
               
                  
                  A data sharing feature is a Cisco product capability that

                  
                  
                     
                     	
                        
                        enables you to share usage metrics and analytics with Cisco

                        
                     

                     
                     	
                        
                        includes features such as Cisco Success Network, web analytics, and

                        
                     

                     
                     	
                        
                        may be enabled by default, and you can choose to opt out of data sharing.

                        
                     

                     
                  

                  
               
               
               
                  Data sharing features and opt-out options

                  
                  
                  You can opt to share data with Cisco using these features:

                  
                  
                     
                     	
                        
                        Cisco Success Network

                        
                        
                        Refer to Configure Firewall Management Center to share usage metrics and statistics with Cisco

                        
                     

                     
                     	
                        
                        Web analytics

                        
                        Refer to Configure web analytics

                        
                     

                     
                  

                  
                  
                  The Cisco Success Network and Cisco Support Diagnostic capabilities are enabled by default.

                  
                  The Cisco Success Network capability collects customer usage metrics and statistics. Cisco analyzes product usage data and
                     improves customer experience based on the collected metrics. To opt out of sending Cisco Success Network telemetry data to
                     Cisco, refer to Configure Firewall Management Center to share usage metrics and statistics with Cisco. For more information about the telemetry data that Cisco collects, refer to Cisco Success Network Telemetry Data Collected from the Management Center Devices.
                  

                  
                  The Cisco Support Diagnostics capability collects essential information from your devices. Cisco uses this information to
                     enhance your support experience. To opt out of sending Cisco Support Diagnostics metrics to Cisco, refer to Configure Firewall Management Center to share device health data with Cisco.
                  

                  
                  You can opt to share data with Cisco using web analytics. For more information, refer to Configure web analytics.
                  

                  
               
               
               
            

            
            
         
      

   
      
         
            
            Online help, How
                  To, and documentation
            

            
            
            
               
               
                  
                  Online help, How Tos, and documentation
                     provide support resources that
                  

                  
                  
                     
                     	
                        
                        provide context-sensitive assistance directly from the web interface

                        
                     

                     
                     
                     	
                        
                        include documentation roadmaps for additional reference information.

                        
                     

                     
                  

                  
               
               
               
                  Access methods for online help and documentation

                  
                  
                  You can reach online help from the web interface:

                  
                  
                     
                     	
                        
                        By clicking the context sensitive help link on each page.

                        
                     

                     
                     	
                        
                        By choosing Help  ([image: help icon]) > Page-level Help.
                        

                        
                     

                     
                  

                  
                  You can find additional documentation using the documentation roadmap:

                  
                  
                     Navigating the Cisco Secure Firewall Threat Defense
                        Documentation
                     
                  

                  
               
               
               
                  How To features

                  
                  
                  How To is a widget that provides walkthroughs to help you navigate tasks on the Firewall Management
                           											Center. The walkthroughs guide you through each required step. You may need to use
                     different UI screens to complete the task. The How To widget
                     is enabled by default. To disable the widget, choose User
                        Preferences from the drop-down list under your user name, and
                     uncheck the Enable How-Tos check box in How-To
                        Settings. To open the How To widget, choose Help  ([image: help icon]) > On-screen
                              Assistance > How-Tos.
                  

                  
                  For a list of walkthroughs available in your Firewall Management
                           											Center, refer to Walkthroughs in Secure Firewall Management
                        Center.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Walkthroughs are generally available for all UI pages and do not depend on user
                                 role. However, if your privileges do not allow access, some menu items do not
                                 appear on the Firewall Management
                                       											Center interface. As a result, you cannot run the walkthroughs on these pages.
                              

                              
                           

                        
                     

                  

                  
               
               
               
            

            
            
            
            
               
                  	User guides on Cisco.com

                  	License statements in the documentation

                  	Supported devices statements in the documentation

                  	Access statements in the documentation

               

            
            
         
      

   
      
         
            
            User guides on Cisco.com

            
            
            
               
               You can find documents for configuring Secure Firewall Threat Defense at Navigating the Cisco Secure Firewall Threat Defense Documentation.
               

               
            

            
         
      

   
      
         
            
            IP address conventions

            
            
            
               
               
                  
                  The system uses a set of IP address conventions to interpret IP address blocks entered using IPv4 CIDR notation or IPv6 prefix
                     length notation, including the addresses that are not entered on the standard network boundary.
                  

               
               
               
                  
                  
                     
                     	
                        
                        You can use IPv4 Classless Inter-Domain Routing (CIDR) notation and the similar IPv6 prefix length notation to define address
                           blocks in many places in the system.
                        

                        
                     

                     
                     	
                        
                        When you use CIDR or prefix length notation to specify a block of IP addresses, the system uses only the portion of the network IP address specified by the mask or prefix length. For example, if you type 10.1.2.3/8, the system
                           uses 10.0.0.0/8.
                        

                        
                     

                     
                     	
                        
                        Cisco recommends using network IP addresses on the bit boundary when employing CIDR or prefix length notation, but the system
                           does not enforce this requirement.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            Chapter 2. Logging into the Management Center
            

            
               The following topics describe how to log into the system:  

            

            
            
               
                  	User accounts

                  	System user interfaces

                  	Log into the Secure Firewall Management Center web interface

                  	Log into the Firewall Management Center web interface using SSO

                  	Log into the Secure Firewall Management Center with CAC credentials

                  	Log into the Firewall Management Center Command Line Interface

                  	View your last login

                  	Logging Out of the Firewall Management Center Web Interface

                  	History for logging into the management center

               

            
            
         
      

   
      
         
            
            Web interface considerations

            
            
            
               
               
                  
                  Web interface considerations are a set of guidelines that

                  
                  
                     
                     	
                        
                        address authentication requirements for Common Access Cards (CACs) when external users access the appliance through LDAP

                        
                     

                     
                     	
                        
                        explain how menu options and privileges affect user access and system logging, and

                        
                     

                     
                     	
                        
                        describe browser behavior when processing time-intensive operations.

                        
                     

                     
                  

                  
               
               
               
                  Web interface operational details

                  
                  
                  The web interface has specific operational characteristics:

                  
                  
                     
                     	
                        
                        If your organization uses Common Access Cards (CACs) for authentication, external users authenticated with LDAP can use CAC
                           credentials to obtain access to the web interface of an appliance.
                        

                        
                     

                     
                     	
                        
                        Menus and menu options at the top of the default home page are based on your user account privileges. Links on the home page
                           offer choices from the full range of user privileges. If you select a link requiring privileges you do not have, the system
                           shows a warning and records the event.
                        

                        
                     

                     
                     	
                        
                        Some processes that take a significant amount of time may cause your web browser to display a message that a script has become
                           unresponsive. If this occurs, make sure you allow the script to continue until it finishes.
                        

                        
                     

                     
                  

                  
               
               
            

            
            
            
               Related Information
Specify your home page

               

            
            
         
      

   
      
         
            
            Session timeout

            
            
            
            
               
               
                  
                  A session timeout is a security mechanism that

                  
                  
                     
                     	
                        
                        automatically logs users out of a session after 1 hour of inactivity by default

                        
                     

                     
                     	
                        
                        can be configured to exempt certain users from automatic logout, and

                        
                     

                     
                     	
                        
                        allows Administrator role users to modify the timeout interval for an appliance.

                        
                     

                     
                  

                  
               
               
               
                  Session timeout behavior

                  
                  
                  By default, the system automatically logs you out of a session after 1 hour of inactivity unless you are exempt from session
                     timeout by configuration.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              For SSO users, when the Firewall Management
                                       											Center session times out, the display briefly redirects to the IdP interface, and then the Firewall Management
                                       											Center login page. Unless the SSO session has been terminated from elsewhere, anyone can access the Firewall Management
                                       											Center without providing login credentials simply by clicking on the Single Sign-On link on the login page. To ensure Firewall Management
                                       											Center security and prevent others from accessing the Firewall Management
                                       											Center using your SSO account, we recommend you not leave a Firewall Management
                                       											Center login session unattended, and log out of the SSO federation at the IdP when you log out of the Firewall Management
                                       											Center.
                              

                              
                           

                        
                     

                  

                  
                  
                  Users with the Administrator role can change the session timeout interval for an appliance using System ([image: system gear icon]) > Configuration > Session Timeout.
                  

                  
               
               
            

            
            
            
               Related Information
Configure session timeouts

                  SAML Single Sign-On

               

            
            
         
      

   
      
         
            
            Part II. System Settings
            

            
            
            

            
            
            
               
                  	System Configuration

                  	Users

                  	Domains

                  	Updates

                  	Licenses

                  	High availability

                  	Security certifications compliance

               

            
            
         
      

   
      
         
            Chapter 3. System
               	 Configuration
            

            
               This chapter explains how to configure system configuration settings on the Secure Firewall Management
                        											Center. 
               

            

            
            
               
                  	Integrate Firewall Management Center with Cisco Security Cloud

                  	Meet requirements and prerequisites for the system configuration

                  	Manage the Secure Firewall Management Center system configuration

                  	Access lists

                  	Configure access control preferences

                  	Audit logs

                  	Audit log certificates

                  	Change reconciliation

                  	Change management

                  	DNS caches

                  	Dashboards

                  	Database

                  	Email notifications

                  	External database access

                  	HTTPS certificates

                  	View system information fields

                  	Intrusion policy preferences

                  	Languages

                  	Login banners

                  	Management interfaces

                  	Manager remote access

                  	Network analysis policy preferences

                  	Processes

                  	REST API preferences

                  	Remote console access management

                  	Remote storage devices

                  	SNMP

                  	Session timeouts

                  	Configure time settings

                  	Time synchronization

                  	UCAPL/CC compliance

                  	Upgrade configurations

                  	Configure user settings

                  	VMware tools

                  	Vulnerability mapping

                  	Configure web analytics

                  	History for system configuration

               

            
            
         
      

   
      
         
            
            Integrate Firewall Management
                     											Center with Cisco Security Cloud

            
            
            
            
               
               
                  
                  An integration of Firewall Management
                           											Center with Cisco Security Cloud is a security management solution that
                  

                  
                  
                     
                     	
                        
                        connects firewall deployments to Cisco's integrated security cloud services for a consistent experience,

                        
                     

                     
                     	
                        
                        unifies visibility, enables automation, and strengthens security across network, endpoints, and applications, and

                        
                     

                     
                     	
                        
                        offers a platform approach with simpler, more integrated cloud services that reduce the complexity of managing multiple products.

                        
                     

                     
                  

                  
               
               
               
                  Integration features

                  
                  
                  The integration provides these capabilities:

                  
                  
                     
                     	
                        
                        A centralized view of inventory across Firewall Management
                                 											Centers.
                        

                        
                     

                     
                     	
                        
                        Zero-Touch Provisioning for Firewall Threat Defense.
                        

                        
                     

                     
                     	
                        
                        Cross-launching to the Firewall Management
                                 											Center to manage devices and objects.
                        

                        
                     

                     
                     	
                        
                        Help with establishing consistent policies across Firewall Management
                                 											Centers.
                        

                        
                     

                     
                     	
                        
                        Cloud event storage and services to enrich threat hunts and investigations.

                        
                     

                     
                  

                  
                  Use your Security Cloud Control account to authorize and register (onboard) your Firewall Management
                           											Center; Onboard an On-Prem Management Center.
                  

                  
                  To integrate the Secure Firewall Management
                           											Center with Cisco XDR, refer to the Cisco Secure Firewall Management Center and Cisco XDR Integration Guide.
                  

                  
               
               
               
            

            
            
            
            
            
            
            
            
            
               
                  	Enable Cisco Security Cloud integration

                  	View cloud onboarding status of the Firewall Management Center

                  	Use Cisco AI Assistant for Security to manage devices effectively

                  	Configure Firewall Management Center to share usage metrics and statistics with Cisco

                  	Configure Firewall Management Center to share device health data with Cisco

               

            
            
         
      

   
      
         
            
            Use Cisco AI Assistant for Security to manage devices effectively
            

            
            
            
            
               
               
                  The Cisco AI Assistant for Security in the Firewall Management
                           											Center uses generative artificial intelligence and natural language processing technologies.
                     You can use it to:
                  

                  
                  
                     
                     	
                        
                        Get help with tasks on the Firewall Management
                                 											Center.
                        

                        
                     

                     
                     	
                        
                        Ensure configurations meet security requirements and best practices.

                        
                     

                     
                     	
                        
                        Get descriptions of policies and identify policy components and attributes.

                        
                     

                     
                  

                  
                  The AI Assistant is limited to admin users and may not be available in all regions.

               
               
            

            
            
            
               
                  	Enable Cisco AI Assistant for Security

                  	Get help with Cisco AI Assistant for Security

               

            
            
         
      

   
      
         
            
            Access lists

            
            
            
            
               
               
                  
                  An access list is a security configuration that

                  
                  
                     
                     	
                        
                        limits access to the Firewall Management
                                 											Center by IP address and port
                        

                        
                     

                     
                     	
                        
                        enables default ports for any IP address, and

                        
                     

                     
                     	
                        
                        allows optional access for SNMP polling after SNMP is enabled.

                        
                     

                     
                  

                  
               
               
               
                  Default and optional port access

                  
                  
                  You can limit access to the Firewall Management
                           											Center by IP address and port. These ports are enabled by default for any IP address:
                  

                  
                  
                     
                     	
                        
                        Port 443 (HTTPS) for web interface access.

                        
                     

                     
                     	
                        
                        Port 22 (SSH) for CLI access.

                        
                     

                     
                  

                  
                  You can also add access to poll for SNMP information over port 161. Because SNMP is disabled by default, enable SNMP before
                     adding SNMP access rules. For more information, refer to Configure SNMP polling.

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              By default, access is not restricted. To operate in a more secure environment, consider adding access for specific IP addresses
                                 and then deleting the default any option.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
            
            
            
               
                  	Configure an access list

               

            
            
         
      

   
      
         
            
            Configure access control preferences

            
            
            
            
               
               
                  You can track changes to access control rules by allowing or requiring users to comment when they save. This allows you to
                     assess why critical policies in a deployment were modified. By default, this feature is disabled.
                  
Configure object optimization to evaluate and optimize network or host policy objects that are used in rules. The system then
                  creates associated network object groups on the device. For more information, refer to Object-group optimization.
               
               
               
                  Procedure

               

               

               
                  
                     
                     
                        	
                           Step 1

                        
                        	
                           Choose System ([image: system gear icon]) > Configuration > Access Control Preferences.
                           

                        
                     

                     
                     
                        	
                           Step 2

                        
                        	
                           From the Comments on rule change list, choose an option:
                           

                           
                              
                              
                                 
                                 	
                                    
                                    Disabled: Disables comments for access control rule changes.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    Optional: Allows users to optionally add a comment when they change an access control rule.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    Required: Requires users to add a comment when they change an access control rule.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                     
                     
                        	
                           Step 3

                        
                        	
                           From the Object-group optimization list, choose an option:
                           

                           
                              
                              
                                 
                                 	
                                    
                                    Enabled—Enables object-group optimization. The setting takes effect after deployment.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    Disabled—Disables object-group optimization.
                                    

                                    
                                 

                                 
                              

                              
                              
                                 
                                    	
                                       Warning

                                    
                                    	
                                       For the first deployment to a threat defense device after you enable object-group optimization, the device can take several
                                          minutes to an hour to reevaluate the policy configuration and optimize object groups. CPU utilization on the device can also
                                          increase. Schedule the deployment during a low-traffic period or a maintenance window.
                                       

                                    
                                 

                              

                              
                           

                        
                     

                     
                     
                     
                     
                     
                        	
                           Step 4

                        
                        	
                           Click Save.
                           

                        
                     

                     
                  
               

               

               
               
                  What to do next

                  
                  Deploy the access control policies for object-group optimization to take effect.

                  
               

               
            

            
         
      

   
      
         
            
            Audit logs

            
            
            
            
               
               
                  
                  An audit log is a security record that

                  
                  
                     
                     	
                        
                        records user activity in read-only logs,

                        
                     

                     
                     	
                        
                        allows review, sorting, filtering, deletion, and reporting of audit information, and

                        
                     

                     
                     	
                        
                        supports streaming audit log messages to external servers such as syslog and HTTP servers.

                        
                     

                     
                  

                  
               
               
               
                  Audit log review and streaming options

                  
                  
                  You can review audit log data in several ways:

                  
                  
                     
                     	
                        
                        Use the web interface: Audit and Syslog.
                        

                        
                        Audit logs appear in a standard event view. In this view, you can view, sort, and filter audit log messages based on any item.
                           You can also delete audit information, generate reports, and view detailed reports of user changes.
                        

                        
                     

                     
                     	
                        
                        Stream audit log messages to the syslog: Stream audit logs to syslog.
                        

                        
                     

                     
                     	
                        
                        Stream audit log messages to an HTTP server: Stream audit logs to an HTTP server.
                        

                        
                     

                     
                  

                  
                  Streaming audit log data to an external server allows you to conserve space on the Firewall Management
                           											Center. Note that sending audit information to an external URL may affect system performance.

                  
                  Optionally, you can secure the channel for audit log streaming, enable TLS and mutual authentication using TLS certificates; refer to Audit log certificates.
                  

                  
                  Streaming to multiple syslog servers

                  
                  You can stream audit log data to a maximum of five syslog servers. However, if you have enabled TLS for secured audit log
                     streaming, you can stream only to a single syslog server.
                  

                  
                  Streaming configuration changes to syslog

                  
                  You can stream configuration changes as part of audit log data to syslog by specifying the configuration data format and the
                     hosts. The Firewall Management
                           											Center supports backup and restore of the audit configuration log. If high availability is enabled, only the active Firewall Management
                              											Center sends the configuration changes syslog to the external syslog servers. The system synchronizes the log file between HA pairs.
                        During failover or switchover, the new active Firewall Management
                              											Center resumes sending change logs. If the HA pair operates in split-brain mode, both Firewall Management
                              											Centers send config change syslog entries to the external servers.

                  
               
               
               
            

            
            
            
            
            
            
            
               
                  	Stream audit logs to syslog

                  	Stream audit logs to an HTTP server

                  	Filter syslogs from audit logs

               

            
            
         
      

   
      
         
            
            Audit log certificates

            
            
            
            
               
               
                  
                  An audit log certificate is a security credential that

                  
                  
                     
                     	
                        
                        secures communications between the Firewall Management
                                 											Center and a trusted audit log server,
                        

                        
                     

                     
                     	
                        
                        enables authentication and encryption using Transport Layer Security (TLS), and

                        
                     

                     
                     	
                        
                        supports mutual authentication and certificate revocation checks for enhanced security.

                        
                     

                     
                  

                  
               
               
               
                  Client certificates

                  
                  
                  Client certificates are required to secure communications between the Firewall Management
                           											Center and the audit log server.
                  

                  
                  
                     
                     	
                        
                        Generate a certificate signing request (CSR). Submit it to a Certificate
                           Authority (CA) for signing. Import the signed certificate onto the Firewall Management
                                 											Center.
                        

                        
                     

                     
                     	
                        
                        Use the local system configuration: Obtain a signed audit log client certificate for the Firewall Management Center and Import an audit log client certificate into the Firewall Management Center.
                        

                        
                     

                     
                  

                  
               
               
               
                  Server certificates

                  
                  
                  Server certificates are optional and provide additional security through mutual
                     authentication.
                  

                  
                  
                     
                     	
                        
                        Require mutual authentication between the Firewall Management
                                 											Center and the audit log server by loading one or more certificate revocation
                           lists (CRLs).
                        

                        
                     

                     
                     	
                        
                        You cannot stream audit logs to servers with revoked certificates listed in
                           those CRLs.
                        

                        
                     

                     
                     	
                        
                        Secure Firewall supports CRLs encoded in Distinguished Encoding Rules (DER) format. These
                           are the same CRLs used to validate HTTPS client certificates for the Firewall Management
                                 											Center web interface.
                        

                        
                     

                     
                     	
                        
                        Use the local system configuration: Require valid audit log server certificates.
                        

                        
                     

                     
                  

                  
               
               
               
                  Audit log certificate example

                  
                  
                  For example, a signed client certificate imported onto the Firewall Management
                           											Center enables secure TLS communication with an audit log server, ensuring log integrity and confidentiality.
                  

                  
               

               
               
                  Non-compliant audit log certificate

                  
                  
                  A certificate that is not signed by a trusted Certificate Authority or is listed in a certificate revocation list (CRL) cannot
                     be used to stream audit logs securely.
                  

                  
               
               
               
                  Audit log certificate analogy

                  
                  
                  An audit log certificate is like a passport for secure communication, verifying identity and granting access between the management
                     center and the audit log server.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Secure audit log streaming

                  	Obtain a signed audit log client certificate for the Firewall Management Center

                  	Import an audit log client certificate into the Firewall Management Center

                  	Require valid audit log server certificates

                  	View the audit log client certificate on the Firewall Management Center

               

            
            
         
      

   
      
         
            
            Change reconciliation

            
            
            
               
               
                  
                  A change reconciliation report is a configuration monitoring tool that

                  
                  
                     
                     	
                        
                        captures snapshots whenever a user saves changes to the system configuration,

                        
                     

                     
                     	
                        
                        combines information from these snapshots to present a clear summary of recent system changes, and

                        
                     

                     
                     	
                        
                        provides a detailed report of changes made over the past 24 hours through email.

                        
                     

                     
                  

                  
               
               
               
                  User change summaries

                  
                  
                  The change reconciliation report displays both the previous value for each configuration and the value after changes.

                  
                  Users can view summaries of each distinct change in chronological order, beginning with the most recent.

                  
                  
                     
                     	
                        
                        Lists both previous and updated values for each configuration.

                        
                     

                     
                     	
                        
                        Summarizes multiple changes to the same configuration.

                        
                     

                     
                     	
                        
                        Orders changes chronologically, starting with the most recent.

                        
                     

                     
                  

                  
               
               
               
                  Change reconciliation report example

                  
                  
                  An example change reconciliation report includes a User section that lists configuration changes, showing both the previous
                     and updated values for each item.
                  

                  
               

               
               
                  Non-reconciled changes

                  
                  
                  Changes made without reconciliation are not summarized or tracked in a report, making it difficult to monitor user activity.

                  
               
               
               
                  Change reconciliation as a transaction log

                  
                  
                  Change reconciliation is similar to a transaction log, where each modification is recorded and summarized for review.

                  
               
               
            

            
            
            
            
            
            
               
                  	Configure change reconciliation

                  	Change reconciliation options

               

            
            
         
      

   
      
         
            
            Change management

            
            
            
            
            
               
               
                  
                  A change management system is a workflow feature that

                  
                  
                     
                     	
                        
                        enables formal processes for configuration changes, including audit tracking and official approval before deployment,

                        
                     

                     
                     	
                        
                        adds ticketing and workflow controls to the menu bar and system menu, allowing users to manage tickets, and

                        
                     

                     
                     	
                        
                        provides options for approvals, ticket purge duration, and email notifications.

                        
                     

                     
                  

                  
               
               
               
                  Change management settings

                  
                  
                  You can configure workflow options for ticketing, approvals, and notifications using change management settings.

                  
                  
                     
                     	
                        
                        Enable Change Management—Turn on ticketing and the change management workflow. Once enabled, you must approve or discard all tickets to turn off change
                           management.
                        

                        
                        To disable the feature, deselect the option. To disable change management, ensure that all tickets are approved or discarded.
                           You cannot disable the feature if any ticket is in the In Progress, On Hold, Rejected, or Pending Approval state.
                        

                        
                     

                     
                     	
                        
                        Number of approvals required—How many administrators must approve the change for the ticket to be approved and deployable. The default is 1, but you can
                           require up to 5 approvers per ticket. Users can override this number when creating tickets.
                        

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    When change management is enabled and in use, you cannot change the number of approvers if at least one ticket is in the In
                                       Progress, On Hold, Rejected, or Pending Approval state. All tickets must be approved or discarded to change the required number
                                       of approvers.
                                    

                                    
                                 

                              
                           

                        

                        
                     

                     
                     	
                        
                        
                        Ticket Purge Duration—The number of days to keep approved tickets, from 1-365 days. The default is 30 days.
                        

                        
                     

                     
                     	
                        
                        Email Notification (Optional)—Enter the Reply to Address and the email addresses for the List of Approver Addresses. You must also configure the email notification system settings for email to work.
                        

                        
                        
                           
                           	
                              
                              If the reply to address does not appear for Cloud-Delivered Firewall Management Center, configure the address in the email notification system settings.
                              

                              
                           

                           
                           	
                              
                              
                              If email notification settings use authentication and an encrypted connection, use the same username for the change management
                                 Reply to Address.
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
                  On the System ([image: system gear icon]) > Configuration page, you can configure these settings. Click Save to save your changes.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The system prevents you from enabling or disabling change management while certain processes are running. Wait until these
                                 processes complete before changing the settings: backup/restore, import/export, domain movement, upgrade, Flexconfig migration,
                                 device registration, high-availability registration, creation, break, or switch, cluster create, registration, break, edit,
                                 add or remove nodes, and EPM break out or join.
                              

                              
                           

                        
                     

                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You cannot change these settings if an access control policy is locked. Wait until the lock is released before enabling or
                                 disabling the feature.
                              

                              
                           

                        
                     

                  

                  
                  For details, refer to the change management chapter in Cisco Secure Firewall Management
                                 												Center Device Configuration
                                 									Guide.

                  
               
               
               
                  Change management workflow example

                  
                  
                  This example shows how an administrator enables change management, configures ticket approvals, and sets up email notifications
                     for workflow tracking and audit purposes.
                  

                  
               

               
               
                  Non-formal configuration changes

                  
                  
                  Configuration changes made without change management lack audit tracking, approval workflow, and notification features.

                  
               
               
               
                  Change management as a checkpoint system

                  
                  
                  Change management is like a checkpoint system that ensures every configuration change is reviewed and approved before it is
                     implemented, similar to quality control in manufacturing.
                  

                  
               
               
            

            
            
            
            
         
      

   
      
         
            
            DNS caches

            
            
            
               
               
                  
                  A DNS cache is a network appliance feature that

                  
                  
                     
                     	
                        
                        enables automatic IP address resolution on event view pages,

                        
                     

                     
                     	
                        
                        stores previously resolved IP addresses to avoid additional lookups, and

                        
                     

                     
                     	
                        
                        reduces network traffic and improves page display speed when IP address resolution is enabled.

                        
                     

                     
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Configure DNS cache properties

               

            
            
         
      

   
      
         
            
            Dashboards

            
            
            
               
               
                  
                  A dashboard is a system interface that

                  
                  
                     
                     	
                        
                        provides at-a-glance views of current system status through widgets,

                        
                     

                     
                     	
                        
                        uses small, self-contained components to give insight into different aspects of the system, and

                        
                     

                     
                     	
                        
                        includes several predefined dashboard widgets.

                        
                     

                     
                  

                  
               
               
               
                  Dashboard configuration options

                  
                  
                  You can configure the Firewall Management
                           											Center so that Custom Analysis widgets are enabled on the dashboard.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Enable custom analysis widgets for dashboards

               

               Related Concepts
Dashboards

               

            
            
         
      

   
      
         
            Database

            
               		
               To manage disk space, the Firewall Management
                        											Center periodically prunes the oldest intrusion events, audit records, Security Intelligence
                  			data, and URL filtering data from the event database. For each event type, you can
                  			specify how many records the Firewall Management
                        											Center retains after pruning; never rely on the event database containing more records of
                  			any type than the retention limit configured for that type. To improve performance,
                  			tailor the event limits to the number of events you regularly work with. You can
                  			optionally choose to receive email notifications when pruning occurs. For some event
                  			types, you can disable storage. 
               

               		
               To manually delete individual events, use the event viewer. (Note that in Versions 6.6.0+, you cannot manually delete connection or security Intelligence events in this way.) You can also manually purge the database; refer to Data Purge and Storage.
               

            

            
            
               
                  	Configure database event limits

               

            
            
         
      

   
      
         
            
            Email notifications

            
            
            
               
               
                  
                  An email notification is a system alert mechanism that enables automated emailing of event-based, status, change reconciliation,
                     and data-pruning reports.
                  

                  
               
               
               
                  Email notification configuration options

                  
                  
                  Configure a mail host if you plan to:

                  
                  
                     
                     	
                        
                        Email event-based reports

                        
                     

                     
                     	
                        
                        Email status reports for scheduled tasks

                        
                     

                     
                     	
                        
                        Email change reconciliation reports

                        
                     

                     
                     	
                        
                        Email data-pruning notifications

                        
                     

                     
                     	
                        
                        Use email for discovery event, impact flag, correlation event alerting, intrusion event alerting, and health event alerting.

                        
                     

                     
                  

                  
                  When you configure email notification, you can select an encryption method for the communication between the system and mail
                     relay host, and can supply authentication credentials for the mail server if needed. After you configure email notification,
                     you can test the connection.
                  

                  
               
               
               
            

            
            
            
            
               
                  	Configure a mail relay host and notification address

               

            
            
         
      

   
      
         
            
            External database access

            
            
            
               
               
                  
                  An external database access is a database connectivity feature that

                  
                  
                     
                     	
                        
                        allows read-only access to the database by third-party clients,

                        
                     

                     
                     	
                        
                        enables querying the database using SQL with industry-standard reporting tools and applications, and

                        
                     

                     
                     	
                        
                        supports secure connections through JDBC SSL and provides Cisco-provided tools for database access.

                        
                     

                     
                  

                  
               
               
               
                  Database access tools and configuration

                  
                  
                  You can configure the Firewall Management
                           											Center to allow read-only access to its database by a third-party client. This allows you to query the database using SQL with these
                     tools and applications:
                  

                  
                  
                     
                     	
                        
                        industry-standard reporting tools such as Actuate BIRT, JasperSoft iReport, or Crystal Reports,

                        
                     

                     
                     	
                        
                        any other reporting application (including a custom application) that supports JDBC SSL connections,

                        
                     

                     
                     	
                        
                        the Cisco-provided command-line Java application called RunQuery, which you can either run interactively or use to obtain
                           comma-separated results for a single query.
                        

                        
                     

                     
                  

                  
                  Use the Firewall Management
                           											Center's system configuration to enable database access and create an access list so selected hosts can query the database. This
                     access list does not control appliance access.
                  

                  
                  You can also download a package that contains these tools:

                  
                  
                     
                     	
                        
                        RunQuery, the Cisco-provided database query tool,

                        
                     

                     
                     	
                        
                        InstallCert, a tool that you can use to retrieve and accept the SSL certificate from the Firewall Management
                                 											Center that you want to access,
                        

                        
                     

                     
                     	
                        
                        the JDBC driver you must use to connect to the database.

                        
                     

                     
                  

                  
                  Refer to the Secure Firewall Management Center Database Access Guide for information on using the tools in the package you downloaded to configure database access.
                  

                  
               
               
            

            
            
            
            
               
                  	Enable external access to the database

               

            
            
         
      

   
      
         
            
            HTTPS certificates

            
            
            
            
               
               
                  
                  An HTTPS certificate is a security credential that

                  
                  
                     
                     	
                        
                        enables Firewall Management
                                 											Centers to establish an encrypted channel between the system and a web browser
                        

                        
                     

                     
                     	
                        
                        includes a default certificate with all firewall devices, and
                        

                        
                     

                     
                     	
                        
                        may require replacement with a custom certificate signed by a globally recognized or internally trusted certificate authority
                           to improve trust.
                        

                        
                     

                     
                  

                  
               
               
               
                  Certificate support information

                  
                  
                  The Firewall Management
                           											Center supports 4096-bit HTTPS certificates. If the certificate used by the Firewall Management
                           											Center was generated using a public server key larger than 4096 bits, you will not be able to log in to the Firewall Management
                           											Center web interface. If this happens, contact Cisco TAC.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              HTTPS certificates are not supported on the management center  REST API.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
            
            
            
            
            
               
                  	Default HTTPS server certificates

                  	Custom HTTPS server certificates

                  	Meet HTTPS server certificate requirements

                  	HTTPS client certificates

                  	View the current HTTPS server certificate

                  	Generate an HTTPS server certificate signing request

                  	Import HTTPS server certificates

                  	Require valid HTTPS client certificates

                  	Renew the default HTTPS server certificate

               

            
            
         
      

   
      
         
            
            Default HTTPS server certificates

            
            
            
               
               
                  
                  A default HTTPS server certificate is a security credential that

                  
                  
                     
                     	
                        
                        is provided with an appliance for web interface access,

                        
                     

                     
                     	
                        
                        is not signed by the CA that signs client certificates, and

                        
                     

                     
                     	
                        
                        expires 20 years from when it was first generated.

                        
                     

                     
                  

                  
               
               
               
                  Default HTTPS server certificate reference information

                  
                  
                  Default HTTPS server certificates have specific characteristics and limitations.

                  
                  
                     
                     	
                        
                        If you use the default server certificate provided with an appliance, do not configure the system to require a valid HTTPS
                           client certificate for web interface access. The default server certificate is not signed by the CA that signs your client
                           certificate.
                        

                        
                     

                     
                     	
                        
                        The default server certificate provided with an appliance expires 20 years from when it was first generated.

                        
                     

                     
                     	
                        
                        The lifetime of the default server certificate depends on when the certificate was generated. To view your default server
                           certificate expiration date, choose System ([image: system gear icon]) > Configuration > HTTPS Certificate.
                        

                        
                     

                     
                     	
                        
                        Some Secure Firewall software upgrades can automatically renew the certificate. For more information, refer to the appropriate version of the
                           Cisco Secure FirewallRelease Notes.
                        

                        
                     

                     
                     	
                        
                        On the Firewall Management
                                 											Center, you can renew the default certificate on the System ([image: system gear icon]) > Configuration > HTTPS Certificate page. 
                        

                        
                     

                     
                  

                  
               
               
               
            

            
            
         
      

   
      
         
            
            Custom HTTPS server certificates

            
            
            
               
               
                  
                  A custom HTTPS server certificate is a security credential that

                  
                  
                     
                     	
                        
                        is generated based on system and identification information you supply,

                        
                     

                     
                     	
                        
                        can be signed by an internal certificate authority (CA) trusted by your browser, and

                        
                     

                     
                     	
                        
                        can be imported after being signed by a certificate authority.

                        
                     

                     
                  

                  
               
               
            

            
            
            
            
         
      

   
      
         
            
            HTTPS client certificates

            
            
            
               
               
                  
                  An HTTPS client certificate is a security credential that

                  
                  
                     
                     	
                        
                        enables the web server to check that a user’s browser client has a valid certificate selected,

                        
                     

                     
                     	
                        
                        requires the certificate to be generated by the same trusted certificate authority as the server certificate, and

                        
                     

                     
                     	
                        
                        prevents the browser from loading the web interface if the certificate is invalid or revoked.

                        
                     

                     
                  

                  
               
               
               
                  Certificate validation methods

                  
                  
                  HTTPS client certificates are validated using OCSP or certificate revocation lists (CRLs).

                  
                  
                     
                     	
                        
                        OCSP allows the web server to communicate with the certificate authority to confirm the client certificate's validity before
                           establishing the connection.
                        

                        
                     

                     
                     	
                        
                        CRLs enable the web server to compare the client certificate against certificates listed in the CRLs. The system blocks access
                           if the certificate is revoked.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you choose to verify certificates using CRLs, the system uses the same CRLs to validate both client browser certificates
                                 and audit log server certificates.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Invalid certificate scenarios

                  
                  
                  The browser cannot load the web interface if the user selects a certificate that is not valid, not generated by the certificate
                     authority that signed the server certificate, or not generated by a certificate authority in the certificate chain on the
                     device.
                  

                  
               

               
               
                  Certificates not accepted by the web server

                  
                  
                  If a user selects a certificate listed in a CRL as revoked, the browser cannot load the web interface.

                  
               
               
               
                  Certificate validation compared to ID checks

                  
                  
                  Validating HTTPS client certificates is similar to checking a person's ID against a trusted list to ensure authenticity and
                     prevent access if the ID is invalid or revoked.
                  

                  
               
               
            

            
            
            
            
            
            
            
            
            
         
      

   
      
         
            
            View system information fields

            
            
            
            
               
               
                  The System ([image: system gear icon]) > Configuration page of the web interface displays appliance information fields, most of which are read-only. These fields provide details
                  such as name, model, serial number, software version, and network addresses.
                  
               
               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Refer also to the Help  ([image: help icon]) > About page, which includes similar but slightly different information.
                              

                              
                           

                        
                     

                  

                  
                  
                     
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Field

                              
                           
                           
                           	
                              
                              Description

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Name

                              
                           
                           
                           	
                              
                              A descriptive name you assign to the Firewall Management
                                       											Center appliance. Although you can use the host name as the name of the appliance, entering a different name in this field does
                                 not change the host name.
                              

                              
                              This name is used in certain integrations. For example, it appears in the Devices list in Security Services Exchange when you integrate Firewall Management
                                       											Center with Cisco XDR.
                              

                              
                              If you change the name, all registered devices become outdated. A deployment is required to update the devices with the new
                                 name.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Product Model

                              
                           
                           
                           	
                              
                              The model name of the appliance.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Serial
                                 Number
                                 
                              

                              
                           
                           
                           	
                              
                              The serial
                                 number of the appliance.
                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Software Version

                              
                           
                           
                           	
                              
                              The version of the software currently installed on the
                                 appliance.
                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Operating System

                              
                           
                           
                           	
                              
                              The operating system currently running on the appliance.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Operating System Version

                              
                           
                           
                           	
                              
                              The version of the operating system currently running on the
                                 appliance.
                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              IPv4 Address

                              
                           
                           
                           	
                              
                              The IPv4 address of the default (eth0) management
                                 interface. If IPv4 management is disabled, this field indicates that.
                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              IPv6 Address

                              
                           
                           
                           	
                              
                              The IPv6 address of the default (eth0) management
                                 interface. If IPv6 management is disabled, this field indicates that.
                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Current Policies

                              
                           
                           
                           	
                              
                              The system-level policies currently deployed. If a policy has been updated since it was last deployed, the name of the policy
                                 appears in italics.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Model Number

                              
                           
                           
                           	
                              
                              The appliance-specific model number stored on the internal flash
                                 drive. This number may be important for troubleshooting.
                                 
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
               
               
            

            
            
            
         
      

   
      
         
            
            Intrusion policy preferences

            
            
            
               
               
                  
                  An intrusion policy preference is a configuration option that

                  
                  
                     
                     	
                        
                        enables monitoring of critical policies,

                        
                     

                     
                     	
                        
                        tracks changes to those policies, and

                        
                     

                     
                     	
                        
                        supports management of policy settings in a deployment.

                        
                     

                     
                  

                  
               
               
            

            
            
            
            
               
                  	Set intrusion policy preferences

               

            
            
         
      

   
      
         
            
            Languages

            
            
            
               
               
                  
                  A Language page is a configuration option that allows you to select a preferred language for the web interface.

                  
               
               
            

            
            
            
            
               
                  	Set the language for the web interface

               

            
            
         
      

   
      
         
            
            Login banners

            
            
            
               
               
                  
                  A login banner is a security appliance feature that

                  
                  
                     
                     	
                        
                        enables you to specify session, login, or custom message banners for a security appliance or shared policy,

                        
                     

                     
                     	
                        
                        allows the use of ASCII characters and carriage returns to create custom messages, and

                        
                     

                     
                     	
                        
                        does not preserve tab spacing and may cause Telnet or SSH sessions to fail if the banner is too large or causes errors.

                        
                     

                     
                  

                  
               
               
            

            
            
            
            
            
            
            
            
            
            
               
                  	Customize the login banner

               

            
            
         
      

   
      
         
            
            Management interfaces

            
            
            
               
               
                  
                  A management interface is a network configuration element that

                  
                  
                     
                     	
                        
                        allows you to change management network settings,

                        
                     

                     
                     	
                        
                        enables adding more management interfaces, hostname, search domains, DNS servers, and HTTP proxy, and

                        
                     

                     
                     	
                        
                        operates on the Firewall Management
                                 											Center.
                        

                        
                     

                     
                  

                  
               
               
            

            
            
            
            
               
                  	Firewall Management Center management interfaces

                  	Modify Firewall Management Center management interfaces

               

            
            
         
      

   
      
         
            
            Firewall Management
                     											Center management interfaces
            

            
            
            
               
               
                  
                  A Firewall Management
                           											Center management interface is a network interface that
                  

                  
                  
                     
                     	
                        
                        enables the Firewall Management
                                 											Center to manage all devices on a single interface,
                        

                        
                     

                     
                     	
                        
                        allows initial setup and administrator login on the interface, and

                        
                     

                     
                     	
                        
                        facilitates communication with the Smart Licensing server, enables downloading of updates, and supports other management functions.

                        
                     

                     
                  

                  
               
               
               
                  Device management interfaces reference information

                  
                  
                  For information about device management interfaces, refer to About Device Management Interfaces in the Cisco Secure Firewall Management
                                 												Center Device Configuration
                                 									Guide.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Device management

                  	Management connections

                  	Management interfaces on the Firewall Management Center

                  	View management interface support per Firewall Management Center model

                  	Network routes on Firewall Management Center management interfaces

                  	NAT environments

                  	Recommendation: management and event traffic channel configuration

               

            
            
         
      

   
      
         
            
            Device management

            
            
            
               
               
                  
                  A device management system is a network administration solution that

                  
                  
                     
                     	
                        
                        establishes a two-way, SSL-encrypted communication channel between the Management Center and managed devices

                        
                     

                     
                     	
                        
                        enables configuration of policies, installation of software updates, and monitoring of device health status from a centralized
                           location, and
                        

                        
                     

                     
                     	
                        
                        aggregates and correlates intrusion events, network discovery information, and device performance data for comprehensive network
                           monitoring.
                        

                        
                     

                     
                  

                  
               
               
               
                  Management center device management features

                  
                  
                  The Firewall Management
                           											Center manages a device, it sets up a two-way, SSL-encrypted communication channel between itself and the device. The Firewall Management
                           											Center uses this channel to send information to the  device about how you want the device to analyze and manage your network traffic.
                     As the device evaluates the traffic, it generates events and sends them to the Firewall Management
                           											Center using the same channel.
                  

                  
                  By using the Firewall Management
                           											Center to manage devices, you can:
                  

                  
                  
                     
                     	
                        
                        configure policies for all your devices from a single location, making it easier to change configurations

                        
                     

                     
                     	
                        
                        install various types of software updates on devices

                        
                     

                     
                     	
                        
                        push health policies to your managed devices and monitor their health status from the Firewall Management
                                 											Center

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you have a Security Cloud Control-managed device and are using the on-prem Firewall Management
                                       											Center for analytics only, then the on-prem Firewall Management
                                       											Center does not support policy configuration or upgrading. Chapters and procedures in this guide related to device configuration
                                 and other unsupported features do not apply to devices whose primary manager is Security Cloud Control.
                              

                              
                           

                        
                     

                  

                  
                  The Firewall Management
                           											Center aggregates and correlates intrusion events, network discovery information, and device performance data, allowing you to monitor
                     the information that your devices are reporting in relation to one another, and to assess the overall activity occurring on
                     your network.
                  

                  
                  You can use the Firewall Management
                           											Center to manage nearly every aspect of a device's behavior.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Although the Firewall Management
                                       											Center can manage devices running certain previous releases as specified in the compatibility matrix available at http://www.cisco.com/c/en/us/support/security/defense-center/products-device-support-tables-list.html, new features that require the latest version of Firewall Threat Defense software are not available to these previous-release devices. Some Firewall Management
                                       											Center features may be available for earlier versions.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
         
      

   
      
         
            
            Management connections

            
            
            
               
               
                  
                  A management connection is a communication channel that

                  
                  
                     
                     	
                        
                        enables secure, TLS-1.3-encrypted communication between a device and the Firewall Management
                                 											Center

                        
                     

                     
                     	
                        
                        can be initiated by either the device or the Firewall Management
                                 											Center, depending on initial setup, and
                        

                        
                     

                     
                     	
                        
                        requires a stable connection with at least 5 Mbps throughput, using TCP port 8305 by default.

                        
                     

                     
                  

                  
               
               
               
                  Management connection initiation and interface selection

                  
                  
                  Devices and the Firewall Management
                           											Center can establish management connections after configuration and addition to the management center.
                  

                  
                  Initiation always begins with eth0 on the Firewall Management
                           											Center or with the lowest-numbered management interface on the device. If the connection is not established, the system tries the
                     additional management interfaces. Having multiple management interfaces on the Firewall Management
                           											Center lets you connect to discrete networks or segregate management and event traffic. The initiator does not use the routing table
                     to select the interface.
                  

                  
                  To prevent potential management disruption, exempt management traffic from deep inspection by applying a prefilter policy
                     for it.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The management connection is a secure, TLS-1.3-encrypted communication channel between the management center and the device.
                                 You do not need to run this traffic over an additional encrypted tunnel such as Site-to-Site VPN for security purposes. If
                                 the VPN goes down, for example, you will lose your management connection, so we recommend a simple management path.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Management connection initiation scenarios

                  
                  
                  Either the device or the Firewall Management
                           											Center can initiate the management connection, or only one side may initiate, depending on the initial setup.
                  

                  
               

               
            

            
            
            
            
         
      

   
      
         
            
            Management interfaces on the Firewall Management
                     											Center

            
            
            
               
               
                  
                  A management interface is a network interface that

                  
                  
                     
                     	
                        
                        enables initial setup, HTTP access for administrators, and device management on the Firewall Management
                                 											Center,
                        

                        
                     

                     
                     	
                        
                        supports additional management functions such as licensing and updates, and

                        
                     

                     
                     	
                        
                        can be expanded with additional interfaces to improve throughput and performance for managing large numbers of devices on
                           different networks.
                        

                        
                     

                     
                  

                  
               
               
               
                  Management interface reference information

                  
                  
                  The Firewall Management
                           											Center uses the eth0 interface for initial setup, HTTP access for administrators, device management, and other management functions
                     such as licensing and updates.
                  

                  
                  Adding more management interfaces can improve throughput and performance when managing large numbers of devices on different
                     networks. Each management interface can be used for particular functions, such as HTTP administrator access or device management.
                  

                  
                  For device management, the management interface carries two separate traffic channels:

                  
                  
                     
                     	
                        
                        The management traffic channel carries all internal traffic (such as inter-device traffic specific to managing the device).
                        

                        
                     

                     
                     	
                        
                        The event traffic channel carries all event traffic (such as web events).
                        

                        
                     

                     
                  

                  
                  You can optionally configure a separate event-only interface on the Firewall Management
                           											Center to handle event traffic; only one event interface can be configured. A management interface for the management traffic channel
                     is always required. Separating event traffic from management traffic can improve performance, as event traffic can use a large
                     amount of bandwidth. For example, a 10 GigabitEthernet interface can be assigned as the event interface, while 1 GigabitEthernet
                     interfaces are used for management. An event-only interface can be configured on a secure, private network, while the regular
                     management interface can be used on a network with Internet access. Although both management and event interfaces can be used
                     on the same network, placing each interface on a separate network is recommended to avoid potential routing problems, including
                     routing problems from other devices to the management center.
                  

                  
                  Managed devices send management traffic to the Firewall Management
                           											Center's management interface and event traffic to the event-only interface. If the managed device cannot reach the event-only interface,
                     it will fall back to sending events to the management interface. Management connections cannot be made through the event-only
                     interface.
                  

                  
                  Management connection initiation from the Firewall Management
                           											Center is always attempted first from eth0, then other interfaces are tried in order; the routing table is not used to determine
                     the best interface.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              All management interfaces support HTTP administrator access as controlled by your Access List configuration (Configure an access list). You cannot restrict an interface to only HTTP access; management interfaces always support device management (management
                                 traffic, event traffic, or both).
                              

                              
                           

                        
                     

                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Only the eth0 interface supports DHCP IP addressing. Other management interfaces only support static IP addresses.

                              
                           

                        
                     

                  

                  
               
               
               
                  Default management interface functions

                  
                  
                  
                  
               

               
            

            
            
            
            
         
      

   
      
         
            
            Network routes on Firewall Management
                     											Center management interfaces
            

            
            
            
               
               
                  
                  A network route on a Firewall Management
                           											Center management interface is a routing configuration that
                  

                  
                  
                     
                     	
                        
                        supports only static routes to reach remote networks,

                        
                     

                     
                     	
                        
                        creates a default route to the gateway IP address specified during setup, and

                        
                     

                     
                     	
                        
                        uses the lowest-numbered management interface as the egress interface for the default route.

                        
                     

                     
                  

                  
               
               
               
                  Default route behavior on management interfaces

                  
                  
                  Management interfaces can be configured with multiple static routes to access remote networks. The default route does not
                     include an egress interface, so the interface chosen depends on the gateway address and the network to which the gateway belongs.
                  

                  
                  
                     
                     	
                        
                        Multiple management interfaces can be configured on some platforms.

                        
                     

                     
                     	
                        
                        The device uses the lower-numbered interface as the egress interface when multiple interfaces exist on the default network.

                        
                     

                     
                     	
                        
                        At least one static route is recommended per management interface to access remote networks.

                        
                     

                     
                  

                  
                  
                     
                     	
                        
                        Set up the Firewall Management
                                 											Center and specify the gateway IP address.
                        

                        
                     

                     
                     	
                        
                        The setup process creates a default route to the specified gateway.

                        
                     

                     
                     	
                        
                        You can modify the gateway address but cannot delete the default route.

                        
                     

                     
                  

                  
                  
                     
                     	
                        
                        A default route uses the lowest-numbered management interface, such as eth0.

                        
                     

                     
                     	
                        
                        A static route is recommended for each management interface to access remote networks.

                        
                     

                     
                  

                  
                  
                     Comparison of default and static routes on management interfaces
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Attribute

                              
                           
                           
                           	
                              
                              Default route

                              
                           
                           
                           	
                              
                              Static route

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Interface selection

                              
                           
                           
                           	
                              
                              Lowest-numbered interface (e.g., eth0)

                              
                           
                           
                           	
                              
                              Specified interface for the route

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Gateway address

                              
                           
                           
                           	
                              
                              Set during setup

                              
                           
                           
                           	
                              
                              Can be set per static route

                              
                           
                           
                        

                        
                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The interface used for management connections is not determined by the routing table. Connections are always tried using eth0
                                 first, and then subsequent interfaces are tried in order until the managed device is reached.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Static route configuration example for management interfaces

                  
                  
                  If you want to use interfaces on the same network, configure static routes correctly. For example, on the Firewall Management
                           											Center both eth0 and eth1 are on the same network, but you want to manage a different group of devices on each interface. The default
                     gateway is 192.168.45.1. To manage devices on the remote 10.6.6.0/24 destination network through eth1, create a static route
                     for 10.6.6.0/24 through eth1 with the same gateway of 192.168.45.1. Traffic to 10.6.6.0/24 will hit this route before the
                     default route, so eth1 will be used as expected.
                  

                  
               

               
               
                  Static routing limitations for same network management interfaces

                  
                  
                  If you want to use two Firewall Management
                           											Center interfaces to manage remote devices that are on the same network, static routing on the Firewall Management
                           											Center may not scale well, because you need separate static routes per device IP address.
                  

                  
               
               
               
                  Management and event-only interface routing analogy

                  
                  
                  Separate management and event-only interfaces on both the Firewall Management
                           											Center and the managed device can be compared to having dedicated paths for different types of traffic. Event-only interfaces are
                     on a separate network from management interfaces. In this case, add a static route through the event-only interface for traffic
                     destined for the remote event-only network, and vice versa.
                  

                  
               
               
            

            
            
            
            
            
            
            
         
      

   
      
         
            
            NAT environments

            
            
            
               
               
                  
                  A NAT environment is a network configuration that

                  
                  
                     
                     	
                        
                        uses network address translation (NAT) to transmit and receive network traffic by reassigning source or destination IP addresses,

                        
                     

                     
                     	
                        
                        enables private networks to communicate with the internet, and

                        
                     

                     
                     	
                        
                        requires NAT IDs and registration keys for device authentication and registration when IP addresses are unavailable, especially
                           behind port address translation (PAT) routers.
                        

                        
                     

                     
                  

                  
               
               
               
                  NAT ID usage in device registration

                  
                  
                  Devices and management centers use NAT IDs and registration keys to establish trust and authenticate when only one IP address
                     is available.
                  

                  
                  
                     
                     	
                        
                        Both IP addresses and registration keys are typically needed for routing and authentication.

                        
                     

                     
                     	
                        
                        If only one IP address is known, a unique NAT ID must be specified on both sides to establish trust and look up the correct
                           registration key.
                        

                        
                     

                     
                     	
                        
                        The management center and device use the registration key and NAT ID (instead of IP addresses) to authenticate and authorize
                           for initial registration.
                        

                        
                     

                     
                  

                  
                  To simplify adding multiple devices, specify a unique NAT ID for each device while leaving the IP address blank on the management
                     center, and specify both the management center IP address and NAT ID on each device.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The NAT ID must be unique for each device to ensure proper authentication and registration.

                              
                           

                        
                     

                  

                  
               
               
               
                  Examples of NAT ID usage in PAT environments

                  
                  
                  Each of the three devices behind a PAT IP address requires a unique NAT ID on both the management center and the devices.
                     The management center IP address must also be specified on each device.
                  

                  
                  
                     NAT ID for managed devices behind PAT
                     
                        
                        [image: NAT ID for Managed Devices Behind PAT]
                        
                     

                  
                  
                  The management center behind a PAT IP address requires a unique NAT ID for each device on both the management center and the
                     devices. The device IP addresses must also be specified on the management center.
                  

                  
                  
                     NAT ID for Firewall Management
                              											Center behind PAT
                     
                     
                        
                        [image: NAT ID for Firewall Management Center Behind PAT]
                        
                     

                  
                  
               

               
            

            
            
            
            
            
            
            
         
      

   
      
         
            
            Recommendation: management and event traffic channel configuration

            
            
            
            
               
               
                  
                  
                     
                     
                        
                        
                           
                           	
                              
                              Configure a separate, dedicated event interface on both the Firewall Management
                                       											Center and the managed device to segregate event traffic from management traffic. This separation improves performance and security
                                 by isolating event data flows.
                              

                              
                           

                           
                           	
                              
                              If Firewall Management
                                       											Center uses a single interface for both management and event traffic, the managed device must send event traffic on that same interface.
                                 If the Firewall Management
                                       											Center has a dedicated event interface, the managed device must also have a dedicated event interface configured.
                              

                              
                           

                           
                           	
                              
                              If management and event channels are mixed on the same interface on the Firewall Management
                                       											Center, and the managed device uses a separate event interface, connectivity or event delivery issues can occur. Maintain consistent
                                 interface pairing between the Firewall Management
                                       											Center and managed devices.
                              

                              
                           

                           
                           	
                              
                              If you use a data interface for management on a Firewall Threat Defense, you cannot use separate management and event interfaces for that device.
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     
                     This example illustrates multiple management interfaces and a separate event interface on the Firewall Management
                              											Center. Managed devices may use a separate event interface or a single management interface.
                     

                     
                     
                        Single Management Interface on the Secure Firewall Management
                                 											Center
                        
                           
                           [image: images/418080.jpg]
                           
                        

                     
                     
                     This example shows the Firewall Management
                              											Center using separate management interfaces for devices; and each managed device using 1 management interface.
                     

                     
                     
                        Multiple Management Interfaces on the Secure Firewall Management
                                 											Center
                        
                           
                           [image: images/418081.jpg]
                           
                        

                     
                     
                     This example shows the Firewall Management
                              											Center and managed devices using a separate event interface.
                     

                     
                     
                        Separate Event Interface on the Secure Firewall Management
                                 											Center and Managed Devices
                        
                        
                           
                           [image: images/418082.jpg]
                           
                        

                     
                     
                     This example shows a mix of multiple management interfaces and a separate event interface on the Firewall Management
                              											Center and a mix of managed devices using a separate event interface, or using a single management interface.
                     

                     
                     
                        Mixed management and event interface usage
                        
                           
                           [image: images/418083.jpg]
                           
                        

                     
                     
                  

                  
               

               
               
            

            
         
      

   
      
         
            
            Manager remote access

            
            
            
            
               
               
                  
                  A manager remote access is a management connectivity feature that

                  
                  
                     
                     	
                        
                        allows managed devices without a public IP address or FQDN to connect to the manager,

                        
                     

                     
                     	
                        
                        requires setting a public IP address or FQDN for the Firewall Management
                                 											Center, and
                        

                        
                     

                     
                     	
                        
                        enables device-initiated management connections using the specified address or hostname.

                        
                     

                     
                  

                  
               
               
               
                  Manager remote access reference information

                  
                  
                  If managed devices do not have a public IP address or FQDN, or you use the Management interface for zero-touch provisioning, set a public IP address/FQDN for the Firewall Management
                           											Center so the device can initiate the management connection.
                  

                  
                  
                     
                     	
                        
                        For example, if the Firewall Management
                                 											Center's management interface IP address is being NATted by an upstream router, provide the public NAT address here.
                        

                        
                     

                     
                     	
                        
                        An FQDN is preferred because it guards against IP address changes.

                        
                     

                     
                  

                  
                  If you use the serial number (zero-touch provisioning) method to register a device, then this field is used automatically for the initial configuration of the manager IP address/hostname.
                  

                  
                  If you use the manual registration key method, you can refer to the value on this screen when you perform the device's initial
                     configuration to identify the public Firewall Management
                           											Center IP address/hostname.
                  

                  
                  
                  
                     Manager remote access
                     
                        
                        [image: Manager remote access]
                        
                     

                  
                  
               
               
            

            
            
         
      

   
      
         
            
            Network analysis policy preferences

            
            
            
               
               
                  
                  Network analysis policy preferences are configuration settings that enable tracking and documentation of policy modifications
                     within the system.
                  

                  
               
               
               
                  Policy Change Tracking Options

                  
                  
                  You can configure the system to track policy-related changes using the comment functionality when users modify network analysis
                     policies. With policy change comments enabled, administrators can quickly assess why critical policies in a deployment were
                     modified.
                  

                  
                  If you enable comments on policy changes, you can make the comment optional or mandatory. The system prompts the user for
                     a comment when each new change to a policy is saved.
                  

                  
                  Optionally, you can have changes to network analysis policies written to the audit log.

                  
               
               
            

            
         
      

   
      
         
            
            Processes

            
            
            
            
               
               
                  
                  A process is a system operation that

                  
                  
                     
                     	
                        
                        can be shut down gracefully using the web interface

                        
                     

                     
                     	
                        
                        can be rebooted to restart the appliance, and

                        
                     

                     
                     	
                        
                        can restart communications, database, and HTTP server processes for troubleshooting.

                        
                     

                     
                  

                  
               
               
               
                  Shutdown and restart options

                  
                  
                  Use the web interface to control the shutdown and restart of processes on the Firewall Management
                           											Center. You can perform these actions:
                  

                  
                  
                     
                     	
                        
                        Shut down: Initiate a graceful shutdown of the appliance.

                        
                        
                           
                              	
                                 Caution

                              
                              	
                                 Do not shut off Secure Firewall appliances using the power button; it may cause a loss of data. Using the web interface (or CLI) prepares the system to be
                                    safely powered off and restarted without losing configuration data.
                                 

                              
                           

                        

                        
                     

                     
                     	
                        
                        Reboot: Shut down and restart gracefully.

                        
                     

                     
                     	
                        
                        Restart the console: Restart the communications, database, and HTTP server processes. This is typically used during troubleshooting.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Tip

                        
                        	
                           For virtual devices, refer to the documentation for your virtual platform. For VMware in particular, custom power options
                              are part of VMware Tools.
                           

                        
                     

                  

                  
               
               
               
                  Process control example

                  
                  
                  For example, shutting down the appliance using the web interface ensures configuration data is preserved, while restarting
                     the console can help resolve communication or database issues.
                  

                  
               

               
               
                  Improper shutdown counter-example

                  
                  
                  Shutting off the appliance using the power button may cause a loss of data and should not be used as a shutdown method.

                  
               
               
               
                  Process management analogy

                  
                  
                  Managing processes through the web interface is similar to safely closing applications on a computer before turning it off
                     to prevent data loss.
                  

                  
               
               
            

            
            
            
            
            
            
            
               
                  	Shut down or restart the Firewall Management Center

               

            
            
         
      

   
      
         
            
            REST API preferences

            
            
            
               
               
                  
                  A REST API preference is a configuration option that

                  
                  
                     
                     	
                        
                        provides a lightweight interface for third-party applications to view and manage device configuration using a REST client
                           and standard HTTP methods,
                        

                        
                     

                     
                     	
                        
                        enables access control for applications using the REST API, and

                        
                     

                     
                     	
                        
                        allows administrators to block or permit requests from applications as needed.

                        
                     

                     
                  

                  
               
               
               
                  REST API reference information

                  
                  
                  The management center  REST API provides a lightweight interface for third-party applications to view and manage device configuration using a REST
                     client and standard HTTP methods.
                  

                  
                  For more information on the management center  REST API, refer to the Secure Firewall
                              												Management Center REST API Quick Start
                              											Guide.
                  

                  
                  
                     
                     	
                        
                        REST API preferences allow requests from applications by default.

                        
                     

                     
                     	
                        
                        You can configure the Firewall Management
                                 											Center to block this access.
                        

                        
                     

                     
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The REST API for the management center does not support HTTPS certificates.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
               
                  	Enable REST API access

               

            
            
         
      

   
      
         
            
            Remote console access management

            
            
            
            
               
               
                  
                  A remote console access management system is a hardware management feature that

                  
                  
                     
                     	
                        
                        enables users to perform limited tasks, such as viewing the chassis serial number,

                        
                     

                     
                     	
                        
                        allows monitoring of hardware conditions, including fan speed and temperature, and

                        
                     

                     
                     	
                        
                        provides access through a Linux command line interface using multiple interfaces.

                        
                     

                     
                  

                  
               
               
               
                  Console access interfaces

                  
                  
                  Remote console access management supports these interfaces for physical Firewall Management
                           											Centers:
                  

                  
                  
                     
                     	
                        
                        VGA port (the default)

                        
                     

                     
                     	
                        
                        Serial port

                        
                     

                     
                     	
                        
                        Lights-Out Management (LOM) on a Serial Over LAN (SOL) on the CIMC port

                        
                     

                     
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Configure remote console settings

                  	Enable Lights-Out Management user access

                  	Use IPMI with serial over LAN

                  	Recommendation: using IPMI with Lights-Out management

               

            
            
         
      

   
      
         
            
            Remote storage devices

            
            
            
            
               
               
                  
                  You can store Firewall Management
                           											Center backups and reports locally or use one of these remote systems:
                  

                  
                  
                     
                     	
                        
                        Network File System (NFS)

                        
                     

                     
                     	
                        
                        Server Message Block (SMB)/Common Internet File System (CIFS)

                        
                     

                     
                     	
                        
                        Secure Shell Filesystem (SSHFS)

                        
                     

                     
                  

                  
               
               
               
                  Remote storage device characteristics

                  
                  
                  You can switch among the storage systems (NFS, SMB, SSHFS) at any time. However, the system does not retain the previous configuration
                     settings for these storage types when you switch between them. You must re-enter the configuration details whenever you change
                     to a different storage system.
                  

                  
                  
                  You cannot send backups to one remote system and reports to another. However, you can send either backups or reports to a
                     remote system and store the other on the Firewall Management
                           											Center. 
                  

                  
                  
                     
                        	
                           Tip

                        
                        	
                           
                              
                              After configuring and selecting remote storage, you can switch back to local storage only if you have not increased the connection
                                 database limit. Refer to Database.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Configure local storage

                  	Configure NFS for remote storage

                  	Configure SMB for remote storage

                  	Configure SSH for remote storage

               

            
            
         
      

   
      
         
            
            SNMP

            
            
            
               
               
                  
                  Simple Network Management Protocol (SNMP) is a network management protocol that:

                  
                  
                     
                     	
                        
                        enables polling to access the standard management information base (MIB) for system details,

                        
                     

                     
                     	
                        
                        supports SNMP protocol versions 1, 2, and 3, and

                        
                     

                     
                     	
                        
                        provides information such as contact, administrative, location, and service information; IP addressing and routing information;
                           and transmission protocol usage statistics.
                        

                        
                     

                     
                  

                  
               
               
               
                  SNMP polling reference information

                  
                  
                  Your network management system can access information in the MIBs through SNMP polling without sending SNMP traps.

                  
                  
                     
                     	
                        
                        SNMPv2 only supports read-only communities.

                        
                     

                     
                     	
                        
                        SNMPv3 only supports read-only users and supports encryption with AES128.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              When selecting SNMP versions, SNMPv2 only supports read-only communities and SNMPv3 only supports read-only users. SNMPv3
                                 also supports encryption with AES128.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
            
            
            
            
            
               
                  	Configure SNMP polling

               

            
            
         
      

   
      
         
            
            Session timeouts

            
            
            
               
               
                  
                  A session timeout is a security feature that

                  
                  
                     
                     	
                        
                        automatically ends idle login sessions,

                        
                     

                     
                     	
                        
                        reduces security risks from unattended sessions, and

                        
                     

                     
                     	
                        
                        allows configuration of idle time thresholds for user logins.

                        
                     

                     
                  

                  
               
               
               
                  Session timeout configuration options

                  
                  
                  You can configure session timeouts to control how long a user’s login session remains active during periods of inactivity.

                  
                  
                     
                     	
                        
                        You can exempt specific web interface users from timeout in secure, passive monitoring scenarios.

                        
                     

                     
                     	
                        
                        Users with the Administrator role cannot be exempt from session timeouts, because their accounts pose an increased risk if
                           compromised.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Unattended login sessions may be security risks.

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
            
            
            
            
            
            
               
                  	Configure session timeouts

               

            
            
         
      

   
      
         
            
            Time synchronization

            
            
            
            
               
               
                  
                  A time synchronization is a system operation that

                  
                  
                     
                     	
                        
                        ensures consistent system time across the Secure Firewall Management
                                 											Center and managed devices,
                        

                        
                     

                     
                     	
                        
                        uses Network Time Protocol (NTP) servers to synchronize time securely, and

                        
                     

                     
                     	
                        
                        supports authentication methods such as MD5, SHA-1, or AES-128 CMAC for secure communications.

                        
                     

                     
                  

                  
               
               
               
                  Time synchronization reference information

                  
                  
                  Synchronizing system time is critical for proper operation and security of the Secure Firewall Management
                           											Center and its managed devices. Key points about time synchronization:
                  

                  
                  
                     
                     	
                        
                        Specify NTP servers during initial configuration to establish secure time synchronization.

                        
                     

                     
                     	
                        
                        The Firewall Management
                                 											Center supports secure communications with NTP servers using MD5, SHA-1, or AES-128 CMAC symmetric key authentication.
                        

                        
                     

                     
                     	
                        
                        Configuring connections solely with authenticated NTP servers improves security when environments use a mix of authentication
                           methods or during migration.
                        

                        
                     

                     
                  

                  
                  You can synchronize time using one of these options:

                  
                  
                     
                     	
                        
                        Configure the Firewall Management
                                 											Center to synchronize with an NTP server, or with multiple NTP servers.
                        

                        
                     

                     
                     	
                        
                        Set the time manually and configure the Firewall Management
                                 											Center to serve as an NTP server for managed devices.
                        

                        
                     

                     
                  

                  
                  Time synchronization options and descriptions:

                  
                  
                     
                     	
                        
                        Recommended: Synchronize time on the Firewall Management Center with an NTP server Configure the Firewall Management
                                 											Center to synchronize with NTP servers and link managed devices to the same NTP servers.
                        

                        
                     

                     
                     	
                        
                        Alternatively, set the time manually, configure the Firewall Management
                                 											Center as an NTP server, and link managed devices to that server for synchronization.
                        

                        
                     

                     
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you specified an NTP server for the Firewall Management
                                       											Center during initial configuration, the connection with that NTP server is not secured. You must edit the configuration for that
                                 connection to specify MD5, SHA-1, or AES-128 CMAC keys.
                              

                              
                           

                        
                     

                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              Unintended consequences can occur when time is not synchronized between the Firewall Management
                                       											Center and managed devices.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Time synchronization example

                  
                  
                  For example, configuring the Firewall Management
                           											Center to synchronize with an NTP server ensures all managed devices maintain consistent time, which is critical for logging and
                     security events.
                  

                  
               

               
               
                  Time synchronization counter-example

                  
                  
                  If time is not synchronized, logs and security events may be inconsistent, leading to troubleshooting difficulties and potential
                     security risks.
                  

                  
               
               
               
                  Time synchronization analogy

                  
                  
                  Synchronizing system time is like setting all clocks in a building to the same time, ensuring everyone operates on a consistent
                     schedule.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Synchronize time on the Firewall Management Center with an NTP server

                  	Synchronize time without access to a network NTP server

                  	Restrictions for changing time synchronization settings

               

            
            
         
      

   
      
         
            
            Restrictions for changing time synchronization settings

            
            
            
            
            
               
               
                  
                  
                     
                     Your Firewall Management
                              											Center and its managed devices are heavily dependent on accurate time. The system clock maintains system time. The system clock
                        is set to Universal Coordinated Time (UTC), which is the primary time standard by which the world regulates clocks and time.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Do not attempt to change the system time. Changing the system time zone from UTC is not supported, and doing so will require
                              you to reimage the device to recover from an unsupported state. 
                           

                           
                        

                        
                        	
                           
                           If you configure the Firewall Management
                                    											Center to serve time using NTP, and then later disable it, the NTP service on managed devices still attempts to synchronize time
                              with the Firewall Management
                                    											Center. You must update and redeploy any applicable platform settings policies to establish a new time source.
                           

                           
                        

                        
                        	
                           
                           To change the time manually after configuring the Firewall Management
                                    											Center as an NTP server, disable the NTP option, change the time manually, and then re-enable the NTP option.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            UCAPL/CC compliance

            
            
            
               
               
                  
                  UCAPL/CC compliance is a security requirement that

                  
                  
                     
                     	
                        
                        mandates the use of equipment and software that meet specific security standards,

                        
                     

                     
                     	
                        
                        is established by the U.S. Department of Defense, and

                        
                     

                     
                     	
                        
                        is recognized by global certification organizations.

                        
                     

                     
                  

                  
               
               
               
                  Security certification standards

                  
                  
                  Organizations must ensure their equipment and software comply with security standards for regulatory and operational requirements.

                  
                  For more information about this setting, refer to Security certifications compliance modes.
                  

                  
               
               
            

            
            
         
      

   
      
         
            
            Upgrade configurations

            
            
            
            
               
               
                  
                  An upgrade configuration is a device management setting that

                  
                  
                     
                     	
                        
                        enables generation of a pending configuration changes report after a management center upgrade,

                        
                     

                     
                     	
                        
                        displays policy and device configuration changes pending deployment on managed devices, and

                        
                     

                     
                     	
                        
                        provides access to reports through Notifications and Tasks after the upgrade is complete.
                        

                        
                     

                     
                  

                  
               
               
               
                  Pending configuration changes report views

                  
                  
                  The pending configuration changes report includes these views:

                  
                  
                     
                     	
                        
                        Comparison View: Compares all post-upgrade configuration changes pending deployment on managed devices with the current device configuration.
                        

                        
                     

                     
                     	
                        
                        Advanced View: Uses the CLI to preview the pending configuration changes.
                        

                        
                     

                     
                  

                  
                  For more information about the pending configuration changes report, refer to Deployment Preview in the Cisco Secure Firewall Management
                              												Center Device Configuration
                              									Guide.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Enable post-upgrade report

               

            
            
         
      

   
      
         
            
            Configure user settings

            
            
            
            
               
               
                  
                  Global user configuration settings affect all users on the Firewall Management
                           											Center. Configure these settings on the User Configuration page (System ([image: system gear icon]) > Configuration > User Configuration).
                  

                  
               
               
               
                  
                  
                     
                     
                     
                        
                        	
                           
                           Password Reuse Limit: The number of passwords in a user’s most recent history that cannot be reused. This limit applies to web interface access
                              for all users. For the admin user, this also applies to CLI access. The system maintains separate password lists for web interface and CLI access. If
                              the limit is set to zero (the default), password reuse is unrestricted. Refer to Set a password reuse limit.
                           

                           
                        

                        
                        	
                           
                           Track Successful Logins: The number of days that the system tracks successful logins to the Firewall Management
                                    											Center, per user, per access method (web interface or CLI). When users log in, the system displays their successful login count
                              for the interface being used. When Track Successful Logins is set to zero (the default), the system does not track or report successful login activity. Refer to Track successful logins.
                           

                           
                        

                        
                        	
                           
                           Max Number of Login Failures: The number of times in a row that users can enter incorrect web interface login credentials before the system temporarily
                              blocks the account from access for a configurable time period. If a user continues to attempt logins while the temporary lockout
                              is in force, the system will:
                           

                           
                           
                              
                              	
                                 The system refuses access for that account (even with a valid password) without informing the user that a temporary lockout
                                    is in force.
                                 

                              

                              
                              	
                                 The system continues to increment the failed login count for that account with each login attempt.

                              

                              
                              	
                                 If the user exceeds the Maximum Number of Failed Logins configured for that account on the individual User Configuration page, the account is locked out until an admin user reactivates
                                    it.
                                 

                              

                              
                           

                           
                        

                        
                        	
                           
                           Set Time in Minutes to Temporarily Lockout Users: The duration in minutes for a temporary web interface user lockout if Max Number of Failed Logins is non-zero.
                           

                           
                        

                        
                        
                        	
                           
                           Maximum concurrent connections per IP Address: The number of concurrent web server connections that can be opened from a single
                              IP address at the same time. By default, the maximum concurrent connections per IP address is limited to 50. You can set a
                              maximum limit ranging from 20 to 100.
                           

                           
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       
                                       Increasing the maximum concurrent sessions per IP address can result in performance degradation for the Firewall Management
                                                											Center.
                                       

                                       
                                    

                                 
                              

                           

                           
                        

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Set a password reuse limit

                  	Track successful logins

                  	Enable temporary lockouts

                  	Set the maximum number of concurrent sessions

               

            
            
         
      

   
      
         
            
            VMware tools

            
            
            
            
               
               
                  
                  A VMware Tools suite is a collection of utilities that

                  
                  
                     
                     	
                        
                        enhances performance for virtual machines,

                        
                     

                     
                     	
                        
                        enables full use of convenient features in VMware products, and

                        
                     

                     
                     	
                        
                        supports plugins for Secure Firewall virtual appliances running on VMware.
                        

                        
                     

                     
                  

                  
               
               
               
                  Plugin support for VMware tools

                  
                  
                  VMware Tools supports these plugins for virtual appliances running on VMware:

                  
                  
                     
                     	
                        
                        guestInfo

                        
                     

                     
                     	
                        
                        powerOps

                        
                     

                     
                     	
                        
                        timeSync

                        
                     

                     
                     	
                        
                        vmbackup

                        
                     

                     
                     
                  

                  
                  You can also enable VMware Tools on all supported versions of ESXi.

                  
                  For information on the full functionality of VMware Tools, refer to the VMware website (http://www.vmware.com/).
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Enable VMware Tools on the Secure Firewall Management Center for VMware

               

            
            
         
      

   
      
         
            
            Vulnerability mapping

            
            
            
               
               
                  
                  A vulnerability mapping is a security feature that

                  
                  
                     
                     	
                        
                        automatically maps vulnerabilities to a host IP address for any application protocol traffic received or sent from that address,

                        
                     

                     
                     	
                        
                        requires the server to have an application ID in the discovery event database and the packet header to include a vendor and
                           version, and
                        

                        
                     

                     
                     	
                        
                        allows configuration for associating vulnerabilities with server traffic for servers lacking vendor or version information.

                        
                     

                     
                  

                  
               
               
               
                  Configuration options for vendor and versionless servers

                  
                  
                  You can configure whether the system associates vulnerabilities with server traffic for servers that do not include vendor
                     or version information in their packets.
                  

                  
               
               
               
                  SMTP server vulnerability mapping example

                  
                  
                  For example, a host serves SMTP traffic that does not have a vendor or version in the header. If you enable the SMTP server
                     on the Vulnerability Mapping page of a system configuration, then save that configuration to the Firewall Management
                           											Center managing the device that detects the traffic, all vulnerabilities associated with SMTP servers are added to the host profile
                     for the host.
                  

                  
               

               
               
                  Application protocol detector exclusion

                  
                  
                  Although detectors collect server information and add it to host profiles, the application protocol detectors are not used
                     for vulnerability mapping. You cannot specify a vendor or version for a custom application protocol detector, and you also
                     cannot select the server for vulnerability mapping.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Mapping vulnerabilities for servers

               

            
            
         
      

   
      
         
            
            Chapter 4. Users
            

            
            
               The Firewall Management
                        											Center includes default admin accounts for web and CLI access. This chapter discusses how to create custom user accounts. Refer to Logging into the Management Center for detailed information about logging into the Firewall Management
                           											Center with a user account.

            

            
            
               
                  	CLI users

                  	Guidelines and limitations for user accounts for Firewall Management Center

                  	Requirements and prerequisites for user accounts for Firewall Management Center

                  	Add or edit an internal user

                  	External authentication configuration for Firewall Management Center

                  	SAML Single Sign-On

                  	Custom user roles for the web interface

                  	Troubleshoot LDAP authentication connections

                  	Configure User Preferences

                  	History for Firewall Management Center user accounts

               

            
            
         
      

   
      
         
            
            CLI users

            
            
            
               
               
                  
                  A CLI user is a user account that

                  
                  
                     
                     	
                        
                        can be added as internal users or as external users on a LDAP or RADIUS server,

                        
                     

                     
                     	
                        
                        is maintained separately on each managed device, and

                        
                     

                     
                     	
                        
                        requires separate configuration for access to the Firewall Management
                                 											Center versus managed devices.
                        

                        
                     

                     
                  

                  
               
               
               
                  User account separation

                  
                  
                  When you add a user to the Firewall Management
                           											Center, that user only has access to the Firewall Management
                           											Center; you cannot then use that username to log directly into a managed device. You must separately add a user on the managed device.
                  

                  
               
               
            

            
            
            
               
                  	Internal and external users

                  	Web interface and CLI access

                  	User roles

                  	User passwords

                  	Users and domains

               

            
            
         
      

   
      
         
            
            Internal and external users

            
            
            
               
               
                  
                  Managed devices support two categories of users—internal and external—for user access control.

                  
                  Internal users authenticate through a local database on the device. External users authenticate through LDAP or RADIUS servers
                     when they are not found in the local database. Both user types enable secure access management for network devices.
                  

                  
               
               
               
                  User authentication types

                  
                  
                  Managed devices support these user authentication methods:

                  
                  
                     
                     	
                        
                        Internal user: The device checks a local database for user authentication. 

                        
                     

                     
                     	
                        
                        External user: If the user is not present in the local database, the system queries an external LDAP or RADIUS authentication
                           server.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Web interface and CLI access

            
            
            
            
               
               
                  
                     	
                        Caution

                     
                     	
                        
                           
                           CLI users can access the Linux shell using the expert  command. We strongly recommend that you do not use the Linux shell unless directed by Cisco TAC or provided with explicit
                              instructions in the Firewall Management
                                       											Center documentation. CLI users can obtain sudoers privileges in the Linux shell, which can present a security risk. For system security reasons, we strongly recommend that
                              you: 
                           

                           
                           
                              
                              	
                                 
                                 Restrict the list of external users with CLI access appropriately.

                                 
                              

                              
                              	
                                 
                                 Do not add users directly in the Linux shell. Use only the procedures in this chapter.

                                 
                              

                              
                           

                           
                        

                     
                  

               

               
               
                  
                  
                     
                     The Firewall Management
                              											Center provides access through a web interface, CLI (via console or SSH to the management interface), and Linux shell. For details
                        about management UIs, refer to System user interfaces.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           The Firewall Management
                                    											Center supports two different internal admin users: one for the web interface and another for CLI access. The system initialization process synchronizes the passwords
                              for these two admin accounts initially. However, they are managed separately, and the passwords may diverge after configuration. Refer to the
                              Getting Started Guide for your model for more information on system initialization. To change the password for the web interface admin, use System ([image: system gear icon]) > Users > Users. To change the password for the CLI admin, use the Firewall Management
                                    											Center CLI command configure password . 
                           

                           
                        

                        
                        	
                           
                           Internal users added in the web interface have web interface access only.

                           
                        

                        
                        	
                           
                           External users have web interface access, and you can optionally configure CLI access. 

                           
                        

                        
                        	
                           
                           SSO users have web interface access only. 

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
            
            
            
         
      

   
      
         
            
            User roles

            
            
            
               
               
                  CLI User Role

                  
                  
                  CLI external users on the Firewall Management
                           											Center do not have a user role; they can use all available commands.
                  

                  
               
               
               
                  Web Interface User Roles

                  
                  
                  User privileges are based on the assigned user role. For example, you can grant analysts predefined roles such as Security
                     Analyst and Discovery Admin and reserve the Administrator role for the security administrator managing the device. You can
                     also create custom user roles with access privileges tailored to your organization’s needs.
                  

                  
                  To view the privileges assigned to predefined user roles, click Copy ([image: copy icon]) for a role to make a custom role based on the predefined role. You can then view all of the assigned privileges.
                  

                  
                  
                  
                     View User Role Privileges
                     
                        
                        [image: View User Role Privileges]
                        
                     

                  
                  
                  The Firewall Management
                           											Center includes these predefined user roles: 
                  

                  
                  
                     
                     
                     	Access Admin 

                     
                     	
                        
                        Provides access to access control policy and associated features in the Policies menu. Access Admins cannot deploy policies. 
                        

                        
                     

                     
                     
                     
                     	Administrator 

                     
                     	
                        
                        Administrators have access to everything in the product; their sessions present a higher security risk if compromised, therefore,
                           you cannot make them exempt from login session timeouts.
                        

                        
                        You should limit use of the Administrator role for security reasons.

                        
                     

                     
                     
                     
                     	Discovery Admin 

                     
                     	
                        
                        Provides access to network discovery, application detection, and correlation features in the Policies menu. Discovery Admins cannot deploy policies. 
                        

                        
                     

                     
                     
                     
                     	External Database User (Read Only)

                     
                     	
                        
                        Provides read-only access to the database using an application that supports JDBC SSL connections. For the third-party application
                           to authenticate to the appliance, you must enable database access in the system settings. On the web interface, External Database
                           Users have access only to online help-related options in the Help menu. This role’s function does not involve the web interface. Access is provided only for support and password changes.
                        

                        
                        
                     

                     
                     
                     
                     	Intrusion Admin 

                     
                     	
                        
                        Provides access to all intrusion policy, intrusion rule, and network analysis policy features in the Policies and Objects menus. Intrusion Admins cannot deploy policies. 
                        

                        
                     

                     
                     
                     
                     	Maintenance User 

                     
                     	
                        
                        Provides access to monitoring and maintenance features. Maintenance Users have access to maintenance-related options in the
                           Health and System menus. 
                        

                        
                     

                     
                     
                     
                     	Network Admin 

                     
                     	
                        
                        Provides access to access control, SSL inspection, DNS policy, and identity policy features in the Policies menu, as well as device configuration features in the Devices menus. Network Admins can deploy configuration changes to devices. 
                        

                        
                     

                     
                     
                     
                     	Security Analyst 

                     
                     	
                        
                        Provides access to security event analysis features, and read-only access to health events, in the Overview, Analysis, Health, and System menus. 
                        

                        
                     

                     
                     
                     
                     	Security Analyst (Read Only) 

                     
                     	
                        
                        Provides read-only access to security event analysis features and health event features in the Overview, Analysis, Health, and System menus. 
                        

                        
                        A user with this role can also:

                        
                        
                           
                           	
                              
                              From the health monitor pages for specific devices, generate and download troubleshooting files.

                              
                           

                           
                           	
                              
                              Under user preferences, set file download preferences.

                              
                           

                           
                           	
                              
                              Under user preferences, set the default time window for event views (with the exception of the Audit Log Time Window).
                              

                              
                           

                           
                        

                        
                     

                     
                     
                     
                     	Security Approver 

                     
                     	
                        
                        Provides limited access to access control and associated policies and network discovery policies in the Policies menu. Security Approvers can view and deploy these policies, but cannot make policy changes. 
                        

                        
                     

                     
                     
                     
                     	Threat Intelligence Director (TID) User 

                     
                     	
                        
                        Provides access to Threat Intelligence Director configurations in the Intelligence menu. Threat Intelligence Director (TID) Users can view and configure TID.
                        

                        
                     

                     
                     
                  

                  
                  
               
               
               
            

            
         
      

   
      
         
            
            User passwords

            
            
            
               
               
               
                  
                  This reference describes the rules and requirements for passwords on internal user accounts for the Firewall Management
                           											Center, with Lights-Out Management (LOM) enabled or disabled. Different password requirements apply to externally authenticated
                     accounts and to systems with security certification compliance enabled. Refer to External authentication configuration for Firewall Management Center and Security certifications compliance for more information.
                  

                  
                  During Firewall Management
                           											Center initial configuration, the system requires the admin user to set the account password to comply with strong password requirements. For physical Firewall Management
                           											Centers, the system uses the strong password requirements with LOM enabled. For virtual Firewall Management
                           											Centers, the system uses the strong password requirements with LOM not enabled. The system synchronizes the passwords for the web
                     interface admin and CLI access admin. After initial configuration, the web interface admin can remove the strong password requirement. However, the CLI access admin must always comply with strong password requirements with LOM not enabled.
                  

                  
               
               
               
                  
                  
                     Password requirements for internal user accounts
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              
                           
                           
                           	
                              
                              LOM Not Enabled

                              
                           
                           
                           	
                              
                              LOM Enabled

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Password Strength Checking On

                              
                           
                           
                           	
                              
                              Passwords must include:

                              
                              
                                 
                                 	
                                    
                                    At least eight characters or the number of characters configured for the user by the administrator, whichever is greater.

                                    
                                 

                                 
                                 	
                                    
                                    No more than two consecutively repeating characters

                                    
                                 

                                 
                                 	
                                    
                                    At least one lowercase letter.

                                    
                                 

                                 
                                 	
                                    
                                    At least one uppercase letter.

                                    
                                 

                                 
                                 	
                                    
                                    At least one digit.

                                    
                                 

                                 
                                 	
                                    
                                    At least one special character such as ! @ # * - _ +.

                                    
                                 

                                 
                              

                              
                              The system checks passwords against a special dictionary containing many English words and other character strings that could
                                 be easily cracked with common password hacking techniques.
                              

                              
                           
                           
                           	
                              
                              Passwords must include:

                              
                              
                                 
                                 	
                                    
                                    Between eight and twenty characters (On MC 1000, MC 2500, and MC 4500 the upper limit is 14 characters rather than 20.)

                                    
                                 

                                 
                                 	
                                    
                                    No more than two sequentially repeating characters

                                    
                                 

                                 
                                 	
                                    
                                    At least one lower case letter

                                    
                                 

                                 
                                 	
                                    
                                    At least one upper case letter

                                    
                                 

                                 
                                 	
                                    
                                    At least one digit

                                    
                                 

                                 
                                 	
                                    
                                    At least one special character such as ! @ # * - _ +

                                    
                                 

                                 
                              

                              
                              The rules for special characters are different for each series of physical  Firewall Management
                                       											Centers. Choose special characters only from the list in the final bullet.
                              

                              
                              Do not include the user name in the password.

                              
                              The system checks passwords against a special dictionary of English words and character strings that can be easily cracked
                                 with common password hacking techniques.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Password Strength Checking Off

                              
                           
                           
                           	
                              
                              Passwords must include the minimum number of characters configured for the user by the administrator. (Refer to Add or edit an internal user for more information.)

                              
                           
                           
                           	
                              
                              Passwords must include:

                              
                              
                                 
                                 	
                                    
                                    Between 8 and 20 characters (On MC 1000, MC 2500, and MC 4500 the upper limit is 14 characters rather than 20.)

                                    
                                 

                                 
                                 	
                                    
                                    Characters from at least three of the four categories:

                                    
                                    
                                       
                                       	
                                          
                                          Uppercase letters

                                          
                                       

                                       
                                       	
                                          
                                          Lowercase letters

                                          
                                       

                                       
                                       	
                                          
                                          Digits

                                          
                                       

                                       
                                       	
                                          
                                          Special characters such as ! @ # * - _ +

                                          
                                       

                                       
                                    

                                    
                                 

                                 
                              

                              
                              The rules for special characters vary between different series of physical Firewall Management
                                       											Centers. Use only the special characters from the permitted list.
                              

                              
                              Do not include the user name in the password.

                              
                           
                           
                        

                        
                     
                  

                  
               
               
               
            

            
            
            
         
      

   
      
         
            
            Users and domains

            
            
            
               
               
                  
                  A user account is an access entity that

                  
                  
                     
                     	
                        
                        can be created in any domain where Administrator access is assigned

                        
                     

                     
                     	
                        
                        is only visible in the domain in which it is created, and

                        
                     

                     
                     	
                        
                        can have different privileges and roles in ancestor and descendant domains.

                        
                     

                     
                  

                  
               
               
               
                  User roles and domain management

                  
                  
                  Users can have different privileges in each domain, and user roles can be assigned in
                     both ancestor and descendant domains.
                  

                  
                  
                     
                     	
                        
                        Assign read-only privileges to a user in the Global domain.

                        
                     

                     
                     	
                        
                        Assign Administrator privileges in a descendant domain.

                        
                     

                     
                  

                  
                  
                     User roles per domain
                     
                        
                        [image: User Roles Per Domain]
                        
                     

                  
                  
               
               
               
                  User visibility in domains

                  
                  
                  Users are only visible in the domain in which they are created. If a user is added in
                     the current domain but assigned a user role in a subdomain, the user will only show
                     on the current domain's Users page.
                  

                  
                  
                     Global domain users
                     
                        
                        [image: Global Domain Users]
                        
                     

                  
                  
                  
                     Subdomain users
                     
                        
                        [image: Subdomain Users]
                        
                     

                  
                  
               
               
               
                  User login procedures

                  Users added from the Global domain
                     log in with just their username, even if their roles are only in a subdomain.
                  

                  
                     User login when added in global
                     
                        
                        [image: User Login When Added in Global]
                        
                     

                   log into the Firewall Management
                        											Center with the subdomain or subdomains as part of the login name, depending on which domain
                  their user was added from:
                  subdomain1\subdomain2\username.
                  You do not need to enter the Global parent domain.
                  
                     Global domain user login
                     
                        
                        [image: Admin User Domain at Login]
                        
                     

                  
                  When you log in, you are placed in the domain where your username was added.
                     For example, the admin user defaults to the Global domain.
                  

                  
                     User domain at login
                     
                        
                        [image: User Domain at Login]
                        
                     

                  
                  After you log in, click the down arrow to change to a subdomain.

                  
                     Change to a subdomain
                     
                        
                        [image: Change to a Subdomain]
                        
                     

                  
               
               
               
                  User account examples in domains

                  
                  
                  For example, from the Global domain, you add user leaf and assign a role for Leaf1. Because the user was added from the Global domain, it is visible from the Global domain. If you change domains to Leaf1, you cannot view the user leaf, but you can view the user test, which was added directly from the Leaf1 subdomain.
                  

                  
               

               
            

            
            
            
            
         
      

   
      
         
            
            External authentication configuration for Firewall Management
                     											Center

            
            
            
            
               
               
                  
                  An external authentication configuration is a security setup that

                  
                  
                     
                     	
                        
                        adds one or more external authentication objects,

                        
                     

                     
                     	
                        
                        enables users to authenticate through external identity providers, and

                        
                     

                     
                     	
                        
                        replaces local credential authentication with external authentication.

                        
                     

                     
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	External authentication objects for Firewall Management Center

                  	Add an LDAP external authentication object for the Firewall Management Center

                  	Add a RADIUS external authentication object for Firewall Management Center

                  	Enable external authentication for users on the Firewall Management Center

                  	Configure common access card authentication with LDAP

               

            
            
         
      

   
      
         
            
            External authentication objects for Firewall Management
                     											Center

            
            
            
               
               
                  
                  An external authentication object is a security configuration element that

                  
                  
                     
                     	
                        
                        enables the Firewall Management
                                 											Center to verify user credentials with LDAP or RADIUS servers,
                        

                        
                     

                     
                     	
                        
                        supports multiple objects for web interface access, allowing users from any configured object to authenticate, and

                        
                     

                     
                     	
                        
                        restricts CLI access to a single external authentication object, permitting authentication only through the first object in
                           the list.
                        

                        
                     

                     
                  

                  
               
               
               
                  
                  External authentication objects can be used by the Firewall Management
                           											Center and Firewall Threat Defense devices. You can either share the same object across different devices or create distinct objects for each device type.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The timeout range is different for the Firewall Threat Defense and the Firewall Management
                                       											Center, so if you share an object, be sure not to exceed the Firewall Threat Defense's smaller timeout range (1 to 30 seconds for LDAP, and 1 to 300 seconds for RADIUS). If you set the timeout to a higher value,
                                 the Firewall Threat Defense external authentication configuration will not work.
                              

                              
                           

                        
                     

                  

                  
                  For the Firewall Management
                           											Center, enable the external authentication objects directly on the System ([image: system gear icon]) > Users > External Authentication tab. This setting affects only Firewall Management
                           											Center usage. You do not need to enable it on this tab for managed device usage. For Firewall Threat Defense devices, enable the external authentication object in the platform settings that you deploy to the devices.
                  

                  
                  Define web interface users and CLI users separately in the external authentication object. For RADIUS, pre-configure the list
                     of CLI usernames in the object. For LDAP, set up a filter on the LDAP server to match CLI users.
                  

                  
                  You cannot use an LDAP object for CLI access if that object is also configured for CAC authentication.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Users with CLI access can gain Linux shell access with the expert  command. Linux shell users can obtain root privileges. This access creates a security risk. Make sure you:
                              

                              
                              
                                 
                                 	
                                    
                                    Restrict the list of users with CLI or Linux shell access.

                                    
                                 

                                 
                                 	
                                    
                                    Do not create Linux shell users.

                                    
                                 

                                 
                              

                              
                              
                           

                        
                     

                  

                  
               
               
               
                  
                  If you have five external authentication objects configured for web interface access, users from any of them can be authenticated
                     to access the web interface. For CLI access, only the first external authentication object in the list is used for authentication.
                  

                  
               

               
               
                  
                  You cannot use an LDAP object for CLI access if it is also configured for CAC authentication.

                  
               
               
               
                  
                  An external authentication object functions as a control point, permitting access only to users with valid credentials from
                     specified sources.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	LDAP

                  	RADIUS

               

            
            
         
      

   
      
         
            
            LDAP

            
            
            
            
               
               
                  
                  The Lightweight Directory Access Protocol (LDAP) is a directory service protocol that allows you to set up a directory on
                     your network that organizes objects, such as user credentials, in a centralized location. Multiple applications can then access
                     those credentials and the information used to describe them. If you ever need to change a user's credentials, you can change
                     them in one place.
                  

                  
               
               
               
                  LDAP binding information

                  
                  
                   Microsoft has announced that Active Directory servers will start enforcing LDAP binding and LDAP signing in 2020. Microsoft
                     is making these a requirement because when using default settings, an elevation of privilege vulnerability exists in Microsoft
                     Windows that could allow a man-in-the-middle attacker to successfully forward an authentication request to a Windows LDAP
                     server. For more information, refer to 2020 LDAP channel binding and LDAP signing requirement for Windows on the Microsoft support site.
                  

                  
                  If you have not done so already, we recommend you start using TLS/SSL encryption to authenticate with an
                     Active Directory server.
                  

                  
               
               
            

            
         
      

   
      
         
            
            RADIUS

            
            
            
            
               
               
                  
                  RADIUS is a network authentication protocol that

                  
               
               
               
                  
                  
                     
                     	
                        
                        provides centralized authentication and authorization for network access,

                        
                     

                     
                     	
                        
                        operates using client-server architecture for user credential verification, and

                        
                     

                     
                     	
                        
                        supports accounting functions to track user sessions and network usage.

                        
                     

                     
                  

                  
               
               
               
                  
                  Remote Authentication Dial In User Service (RADIUS) is an authentication protocol used to authenticate, authorize, and account
                     for user access to network resources. You can create an authentication object for any RADIUS server that conforms to RFC 2865.
                  

                  
                  Secure Firewall devices support the use of SecurID tokens. When you configure authentication by a server using SecurID, users authenticated
                     against that server append the SecurID token to the end of their SecurID PIN and use that as their password when they log
                     in. You do not need to configure anything extra on the Secure Firewall device to support SecurID.
                  

                  
                  By default, RADIUS uses port 1812 for authentication and port 1813 for accounting.

                  
                  If you change the RADIUS authentication port, the RADIUS accounting port changes accordingly. Ensure that the Firewall Management
                           											Center can connect to the RADIUS server on the new accounting port; otherwise, authentication delays may occur.
                  

                  
                  Although you cannot configure RADIUS accounting parameters, the Firewall Threat Defense uses port 1813 for RADIUS accounting on the same server used for authentication. If
                     the RADIUS server is unreachable on port 1813, it can cause delays in logging in.
                  

                  
               
               
            

            
         
      

   
      
         
            
            SAML Single Sign-On

            
            
            
               
               
                  
                  SAML Single Sign-On (SSO) is a centralized authentication system that

                  
                  
                     
                     	
                        
                        enables a central identity provider (IdP) to provide authentication and authorization for users logging into the Firewall Management
                                 											Center and other applications within an organization,
                        

                        
                     

                     
                     	
                        
                        allows applications configured to participate in the SSO arrangement to function as federated service provider applications,
                           and
                        

                        
                     

                     
                     	
                        
                        permits SSO users to log in once to gain access to all service provider applications that are members of the same federation.

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	SAML SSO features

                  	Enable SSO at the Firewall Management Center

                  	Configure SSO with Okta

                  	Configure SSO with OneLogin

                  	Configure SSO with Azure AD

                  	Configure Single Sign-On with PingID

                  	Configure Single Sign-On with Any SAML 2.0-Compliant SSO Provider

               

            
            
         
      

   
      
         
            
            SAML SSO features

            
            
            
               
               
                  
                  A SAML SSO feature is an authentication and authorization mechanism that

                  
                  
                     
                     	
                        
                        redirects users to an identity provider for authentication instead of entering credentials on the management center login
                           page,
                        

                        
                     

                     
                     	
                        
                        uses the browser as an intermediary for communication between the management center and the identity provider, and

                        
                     

                     
                     	
                        
                        does not require a direct network connection between the management center and the identity provider.

                        
                     

                     
                  

                  
               
               
               
                  
                  You can use any provider that supports the Security Assertion Markup Language (SAML) 2.0 standard for authentication and authorization
                     with the management center. In a multi-tenant management center, you can assign SAML users to specific subdomains. You can
                     only configure this at the global domain level.
                  

                  
                  You can configure these SSO providers in the management center web interface:

                  
                  
                     
                     	
                        
                        Okta

                        
                     

                     
                     	
                        
                        OneLogin

                        
                     

                     
                     	
                        
                        Azure

                        
                     

                     
                     	
                        
                        PingID's PingOne for Customers cloud solution

                        
                     

                     
                     	
                        
                        Other

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 
                                    
                                    	
                                       
                                       If your identity provider requires the service provider’s signature on authentication requests, SSO fails because the management
                                          center cannot sign SAML authentication requests.
                                       

                                       
                                    

                                    
                                    	
                                       
                                       The Cisco Secure Sign On SSO product does not recognize the Firewall Management
                                                											Center as a pre-integrated service provider.
                                       

                                       
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  
                  A user clicks the SSO link on the management center login page, is redirected to the identity provider for authentication,
                     and upon successful authentication, is redirected back to the management center web interface and logged in.
                  

                  
               

               
               
                  
                  If the identity provider requires a signed authentication request and the management center cannot provide it, SSO fails and
                     users cannot log in using SAML single sign-on.
                  

                  
               
               
               
                  
                  Using SAML single sign-on is like using a passport to access multiple countries. The identity provider acts as the passport
                     authority, so you do not have to present separate credentials.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Guidelines for SSO configuration on Firewall Management Center

                  	SSO user accounts

                  	User role mappings for SSO users

               

            
            
         
      

   
      
         
            
            Guidelines for SSO configuration on Firewall Management
                     											Center

            
            
            
            
            
               
               
                  
                  
                     Restrictions for SSO provider configuration

                  

                  
                  
                     
                     The Firewall Management
                              											Center can support SSO with only one SSO provider at a time. You cannot configure the Firewall Management
                              											Center to use multiple SSO providers, such as both Okta and OneLogin, simultaneously.
                     

                     
                  

                  
               

               
               
                  
                  
                     SSO configuration in high availability deployments

                  

                  
                  
                     
                     Firewall Management
                              											CenterFirewall Management
                              											Centers in a high availability configuration can support SSO, but you must address several considerations.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           SSO configuration does not synchronize between members of a high availability pair. Configure SSO separately for each member.

                           
                        

                        
                        	
                           
                           Both Firewall Management
                                    											Centers in a high availability pair must use the same IdP for SSO. Configure a service provider application at the IdP for each
                              Firewall Management
                                    											Center configured for SSO.
                           

                           
                        

                        
                        	
                           
                           Before a user can use SSO to access the secondary Firewall Management
                                    											Center for the first time, the user must first use SSO to log into the primary Firewall Management
                                    											Center at least once.
                           

                           
                        

                        
                        	
                           
                           When configuring SSO for Firewall Management
                                    											Centers in a high availability pair:
                           

                           
                           
                              
                              	
                                 
                                 If you configure SSO on the primary Firewall Management
                                          											Center, you do not need to configure SSO on the secondary Firewall Management
                                          											Center.
                                 

                                 
                              

                              
                              	
                                 
                                 If you configure SSO on the secondary Firewall Management
                                          											Center, you are required to configure SSO on the primary Firewall Management
                                          											Center as well. SSO users must log into the primary Firewall Management
                                          											Center at least once before logging into the secondary Firewall Management
                                          											Center.
                                 

                                 
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     SSO configuration in multi-tenancy environments

                  

                  
                  
                     
                     In a Firewall Management
                              											Center that uses multi-tenancy, the SSO configuration can be applied only at the global domain level. That configuration applies
                        to the global domain and all subdomains.
                     

                     
                  

                  
               

               
               
                  
                  
                     SSO configuration permissions and limitations

                  

                  
                  
                     
                     
                        
                        	
                           
                           Only users with the Admin role authenticated internally or by LDAP or RADIUS can configure SSO.

                           
                        

                        
                        	
                           
                           The Firewall Management
                                    											Center does not support SSO initiated from the IdP.
                           

                           
                        

                        
                        	
                           
                           The Firewall Management
                                    											Center does not support logging in with CAC credentials for SSO accounts.
                           

                           
                        

                        
                        	
                           
                           Do not configure SSO in deployments using CC mode.

                           
                        

                        
                        	
                           
                           View SSO activity in the Firewall Management
                                    											Center audit log. The Subsystem field shows whether an activity was Login or Logout.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
            
            
            
            
               Related Information
High availability

                  Domains

                  Log into the Secure Firewall Management Center with CAC credentials

                  Security certifications compliance

                  Audit records

               

            
            
         
      

   
      
         
            
            SSO user accounts

            
            
            
               
               
                  
                  An SSO user account is an identity management entity that

                  
                  
                     
                     	
                        
                        has its username and password established at the identity provider (IdP)

                        
                     

                     
                     	
                        
                        does not appear on the Firewall Management
                                 											Center web interface Users page until the first login, and
                        

                        
                     

                     
                     	
                        
                        can have certain account characteristics configured from the management center web interface.

                        
                     

                     
                  

                  
               
               
               
                  Account configuration options

                  
                  
                  You can configure users and groups directly in the identity provider, or import them from user management applications such
                     as Active Directory, RADIUS, or LDAP.
                  

                  
                  This documentation explains how to configure the Firewall Management
                           											Center to work with the IdP to support SSO. It assumes that IdP users and groups are already established. To configure an IdP to
                     support users and groups from other user management applications, consult the IdP vendor documentation.
                  

                  
                  Most account characteristics for SSO users, including the user name and password, are established at the IdP.

                  
                  SSO accounts do not appear on the Firewall Management
                           											Center web interface Users page until those accounts log in the first time.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              The system requires that user names for SSO accounts as well as the NameID attribute the IdP sends to the Firewall Management
                                       											Center during the SAML login process must be both be valid email addresses. Many IdP's automatically use the username of the user
                                 trying to logon as the NameID attribute, but you should confirm this is the case for your IdP. Keep this in mind when configuring
                                 a service provider application at your IdP and creating IdP user accounts that are to be granted SSO access to the Firewall Management
                                       											Center.
                              

                              			
                           

                        
                     

                  

                  
                  This account characteristic for SSO users can be configured from the Firewall Management
                           											Center web interface under System ([image: system gear icon]) > Users and click the Edit User:
                  

                  
                  
                     
                     	
                        
                        Real Name

                        
                     

                     
                     	
                        
                        Exempt from Browser Session Timeout

                        
                     

                     
                  

                  
               
               
               
                  SSO user account example

                  
                  
                  For example, an SSO user account is created at the IdP and appears in the management center web interface only after the user
                     logs in for the first time. The Real Name and Exempt from Browser Session Timeout options can be configured in the Edit User
                     dialog.
                  

                  
               

               
               
                  Non-SSO user account

                  
                  
                  A local user account created directly in the management center web interface is not an SSO user account and does not rely
                     on the IdP for establishment.
                  

                  
               
               
            

            
            
         
      

   
      
         
            
            User role mappings for SSO users

            
            
            
               
               
                  
                  A user role mapping is an access control configuration that

                  
                  
                     
                     	
                        
                        associates an IdP role with one or more Firewall Management
                                 											Center roles, allowing access to one or more domains using the Group Member Attribute Value

                        
                     

                     
                     	
                        
                        coordinates configuration settings between the Firewall Management
                                 											Center and the SSO IdP application, and
                        

                        
                     

                     
                     	
                        
                        assigns user roles to users or groups defined at the IdP application, based on role attribute values and expressions.

                        
                     

                     
                  

                  
               
               
               
                  Role attribute configuration for SSO user mappings

                  
                  
                  In user role mapping, the IdP sets a role attribute for the Firewall Management
                           											Center service provider application. Each user or group with access to that Firewall Management
                           											Center is configured with a string or expression for the role attribute. Attribute value requirements depend on the IdP you use.
                  

                  
                  At the Firewall Management
                           											Center, the name of the role attribute and the list of expressions assigned to Firewall Management
                           											Center user roles are part of the SSO configuration. When a user logs in to the Firewall Management
                           											Center using SSO, the Firewall Management
                           											Center compares the value of the user's role attribute or the group's attribute (depending on configuration) to the expressions
                     for each Firewall Management
                           											Center user role. If the values match, you receive all roles that correspond to the matching expressions.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You can configure Firewall Management
                                       											Center roles to be mapped based on individual user permissions or based on group permissions, but a single Firewall Management
                                       											Center application cannot support role mapping for both groups and individual users.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Default role assignment for SSO users

                  
                  
                  By default, all users who are given SSO access to a Firewall Management
                           											Center are assigned the Security Analyst (Read Only) role. You can change this default, as well as override it for specific SSO
                     users or groups using user role mapping.
                  

                  
               

               
            

            
            
            
            
         
      

   
      
         
            
            Okta IdP user role mappings

            
            
            
               
               
                  
                  An Okta IdP user role mapping is an SSO configuration method that

                  
                  
                     
                     	
                        
                        assigns user roles based on individual user or group permissions in the Okta Classic UI Admin Console

                        
                     

                     
                     	
                        
                        compares user or group attribute values from Okta with regular expressions assigned to each Firewall Management
                                 											Center user role, and
                        

                        
                     

                     
                     	
                        
                        grants all matching roles to the user, or a default role if no match is found.

                        
                     

                     
                  

                  
               
               
               
                  User role mapping configuration details

                  
                  
                  You can configure SSO user role mapping at the Okta Classic UI Admin Console based on individual user permissions or group
                     permissions.
                  

                  
                  You can set up this mapping in two ways.

                  
                  
                     
                     	
                        
                        To map based on individual user permissions, refer to Configure a User Attribute for Role Mapping at the Okta IdP.
                        

                        
                     

                     
                     	
                        
                        To map based on group permissions, refer to Configure a group attribute for role mapping at the Okta IdP.
                        

                        
                     

                     
                  

                  
                  When an SSO user logs in to the Firewall Management
                           											Center, Okta presents a user or group role attribute value configured at the Okta IdP, to the Firewall Management
                           											Center. The Firewall Management
                              											Center compares that attribute value with the regular expressions assigned to each Firewall Management
                              											Center user role in the SSO configuration, and grants the user all the roles for which a match is found.. If no match is found, the Firewall Management
                           											Center grants the user a configurable default user role. The expression you assign to each Firewall Management
                              											Center user role must comply with the restricted version of Google's RE2 regular expression standard supported by Golang and Perl.
                        The Firewall Management
                              											Center treats the attribute value received from Okta as a regular expression using that same standard for purposes of comparison
                        with the Firewall Management
                              											Center user role expressions.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              A single Firewall Management
                                       											Center cannot support role mapping for both groups and individual users; you must choose one mapping method for the Firewall Management
                                       											Center service provider application and use it consistently. Furthermore, the Firewall Management
                                       											Center can support group role mapping using only one group attribute statement per Firewall Management
                                       											Center service provider application configured in Okta. Generally group-based role mapping is more efficient for a Firewall Management
                                       											Center with many users. You should take into account user and group definitions established throughout your Okta org.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
               
                  	Configure a User Attribute for Role Mapping at the Okta IdP

                  	Configure a group attribute for role mapping at the Okta IdP

               

            
            
         
      

   
      
         
            
            Configure User Role Mapping at the OneLogin IdP

            
            
               
               You can configure SSO user role mapping at the Onelogin Admin portal based on individual permissions or based on group permissions.

               
               
                  	
                      To map based on individual user permissions, see Configure User Role Mapping for Individual Users at the OneLogin IdP.
                     

                  

                  	
                      To map based on group permissions, see Configure User Role Mapping for Groups at the OneLogin IdP.
                     

                  

               

               
               When an SSO user logs into the Firewall Management
                        											Center, OneLogin presents to the Firewall Management
                        											Center a user or group role attribute value that gets its value from a custom user field configured at the OneLogin IdP. The Firewall Management
                           											Center compares that attribute value against the regular expressions assigned to each Firewall Management
                           											Center user role in the SSO configuration, and grants the user all the roles for which a match is found.. . (If no match is found, the Firewall Management
                        											Center grants the user a configurable default user role.) The expression you assign to each Firewall Management
                           											Center user role must comply with the restricted version of Google's RE2 regular expression standard supported by Golang and Perl.
                     The Firewall Management
                           											Center treats the attribute value received from Okta as a regular expression using that same standard for purposes of comparison
                     with the Firewall Management
                           											Center user role expressions.

               
               
                  
                     	
                        Note

                     
                     	
                        
                           
                           A single Firewall Management
                                    											Center cannot support role mapping for both groups and individual users; you must choose one mapping method for the Firewall Management
                                    											Center service provider application and use it consistently. The Firewall Management
                                    											Center can support role mapping using only one custom user field configured in OneLogin. Generally group-based role mapping is more
                              efficient for a Firewall Management
                                    											Center with many users. You should take into account user and group definitions established throughout your OneLogin subdomain.
                           

                           
                        

                     
                  

               

               
            

            
            
               
                  	Configure User Role Mapping for Individual Users at the OneLogin IdP

                  	Configure User Role Mapping for Groups at the OneLogin IdP

               

            
            
         
      

   
      
         
            
            Azure IdP user role mappings

            
            
            
               
               
                  
                  An Azure IdP user role mapping is a configuration method that assigns user or group role attribute values from application
                     roles in the Azure AD portal. This mapping also determines user access by comparing attribute values with regular expressions
                     assigned to each Firewall Management
                           											Center user role in the SSO configuration.
                  

                  
               
               
               
                  User role mapping configuration options

                  
                  
                  You can configure SSO user role mapping at the Azure AD portal based on individual user permissions or group permissions.

                  
                  Choose one of these mapping methods:

                  
                  
                     
                     	
                        
                        To map based on individual user permissions, refer to Configure User Role Mapping for Individual Users at the Azure IdP.
                        

                        
                     

                     
                     	
                        
                        To map based on group permissions, refer to Configure User Role Mapping for Groups at the Azure IdP.
                        

                        
                     

                     
                  

                  
                  During SSO login, Azure presents a user or group role attribute value from an application role configured at the Azure AD
                     portal to the Firewall Management
                           											Center. The Firewall Management
                           											Center compares that attribute value with the regular expressions assigned to each Firewall Management
                           											Center user role in the SSO configuration and grants the user all the roles for which a match is found. If no match is found, the
                     Firewall Management
                           											Center grants the user a configurable default user role. The regular expression assigned to each Firewall Management
                           											Center user role must comply with the restricted version of Google's RE2 standard, which is supported by Golang and Perl. The Firewall Management
                           											Center treats the attribute value received from Okta as a regular expression using that standard when comparing it against Firewall Management
                           											Center user role expressions.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              A single Firewall Management
                                       											Center cannot support role mapping for both groups and individual users; you must choose one mapping method for the Firewall Management
                                       											Center service provider application and use it consistently. The Firewall Management
                                       											Center can support role mapping using one claim configured in Azure. Generally, group-based role mapping is more efficient for a
                                 Firewall Management
                                       											Center that has many users. Consider user and group definitions established in your Azure tenant when making this decision.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
               
                  	Configure User Role Mapping for Individual Users at the Azure IdP

                  	Configure User Role Mapping for Groups at the Azure IdP

               

            
            
         
      

   
      
         
            
            Custom user roles for the web interface

            
            
            
               
               
                  
                  A custom user role is a user access configuration that

                  
                  
                     
                     	
                        
                        assigns specific permissions to each user account

                        
                     

                     
                     	
                        
                        enables management of user roles for web interface access, and

                        
                     

                     
                     	
                        
                        allows configuration of custom roles beyond default user roles.

                        
                     

                     
                  

                  
               
               
               
                  Web interface user role reference information

                  
                  
                  Each user account must be defined with a user role. For default user roles, refer to User roles.
                  

                  
               
               
            

            
            
            
            
            
            
               
                  	Create Custom User Roles

                  	Deactivate User Roles

                  	Enable user role escalation

               

            
            
         
      

   
      
         
            Configure User Preferences

            
               Depending on your user role, you can specify certain preferences for your user account.

               In a multidomain deployment, user preferences apply to all domains where your account has access. When specifying home page
                  and dashboard preferences, keep in mind that certain pages and dashboard widgets are constrained by domain. 
               

            

            
            
               
                  	Change your password

                  	Change an expired password

                  	Change the web interface appearance

                  	Specify your home page

                  	Configure event view settings

                  	Set your default time zone

                  	Specify your default dashboard

                  	Configure How-To settings

               

            
            
         
      

   
      
         
            
            Default workflows

            
            
            
               
               
                  
                  A default workflow is a predefined workflow that

                  
                  
                     
                     	
                        
                        is configured by the appliance for each event type

                        
                     

                     
                     	
                        
                        determines which workflow is displayed when viewing events of a specific type, and

                        
                     

                     
                     	
                        
                        can be changed based on user role permissions.

                        
                     

                     
                  

                  
               
               
               
                  Default workflow configuration and behavior

                  
                  
                  The appliance provides a default workflow for each event type. This workflow defines how event data is presented to you.

                  
                  
                     
                     	
                        
                        Each event type has at least one predefined workflow.

                        
                     

                     
                     	
                        
                        For intrusion events, you see the Events by Priority and Classification workflow by default.

                        
                     

                     
                     	
                        
                        When you view intrusion events, the appliance automatically displays the default workflow.

                        
                     

                     
                  

                  
                  You can change the default workflow for each event type. However, your user role determines whether you can configure these
                     defaults. If you are an intrusion event analyst, you cannot set default discovery event workflows.
                  

                  
               
               
               
                  Default workflow example

                  
                  
                  For example, as a Security Analyst, you can choose among ten different intrusion event workflows, each presenting intrusion
                     event data differently. The appliance displays the Events by Priority and Classification workflow by default when you view
                     intrusion events.
                  

                  
               

               
            

            
            
            
            
         
      

   
      
         
            
            Chapter 5. Domains
            

            
            
            
               
               These topics describe how to manage multitenancy using domains:
               
            

            
            
            
            
            
            
               
                  	Multitenancy using domains

                  	Requirements and prerequisites for domains

                  	Manage domains

                  	Create new domains

                  	Move data between domains

                  	Move devices between domains

                  	History for domain management

               

               Related Information
Guidelines for SSO configuration on Firewall Management Center

               

            
            
         
      

   
      
         
            
            Multitenancy using domains

            
            
            
               
               
                  
                  Multitenancy using domains is a segmentation approach that

                  
                  
                     
                     	
                        
                        segments user access to managed devices, configurations, and events,

                        
                     

                     
                     	
                        
                        allows creation of up to 100 subdomains under a top-level Global domain in two or three levels, and

                        
                     

                     
                     	
                        
                        requires users to log into a single domain called the current domain.

                        
                     

                     
                  

                  
               
               
               
                  Domain hierarchy and access control

                  
                  
                  The Firewall Management
                           											Center allows you to implement multitenancy using domains. When you log into the Firewall Management
                           											Center, you log into a single domain, called the current domain. Depending on your user account, you may be able to switch to other domains.  You can create up to 100 subdomains under a
                     top-level Global domain, in two or three levels. 
                  

                  
                  When you log into the Firewall Management
                           											Center, you log into a single domain, referred to as the current domain. Depending on your user account, you may be able to switch to other domains. 
                  

                  
                  In addition to any restrictions imposed by your user role, your current domain level can also limit your ability to modify
                     various configurations. The Firewall Management
                           											Center limits most management tasks, like system software updates, to the Global domain.
                  

                  
                  The Firewall Management
                           											Center limits other tasks to leaf domains, which are domains with no subdomains. For example, you must associate each managed device with a leaf domain, and perform
                     device management tasks from the context of that leaf domain. Note that each device can only belong to a single domain.
                  

                  
                  Each leaf domain builds its own network map, based on the discovery data collected by that leaf domain's devices. Events reported
                     by a managed device (connection, intrusion, malware, and so on) are also associated with the device's leaf domain.
                  

                  
                  
                  Domain deployment levels include:

                  
                  
                     
                     	
                        
                        One domain level: Global - If you do not configure multitenancy, all devices, configurations, and events belong to the Global domain, which in this
                           scenario is also a leaf domain. Except for domain management, the system hides domain-specific configurations and analysis
                           options until you add subdomains.
                        

                        
                     

                     
                     	
                        
                        Two domain levels: Global and second-level - In a two-level multidomain deployment, the Global domain has direct descendant domains only. For example, a managed security
                           service provider (MSSP) can use a single Firewall Management
                                 											Center to manage network security for multiple customers.
                        

                        
                     

                     
                     	
                        
                        Three domain levels: Global, second-level, and third-level - In a three-level multidomain deployment, the Global domain has subdomains, at least one of which has its own subdomain.
                        

                        
                     

                     
                  

                  
               
               
               
                  Two-level domain deployment scenario

                  
                  
                  In a two-level multidomain deployment for an MSSP managing multiple customers:

                  
                  
                     
                     	
                        
                        Administrators at the MSSP logging into the Global domain cannot view or edit customers' deployments. They must log into the
                           respective second-level named subdomains to manage the customers' deployment.
                        

                        
                     

                     
                     	
                        
                        Administrators for each customer can log into second-level named subdomains to manage only the devices, configurations, and
                           events applicable to their organizations. These local administrators cannot view or affect the deployments of other customers
                           of the MSSP.
                        

                        
                     

                     
                  

                  
               

               
               
                  Three-level domain deployment scenario

                  
                  
                  In a three-level multidomain deployment where an MSSP customer wants to separately manage edge and internal network devices:

                  
                  
                     
                     	
                        
                        Administrators for the customer logging into the second-level subdomain cannot view or edit the customer's edge network deployments.
                           They must log into the respective leaf domain to manage the devices deployed on the network edge.
                        

                        
                     

                     
                     	
                        
                        Administrators for the customer's edge network can log into a third-level (leaf) domain to manage only the devices, configurations,
                           and events applicable to devices deployed on the network edge. Similarly, administrators for the customer's internal network
                           can log into a different third-level domain to manage internal devices, configurations, and events. Edge and internal administrators
                           cannot view each other's deployment.
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              In the Firewall Management
                                       											Center that uses multi-tenancy, SSO configuration can be applied only at the global domain level, and applies to the global domain
                                 and all subdomains.
                              

                              
                           

                        
                     

                  

                  
                  
               
               
            

            
            
            
               
                  	Domains terminology

                  	Domain properties

               

               Related Information
SAML Single Sign-On

               

            
            
         
      

   
      
         
            Chapter 6. Updates
            

            
            

            
            
               
                  	Product upgrades

                  	Content updates

                  	Requirements and prerequisites for content updates

                  	Guidelines and limitations for content updates

                  	Vulnerability database (VDB) updates

                  	Geolocation database (GeoDB) updates

                  	Intrusion rule updates

                  	Intrusion rule update logs

                  	Maintain your air-gapped deployment

                  	History for content updates

               

            
            
         
      

   
      
         
            
            
            Content updates

            
            
            
            
               
               The system can obtain content updates from the internet. We recommend you schedule or
                  enable automatic content updates whenever possible. Some updates are auto-enabled by the
                  initial setup process or when you enable the related feature. After initial setup, we
                  recommend you review all auto-updates and adjust them if necessary.
               

               
               
                  Content updates
                  
                     
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Component

                           
                        
                        
                        	
                           
                           Description 

                           
                        
                        
                        	
                           
                           Details

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           Vulnerability database (VDB) 

                           
                        
                        
                        	
                           
                           The Cisco vulnerability database (VDB) is a database of known
                              vulnerabilities to which hosts may be susceptible, as well as fingerprints for operating
                              systems, clients, and applications. The system uses the VDB to help determine whether a
                              particular host increases your risk of compromise. 
                           

                           
                        
                        
                        	
                           
                           Schedule: As a scheduled task.
                           

                           
                           
                           Uninstall: Starting with VDB 357, you
                              can install any VDB as far back as the baseline VDB for the Firewall Management
                                    											Center.
                           

                           
                           See:
                              Vulnerability database (VDB) updates

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Geolocation database (GeoDB) 

                           
                        
                        
                        	
                           
                           The Cisco geolocation database (GeoDB) maps IP
                              addresses to countries/continents.
                           

                           
                        
                        
                        	
                           
                           Schedule: From its own update page.
                           

                           
                           Uninstall: No.
                           

                           
                           See:
                              Geolocation database (GeoDB) updates

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Intrusion rules (SRU/LSP)

                           
                        
                        
                        	
                           
                           Intrusion rule updates provide new and updated
                              intrusion rules and preprocessor rules, modified states for existing
                              rules, and modified default intrusion policy settings.
                           

                           
                           Rule updates may also delete rules, provide new rule categories and
                              default variables, and modify default variable values.
                           

                           
                        
                        
                        	
                           
                           Schedule: From its own update page.
                           

                           
                           Uninstall: No.
                           

                           
                           See:
                              Intrusion rule updates

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Security Intelligence feeds

                           
                        
                        
                        	
                           
                           Security Intelligence feeds are collections of IP addresses, domain
                              names, and URLs that you can use to quickly filter traffic that
                              matches an entry.
                           

                           
                        
                        
                        	
                           
                           Schedule: From the object manager. 
                           

                           
                           Uninstall: No.
                           

                           
                           
                           
                           See:
                              Cisco Secure Firewall Management
                                       												Center Device Configuration
                                       									Guide
                              
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           URL categories and reputations

                           
                        
                        
                        	
                           
                           URL filtering allows you to control access to websites based on the
                              URL’s general classification (category) and risk level
                              (reputation).
                           

                           
                        
                        
                        	
                           
                           Schedule: When you configure integrations/cloud services, or
                              as a scheduled task. 
                           

                           
                           Uninstall: No.
                           

                           
                           
                           
                           See:
                              Cisco Secure Firewall Management
                                       												Center Device Configuration
                                       									Guide
                              
                           

                           
                        
                        
                     

                     
                  
               

               
            

            
         
      

   
      
         
            Guidelines and limitations for content updates

            
            
               
               
                  Release notes

                  
                  
                  We recommend you read any release notes or advisory text that accompanies a content
                     update. These provide critical and release-specific information, including
                     compatibility, prerequisites, new capabilities, behavior changes, and warnings. 
                  

                  
               
               
               
                  Scheduled updates

                  
                  
                  Review scheduled updates to be sure they occur when you intend. The system schedules
                     tasks — including updates — in UTC. This means that when they occur locally depends
                     on the date and your specific location. Also, because updates are scheduled in UTC,
                     they do not adjust for Daylight Saving Time, summer time, or any such seasonal
                     adjustments that you may observe in your location. If you are affected, scheduled
                     updates occur one hour "later" in the summer than in the winter, according to local
                     time.
                  

                  
               
            

         
      

   
      
         
            
            Vulnerability database (VDB) updates

            
            
            
               
               The Cisco vulnerability database (VDB) is a database of known
                  vulnerabilities to which hosts may be susceptible, as well as fingerprints for operating
                  systems, clients, and applications. The system uses the VDB to help determine whether a
                  particular host increases your risk of compromise. 
               

               
               Cisco issues periodic updates to the VDB. The time it takes to update the VDB and its associated mappings on the Firewall Management
                        											Center depends on the number of hosts in your network map. As a rule of thumb, divide the number of hosts by 1000 to determine the
                  approximate number of minutes to perform the update.
               

               
               The initial setup
                     on the Firewall Management
                           											Center automatically downloads and installs the latest VDB from Cisco as a one-time
                     operation. It also schedules a weekly task to download the latest available
                     software updates, which includes the latest VDB. We recommend you review this
                     weekly task and adjust if necessary. Optionally, schedule a new weekly task to
                     actually update the VDB and deploy configurations. For more information, see Scheduling.
               

               
               
               
               For VDB 343+, all application detector information is available through Cisco Secure
                     Firewall Application Detectors. This site includes a searchable database of
                  application detectors. The release notes provide information on changes for a particular
                  VDB release. 
               

               
               
            

            
            
            
               
                  	Schedule VDB updates

                  	Manually update the VDB

               

            
            
         
      

   
      
         
            
            Schedule VDB updates

            
            
            
            
               
               
               If your Firewall Management
                        											Center has internet access, we recommend you schedule regular VDB updates. See Scheduling.
               

               
               
            

            
         
      

   
      
         
            	
            	
            Geolocation database (GeoDB) updates

            	
            	
            	
            
               		
               
                  			
                  The geolocation database (GeoDB) is a database that you can leverage to view and filter traffic based on geographical location.
                     We issue periodic updates to the GeoDB, and you must regularly update the GeoDB to have accurate geolocation information.
                     As part of the initial
                        					configuration, the system schedules weekly GeoDB updates.
                        					We recommend you review this task and make changes if necessary, as described in
                        				
                     				Schedule GeoDB updates.
                  

                  			
                  A GeoDB update overrides any previous versions. The Firewall Management
                           											Center automatically updates its managed devices, and unless
                     				the update adds new countries (this is rare) you do not need to redeploy. You can
                     				see your current version on the GeoDB update page
                        					and on Help  ([image: help icon]) > About.
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              We
                                    no longer provide the geolocation IP
                                    package, which contained contextual data associated with
                                    routable IP addresses. This saves disk space and does not affect
                                    geolocation rules or traffic handling in any way. Any contextual
                                    data is now stale, and upgrading to most later versions deletes
                                    the IP package. Options to download
                                       the IP package or view contextual data have no effect,
                                    and are removed in later versions.

                              			
                           

                        
                     

                  

                  		
               
               		
               	
            

            
            
            
               
                  	Schedule GeoDB updates

                  	Manually update the GeoDB

               

            
            
         
      

   
      
         
            Intrusion rule updates

            	
            
               		
               As new vulnerabilities become known, the Talos Intelligence Group releases intrusion rule updates. These updates affect intrusion rules, preprocessor
                  			rules, and the policies that use the
                  			rules. Intrusion rule updates
                  			are cumulative and we recommend you keep the system up to date. You cannot import an
                  			intrusion rule update that either matches or predates the version of the currently
                  			installed rules.
               

               An intrusion rule update may provide: 

               
                  	 
                     		  
                     New and modified rules and rule states—Rule updates provide new and updated intrusion and preprocessor rules. For new rules, the rule state may be different in
                        each system-provided intrusion policy. For example, a new rule may be enabled in the Security over Connectivity intrusion
                        policy and disabled in the Connectivity over Security intrusion policy. Rule updates may also change the default state of
                        existing rules, or delete existing rules entirely. 
                     
 
                     		
                  

                  	 
                     		  
                     New rule categories—Rule updates may include new rule categories, which are always added. 
                     
 
                     		
                  

                  	 
                     		  
                     Modified preprocessor and advanced
                           						settings—Rule updates may change the advanced settings in the
                        					system-provided intrusion policies and the preprocessor settings in
                        					system-provided network analysis policies. They can also update default values
                        					for the advanced preprocessing and performance options in your access control
                        					policies. 
                     
 
                     		
                  

                  	 
                     		  
                     New and modified variables—Rule updates may modify default values for existing default variables, but do not override your changes. New variables are
                        always added. 
                     
 
                     		
                  

               

               In a multidomain deployment, you can import local intrusion rules
                  			in any domain, but you can import intrusion rule updates from Talos in the Global domain only. 
               

               
                  Understanding when intrusion rule updates modify policies
 
                  		 
                  		
                  Intrusion rule updates can affect both system-provided and custom network
                     				analysis policies, as well as all access control policies:
                  
 
                  		
                  
                     	 
                        			 
                        System provided—Changes to system-provided network analysis and
                           						intrusion policies, as well as any changes to advanced access control
                           						settings, automatically take effect when you re-deploy the policies after
                           						the update.
                        
 
                        		  
                     

                     	 
                        			 
                        Custom—Because every custom network
                           						analysis and intrusion policy uses a system-provided policy as its base, or
                           						as the eventual base in a policy chain, rule updates can affect custom
                           						network analysis and intrusion policies. However, you can prevent rule
                           						updates from automatically making those changes. This allows you to update
                           						system-provided base policies manually, on a schedule independent of rule
                           						update imports. Regardless of your choice (implemented on a
                           						per-custom-policy basis), updates to system-provided policies do not
                           						override any settings you customized.
                        
 
                        		  
                     

                  
 
                  		
                  Note that importing a rule update discards all cached changes to network
                     				analysis and intrusion policies. For your convenience, the Rule Updates page lists
                     				policies with cached changes and the users who made those changes.
                  
 
                  	 
               
               
                  Deploying intrusion rule updates
 
                  		 
                  		
                  For changes made by an intrusion rule update to take effect, you must
                     				redeploy configurations. When importing a rule update, you can configure the system
                     				to automatically redeploy to affected devices. This approach is especially useful if
                     				you allow the intrusion rule update to modify system-provided base intrusion
                     				policies.
                  

                  			
                  
                     
                        	
                           Caution

                        
                        	
                           
                              				
                              Although a rule update by itself does not restart the Snort process when you
                                 					deploy, other changes you have made may. Restarting Snort briefly interrupts
                                 					traffic flow and inspection on all devices, including those configured for high
                                 					availability/scalability. Interface configurations determine whether traffic
                                 					drops or passes without inspection during the interruption. When you deploy
                                 					without restarting Snort, resource demands may result in a small number of
                                 					packets dropping without inspection.
                              

                              			
                           

                        
                     

                  
 
                  	 
               
               
                  Recurring intrusion rule updates

                  			
                  			
                  As part of the initial configuration, the system
                        					schedules daily intrusion rule updates. We recommend you review this task and
                        					make changes if necessary, as described in 
                     				Schedule intrusion rule updates. You may want to change the frequency, or enable
                     				automatic deploy after rule imports. For high
                        					availability Firewall Management
                              											Centers, you only need to import the update on the active unit.

                  		
               
               
                  Importing local intrusion rules
 
                  		 
                  		
                  A local intrusion rule is a custom standard text rule that you import
                     				from a local machine as a plain text file with ASCII or UTF-8 encoding. You can
                     				create local rules using the instructions in the Snort users manual, which is
                     				available at http://www.snort.org.
                  
 
                  		
                  In a multidomain deployment, you can import local intrusion
                     				rules in any domain. You can view local intrusion rules imported in the current
                     				domain and ancestor domains.
                  
 
                  	 
               
            

            
            
               
                  	Schedule intrusion rule updates

                  	Manually update intrusion rules

                  	Best practices for importing local intrusion rules

                  	Import local intrusion rules

               

            
            
         
      

   
      
         
            Chapter 7. Licenses
            

            
               This chapter provides in-depth information about the different license types, service
                  subscriptions, licensing requirements and more.
               

            

            
            
               
                  	Licenses

                  	Prerequisites for licensing

                  	Create a Cisco account

                  	Create a smart account and add licenses

                  	Configure Smart Licensing

                  	Specific License Reservation

                  	Additional information about licensing

                  	History for licenses

               

            
            
         
      

   
      
         
            
            Licenses

            
            
            
            
               
               
                  
                  Cisco Smart Licensing is a flexible licensing model that provides you with an easier, faster, and more consistent way to purchase
                     and manage software across the Cisco portfolio and across your organization. And it’s secure—you control what users can access.
                     With Smart Licensing you get: 
                  

                  
                  
                     
                     	
                        
                        Easy Activation: Smart Licensing establishes a pool of software licenses that can be used across the entire organization—no more PAKs (Product
                           Activation Keys). 
                        

                        
                     

                     
                     	
                        
                        Unified Management: Cisco License Central provides a complete view into all of your Cisco products and services in an easy-to-use portal, so
                           you always know what you have and what you are using.
                        

                        
                     

                     
                     	
                        
                        License Flexibility: Your software is not node-locked to your hardware, so you can easily use and transfer licenses as needed.
                        

                        
                     

                     
                  

                  
                  To use Smart Licensing, you must first set up a Smart Account on Cisco License Central.

                  
                  For a more detailed overview on Cisco Licensing, visit the Licensing Hub.
                  

                  
               
               
            

            
            
            
               
                  	Smart Software Manager and accounts

                  	Licensing options for air-gapped deployments

                  	Licensing for Management Center and devices

                  	Periodic communications with the Smart Software Manager

                  	Evaluation mode

                  	Out-of-compliance state

                  	Unregistered state

                  	End-user license agreement

                  	License types and restrictions

               

            
            
         
      

   
      
         
            
            Smart Software Manager and accounts

            
            
            
            
               
               
                  
                  When you purchase one or more licenses, you manage them in the Smart Software Manager: https://software.cisco.com/#module/SmartLicensing. The Smart Software Manager lets you create a primary account for your organization. If you do not yet have an account, click
                     the link to set up a new account. For instructions, refer to Create a Cisco Account.
                  

                  
               
               
               
                  
                  By default, your licenses are assigned to the Default Virtual Account under your primary account. As the account administrator,
                     you can create additional virtual accounts; for example, for regions, departments, or subsidiaries. Multiple virtual accounts
                     help you manage large numbers of licenses and devices.
                  

                  
                  You manage licenses by virtual account. Only that virtual account's devices can use the licenses assigned to the account.
                     If you need additional licenses, you can transfer an unused license from another virtual account. You can also transfer devices
                     between virtual accounts.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Licensing for Management Center and devices

            
            
            
               
               
                  
                  The Firewall Management
                           											Center registers with the Smart Software Manager, and then assigns licenses for each managed device. Devices do not register directly
                     with the Smart Software Manager.
                  

                  
                  A physical Firewall Management
                           											Center does not require a license for its own use. The Firewall Management Center Virtual does require a platform license.

                  
               
               
            

            
         
      

   
      
         
            
            Periodic communications with the Smart Software Manager

            
            
            
               
               
                  
                  You use a Product Instance Registration Token to register the Firewall Management
                           											Center with the Smart Software Manager. The Smart Software Manager issues an ID certificate for communication between the Firewall Management
                           											Center and the Smart Software Manager. This certificate is valid for one year, although it will be renewed every six months. If
                     an ID certificate expires (after a year with no communication), the Firewall Management
                           											Center may be removed from your account.
                  

                  
               
               
               
                  
                  The Firewall Management
                           											Center communicates with the Smart Software Manager on a periodic basis. If you make changes in the Smart Software Manager, you
                     can refresh the authorization on the Firewall Management
                           											Center so the changes immediately take effect. You also can wait for the Firewall Management
                           											Center to communicate as scheduled. Your Firewall Management
                           											Center must either have direct internet access to the Smart Software Manager, or use one of the options described in Licensing options for air-gapped deployments. 
                  

                  
                  In non-airgapped deployments, normal license communication occurs every 30 days. With the grace period, your Firewall Management
                           											Center will operate for up to 90 days without contacting the Smart Software Manager. Ensure that the Firewall Management
                           											Center contacts the Smart Software Manager within 90 days, or the Firewall Management
                           											Center will revert to an unregistered state.
                  

                  
                  If your device is unable to communicate due to network issues, it continues working for up to 90 days. Once communication
                     resumes and the ID certificate is validated, license entitlement is restored.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Evaluation mode

            
            
            
               
               
                  
                  Evaluation mode is a temporary license that

                  
                  
                     
                     	
                        
                        operates for 90 days before the Firewall Management
                                 											Center registers with the Smart Software Manager,
                        

                        
                     

                     
                     	
                        
                        allows you to assign feature licenses to managed devices while they remain in compliance for the duration of evaluation mode,
                           and
                        

                        
                     

                     
                     	
                        
                        ends when the Firewall Management
                                 											Center becomes unregistered after the 90-day period expires.
                        

                        
                     

                     
                  

                  
               
               
               
                  
                  If you register the Firewall Management
                           											Center with the Smart Software Manager, the evaluation mode ends. If you later deregister the Firewall Management
                           											Center, you cannot resume evaluation mode, even if you did not initially use all 90 days.
                  

                  
                  For more information about the unregistered state, refer to Unregistered state.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You cannot receive an evaluation license for Strong Encryption (3DES/AES); you must register with the Smart Software Manager
                                 to receive the export-compliance token that enables the Strong Encryption (3DES/AES) license.
                              

                              
                           

                        
                     

                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The Talos certificate for Evaluation Mode in Secure Firewall Version 7.6.0 is set to expire on March 31, 2025. After this
                                 date, access to Talos-hosted services in Evaluation Mode (specifically those related to web reputation/ categorization lookups)
                                 will be discontinued.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Out-of-compliance state

            
            
            
               
               
                  
                  The Firewall Management
                           											Center can become out of compliance in these situations: 
                  

                  
               
               
               
                  
                  
                     
                     	
                        
                        Over-utilization—When the managed devices or the Firewall Management Center Virtual uses unavailable licenses.
                        

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    Even if one license is unavailable for a device, the Firewall Management
                                             											Center will be in the Out-of-Compliance state. Deployment of all configurations will work. For example, you have two Malware licenses and three managed devices.
                                       All three devices will be in the Out-of-Compliance state, and Malware feature will not work. This behavior is applicable for all licenses.
                                    

                                    
                                 

                              
                           

                        

                        
                     

                     
                     	
                        
                        License expiration—When a managed device term-based license expires.

                        
                     

                     
                  

                  
                  In an out-of-compliance state, these effects occur:

                  
                  
                     
                     	
                        
                        Firewall Management Center
                              										Virtual platform license—Operation is not affected.
                        

                        
                     

                     
                     
                     	
                        
                        All  managed device licenses—Operation is not affected.

                        
                     

                     
                  

                  
                  After you resolve the licensing problem, the Firewall Management
                           											Center will show that it is now in compliance after its regularly scheduled authorization with the Smart Software Manager. To force
                     an authorization, click Re-Authorize on the System ([image: system gear icon]) > Licenses > Smart Licenses page.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Unregistered state

            
            
            
               
               
                  
                  The Firewall Management
                           											Center can become unregistered in these situations:
                  

                  
               
               
               
                  
                  The Firewall Management
                           											Center can become unregistered in these situations:
                  

                  
                  
                     
                     	
                        
                        Evaluation mode expiration—Evaluation mode expires after 90 days.

                        
                     

                     
                     	
                        
                        Manual deregistration of the Firewall Management
                                 											Center

                        
                     

                     
                     	
                        
                        Lack of communication with the Smart Software Manager—The Firewall Management
                                 											Center does not communicate with the Smart Software Manager for 1 year. Note: After 90 days, the Firewall Management
                                 											Center authorization expires, but it can successfully resume communication within one year to automatically re-authorize. After
                           a year, the ID certificate expires, and the Firewall Management
                                 											Center is removed from your account so you will have to manually re-register the Firewall Management
                                 											Center.
                        

                        
                     

                     
                  

                  
                  In an unregistered state, the Firewall Management
                           											Center cannot deploy any configuration changes to devices for features that require licenses. 
                  

                  
               
               
            

            
         
      

   
      
         
            
            End-user license agreement

            
            
            
               
               
                  
                  The Cisco end-user license agreement (EULA) and any applicable supplemental agreement (SEULA) that governs your use of this
                     product are available from http://www.cisco.com/go/softwareterms.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Prerequisites for licensing in high availability, clustering, and multi-instance

            
            
            
               
               
                  
                  
                     
                     This section describes the licensing requirements for High Availability (for device High Availability and also Firewall Management Center Virtual High Availability), clustering, and multi-instance deployments.
                     

                     
                  

                  
               

               
               
                  
                  
                     
                     
                  

                  
               

               
            

            
            
            
               
                  	Licensing for Firewall Management Center high availability

                  	License requirements for Firewall Threat Defense device high availability

                  	License for device clusters

                  	Licensing for multi-instance deployments

               

            
            
         
      

   
      
         
            
            Licensing for Firewall Management
                     											Center high availability
            

            
            
            
               
               
                  
                  
                     
                     Ensure proper licensing is configured before implementing Firewall Management
                              											Center high availability. 
                     

                     
                  

                  
               

               
               
                  License assignment examples for high availability configurations

                  
                  
                  Example: If you want to enable advanced malware protection for two devices managed by a Firewall Management
                           											Center pair, buy two Malware Defense licenses and two TM subscriptions, register the active Firewall Management
                           											Center with the Smart Software Manager, then assign the licenses to the two devices on the active Firewall Management
                           											Center.
                  

                  
               

               
               
                  Hardware management center license requirements

                  
                  
                  No special license is required for hardware Firewall Management
                           											Centers in a high availability pair.
                  

                  
               
               
               
                  Virtual management center license requirements

                  
                  
                  You need two identically licensed Firewall Management Center Virtuals. Firewall Management Center Virtual requires an individual license for each device it manages.
                  

                  
                  Each registered device in a Firewall Management Center Virtual high availability pair must have its own license. Although only the active FMC registers with Smart Software Manager at any time, entitlement usage accounts for both Firewall Management Center Virtuals in the high availability pair.
                  

                  
                  Entitlement calculation for Firewall Management Center Virtual high availability pairs is as follows:
                  

                  
                  
                     Firewall Management Center Virtual entitlement = Number of Firewall Management Center Virtual peers in the high availability pair x Number of managed devices 
                  

                  
                  In Specific License Reservation deployments, only the primary Firewall Management
                           											Center requires a Specific License Reservation.
                  

                  
                  Example: For the Firewall Management Center Virtual high availability pair managing 2 devices, you can use:
                  

                  
                  
                     
                     	
                        
                        Two (2) Firewall Management Center Virtual entitlements
                        

                        
                     

                     
                     	
                        
                        2 device licenses

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    Firepower MCv Device Licenses seen on Smart Software Manager is 4
                                    

                                    
                                 

                              
                           

                        

                        
                     

                     
                  

                  
                  Example: For two Firewall Management Center Virtual high availability pair managing 2 devices each, you can use:
                  

                  
                  
                     
                     	
                        
                        Four (4) Firewall Management Center Virtual entitlements
                        

                        
                     

                     
                     	
                        
                        4 device licenses

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    Firepower MCv Device Licenses seen on Smart Software Manager is 8
                                    

                                    
                                 

                              
                           

                        

                        
                     

                     
                  

                  
                  If you break the high availability pair, the Firewall Management Center Virtual entitlements associated with the secondary Firewall Management Center Virtual are released. (In the example, you would then have two standalone Firewall Management Center Virtual devices.)
                  

                  
               
               
            

            
         
      

   
      
         
            
            Configure Smart Licensing

            
            
            
               
               
                  
                  This section describes how to use Smart Licensing using the Smart Software Manager or the Smart Software Manager On-Prem.
                     To use Specific License Reservation, see Specific License Reservation.

                  
               
               
            

            
            
            
               
                  	Register the Firewall Management Center for Smart Licensing

                  	Enable the export control feature for accounts without global permission

                  	Assign licenses to devices

                  	Manage Smart Licensing

               

            
            
         
      

   
      
         
            
            Register the Firewall Management
                     											Center for Smart Licensing
            

            
            
            
               
               
                  
                  You can register the Firewall Management
                           											Center directly to the Smart Software Manager over the internet, or when using an air-gapped network, with the Smart Software Manager
                     On-Prem.
                  

                  
               
               
            

            
            
            
               
                  	Register the Firewall Management Center with the Smart Software Manager

                  	Register the Firewall Management Center with the Smart Software Manager On-Prem

               

            
            
         
      

   
      
         
            
            Assign licenses to devices

            
            
            
            
               
               
                  
                  You can assign most licenses when you register a device to the Firewall Management
                           											Center. You can also assign licenses per device, or for multiple devices.
                  

                  
               
               
            

            
            
            
               
                  	Assign licenses to a single device

                  	Assign licenses to multiple managed devices

               

            
            
         
      

   
      
         
            
            Manage Smart Licensing

            
            
            
               
               
                  
                  This section describes how to manage Smart Licensing.

                  
               
               
            

            
            
            
               
                  	Deregister the Firewall Management Center

                  	Synchronize or reauthorize the Firewall Management Center

                  	Monitor Smart License status

                  	Monitor Smart Licensing

                  	Troubleshoot Smart Licensing

               

            
            
         
      

   
      
         
            
            Specific License Reservation

            
            
            
            
               
               
                  
                  If you cannot have or do not want direct communications between the Firewall Management
                           											Center and the Smart Software Manager or the Smart Software Manager On-Prem, use Specific License Reservation. Specific License Reservation uses the same licenses as regular Smart Licensing.
                  

                  
               
               
               
                  Configuration process

                  
                  
                  To configure Specific License Reservation, you will generate a request code on the Firewall Management
                           											Center, access the Smart Software Manager with your browser, enter the request code to obtain an authorization code, then
                     return the authorization code to the Firewall Management
                           											Center.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Various names are used at Cisco for Specific License Reservation. These include SLR,
                                 SPLR, PLR, and Permanent License Reservation. These terms may also be used at Cisco
                                 to refer to similar but not necessarily identical licensing models.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
               
                  	Prerequisites for Specific License Reservation

                  	Verify that your smart account is ready to deploy Specific License Reservation

                  	Enable the Specific Licensing menu option

                  	Enter the Specific License Reservation authorization code into the Firewall Management Center

                  	Assign specific licenses to managed devices

                  	Manage specific license reservation

               

            
            
         
      

   
      
         
            
            Manage specific license reservation

            
            
            
               
               
                  
                  This section describes how to manage Specific License Reservation.

                  
               
               
            

            
            
            
               
                  	Maintain your Specific License Reservation deployment

                  	Update a Specific License Reservation

                  	Deactivate and return the Specific License Reservation

                  	Monitor Specific License Reservation status

                  	Troubleshoot Specific License Reservation

               

            
            
         
      

   
      
         
            Chapter 8. High availability
            

            
            
               The following topics describe how to configure Active/Standby high availability of Cisco Secure Firewall Management
                        											Centers:
               

            

            
            
               
                  	High availability in Firewall Management Center

                  	Requirements for Firewall Management Center high availability

                  	Prerequisites for Firewall Management Center high availability

                  	Establish high availability for Firewall Management Center

                  	View Firewall Management Center high availability status

                  	Configure synchronization of configurations on Firewall Management Center high availability pairs

                  	Recommendation: Configure external access to the Firewall Management Center database only on the active peer

                  	Resolve device registration using CLI in Firewall Management Center high availability

                  	Switch peer roles in the Firewall Management Center high availability pair

                  	Pause communication between paired Firewall Management Centers

                  	Restart communication between paired Firewall Management Centers

                  	Change the IP address of the Firewall Management Center in a high availability pair

                  	Disable Firewall Management Center high availability

                  	Replace Firewall Management Centers in a high availability pair

                  	Restore management center in a high-availability pair (no hardware failure)

                  	History for Firewall Management Center high availability

               

               Related Information
Guidelines for SSO configuration on Firewall Management Center

               

            
            
         
      

   
      
         
            
            High availability in Firewall Management
                     											Center

            
            
            
            
               
               
                  
                  A high availability pair in Firewall Management
                           											Center is a redundancy feature that
                  

                  
                  
                     
                     	
                        
                        designates redundant Firewall Management
                                 											Centers to manage devices
                        

                        
                     

                     
                     	
                        
                        supports Active/Standby roles. One appliance is active and manages devices, while the standby unit does not actively manage
                           devices, and
                        

                        
                     

                     
                     	
                        
                        enables event data streaming from managed devices to both units, enabling uninterrupted monitoring if one fails.

                        
                     

                     
                  

                  
               
               
               
                  High availability reference information

                  
                  
                  High availability in Firewall Management
                           											Center allows configuration of a secondary unit to take over the functionality of a primary unit if the primary fails. When the
                     primary fails, you must promote the secondary to become the active unit.
                  

                  
                  Event data streams from managed devices to both units in the high availability pair. If one unit fails, you can monitor your
                     network without interruption using the other unit.
                  

                  
                  Firewall Management
                           											Centers configured as a high availability pair do not need to be on the same trusted management network, nor do they have to be
                     in the same geographic location.
                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              Because the system restricts some functionality to the active Firewall Management
                                       											Center, if that appliance fails, you must promote the standby Firewall Management
                                       											Center to active.
                              

                              
                           

                        
                     

                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Triggering a switchover on Firewall Management
                                       											Center immediately after a successful change deployment can lead to preview configuration not working on the new active Firewall Management
                                       											Center. This does not impact policy deploy functionality. It is recommended to trigger a switchover on the Firewall Management
                                       											Center after the necessary sync is completed.
                              

                              
                              Similarly, when Firewall Management
                                       											Center HA synchronization is in degraded state, triggering a switchover or changing roles could cause Firewall Management
                                       											Center HA to damage the database, which may result in catastrophic failure. We recommend that you immediately contact Cisco Technical
                                 Assistance Center (TAC) for further assistance to resolve this issue.
                              

                              
                              This HA synchronization can end up in degraded state due to various reasons. The Replace Firewall Management Centers in a high availability pair section in this chapter covers some of the failure scenarios and the subsequent procedure to fix the issue. If the reason
                                 or scenario of degraded state matches to the scenarios explained, follow the steps to fix the issue. For other reasons, we
                                 recommend that you contact TAC.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Remote access VPN high availability

                  
                  
                  If the primary device has Remote Access VPN configuration with an identity certificate enrolled using a CertEnrollment object,
                     the secondary device must have an identity certificate enrolled using the same CertEnrollment object. The CertEnrollment object
                     can have different values for the primary and secondary devices due to device-specific overrides. The limitation is only that
                     the same CertEnrollment object is enrolled on the two devices before high availability formation.
                  

                  
               
               
               
                  SNMP behavior in Firewall Management
                           											Center high availability
                  

                  
                  
                  
                  In an SNMP-configured HA pair, when you deploy an alert policy, the active Firewall Management
                           											Center sends the SNMP traps. When the primary Firewall Management
                           											Center fails, the secondary Firewall Management
                           											Center which becomes the active unit starts sending the SNMP traps without the need for any additional configuration.
                  

                  
               
               
               
                  High availability example

                  
                  
                  For example, if the primary Firewall Management
                           											Center fails, you can promote the secondary unit to active and continue managing devices and monitoring events without interruption.
                  

                  
               

               
            

            
            
            
               
                  	Roles and statuses in Firewall Management Center high availability

                  	Event processing on Firewall Management Center high availability pairs

                  	Processing user data during Firewall Management Center failovers

                  	Configuration management on Firewall Management Center high availability pairs

                  	Firewall Management Center high availability behaviors during a backup

                  	Firewall Management Center high availability split-brain

                  	Troubleshoot Firewall Management Center high availability

               

            
            
         
      

   
      
         
            
            Roles and statuses in Firewall Management
                     											Center high availability
            

            
            
            
            
               
               
               
                  Primary and secondary roles

                  
                  
                  When setting up Firewall Management
                           											Centers in a high availability pair, you configure one Firewall Management
                           											Center to be primary and the other as secondary. During configuration, the primary
                     unit's policies are synchronized to the secondary unit. After this synchronization,
                     the primary Firewall Management
                           											Center becomes the active peer, while the secondary Firewall Management
                           											Center becomes the standby peer. The two units act as a single appliance for managed
                     device and policy configuration.
                  

                  
               
               
               
                  Active and standby statuses

                  
                  
                  The main difference between the two Firewall Management
                           											Centers in a high availability pair is whether the peer is active or standby. The active
                     Firewall Management
                           											Center remains fully functional, where you can manage devices and policies.
                     Configuration options are hidden on the standby Firewall Management
                           											Center, and you cannot make any changes.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Event processing on Firewall Management
                     											Center high availability pairs
            

            
            
            
            
               
               
                  
                  An event processing configuration is a high-availability feature that

                  
                  
                     
                     	
                        
                        allows both Firewall Management
                                 											Centers in a high-availability pair to receive events from managed devices
                        

                        
                     

                     
                     	
                        
                        ensures that the appliances do not share management IP addresses, and

                        
                     

                     
                     	
                        
                        provides continuous processing of events without intervention if one Firewall Management
                                 											Center fails.
                        

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	AMP cloud connections and malware information

                  	URL filtering and security intelligence

               

            
            
         
      

   
      
         
            
            AMP cloud connections and malware information

            
            
            
            
               
               
                  
                  AMP cloud connections and malware information are security features that

                  
                  
                     
                     	
                        
                        operate independently for Firewall Management
                                 											Centers in a high availability pair
                        

                        
                     

                     
                     	
                        
                        do not share malware dispositions between paired Firewall Management
                                 											Centers, and
                        

                        
                     

                     
                     	
                        
                        require both primary and secondary Firewall Management
                                 											Centers to have access to the AMP cloud to ensure consistent malware dispositions.
                        

                        
                     

                     
                  

                  
               
               
               
                  AMP cloud connection requirements

                  
                  
                  Both primary and secondary Firewall Management
                           											Centers must have access to the AMP cloud to ensure continuity of operations and consistent malware dispositions.
                  

                  
               
               
            

            
            
            
            
         
      

   
      
         
            
            URL filtering and security intelligence

            
            
            
               
               
               
                  Synchronization of URL filtering information

                  
                  
                  URL filtering and Security Intelligence configurations and information are synchronized between Secure Firewall Management
                           											Centers in a high availability deployment.
                  

                  
                  The primary Secure Firewall Management
                           											Center downloads URL category and reputation data required for Security Intelligence feed updates.
                  

                  
               
               
               
                  Updating Threat Intelligence after primary failure

                  
                  
                  After a primary failure, update threat intelligence data by confirming that the secondary Secure Firewall Management
                           											Center can access the internet and is promoted to active using the web interface.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Processing user data during Firewall Management
                     											Center failovers
            

            
            
            
            
            
            
               
               
                  Summary

                  
                  The key components involved in processing user data during Firewall Management
                           											Center failovers are:
                  

                  
                  
                     
                     	
                        
                        Primary Firewall Management
                                 											Center: The main device responsible for managing user and SGT mappings.
                        

                        
                     

                     
                     	
                        
                        Secondary Firewall Management
                                 											Center: Takes over propagation of mappings when the primary fails.
                        

                        
                     

                     
                     	
                        
                        TS Agent identity source: Provides user-to-IP mappings.

                        
                     

                     
                     	
                        
                        ISE/ISE-PIC identity source: Provides SGT mappings.

                        
                     

                     
                     	
                        
                        Unknown users: Users not yet seen by identity sources.

                        
                     

                     
                  

                  
                  This process ensures continuity of user and SGT mapping propagation during failover events and proper handling of unknown
                     users after downtime.
                  

                  
               

               
               
                  Workflow

                  
                  The process of handling user data during failover involves these stages:

                  
                  
                     
                     	
                        Primary Firewall Management
                              											Center fails.
                        
                     

                     
                     	
                        The secondary Firewall Management
                              											Center propagates user-to-IP mappings from the TS Agent identity source. It also sends SGT mappings from the ISE or ISE-PIC identity
                        source to managed devices.
                        Users not yet seen by identity sources are identified as Unknown.
                        
                     

                     
                     	
                        After downtime, Unknown users are re-identified and processed according to the rules in the identity policy.
                        
                     

                     
                  

                  
               

               
            

            
            
            
            
            
         
      

   
      
         
            
            Configuration management on Firewall Management
                     											Center high availability pairs
            

            
            
            
               
               
                  
                  Configuration management on Firewall Management
                           											Center high availability pairs is a deployment feature that
                  

                  
                  
                     
                     	
                        
                        allows only the active Firewall Management
                                 											Center to manage devices and apply policies
                        

                        
                     

                     
                     	
                        
                        keeps both Firewall Management
                                 											Centers continuously synchronized, and
                        

                        
                     

                     
                     	
                        
                        requires you to manually promote the standby appliance to active when the current active appliance fails.

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Firewall Management Center high availability disaster recovery

                  	Configure single sign-on for high availability pairs

               

            
            
         
      

   
      
         
            
            Firewall Management
                     											Center high availability disaster recovery
            

            
            
            
            
               
               
                  
                  A Firewall Management
                           											Center high availability disaster recovery is a failover mechanism that requires manual switchover between primary and secondary
                     Firewall Management
                           											Center units.
                  

                  
               
               
               
                  Manual switchover in disaster recovery

                  
                  
                  Manual switchover is required when a disaster recovery situation occurs in a high availability pair.

                  
                  
                     
                     	
                        
                        When the primary Firewall Management
                                 											Center, FMC1, fails, use the web interface of the secondary Firewall Management
                                 											Center, FMC2, to switch peers.
                        

                        
                     

                     
                     	
                        
                        This process is applicable if either the primary or secondary unit fails.

                        
                     

                     
                  

                  
                  For more information, see Switch peer roles in the Firewall Management Center high availability pair.
                  

                  
                  For restoring a failed unit, see Replace Firewall Management Centers in a high availability pair.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Configure single sign-on for high availability pairs

            
            
            
            
               
               
                  
                  
                     
                     Firewall Management
                              											Centers in a high availability configuration can support Single Sign-On, but you must keep these considerations in mind:
                     

                     
                     
                        
                        	
                           
                           SSO configuration is not synchronized between the members of the high availability pair. Configure SSO separately on each
                              member.
                           

                           
                        

                        
                        	
                           
                           Both Firewall Management
                                    											Centers in a high availability pair must use the same identity provider (IdP) for SSO. Configure a service provider application
                              at the IdP for each  Firewall Management
                                    											Center for SSO.
                           

                           
                        

                        
                        	
                           
                           In a high availability pair of Firewall Management
                                    											Centers where both support SSO, you must log in to the primary Firewall Management
                                    											Center for the first time. 
                           

                           
                        

                        
                        	
                           
                           When configuring SSO for Firewall Management
                                    											Centers in a high availability pair:
                           

                           
                           
                              
                              	
                                 
                                 If you configure SSO on the primary Firewall Management
                                          											Center, you are not required to configure SSO on the secondary Firewall Management
                                          											Center.
                                 

                                 
                              

                              
                              	
                                 
                                 If you configure SSO on the secondary Firewall Management
                                          											Center, you are required to configure SSO on the primary Firewall Management
                                          											Center as well. (This is because SSO users must log in to the primary Firewall Management
                                          											Center at least once before logging into the secondary Firewall Management
                                          											Center.)
                                 

                                 
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
            
            
               Related Information
SAML Single Sign-On

               

            
            
         
      

   
      
         
            
            Requirements for Firewall Management
                     											Center high availability
            

            
            
            
            
               
               
               
                  Model support

                  
                  
                  See Requirements for hardware high availability.
                  

                  
               
               
               
                  Virtual Model Support

                  
                  
                  See Understand virtual platform requirements.
                  

                  
               
               
               
                  Supported domains

                  
                  
                  Global

                  
               
               
               
                  User roles

                  
                  
                  Admin

                  
               
               
            

            
            
            
               
                  	Requirements for hardware high availability

                  	Understand virtual platform requirements

                  	Requirements for software version consistency in high availability

                  	License requirements for Firewall Management Center high availability configurations

               

            
            
         
      

   
      
         
            
            Requirements for hardware high availability

            
            
            
            
            
               
               
                  
                  
                     Restrictions for hardware high availability

                  

                  
                  
                     
                     
                        
                        	
                           
                           All Firewall Management
                                    											Center hardware supports high availability. Ensure that both peers are the same model.
                           

                           
                        

                        
                        	
                           
                           The peers may be physically and geographically separated from each other in different data centers.

                           
                        

                        
                        	
                           
                           The bandwidth requirement for high availability configuration depends on various factors such as the size of the network,
                              the number of managed devices, the volume of events and logs, and the size and frequency of configuration updates.
                           

                           
                        

                        
                        	
                           
                           For a typical Firewall Management
                                    											Center high availability deployment, in case of high latency networks of close to 100 ms, a minimum of 5 Mbps network bandwidth
                              between the peers is recommended.
                           

                           
                        

                        
                        	
                           
                           You can enhance the high availability synchronization speed by reducing the number of configuration versions saved on your
                              Firewall Management
                                    											Center. For more information, see Set the Number of Configuration Versions in Cisco Secure Firewall Management Center Device Configuration Guide. Note that this option is not supported on Secure Firewall Management
                                    											Center versions 7.3.0 and 7.4.0.
                           

                           
                        

                        
                        	
                           
                           Ensure that both Firewall Management
                                    											Centers have unique UUIDs. To check the UUID, review this file:/etc/sf/ims.conf.
                           

                           
                        

                        
                        	
                           
                           Do not restore a backup of the primary peer to the secondary.

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  These requirements apply to all Firewall Management
                           											Center hardware deployments configured for high availability.
                  

                  
               

               
               
                  
                  Ensuring hardware compatibility, adequate bandwidth, and proper configuration versioning helps maintain reliable high availability
                     and prevents synchronization issues.
                  

                  
               

               
               
                  
                  See also License requirements for Firewall Management Center high availability configurations for additional licensing requirements.
                  

                  
               

               
            

            
         
      

   
      
         
            
            Understand virtual platform requirements

            
            
            
            
               
               
                  
                  High availability is supported for specific public and private cloud platforms. This reference lists the supported platforms
                     and outlines licensing requirements for virtual deployments.
                  

                  
               
               
               
                  
                  High availability is supported for these public cloud platforms:

                  
                  
                     
                     	
                        
                        Amazon Web Services (AWS)

                        
                     

                     
                     	
                        
                        Oracle Cloud Infrastructure (OCI)

                        
                     

                     
                     	
                        
                        Microsoft Azure

                        
                     

                     
                  

                  
                  High availability is also supported for these on-premises or private cloud platforms:

                  
                  
                     
                     	
                        
                        Cisco HyperFlex

                        
                     

                     
                     	
                        
                        Kernel-based virtual machine (KVM)

                        
                     

                     
                     	
                        
                        Microsoft Hyper-V

                        
                     

                     
                     	
                        
                        VMware vSphere/VMware ESXi

                        
                     

                     
                  

                  
                  The Firewall Management
                           											Centers must have the same device management capacity (not supported on FMCv2) and be identically licensed. You also need one Firewall Threat Defense entitlement for each managed device. For more information, see License requirements for Firewall Management Center high availability configurations.
                  

                  
                  
               
               
               
            

            
            
            
         
      

   
      
         
            
            Requirements for software version consistency in high availability

            
            
            
            
            
               
               
                  
                  
                     Requirements for high availability software and update versions

                  

                  
                  
                     
                     Confirm that both management centers in a high availability configuration have the same major, minor, and maintenance software
                        version. Install identical versions of the intrusion rule update, vulnerability database update, and LSP (Lightweight Security
                        Package) on each management center. Ensure port 8305 is accessible between the two management centers to enable communication.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           The two Firewall Management
                                    											Centers in a high availability configuration must have the same major (first number), minor (second number), and maintenance (third
                              number) software version.
                           

                           
                        

                        
                        	
                           
                           The two Firewall Management
                                    											Centers in a high availability configuration must have the same version of the intrusion rule update installed.
                           

                           
                        

                        
                        	
                           
                           The two Firewall Management
                                    											Centers in a high availability configuration must have the same version of the vulnerability database update installed.
                           

                           
                        

                        
                        	
                           
                           The two Firewall Management
                                    											Centers in a high availability configuration must have the same version of the LSP (Lightweight Security Package) installed.
                           

                           
                        

                        
                        	
                           
                           The two management centers in a high availability configuration must have port 8305 accessible between them for communication.

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  Access the Appliance Information widget to verify the software version, the intrusion rule update version and the vulnerability database update. By default,
                     the widget appears on the Status tab of the Detailed Dashboard and the Summary Dashboard. For more information, see The appliance information widget.
                  

                  
               

               
               
                  
                  
                     
                        	
                           Warning

                        
                        	
                           You cannot establish high availability if the software versions, intrusion rule update versions, and vulnerability database
                              update versions are not identical on both Firewall Management
                                    											Center. 
                           

                        
                     

                  

                  
               

               
            

            
         
      

   
      
         
            
            License requirements for Firewall Management
                     											Center high availability configurations
            

            
            
            
               
               
                  
                  A high availability configuration is a deployment model that

                  
                  
                     
                     	
                        
                        requires each device to have the same licenses whether managed by a single or multiple Firewall Management
                                 											Centers in a high availability pair (hardware or virtual),
                        

                        
                     

                     
                     	
                        
                        registers only the active Firewall Management
                                 											Center with the Smart Software Manager, and
                        

                        
                     

                     
                     	
                        
                        communicates with Smart Software Manager to release and assign license entitlements during failover events.

                        
                     

                     
                  

                  
               
               
               
                  License assignment examples for high availability configurations

                  
                  
                  Example: If you want to enable advanced malware protection for two devices managed by a Firewall Management
                           											Center pair, buy two Malware Defense licenses and two TM subscriptions, register the active Firewall Management
                           											Center with the Smart Software Manager, then assign the licenses to the two devices on the active Firewall Management
                           											Center.
                  

                  
               

               
               
                  Hardware management center license requirements

                  
                  
                  No special license is required for hardware Firewall Management
                           											Centers in a high availability pair.
                  

                  
               
               
               
                  Virtual management center license requirements

                  
                  
                  You need two identically licensed Firewall Management Center Virtuals. Firewall Management Center Virtual requires an individual license for each device it manages.
                  

                  
                  Each registered device in a Firewall Management Center Virtual high availability pair must have its own license. Although only the active FMC registers with Smart Software Manager at any time, entitlement usage accounts for both Firewall Management Center Virtuals in the high availability pair.
                  

                  
                  Entitlement calculation for Firewall Management Center Virtual high availability pairs is as follows:
                  

                  
                  
                     Firewall Management Center Virtual entitlement = Number of Firewall Management Center Virtual peers in the high availability pair x Number of managed devices 
                  

                  
                  In Specific License Reservation deployments, only the primary Firewall Management
                           											Center requires a Specific License Reservation.
                  

                  
                  Example: For the Firewall Management Center Virtual high availability pair managing 2 devices, you can use:
                  

                  
                  
                     
                     	
                        
                        Two (2) Firewall Management Center Virtual entitlements
                        

                        
                     

                     
                     	
                        
                        2 device licenses

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    Firepower MCv Device Licenses seen on Smart Software Manager is 4
                                    

                                    
                                 

                              
                           

                        

                        
                     

                     
                  

                  
                  Example: For two Firewall Management Center Virtual high availability pair managing 2 devices each, you can use:
                  

                  
                  
                     
                     	
                        
                        Four (4) Firewall Management Center Virtual entitlements
                        

                        
                     

                     
                     	
                        
                        4 device licenses

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    Firepower MCv Device Licenses seen on Smart Software Manager is 8
                                    

                                    
                                 

                              
                           

                        

                        
                     

                     
                  

                  
                  If you break the high availability pair, the Firewall Management Center Virtual entitlements associated with the secondary Firewall Management Center Virtual are released. (In the example, you would then have two standalone Firewall Management Center Virtual devices.)
                  

                  
               
               
            

            
         
      

   
      
         
            
            Prerequisites for Firewall Management
                     											Center high availability
            

            
            
            
            
            
            
               
               
                  
                  
                     Recommendation: Complete prerequisites before establishing high availability

                  

                  
                  
                     
                     Before you establish the Firewall Management
                              											Center high availability pair, ensure that you complete these steps:
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Export required policies from the intended secondary Firewall Management
                                    											Center to the intended primary Firewall Management
                                    											Center. For more information, see Export configurations.
                           

                           
                        

                        
                        	
                           
                           Make sure that the intended secondary Firewall Management
                                    											Center does not have any devices added to it. Delete devices from the intended secondary Firewall Management
                                    											Center and register these devices to the intended primary Firewall Management
                                    											Center. For more information see Delete a Device from the Firewall Management
                                          											Center and Add a Device to the Firewall Management
                                          											Center in the Cisco Secure Firewall Management
                                          												Center Device Configuration
                                          									Guide.
                           

                           
                        

                        
                        	
                           
                           Import the policies into the intended primary Firewall Management
                                    											Center. For more information, see Import configurations.
                           

                           
                        

                        
                        	
                           
                           On the intended primary Firewall Management
                                    											Center, verify the imported policies, edit them as needed and deploy them to the appropriate device. For more information, see Deploy Configuration Changes in the Cisco Secure Firewall Management
                                          												Center Device Configuration
                                          									Guide.
                           

                           
                        

                        
                        	
                           
                           On the intended primary Firewall Management
                                    											Center, associate the appropriate licenses to the newly added devices. For more information see Assign licenses to a single device.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  You can now proceed to establish high availability. For more information, see Establish high availability for Firewall Management Center.
                  

                  
               

               
            

            
         
      

   
      
         
            
            Configure high availability for Firewall Management
                     											Centers hosted on public cloud
            

            
            
            
            
            
               
               
                  
                  Configure high availability between your Firewall Management
                           											Centers hosted on public clouds so that your devices can register with both management centers for redundancy and failover.
                  

                  
               
               
               
                  
                  Set up high availability to maintain continuous management and device registration in public cloud deployments. Use this procedure
                     to establish resilient management for your firewalls with public IP addresses or hostnames for your management centers.
                  

                  
               
               
               
                  Before you begin

                  
                  Ensure you have access to both the primary and secondary Firewall Management
                           											Centers hosted on public cloud. Make sure you have the registration key and NAT ID information.
                  

                  
                  Follow these steps to configure high availability for Firewall Management
                           											Centers hosted on public cloud:
                  

                  
               

               
               
                  Procedure

               

               

               
                  
                     
                     
                        	
                           Step 1

                        
                        	
                           Configure high availability using public IP addresses or hostnames for both the primary and secondary management centers.

                           
                              
                              
                                 
                                 	
                                    
                                    On the secondary Firewall Management
                                             											Center, complete these steps:
                                    

                                    
                                    
                                       
                                       	
                                          
                                          Choose Secondary as the Role for this Firewall Management Center.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Enter the public IP address or hostname for the secondary Firewall Management
                                                   											Center in the Primary Firewall Management Center Host field.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Enter your registration key.

                                          
                                       

                                       
                                       	
                                          
                                          Enter the same NAT ID that you used in the primary Firewall Management
                                                   											Center.
                                          

                                          
                                          
                                          
                                             
                                             
                                                [image: The image illustrates the configuration steps for setting up high availability in a public cloud environment, highlighting the registration key and NAT ID entry for the primary firewall management center.]
                                                
                                             

                                          
                                          
                                       

                                       
                                    

                                    
                                 

                                 
                                 	
                                    
                                    On the primary Firewall Management
                                             											Center, do the following:
                                    

                                    
                                    
                                       
                                       	
                                          
                                          Choose Primary as the Role for this Firewall Management Center.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Enter the public IP address or hostname for the secondary Firewall Management
                                                   											Center in the Secondary Firewall Management Center Host field.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Enter the registration key.

                                          
                                       

                                       
                                       	
                                          
                                          Enter the unique NAT ID.

                                          
                                       

                                       
                                    

                                    
                                    
                                       
                                       
                                          [image: The diagram illustrates the configuration process for setting up high availability for a Firewall Management Center in a public cloud environment, highlighting the roles and required fields for input.]
                                          
                                       

                                    
                                    
                                    
                                       
                                       
                                          [image: The image illustrates the configuration steps for setting up high availability in a public cloud environment, highlighting the fields for entering the secondary firewall management center's public IP address, registration key, and unique NAT ID.]
                                          
                                       

                                    
                                    
                                 

                                 
                              

                              
                           

                        
                     

                     
                     
                        	
                           Step 2

                        
                        	
                           Configure high availability using the public IP address or hostname for only the secondary management center.

                           
                              
                              
                                 
                                 	
                                    
                                    On the secondary Firewall Management
                                             											Center, do the following:
                                    

                                    
                                    
                                       
                                       	
                                          
                                          Choose Secondary as the Role for this Firewall Management Center.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Enter DONTRESOLVE in the Primary Firewall Management Center Host field.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Enter the registration key.

                                          
                                       

                                       
                                       	
                                          
                                          Enter the same NAT ID that you used in the primary Firewall Management
                                                   											Center.
                                          

                                          
                                       

                                       
                                    

                                    
                                    
                                    
                                       
                                       
                                          [image: The image illustrates the configuration steps for setting up high availability in a public cloud environment, highlighting the registration key and NAT ID entry for the primary firewall management center.]
                                          
                                       

                                    
                                    
                                 

                                 
                                 	
                                    
                                    On the primary Firewall Management
                                             											Center, do the following:
                                    

                                    
                                    
                                       
                                       	
                                          
                                          Choose Primary as the Role for this Firewall Management Center.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Enter the public IP address or hostname for the secondary Firewall Management
                                                   											Center in the Secondary Firewall Management Center Host field.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Enter the registration key.

                                          
                                       

                                       
                                       	
                                          
                                          Enter the unique NAT ID.

                                          
                                       

                                       
                                    

                                    
                                    
                                    
                                       
                                       
                                          [image: The image illustrates the process of entering the registration key and unique NAT ID to establish high availability between primary and secondary management centers in a public cloud environment.]
                                          
                                       

                                    
                                    
                                 

                                 
                              

                              
                           

                        
                     

                     
                  
               

               

               
            

            
         
      

   
      
         
            
            Configure synchronization of configurations on Firewall Management
                     											Center high availability pairs
            

            
            
            
               
               
                  When you establish high availability between two Firewall Management
                        											Centers, configuration data is synced between them.
                  
               
               
               
                  
                  
                     
                     	
                        
                        License entitlements

                        
                     

                     
                     	
                        
                        Access control policies

                        
                     

                     
                     	
                        
                        Intrusion rules

                        
                     

                     
                     	
                        
                        Malware and file policies

                        
                     

                     
                     	
                        
                        DNS policies

                        
                     

                     
                     	
                        
                        Identity policies

                        
                     

                     
                     	
                        
                        SSL policies

                        
                     

                     
                     	
                        
                        Prefilter policies

                        
                     

                     
                     	
                        
                        Network discovery rules

                        
                     

                     
                     	
                        
                        Application detectors

                        
                     

                     
                     	
                        
                        Correlation policy rules

                        
                     

                     
                     	
                        
                        Alerts

                        
                     

                     
                     	
                        
                        Scanners

                        
                     

                     
                     	
                        
                        Response groups

                        
                     

                     
                     	
                        
                        Contextual cross-launch of external resources for investigating events

                        
                     

                     
                     	
                        
                        Remediation settings, although you must install custom modules on both Firewall Management
                                 											Centers. For more information on remediation settings, see Manage remediation modules.
                        

                        
                     

                     
                  

                  
               
               
               
            

            
            
            
            
         
      

   
      
         
            
            Recommendation: Configure external access to the Firewall Management
                     											Center database only on the active peer
            

            
            
            
            
            
               
               
                  
                  
                     
                     In a high availability setup, configure external access to the Firewall Management
                              											Center database only on the active peer. Configuring the standby peer for external database access leads to frequent disconnections.
                     

                     
                  

                  
               

               
               
                  
                  This principle applies when configuring external access to the database in a high availability pair.

                  
               

               
               
                  
                  If you configure external access on the standby peer, frequent disconnections can disrupt database connectivity.

                  
               

               
               
                  
                  This recommendation ensures stable connectivity to the database and prevents unnecessary interruptions.

                  
               

               
               
                  
                  To restore connectivity after configuring the standby peer, pause and resume synchronization of the standby peer. For details
                     on enabling external database access to Firewall Management
                           											Centers, see Enable external access to the database.
                  

                  
               

               
            

            
         
      

   
      
         
            
            Replace Firewall Management
                     											Centers in a high availability pair
            

            
            
            
               
               
                  If you need to replace a failed unit in the Firewall Management
                        											Center high availability pair, you must follow one of these procedures. The table lists four possible failure scenarios and their
                  corresponding replacement procedures.
                  
               
               
               
                  
                  
                     
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Failure Status

                              
                           
                           
                           	
                              
                              Data Backup Status

                              
                           
                           
                           	
                              
                              Replacement Procedure

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Primary Firewall Management
                                       											Center failed
                              

                              
                           
                           
                           	
                              
                              Data backup successful

                              
                           
                           
                           	
                              
                              
                                 Replace a failed primary Firewall Management Center (successful backup)
                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Data backup not successful

                              
                           
                           
                           	
                              
                              
                                 Replace a failed primary Firewall Management Center (unsuccessful backup)
                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Secondary Firewall Management
                                       											Center failed
                              

                              
                           
                           
                           	
                              
                              Data backup successful

                              
                           
                           
                           	
                              
                              
                                 Replace a failed secondary Firewall Management Center (successful backup)
                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Data backup not successful

                              
                           
                           
                           	
                              
                              
                                 Replace a failed secondary Firewall Management Center (unsuccessful backup)
                                 
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
               
               
            

            
            
            
               
                  	Replace a failed primary Firewall Management Center (successful backup)

                  	Replace a failed primary Firewall Management Center (unsuccessful backup)

                  	Replace a failed secondary Firewall Management Center (successful backup)

                  	Replace a failed secondary Firewall Management Center (unsuccessful backup)

                  	Firewall Management Center high availability disaster recovery

               

            
            
         
      

   
      
         
            
            Firewall Management
                     											Center high availability disaster recovery
            

            
            
            
            
               
               
                  
                  A Firewall Management
                           											Center high availability disaster recovery is a failover mechanism that requires manual switchover between primary and secondary
                     Firewall Management
                           											Center units.
                  

                  
               
               
               
                  Manual switchover in disaster recovery

                  
                  
                  Manual switchover is required when a disaster recovery situation occurs in a high availability pair.

                  
                  
                     
                     	
                        
                        When the primary Firewall Management
                                 											Center, FMC1, fails, use the web interface of the secondary Firewall Management
                                 											Center, FMC2, to switch peers.
                        

                        
                     

                     
                     	
                        
                        This process is applicable if either the primary or secondary unit fails.

                        
                     

                     
                  

                  
                  For more information, see Switch peer roles in the Firewall Management Center high availability pair.
                  

                  
                  For restoring a failed unit, see Replace Firewall Management Centers in a high availability pair.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Unified backups of management centers in high availability

            
            
            
               
               
                  
                  A unified backup of management centers is a backup solution that

                  
                  
                     
                     	
                        
                        creates a single backup file for both active and standby Firewall Management
                                 											Centers
                        

                        
                     

                     
                     	
                        
                        removes redundant data and storage constraints, and

                        
                     

                     
                     	
                        
                        enables recovery of a new RMA device in high availability environments.

                        
                     

                     
                  

                  
               
               
               
                  Benefits of unified backups

                  
                  
                  Unified backups offer several advantages compared to normal backups.

                  
                  
                     
                     	
                        
                        With unified backup, you do not need to take separate backups on active and standby Firewall Management
                                 											Centers.
                        

                        
                     

                     
                     	
                        
                        A unified backup removes redundant data in backups and storage constraints.

                        
                     

                     
                     	
                        
                        In a normal backup, if the primary unit fails and a backup of the secondary unit is not available, you must break the high
                           availability pairing for the secondary RMA. Unified backup eliminates this requirement. 
                        

                        
                     

                     
                     	
                        
                        You can use the unified backup to recover a new RMA device if an unanticipated incident occurs.

                        
                     

                     
                     	
                        
                        Typically, you cannot schedule a backup of a standby unit. When you schedule a unified backup, the system backs up both active
                           and standby units.
                        

                        
                     

                     
                     	
                        
                        While executing unified backup, you do not have to pause the high availability synchronization to perform backup on the standby
                           unit.
                        

                        
                     

                     
                  

                  
                  Unified backup can only be used for configuration-only backups. If you need an eventing or TID backup, you must take separate
                     backups for the active and standby Firewall Management
                           											Centers.
                  

                  
                  When you select configuration-only backup, by default, unified backup is applied. In a unified backup, if the active Firewall Management
                           											Center cannot retrieve a backup tar file from the standby Firewall Management
                           											Center, the system generates a normal backup file for the active unit. You can use this file for restoration.
                  

                  
               
               
               
                  Unified backup file identification

                  
                  
                  You can identify the unified backup file by its name. A prefix "Unified" is added to the unified backup file name. You can
                     select the Firewall Management
                           											Center to restore and also select its State (Active/Standby).
                  

                  
               

               
               
                  Split-brain conflict prevention

                  
                  
                  Ensure that you select the appropriate state of the restored Firewall Management
                           											Center to prevent Split-Brain conflict.
                  

                  
               
               
            

            
            
            
               
                  	Restore Management Center from unified backup

               

            
            
         
      

   
      
         
            Chapter 9. Security certifications compliance
            

            
               These topics describe how to configure your system to comply with security certifications standards:

            

            
            
            
            
               
                  	Security certifications compliance modes

                  	Security certifications compliance characteristics

                  	Security certifications compliance recommendations

                  	Enable security certifications compliance

               

               Related Information
Guidelines for SSO configuration on Firewall Management Center

               

            
            
         
      

   
      
         
            	
            Security certifications compliance modes

            	
            	
            
               		
               
                  			
                  A security certifications compliance mode refers to a set of security standards established by the U.S. Department of Defense
                     and global certification organizations. Organizations must use only equipment and software that comply with these standards.
                  

                  		
               
               		
               
                  Security certification standards

                  			
                  			
                  Secure Firewall supports compliance with these security certifications standards:
                  

                  			
                  
                     				
                     	
                        					
                        Common Criteria (CC): A global standard established by the international Common Criteria Recognition Arrangement, defining properties for security
                           products.
                        

                        				
                     

                     				
                     	
                        					
                        Unified Capabilities Approved Products List (UCAPL): A list of products meeting security requirements established by the U.S. Defense Information Systems Agency (DISA).
                        

                        					
                        
                           
                              	
                                 Note

                              
                              	
                                 The U.S. Government has changed the name of the Unified Capabilities Approved Products List (UCAPL) to the Department of Defense
                                    Information Network Approved Products List (DODIN APL). References to UCAPL in this documentation and the Secure Firewall Management
                                          											Center web interface can be interpreted as references to DODIN APL.
                                 

                              
                           

                        

                        				
                     

                     				
                     	
                        					
                        Federal Information Processing Standards (FIPS) 140: A requirements specification for encryption modules used in secure systems.
                        

                        				
                     

                     			
                  

                  			
                  Organizations can enable security certifications compliance in CC mode or UCAPL mode. Enabling these modes does not guarantee
                     compliance with every requirement of the selected security mode. For more information on hardening procedures, refer to the
                     product guidelines provided by the certifying entity.
                  

                  			
                  
                     
                        	
                           Caution

                        
                        	
                           After you enable a security certifications compliance mode, you cannot disable it. To remove an appliance from CC or UCAPL
                              mode, you must reimage the appliance.
                           

                        
                     

                  

                  		
               
               	
            

            
         
      

   
      
         
            
            Part III. Health and Monitoring
            

            
            
            

            
            
            
               
                  	Dashboards

                  	Health

                  	Audit and Syslog

                  	Statistics

                  	Troubleshooting

               

            
            
         
      

   
      
         
            Chapter 10. Dashboards
            

            
               The following topics
                  		describe how to use dashboards: 
                  	 
               

            

            
            
               
                  	Dashboards

                  	Best practices for dashboard usage

                  	Dashboard widgets

                  	Widget availability by appliance, user role, and domain

                  	Predefined dashboard widgets

                  	Manage dashboards

               

            
            
         
      

   
      
         
            
            Dashboards

            
            
            
            
               
               
                  
                  A dashboard is a customizable monitoring interface that provides at-a-glance views of the current system status, including
                     data about events collected and generated by the firewall deployment. This interface also shows information on the status
                     and overall health of the appliances in your deployment, and
                  

                  
                  The information that the dashboard provides depends on how you license, configure, and deploy the system.

                  
               
               
               
                  Dashboard components and features

                  
                  
                  Firewall Management
                           											Center includes several predefined dashboards that you can use as-is or modify to suit your needs. By default, if your user role
                     has dashboard access, your home page is the predefined Summary Dashboard. You can configure a different default home page or change the default dashboard to another predefined or custom dashboard.
                  

                  
                  Dashboard components include:

                  
                  
                     
                     	
                        
                        Tabs: Each dashboard uses tabs to organize and display widgets grouped by related information. Tabs help you navigate different
                           aspects of system monitoring within the same dashboard.
                        

                        
                     

                     
                     	
                        
                        Widgets: Small, self-contained components within tabs that provide insights into specific system aspects. For example, the
                           predefined Appliance Information widget displays the appliance name, model, and currently running software version. Widgets display data constrained by the
                           dashboard's time range, which you can adjust from as short as the last hour to as long as the last year.
                        

                        
                     

                     
                  

                  
                  The Summary Dashboard includes tabs for key features such as Encrypted Visibility Engine and Zero Trust Network Access, among others. For more
                     information about these dashboards, see Cisco Secure Firewall Management
                              												Center Device Configuration
                              									Guide.
                  

                  
               
               
               
                  User role requirements for accessing Dashboards

                  
                  
                  Access to dashboards depends on your user role. Roles with dashboard access include:

                  
                  
                     
                     	
                        
                        Administrator

                        
                     

                     
                     	
                        
                        Maintenance User

                        
                     

                     
                     	
                        
                        Security Analyst

                        
                     

                     
                     	
                        
                        Security Analyst (Read Only)

                        
                     

                     
                     	
                        
                        Custom roles with the Dashboards permission
                        

                        
                     

                     
                  

                  
                  If your role does not have dashboard access, your default home page will be relevant to your role. For example, a Discovery Admin sees the Network Discovery page instead of a dashboard.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Best practices for dashboard usage

            
            
            
               
               
                  
                  
                     
                     Consider the following best practices and guidelines for accessing and using dashboards in Firewall Management
                              											Center.
                     

                     
                     
                        
                        	
                           
                           Use dashboards to monitor your network with customizable views and detailed information. For a quick, visual summary of your
                              monitored network, use Context Explorer.
                           

                           
                        

                        
                        	
                           
                           Create custom dashboards based on predefined ones. These custom dashboards can be shared with others, or kept private. When
                              creating or modifying dashboards, use predefined dashboards as a base to maintain consistency, and ease of use.
                           

                           
                        

                        
                        	
                           
                           If you have Administrator access, you can view or edit private dashboards created by other users.
                           

                           
                        

                        
                        	
                           
                           Some drill-down pages and event tables include a dashboard toolbar link that opens a relevant predefined dashboard. Deleting
                              a predefined dashboard or tab disables these toolbar links.
                           

                           
                        

                        
                        	
                           
                           In multidomain environments, dashboards from ancestor domains are not accessible. Create copies of higher-level dashboards
                              if needed.
                           

                           
                        

                        
                        	
                           
                           To view the correlated device metrics on the dashboard, ensure that you have enabled the REST API (System ([image: system gear icon]) > Configuration > REST API Preferences).
                           

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Dashboard widgets

            
            
            
               
               
                  
                  Widgets are modular dashboard components that display data such as events, operations, or general information, organized in
                     a three-column layout.
                  

                  
               
               
               
                  
                  The dashboard widgets that you can view depend on:

                  
                  
                     
                     	
                        
                        the type of appliance you are using,

                        
                     

                     
                     	
                        
                        your user role, and

                        
                     

                     
                     	
                        
                        your current domain in a multidomain deployment.

                        
                     

                     
                  

                  
                  In addition, each dashboard has a set of preferences that determines its behavior.

                  
                  You can minimize and maximize widgets, add and remove widgets from tabs, as well as rearrange the widgets on a tab.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              For widgets that display event counts over a time range, the total number of events may not reflect the number of events for
                                 which detailed data is available in the tables on pages under the Analysis menu. This occurs because Firewall Management
                                       											Center sometimes prunes older event details to manage disk space usage. To minimize the occurrence of event detail pruning, you
                                 can fine-tune event logging to log only those events most important to your deployment.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Widget availability by appliance, user role, and domain

            
            
            
               
               
                  
                  
                     
                     The dashboard widgets that you can view depend on the type of appliance you are using, your user role, and your current domain
                        (in a multidomain deployment).
                     

                     
                  

                  
               

               
               
                  
                  Under these conditions, a widget becomes unavailable for you:

                  
                  
                     
                     	
                        
                        Widget is invalid because you are using the wrong type of appliance.

                        
                     

                     
                     	
                        
                        You are not authorized to view the widget because your user account does not have the necessary privileges.

                        
                        For example, the Appliance Status widget is available only to users with Administrator, Maintenance User, Security Analyst, or Security Analyst (Read Only) account privileges.
                        

                        
                     

                     
                  

                  
                  Although you cannot add an unauthorized or invalid widget to a dashboard, an imported dashboard may contain unauthorized or
                     invalid widgets. For example, such widgets can be present if the imported dashboard:
                  

                  
                  
                     
                     	
                        
                        was created by a user with different access privileges, or

                        
                     

                     
                     	
                        
                        belongs to an ancestor domain.

                        
                     

                     
                  

                  
                  Unavailable widgets are disabled and display error messages that indicate why you cannot view them. Individual widgets also
                     display error messages when those widgets have timed out or are otherwise experiencing problems.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You can delete or minimize unauthorized and invalid widgets, as well as widgets that display no data, keeping in mind that
                                 modifying a widget on a shared dashboard modifies it for all users of the appliance.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  
                  In a multidomain deployment, if you do not see a widget that you expect to see, switch to the Global domain. Refer to Switch domains on Secure Firewall Management Center.
                  

                  
               

               
            

            
            
            
               
                  	Dashboard widget availability by user role

               

            
            
         
      

   
      
         
            
            Predefined dashboard widgets

            
            
            
               
               
                  
                  Predefined dashboard widgets are system-delivered, ready-to-use widgets that

                  
                  
                     
                     	
                        
                        provide at-a-glance views of current system status and operational data

                        
                     

                     
                     	
                        
                        display information about events that the system collects and generates

                        
                     

                     
                     	
                        
                        display the status and overall health of the appliances in your deployment, and

                        
                     

                     
                     	
                        
                        can be further customized through preferences that control display options and update frequency.

                        
                     

                     
                  

                  
               
               
               
                  Widget categories

                  
                  
                  Predefined widgets are grouped into these categories based on the type of information they present:

                  
                  
                     
                     	
                        
                        Analysis & Reporting widgets display data about the events collected and generated by the system.
                        

                        
                     

                     
                     	
                        
                        Miscellaneous widgets display neither event data nor operations data. Currently, the only widget in this category displays an RSS feed.
                        

                        
                     

                     
                     	
                        
                        Operations widgets display information about the status and overall health of the system.
                        

                        
                     

                     
                  

                  
                  Some widgets may not be visible to you, depending on appliance type, your user role, or domain restrictions.

                  
               
               
            

            
            
            
               
                  	The Allow list events widget

                  	The appliance information widget

                  	Appliance status widget

                  	The correlation events widget

                  	Current interface status widget

                  	Current sessions widget

                  	The custom analysis widget

                  	Disk usage widget categories and features

                  	The interface traffic widget

                  	The intrusion events widget

                  	Network compliance widget

                  	The product licensing widget

                  	Product updates widget

                  	RSS feed widget

                  	The system load widget

                  	System time widget

               

            
            
         
      

   
      
         
            Chapter 11. Health
            

            
               The following topics
                  		describe how to use health monitoring: 
                  	 
               

            

            
            
               
                  	Requirements and prerequisites for health monitoring

                  	Health monitoring

                  	Health policies

                  	Device exclusion in health monitoring

                  	Health monitor alerts

                  	About the health monitor

                  	Health event views

                  	History for health monitoring

               

            
            
         
      

   
      
         
            
            Health monitoring

            
            
            
            
               
               
               
                  
                  Health monitoring is a system capability that

                  
                  
                     
                     	
                        
                        tracks various health indicators to ensure hardware and software are working correctly,

                        
                     

                     
                     	
                        
                        checks the status of critical functionality across your deployment, and

                        
                     

                     
                     	
                        
                        enables configuration of test frequency for alerting and time series data collection.

                        
                     

                     
                  

                  
               
               
               
                  Health monitoring capabilities

                  
                  
                  Health monitoring includes two key capabilities: health status monitoring through health policies and health modules, and
                     time series data collection for metrics analysis.
                  

                  
                  With time series data collection, you can configure how frequently metric data is collected for the device and its health
                     modules. The device monitor reports these metrics in several predefined health monitor dashboards by default. This metric
                     data is collected for analysis. Some alerts are generated from metric values when they cross the thresholds specified in the
                     health policy.
                  

                  
                  
                     
                     
                        
[image: Diagram illustrating how to apply health policies to a managed device and how to collect health data at a Defense Center to monitor the health status.]


                        
                     

                  
                  
                  You can use the health monitor to create a collection of tests, referred to as a
                     health policy, and apply the health policy to one or more
                     appliances. The tests, referred to as health modules, are scripts that
                     test for the criteria you specify. You can modify a health policy by enabling or
                     disabling tests or by changing test settings, and you can delete health policies
                     that you no longer need. You can also suppress messages from selected appliances by
                     excluding them.
                  

                  
                  The health monitoring system run the tests in a health policy at the configured
                     intervals. You can also run all tests, or a specific test, on demand. The health
                     monitor collects health events based on the test conditions configured.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              All appliances automatically report their hardware status via the Hardware Alarms
                                 health module. The Firewall Management
                                       											Center also automatically reports status using the modules configured in the default
                                 health policy. Some health modules, such as the Appliance Heartbeat module, run
                                 on the Firewall Management
                                       											Center and report the status of the Firewall Management
                                       											Center's managed devices. For the health modules to provide managed device status,
                                 you must deploy all health policies to the device.
                              

                              
                           

                        
                     

                  

                  
                  You can use the health monitor to access health status information for the entire
                     system and for a particular appliance. In a multi-domain deployment, you can view the health status
                        summary for a device in both the leaf domain and its parent domain.

                  
                  A hexagon-shaped widget and status tables on the Health Status
                     page provide a visual summary of the status of all appliances on your network,
                     including the Firewall Management
                           											Center. Individual appliance health monitors let you drill down into health details for
                     a specific appliance.
                  

                  
                  Fully customizable event views allow you to quickly and easily analyze the health
                     status events gathered by the health monitor. These event views allow you to search
                     and view event data and to access other information that may be related to the
                     events you are investigating. For example, if you want to see all the occurrences of
                     CPU usage with a certain percentage, you can search for the CPU usage module and
                     enter the percentage value.
                  

                  
                  You can also configure alerting in response to health events. A health alert is an association between a standard alert and a health status level.  For example, if you want to make sure an appliance
                     never fails due to hardware overload, you can set up an email alert. You can then create a health alert that triggers an email
                     alert whenever CPU, disk, or memory usage reaches the Warning level you configure in the health policy applied to that appliance.
                     You can set alerting thresholds to minimize the number of repeating alerts you receive.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The health monitoring can take 5–6 minutes from the occurrence of the health
                                 event to generate the health alert.
                              

                              
                           

                        
                     

                  

                  
                  You can also generate troubleshooting files for an appliance if you are asked to do
                     so by Support.
                  

                  
                  Only users with administrator user role privileges can access system health data.

                  
               
               
               
                  High availability pair

                  
                  
                  
                  In a Firewall Management
                           											Center high availability deployment, the active peer creates a health monitor page that
                     uses REST APIs to show detailed metric-based information. The standby peer creates
                     the health monitor page that shows the alert information and provide a visual
                     summary of the status of all appliances on your network using pie charts and status
                     tables. The standby peer does not display the metric-based information.
                  

                  
               
               
            

            
            
            
               
                  	Health modules

                  	Configure health monitoring

               

            
            
         
      

   
      
         
            
            Health policies

            
            
            
            
               
               
                  
                  A health policy is a configuration framework that

                  
                  
                     
                     	
                        
                        enables you to define test criteria for monitoring the health of appliances,

                        
                     

                     
                     	
                        
                        allows selective enabling of health modules and critical alert settings, and

                        
                     

                     
                     	
                        
                        provides flexibility to apply, customize, or use default policies for each appliance.

                        
                     

                     
                  

                  
               
               
               
                  Health policy configuration options

                  
                  
                  When you configure a health policy, you decide whether to enable each health module for that policy. You also select the criteria
                     that control which health status each enabled module reports each time it assesses the health of a process.
                  

                  
                  You can enable or disable health alerts for individual attributes within a health module. By adjusting the settings for health
                     alerts at the attribute level, you can reduce the number of health alerts and streamline your focus on the most critical health
                     alerts without interrupting data collection. You can continue to monitor the attribute from your Health Monitor dashboard. When you enable a health module in the health policy, the health alert configuration for all the attributes within
                     that health module gets enabled by default.
                  

                  
                  You can create one health policy that can be applied to every appliance in your system, customize each health policy to the
                     specific appliance where you plan to apply it, or use the default health policy provided for you.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              When you register an appliance, the Firewall Management
                                       											Center automatically assigns it the default health policy. To disassociate a health policy from an appliance, you must first associate
                                 a different health policy with it. An appliance must have at least one health policy assigned.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Default health policy

                  	Create a health policy

                  	Apply a health policy

                  	Edit a health policy

                  	Set a default health policy

                  	Delete a health policy

                  	OpenConfig telemetry streams

               

            
            
         
      

   
      
         
            
            OpenConfig telemetry streams

            
            
            
               
               
                  
                  OpenConfig is a vendor-independent software layer that provides a single way of streaming network telemetry data to multiple
                     vendors to manage and monitor networks. The OpenConfig streaming telemetry option in the secure firewall uses gNMI (gRPC Network
                     Management Interface) protocol and allows you to control and generate telemetry streams from your Firewall Threat Defense devices to a data collection system.
                  

                  
                  The Firewall Threat Defense health policy contains all the configurations to support and enable the OpenConfig streaming telemetry functionality. When
                     you deploy the health policy to the device, the OpenConfig streaming telemetry configuration activates a gNMI server and starts
                     listening to Remote Procedure Call (RPC) messages from the data collectors.
                  

                  
               
               
               
                  Subscription model of OpenConfig telemetry streams

                  
                  
                  OpenConfig uses a subscription-based model where the data collectors query the Firewall Threat Defense devices for telemetry data or act as collector for the streamed telemetry data. When a data collector wishes to receive updates
                     and metrics from the Firewall Threat Defense device, it sends a subscribeRequest RPC message to the Firewall Threat Defense gNMI server. The subscription request includes details of one or more paths to which the data collector wishes to subscribe.
                     The message also includes subscription mode which describes the longevity of the subscription.
                  

                  
                  The Firewall Threat Defense server supports these subscription modes:
                  

                  
                  
                     
                     	
                        
                        Once subscription: The Firewall Threat Defense device sends requested data to the gNMI paths only once.
                        

                        
                     

                     
                     	
                        
                        Stream subscription: The Firewall Threat Defense continuously streams telemetry data according to the triggers specified in the SubscribeRequest RPC message.
                        

                        
                        
                           
                           	
                              
                              Sampled subscription: The Firewall Threat Defense server streams the requested data as per the interval specified in the subscription message. The minimum interval that the
                                 threat defense support is one minute.
                              

                              
                           

                           
                           	
                              
                              On-change subscription: The Firewall Threat Defense sends the data whenever the requested values change.
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
                  The Firewall Threat Defense server generates SubscribeResponse RPC messages according to the type of subscription that is created, at the frequency requested by the data collectors.
                  

                  
                  You can use these deployment modes for OpenConfig streaming telemetry configuration:

                  
                  
                     
                     	
                        
                        DIAL-IN: In this mode, the gNMI server opens a port on the Firewall Threat Defense and waits for SubscribeRequest RPC messages from data collectors. In the device health policy, you can specify the port number to use by the gNMI server
                           and the IP address of the data collector that can connect with the gNMI service. If not specified, the gNMI server uses port
                           number 50051. The DIAL-in mode is ideal to use in a trusted network where the endpoint that subscribes to telemetry streams
                           are trusted.
                        

                        
                     

                     
                     	
                        
                        DIAL-OUT: The gNMI service is designed to work in server mode where it accepts subscription requests from gNMI data collectors and
                           serve the telemetry data. If the gNMI data collectors cannot reach the gNMI server, the Firewall Threat Defense uses a tunnel client and establishes a gRPC tunnel with the external server. This tunnel allows exchange of RPC messages
                           between gNMI server and client. The DIAL-OUT mode is ideal to use when the data collectors are hosted on the cloud or outside
                           the trusted network.
                        

                        
                     

                     
                  

                  
                  In both DIAL-IN and DIAL-OUT mode, all the communication between gNMI server and gNMI client uses TLS encryption and this
                     requires to generate a set of certificates with private keys for the TLS encryption. DIAL-OUT mode requires extra keys for
                     the tunnel infrastructure. For more information, refer to How to Generate Certificate with Private Key.
                  

                  
               
               
            

            
            
            
               
                  	Generate certificates and private keys

                  	Configure OpenConfig streaming telemetry

                  	Troubleshoot OpenConfig streaming telemetry

               

            
            
         
      

   
      
         
            
            Device exclusion in health monitoring

            
            
            
               
               
                  
                  A device exclusion is a health monitoring configuration that

                  
                  
                     
                     	
                        
                        prevents deliberate device or module outages from affecting the overall health summary,

                        
                     

                     
                     	
                        
                        allows administrators to temporarily disable health monitoring for selected devices, Firewall Management
                                 											Center where supported, or specific health modules, and
                        

                        
                     

                     
                     	
                        
                        ensures health events generated during exclusion are marked as disabled and do not affect health calculations.

                        
                     

                     
                  

                  
               
               
               
                  Device exclusion behavior

                  
                  
                  In the course of normal network maintenance, you may disable managed devices or make them temporarily unavailable. In Firewall Management
                           											Center, you can also exclude Firewall Management
                           											Center health monitoring where applicable. Because those outages or expected conditions are deliberate, you may not want their health
                     status to affect the overall health summary.
                  

                  
                  
                  When you disable health monitoring status, health events are still generated, but they have a disabled status and do not affect
                     the health status for the health monitor. If you remove the device or module from the excluded list, the events that were
                     generated during the exclusion continue to show a status of disabled.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If all health modules or a device are added to the exclusion list, the device's health status will be set to disabled. This
                                 status refers only to health monitoring and should not be interpreted as the device being offline or disconnected.
                              

                              
                           

                        
                     

                  

                  
                  
                  You can also disable an individual health module. For example, when you reach the host limit on the Firewall Management
                           											Center, you can disable  Host Limit status messages. Excluding health modules for individual interfaces is not supported on devices
                     operating in transparent mode.
                  

                  
                  
                  Note that on the main Health Monitor page you can distinguish between devices that are excluded if you expand to view the
                     list of devices with a particular status by clicking the arrow in that status row.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              On Firewall Management
                                       											Center, Health Monitor exclusion settings are local configuration settings. Therefore, if you exclude a device, then delete it and
                                 later re-register it with the Firewall Management
                                       											Center, the exclusion settings remain persistent. The newly re-registered device remains excluded.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Temporary device exclusion scenario

                  
                  
                  You can use the health monitor exclude feature to disable health monitoring status reporting for a device, Firewall Management
                           											Center where applicable, or specific health modules. For example, if you know that a segment of your network will be unavailable,
                     you can temporarily disable health monitoring for a managed device on that segment to prevent the health status on the Firewall Management
                           											Center from displaying a warning or critical state because of the lapsed connection to the device.
                  

                  
                  
                  To temporarily disable health events from a managed device, or from Firewall Management
                           											Center where supported, go to the exclusion configuration page and add the target to the exclusion list. After the setting takes
                     effect, the system no longer considers the excluded device when calculating the overall health status. The Health Monitor
                     Appliance Status Summary lists the device as disabled.
                  

                  
               

               
            

            
            
            
               
                  	Exclude devices from health monitoring

                  	Exclude health policy modules on a device

                  	Exclude interface health monitoring

                  	Manage expired health monitor exclusions

               

            
            
         
      

   
      
         
            
            Health monitor alerts

            
            
            
            
               
               
                  
                  A health monitor alert is a notification mechanism that

                  
                  
                     
                     	
                        
                        provides email, SNMP, or syslog notifications when module status changes occur,

                        
                        
                     

                     
                     	
                        
                        enables association of alert responses with health event levels to trigger notifications based on event severity, and

                        
                     

                     
                     	
                        
                        allows customization to monitor specific system conditions such as disk space thresholds.

                        
                     

                     
                  

                  
               
               
               
                  Disk space monitoring alert example

                  
                  
                  If you are concerned that your appliances may run out of hard disk space, you can automatically send an email to a system
                     administrator when the remaining disk space reaches the warning level. If the hard drive continues to fill, you can send a
                     second email when the hard drive reaches the critical level.
                  

                  
               

               
            

            
            
            
               
                  	Health monitor alert information

                  	Create a health monitor alert

                  	Edit a health monitor alert

                  	Delete health monitor alerts

               

            
            
         
      

   
      
         
            Chapter 12. Audit and Syslog
            

            
            
               The following topics
                  		describe how to audit activity on your system: 
                  	 
               

            

            
            
               
                  	System log

                  	About system auditing

               

            
            
         
      

   
      
         
            	
            System log

            	
            	
            	
            
               		
               
                  			
                  The System Log (syslog) page provides you with system log information for the appliance.

                  		
               
               		
               
                  System audit capabilities

                  			
                  			
                  You can audit activity on your system in two ways. The appliances that are part of the system generate an audit record for
                     each user interaction with the web interface, and also record system status messages in the system log.
                  

                  			
                  The system log displays each message generated by the system. These items are listed in order:

                  			
                  
                     				
                     	
                        					
                        The date that the message was generated.

                        				
                     

                     				
                     	
                        					
                        The time that the message was generated.

                        				
                     

                     				
                     	
                        					
                        The host that generated the message.

                        				
                     

                     				
                     	
                        					
                        The message itself.

                        				
                     

                     			
                  

                  		
               
               	
            

            
            
            
               
                  	View the system log

               

            
            
         
      

   
      
         
            
            About system auditing
            

            
            
            
               
               
                  
                  The appliances that are part of the system generate an audit record for each user interaction with the web interface.

                  
               
               
            

            
            
            
               
                  	Audit records

               

               Related Concepts
Standard reports

               

            
            
         
      

   
      
         
            	
            Audit records

            	
            	
            	
            
               		
               
                  			
                  Secure Firewall Management
                           											Centers  log read-only auditing information for user activity. Audit logs appear in a standard event view that allows you to view,
                     sort, and filter audit log messages based on any item in the audit view. You can easily delete audit information, generate
                     reports, and review detailed records of the changes that users make.
                  

                  		
               
               		
               
                  Audit record storage and limitations

                  			
                  			
                  The audit log stores a maximum of 100,000 entries. When the number of audit log entries exceeds 100,000, the appliance prunes
                     the oldest records from the database to reduce the number to 100,000.
                  

                  			
                  The audit logs do not display the user or the source IP for login errors:

                  			
                  
                     				
                     	
                        					
                        When wrong password is used, the source IP is not displayed.

                        				
                     

                     				
                     	
                        					
                        When the user account does not exist, both source IP and the user are not displayed.

                        				
                     

                     				
                     	
                        					
                        If the attempt for an LDAP user fails, no audit log is triggered.

                        				
                     

                     			
                  

                  			
                  		
               
               	
            

            
            
            
               
                  	View audit records

                  	Suppress audit records

                  	About sending audit logs to an external location

               

               Related Information
Guidelines for SSO configuration on Firewall Management Center

               

            
            
         
      

   
      
         
            
            About sending audit logs to an external location

            
            
            
               
               
                  
                  To send audit logs to an external location from the Firewall Management
                           											Center, see: 
                  

                  
                  
                     
                     	
                        
                        Audit logs

                        
                     

                     
                     	
                        
                        Audit log certificates

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            Chapter 13. Statistics
            

            
               The following topics describe how to monitor the system:
                  	 
               

            

            
            
               
                  	System statistics

                  	Host statistics section

                  	Disk usage section

                  	The processes section

                  	SFDataCorrelator process statistics section

                  	Intrusion event information section

                  	View system statistics

               

            
            
         
      

   
      
         
            
            System statistics

            
            
            
               
               
                  
                  The Statistics page lists the current status of general appliance statistics, including disk usage and system processes, data correlator
                     statistics , and intrusion event information .
                  

                  
               
               
            

            
         
      

   
      
         
            Chapter 14. Troubleshooting
            

            
            
               The following topics describe ways to
                  		diagnose problems you may encounter:
                  	 
               

            

            
            
               
                  	Guidelines and best practices for troubleshooting

                  	System messages

                  	View basic system information

                  	Manage system messages

                  	Memory usage thresholds for health monitor alerts

                  	Disk usage and drain of events health monitor alerts

                  	Health monitor reports for troubleshooting

                  	Troubleshooting syslogs in the Secure Firewall Management Center

                  	General troubleshooting

                  	Connection-based troubleshooting

                  	Advanced troubleshooting for the Secure Firewall Threat Defense device

                  	Feature-specific troubleshooting

               

            
            
         
      

   
      
         
            
            Guidelines and best practices for troubleshooting

            
            
            
            
               
                  
                  
                     
                     Follow these best practices to troubleshoot system issues effectively and prepare for potential support escalation:

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Before you make changes to try to fix a problem, generate a troubleshooting file to capture the original problem. See Health monitor reports for troubleshooting and its subsections.
                           

                           
                           You may need this troubleshooting file if you need to contact Cisco TAC for support.

                           
                        

                        
                        	
                           
                           Start your investigation by looking at error and warning messages in the Message Center. See System messages

                           
                        

                        
                        	
                           
                           Look for applicable Tech Notes and other troubleshooting resources under the "Troubleshoot and Alerts" heading on the product
                              documentation page for your product. 
                           

                           
                        

                        
                        	
                           
                           During the troubleshooting process, as several commands are executed simultaneously, the CPU usage becomes high. We recommend
                              that you perform troubleshooting during periods of lower network traffic and fewer users. 
                           

                           
                        

                        
                        	
                           
                           The time taken to troubleshoot the system depends on the configuration settings and the number of devices configured. This
                              duration can range from nine to sixty minutes.
                           

                           
                        

                        
                     

                     
                  

                  
               

            

            
         
      

   
      
         
            	
            System messages

            	
            	
            	
            
               		
               
                  			
                  When you need to track down problems occurring in the system, the Message Center is the place to start your investigation.
                     This feature allows you to view the messages that the system continually generates about system activities and status. 
                  

                  		
               
               		
               
                  Message center access and display

                  			
                  			
                  			
                  To open the Message Center, click the System Status icon, next to the Deploy button on the home page. This icon changes based on the system status: 
                  

                  			
                  
                     				
                     	
                        					
                        Error ([image: error icon]): Indicates one or more errors and any number of warnings are present on the system. 
                        

                        				
                     

                     				
                     	
                        					
                        Warning ([image: warning icon]): Indicates one or more warnings and no errors are present on the system. 
                        

                        				
                     

                     				
                     	
                        					
                        Success ([image: success icon]): Indicates no warnings or errors are present on the system. 
                        

                        				
                     

                     			
                  

                  			
                  If a number is displayed with the icon, it indicates the total current number of error or warning messages.

                  			
                  To close the Message Center, click anywhere outside of it within the web interface.

                  			
                  The web interface also displays pop-up notifications in response to your actions and ongoing system activities. Some pop-up
                     notifications automatically disappear after five seconds, while others are "sticky," meaning they display until you explicitly
                     dismiss them by clicking Dismiss  ([image: dismiss icon]). Click the Dismiss link at the top of the notifications list to dismiss all notifications at once. 
                  

                  			
                  
                     
                        	
                           Tip

                        
                        	
                           
                              				
                              Hovering your cursor over a non-sticky pop-up notification causes it to be sticky.

                              			
                           

                        
                     

                  

                  			
                  The system determines which messages it displays to users in pop-up notifications and the Message Center based on their licenses,
                     domains, and access roles.
                  

                  		
               
               	
            

            
            
            
               
                  	Message types

                  	Message management

               

            
            
         
      

   
      
         
            
            Troubleshooting syslogs in the Secure Firewall Management Center

            
            
            
            
               
               
                  
                  You can enable the Firewall Threat Defense devices to log troubleshooting syslogs and send them to the Firewall Management
                           											Center. Logging data can help you identify and isolate network or device configuration issues. When you enable logging, the Firewall Threat Defense devices send syslogs to the Firewall Management
                           											Center for analysis and storage.
                  

                  
               
               
               
                  Logging configuration and management

                  
                  
                  You can manage the logging and the message severity by editing the Logging to Secure Firewall Management Center option in the Firewall Threat Defense platform settings policy for targeted devices. See Configure Syslog Logging for Threat Defense Devices in the Cisco Secure Firewall Management
                                 												Center Device Configuration
                                 									Guide for details on enabling logging, configuring syslog servers, and viewing system logs.
                  

                  
               
               
               
                  All troubleshooting logs

                  
                  
                  Configure Firewall Threat Defense devices to log all diagnostic syslogs to the management center and view them as Troubleshoot Events alongside other events in the Unified Events table (from Analysis, choose Unified Events). Use the Unified Events table to see the troubleshooting logs in real-time and correlate them with the recent device configuration
                     changes while performing the troubleshooting. You can filter and analyze the logs with other event types on the same table
                     to gain insights and troubleshoot your Firewall Threat Defense devices.
                  

                  
                  See Work with unified events for more information about viewing the Troubleshoot Events.
                  

                  
                  You can opt to send all troubleshooting syslogs with severity levels Critical, Alerts, or Emergencies to the Firewall Management
                           											Center.
                  

                  
               
               
               
                  VPN troubleshooting logs

                  
                  
                  Configure the Firewall Threat Defense devices to send only the VPN troubleshooting syslogs to the Firewall Management
                           											Center for analysis. The VPN syslogs appear with a default severity level Errors or a higher severity (unless changed). We recommend
                     that you set the logging level of the VPN logs as Errors. Setting the VPN logging level to 4 or a lower severity (Warnings,
                     Notifications, Informational, or Debugging) could overload the Firewall Management
                           											Center.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              When you configure a device with site-to-site or remote access VPN, it automatically enables sending VPN syslogs to the Firewall Management
                                       											Center by default.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	View troubleshooting syslogs

               

            
            
         
      

   
      
         
            
            Connection-based troubleshooting

            
            
            
               
               
                  
                  Connection-based troubleshooting or debugging provides uniform debugging across modules to collect appropriate logs for a
                     specific connection. It also supports level-based debugging up to seven levels and enables uniform log collection mechanism
                     across modules. Connection-based debugging supports the following:
                  

                  
                  
                     
                     	
                        
                        A common connection-based debugging subsystem to troubleshoot issues in Firewall Threat Defense

                        
                     

                     
                     	
                        
                        Uniform format for debug messages across modules

                        
                     

                     
                     	
                        
                        Persistent debug messages across reboots

                        
                     

                     
                     	
                        
                        End-to-end debugging across modules based on an existing connection

                        
                     

                     
                     	
                        
                        Debugging ongoing connections

                        
                     

                     
                  

                  
               
               
               
                  
                  
                  For more information about the troubleshooting connections, see Troubleshoot a connection.
                  

                  
               
               
            

            
            
            
               
                  	Troubleshoot a connection

               

            
            
         
      

   
      
         
            
            
            Advanced troubleshooting for the Secure Firewall Threat Defense device
            

            
            
            
               
               
                  
                  You can use Packet Tracer and Packet Capture features to perform an in-depth troubleshooting analysis on a Secure Firewall Threat Defense device. A packet tracer allows a firewall administrator to inject a virtual packet into a security appliance and track the
                     flow from ingress to egress. Along the way, the packet is evaluated against flow and route lookups, ACLs, protocol inspection,
                     NAT, and intrusion detection. This utility is effective because it can simulate real-world traffic by specifying source and
                     destination addresses with protocol and port information. Packet capture is available with the trace option, which provides
                     you with a verdict as to whether the packet is dropped or successful.
                  

                  
               
               
               
                  
                  For more information about the troubleshooting files, see Download advanced troubleshooting files.
                  

                  
               
               
            

            
            
            
               
                  	Packet capture

                  	Packet tracer tool overview

                  	CPU profiler overview

                  	Rule profiler overview

                  	Use the Firewall Threat Defense diagnostic CLI from the web interface

               

            
            
         
      

   
      
         
            
            Packet capture

            
            
            
               
               
                  
                  The packet capture feature with trace option allows real packets that are captured on the ingress interface to be traced through
                     the system. The trace information is displayed at a later stage. These packets are not dropped on the egress interface, as
                     they are real data-path traffic. Packet capture for Firewall Threat Defense devices supports troubleshooting and analysis of data packets. 
                  

                  
               
               
               
                  Snort verdict processing

                  
                  
                  Once the packet is acquired, Snort detects the tracing flag that is enabled in the packet. Snort writes tracer elements, through
                     which the packet traverses. Snort verdict as a result of capturing packets can be one of the following:
                  

                  
                  
                     Snort verdicts
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Verdict

                              
                           
                           
                           	
                              
                              Description

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Pass

                              
                           
                           
                           	
                              
                              Allow analyzed packet.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Block

                              
                           
                           
                           	
                              
                              Packet not forwarded.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Replace

                              
                           
                           
                           	
                              
                              Packet modified.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              
                              AllowFlow

                              
                           
                           
                           	
                              
                              Flow passed without inspection.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              
                              BlockFlow

                              
                           
                           
                           	
                              
                              Flow was blocked.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Ignore

                              
                           
                           
                           	
                              
                              Flow was blocked; occurs only for sessions with flows blocked on passive interfaces.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Retry

                              
                           
                           
                           	
                              
                              Flow is stalled, waiting on a enamelware or URL category/reputation query. In the event of a timeout, processing continues
                                 with an unknown result: in the case of enamelware, the file is allowed; in the case of URL category/reputation, AC rule lookup
                                 continues with an uncategorized and unknown reputation.
                              

                              
                           
                           
                        

                        
                     
                  

                  
                  Based on the Snort verdict, the packets are dropped or allowed. For example, the packet is dropped if the Snort verdict is
                     BlockFlow, and the subsequent packets in the session are dropped before reaching Snort. When the Snort verdict is Block or BlockFlow, the Drop Reason can be one of these:
                  

                  
                  
                     Drop reasons
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Blocked or Flow Blocked by...

                              
                           
                           
                           	
                              
                              Cause

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Snort

                              
                           
                           
                           	
                              
                              Snort is unable to process the packet, erg., snort can’t decode packet since it is corrupted or has invalid format.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the App Id preprocessed

                              
                           
                           
                           	
                              
                              App Id module/preprocessed does not block packet by itself; but this may indicate that App Id detection causes other module
                                 (erg., firewall) to match a blocking rule.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the SSL preprocessed

                              
                           
                           
                           	
                              
                              There is a block/reset rule in SSL policy to match the traffic.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the firewall

                              
                           
                           
                           	
                              
                              There is a block/reset rule in firewall policy to match the traffic.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the captive portal preprocessed

                              
                           
                           
                           	
                              
                              There is a block/reset rule using the identity policy to match the traffic.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the safe search preprocessed

                              
                           
                           
                           	
                              
                              There is a block/reset rule using the safe-search feature in firewall policy to match the traffic.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the SI preprocessed

                              
                           
                           
                           	
                              
                              There is a block/reset rule a in Security Intelligence tab of AC Policy to block the traffic, erg., DNS or URL SI rule.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the filterer preprocessed

                              
                           
                           
                           	
                              
                              There is a block/reset rule in filterer tab of AC policy to match the traffic.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the stream preprocessed

                              
                           
                           
                           	
                              
                              There is an intrusion rule blocking/reset stream connection, erg., blocking when TCP normalization error.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the session preprocessed

                              
                           
                           
                           	
                              
                              This session was already blocked earlier by some other module, so session preprocessed is blocking further packets of the
                                 same session.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the fragmentation preprocessed

                              
                           
                           
                           	
                              
                              Blocking because earlier fragment of the data is blocked.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the snort response preprocessed

                              
                           
                           
                           	
                              
                              There is a react snort rule, erg., sending a response page on a particular HTTP traffic.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the snort response preprocessed

                              
                           
                           
                           	
                              
                              There is a snort rule to send custom response on packets matching conditions.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the reputation preprocessed

                              
                           
                           
                           	
                              
                              Packet matches a reputation rule, erg., blocking a given IP address.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the x-Link2State preprocessed

                              
                           
                           
                           	
                              
                              Blocking due to buffer overflow vulnerability detected in SMTP.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              back orifice preprocessed

                              
                           
                           
                           	
                              
                              Blocking due to detection of back orifice data.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the SMB preprocessed

                              
                           
                           
                           	
                              
                              There is a snort rule to block SMB traffic.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the file process preprocessed

                              
                           
                           
                           	
                              
                              There is file policy that blocks a file, erg., enamelware blocking.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the IPS preprocessed

                              
                           
                           
                           	
                              
                              There is a snort rule using IPS, erg., rate filtering.

                              
                           
                           
                        

                        
                     
                  

                  
                  The packet capture feature allows you to capture and download packets that are stored in the system memory. However, the buffer
                     size is limited to 32 MB due to memory constraint. Systems capable of handling very high volume of packet captures exceed
                     the maximum buffer size quickly and thereby the necessity of increasing the packet capture limit is required. It is achieved
                     by using the secondary memory (by creating a file to write the capture data). The maximum supported file size is 10 GB.
                  

                  
                  When the file-size  is configured, the captured data gets stored to the file and the file name is assigned based on the capture name recapture .
                  

                  
                  The file-size  option is used when you need to capture packets with the size limit more than 32 MB.
                  

                  
                  For information, see the Cisco Secure Firewall Threat
                              												Defense Command Reference.
                  

                  
               
               
            

            
            
            
               
                  	Use a packet capture trace

               

            
            
         
      

   
      
         
            
            Packet tracer tool overview

            
            
            
            
               
               
                  
                  A packet tracer tool is a network analysis utility. It simulates packet flows by modeling source and destination addresses
                     and protocol characteristics. The tool validates network policies by performing lookups against access rules, NAT, routing,
                     and rate-limiting policies. It also captures and logs detailed tracing information for each packet to assist with policy troubleshooting
                     and debugging. 
                  

                  
               
               
               
                  Packet tracer tool simulation and PCAP replay

                  
                  
                  Use the packet tracer tool to simulate the complete data path of a packet, including slow-path and fast-path modules. This
                     simulation helps verify whether your configured policies allow or deny intended traffic. This tool helps you confirm your
                     policy effectiveness and troubleshoot when your packets are blocked.
                  

                  
                  You can use packet capture (PCAP) files to replay complete traffic flows. Make sure your PCAP file contains a single Transmission
                     Control Protocol (TCP) or User Datagram Protocol (UDP) flow with up to 100 packets. On replay, the tool initializes client
                     and server entities and synchronizes packet transmission, logging trace results for each packet in the flow.
                  

                  
                  
                     
                     
                        
                        PCAP Replay

                        
                        Packet replay operates in sequence as captured in the PCAP file. Any interference during replay ends the session. Trace output
                           is generated for all packets on the specified ingress and egress interfaces, supporting comprehensive flow analysis. Some
                           features that dynamically alter packets during replay—such as IPsec, VPN, SSL, HTTPS decryption, NAT, and others—are not supported in PCAP replay.
                        

                        
                     

                     
                  

                  
                  
                     
                     For NAT-configured devices, the replayed packets reflect translated addresses, so that the addresses are processed without
                        being dropped. IPv4 to IPv6 and IPv6 to IPv4 NAT are not supported in PCAP replay. To capture identity and TLS decryption
                        trace information, configure Snort 3 as the detection engine on the device.
                     

                     
                      For more realistic simulation, the tool can imitate packet timing based on PCAP timestamps, using the honor-timestamp keyword in the packet-tracer command. 
                     

                     
                     
                        
                           	
                              Note

                           
                           	
                              
                                 
                                 The timestamp accuracy decreases if the device takes longer to process each packet than the inter-packet time interval recorded
                                    in the capture.
                                 

                                 
                              

                           
                        

                     

                     
                      Packet tracer data generated by the device can be stored in a PCAP file using the export-pcapng keyword in the show packet tracer command. The resulting pcapng file can be viewed with external tools like Wireshark. 
                     

                     
                  

                  
                  
                  
               
               
            

            
            
            
               
                  	Run a packet trace

               

            
            
         
      

   
      
         
            
            CPU profiler overview

            
            
            
               
               
                  
                  The CPU profiler gathers data on CPU usage by individual modules or inspectors of Snort 3, while packets are being processed
                     within a specific timeframe. It provides information on the amount of CPU time that each module consumes in relation to the
                     total CPU usage of the Snort 3 process. Using the CPU profiler does not require reloading the configuration or restarting
                     Snort 3, thus minimizing downtime. The profiling result displays the processing time taken by all the modules during the last
                     profiling session. CPU profiling results are saved in JSON format in the threat defense device and synchronized in the management
                     center.
                  

                  
               
               
               
                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              CPU profiling might cause system performance degrade of approximately 3 percent.

                              
                           

                        
                     

                  

                  
                  
               
               
            

            
            
            
               
                  	Use the CPU profiler

               

            
            
         
      

   
      
         
            
            Rule profiler overview

            
            
            
               
               
                  
                  The Snort 3 rule profiler gathers data on the time spent processing a set of Snort 3 intrusion rules, highlights potential
                     issues, and shows the rules with unsatisfactory performance. Within the Snort 3 engine, the rule profiler inspects traffic
                     using the Snort 3 intrusion detection mechanism. The rule profiler displays the top 100 IPS rules that required the maximum
                     time to check. Triggering the rule profiler does not require Snort 3 reload or restart. The rule profiling results are saved
                     in JSON format in the threat defense device and synchronized in the management center.
                  

                  
               
               
               
            

            
            
            
               
                  	Use the rule profiler

               

            
            
         
      

   
      
         
            
            Part IV. Tools
            

            
            
            

            
            
            
               
                  	Backup/Restore

                  	Scheduling

                  	Import/Export

                  	Data Purge and Storage

               

            
            
         
      

   
      
         
            Chapter 15. Backup/Restore
            

            

            
            
               
                  	Backup and restore

                  	Requirements: backup and restore configuration

                  	Guidelines and limitations for backup and restore

                  	Best practices for backup and restore

                  	Backing up Firewall Management Centers or managed devices

                  	Restoring Firewall Management Centers and managed devices

                  	Manage backups and remote storage

                  	History for backup and restore

               

            
            
         
      

   
      
         
            
            Backup and restore

            
            
            
               
               
                  
                  A backup and restore system is a disaster recovery mechanism that

                  
                  
                     
                     	
                        
                        enables periodic backups to a secure remote location as part of system maintenance planning,

                        
                     

                     
                     	
                        
                        provides the ability to recover from disasters, and

                        
                     

                     
                     	
                        
                        supports both on-demand and scheduled backup operations.

                        
                     

                     
                  

                  
               
               
               
                  Backup types and contents

                  
                  
                  Device backups are always configuration-only. Firewall Management
                           											Center  backups vary by type.
                  

                  
                  
                     Firewall Management
                                 											Center  backups
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Backup Type

                              
                           
                           
                           	
                              
                              Backed Up

                              
                           
                           
                           	
                              
                              Not Backed Up

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Configurations

                              
                           
                           
                           	
                              
                              Most configurations are backed up.

                              
                              In a multidomain deployment, you must back up configurations. You cannot back up
                                 events or TID data only.
                              

                              
                           
                           
                           	
                              
                              These configurations are not backed up and must be reconfigured after
                                 restore:
                              

                              
                              
                                 
                                 	
                                    
                                    Remote storage settings.

                                    
                                 

                                 
                                 	
                                    
                                    Audit log server certificate settings.

                                    
                                 

                                 
                                 	
                                    
                                    Public and private AMP cloud connections, in Version 7.6.1+.
                                    

                                    
                                 

                                 
                              

                              
                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Events

                              
                           
                           
                           	
                              
                              All events in the Firewall Management
                                       											Center database.
                              

                              
                           
                           
                           	
                              
                              Intrusion event review status is not backed up. Restored intrusion events do not
                                 appear on Reviewed Events pages.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Threat Intelligence Director (TID) data.

                              
                           
                           
                           	
                              
                              For more information, see About Backing Up and Restoring Threat Intelligence
                                             											Director Data in the Cisco Secure Firewall Management
                                             												Center Device Configuration
                                             									Guide.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Reports

                              
                           
                           
                           	
                              
                              —

                              
                           
                           
                           	
                              
                              Reports stored on the Firewall Management
                                       											Center are not backed up as part of any backup. You should store reports in a secure
                                 remote location.
                              

                              
                           
                           
                        

                        
                     
                  

                  
                  Restoring configurations overwrites all backed-up configurations, with very few
                     exceptions. On the Firewall Management
                           											Center, restoring events and TID data overwrites all existing events and TID data, with
                     the exception of intrusion events.
                  

                  
                  Make sure you understand and plan for these restore considerations:

                  
                  
                     
                     	
                        
                        You cannot restore what is not backed up, as described above.

                        
                     

                     
                     	
                        
                        Restoring fails VPN certificates.

                        
                        The Firewall Threat Defense restore process removes VPN certificates and all VPN configurations from Firewall Threat Defense devices, including certificates added after the backup was taken. After you restore
                           the Firewall Threat Defense device, you must re-add/re-enroll all VPN certificates, and redeploy the device.
                        

                        
                     

                     
                     	
                        
                        Restoring to a configured Firewall Management
                                 											Center — instead of factory-fresh or reimaged — merges intrusion events and file lists.
                        

                        
                        The Firewall Management
                                 											Center event restore process does not overwrite intrusion events. Instead, the intrusion
                           events in the backup are added to the database. To avoid duplicates, delete existing
                           intrusion events before you restore.
                        

                        
                        The Firewall Management
                                 											Center configuration restore process does not overwrite clean and custom detection file
                           lists used by Malware Defense. Instead, it merges existing file lists with the file lists in the backup. To replace
                           file lists, delete existing file lists before you restore.
                        

                        
                     

                     
                  

                  
                  You can perform on-demand backups for the Firewall Management
                           											Center and many Firewall Threat Defense devices from the Firewall Management
                           											Center.
                  

                  
                  For more information, see Backing up Firewall Management Centers or managed devices.
                  

                  
                  You can use the scheduler on Firewall Management
                           											Center to automate backups. You can also schedule remote device backups from the Firewall Management
                           											Center.
                  

                  
                  The Firewall Management
                           											Center setup process schedules weekly configuration-only backups, to be stored locally. This is
                     not a substitute for full off-site backups—after initial setup finishes, you should review
                     your scheduled tasks and adjust them to fit your organization's needs.
                  

                  
                  For more information, see Scheduling.
                  

                  
                  You can store backups locally. However, we recommend you back up Firewall Management
                           											Centers and managed devices to a secure remote location by mounting an NFS, SMB, or SSHFS
                     network volume as remote storage. After you do this, all subsequent backups are copied to
                     that volume, but you can still use the Firewall Management
                           											Center to manage them.
                  

                  
                  For more information, see Remote storage devices and Manage backups and remote storage.
                  

                  
                  You restore the Firewall Management
                           											Center from the Backup Management page. You must use the Firewall Threat Defense CLI to restore Firewall Threat Defense devices, except for the ISA 3000 zero-touch restore, which uses an SD card and the
                           reset button.

                  
                  For more information, see Restoring Firewall Management Centers and managed devices.
                  

                  
               
               
            

            
            
         
      

   
      
         
            
            Requirements: backup and restore configuration

            
            
            
            
            
               
               
                  
                  
                     Platform requirements

                  

                  
                  
                     
                     Ensure that you use supported platforms for backup and restore operations.

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Device backup is supported for both application and container instances.

                           
                        

                        
                        	
                           
                           This table lists backup support by platform: 

                           
                           
                              Backup support by platform
                              
                                 
                                 
                                 
                                 
                              
                              
                                 
                                 
                                    
                                    	
                                       
                                       Platform

                                       
                                    
                                    
                                    	
                                       
                                       Backup Supported?

                                       
                                    
                                    
                                 

                                 
                                 
                                    
                                    	
                                       
                                       Standalone

                                       
                                    
                                    
                                    	
                                       
                                       High Availability

                                       
                                    
                                    
                                    	
                                       
                                       Clusters

                                       
                                    
                                    
                                 

                                 
                              
                              
                                 
                                 
                                    
                                    	
                                       
                                       Management center, hardware and virtual

                                       
                                    
                                    
                                    	
                                       
                                       YES

                                       
                                    
                                    
                                    	
                                       
                                       YES

                                       
                                    
                                    
                                    	
                                       
                                       —

                                       
                                    
                                    
                                 

                                 
                                 
                                    
                                    	
                                       
                                       Threat defense hardware

                                       
                                    
                                    
                                    	
                                       
                                       YES

                                       
                                    
                                    
                                    	
                                       
                                       YES

                                       
                                    
                                    
                                    	
                                       
                                       YES

                                       
                                       
                                    
                                    
                                 

                                 
                                 
                                    
                                    	
                                       
                                       Threat defense virtual, on-prem/private cloud

                                       
                                    
                                    
                                    	
                                       
                                       VMware

                                       
                                       HyperFlex

                                       
                                       
                                       Nutanix

                                       
                                       OpenStack

                                       
                                    
                                    
                                    	
                                       
                                       VMware

                                       
                                       
                                    
                                    
                                    	
                                       
                                       VMware

                                       
                                       
                                       
                                    
                                    
                                 

                                 
                                 
                                    
                                    	
                                       
                                       Threat defense virtual, public cloud

                                       
                                    
                                    
                                    	
                                       
                                       —

                                       
                                       
                                       
                                       
                                       
                                    
                                    
                                    	
                                       
                                       —
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                     Restore platform requirements

                  

                  
                  
                     
                     Ensure that a replacement managed device meets these hardware requirements.

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           A replacement managed device must be the same model as the one you are replacing, with the same number of network modules
                              and same type and number of physical interfaces.
                           

                           
                        

                        
                        	
                           
                           For Firewall Management
                                    											Centers, you can use backup and restore not only in an RMA scenario, but also to migrate configurations and events between Firewall Management
                                    											Centers. For details, including supported target and destination models, see the Cisco Secure Firewall Management
                                       												Center Model Migration Guide.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     Version requirements

                  

                  
                  
                     
                     Ensure that both old and new appliances run compatible software versions before restoring backups.

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           As the first step in any backup, note the patch level. To restore a backup, the old and the new appliance must be running the same software version, including patches. To restore to a Firepower 4100/9300 chassis, you must be running a compatible FXOS.
                           

                           
                        

                        
                        	
                           
                           For Firewall Management
                                    											Center backups, you are not required to have the same VDB or SRU. Note, however, that restoring a backup replaces the existing VDB with the VDB in the
                              backup file. If this happens, it is reported in the Message Center. If the restored SRU or the VDB version is older than the one available on the Cisco Support & Download
                                 									site, we recommend you install the newer version.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     License requirements

                  

                  
                  
                     
                     Address licensing or orphan entitlements concerns as described in the best practices and procedures. If you notice licensing
                        conflicts, contact Cisco TAC.
                     

                     
                  

                  
               

               
               
                  
                  
                     Domain requirements

                  

                  
                  
                     
                     Ensure that you have appropriate domain permissions for backup and restore operations.

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           To back up or restore the Firewall Management
                                    											Center: Global only.
                           

                           
                        

                        
                        	
                           
                           To back up a device from the Firewall Management
                                    											Center: Global only.
                           

                           
                        

                        
                        	
                           
                           To restore a device: None. Restore devices locally at the CLI.

                           
                        

                        
                        	
                           
                           In a multidomain deployment you cannot back up only events/TID data. You must also back up configurations.

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Guidelines and limitations for backup and restore

            
            
            
               
               
                  
                  
                     Backup and restore is for disaster recovery/RMA

                  

                  
                  
                     
                     Use backup and restore primarily for RMA scenarios. Before you begin the restore process of a faulty or failed physical appliance,
                        contact Cisco TAC for replacement hardware.
                     

                     
                  

                  
               

               
               
                  
                  You can also use backup and restore to migrate configurations and events between Firewall Management
                           											Centers. This makes it easier to replace Firewall Management
                           											Centers due to technical or business reasons such as a growing organization, migration from a physical to a virtual implementation,
                     hardware refresh, and so on.
                  

                  
               

               
               
                  
                  
                     Restore on a reimaged management center

                  

                  
                  
                  
                     
                     Always restore the Firewall Management
                              											Center on a freshly reimaged Firewall Management
                              											Center.
                     

                     
                  

                  
               

               
               
                  
                  If you are restoring without reimaging and if you had registered Firewall Threat Defense on the Firewall Management
                           											Center after backing up, then when you register the device again on the restored Firewall Management
                           											Center, you will encounter device registration failure due to certification error. This error occurs due to the mismatch in the
                     restored certificate database and the non-reimaged Firewall Management
                           											Center backup that is restored to.
                  

                  
               

               
               
                  
                  
                     Backup and restore is not configuration import/export

                  

                  
                  
                     
                     Do not use the backup and restore process to copy configurations between appliances or devices, or as a way to save configurations
                        while testing new ones. Instead, use the import/export feature.
                     

                     
                  

                  
               

               
               
                  
                  A backup file contains information that uniquely identifies an appliance, and cannot be shared. For example, Firewall Threat Defense device backups include the device's management IP address and all information the device needs to connect to its managing
                     Firewall Management
                           											Center. Do not restore the Firewall Threat Defense backup to a device being managed by a different Firewall Management
                           											Center; the restored device will attempt to connect to the Firewall Management
                           											Center specified in the backup.
                  

                  
               

               
               
                  
                  
                     Restore is individual and local

                  

                  
                  
                     
                     Restore to Firewall Management
                              											Centers and managed devices individually and locally.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           You cannot batch-restore to high availability or clustered Firewall Management
                                    											Centers or devices.
                           

                           
                        

                        
                        	
                           
                           You cannot use the Firewall Management
                                    											Center to restore a device. For the Firewall Management
                                    											Center, you can use the web interface to restore. For Firewall Threat Defense devices, you must use the Firewall Threat Defense CLI, except for the ISA 3000 zero-touch restore, which uses an SD card and the reset button.

                           
                        

                        
                        	
                           
                           While restoring the Firewall Management
                                    											Center from backup the health policy is also restored. However, any updates to the health monitoring settings are not deployed to
                              devices. You must redeploy all health policies after a successful restore to avoid any discrepancy in health monitoring.
                           

                           
                        

                        
                        	
                           
                           You cannot use Firewall Management
                                    											Center user accounts to log into and restore one of its managed devices. The Firewall Management
                                    											Center and devices maintain their own user accounts.
                           

                           
                        

                        
                     

                     
                     
                  

                  
               

               
               
                  
                  
                     Strong encryption in the restore device

                  

                  
                  
                     
                     Ensure that the same strong encryption configuration that was available during the backup is present in the Threat Defense unit that is being restored.
                     

                     
                  

                  
               

               
               
                  
                  Otherwise, the HA peers may enter a split-brain state.

                  
               

               
               
               
            

            
            
            
               
                  	Recommendation: Configuration Import/Export Guidelines for Firepower 4100/9300

               

            
            
         
      

   
      
         
            
            Recommendation: Configuration Import/Export Guidelines for Firepower 4100/9300
                  		

            
            
            
            
            
               
               
                  
                  
                     
                     You can use the configuration export feature to export an XML file containing logical device and platform configuration settings
                        for your Firepower 4100/9300 chassis to a remote server or your local computer. You can later import that configuration file to quickly apply the configuration settings to your Firepower 4100/9300 chassis to return to a known good configuration or to recover from a system failure.
                     

                     
                  

                  
                  
                     
                     
                        
                        
                        	
                           
                           Do not modify
                              				the contents of the configuration file. If a configuration file is modified,
                              				configuration import using that file might fail.
                           

                           
                        

                        
                        	
                           
                           Application-specific configuration settings are not contained in the configuration file. You
                              						must use the configuration backup tools provided by the application to
                              						manage application-specific settings and configurations.
                           

                           
                        

                        
                        	
                           
                           When you import a configuration to the chassis, all existing configuration on the chassis (including any logical devices)
                              are deleted and completely replaced by the configuration contained in the import file.
                           

                           
                        

                        
                        	
                           
                           Except in an RMA scenario, we recommend you only import a configuration file to the same chassis where the configuration was
                              exported.
                           

                           
                        

                        
                        	
                           
                           The platform software version of the Firepower 4100/9300 chassis where you are importing should be the same version as when the export was taken. If not, the import operation is not guaranteed
                              to be successful. We recommend you export a backup configuration whenever the chassis is upgraded or downgraded.
                           

                           
                        

                        
                        	
                           
                           The Firepower 4100/9300 chassis where you are importing must have the same Network Modules installed in the same slots as when the export was taken.
                           

                           
                        

                        
                        	
                           
                           The Firepower 4100/9300 chassis where you are importing must have the correct software application images installed for any logical devices defined in the
                              export file that you are importing.
                           

                           
                        

                        
                        
                        	
                           
                           To avoid overwriting existing backup files, change the file name in the backup operation or
                              						copy the existing file to another location.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You must backup the logicl APP separately as the FXOS import/export will backup only the FXOS configuration. The FXOS configuration
                                 import will cause logical device reboot and it rebuilds the device with the factory default configuration.
                              

                              
                           

                        
                     

                  

                  
               

               
            

            
            
            
            
            
            
         
      

   
      
         
            
            Best practices for backup and restore

            
            
            
               
               
                  
                  
                     When to back up

                  

                  
                  
                     
                     We recommend backing up during a maintenance window or other time of low use.

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Regular scheduled or on-demand backups. As part of your disaster recovery
                              plan, we recommend that you perform periodic backups.
                           

                           
                        

                        
                        	
                           
                           After SLR changes. Back up the Firewall Management
                                    											Center after you make changes to Specific Licensing Reservations (SLRs).
                           

                           
                        

                        
                        	
                           
                           Before upgrade or reimage. If an upgrade fails catastrophically, you may have to reimage and restore.

                           
                        

                        
                        	
                           
                           During backup and restore process, some of major Management Center and Threat Defense processes which impact the connectivity to each other are not available. Therefore, ensure that parallel actions are not
                              initiated when major processes are paused, stopped, or restarted during a backup and restore.
                           

                           
                        

                        
                        	
                           
                           After upgrade. Back up after you upgrade, so you have a snapshot of your freshly upgraded deployment.

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     Maintaining backup file security

                  

                  
                  
                     
                     We recommend you back up Firewall Management
                              											Centers and devices to a secure remote location and verify transfer success.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Backups are stored as unencrypted archive (.tar) files.

                           
                        

                        
                        	
                           
                           Private keys in PKI objects are decrypted before they are backed up and reencrypted with a randomly generated key when you
                              restore the backup.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     Backup and restoration in Firewall Management
                              											Center high-availability deployments
                     

                  

                  
                  
                     
                     In Firewall Management
                              											Center high availability deployments, backing up one Firewall Management
                              											Center does not back up the other. You should regularly back up both peers.
                     

                     
                  

                  
               

               
               
                  
                  
                     Backup and restoration in Firewall Threat
                           										Defense high-availability deployments
                     

                  

                  
                  
                     
                     In the Firewall Threat Defense high availability deployment, you should back up the device pair from the Firewall Management
                              											Center, but restore individually and locally from the Firewall Threat Defense CLI.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Do not suspend or break high availability before you restore.
                           

                           
                        

                        
                        	
                           
                           Do not run the restore  CLI command on both peers at the same time.
                           

                           
                        

                        
                        	
                           
                           When both peers fail, before the devices are decommissioned, ensure that unregister them both from the Firewall Management
                                    											Center.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     Backup and restoration in Firewall Threat
                           										Defense cluster deployments
                     

                  

                  
                  
                     
                     In the Firewall Threat Defense clustering deployment, you should back up the entire cluster from the Firewall Management
                              											Center, but restore nodes individually and locally from the Firewall Threat Defense CLI.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Do not suspend or break clustering before you restore.
                           

                           
                        

                        
                        	
                           
                           Do not run the restore CLI command on multiple nodes at the same time.
                           

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     Backup and restoration for firepower 4100/9300 chassis

                  

                  
                  
                     
                     To restore Firewall Threat Defense software on a Firepower 4100/9300 chassis, the chassis must be running a compatible FXOS version. When you back up a Firepower
                        4100/9300 chassis, we strongly recommend you also back up FXOS configurations.
                     

                     
                  

                  
               

               
               
                  
                  
                     Prebackup tasks

                  

                  
                  
                     
                     Before you back up, you should update the VDB and SRU on the Firewall Management
                              											Center and check disk space.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           We always recommend you use the latest vulnerability database (VDB) and intrusion rules (SRU).

                           
                        

                        
                        	
                           
                           Before you begin a backup, make sure you have enough disk space on the appliance or on your remote storage server.

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     Prerestoration tasks

                  

                  
                  
                     
                     Before restore, you should revert any licensing changes made since you took the backup, disconnect faulty appliances, avoid
                        unregistering managed devices, and reimage when necessary.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Revert any licensing changes made since you took the backup to avoid license conflicts.

                           
                        

                        
                        	
                           
                           Disconnect the management interface, and for devices, the data interfaces to avoid IP conflicts.

                           
                        

                        
                        	
                           
                           Do not unregister managed devices from the Firewall Management
                                    											Center, even if you physically disconnect an appliance from the network.
                           

                           
                        

                        
                        	
                           
                           In an RMA scenario, we recommend you reimage if the replacement appliance is already configured.

                           
                        

                        
                     

                     
                  

                  
               

               
               
                  
                  
                     Postrestoration tasks

                  

                  
                  
                     
                     After restoration, perform these tasks: reconfigure everything that was not restored, update the vulnerability database and
                        intrusion rules, and deploy restored Management Center and its Threat Defense devices.
                     

                     
                  

                  
                  
                     
                     
                        
                        	
                           
                           Reconfigure licensing, remote storage, and audit log server certificate settings.

                           
                        

                        
                        	
                           
                           Update the vulnerability database (VDB) and intrusion rules (SRU) on the Firewall Management
                                    											Center.
                           

                           
                        

                        
                        	
                           
                           
                           If you are restoring a Threat Defense device, you must perform force deployment after restoration is complete.
                              If you are restoring Firewall Management
                                       											Center: 
                              

                              
                                 
                                 	
                                    
                                    If you have performed restoration with the latest Firewall Management
                                             											Center backup and no configuration changes are deployed to the managed Threat Defense devices after the backup, you are not required to perform deployment after restoration.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    For all other conditions, you must perform force deployment.

                                    
                                    
                                       
                                          	
                                             Note

                                          
                                          	
                                             
                                                
                                                For information about how to force deploy, see refer the "Redeploy Existing Configurations to a Device" section in the Cisco Secure Firewall Management
                                                               												Center Device Configuration
                                                               									Guide.
                                                

                                                
                                             

                                          
                                       

                                    

                                    
                                 

                                 
                              

                           

                           
                        

                        
                     

                     
                  

                  
               

               
            

            
            
            
            
            
            
            
            
            
            
            
            
            
            
            
            
            
         
      

   
      
         
            
            Backing up Firewall Management
                     											Centers or managed devices
            

            
            
            
               
               
                  
                  A backup is a data protection mechanism that

                  
                  
                     
                     	
                        
                        allows you to perform on-demand or scheduled backups for supported appliances,

                        
                     

                     
                     	
                        
                        can be performed without requiring a backup profile for devices from the Firewall Management
                                 											Center, and
                        

                        
                     

                     
                     	
                        
                        requires backup profiles for Firewall Management
                                 											Center backups.
                        

                        
                     

                     
                  

                  
               
               
               
                  Backup profile creation

                  
                  
                  The on-demand backup process allows you to create a new backup profile.

                  
               
               
            

            
            
            
               
                  	Back up the Firewall Management Center

                  	Back up a Device from the Firewall Management Center

                  	Create a backup profile

               

            
            
         
      

   
      
         
            
            Restoring Firewall Management
                     											Centers and managed devices
            

            
            
            
               
               
                  
                  Restoring Firewall Management
                           											Centers and managed devices is a recovery process that
                  

                  
                  
                     
                     	
                        
                        uses different interfaces depending on the device type

                        
                     

                     
                     	
                        
                        requires the web interface for Firewall Management
                                 											Center, and
                        

                        
                     

                     
                     	
                        
                        requires the CLI for Firewall Threat Defense devices.
                        

                        
                     

                     
                  

                  
               
               
               
                  Restoration methods

                  
                  
                  The restoration process varies by device type. You cannot use the Firewall Management
                           											Center to restore a device.
                  

                  
               
               
            

            
            
            
               
                  	Restore Firewall Management Center from Backup

                  	Restore Firewall Threat Defense from Backup

                  	Zero-Touch Restore Firewall Threat Defense from Backup: ISA 3000

                  	Restore Firewall Threat Defense from Backup: Firepower 4100/9300 Chassis

                  	Restore Firewall Threat Defense Virtual from Backup

               

            
            
         
      

   
      
         
            
            Chapter 16. Scheduling
            

            
            
            
            
               
                  	Task scheduling

                  	Guidelines for scheduled tasks

                  	Scheduled task types

                  	Schedule a task

                  	History for scheduling

               

            
            
         
      

   
      
         
            
            Task scheduling

            
            
            
               
               
                  
                  Task scheduling is a system management feature that allows you to automate routine
                     jobs to run once or on a recurring basis.
                  

                  
               
               
               
                  Time zones and seasonal time changes

                  
                  
                  Tasks are scheduled in Coordinated Universal Time (UTC). Because UTC remains constant
                     year-round, scheduled tasks do not automatically adjust for local variations such as
                     summer time or Daylight Saving Time. For example, a task scheduled for 2:00 a.m.
                     during standard time runs at 3:00 a.m. during summer time.
                  

                  
               
               
               
                  Automatically scheduled tasks

                  
                  
                  The system automatically schedules these tasks:

                  
                  
                     
                     	
                        
                        A one-time task to download and install the latest VDB, at initial setup.

                        
                     

                     
                     	
                        
                        A weekly task to download the latest available, starting at initial setup.

                        
                        
                     

                     
                     	
                        
                        A weekly task to perform a locally stored configuration-only backup of the
                           Firewall Management
                                 											Center, starting at initial setup..
                        

                        
                     

                     
                     	
                        
                        A daily task to updated certificate revocation lists (CRL), when you
                           configure user or audit log certificates.
                        

                        
                     

                     
                  

                  
               
               
               
            

            
         
      

   
      
         
            Chapter 17. Import/Export
            

            
            
               The following topics
                  		explain how to use the Import/Export feature: 
                  	 
               

            

            
            
               
                  	Import/Export feature overview

                  	Requirements and prerequisites for import/export

                  	Guidelines for Import/Export

                  	Export configurations

                  	Import configurations

               

            
            
         
      

   
      
         
            	
            Import/Export feature overview

            	
            	
            
               		
               
                  			
                  You can use the Import/Export feature to copy configurations between Firewall Management
                           											Centers. Import/Export is not a backup tool but can simplify the process of adding a new Firewall Management
                           											Center. 
                  

                  		
               
               		
               
                  Configuration export and import capabilities

                  			
                  			
                  You can export a single configuration, or you can export a set of configurations (of the same type or of different types)
                     with a single action. When you later import the package onto another Firewall Management
                           											Center, you can choose which configurations in the package to import. 
                  

                  			
                  An exported package contains revision information for that configuration, which determines whether you can import that configuration
                     onto another Firewall Management
                           											Center. When the Firewall Management
                           											Center are compatible, but the package includes a duplicate configuration, the Firewall Management
                           											Center offers resolution options.
                  

                  			
                  		
               
               	
            

            
            
            
               
                  	Exceptions to export behavior

                  	Import objects and object groups

                  	Conflict resolution for duplicate configurations

               

            
            
         
      

   
      
         
            
            Import objects and object groups

            
            
            
               
               
                  
                  When you import objects and object groups:

                  
               
               
               
                  
                  
                     
                     	
                        
                        Generally, the import process imports objects and groups as new, and you cannot replace existing objects and groups. However,
                           if network and port objects or groups in an imported configuration match existing objects or groups, the imported configuration
                           reuses the existing objects/groups, rather than creating new objects/groups. The Firewall Management
                                 											Center determines a match by comparing the name (minus any autogenerated number) and content of each network and port object/group.
                        

                        
                     

                     
                     	
                        
                        If the names of imported objects match existing objects on the importing Firewall Management
                                 											Center, the Firewall Management
                                 											Center appends autogenerated numbers to the imported object and group names to make them unique. 
                        

                        
                     

                     
                     	
                        
                        You must map any security zones and interface groups used in the imported configurations to matching-type zones and groups
                           managed by the importing Firewall Management
                                 											Center.
                        

                        
                     

                     
                     	
                        
                        If you export a configuration that uses PKI objects containing private keys, the Firewall Management
                                 											Center decrypts the private keys before export. On import, the Firewall Management
                                 											Center encrypts the keys with a randomly generated key. 
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Chapter 18. Data Purge and Storage
            

            
            
            
               
               
                  
                  Data purge and storage is a system management process that controls the retention, archiving, and removal of historical configuration
                     data and operational logs within the management environment.
                  

                  
                  
                     
                     	
                        
                        Categorization of remote data storage options.

                        
                     

                     
                     	
                        
                        Management of historical configuration updates.

                        
                     

                     
                     	
                        
                        Tracking of feature deprecations and enhancements.

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Data stored on the Firewall Management Center

                  	External data storage

                  	History for data storage

               

            
            
         
      

   
      
         
            
            Data stored on the Firewall Management
                     											Center

            
            
            
               
               
                  
                  This reference provides information about the various types of data stored on the Firewall Management
                           											Center and directs you to relevant documentation for managing each data type.
                  

                  
               
               
               
                  
                  
                     
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              For

                              
                           
                           
                           	
                              
                              See

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              General information about data storage on the Firewall Management
                                       											Center

                              
                           
                           
                           	
                              
                              Disk usage widget categories and features

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Purging old data

                              
                           
                           
                           	
                              
                              Purge data from the Firewall Management Center Database

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Allowing external access to the data on the Firewall Management
                                       											Center (this is an advanced feature)
                              

                              
                           
                           
                           	
                              
                              External database access

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Backups

                              
                           
                           
                           	
                              
                              Manage backups and remote storage and subtopics
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Reports

                              
                           
                           
                           	
                              
                              Configure local storage

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Events

                              
                           
                           
                           	
                              
                              Connection Logging

                              
                              Database and subtopics
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Network discovery data

                              
                           
                           
                           	
                              
                              
                              Network Discovery Data Storage
                                    Settings and subsequent topics in the Cisco Secure Firewall Management
                                          												Center Device Configuration
                                          									Guide

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Files

                              
                           
                           
                           	
                              
                              Information about storing files in the Network Malware Protection and File Policies chapter of the Cisco Secure Firewall Management
                                             												Center Device Configuration
                                             									Guide, including best practices.
                              

                              
                              Tuning File and Malware Inspection Performance and Storage
                                    Cisco Secure Firewall Management
                                             												Center Device Configuration
                                             									Guide

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Packet data

                              
                           
                           
                           	
                              
                              Edit General Settings in the Cisco Secure Firewall Management
                                             												Center Device Configuration
                                             									Guide

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Users and user activity

                              
                           
                           
                           	
                              
                              
                              The Users Database in the Cisco Secure Firewall Management
                                          												Center Device Configuration
                                          									Guide

                              
                              
                              The User Activity Database in the
                                 Cisco Secure Firewall Management
                                          												Center Device Configuration
                                          									Guide

                              
                           
                           
                        

                        
                        
                        
                     
                  

                  
               
               
            

            
            
            
               
                  	Purge data from the Firewall Management Center Database

               

            
            
         
      

   
      
         
            
            External data storage

            
            
            
               
               
                  
                  Remote data storage supports storing data under different categories. The classification is as follows: 

                  
               
               
               
                  
                  
                     
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              For

                              
                           
                           
                           	
                              
                              See

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Backups

                              
                           
                           
                           	
                              
                              Manage backups and remote storage and subtopics
                              

                              
                              Remote storage devices and subtopics
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Reports

                              
                           
                           
                           	
                              
                              Remote storage devices and subtopics
                              

                              
                              Moving reports to remote storage

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Events

                              
                           
                           
                           	
                              
                              Information about syslog and other resources in Event Analysis Using External Tools

                              
                              Remote data storage in Cisco Secure Cloud Analytics

                              
                              Remote data storage on a Secure Network Analytics appliance

                              
                              If you store connection events remotely, consider disabling storage of connection events on your Firewall Management
                                       											Center. For information, see Database and subtopics.
                              

                              
                           
                           
                        

                        
                     
                  

                  
                  
                     
                        	
                           Important

                        
                        	
                           
                              
                              If you will use syslog or store events externally, avoid special characters in object names such as policy and rule names.
                                    Object names should not contain special characters, such as commas, that the receiving application may use as separators.

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
               
                  	Comparison of Security Analytics and Logging remote event storage options

                  	Remote data storage in Cisco Secure Cloud Analytics

                  	Remote data storage on a Secure Network Analytics appliance

               

            
            
         
      

   
      
         
            
            Remote data storage in Cisco Secure Cloud
                  									Analytics

            
            
            
               
               
                  
                  Remote data storage in Cisco Secure Cloud
                        									Analytics is a security data management capability that
                  

                  
                  
                     
                     	
                        
                        sends select Secure Firewall event data to Secure Cloud
                              									Analytics using Security
                              										Analytics and Logging (SaaS),
                        

                        
                     

                     
                     	
                        
                        supports connection, Security Intelligence, intrusion, file, and malware events, and

                        
                     

                     
                     	
                        
                        allows event transmission either directly or via syslog.

                        
                     

                     
                  

                  
               
               
               
                  Additional information

                  
                  
                  For more information, refer to Secure Firewall Management Center and Cisco Security Analytics and Logging (SaaS) Integration Guide.
                  

                  
                  
                     
                        	
                           Important

                        
                        	
                           
                              
                              If you will use syslog or store events externally, avoid special characters in object names such as policy and rule names.
                                    Object names should not contain special characters, such as commas, that the receiving application may use as separators.

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Remote data storage on a Secure Network
                  									Analytics appliance
            

            
            
            
            
               
               
                  
                  A remote data storage on a Secure Network
                        									Analytics appliance is a storage solution that
                  

                  
                  
                     
                     	
                        
                        provides additional data storage capacity when your Secure Firewall appliance storage is insufficient
                        

                        
                     

                     
                     	
                        
                        uses Security
                              										Analytics and Logging (On Premises) to store Secure Firewall data externally, and
                        

                        
                     

                     
                     	
                        
                        allows you to view connection events in Firewall Management
                                 											Center even when data is stored remotely.
                        

                        
                     

                     
                  

                  
               
               
               
                  Remote data storage capabilities

                  
                  
                  You can view connection events in Firewall Management
                           											Center even if they are stored on a Secure Network
                        									Analytics appliance. See Work in Secure Firewall Management Center with Connection Events Stored on a Secure Network Analytics Appliance.
                  

                  
                  
                  For complete information, see the documentation available from Cisco Security Analytics and Logging.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you will use syslog or store events externally, avoid special characters in object names such as policy and rule names.
                                    Object names should not contain special characters, such as commas, that the receiving application may use as separators.

                              
                           

                        
                     

                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The Manager Only deployment is not supported on Secure Network
                                    									Analytics appliance version 7.5.1 or later. For more information, see Cisco Security Analytics and Logging documentation.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Part V. Reporting and Alerting
            

            
            
            

            
            
            
               
                  	Reports

                  	External Alerting with Alert Responses

                  	External Alerting for Intrusion Events

               

            
            
         
      

   
      
         
            Chapter 19. Reports
            

            
               The following topics describe how to work with reports:

            

            
            
               
                  	Requirements and prerequisites for reports

                  	Reports

                  	Risk reports

                  	Standard reports

                  	Generated reports

                  	Report template feature history

               

            
            
         
      

   
      
         
            
            Reports

            
            
            
            
               
               
                  
                  The system offers two types of reports:

                  
                  
                     
                     	
                        
                        
                           Risk reports: Offers high-level summaries of risks found on your network. 
                        

                        
                     

                     
                     	
                        
                        
                           Standard reports: Provides detailed, customizable reports about all aspects of your system. 
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Risk reports

            
            
            
               
               
                  
                  A risk report is a portable, high-level summary that

                  
                  
                     
                     	
                        
                        presents high-level, easy-to-interpret overviews of risks identified within your organization,

                        
                     

                     
                     	
                        
                        includes recommendations for addressing identified security concerns, and

                        
                     

                     
                     	
                        
                        enables sharing of risk information with individuals who may not have access to your security system or specialist expertise.

                        
                     

                     
                  

                  
               
               
               
                  Risk report usage

                  
                  
                  You can use risk reports to share information about areas of risk and recommendations for addressing these risks with stakeholders
                     who may not be network security experts.
                  

                  
               
               
            

            
            
            
               
                  	Risk report templates

                  	Generate, view, and print risk reports

               

            
            
         
      

   
      
         
            
            Standard reports

            
            
            
               
               
                  
                  A report is a document file formatted in PDF, HTML, or CSV with the content you want to communicate. A report template specifies
                     the data searches and formats for the report and its sections. The system includes a powerful report designer that automates
                     the design of report templates. You can replicate the content of any event view table or dashboard graphic displayed in the
                     web interface. 
                  

                  
               
               
               
                  Report templates and customization

                  
                  
                  The system provides a flexible reporting system that allows you to quickly and easily generate multi-section reports with
                     the event views or dashboards that appear on your Firewall Management
                           											Center. You can also design your own custom reports from scratch. 
                  

                  
                  You can build as many report templates as you need. Each report template defines the individual sections in the report and
                     specifies the database search that creates the report’s content, as well as the presentation format (table, chart, detail
                     view, and so on) and the time frame.
                  

                  
                  Your template also specifies document attributes, such as the cover page and table of contents and whether the document pages
                     have headers and footers (available only for reports in PDF format). You can export a report template in a single configuration
                     package file and import it for reuse on another Firewall Management
                           											Center.
                  

                  
                  You can include input parameters in a template to expand its usefulness. Input parameters allow you to produce tailored variations
                     of the same report. When you generate a report with input parameters, the generation process prompts you to enter a value
                     for each input parameter. 
                  

                  
                  The values you type constrain the report contents on a one-time basis. For example, you can place an input parameter in the
                     destination IP field of the search that produces an intrusion event report; at report generation time, you can specify a department’s
                     network segment when prompted for the destination IP address. The generated report then contains only information concerning
                     that particular department. 
                  

                  
               
               
            

            
            
            
               
                  	About designing reports

                  	About generating reports

               

            
            
         
      

   
      
         
            
            About designing reports

            
            
            
               
               
                  
                  A report is a structured information resource that

                  
                  
                     
                     	
                        
                        presents network data, performance metrics, and system information,

                        
                     

                     
                     	
                        
                        enables analysis and documentation by organizing information in a readable format, and

                        
                     

                     
                     	
                        
                        can be customized to highlight specific data or trends as required.

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Report templates

                  	Report template section fields

                  	Report templates

                  	Create a custom report template

                  	Create a report template from an existing template

                  	Create a report template from an event view

                  	Create a report template by importing a dashboard or workflow

                  	Data source options in the import report sections window

                  	Report templates

                  	Configure table and data format in a report template section

                  	Specify search or filter criteria for a report template

                  	Modify fields in a report table

                  	Add a text section to a report template

                  	Add a page break to a report template

                  	Global time windows in report template sections

                  	Set the global time window for a report template and its sections

                  	Set the local time window for report template sections

                  	Rename a report template section

                  	Preview a report template section

                  	Report template searches

                  	Search in report template sections

                  	Input parameters

                  	Report template predefined input parameters

                  	User-defined input parameters

                  	Create user-defined input parameters

                  	Edit user-defined input parameters

                  	Constrain a search with user-defined input parameters

                  	Document attributes in report templates

                  	Edit document attributes in a report template

                  	Customize a cover page

                  	Manage report template logos

                  	Add a new logo

                  	Change the logo for a report template

                  	Delete a logo

                  	Manage report templates

                  	Editing report templates

                  	Export report templates

               

            
            
         
      

   
      
         
            
            Report templates

            
            
            
            
               
               
                  
                  A report template is a report configuration tool that

                  
                  
                     
                     	
                        
                        enables you to define the content and format for each section of a report,

                        
                     

                     
                     	
                        
                        allows you to configure document attributes such as cover page, table of contents, and page headers and footers, and

                        
                     

                     
                     	
                        
                        remains available for future reuse until you delete it.

                        
                     

                     
                  

                  
               
               
               
                  Report template design and format options

                  
                  
                  Your reports contain one or more information sections. You choose the format (text, table, or chart) for each section individually.
                     The format you select for a section may constrain the data that can be included. For example, you cannot show time-based information
                     in certain tables using a pie chart format. You can change the data criteria or format of a section at any time to obtain
                     optimum presentation.
                  

                  
                  You can base a report's initial design on a predefined event view, or you can start your design by importing content from
                     any defined dashboard, workflow, or summary. You can also start with an empty template, adding sections and defining their
                     attributes one by one.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              In a multidomain deployment, you can view but not edit report templates belonging to ancestor domains. To generate reports
                                 from these templates, you must copy them to your current domain.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Report templates

            
            
            
            
               
               
                  
                  A report template is a framework for organizing report sections that

                  
                  
                     
                     	
                        
                        allows each section to be independently built from its own database query,

                        
                     

                     
                     	
                        
                        supports creation through several methods, such as starting from an existing template, importing dashboards or workflows,
                           or basing on an event view, and
                        

                        
                     

                     
                     	
                        
                        provides features for customizing the format and content of each section.

                        
                     

                     
                  

                  
               
               
               
                  Report template creation methods

                  
                  
                  You can build a new report template by creating a new template, using an existing template, basing a template off an event
                     view, or importing a dashboard or workflow.
                  

                  
                  
                  Report template creation methods include:

                  
                  
                     
                     	
                        
                        New template creation: Create an entirely new template by generating the framework and then designing individual template sections
                        

                        
                     

                     
                     	
                        
                        Existing template copying: Copy an existing template and edit its attributes to create a new report template
                        

                        
                     

                     
                     	
                        
                        Event view-based creation: Create a report template from an event view and modify it by adding, modifying, or deleting sections
                        

                        
                     

                     
                     	
                        
                        Import-based creation: Import dashboards, workflows, and statistics summaries to quickly create reports with sections for each widget graphic or
                           event view
                        

                        
                     

                     
                  

                  
                  
                  If you do not want to copy an existing report template, you can create an entirely new template. The first step in creating
                     a template is to generate the framework that allows you to add and format the sections. Then, in the order you prefer, you
                     design the individual template sections and set attributes for the report document.
                  

                  
                  
                  Each template section consists of a dataset generated by a search or filter, and has a format specification (table, pie chart,
                     and so on) that determines the mode of presentation. You further determine section content by selecting the fields in the
                     data records you want to include in the output, as well as the time frame and number of records to show.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Use the section preview utility to check the column selection and output characteristics such as pie chart colors. It is not
                                 a reliable indicator of the correctness of your configured search.
                              

                              
                           

                        
                     

                  

                  
                  
                  The report you generate from the template has several document attributes that span all sections and control features, such
                     as the cover page, headers and footers, page numbering, and so on.
                  

                  
                  
                  Note that if you selected CSV as your document format, you have no document attributes to set.

                  
                  
                  If you identify a good model among your existing templates, you can copy the template and edit its attributes to create a
                     new report template. Cisco also provides a set of predefined report templates, visible on the Reports Tab in the list of templates.
                  

                  
                  
                  From an event view, you can create a report template and modify it to meet your needs. You can add additional sections, modify
                     automatically included sections, and delete sections.
                  

                  
                  
                  You can quickly create a new report by importing dashboards, workflows, and statistics summaries. The import creates a section
                     for each widget graphic in your dashboard and each event view in your workflow. You can delete any unnecessary sections to
                     focus on the most important information.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Report templates

            
            
            
               
               
                  
                  
                  Report template configuration is a customization capability that

                  
                  
                     
                     	
                        
                        enables modification of report section attributes to tailor content and presentation,

                        
                     

                     
                     	
                        
                        queries database tables to generate content for each section, and

                        
                     

                     
                     	
                        
                        allows users to define time windows, searches, filters, and data fields displayed. 

                        
                     

                     
                  

                  
               
               
               
                  Report template configuration capabilities

                  
                  
                  Each section in a report template queries a database table to generate content for that section. Changing the section's data
                     format uses the same data query, but modifies the fields that appear in the section according to the analytical purpose of
                     the format type. For example, the table view of intrusion events populates the section with a large number of data fields
                     per event record, while a pie chart section shows the portion of all matching records that each selected attribute represents,
                     with no details about individual events. 
                  

                  
                  Bar chart sections compare the total counts of matching records that have specific attributes. Line charts summarize changes
                     in the matching records over time with respect to a single attribute. Line charts are available only for data that is time-based,
                     not for information about hosts, users, third-party vulnerabilities, and so on.
                  

                  
                  
                  The search or filter in a report section specifies the database query on which the section content is based. For most tables,
                     you can constrain a report using a predefined or saved search, or you can create a new search on the fly:
                  

                  
                  
                     
                     	
                        
                        Predefined searches serve as examples for searching certain event tables and can provide quick access to important information
                           about your network that you may want to include in reports.
                        

                        
                     

                     
                     	
                        
                        Saved event searches include all public event searches that you or others have created, plus all your saved private event
                           searches.
                        

                        
                     

                     
                     	
                        
                        Saved searches for the current report template are accessible only in the report template itself. The search names of saved
                           report template searches end with the string "Custom Search." Users create these searches while designing reports.
                        

                        
                     

                     
                  

                  
                  
                  For the Application Statistics table, you use a user-defined application filter to constrain a report.

                  
                  
                  If you include table data in a section, you can choose which fields in the data record to show. All fields in the table are
                     available for inclusion or exclusion. You select fields that accomplish the purpose of the report, then order and sort them
                     accordingly.
                  

                  
                  
                  You can add text sections to your templates to provide custom text, such as an introduction, for the whole report or for individual
                     sections.
                  

                  
                  
                  You can add page breaks before or after any section in the template. This feature is particularly helpful for multi-section
                     reports with text pages that introduce the various sections.
                  

                  
                  
                  A report template's time window defines the template's reporting period.

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Security Analysts can edit only report templates they created. In multidomain deployments, you cannot edit report templates
                                 from ancestor domains, but you can copy them to create descendant versions.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Report template searches 

            
            
            
               
               
                  
                  A report template search is a configuration feature that

                  
                  
                     
                     	
                        
                        defines the criteria for retrieving data to populate sections of a report,

                        
                     

                     
                     	
                        
                        enables the inclusion of both predefined and custom searches within a report template, and

                        
                     

                     
                     	
                        
                        utilizes a search editor to manage, view, and customize available searches.

                        
                     

                     
                  

                  
               
               
               
                  Search editor capabilities

                  
                  
                  The system provides a search editor, allowing you to view existing searches in report templates and to define new custom searches
                     tailored to your reporting needs.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Input parameters

            
            
            
               
               
                  
                  An input parameter is a report template attribute that

                  
                  
                     
                     	
                        
                        allows the report to collect dynamic values from the user during generation,

                        
                     

                     
                     	
                        
                        supports both predefined (system-resolved) and user-defined (customizable) constraints, and

                        
                     

                     
                     	
                        
                        enables customization of report sections and fields such as search filters, email text, and file names.

                        
                     

                     
                  

                  
               
               
               
                  Input parameter types

                  
                  
                  There are two types of input parameters:

                  
                  
                     
                     	
                        
                        Predefined input parameters: These are resolved by internal system functions or configuration information. For example, at report generation time, the
                           system replaces the $<Time> parameter with the current date and time.
                        

                        
                     

                     
                     	
                        
                        User-defined input parameters: These supply constraints in report section searches. Constraining a search with an input parameter instructs the system
                           to collect a value at generation time from the person who requests the report. In this way, you can dynamically tailor a report
                           at generation time to show a particular subset of data without changing the template. For example, you can provide an input
                           parameter for the Destination IP field of a report section's search. Then, when you generate the report, you can enter the IP network segment for a particular
                           department to get data for that department only.
                        

                        
                        You can also define string-type input parameters to add dynamic text in certain fields of your report, such as in emails (subject
                           or body), report file names, and text sections. You can personalize reports for different departments, with customized report
                           file names, email addresses, and email messages, using the same template for all.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            About generating reports

            
            
            
               
               Describes the process of creating and configuring reports in the system to analyze data, monitor performance, and generate
                  documentation for network operations and administrative purposes.
               
               
            

            
            
            
               
                  	Generate reports

                  	Report generation options

                  	Distribute reports by email when generated

                  	Scheduled future reports

               

            
            
         
      

   
      
         
            
            Report generation options

            
            
            
               
               
                  
                  A report generation option is a report management feature that

                  
                  
                     
                     	
                        
                        enables scheduling of report creation at various intervals,

                        
                     

                     
                     	
                        
                        allows distribution of generated reports by email or remote storage, and

                        
                     

                     
                     	
                        
                        requires configuration of templates, mail relay, or storage to automate delivery.

                        
                     

                     
                  

                  
               
               
               
                  Available report generation options

                  
                  
                  You can configure these report generation options:

                  
                  
                     
                     	
                        
                        Schedule generation of future reports, either once or recurring. For more
                           information, refer to Scheduling. You can customize the
                           schedule on a full range of time frames such as daily, weekly, monthly, and
                           so on.
                        

                        
                     

                     
                     	
                        
                        Distribute email reports using the scheduler. You must
                           configure your report template and a mail relay host before scheduling the
                           task.
                        

                        
                     

                     
                     	
                        
                        Automatically send the report as an email attachment to a list of recipients when you generate a report. You must have a properly
                           configured mail relay host to deliver a report by email.
                        

                        
                     

                     
                     	
                        
                        Save newly generated report files to your configured remote storage location. To use remote storage, you must first configure
                           a remote storage location.
                        

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 If you store remotely and then switch back to local storage, the reports in remote storage do not appear on the Reports tab
                                    list. Similarly, if you switch from one remote storage location to another, the reports in the previous location do not appear
                                    in the list. 
                                 

                              
                           

                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Generated reports

            
            
            
            
               
               
                  
                  A generated report is a record that

                  
                  
                     
                     	
                        
                        provides access to previously-created report content,

                        
                     

                     
                     	
                        
                        is accessible through the Reports tab page interface, and

                        
                     

                     
                     	
                        
                        enables users to access, analyze, and export information as needed.

                        
                     

                     
                  

                  
               
               
               
                  Report access location

                  
                  
                  Access and work with previously-generated reports on the Reports tab.

                  
                  
               
               
            

            
            
            
               
                  	View reports

                  	Download reports

                  	Store reports remotely

                  	Moving reports to remote storage

                  	Delete reports

               

            
            
         
      

   
      
         
            Chapter 20. External Alerting with Alert Responses
            

            
               The following topics describe how to send external event alerts from the Secure Firewall Management
                        											Center using alert responses:
               

            

            
            
               
                  	Configuring external alerts with alert responses

                  	Prerequisites for external alerting with alert responses

                  	Guidelines for notifying external systems with alert responses

                  	Alert responses

                  	External alerts

                  	Troubleshoot external alerts and alert response configuration

                  	History for external alerting with alert responses

               

            
            
         
      

   
      
         
            
            Configuring external alerts with alert responses

            
            
            
            
               
               
                  
                  An alert response is a configuration that defines a connection to external servers or services, such as email servers, Simple
                     Network Management Protocol (SNMP) servers, syslog servers, or webhook endpoints. Alert response in Firewall Management
                           											Center enables you to send notifications about security events from Firewall Management
                           											Center to external monitoring servers or designated recipients. These configurations are called “responses” because they send alerts
                     in response to events detected by the Firewall Threat Defense device.
                  

                  
               
               
               
                  Alert response configuration process

                  
                  
                  To send external alerts from Firewall Management
                           											Center:
                  

                  
                  
                     
                     	
                        
                        Create alert responses for supported protocols (SNMP, syslog, email, webhooks). Specify required parameters such as server
                           addresses, ports, credentials, and message formats.
                        

                        
                     

                     
                     	
                        
                        Assign alert responses to specific alert types or event categories to send alerts based on event characteristics.

                        
                     

                     
                  

                  
                  You can configure multiple alert responses to send different types of alerts to different monitoring servers or personnel
                     (recipients).
                  

                  
                  Firewall Management
                           											Center sends alerts to the external systems using alert responses. By contrast, SNMP and syslog alerts triggered by individual intrusion
                     rules are sent directly by the managed devices. For more information, see External Alerting for Intrusion Events. 
                     Firewall Management
                           											Center also sends intrusion email alerts, which do not use alert responses.
                  

                  
               
               
            

            
            
            
               
                  	External alert types

               

            
            
         
      

   
      
         
            
            Guidelines for notifying external systems with alert responses

            
            
            
               
               
                  
                  Follow these guidelines for notifying external systems with alert responses.

                  
               
               
               
                  
                  
                     
                     	
                        
                        Depending on your Firewall Threat Defense version and device model, alert responses may not be the best way to send syslog messages. For more information, see About Syslog in Cisco Secure Firewall Management
                                       												Center Device Configuration
                                       									Guide and Best practices for configuring security event syslog messaging.
                        

                        
                     

                     
                     	
                        
                        When you create a new alert response, it gets enabled automatically. If you want to temporarily stop alert generation, disable
                           the alert response instead of deleting it.
                        

                        
                     

                     
                     	
                        
                        When you modify an alert response, your changes take effect immediately. However, if you are using an alert response to send
                           connection logs to an SNMP trap or syslog server, deploy the configuration to ensure that your changes are applied.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Alert responses

            
            
            
               
               
                  
                  Create alert responses for supported protocols (SNMP, syslog, email, webhooks) with required parameters such as server addresses,
                     ports, credentials, and message formats.
                  

                  
               
               
            

            
            
            
               
                  	Create an SNMP alert response

                  	Syslog alert responses

                  	Create an email alert response

               

            
            
         
      

   
      
         
            
            Syslog alert responses

            
            
            
               
               
                  
                  A syslog alert response is a connection to an external syslog server. It enables you to send alerts triggered by various events
                     detected by Firewall Management
                           											Center.
                  

                  
               
               
               
                  Facility and severity

                  
                  For more information about syslog and configuration steps, see the documentation for your system. If you use UNIX, review
                     the man  pages for syslog  and syslog.conf  for conceptual and configuration information.
                  

                  
                  
                  
                  When configuring a syslog alert response, you can specify the facility and severity associated with the syslog messages to
                     ensure that they are processed properly by the syslog server:
                  

                  
                  
                     
                     	
                        
                        Facility specifies the subsystem that creates the syslog message. Severity defines the severity of the syslog message.

                        
                     

                     
                     	
                        
                        The actual syslog message does not display facility and severity. The system that receives the syslog message uses these values
                           to categorize the message.
                        

                        
                     

                     
                     	
                        
                        You can choose any type of facility when creating a syslog alert response. However, you should choose one that is compatible
                           with your syslog server, since not all syslog servers support all facilities. For UNIX syslog servers, the syslog.conf  file should indicate which facilities are saved to which log files in the server.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                               The facility and severity values in the syslog messages are not used to filter event types.

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	SYSLOG alert facilities

                  	Syslog severity levels

                  	Create a syslog alert response

               

            
            
         
      

   
      
         
            
            External alerts

            
            
            
               
               
                  
                  Firewall Management Center supports sending external alerts to various systems using its alert response functionality. Assign
                     alert responses to specific alert types or event categories, such as intrusion impact flags, discovery events, or malware
                     detections. This assignment ensures that relevant alerts are sent to the appropriate external systems based on event characteristics.
                  

                  
               
               
            

            
            
            
               
                  	Configure impact flag alerts

                  	Configure discovery event alerts

                  	Configure Malware defense alerts

               

            
            
         
      

   
      
         
            Chapter 21. External Alerting for Intrusion Events
            

            
               The following topics describe how to configure external alerting for intrusion events: 

            

            
            
               
                  	External alerts for intrusion events

                  	License requirements for external alerting for intrusion events

                  	Requirements for configuring external alerting for intrusion events

                  	Configure SNMP alerting for intrusion events

                  	Configure syslog alerting for intrusion events

                  	Configure email alerting for intrusion events

               

            
            
         
      

   
      
         
            
            External alerts for intrusion events

            
            
            
               
               
                  
                  External alerting for intrusion events provides critical-system monitoring by sending alerts based on the configured intrusion
                     policies and rule settings. It supports sending external alerts using multiple external notification methods and operates
                     independently of alert responses.
                  

                  
               
               
               
                  External alerting methods

                  
                  
                  
                     
                     	
                        
                        Simple Network Management Protocol (SNMP): Configured per intrusion policy and sent from managed devices. SNMP alerting can
                           be enabled for individual intrusion rules.
                        

                        
                     

                     
                     	
                        
                        Syslog: Configured per intrusion policy and sent from managed devices. Enabling syslog alerting in an intrusion policy activates
                           it for every rule in the policy.
                        

                        
                     

                     
                     	
                        
                        Email: Configured across all intrusion policies and sent from the Secure Firewall Management
                                 											Center. You can enable email alerts per intrusion rule, as well as limit their length and frequency.
                        

                        
                     

                     
                  

                  
                  If you configure intrusion event suppression or thresholding, the system may not generate an intrusion event each time a rule
                     triggers and you might receive fewer alerts.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           The Secure Firewall Management
                                    											Center also uses SNMP, email, webhook, and syslog alert responses to send different types of external alerts. For more information, refer to Configuring external alerts with alert responses. The system does not use alert responses to send alerts based on individual intrusion events.
                           

                        
                     

                  

                  
               
               
            

            
            
            
               Related Information
Prioritize intrusion event notifications based on context and frequency

               

            
            
         
      

   
      
         
            
            Part VI. Event and Asset Analysis Tools
            

            
            
            

            
            
            
               
                  	Context Explorer

                  	Unified Events

                  	Network Map

                  	Lookups

                  	Event Analysis Using External Tools

               

            
            
         
      

   
      
         
            Chapter 22. Context Explorer
            

            
                The following topics
                  		describe how to use the Context Explorer: 
                  	 
               

            

            
            
               
                  	Context explorer

                  	Requirements for the Context Explorer

                  	Reload the context explorer

                  	Set the context explorer time range

                  	Minimize and maximize context explorer sections

                  	Drill down on context explorer data

                  	Filters in the context explorer

               

            
            
         
      

   
      
         
            
            Context explorer

            
            
            
            
               
               
                  
                  The Context Explorer is a network monitoring tool that
                  

                  
                  
                     
                     	
                        
                        displays detailed, interactive graphical information about network status, including applications, connections, hosts, security
                           events, and geolocation data
                        

                        
                     

                     
                     	
                        
                        shows data with line, bar, pie, and donut graphs, as well as detailed lists, to support your analysis

                        
                     

                     
                     	
                        
                        provides a single, consistent layout that you can explore actively, with manual updates and a broader data context.

                        
                     

                     
                  

                  
               
               
               
                  Key features and capabilities

                  
                  
                  The Context Explorer provides these key capabilities:
                  

                  
                  
                     
                     	
                        
                        Create and apply custom filters to fine-tune your analysis.

                        
                     

                     
                     	
                        
                        Click or hover over graph areas to examine data sections.

                        
                     

                     
                     	
                        
                        You can configure time ranges from one hour to one year.

                        
                     

                     
                  

                  
                  The Context Explorer differs from the dashboard in these ways:

                  
                  
                     Context explorer versus dashboard
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Dashboard

                              
                           
                           
                           	
                              
                              Context Explorer

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Highly customizable and compartmentalized

                              
                           
                           
                           	
                              
                              Single, consistent layout

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Updates in real time

                              
                           
                           
                           	
                              
                              Manually updated

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Monitors real-time activity according to specific needs

                              
                           
                           
                           	
                              
                              Investigates predefined set of recent data in granular detail

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Compact, narrowly focused widgets

                              
                           
                           
                           	
                              
                              Visual representations help you view broader context

                              
                           
                           
                        

                        
                     
                  

                  
                  Data availability depends on your licensing, how you deploy your managed devices, and which features are configured. In multidomain
                     deployments, the Context Explorer aggregates and displays data from all subdomains for ancestor domains. Leaf domains contain only domain-specific data.
                  

                  
                  You need an Administrator, Security Analyst, or Security Analyst (Read Only) user role to access Context Explorer.
                  

                  
               
               
            

            
            
            
               
                  	Differences between the dashboard and the context explorer

                  	Traffic and intrusion event counts time graph

                  	Indications of compromise section

                  	Network information section

                  	Application information section

                  	Security intelligence section

                  	Intrusion information section

                  	Files information section

                  	Geolocation information section

                  	URL information section

               

            
            
         
      

   
      
         
            
            Traffic and intrusion event counts time graph

            
            
            
               
               
                  
                  A traffic and intrusion event counts time graph is a line chart that displays traffic in kilobytes and intrusion event counts
                     over configurable time intervals. This graph displays at the top of the Context Explorer page.
                  

                  
                  This section draws data primarily from the Intrusion Events and Connection Events tables.
                  

                  
               
               
               
                  
                  The graph uses specific time interval processing and display behaviors:

                  
                  
                     
                     	
                        
                        The X-axis plots time intervals (which range from five minutes to one month, depending on the selected time window). 

                        
                     

                     
                     	
                        
                        The Y-axis plots traffic in kilobytes (blue line) and intrusion event count (red line).

                        
                     

                     
                     	
                        
                        The smallest X-axis interval is five minutes. To accommodate this, Firewall Management
                                 											Center will round the beginning and ending points in your selected time range down to the nearest five-minute interval.
                        

                        
                     

                     
                  

                  
                  Filter behavior affects graph display:

                  
                  
                     
                     	
                        
                        By default, this section shows all network traffic and all generated intrusion events for the selected time range. This graph
                           adapts dynamically to show filtered data when Context Explorer filters are applied. For example, filtering on the OS Name of  Windows causes the time graph to display only traffic and events associated with hosts using Windows operating systems.
                        

                        
                     

                     
                     	
                        
                        If you filter the Context Explorer on intrusion event data (such as a Priority of High), the blue Traffic line is hidden to allow greater focus on intrusion events alone.
                        

                        
                     

                     
                  

                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Place your pointer over any point on the graph lines to view exact information about traffic and event counts.

                        
                     

                     
                     	
                        
                        Place your pointer over one of the colored lines to bring that line to the forefront of the graph and get clearer context.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Indications of compromise section

            
            
            
               
               
                  
                  An Indications of Compromise (IOC) section is a Context Explorer feature that contains two interactive sections that provide an overall picture of potentially compromised hosts on your monitored
                     network.
                  

                  
                  It provides a proportional view of the most prevalent IOC types triggered, as well as a view of hosts by number of triggered
                     indications.
                  

                  
               
               
               
                  
                  For more information about IOCs, see Indications of compromise data.
                  

                  
               
               
            

            
            
            
               
                  	Hosts by indication graph

                  	Indications by host graph

               

            
            
         
      

   
      
         
            
            Hosts by indication graph

            
            
            
               
               
                  
                  The Hosts by Indication graph is adonut-form chart that displays a proportional view of the Indications of Compromise (IOC) triggered by hosts on
                     your monitored network.
                  

                  
                  
                     
                     This graph divides data by IOC category in the inner ring, such as CnC Connected or Malware Detected.
                     

                     
                     it further divides that data by specific event type in the outer ring, such as Impact 2 Intrusion Event — attempted-admin or Threat Detected in File Transfer.
                     

                     
                     This graph draws data primarily from the Hosts and Host Indications of Compromise tables.
                     

                     
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Indications by host graph

            
            
            
               
               
                  
                  The Indications by Host graph is a bar graph that displays counts of unique Indications of Compromise (IOC) triggered by the 15 most IOC-active hosts
                     on your monitored network.
                  

                  
                  This graph draws data primarily from the Hosts and Indications of Compromise tables.

                  
               
               
               
                  Graph interaction features

                  
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Network information section

            
            
            
               
               
                  
                  The Network Information section is a Context Explorer component that contains six interactive graphs that display an overall picture of connection traffic on your monitored network.
                  

                  
               
               
               
                  
                  The Network Information section displays information about:
                  

                  
                  
                     
                     	
                        
                        Sources associated with traffic.

                        
                     

                     
                     	
                        
                        Destinations associated with traffic.

                        
                     

                     
                     	
                        
                        Users associated with traffic.

                        
                     

                     
                     	
                        
                        Security zones associated with traffic.

                        
                     

                     
                     	
                        
                        Operating systems used by hosts on the network.

                        
                     

                     
                     	
                        
                        Proportional view of access control actions performed on network traffic.

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Operating systems graph

                  	Traffic by source IP graph

                  	Traffic by source user graph

                  	Connections by access control action graph

                  	Traffic by destination IP graph

                  	Traffic by ingress or egress security zone graphs

               

            
            
         
      

   
      
         
            
            Operating systems graph

            
            
            
               
               
                  
                  The Operating Systems graph is a donut-form chart that
                  

                  
                  
                     
                     	
                        
                        displays a proportional representation of operating systems detected on hosts on your monitored network

                        
                     

                     
                     	
                        
                        divides by OS name in the inner ring (such as Windows or Linux) while the outer ring further divides that data by specific operating system version (such as Windows Server 2008 or Linux 11.x), and
                        

                        
                     

                     
                     	
                        
                        groups closely related operating systems, such as Windows 2000, Windows XP, and Windows Server 2003 together, and

                        
                     

                     
                     	
                        
                        groups infrequent applications under Other.
                        

                        
                     

                     
                  

                  
                  This graph draws data primarily from the Hosts table.
                  

                  
               
               
               
                  
                  This graph reflects all available data regardless of date and time constraints. Adjusting the explorer time range does not
                     update the graph.
                  

                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Traffic by source IP graph

            
            
            
               
               
                  
                  The Traffic by Source IP graph is a bar graph that displays counts of network traffic (in kilobytes per second) and unique connections for the top
                     15 most active source IP addresses on your monitored network. It uses blue bars to represent traffic data and red bars to
                     represent connection data for each source IP address listed.
                  

                  
                  This graph draws data primarily from the Connection Events table.

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Traffic by Source IP graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Traffic by source user graph

            
            
            
               
               
                  
                  A Traffic by Source User graph is bar chart that displays counts of network traffic (in kilobytes per second) and unique connections
                     for the top 15 most active source users on your monitored network. It uses blue bars to represent traffic data and red bars
                     to represent connection data for each source IP address.
                  

                  
                  This graph draws data primarily from the Connection Events table.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Traffic by Source User graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Connections by access control action graph

            
            
            
               
               
                  
                  The connections by access control action graph is a pie chart that displays a proportional view of access control actions
                     (such as Block or Allow) taken on monitored traffic.
                  

                  
                  This graph draws data primarily from the Connection Events table.

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Traffic by Source User graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Traffic by destination IP graph

            
            
            
               
               
                  
                  A traffic by destination IP graph is a bar chart that displays counts of network traffic in kilobytes per second and unique
                     connections for the top 15 most active destination IP addresses on your monitored network. This graph draws data primarily
                     from the Connection Events table. 
                  

                  
               
               
               
                  
                  For each destination IP address listed, blue bars represent traffic data and red bars represent connection data. 

                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Traffic by Destination IP graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Traffic by ingress or egress security zone graphs

            
            
            
               
               
                  
                  The traffic by ingress or egress security zone graph is a bar graph that displays counts of incoming or outgoing network traffic
                     (in kilobytes per second) and unique connections for each security zone configured on your monitored network. This graph draws
                     data primarily from the Connection Events table.
                  

                  
               
               
               
                  
                  For each security zone listed, blue bars represent traffic data and red bars represent connection data. 

                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        You can configure this graph to display either ingress (the default) or egress security zone information. To display only
                           traffic by egress security zone in the graph, complete these steps:
                        

                        
                        
                           
                           	
                              
                              Move your pointer over the graph, then click Egress on the toggle button that appears.
                              

                              
                           

                           
                           	
                              
                              Click Ingress to return to the default view. 
                              

                              
                              If you navigate away from the Context Explorer, the graph returns to the default view.
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Traffic by Ingress or Egress Security Zone graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Application information section

            
            
            
               
               
                  
                  The Application Information section is a component of context explorer that
                  

                  
                  
                     
                     	
                        
                        contains three interactive graphs and one table-format list that display an overall picture of application activity on your
                           monitored network
                        

                        
                     

                     
                     	
                        
                        displays traffic, intrusion events, and hosts associated with applications, further organized by the estimated risk or business
                           relevance assigned to each application, and
                        

                        
                     

                     
                     	
                        
                        provides the Application Details list as an interactive list of each application and its risk, business relevance, category,
                           and host count.
                        

                        
                     

                     
                  

                  
               
               
               
                  Application types

                  
                  
                  For all instances of application in this section, the Application Information graph, by default, specifically examines application protocols (such as DNS or SSH). You can also configure the Application Information section to specifically examine client applications (such as PuTTY or Firefox) or web applications (such as Facebook or Pandora).
                  

                  
               
               
            

            
            
            
               
                  	Change the focus of Application Protocol Information section

                  	Traffic by Risk or Business relevance and application graph

                  	Intrusion events by risk or business relevance and application graph

                  	Hosts by risk or business relevance and application graph

                  	Application details list

               

            
            
         
      

   
      
         
            
            Traffic by Risk or Business relevance and application graph

            
            
            
               
               
                  
                  The Traffic by Risk or Business Relevance and Application graph is a donut-form chart that displays a proportional representation of application traffic detected on your monitored
                     network, arranged by the applications' estimated risk (the default) or estimated business relevance.
                  

                  
                  The inner ring separates data by estimated risk or business relevance level (such as Medium or High), while the outer ring further separates that data by specific application (such as SSH or NetBIOS). The system groups infrequently detected applications under Other.
                     This graph draws data primarily from the Connection Events and Application Statistics tables.
                     

                     
                        
                           	
                              Note

                           
                           	
                              
                                 
                                 This graph reflects all available data regardless of date and time constraints. Adjusting the Content Explorer time range does not update the graph.
                                 

                                 
                              

                           
                        

                     

                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To display traffic by business relevance and application in the graph, complete these steps:

                        
                        
                           
                           	
                              
                              Move your pointer over the graph, then click Business Relevance on the toggle button that appears.
                              

                              
                           

                           
                           	
                              
                              Click Risk to return to the default view.
                              

                              
                              If you navigate away from the Context Explorer, the graph returns to the default view.
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Traffic by Risk or Business and Application graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Intrusion events by risk or business relevance and application graph

            
            
            
               
               
                  
                  The intrusion events by risk or business relevance and application graph is a donut-form chart that

                  
                  
                     
                     	
                        
                        displays a proportional representation of intrusion events detected on your monitored network and the applications associated
                           with those events
                        

                        
                     

                     
                     	
                        
                        arranges data by the applications' estimated risk (the default) or estimated business relevance

                        
                     

                     
                     	
                        
                        divides information using an inner ring for estimated risk or business relevance level (such as Medium or High) and an outer ring for specific applications (such as SSH or NetBIOS), and
                        

                        
                     

                     
                     	
                        
                        groups infrequent applications under Other.
                        

                        
                     

                     
                  

                  
                  This graph draws data primarily from the Intrusion Events and Application Statistics tables.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To displays intrusion events by business relevance and application in this graph, place your pointer over the graph, then
                           click Business Relevance on the toggle button that appears. Click Risk to return to the default view. If  you navigate away from Context Explorer, the graph retursn to the default view.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Hosts by risk or business relevance and application graph

            
            
            
               
               
                  
                  The Hosts by Risk or Business Relevance and Application graph is a donut-shaped chart that
                  

                  
                  
                     
                     	
                        
                        displays a proportional representation of hosts detected on your monitored network and the applications associated with those
                           hosts
                        

                        
                     

                     
                     	
                        
                        arranges data by the applications' estimated risk (the default) or estimated business relevance

                        
                     

                     
                     	
                        
                        divides information using an inner ring for estimated risk or business relevance level (such as Medium or High) and an outer ring for specific applications (such as SSH or NetBIOS), and
                        

                        
                     

                     
                     	
                        
                        groups infrequent applications under Other.
                        

                        
                     

                     
                  

                  
                  This graph draws data primarily from the Applications table.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To displays hosts by business relevance and application in this graph, place your pointer over the graph, then click Business Relevance on the toggle button that appears. Click Risk to return to the default view. If you navigate away from Context Explorer, the graph returns to the default view.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Application details list

            
            
            
               
               
                  
                  The Application Details list is a table that provides estimated risk, estimated business relevance, category, and hosts count information for each
                     application detected on your monitored network.
                  

                  
                  This table draws data primarily from the Applications table.

                  
               
               
               
                  
                  The Application Details list has these features:
                  

                  
                  
                     
                     	
                        
                        The Application Details list table is not sortable, but you can click on any table entry to filter or drill down on that information, or (where applicable)
                           to view application information.
                        

                        
                     

                     
                     	
                        
                        Displays applications in descending order of associated host count.

                        
                     

                     
                     	
                        
                        The list displays all available data regardless of date and time constraints. Adjusting the Context Explorer time range does not update the list.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Security intelligence section

            
            
            
               
               
                  
                  Security Intelligence is a section in Context Explorerthat
                  

                  
                  
                     
                     	
                        
                        contains three interactive bar graphs that display an overall picture of traffic on your monitored network

                        
                     

                     
                     	
                        
                        shows traffic that is blocked or monitored by Security Intelligence, and

                        
                     

                     
                     	
                        
                        sorts traffic by category, source IP address, and destination IP address with both traffic amount (in kilobytes per second)
                           and number of applicable connections.
                        

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Security intelligence traffic by category graph

                  	Security intelligence traffic by source IP graph

                  	Security intelligence traffic by destination IP graph

               

            
            
         
      

   
      
         
            
            Security intelligence traffic by category graph

            
            
            
               
               
                  
                  The Security Intelligence Traffic by Category graph is a bar graph that displays counts of network traffic (in kilobytes per second) and unique connections for the top
                     Security Intelligence categories of traffic on your monitored network. It uses blue bars to represent traffic data and red
                     bars to represent connection data for each category listed.
                  

                  
                  This graph draws data primarily from the Security-Related Connection Events table.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Security Intelligence Traffic by Category graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Security intelligence traffic by source IP graph

            
            
            
               
               
                  
                  A Security Intelligence Traffic by Source IP graph is a bar chart that displays counts of network traffic (in kilobytes per
                     second) and unique connections for the top source IP addresses of Security Intelligence-monitored traffic on your network.
                     For each category listed, blue bars represent traffic data and red bars represent connection data. 
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Security Intelligence Traffic by Source IP graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Security intelligence traffic by destination IP graph

            
            
            
               
               
                  
                  The Security Intelligence Traffic by Destination IP Graph is a bar graph that displays counts of network traffic (in kilobytes
                     per second) and unique connections for the top destination IP addresses of Security Intelligence-monitored traffic on your
                     monitored network. It uses blue bars to represent traffic data and red bars to represent connection data for each category
                     listed.
                  

                  
                  This graph draws data primarily from the Security Intelligence Events table.

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click any part of the graph to drill down on that information.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion event information, the Security Intelligence Traffic by Destination IP graph is hidden.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Intrusion information section

            
            
            
               
               
                  
                  The Intrusion Information section is a Context Explorer component that
                  

                  
                  
                     
                     	
                        
                        contains six interactive graphs and one table-format list that display an overall picture of intrusion events on your monitored
                           network
                        

                        
                     

                     
                     	
                        
                        shows impact levels, attack sources, target destinations, users, priority levels, and security zones associated with intrusion
                           events, and
                        

                        
                     

                     
                     	
                        
                        provides a detailed list of intrusion event classifications, priorities, and counts.

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Intrusion events by impact graph

                  	The top attackers graph

                  	The Top Users Graph

                  	Intrusion events by priority graph

                  	Top targets graph

                  	Top ingress or egress security zones graph

                  	Intrusion event details list

               

            
            
         
      

   
      
         
            
            Intrusion events by impact graph

            
            
            
               
               
                  
                  The Intrusion Events by Impact graph is a pie chart that displays a proportional view of intrusion events on your monitored network. It groups events by
                     estimated impact level from 0 to 4.
                  

                  
                  This graph draws data primarily from the intrusion detection (IDS Statistics) and Intrusion Events tables.

                  
               
               
               
                  Interactive features

                  
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            The top attackers graph

            
            
            
               
               
                  
                  The top attackers graph is a bar chart that displays counts of intrusion events for the top attacking host IP addresses on
                     your monitored network.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            The Top Users Graph

            
            
            
               
               
                  
                  The Top Users graph is a bar chart that displays users on your monitored network that are associated with the highest intrusion event counts,
                     by event count.
                  

                  
                  This graph draws data primarily from the intrusion detection (IDS) User Statistics and Intrusion Events tables.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Intrusion events by priority graph

            
            
            
               
               
                  
                  The Intrusion Events by Priority Graph is a pie chart visualization that displays a proportional view of intrusion events
                     on your monitored network, grouped by estimated priority level (such as High, Medium, or Low).
                  

                  
                  This graph draws data primarily from the Intrusion Events table.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Top targets graph

            
            
            
               
               
                  
                  The Top Targets graph is a bar chart that displays counts of intrusion events for the top target host IP addresses (targeted in the connections
                     causing those events) on your monitored network.
                  

                  
                  This graph draws data primarily from the Intrusion Events table.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Top ingress or egress security zones graph

            
            
            
               
               
                  
                  The Top Ingress or Egress Security Zones graph is a bar graph that displays counts of intrusion events associated with each security zone (ingress or egress, depending
                     on graph settings) configured on your monitored network. This graph draws data primarily from the Intrusion Events table.
                  

                  
                  
                     
                     You can configure this graph to display either ingress (the default) or egress security zone information, according to your
                        needs.
                     

                     
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To display only traffic by egress security zone in the graph, complete these steps:

                        
                        
                           
                           	
                              
                              Move your pointer over the graph, then click Egress on the toggle button that appears.
                              

                              
                           

                           
                           	
                              
                              Click Ingress to return to the default files view. 
                              

                              
                              If you navigate away from the Context Explorer, the graph returns to the default files view.
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Intrusion event details list

            
            
            
               
               
                  
                  The Intrusion Event Details list is a table that provides classification, estimated priority, and event count information for each intrusion event detected
                     on your monitored network.
                  

                  
                  This table draws data primarily from the Intrusion Events table.

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        This table lists events in descending order of event count and it does not support sorting the data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Files information section

            
            
            
               
               
                  
                  The Files Information section is a Context Explorer component that contains six interactive graphs and displays an overall picture of file and
                     malware events on your monitored network. 
                  

                  
               
               
               
                  Five of the graphs display data related to malware defense (formerly called AMP for Firepower):
                  

                  
                     
                     	
                        
                        File types detected in network traffic

                        
                     

                     
                     	
                        
                        File names detected in network traffic

                        
                     

                     
                     	
                        
                        Malware dispositions of the files detected in network traffic

                        
                     

                     
                     	
                        
                        Hosts sending (uploading) files

                        
                     

                     
                     	
                        
                        Hosts receiving (downloading) files

                        
                     

                     
                  
The final graph displays all malware threats detected in your organization, whether by malware defense or Secure Endpoint.
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you filter on intrusion information, the entire Files Information section is hidden.
                              

                              
                           

                        
                     

                  

               
               
            

            
            
            
               
                  	The Top File Types Graph

                  	Top file names graph

                  	Files by disposition graph

                  	Top hosts sending files graph

                  	Top hosts receiving files graphs

                  	Top malware detections graph

               

            
            
         
      

   
      
         
            
            The Top File Types Graph

            
            
            
               
               
                  
                  The Top File Types graph is a donut chart that provides a proportional view of file types detected in network traffic, categorized by their
                     specific file group. The outer ring displays individual file types and the inner ring displays file categories. This graph
                     draws information primarily from the File Events table.
                  

                  
               
               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                               You must have a Malware Defense license for this graph to display malware defense data. 
                              

                              
                           

                        
                     

                  

                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Top file names graph

            
            
            
               
               
                  
                  The Top File Names graph is a bar chart that displays counts of the top unique file names detected in network traffic. This graph draws data
                     primarily from the File Events table.
                  

                  
               
               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You must have a Malware Defense license to for this graph to display malware defense data.
                              

                              
                           

                        
                     

                  

                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Files by disposition graph

            
            
            
               
               
                  
                  The Files by Disposition Graph is a pie chart that displays proportional malware dispositions for files detected by the malware defense feature (formerly called AMP for Firepower).
                  

                  
                  This graph draws data primarily from the File Events table.
                  

                  
               
               
               
                  Disposition types

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You must have a Malware Defense license for this graph to display malware defense data.
                              

                              
                           

                        
                     

                  

                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                  The graph displays specific disposition categories:

                  
                  
                     
                     	
                        
                        The files for which Secure Firewall Management
                                 											Center performed a malware cloud lookup have dispositions. 
                        

                        
                     

                     
                     	
                        
                        Files that did not trigger a cloud lookup have a disposition of N/A.
                        

                        
                     

                     
                     	
                        
                         The disposition Unavailable indicates that the Secure Firewall Management
                                 											Center could not perform a malware cloud lookup. 
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Top hosts sending files graph

            
            
            
               
               
                  
                  The Top Hosts Sending Files graph is a bar chart that displays counts of the number of files detected in network traffic for the top file-sending host
                     IP addresses. It provides specialized filtering capabilities for malware detection. This graph draws data primarily from the
                     File Events table.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Toggle between the files view and the malware view using the controls that appear when you place your pointer over the graph.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To display only hosts receiving malware in the graph, complete these steps:

                        
                        
                           
                           	
                              
                              Move your pointer over the graph, then click Malware on the toggle button that appears.
                              

                              
                           

                           
                           	
                              
                              Click Files to return to the default files view. 
                              

                              
                              If you navigate away from the Context Explorer, the graph returns to the default files view.
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Note that you must have a Malware Defense license to for this graph to display malware defense data.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Top hosts receiving files graphs

            
            
            
               
               
                  
                  The Top Hosts Receiving Files graph is a bar chart that displays counts of the number of files detected in network traffic for the top file-receiving host
                     IP addresses. This graph draws data primarily from the File Events table.
                  

                  
               
               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You must have a Malware Defense license for this graph to display malware defense data.
                              

                              
                           

                        
                     

                  

                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Toggle between the files view and the malware view using the controls that appear when you place your pointer over the graph.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To display only hosts receiving malware in the graph, complete these steps:

                        
                        
                           
                           	
                              
                              Move your pointer over the graph, then click Malware on the toggle button that appears.
                              

                              
                           

                           
                           	
                              
                              Click Files to return to the default files view. 
                              

                              
                              If you navigate away from the Context Explorer, the graph returns to the default files view.
                              

                              
                           

                           
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Top malware detections graph

            
            
            
               
               
                  
                  The Top Malware Detections graph is a bar chart visualization that displays counts of the top malware threats detected in your organization from both
                     malware defense and Secure Endpoint.
                  

                  
                  This graph draws data primarily from the File Events and Malware Events tables.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Note that you must have a Malware Defense license to for this graph to display malware defense data.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Geolocation information section

            
            
            
               
               
                  
                  The Geolocation Information is a section in Context Explorer that contains three interactive donut-form graphs displaying an overall picture of countries with which hosts on your monitored
                     network are exchanging data.
                  

                  
                  The three graphs in Geolocation Information section displays these data:
                  

                  
                  
                     
                     	
                        
                        Unique connections by initiator or responder country

                        
                     

                     
                     	
                        
                        Intrusion events by source or destination country

                        
                     

                     
                     	
                        
                        File events by sending or receiving country.

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Connections by Initiator or Responder country graph

                  	Intrusion events by Source or Destination country graph

                  	File events by sending or receiving country graph

               

            
            
         
      

   
      
         
            
            Connections by Initiator or Responder country graph

            
            
            
               
               
                  
                  The Connections by Initiator or Responder Country graph is a donut-form chart that displays a proportional view of the countries involved in connections on your network as
                     either the initiator (the default) or the responder. The inner ring groups these countries together by continent. 
                  

                  
                  This graph draws data primarily from the Connection Summary data table.
                  

               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To displays only countries acting as the responder in connections, place your pointer over the graph, then click Responder on the toggle button that appears. Click Initiator to return to the default view. If you navigate away from Context Explorer, the graph returns to the default view.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Intrusion events by Source or Destination country graph

            
            
            
               
               
                  
                  The Intrusion Events by Source or Destination Country graph is a donut-form chart that displays a proportional view of countries
                     involved in intrusion events on your network as either the source or destination.
                  

                  
                  This graph draws data primarily from the Intrusion Events table.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To display only countries acting as the destinations of intrusion events in this graph, place your pointer over the graph,
                           then click Destination on the toggle button that appears. Click Source to return to the default view. If you navigate away from Context Explorer, the graph returns to the default view.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            File events by sending or receiving country graph

            
            
            
               
               
                  
                  The file events by sending or receiving country graph is a donut-form chart that displays a proportional view of the countries
                     detected in file events on your network as either sending (the default) or receiving files. The inner ring groups these countries
                     together by continent. 
                  

                  
                  This graph draws data primarily from the File Events table. 

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                     	
                        
                        To displays only countries receiving files in this graph, place your pointer over the graph, then click Receiver on the toggle button that appears. Click Sender to return to the default view. If you navigate away from Context Explorer, the graph returns to the default view.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            URL information section

            
            
            
               
               
                  
                  URL Information is a section of the Context Explorer that displays an overall view of URLs with which hosts on your monitored network are exchanging data. It uses three interactive
                     bar graphs to display traffic and unique connections associated with URLs, sorted by individual URL, URL category, and URL
                     reputation.
                  

                  
               
               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    If you filter on intrusion event information, the entire URL Information section is hidden.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    You must have a URL Filtering license for this graph to include URL category and reputation data. 
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Traffic by URL graph

                  	Traffic by URL category graphs

                  	Traffic by URL reputation graph

               

            
            
         
      

   
      
         
            
            Traffic by URL graph

            
            
            
               
               
                  
                  The Traffic by URL graph is a bar chart that displays counts of network traffic (in kilobytes per second) and unique connections for the top
                     15 most requested URLs on your monitored network. It uses blue bars to represent traffic data and red bars to represent connection
                     data for each URL listed.
                  

                  
                  This graph draws data primarily from the Connection Events table.

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    If you filter on intrusion event information, the Traffic by URL graph is hidden.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    You must have a URL Filtering license for this graph to include URL category and reputation data.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Traffic by URL category graphs

            
            
            
               
               
                  
                  A Traffic by URL Category graph is a bar graph that displays counts of network traffic (in kilobytes per second) and unique connections for the most
                     requested URL categories (such as Search Engines or Streaming Media) on your monitored network. It uses blue bars to represent traffic data and red bars to represent connection data for each
                     URL category listed.
                  

                  
                  This graph draws data primarily from the URL Statistics and Connection Events tables.

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    If you filter on intrusion event information, the Traffic by URL Category graph is hidden.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    You must have a URL Filtering license for this graph to include URL category and reputation data.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Traffic by URL reputation graph

            
            
            
               
               
                  
                  The Traffic by URL Reputation graph is a bar chart that displays counts of network traffic (in kilobytes per second) and unique connections for the most
                     requested URL reputation groups (such as Trusted or Neutral) on your monitored network. It uses blue bars to represent traffic
                     data and red bars to represent connection data for each URL reputation listed.
                  

                  
                  This graph draws data primarily from the URL Statistics and Connection Events tables.
                  

                  
               
               
               
                  
                  You can interact with the graph to gain deeper insights into network activity:

                  
                  
                     
                     	
                        
                        Move your pointer over any part of the graph to view more detailed information.

                        
                     

                     
                     	
                        
                        Click on any part of the graph to filter or drill down into specific event data.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    If you filter on intrusion event information, the Traffic by URL Reputation graph is hidden.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    You must have a URL Filtering license for this graph to include URL category and reputation data.
                                    

                                    
                                 

                                 
                              
 
                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Filters in the context explorer

            
            
            
               
               
                  
                  The Filter option in the Context Explorer enables you to filter the wide-ranging data that the Context Explorer initially displays for
                     more granular contextual analysis of activity on your network. The Filter option provides these capabilities:
                  

                  
                  
                     
                     	
                        
                        Encompasses all types of system data except URL information.

                        
                     

                     
                     	
                        
                        Supports exclusion as well as inclusion criteria.

                        
                     

                     
                     	
                        
                        Supports adding up to 20 filters simultaneously.

                        
                     

                     
                  

                  
               
               
               
                  Filter application methods AND behavior

                  
                  
                  You can add filters to Context Explorer data in several ways:

                  
                  
                     
                     	
                        
                        from the Add Filter dialog

                        
                     

                     
                     	
                        
                        from the context menu, when you select a data point in the explorer

                        
                     

                     
                     	
                        
                        from the text links that appear in certain detail view pages (Application Detail, Host Profile, Rule Detail, AND User Profile).
                           Clicking these links automatically opens AND filters the Context Explorer according to the relevant data on the detail view
                           page. For example, clicking the Context Explorer link on a user detail page for the user jenkins  constrains the explorer to show only data associated with that user
                        

                        
                     

                     
                  

                  
                  Some filter types are incompatible with others: for example, filters that relate to intrusion events (such as Device AND Inline Result) cannot be applied at the same time as connection event-related filters (such as Access Control Action) because the system cannot sort connection event data by intrusion event data. The system automatically prevents incompatible
                     filters from simultaneously applying; when one filter type is more recently activated, filters of the incompatible type are
                     hidden as long as the incompatibility exists.
                  

                  
                  When multiple filters are active, values for the same data type are treated as OR search criteria: all data that matches at
                     least one of the values appears. Values for different data types are treated as AND search criteria: to appear, data must
                     match at least one value for each filtered data type. For example, data that appears for the filter set of Application: 2channel , Application: Reddit , AND User: edickinson  must be associated with the user edickinson  AND either the application 2channel  OR the application Reddit .
                  

                  
                  In a multidomain deployment, you can filter by multiple descendant domains when viewing the Context Explorer in an ancestor
                     domain. In such cases, use caution when also adding IP Address filters. The system builds a separate network map for each leaf domain. Using literal IP addresses to constrain this configuration
                     can have unexpected results.
                  

                  
                  Note that the data displayed depends on such factors as how you license AND deploy your managed devices AND whether you configure
                     features that provide the data.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Filters function as a simple, agile tool to get the precise data context you need at any given time. They are not intended
                                 as permanent configuration settings, AND disappear when you navigate away from the Context Explorer OR end your session. To
                                 preserve filter settings for later use, see Save filtered context explorer views.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Data type field options

                  	Create a filter from the Add Filter window

                  	Create a quick filter from the context menu

                  	Save filtered context explorer views

                  	View filter data

                  	Delete a filter

               

            
            
         
      

   
      
         
            
            Chapter 23. Unified Events
            

            
            
            
            
               
                  	Unified events

                  	Requirements for using unified events

                  	Work with unified events

                  	Set a time range in unified events

                  	Enable live event monitoring in unified events

                  	Filters in unified events

                  	Save a search in unified events

                  	Load a saved search in unified events

                  	Save a column set

                  	Load a saved column set

                  	View troubleshooting syslogs from threat defense devices in unified events

                  	Unified events column details

                  	History for unified events

               

            
            
         
      

   
      
         
            
            Unified events

            
            
            
            
               
               
                  
                  Unified Events is a firewall event monitoring feature in Firewall Management Center that:
                  

                  
                  
                     
                     	
                        
                        Provides a single-screen view of various firewall event types, including connection, intrusion, file, malware, and security-related
                           connection events.
                        

                        
                     

                     
                     	
                        
                        Stacks related events together in the table to provide more context about the security incident.

                        
                     

                     
                     	
                        
                        Correlates associated events so that you can better understand and troubleshoot network issues without toggling between multiple
                           event viewers.
                        

                        
                     

                     
                  

                  
               
               
               
                  
                  The Live View option in the Unified Events table lets you see the firewall events in real time and monitor network activity. For example, if you are a firewall administrator,
                     viewing real-time event updates after making a policy change helps ensure that the changes are correctly enforced on your
                     network.
                  

                  
                  The Unified Events table is highly customizable. You can create and apply custom filters to fine-tune the information displayed on the event
                     viewer. You can save custom filters for specific needs that you use often, and quickly load these saved filters. You can customize
                     the event table by adding, removing, pinning, or reordering columns.
                  

                  
               
               
            

            
         
      

   
      
         
            Chapter 24. Network Map
            

            
               The following topics describe how to use the network map:
                  	 
               

            

            
            
               
                  	Requirements for using network map

                  	Network maps

                  	Custom network topologies

               

            
            
         
      

   
      
         
            
            Network maps

            
            
            
            
               
               
                  
                  A network map is a detailed representation of your network that shows its topology, including detected hosts, devices, and
                     their characteristics, based on monitored traffic and related data. It allows you to understand how assets in your network
                     are organized and connected.
                  

                  
                  
                     
                     The system monitors traffic traveling over your network, analyzes the traffic data, and then compares the data to established
                        operating systems and fingerprints. The system then uses this data to automatically generate a network map. In multidomain
                        deployments, the system creates an individual network map for each leaf domain.
                     

                     
                  

                  
               
               
               
                  Data gathering and network detection

                  
                  
                  The system gathers data from managed devices that are defined in the network discovery policy. The managed devices detect
                     network assets directly from monitored traffic and indirectly from processed NetFlow records. When multiple devices detect
                     the same asset, the system combines information into a composite asset representation.
                  

                  
                  To augment data from passive detection, you can:

                  
                  
                     
                     	
                        
                        Actively scan hosts using the open-source scanner, Nmap™, and add the scan results to your network map.

                        
                     

                     
                     	
                        
                        Manually add host data from an external application using the host input feature.

                        
                     

                     
                  

                  
                  Use the network map to:

                  
                  
                     
                     	
                        
                        Get an overview of your network.

                        
                     

                     
                     	
                        
                        Select different views to suit the analysis you want to perform. Each view uses a hierarchical tree with expandable categories
                           and subcategories. Click a category to display its subcategories.
                        

                        
                     

                     
                     	
                        
                        Organize and identify subnets via the custom topology feature. For example, if each department in your organization uses a
                           different subnet, you can assign familiar labels to those subnets using the custom topology feature.
                        

                        
                     

                     
                     	
                        
                        View detailed information by drilling down to the host profile for any monitored host.

                        
                     

                     
                     	
                        
                        Delete an asset when you no longer need to investigate it.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    If the system detects activity associated with a host you deleted from a network map, it re-adds the host to the network map.
                                       Similarly, deleted applications are also re-added to the network map if the system detects a change in the application (such
                                       as upgrading an Apache web server). The system reactivates vulnerabilities on specific hosts if a change makes the host vulnerable.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    To permanently exclude a host or subnet from the network map, modify the network discovery policy. For example, exclude load
                                       balancers and NAT devices from monitoring if they generate irrelevant events.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Hosts network map

                  	Network devices network map

                  	Mobile devices network map

                  	Indications of compromise network map

                  	Application protocols network map

                  	Vulnerabilities network map

                  	Host attributes network map

                  	View network maps

               

            
            
         
      

   
      
         
            
            Hosts network map

            
            
            
               
               
                  
                  The network map on the Hosts page displays a host count and a list of host IP addresses and primary MAC addresses. Each address or partial address is
                     a link to the next level. This network map view provides a count of all unique hosts detected by the system, regardless of
                     whether the hosts have one IP address or multiple IP addresses.
                  

                  
               
               
               
                  
                  Use the hosts network map to view the hosts on your network, organized by subnet in a hierarchical tree, as well as to drill
                     down to the host profiles for specific hosts.
                  

                  
                  The system can add hosts to the network map from exported
                        										NetFlow records, but the available information for these
                        										hosts is limited; see Differences between NetFlow and managed device data.

                  
                  By creating a custom topology for your network, you can assign meaningful labels to your subnets, such as department names,
                     that appear in the hosts network map. You can also view the hosts network map according to the organization you specified
                     in the custom topology.
                  

                  
                  You can delete entire networks, subnets, or individual hosts from the hosts network map. For example, if you know that a host
                     is no longer attached to your network, you can delete it to simplify your analysis. If the system afterwards detects activity
                     associated with the deleted host, it re-adds the host to the network map. If you want to permanently exclude a host or subnet
                     from the network map, modify the network discovery policy.
                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              Do not delete network devices from the network map. The system uses them to determine network topology.

                              
                           

                        
                     

                  

                  
                  On the hosts network map page, you can search only for primary MAC addresses, and the Hosts [MAC] counter includes only primary
                     MAC addresses. For descriptions of primary and secondary MAC addresses, see Basic host information in the host profile.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Network devices network map

            
            
            
               
               
                  
                  The network map on the Network Devices page displays the network devices (bridges, routers, NAT devices, and load balancers) that connect one segment of your network
                     to another. The map contains two sections listing devices identified by an IP address and devices identified by a MAC address.
                     It also provides a count of all unique network devices detected by the system, whether the devices have one IP address or
                     multiple IP addresses.
                  

                  
               
               
               
                  
                  If you create a custom topology for your network, the labels you assign to your subnets appear in the network devices network
                     map.
                  

                  
                  You cannot delete network devices from the network map, because the system uses their locations to determine network topology.

                  
               
               
               
                  Network device detection methods

                  
                  
                  Network device detection methods include:

                  
                  
                     
                     	
                        
                        Analyzing Cisco Discovery Protocol (CDP) messages to identify network devices and their types (for Cisco equipment)

                        
                     

                     
                     	
                        
                        Detecting the Spanning Tree Protocol (STP) to recognize switches and bridges.

                        
                     

                     
                     	
                        
                        Identifying multiple hosts using the same MAC address to detect MAC address that belonging to a router.

                        
                     

                     
                     	
                        
                        Observing TTL value changes from the client side, or TTL values that change more frequently than a typical boot time, to detect
                           NAT devices and load balancers.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If a network device communicates using CDP, it may have one or more IP addresses. If it communicates using STP, it may only
                                 have a MAC address.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Systems section in host profiles

                  
                  
               
               
               
                  
                  The host profile for a network device has a Systems section, with a Hardware column indicating the hardware platform for mobile devices detected behind the network device. Hardware platform information,
                     when present under Systems, corresponds to mobile devices or devices detected behind the network device. Note that mobile devices may or may not have
                     hardware platform information, but non-mobile devices do not display this information.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Mobile devices network map
            

            
            
            
               
               
                  
                  The network map on the Mobile Devices page displays mobile devices attached to your network. This network map also provides a count of all unique mobile devices
                     that the system detects, whether the devices have one IP address or multiple IP addresses.
                  

                  
               
               
               
                  Mobile device identification methods

                  
                  
                  To identify mobile devices, the system uses these methods:

                  
                  
                     
                     	
                        
                        Analyze User-Agent strings in HTTP traffic from the browser on the mobile device.
                        

                        
                     

                     
                     	
                        
                        Monitor the HTTP traffic of specific mobile applications.

                        
                     

                     
                  

                  
                  Each address or partial address is a link to the next level. You can also delete a subnet or IP address. If the system detects
                     the device again, it adds the device to the network map.
                  

                  
                  If you create a custom topology for your network, the labels you assign to your subnets appear in the mobile devices network
                     map.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Indications of compromise network map

            
            
            
               
               
                  
                  The network map on the Indications of Compromise page displays the compromised hosts on your network, organized by the indication of compromise (IOC) category. Affected hosts
                     are listed beneath each category. Each address or partial address is a link to the next level. 
                  

                  
               
               
               
                  
                  From the indications of compromise network map, you can view the host profile of each compromised host. You can delete (mark
                     as resolved) any IOC category or specific host. This action removes the IOC category from the relevant hosts. For example,
                     delete an IOC category from the network map if you determine that the issue is addressed and unlikely to recur.
                  

                  
                  Marking a host or IOC category resolved from the network map does not remove it from your network. A resolved host or IOC
                     category reappears in the network map if your system newly detects information that triggers that IOC.
                  

                  
                  For more information about how the system determines indications of compromise, see Indications of compromise data and subtopics.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Application protocols network map

            
            
            
               
               
                  
                  The network map on the Application Protocols tab displays applications running on your network in a hierarchical tree by application name, vendor, version, and hosts
                     running each application. 
                  

                  
               
               
               
                  Application detection and management behavior

                  
                  
                  The applications that the system detects may change with system software and VDB updates, and if you import any add-on detectors.
                     The release notes or advisory text for each system or VDB update contains information on any new and updated detectors. For
                     a comprehensive up-to-date list of detectors, see the Cisco Support Site (http://www.cisco.com/cisco/web/support/index.html).
                  

                  
                  From this network map, you can view the host profile of each host that runs a specific application.

                  
                  You can also delete any application category, any application running on all hosts, or any application running on a specific
                     host. For example, you can delete an application from the network map if you know it is disabled on the host and you want
                     to make sure the system does not use it for impact level qualification.
                  

                  
                  Deleting an application from the network map does not remove it from your network. A deleted application reappears in the
                     network map if your system detects a change in the application (for example, if an Apache web server is upgraded to a new
                     version) or if you restart your system's discovery function.
                  

                  
                  Depending on what you delete, the behavior differs:

                  
                  
                     
                     	
                        
                        Application Category: Deleting removes the application category from the network map. All applications that reside beneath
                           the category are removed from any host profile that contains the applications.
                        

                        
                        For example, if you delete http, all applications identified as http are removed from all host profiles and http no longer appears in the applications view of the network map.
                        

                        
                     

                     
                     	
                        
                        Specific Application, Vendor, or Version: Deleting removes the affected application from the network map and from any host
                           profiles that contain it.
                        

                        
                        For example, if you expand the http category and delete Apache, all applications listed as Apache with any version listed beneath Apache are removed from any host profiles that contain
                           them. Similarly, if instead of deleting Apache, you delete a specific version (1.3.17, for example), only the version you selected will be deleted from affected host profiles.
                        

                        
                     

                     
                     	
                        
                        Specific IP Address: Deleting the IP address removes it from the application list and removes the application itself from
                           the host profile of the IP address you selected.
                        

                        
                        For example, if you expand http, Apache, 1.3.17 (Win32), and then delete 172.16.1.50:80/tcp, the Apache 1.3.17 (Win32) application is deleted from the host profile of IP address 172.16.1.50.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Vulnerabilities network map

            
            
            
               
               
                  
                  The network map on the Vulnerabilities page displays vulnerabilities that the system has detected on your network, organized by legacy vulnerability ID (SVID),
                     CVE ID, or Snort ID. From this network map, you can
                  

                  
                  
                     
                     	
                        
                        view the details of specific vulnerabilities and the host profile of any host subject to a specific vulnerability, and

                        
                     

                     
                     	
                        
                        evaluate the threat posed by vulnerabilities to specific affected hosts.

                        
                     

                     
                  

                  
               
               
               
                  Vulnerability management features

                  
                  
                  The vulnerabilities network map provides these management capabilities:

                  
                  
                     
                     	
                        
                        Vulnerability deactivation: If a vulnerability is not applicable to the hosts (for example, you have applied a patch), you can deactivate it. Deactivated
                           vulnerabilities still appear on the network map, but the IP addresses of their previously affected hosts appear in gray italics.
                           The host profiles for those hosts show these vulnerabilities as invalid, although you can manually mark them as valid for
                           individual hosts.
                        

                        
                     

                     
                     	
                        
                        Identity conflict handling: If there is an identity conflict for an application or operating system on a host, the system lists the vulnerabilities for
                           both potential identities. When the identity conflict is resolved, vulnerabilities remain associated with the current identity.
                        

                        
                     

                     
                     	
                        
                        Application vulnerability mapping: By default, the network map displays vulnerabilities of a detected application only if the packet includes vendor and version
                           information. You can configure the system to display the vulnerabilities for applications lacking this data by enabling the
                           vulnerability mapping setting for the application in the Firewall Management
                                 											Center configuration.
                        

                        
                     

                     
                  

                  
                  The numbers next to a vulnerability ID (or range of vulnerability IDs) represent two counts:

                  
                  
                     
                     	
                        
                        Affected Hosts: The first number indicates the count of non-unique hosts affected by one or more vulnerabilities. If a host is affected by
                           more than one vulnerability, it is counted multiple times. Therefore, the count can exceed the total number of hosts. Deactivating
                           a vulnerability decrements this count by the number of hosts that are potentially affected by that vulnerability. If you have
                           not deactivated any vulnerabilities, this count may not be displayed.
                        

                        
                     

                     
                     	
                        
                        Potentially Affected Hosts: The second number and it indicates a count of the total number of non-unique hosts that the system has determined are potentially
                           affected by a vulnerability or vulnerabilities.
                        

                        
                     

                     
                  

                  
                  Deactivating a vulnerability renders it inactive only for the hosts you designate. You can deactivate a vulnerability for
                     all hosts that have been judged vulnerable or for a specified individual vulnerable host. After a vulnerability is deactivated,
                     the applicable hosts' IP addresses appear in gray italics in the network map. In addition, host profiles for those hosts show
                     deactivated vulnerabilities as invalid.
                  

                  
                  If the system subsequently detects the vulnerability on a host where it has not been deactivated (for example, on a new host
                     in the network map), the system activates the vulnerability for that host. You have to explicitly deactivate the newly discovered
                     vulnerability. Also, if the system detects an operating system or application change for a host, it may reactivate associated
                     deactivated vulnerabilities.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Host attributes network map

            
            
            
               
               
                  
                  The network map on the Host Attributes page displays the hosts on your network organized by either user-defined or compliance allow list host attributes. You can also view the host profile of any host assigned a specific host attribute value.
                  

                  
               
               
               
                  
                  Choose a host attribute to use to organize hosts. The Firewall Management
                           											Center displays the available values for that attribute in the network map and groups hosts based on their assigned values. For
                     example, if you choose to organize your hosts by allow list host attributes, the Firewall Management
                           											Center displays them in categories of Compliant, Non-Compliant, and Not Evaluated.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You cannot organize hosts using predefined host attributes in this network map display.

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               Related Information
Host attributes in the host profile

               

            
            
         
      

   
      
         
            
            Custom network topologies

            
            
            
            
               
               
                  
                  A custom network topology is a network organization feature that

                  
                  
                     
                     	
                        
                        helps you organize and identify subnets in the network maps of your hosts and network devices

                        
                     

                     
                     	
                        
                        allows you to label subnets for different departments within your organization, and

                        
                     

                     
                     	
                        
                        lets you view the hosts network map based on the organization you specify.

                        
                     

                     
                  

                  
               
               
               
                  
                  For example, if each department within your organization uses a different subnet, you can label those subnets using the custom
                     topology feature.
                  

                  
                  [image: Screenshot of a hosts network map displayed with a custom topology organization]

                  
               

               
               
                  Network specification strategies

                  
                  
                  You can specify a custom topology's networks using any or all of these strategies:

                  
                  
                     
                     	
                        
                        You can import networks from the network discovery policy to add the networks that you configured the system to monitor.

                        
                     

                     
                     	
                        
                        You can add networks to your topology manually.

                        
                     

                     
                  

                  
                  Navigate to Policies > Network Discovery > Custom Topology to veiw your custom topologies and their status. You can activate or deactivate a topology from this page.
                  

                  
               
               
            

            
            
            
               
                  	Create custom topologies

                  	Activate or deactivate custom topologies

                  	Edit custom topologies

               

               Related Information
Hosts network map

                  Network devices network map

               

            
            
         
      

   
      
         
            Chapter 25. Lookups
            

            	
            
               The following topics
                  		explain how to look up information about entities that may or may not be known
                  		to the system: 
                  	 
               

            

            
            
               
                  	Lookups in Firewall Management Center

                  	Requirements for using lookups

                  	Lookup IP address details using Whois

                  	Check the category and reputation of the URLs

                  	Find geolocation information for an IP address

               

            
            
         
      

   
      
         
            
            Lookups in Firewall Management
                     											Center

            
            
            
               
               
                  
                  The lookup feature in Firewall Management Center enables you to find this information:

                  
                  
                     
                     	
                        
                        Regional Internet Registries (RIR) information (Whois) for any IP address.

                        
                     

                     
                     	
                        
                        URL category and reputation as classified by the URL Filtering feature.

                        
                     

                     
                     	
                        
                        Geolocation information for any IP address, including country name, country code, and continent name.

                        
                     

                     
                  

                  
               
               
               
            

            
         
      

   
      
         
            Chapter 26. Event Analysis Using External Tools
            

            
            
               
                  	Cisco cloud event settings

                  	Event investigation using web-based resources

                  	Configure cross-launch links for Secure Network Analytics

                  	Sending syslog messages for security events

                  	eStreamer server streaming

                  	Event analysis in splunk

                  	IBM QRadar events

                  	History for analyzing event data using external tools

               

            
            
         
      

   
      
         
            
            Cisco cloud event settings

            
            
            
               
               
                  
                  Cisco cloud event settings are firewall configurations that

                  
                  
                     
                     	
                        
                        enable devices to send firewall events to the Security Services Exchange (SSE),
                        

                        
                     

                     
                     	
                        
                        allow external tools to investigate firewall incidents through cloud service integration, and

                        
                     

                     
                     	
                        
                        unify visibility and enhance threat investigations by forwarding events to various cloud services.

                        
                     

                     
                  

                  
               
               
               
                  Prerequisites and integration requirements

                  
                  
                  To allow your devices to send firewall events to Cisco Security Cloud, you must either register the Firewall Management
                           											Center with the smart license (System ([image: system gear icon]) > Licenses > Smart Licenses) or enable Cisco Security Cloud integration.
                  

                  
                  Cisco Security Cloud integration associates the Firewall Management
                           											Center with your Security Cloud Control account and brings your secure firewall deployment onboard to the Cisco cloud tenancy, allowing it to connect to Cisco's
                     integrated security cloud services.
                  

                  
                  For more information about integrating the Firewall Management
                           											Center with Cisco Security Cloud, refer to Enable Cisco Security Cloud integration.
                  

                  
                  Security Services Exchange event consolidation parameters:
                  

                  
                  
                     
                     	
                        
                        For identifying duplication of intrusion events, the system considers: Initiator IP, Initiator IP, SID, and GID.

                        
                     

                     
                     	
                        
                        For identifying duplication of connection events and security-related connection events, the system considers: Initiator IP,
                           Initiator IP, and Security Intelligence Category.
                        

                        
                     

                     
                     	
                        
                        For identifying duplication of file and malware events, all elements except Event Second are considered.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The Security Services Exchange does not display the complete list of events from the Firewall Management
                                       											Center. Instead, it correlates and consolidates events, presenting only unique events. This approach reduces redundancy of events
                                 and enhances clarity.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Enable sending events to the Cisco Security Cloud

                  	Analyze events using Cisco XDR

                  	Analyze and Respond to Threats Using Cisco XDR Automation

               

            
            
         
      

   
      
         
            
            Analyze events using Cisco XDR

            
            
            
               
               
                  
                  Cisco Extended Detection and Response (Cisco XDR) is a cloud-based solution that
                  

                  
                  
                     
                     	
                        
                        unifies visibility by correlating detections across multiple telemetry sources,

                        
                     

                     
                     	
                        
                        enables security teams to detect, prioritize, and respond to the most sophisticated threats, and

                        
                     

                     
                     	
                        
                        integrates with Firewall Threat Defense to connect Cisco's integrated security portfolio for a consistent experience that strengthens security across network.
                        

                        
                     

                     
                  

                  
               
               
               
                  Cisco XDR licensing and migration information
                  

                  
                  
                  For more information about Cisco XDR, refer to Cisco XDR Help Center.
                  

                  
                  
                     
                        	
                           Important

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    Cisco XDR is a separately licensed product. It requires an additional subscription beyond the licenses required for Cisco Secure Firewall
                                       products. For more information, refer to Cisco XDR Licenses.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    If you were already sending events to the Cisco Security Cloud using a SecureX subscription before Version 7.6, you can continue to send events to Cisco XDR. However, if you now register your Firewall Management
                                             											Center to the cloud tenancy using your Security Cloud Control account to send firewall events to Cisco XDR, your Security Cloud Control account must have a Security
                                          										Analytics and Logging license to forward events to Cisco XDR.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
                  To integrate Firewall Threat Defense with Cisco XDR, refer to Cisco Secure Firewall Threat Defense and Cisco XDR Integration Guide.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              As of July 31, 2024, Cisco SecureX is phased out and no longer available. Cisco SecureX cannot be provisioned for users, and
                                 access to Cisco SecureX is not provided alongside Cisco Secure Firewall product purchases. Additionally, all existing Cisco
                                 SecureX environments are disabled, and all capabilities are made unavailable. If you are using Firefox, you should remove
                                 Cisco SecureX Ribbon browser extension. For more information, refer to Frequently Asked Questions.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Event investigation using web-based resources

            
            
            
            
            
               
               
                  
                  Event investigation using web-based resources is a security analysis method that

                  
                  
                     
                     	
                        
                        enables quick access to threat intelligence from external sources outside of the Secure Firewall Management
                                 											Center,
                        

                        
                     

                     
                     	
                        
                        allows direct navigation from events to relevant information in external resources based on IP addresses, ports, protocol,
                           domain, and SHA-256 hash, and
                        

                        
                     

                     
                     	
                        
                        provides access to predefined links to commonly used Cisco and third-party threat intelligence services, plus custom links
                           to other web-based services and SIEMs.
                        

                        
                     

                     
                  

                  
               
               
               
                  Event investigation capabilities

                  
                  
                  The contextual
                        									cross-launch feature supports various investigation scenarios:
                  

                  
                  
                     
                     	
                        
                        Look up a suspicious source IP address in a Cisco or third-party cloud-hosted service that publishes information about known
                           and suspected threats
                        

                        
                     

                     
                     	
                        
                        Look for past instances of a particular threat in your organization's historical logs, if your organization stores that data
                           in a Security Information and Event Management (SIEM) application
                        

                        
                     

                     
                     	
                        
                        Look for information about a particular file, including file trajectory information, if your organization has deployed Cisco
                           Secure Endpoint

                        
                     

                     
                  

                  
                  When investigating an event, you can click directly from an event in the event viewer or dashboard in the Secure Firewall Management
                           											Center to the relevant information in the external resource. This lets you quickly gather context around a specific event based
                     on its IP addresses, ports, protocol, domain, and/or SHA-256 hash.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Some resources may require an account or a product purchase.

                              
                           

                        
                     

                  

                  
               
               
               
                  Talos IP address investigation

                  
                  
                  Suppose you are looking at the Top Attackers dashboard widget and you want to find out more information about one of the source
                     IP addresses listed. You want to see what information Talos publishes about this IP address, so you choose the "Talos IP"
                     resource. The Talos website opens to a page with information about this specific IP address.
                  

                  
               

               
            

            
            
            
               
                  	Manage contextual cross-launch resources

                  	Requirements for custom contextual cross-launch resources

                  	Add contextual cross-launch resources

                  	Investigate events using contextual Cross-Launch

               

            
            
         
      

   
      
         
            
            Requirements for custom contextual cross-launch resources

            
            
            
               
               
                  
                  A custom contextual
                        									cross-launch resource is an integration feature that
                  

                  
                  
                     
                     	
                        
                        enables web browser access to predefined or custom resources, and

                        
                     

                     
                     	
                        
                        restricts configuration and usage based on user role permissions.

                        
                     

                     
                  

                  
               
               
               
                  Custom contextual
                        									cross-launch resource specifications
                  

                  
                  
                  Custom contextual
                        									cross-launch resources must meet these requirements:
                  

                  
                  
                     
                     	
                        
                        Resources must be accessible via web browser.

                        
                     

                     
                     	
                        
                        Only HTTP and HTTPS protocols are supported.

                        
                     

                     
                     	
                        
                        Only GET requests are supported; POST requests are not.

                        
                     

                     
                     	
                        
                        Encoding of variables in URLs is not supported. While IPv6 addresses may require colon separators to be encoded, most services
                           do not require this encoding.
                        

                        
                     

                     
                     	
                        
                        Up to 100 resources can be configured, including pre-defined resources.

                        
                     

                     
                     	
                        
                        You must be an Admin or Security Analyst user to create a cross-launch, but you can also be a read-only Security Analyst to use them.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Sending syslog messages for security events

            
            
            
               
               
                  
                  Sending syslog messages for security events is a data transmission capability that
                  

                  
                  
                     
                     	
                        
                        sends data related to connection, security intelligence, intrusion, and file and malware events via syslog to a Security Information and Event Management (SIEM) tool or another external event storage and management solution,
                        

                        
                     

                     
                     	
                        
                        supports events displayed in the Firewall Management
                                 											Center web interface in the menu options under the Analysis menu, which are sometimes collectively referred to as "the event viewer",
                           and
                        

                        
                     

                     
                     	
                        
                        handles events that are also sometimes referred to as Snort® events.

                        
                     

                     
                  

                  
               
               
               
                  Syslog forwarding behavior changes

                  
                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              In version 7.2.1, syslog traffic was allowed to be forwarded using route lookup. This enabled the traffic to be forwarded
                                 regardless of the interface specified in the logging host configuration. However, in versions 7.2.5.1 and higher, the changes
                                 introduced in 7.2.1 were removed.
                              

                              
                              Thus, from 7.2.5.1 and higher versions, the configuration specified in logging host configuration precedes over the route
                                 lookup and the syslog traffic is forwarded from the specified interface.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Security event syslog platform settings

                  	Components of security event syslog messages

                  	Syslog message types supported by Secure Firewall devices

                  	Limitations of syslog for security events

               

            
            
         
      

   
      
         
            
            Best practices for configuring security event syslog messaging

            
            
            
               
               
                  
                  Best practices for configuring security event syslog messaging are recommended configuration approaches that

                  
                  
                     
                     	
                        
                        ensure consistent syslog configuration across device types,

                        
                     

                     
                     	
                        
                        optimize security event logging for external analysis tools, and

                        
                     

                     
                     	
                        
                        avoid configuration conflicts between policy levels.

                        
                     

                     
                  

                  
               
               
               
                  Configuration approaches by device type

                  
                  
                  Configuration requirements vary by device type and version.

                  
                  
                     Security event syslog configuration by device
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Device and Version

                              
                           
                           
                           	
                              
                              Configuration Location

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	All
                           
                           	
                              
                              If you will use syslog or store events externally, avoid special characters in object names such as policy and rule names.
                                    Object names should not contain special characters, such as commas, that the receiving application may use as separators.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Secure Firewall Threat Defense

                              
                           
                           
                           	
                              
                              
                                 
                                 	
                                    
                                    Do the following to configure syslog in Firewall Threat Defense platform settings:
                                    

                                    
                                    
                                       
                                       	
                                          
                                          Click Devices > Platform Settings.
                                          

                                          
                                       

                                       
                                       	
                                          
                                          Edit the threat defense settings policy.

                                          
                                       

                                       
                                       	
                                          
                                          In the left navigation pane, click Syslog.
                                          

                                          
                                       

                                       
                                    

                                    
                                    For more information, refer to Threat Defense Platform Settings That Apply to Security Event Syslog Messages in the Cisco Secure Firewall Management
                                                   												Center Device Configuration
                                                   									Guide.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    In your access control policy Logging tab, opt to use the Firewall Threat Defense platform settings.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    (For intrusion events) Configure intrusion policies to use the settings in your access control policy Logging tab. (This is the default.)
                                    

                                    
                                 

                                 
                              

                              
                              Overriding any of these settings is not recommended.

                              
                              For essential details, refer to Send security event syslog messages from your Firewall Threat Defense devices.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              All other devices

                              
                           
                           
                           	
                              
                              
                                 
                                 	
                                    
                                    Create an alert response.

                                    
                                 

                                 
                                 	
                                    
                                    Configure access control policy Logging to use the alert response.

                                    
                                 

                                 
                                 	
                                    
                                    (For intrusion events) Configure syslog settings in intrusion policies.

                                    
                                 

                                 
                              

                              
                              For complete details, refer to Configure security event syslog messages for Classic devices.
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Limitations of syslog for security events

            
            
            
               
               
                  
                  Syslog limitations for security events are system constraints that

                  
                  
                     
                     	
                        
                        restrict certain object naming conventions and special character usage,

                        
                     

                     
                     	
                        
                        introduce delays in event delivery to syslog collectors, and

                        
                     

                     
                     	
                        
                        limit availability of specific file and malware event data types.

                        
                     

                     
                  

                  
               
               
               
                  Syslog security event restrictions

                  
                  
                  The following limitations apply when using syslog for security events:

                  
                  
                     
                     	
                        
                        If you will use syslog or store events externally, avoid special characters in object names such as policy and rule names.
                              Object names should not contain special characters, such as commas, that the receiving application may use as separators.

                        
                     

                     
                     	
                        
                        It may take up to 15 minutes for events to appear on your syslog collector.

                        
                     

                     
                     	
                        
                        Data for the following file and malware events is not available via syslog:

                        
                        
                           
                           	
                              
                              Retrospective events

                              
                           

                           
                           	
                              
                              Events generated by Secure Endpoint

                              
                           

                           
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            eStreamer server streaming

            
            
            
            
               
               
                  
                  An eStreamer server is a streaming service that

                  
                  
                     
                     	
                        
                        streams several kinds of event data from a Secure Firewall Management
                                 											Center to custom-developed client applications,
                        

                        
                     

                     
                     	
                        
                        delivers event data either as binary data or as fully-qualified events in plaintext format, and

                        
                     

                     
                     	
                        
                        requires configuration to specify which event types can be transmitted to requesting clients.

                        
                     

                     
                  

                  
               
               
               
                  eStreamer server configuration requirements

                  
                  
                  Before the appliance you want to use as an eStreamer server can begin streaming eStreamer events to an external client, you
                     must configure the eStreamer server to send events to clients, provide information about the client, and generate a set of
                     authentication credentials to use when establishing communication. You can perform all of these tasks from the appliance's
                     user interface. Once your settings are saved, the events you selected will be forwarded to eStreamer clients when requested.
                  

                  
                  You can control which types of events the eStreamer server is able to transmit to clients that request them.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              eStreamer Client has been deprioritized, and the eNcoreCLI is End of Life as of 7/1/2024.

                              
                           

                        
                     

                  

                  
                  For more information, refer to Secure Firewall eStreamer Fully-Qualified Events Guide, orSecure Firewall Management Center Event Streamer Integration Guide.
                  

                  
                  
                     Event types transmittable by the eStreamer server
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Event type

                              
                           
                           
                           	
                              
                              Description

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Intrusion Events

                              
                           
                           
                           	
                              
                              intrusion events generated by managed devices

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Intrusion Event Packet Data

                              
                           
                           
                           	
                              
                              packets associated with intrusion events

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Intrusion Event Extra Data

                              
                           
                           
                           	
                              
                              additional data associated with an intrusion event such as the originating IP addresses of a client connecting to a web server
                                 through an HTTP proxy or load balancer
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Discovery Events

                              
                           
                           
                           	
                              
                              Network discovery events

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Correlation and Allow List Events

                              
                           
                           
                           	
                              
                              correlation and compliance allow list events
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Impact Flag Alerts

                              
                           
                           
                           	
                              
                              impact alerts generated by the Firewall Management
                                       											Center

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              User Events

                              
                           
                           
                           	
                              
                              user events

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Malware Events

                              
                           
                           
                           	
                              
                              malware events

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              File Events

                              
                           
                           
                           	
                              
                              file events

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Connection Events

                              
                           
                           
                           	
                              
                              information about the session traffic between your monitored hosts and all other hosts.

                              
                           
                           
                        

                        
                     
                  

                  
               
               
            

            
            
            
               
                  	Comparison of syslog and eStreamer for security eventing

                  	Choose eStreamer event types

                  	Configure eStreamer client communications

               

            
            
         
      

   
      
         
            
            Event analysis in splunk

            
            
            
            
            
               
               
                  
                  Event analysis in Splunk is a security investigation capability that

                  
                  
                     
                     	
                        
                        enables you to use the Cisco Secure Firewall app for Splunk as an external tool to display and work with Secure Firewall event data,
                        

                        
                     

                     
                     	
                        
                        allows you to hunt and investigate threats on your network, and

                        
                     

                     
                     	
                        
                        requires eStreamer for advanced functionality.

                        
                     

                     
                  

                  
               
               
               
                  Implementation options

                  
                  
                  You have two options for implementing event analysis in Splunk:

                  
                  
                     
                     	
                        
                        Use eStreamer with the Splunk App - This is an advanced functionality that requires eStreamer configuration. Refer to eStreamer server streaming.
                        

                        
                     

                     
                     
                  

                  
                  For more information about the Splunk App, refer to User Guide for Cisco Secure Firewall App for Splunk.
                  

                  
               
               
            

            
         
      

   
      
         
            
            IBM QRadar events

            
            
            
               
               
                  
                  IBM QRadar events are security functionalities that

                  
                  
                     
                     	
                        
                        provide an alternate way to display event data using the Cisco Firepower app for IBM QRadar,

                        
                     

                     
                     	
                        
                        help you analyze, hunt for, and investigate threats to your network, and

                        
                     

                     
                     	
                        
                        require eStreamer for advanced functionality.

                        
                     

                     
                  

                  
               
               
               
                  Additional reference information

                  
                  
                  
                  eStreamer is required for advanced capabilities. For more information, refer to eStreamer server streaming.
                  

                  
                  For more information, refer to https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/QRadar/integration-guide-for-the-cisco-firepower-app-for-ibm-qradar.html.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Part VII. Workflows and Tables
            

            
            
            

            
            
            
               
                  	Workflows

                  	Event Search

                  	Custom Workflows

                  	Custom Tables

               

            
            
         
      

   
      
         
            Chapter 27. Workflows
            

            
               The following topics
                  		describe how to use workflows: 
                  	 
               

            

            
            
               
                  	Workflows

                  	Predefined workflows

                  	Custom table workflows

                  	Use workflows

                  	Work with the unified event viewer

                  	Bookmarks

                  	History for workflows

               

            
            
         
      

   
      
         
            
            Workflows

            
            
            
               
               
                  
                  A workflow is a tailored series of data pages on the Firewall Management
                           											Center web interface that analysts can use to evaluate events generated by the system.
                  

                  
               
               
               
                  Workflow types

                  
                  
                  These types of workflows are available in Firewall Management
                           											Center:
                  

                  
                  
                     
                     	
                        
                        Predefined workflows: Preset workflows delivered with the system. You cannot edit or delete a predefined workflow. You can,
                           however, copy a predefined workflow and use it as the basis for a custom workflow.
                        

                        
                     

                     
                     	
                        
                        Saved custom workflows: Custom workflows based on saved custom tables delivered with the Firewall Management
                                 											Center. You can edit, delete, and copy these workflows.
                        

                        
                     

                     
                     	
                        
                        Custom workflows: Workflows that you create and customize for your specific needs, or that the system generates automatically
                           when you create custom tables. You can edit, delete, and copy these workflows.
                        

                        
                     

                     
                  

                  
                  The data displayed in a workflow often depends on such factors as how you license and deploy your managed devices, and whether
                     you configure features that provide the data.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Predefined workflows

            
            
            
               
               
                  
                  Predefined workflows are workflow templates that

                  
                  
                     
                     	
                        
                        are delivered with the system and cannot be edited or deleted

                        
                     

                     
                     	
                        
                        can be copied to serve as the basis for custom workflows, and

                        
                     

                     
                     	
                        
                        provide standardized workflow structures for common use cases.

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Predefined intrusion event workflows

                  	Predefined malware workflows

                  	Predefined file workflows

                  	Predefined captured file workflows

                  	Predefined connection data workflows

                  	Predefined security intelligence workflows

                  	Predefined host workflows

                  	Predefined indications of compromise workflows

                  	Predefined applications workflows

                  	Predefined application details workflows

                  	Predefined servers workflows

                  	Predefined host attributes workflows

                  	The predefined discovery events workflow

                  	Predefined user workflows

                  	Predefined vulnerabilities workflows

                  	Predefined third-party vulnerabilities workflows

                  	Predefined correlation and Allow list workflows

                  	Predefined system workflows

               

            
            
         
      

   
      
         
            
            Custom table workflows

            
            
            
               
               
                  
                  Custom table workflows are workflows that are automatically created when you create custom tables using data from two or more
                     event types. These workflows allow you to view and analyze events associated with the custom table.
                  

                  
               
               
               
                  Custom table workflow usage

                  
                  
                  You can use the custom tables feature to create tables that combine data from multiple event types. For example, you can create
                     tables and workflows that correlate intrusion event data with discovery data for simplified searching of critical system events.
                     
                  

                  
                  When you create a custom table, the Firewall Management
                           											Center automatically creates a workflow that you can use to view the events associated with the table. The features in the workflow
                     differ depending on which type of table you use. The specific features of the workflow depend on the type of table you use.
                     For example, custom table workflows based on the intrusion event table always end with the packet view, while those based
                     on discovery events end with the host view.
                  

                  
                  Unlike workflows based on the predefined event tables, workflows based on custom tables do not have links to other types of
                     workflows.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Workflow pages

            
            
            
               
               
                  
                  Workflow pages are series of customizable data pages in Firewall Management Center that you can use to evaluate events generated
                     by the system. They share a common set of features across all workflow types despite containing different data and allow you
                     to perform specific actions depending on the page type.
                  

                  
               
               
               
                  Common workflow page features

                  
                  
                  Drill-down and table view pages in workflows allow you to quickly narrow your view of the data so you can zero in on events
                     that are significant to your analysis. Table view pages and drill-down pages both support many features you can use to constrain
                     the set of events you want to view or to navigate the workflow. When viewing data on drill-down pages or in the table view
                     in a workflow, you can sort the data in ascending or descending order based on any available column. If the database contains
                     more events than can be displayed on a single workflow page, you can click the links at the bottom of the page to display
                     more events. When you click one of these links, the time window automatically pauses so that you do not see the same events
                     twice; you can unpause the time window when you are ready.
                  

                  
                   In a multidomain
                        						  deployment, you can view data for the current domain and for any descendant
                        						  domains. You cannot view data from higher level or sibling domains.
                     
                  

                  
                  Workflow page types:

                  
                  
                     
                     	
                        
                        Table views: Include a column for each of the fields in the database on which your workflow is based if the page is enabled by default.
                        

                        
                     

                     
                     	
                        
                        Drill-down pages: Generally intermediate pages that you use to narrow your investigation to a few events before moving to a table view page.
                        

                        
                     

                     
                     	
                        
                        Graphs: Workflows based on connection data can include graph pages, also called connection graphs.
                        

                        
                     

                     
                     	
                        
                        Final pages: The final page of a workflow depends on the type of event on which the workflow is based.
                        

                        
                     

                     
                  

                  
               
               
               
                  Table views

                  
                  
                  
                     
                     	
                        
                        For best performance, display only the columns you need. The more columns are displayed, the more resources are required to
                           display the data.
                        

                        
                     

                     
                     	
                        
                        When you disable a column on a table view, the system adds the Count column to the event view if disabling the column could
                           create two or more identical rows, if no more than 6 columns are displayed (excluding the Count column).
                        

                        
                     

                     
                     	
                        
                        When you click on a value in a table view page, you constrain by that value.

                        
                     

                     
                     	
                        
                        When you create a custom workflow, you add a table view to it by clicking Add Table View.
                        

                        
                     

                     
                  

                  
               
               
               
                  Drill-down pages

                  
                  
                  
                     
                     	
                        
                        Contain a subset of columns that are available in the database.

                        
                     

                     
                     	
                        
                        Allow you to narrow the scope of events you are viewing and to move forward in the workflow.

                        
                     

                     
                     	
                        
                        If you click on a value in a drill-down page, you constrain by that value and move to the next page in the workflow, focusing
                           more closely on events that match your selected values.
                        

                        
                     

                     
                     	
                        
                        Clicking a value in a drill-down page does not disable the column where the value is, even if the page you advance to is a
                           table view.
                        

                        
                     

                     
                     	
                        
                        Drill-down pages for predefined workflows always have a Count column.

                        
                     

                     
                     	
                        
                        When you create a custom workflow, you add a drill-down page to it by clicking Add Page.
                        

                        
                     

                     
                  

                  
                  For example, a drill-down page for discovery events might include only the IP Address, MAC Address, and Time columns. A drill-down
                     page for intrusion events, on the other hand, might include the Priority, Impact Flag, Inline Result, and Message columns.
                  

                  
               
               
               
                  Graphs

                  
                  
                  Workflows based on connection data can include graph pages, also called connection graphs.

                  
                  For example, a connection graph might display a line graph that shows the number of connections detected by the system over
                     time. Generally, connection graphs are, like drill-down pages, intermediate pages that you use to narrow your investigation.
                  

                  
               
               
               
                  Final pages

                  
                  
                  Final page types by workflow event:

                  
                  
                     
                     	
                        
                        Host view: Final page for workflows based on applications, application details, discovery events, hosts, indications of compromise
                           (IOC), servers, allow list violations, host attributes, or third-party vulnerabilities. Viewing host profiles from this page allows you to easily
                           view data on all IP addresses associated with hosts that have multiple addresses.
                        

                        
                     

                     
                     	
                        
                        User detail view: Final page for workflows based on users, user activity, and user indications of compromise.

                        
                     

                     
                     	
                        
                        Vulnerability detail view: Final page for workflows based on Cisco vulnerabilities.

                        
                     

                     
                     	
                        
                        Packet view: Final page for workflows based on intrusion events.

                        
                     

                     
                  

                  
                  Workflows based on other kinds of events (for example, audit log events or malware events) do not have final pages.

                  
                  On the final page of a workflow, you can expand detail sections to view specific information about each object in the set
                     you focused on over the course of the workflow. Although the web interface does not list the constraints on the final page
                     of a workflow, previously set constraints are retained and applied to the set of data.
                  

                  
               
               
            

            
         
      

   
      
         
            	
            Workflow page navigation tools

            	
            	
            
               		
               
                  			
                  Workflow page navigation tools are visual interface elements that facilitate movement between pages and selection of information
                     to display during event analysis.
                  

                  		
               
               	
            

            
            
            
               
                  	Workflow page traversal tools

                  	File trajectory icons

                  	Host profile icons

                  	Threat score icons

                  	User icons

               

            
            
         
      

   
      
         
            
            Geolocation

            
            
            
               
               
               
                  
                  Geolocation is a database feature that maps IP addresses to geographic locations and enables viewing and filtering traffic
                     based on country and continent by leveraging a geolocation database (GeoDB).
                  

                  
               
               
               
                  
                  The system may report a continent instead of a specific country for mobile devices and other hosts detected moving from country
                     to country. The system issues periodic updates to the GeoDB. You must regularly update the GeoDB to have accurate geolocation
                     information. For instructions, refer to Geolocation database (GeoDB) updates.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              We
                                    no longer provide the geolocation IP
                                    package, which contained contextual data associated with
                                    routable IP addresses. This saves disk space and does not affect
                                    geolocation rules or traffic handling in any way. Any contextual
                                    data is now stale, and upgrading to most later versions deletes
                                    the IP package. Options to download
                                       the IP package or view contextual data have no effect,
                                    and are removed in later versions.

                              
                           

                        
                     

                  

                  
                  
               
               
            

            
         
      

   
      
         
            
            Connection event graphs

            
            
            
               
               
                  
                  A connection event graph is a graphical presentation tool that

                  
                  
                     
                     	
                        
                        displays connection data using data aggregated over five-minute intervals

                        
                     

                     
                     	
                        
                        presents information that is used for aggregating data, including source and destination IP addresses, destination port, transport
                           protocol, and application protocol, and
                        

                        
                     

                     
                     	
                        
                        provides an alternative to tabular drill-down pages and final table views of events.

                        
                     

                     
                  

                  
               
               
               
                  Connection graph types

                  
                  
                  There are three different types of connection graphs:

                  
                  
                     
                     	
                        
                        Pie charts display data from one dataset grouped into discrete categories.

                        
                     

                     
                     	
                        
                        Bar graphs display data from one or more datasets grouped into discrete categories.

                        
                     

                     
                     	
                        
                        Line graphs plot data from one or more datasets over time, using either a standard or a velocity (rate of change) view.

                        
                     

                     
                  

                  
                  Like workflow tables, you can drill down and constrain workflow graphs to focus your analysis.

                  
                  Both bar graphs and line graphs can display multiple datasets; that is, they can display several values on the y-axis for
                     each x-axis data point. For example, you could display the total number of unique initiators and responders. Pie charts can
                     only display one dataset.
                  

                  
                  You can display different data on a connection graph by changing the x-axis, the y-axis, or both. On a pie chart, changing
                     the x-axis changes the independent variable and changing the y-axis changes the dependent variable.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    You cannot graph security-related connection events separately from their associated connection events. For a graphical overview of security-related connection event filtering activity, use dashboards and the Context Explorer.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    Firewall Management
                                             											Center displays traffic profiles as line graphs, which you can manipulate in the same way as you would any other connection graph,
                                       with some restrictions. To view traffic profiles, you must have Administrator access.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Use connection event graphs

               

               Related Information
Connection summaries (aggregated data for graphs)

               

            
            
         
      

   
      
         
            
            Connection graphs with multiple datasets

            
            
            
               
               
                  
                  Connection graph with multiple datasets is an option that displays several values on the y-axis for each x-axis data point.
                     This option is supported by both bar graphs and line graphs but not pie charts.
                  

                  
               
               
               
                  Viewing multiple dataset in connection graphs

                  
                  
                  Multiple datasets are displayed differently depending on the graph type:

                  
                  
                     
                     	
                        
                        Line graphs: Multiple datasets appear as separate lines, each shown in a different color. For example, a line graph can display
                           the total number of unique initiators and responders detected on a monitored network over a one-hour interval.
                        

                        
                        [image: Screenshot of a line graph with multiple datasets]

                        
                     

                     
                     	
                        
                        Bar graphs: Multiple datasets appear as sets of colored bars for each x-axis data point. For example, a bar graph can display
                           total packets transmitted, packets transmitted by initiators, and packets transmitted by responders.
                        

                        
                        [image: Screenshot of a bar graph with multiple datasets]

                        
                     

                     
                  

                  
                  You cannot display multiple datasets on a pie chart. If you switch to a pie chart from a bar graph that has multiple datasets,
                     the pie chart shows only one dataset, which is selected automatically. When selecting which dataset to display, the Firewall Management
                           											Center favors total statistics over initiator and responder statistics, and favors initiator statistics over responder statistics.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Event time constraints

            
            
            
            
               
               
                  
                  Event time constraints are workflow filtering feature that use time stamps to indicate when events occurred and allow you
                     to constrain information by setting time windows or time ranges.
                  

                  
                  Workflows based on events that can be constrained by time include a time range line at the top of the page. 

                  
               
               
               
                  Time window behavior

                  
                  
                  By default, workflows use an expanding time window set to the past hour. For example, if you log in at 11:30 AM, you will
                     see events that occurred between 10:30 AM and 11:30 AM. As time moves forward, the time window expands. At 12:30 PM, you will
                     see events that occurred between 10:30 AM and 12:30 PM.
                  

                  
                  You can change this behavior by setting your own default time window in the event view settings. This governs three properties:

                  
                  
                     
                     	
                        
                        time window type (static, expanding, or sliding)

                        
                     

                     
                     	
                        
                        time window length

                        
                     

                     
                     	
                        
                        the number of time windows (either multiple time windows or a single global time window)

                        
                     

                     
                  

                  
                  Regardless of the default time window setting, you can manually change the time window during your event analysis by clicking
                     the time range at the top of the page. Depending on the number of time windows you configured and the type of appliance you
                     are using, you can also use the date and time window to change the default time window for the type of event you are viewing.
                  

                  
                  Finally, you can pause the time window while looking at a sliding or expanding workflow. For more information, refer to Pause the time window to temporarily freeze the data set.
                  

                  
               
               
            

            
            
            
               
                  	Per-session time window customization for events

                  	Default time window for events

               

            
            
         
      

   
      
         
            
            Per-session time window customization for events

            
            
            
               
               
                  
                  Per-session time window customization for events is a manual configuration capability that

                  
                  
                     
                     	
                        
                        allows users to change the time window during event analysis sessions

                        
                     

                     
                     	
                        
                        applies settings only to the current session, resetting to default when users log out and log back in, and

                        
                     

                     
                     	
                        
                        affects different workflows based on the number of configured time windows on the appliance.

                        
                     

                     
                  

                  
               
               
               
                  Time window configuration and workflow effects

                  
                  
                  Changing the time window for one workflow may affect other workflows on the appliance based on your time window configuration:

                  
                  
                     
                     	
                        
                        Single, global time window: Changing the time window for one workflow changes it for all other workflows on the appliance.

                        
                     

                     
                     	
                        
                        Multiple time windows: Changing the audit log or health event workflow time windows has no effect on any other time window,
                           while changing the time window for other kinds of events affects all events that can be constrained by time (with the exception
                           of audit events and health events).
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Manual time window settings are valid for only the current session. When you log out and then log back in, time windows are
                                 reset to the default.
                              

                              
                           

                        
                     

                  

                  
                  Time window settings have no effect on workflows based on hosts, host attributes, applications, application details, vulnerabilities,
                     users, or allow list violations because not all workflows can be constrained by time.
                  

                  
                  Use the time window tab on the date and time window to manually configure a time window. Depending on the number of time windows
                     you configured in your default time window settings, the tab's title is one of these:
                  

                  
                  
                     
                     	
                        
                        Events Time Window, if you configured multiple time windows and are setting the time window for a workflow other than the audit log or health
                           events workflow
                        

                        
                     

                     
                     	
                        
                        Health Monitoring Time Window, if you configured multiple time windows and are setting the time window for the health events workflow
                        

                        
                     

                     
                     	
                        
                        Audit Log Time Window, if you configured multiple time windows and are setting the time window for the audit log
                        

                        
                     

                     
                     	
                        
                        Global Time Window, if you configured a single time window
                        

                        
                     

                     
                  

                  
                  The first decision you must make when configuring a time window is the type of time window you want to use:

                  
                  
                     
                     	
                        
                        A static time window displays all the events generated from a specific start time to a specific end time.

                        
                     

                     
                     	
                        
                        An expanding time window displays all the events generated from a specific start time to the present; as time moves forward,
                           the time window expands and new events are added to the event view.
                        

                        
                     

                     
                     	
                        
                        A sliding time window displays all the events generated from a specific start time (for example, one week ago) to the present;
                           when you refresh the page, the time window slides so that you see only the events in the time range you configured (in this
                           example, for the last week). To temporarily prevent the data set from updating while you are examining it, see Pause the time window to temporarily freeze the data set.
                        

                        
                     

                     
                  

                  
                  Depending on what type you select, the Date/Time window changes to give you different configuration options.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The system uses a 24-hour clock based on the time you specified in your time zone preferences.

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Time window settings

                  	Change the time window

                  	Pause the time window to temporarily freeze the data set

               

            
            
         
      

   
      
         
            
            Default time window for events

            
            
            
               
               
                  
                  A default time window for events is a configurable time range setting that determines the initial time period displayed for
                     event analysis. 
                  

                  
                  During your event analysis, you can use the Preferences tab on the date and time window to change the default time window for the type of event you are viewing.
                  

                  
               
               
               
                  Default time window configuration

                  
                  
                  The scope of default time window changes depends on your configuration:

                  
                  
                     
                     	
                        
                        Multiple time windows: Changing the default time window on the Preferences tab changes the settings for only the type of event you are viewing (events, health monitoring, or audit log window), specifically
                           whichever time window is indicated by the first tab.
                        

                        
                     

                     
                     	
                        
                        Single time window: Changing the default time window on the Preferences tab changes the default time window for all types of events.
                        

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Default time window options for event types

                  	Change the default time window for your event type

               

            
            
         
      

   
      
         
            
            Event view constraints

            
            
            
               
               
                  
                  Event view constraints are filtering options in workflow pages that determine the information displayed on workflow pages
                     based on imposed constraints. When you initially open an event workflow, the information is constrained to events that were
                     generated in the previous hour.
                  

                  
                  
                     
                     	
                        
                        allow users to refine data visibility through multiple constraint methods.

                        
                     

                     
                  

                  
               
               
               
                  Constraint methods

                  
                  
                  Use these methods for constraining data in event workflows:

                  
                  
                     
                     	
                        
                        To advance to the next page in the workflow and constrain the data you are viewing by specific values, select the rows with
                           those values on the page and click View.
                        

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    If you select a row with multiple non-count values and click View, you create a compound constraint.
                                    

                                    
                                 

                              
                           

                        

                        
                     

                     
                     	
                        
                        To advance to the next page in the workflow retaining the current constraints and carrying forward all events, select View All.
                        

                        
                     

                     
                     	
                        
                        To constrain the page to the rows with values that you selected and also add the selected value to the list of constraints
                           at the top of the page, click a value within a row on the page.
                        

                        
                     

                     
                  

                  
               
               
               
                  
                  If you are viewing a list of logged connections and want to constrain the list to only those you allowed using access control,
                     click Allow in the Action column.
                  

                  
               

               
               
                  
                  As another example, if you are viewing intrusion events and want to constrain the list to only events where the destination
                     port is 80, click 80 (http)/tcp in the Destination Port/ICMP Code column.
                  

                  
               

               
               
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The procedure for constraining connection events based on Monitor rule criteria is slightly different and you may need to
                                 take some extra steps. Additionally, you cannot constrain connection events by associated file or intrusion information.
                              

                              
                           

                        
                     

                  

                  
               
               
               
               
                  Use searches to contrain data

                  
                  
                  You can also use searches to constrain the information in a workflow. Use this feature when you want to constrain against
                     multiple values in a single column. For example, if you want to view the events related to two IP addresses, click Edit Search, then modify the appropriate IP address field on the Search page to include both addresses, and then click Search.
                  

                  
                  The search criteria you enter on the search page are listed as the constraints at the top of the page, with the resulting
                     events constrained accordingly. On the Firewall Management
                           											Center, the current constraints are also applied when navigating to other workflows, unless they are compound constraints.
                  

                  
                  When searching, you must pay careful attention to whether your search constraints apply to the table you are searching. For
                     example, client data is not available in connection summaries. If you search for connection events based on the detected client
                     in the connection and then view the results in a connection summary event view, the Firewall Management
                           											Center displays connection data as if you had not constrained it at all. Invalid constraints are labeled as not applicable (N/A)
                     and are marked with a strikethrough.
                  

                  
               
               
            

            
            
            
               
                  	Constrain events

               

            
            
         
      

   
      
         
            
            Compound event view constraints

            
            
            
               
               
                  
                  A compound event view constraint is a filtering option that retrieves events based on all non-count values for a specific
                     event. When you select a row with multiple non-count values, this option allows you to set constraints that match all the
                     non-count values in that row on that page.
                  

                  
               
               
               
                  How compound constraints work

                  
                  
                  When you select a row that has a source IP address of 10.10.31.17 and a destination IP address of 10.10.31.15 and a row that has a source IP address of 172.10.10.17 and a destination IP address of 172.10.10.15, you retrieve all of this:
                  

                  
                  
                     
                     	
                        
                        Events that have a source IP address of 10.10.31.17 and a destination IP address of 10.10.31.15

                        
                        OR

                        
                     

                     
                     	
                        
                        Events that have a source IP address of 172.10.31.17 and a destination IP address of 172.10.31.15

                        
                     

                     
                  

                  
                  When you combine compound constraints with simple constraints, the simple constraints are distributed across each set of compound
                     constraints. If, for example, you added a simple constraint for a protocol value of tcp to the compound constraints listed above, you retrieve all of this:
                  

                  
                  
                     
                     	
                        
                        Events that have a source IP address of 10.10.31.17 and a destination IP address of 10.10.31.15 and a protocol of tcp, or
                        

                        
                     

                     
                     	
                        
                        events that have a source IP address of 172.10.31.17 and a destination IP address of 172.10.31.15 and a protocol of tcp.
                        

                        
                     

                     
                  

                  
                  You cannot perform a search or save a search on a compound constraint. You also cannot retain compound constraints when you
                     use the event view links or click (switch workflow) to switch to another workflow. If you bookmark an event view with compound constraints applied, the constraints are not saved
                     with the bookmark.
                  

                  
               
               
            

            
            
            
               
                  	Use compound event view constraints

               

            
            
         
      

   
      
         
            
            Navigate between workflows

            
            
            
               
               
                  
                  The Jump to... drop-down list on a workflow page is a feature that enables you to navigate between different workflows. It transfers applicable
                     shared properties and constraints from selected rows to the new workflow, and enhances investigation capabilities by allowing
                     correlation of data across different workflows.
                  

                  
               
               
               
                  Navigation behavior and constraints

                  
                  
                  When you select a new workflow, properties shared by the rows you select and the constraints you set are used in the new workflow,
                     if they are applicable. If configured constraints or event properties do not map to fields in the new workflow, they are dropped.
                     In addition, compound constraints are not retained when you switch from one workflow to another. In addition, constraints
                     from the captured files workflow only transfer to file and malware event workflows.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    When you view event counts over a time range, the total number of events may not reflect the number of events for which more
                                       detailed data is available. This occurs because the system sometimes prunes older event details to manage disk space usage.
                                       To minimize the occurrence of event detail pruning, you can fine-tune event logging to log only those events most important
                                       to your deployment.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    Unless you have either paused the time window or have configured a static time window, the time window changes when you change
                                       workflows.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Security investigation workflow

                  
                  
                  This feature enhances your ability to investigate suspicious activity. For example, if you are viewing connection data and
                     notice that an internal host is transmitting an abnormally large amount of data to an external site, you can select the responder
                     IP address and the port as constraints and then jump to the Applications workflow. The applications workflow will use the responder IP address and port as IP Address and Port constraints and display
                     additional information about the application, such as what kind of application it is. You can also click Hosts at the top of the page to view the host profile for the remote host.
                  

                  
                  After finding more information about the application, you can select Correlation Events to return to the connection data workflow, remove the Responder IP from the constraints, add the Initiator IP to constraints,
                     and select Application Details to see what client the user on the initiating host used when transferring data to the remote host. Note that the Port constraint
                     is not transferred to the Application Details page. While keeping the local host as a constraint, you can also use other navigation
                     buttons to find additional information:
                  

                  
                  
                     
                     	
                        
                        To discover if any policies have been violated by the local host, keep the IP address as a constraint and select Correlation Events from the Jump to drop-down list.
                        

                        
                     

                     
                     	
                        
                        To find out if an intrusion rule triggered against the host, indicating a compromise, select Intrusion Events from the Jump to drop-down list.
                        

                        
                     

                     
                     	
                        
                        To view the host profile for the local host and determine if the host is susceptible to any vulnerabilities that may have
                           been exploited, select Hosts from the Jump to drop-down list.
                        

                        
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Bookmarks

            
            
            
            
               
               
                  
                  The bookmarks option is a workflow navigation feature that

                  
                  
                     
                     	
                        
                        enables you to save a specific location and time in an event analysis, and

                        
                     

                     
                     	
                        
                        allows quick return to the saved point for further investigation.

                        
                     

                     
                  

                  
               
               
               
                  
                  You can share a bookmark with other users who have bookmark access. This is useful when you identify events that require detailed
                     analysis and need to turn over the investigation to another user with the appropriate privileges.
                  

                  
               
               
               
                  Bookmark information retention

                  
                  
                  Bookmarks retain information about:

                  
                  
                     
                     	 
                        
                        the workflow you are using
 
                        
                     

                     
                     	 
                        
                        the part of the workflow you are viewing
 
                        
                     

                     
                     	 
                        
                        the page number within the workflow
 
                        
                     

                     
                     	 
                        
                        any search constraints
 
                        
                     

                     
                     	 
                        
                        any disabled columns
 
                        
                     

                     
                     	 
                        
                        the time range you are using
 
                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                            
                              
                              If the events saved under a bookmark are deleted, either by a user or due to automatic database cleanup, the bookmark does
                                 not display the original set of events.
                              
 
                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            Chapter 28. Event Search
            

            
               The following topics
                  		describe how to search for events within a workflow: 
                  	 
               

            

            
            
               
                  	Event searches

                  	Query overrides via the shell

                  	History for search for events

               

            
            
         
      

   
      
         
            
            Event searches

            
            
            
               
               
                  
                  An event search is a customizable query that

                  
                  
                     
                     	
                        
                        retrieves specific information stored as events in database tables based on defined search criteria,

                        
                     

                     
                     	
                        
                        can be saved with custom names and shared with other users or kept private for individual use, and

                        
                     

                     
                     	
                        
                        returns only records that match the specified criteria for all fields in the search parameters.

                        
                     

                     
                  

                  
               
               
               
                  Event search functionality

                  
                  
                  The system generates information that is stored as events in database tables. Events contain multiple fields that describe
                     the activity that caused the appliance to generate the event. You can create and save searches customized for your environment
                     for any of the different event types and save them to reuse later.
                  

                  
                  When you save a search you give it a name and specify whether the search will be available to you alone or to all users of
                     the appliance. If you want to use the search as a data restriction for a custom user role, you must save it as a private search. If you previously saved a search, you can load it, make any necessary modifications, and then
                     start the search. Custom analysis dashboard widgets, report templates, and custom roles can also use saved searches. If you
                     have saved searches, you can delete them from the Search page.
                  

                  
                  For some event types, the system provides predefined searches that serve as examples and can provide quick access to important
                     information about your network. You can modify fields within the predefined searches for your network environment, then save
                     the searches to reuse later.
                  

                  
                  The search criteria you can use depends on the type of search, but the mechanics are the same. Searches return only records
                     that match the search criteria specified for all fields.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Searching a custom table requires a slightly different procedure.

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Search constraints

                  	Perform a search

                  	Save a search

                  	Load a saved search

               

               Related Information
Search custom tables

               

            
            
         
      

   
      
         
            
            Search constraints

            
            
            
               
               
                  
                  A search constraint is a event data search feature that enables you to enter search criteria values to apply to fields defined
                     for event tables and constrain the data displayed to your specific needs.
                  

                  
               
               
               
                  
                  Each database table has its own search page where you can enter search constraint values to apply to fields defined for the
                     table. Depending on the type of field, special syntax may be used to specify criteria such as wildcard characters or a range
                     of numeric values.
                  

                  
                  Search results appear on workflow pages displaying each table field in columnar layout. Some database tables can additionally
                     be searched using fields that are not displayed as columns on workflow pages. To determine whether such a constraint applies
                     to your search results when viewing the results on a workflow page, click Expand Arrow ([image: expand arrow icon]) to view the active search constraints.
                  

                  
               
               
            

            
            
            
               
                  	Best practice for general search constraints

                  	Wildcards and symbols in searches

                  	Objects and application filters in searches

                  	Time constraints in searches

                  	IP addresses in searches

                  	URLs in searches

                  	Managed devices in searches

                  	Ports in Searches

                  	Event fields in searches

               

            
            
         
      

   
      
         
            
            URLs in searches

            
            
            
               
               
                  
                  When searching for URLs, include wildcards. For example, use *example.com* to find all variations of the domain, such as https://example.com and division.example.com and example.com/division/.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Query overrides via the shell

            
            
            
               
               
                  
                  The query override tool in Firewall Management
                           											Center is a Linux shell-based query management option that allows you to locate queries running longer than a specified number of
                     minutes and stop those queries. The tool logs an event to the audit log and to syslog when you stop a query.
                  

                  
               
               
               
                  
                  The internal Admin user can access the Firewall Management
                           											Center CLI. If you use an external authentication object that grants CLI access, users matching the shell access filter can also
                     log into the CLI.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you leave the search page in the Firewall Management
                                       											Center web interface, the query continues to run. Queries that take a long time to return results may impact system performance
                                 while the query is running.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Shell-Based query management syntax

                  	Stop long-running queries

               

            
            
         
      

   
      
         
            Chapter 29. Custom
               	 Workflows
            

            
               The following topics
                  		describe how to use custom workflows: 
                  	 
               

            

            
            
               
                  	Custom workflows

                  	Saved custom workflows

                  	How custom workflows work

                  	How to access custom workflows

               

            
            
         
      

   
      
         
            
            Custom workflows

            
            
            
            
               
               
                  
                  Custom workflows are workflows you create to meet your specific needs when the predefined or Cisco-provided workflows do not
                     meet your requirements.
                  

                  
               
               
               
                  Custom workflow features

                  
                  
                  
                     
                     	
                        
                        When creating a custom workflow, you select the event type or database table that the workflow will use as its basis.

                        
                        The Firewall Management
                                 											Center allows you to base a custom workflow on a custom table.
                        

                        
                     

                     
                     	
                        
                        You can include drill-down pages, table views, and host or packet views in custom workflows to visualize and analyze data.

                        
                     

                     
                     	
                        
                        If your event evaluation process changes, you can edit custom workflows to accommodate new requirements.

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              You can set a custom workflow as the default workflow for any event type.

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            How custom workflows work

            
            
            
            
               
               
                  
                  If the predefined and Cisco-provided custom workflows do not meet your needs, you can create custom workflows.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Instead of creating a new custom workflow, you can export a custom workflow from another appliance and then import it onto
                                 your appliance. You can then edit the imported workflow to suit your needs.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Summary

                  
                  The key components in the process of creating a custom workflow are:

                  
                  
                     
                     	
                        
                        Source table: Provides data foundation for the workflow.

                        
                     

                     
                     	
                        
                        Drill-down pages: Display detailed data with customizable columns and sorting.

                        
                     

                     
                     	
                        
                        Table view pages: Provide a standard table display without customizable properties.

                        
                     

                     
                     	
                        
                        Final page: Automatically added based on selected table type.

                        
                     

                     
                  

                  
               

               
               
                  Workflow

                  
                  The custom workflow creation process involves these stages:

                  
                  
                     
                     	
                        Initiate workflow creation and configure basic settings:
                        
                        
                           
                           	
                              Select a table to be the source of the workflow.
                              
                           

                           
                           	
                              Enter a workflow name.
                              
                           

                           
                           	
                              Add drill-down pages and table view pages to the workflow.
                              
                           

                           
                        

                        
                     

                     
                     	
                        Configure the page properties for each drill-down page in these ways:
                        
                        
                           
                           	
                              Provide a name that appears at the top of the page in the web interface.
                              
                           

                           
                           	
                              Specify the default sort order as ascending or descending.
                              
                           

                           
                           	
                              You can include up to five columns on each page.
                              
                           

                           
                        

                        
                        
                           
                              	
                                 Note

                              
                              	
                                 
                                    
                                    
                                       
                                       	
                                          Add at least one drill-down page or a table view of events to each custom workflow.
                                          
                                       

                                       
                                       	
                                          If you selected Vulnerabilities as the table type, then add IP Address as a table column, the IP Address column does not appear when you view vulnerabilities using your custom workflow. It appears only when you use the search
                                          feature to limit the workflow to a specific IP address or block of addresses. 
                                          
                                       

                                       
                                    
 
                                    
                                 

                              
                           

                        

                        
                     

                     
                     	
                        Add table view pages. You can add table view pages anywhere in the sequence of workflow pages. They do not support editable
                        properties such as page name, sort order, or user-definable columns.
                        
                     

                     
                     	
                        The Firewall Management Center automatically adds a final page based on the selected table type, as described in this table.
                        This final page is added by default when you create the workflow.
                        
                        
                           Custom workflow final pages
                           
                              
                              
                           
                           
                              
                              
                                 
                                 	
                                    
                                    Event/Asset Type

                                    
                                 
                                 
                                 	
                                    
                                    Final Page

                                    
                                 
                                 
                              

                              
                           
                           
                              
                              
                                 
                                 	
                                    
                                    Discovery events

                                    
                                 
                                 
                                 	
                                    
                                    Hosts

                                    
                                 
                                 
                              

                              
                              
                                 
                                 	
                                    
                                    Vulnerabilities

                                    
                                 
                                 
                                 	
                                    
                                    Vulnerability detail

                                    
                                 
                                 
                              

                              
                              
                                 
                                 	
                                    
                                    Third-party vulnerabilities

                                    
                                 
                                 
                                 	
                                    
                                    Hosts

                                    
                                 
                                 
                              

                              
                              
                                 
                                 	
                                    
                                    Users

                                    
                                 
                                 
                                 	
                                    
                                    Users

                                    
                                 
                                 
                              

                              
                              
                                 
                                 	
                                    
                                    Indications of compromise

                                    
                                 
                                 
                                 	
                                    
                                    Hosts or users

                                    
                                 
                                 
                              

                              
                              
                                 
                                 	
                                    
                                    Intrusion events

                                    
                                 
                                 
                                 	
                                    
                                    Packets

                                    
                                 
                                 
                              

                              
                           
                        

                        The system does not add a final page for custom workflows based on other kinds of events (for example, audit log or malware
                        events).
                        Custom workflows based on connection data are similar to other workflows, except you can include drill-down pages containing
                        connection summary data, connection data graph pages, drill-down pages with data for individual connections, and table view
                        pages.
                        
                     

                     
                  

                  
               

               
            

            
            
            
               
                  	Create custom workflows based on non-connection data

                  	Create custom connection data workflows

               

            
            
         
      

   
      
         
            
            How to access custom workflows

            
            
            
               
               
                  
                  The method you use to view a workflow depends on whether the workflow is based on one of the predefined event tables or on
                     a custom table.
                  

                  
               
               
               
                  
                  
                     
                     	
                        
                        If your custom workflow is based on a predefined event table, access it in the same way that you would access a workflow that
                           ships with the appliance. For example, to access a custom workflow based on the Hosts table, choose Analysis > Hosts heading > Hosts.
                        

                        
                     

                     
                     	
                        
                        If your workflow is based on a custom table, choose Analysis > Advanced > Custom Tables to access it.
                        

                        
                     

                     
                  

                  
                  If your event evaluation process changes, you can edit custom workflows to meet your new needs.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    You cannot edit any of the predefined workflows.

                                    
                                 

                                 
                                 	
                                    
                                    You can set a custom workflow as the default workflow for any event type.

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	View custom workflows based on predefined tables

                  	View custom workflows based on custom tables

                  	Edit custom workflows

               

            
            
         
      

   
      
         
            Chapter 30. Custom
               	 Tables
            

            
               The following topics
                  		describe how to use custom tables: 
                  	 
               

            

            
            
               
                  	Custom tables

                  	Predefined custom tables

                  	User-defined custom tables

                  	Search custom tables

                  	History for custom tables

               

            
            
         
      

   
      
         
            
            Custom tables

            
            
            
               
               
                  
                  A custom table is a user-defined database table that combines fields from different predefined tables to enhance analysis
                     of network activity.
                  

                  
               
               
               
                  
                  The Firewall Management
                           											Center collects data about your network and stores it in a series of database tables. When you use a workflow to view specific information,
                     the Firewall Management
                           											Center retrieves the data from one of these tables.For example, the Network Applications by Count workflow displays columns that are sourced from fields in the Applications table.
                  

                  
                  If you determine that your analysis of the activity on your network would be enhanced by combining fields from different tables,
                     you can create a custom table. 
                  

                  
               
               
            

            
         
      

   
      
         
            
            Part VIII. Events and Assets
            

            
            
            

            
            
            
               
                  	Connection Logging

                  	Connection and Security-Related Connection Events

                  	Intrusion Events

                  	File/Malware Events and Network File Trajectory

                  	Host Profiles

                  	Discovery Events

                  	Correlation and Compliance Events

               

            
            
         
      

   
      
         
            Chapter 31. Connection
               	 Logging
            

            
               The following topics describe how to configure the system to
                  		log connections made by hosts on your monitored network:
                  	 
               

            

            
            
               
                  	Connection logging

                  	Connection logging limitations

                  	Best practices for connection logging

                  	Requirements and prerequisites for connection logging

                  	Connection logging

               

            
            
         
      

   
      
         
            
            Connection logging

            
            
            
               
               
                  
                  Connection logging is a system feature that

                  
                  
                     
                     	
                        
                        generates logs of connections detected by managed devices known as connection events,
                        

                        
                     

                     
                     	
                        
                        provides granular control through rules and policies over which connections to log, when to log them, and where to store the
                           data, and
                        

                        
                     

                     
                     	
                        
                        creates special connection events called security-related connection events that represent connections blocked by the reputation-based Security Intelligence feature.
                        

                        
                     

                     
                  

                  
               
               
               
                  Connection event data

                  
                  
                  Connection events contain data about the detected sessions. The specific data available for any event can vary, but generally
                     includes:
                  

                  
                  
                     
                     	
                        
                        Basic connection properties: timestamp, source and destination IP address, ingress and egress zones, the device that handled
                           the connection, and so on
                        

                        
                     

                     
                     	
                        
                        Additional connection properties discovered or inferred by the system: applications, requested URLs, or users associated with
                           the connection, and so on
                        

                        
                     

                     
                     	
                        
                        Metadata about why the connection was logged: which configuration handled the traffic, whether the connection was allowed
                           or blocked, details about encrypted and decrypted connections, and so on
                        

                        
                     

                     
                  

                  
                  Log connections according to the security and compliance needs of your organization. When setting up connection logging, remember
                     that the system can log a connection for multiple reasons. Disabling logging in one place does not guarantee that matching
                     connections will not get logged elsewhere. 
                  

                  
                  The information contained in a connection event depends on factors such as traffic characteristics and relevant configuration.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                               You can supplement the connection logs gathered by your managed devices with connection data generated from exported NetFlow
                                 records. This is particularly useful if you have NetFlow-enabled routers or other devices monitoring networks that managed
                                 devices cannot access.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Logged connections

                  	Other Connections You Can Log

                  	Rules and policy actions effect on logging

                  	Connection logging modes

                  	Secure Firewall Management Center vs external logging

               

            
            
         
      

   
      
         
            
            Logged connections

            
            
            
               
               
                  
                  Logged connections are network connections that

                  
                  
                     
                     	
                        
                        are automatically saved to the Firewall Management
                                 											Center database as end-of-connection events,
                        

                        
                     

                     
                     	
                        
                        generate logs regardless of other logging configurations unless connection event storage is disabled, and

                        
                     

                     
                     	
                        
                        include connections associated with intrusions, file and malware events, intelligent application bypass, and monitored traffic.

                        
                     

                     
                  

                  
               
               
               
                  Connection types and logging behavior

                  
                  
                  The system automatically logs specific connection types based on their association with security events and traffic monitoring.

                  
                  Connection types that generate automatic logs:

                  
                  
                     
                     	
                        
                        Connections associated with intrusions: The system automatically logs connections associated with intrusion events, unless
                           the connection is handled by the access control policy's default action.
                        

                        
                     

                     
                     	
                        
                        Connections associated with file and malware events: The system automatically logs connections associated with file and malware
                           events.
                        

                        
                     

                     
                     	
                        
                        Connections associated with intelligent application bypass: The system automatically logs bypassed and would-have-bypassed
                           connections associated with IAB.
                        

                        
                     

                     
                     	
                        
                        Monitored connections: The system always logs the ends of connections for monitored traffic, even if the traffic matches no
                           other rules and you do not enable default action logging.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              File events generated by inspecting NetBIOS-SSN (SMB) traffic do not immediately generate connection events because the client
                                 and server establish a persistent connection. The system generates connection events after the client or server ends the session.
                              

                              
                           

                        
                     

                  

                  
                  Special behavior for default action connections:

                  
                  
                     
                     	
                        
                        When an intrusion policy associated with the access control default action generates an intrusion event, the system does not automatically log the end of the associated connection. Instead, you must explicitly enable default action connection logging.
                        

                        
                     

                     
                     	
                        
                        However, if you enable beginning-of-connection logging for the default action, the system does log the end of the connection when an associated intrusion policy triggers, in addition to logging the beginning of the connection.
                        

                        
                     

                     
                  

                  
                  For more information about monitored connections, refer to Logging for monitored connections.
                  

                  
               
               
            

            
         
      

   
      
         
            Other Connections You Can Log

            
               So that you log only critical connections, enable connection logging on a per-rule basis. If you enable connection logging
                  for a rule, the system logs all connections handled by that rule. 
               

               You can also log connections handled by policy default actions. Depending on the rule or default action (and for access control,
                  a rule's inspection configuration), your logging options differ. 
               

               
                  Prefilter Policy: Rules and Default Action

                  			
                  			
                  You can log connections (including entire plaintext, passthrough tunnels) that you fastpath or block with a prefilter policy.

                  			
                  Prefiltering uses outer-header criteria to handle traffic. For tunnels that you log, the resulting connection events contain
                     information from the outer, encapsulation headers.
                  

                  			
                  For traffic subject to further analysis, logging in the prefilter policy is disabled, although matching connections may still
                     be logged by other configurations. The system performs all further analysis using inner headers, that is, the system independently
                     handles and logs each connection within an allowed tunnel.
                  

                  		
               
               
                  Decryption Policy: Rules and Default Action 
                  

                  			
                  			
                  You can log connections that match a decryption rule or decryption policy default action. 
                  

                  			
                  For blocked connections, the system immediately ends the session and generates an event. For monitored connections and connections
                     that you pass to access control rules, the system generates an event when the session ends.
                  

                  		
               
               
                  Access Control Policy: Security Intelligence Decisions

                  			
                  			
                  You can log a connection whenever it is blocked by the reputation-based Security Intelligence feature. 

                  			
                  Optionally, and recommended in passive deployments, you can use a monitor-only setting for Security Intelligence filtering.
                     This allows the system to further analyze connections that would have been blocked by Security Intelligence, but still log
                     the match. Security Intelligence monitoring also allows you to create traffic profiles using Security Intelligence information.
                     
                  

                  			
                  When the system logs a connection event as the result of Security
                     				Intelligence filtering, it also logs a matching Security Intelligence event, which
                     				is a special kind of connection event that you can view and analyze separately, and
                     				that is also stored and pruned separately. So that you can identify the matching IP
                     				address in the connection, host icons beside blocked and monitored IP addresses look
                     				slightly different in the tables on the pages under the Analysis > Connections > Events menus. 
                  

                  		
               
               
                  Access Control Policy: Rules and Default Action

                  			
                  		
               
               
                  			
                  You can log connections that match an access control rule or access control policy default action. 

                  		
               
            

            
            
               Related Information
Rules and policy actions effect on logging

               

            
            
         
      

   
      
         
            
            Rules and policy actions effect on logging

            
            
            
               
               
                  
                  Rules and policy actions effect on logging is a traffic handling mechanism that

                  
                  
                     
                     	
                        
                        determines how the system inspects and handles matching traffic,

                        
                     

                     
                     	
                        
                        controls when and how details about matching traffic can be logged, and

                        
                     

                     
                     	
                        
                        provides metadata about why the connection was logged, including which configurations handled the traffic.

                        
                     

                     
                  

                  
               
               
               
                  Connection event metadata

                  
                  
                  Connection events contain metadata about why the connection was logged, including which configurations handled the traffic.
                     Where you can configure connection logging, rule actions, and policy default actions determine not only how the system inspects
                     and handles matching traffic, but also when and how you can log details about matching traffic.
                  

                  
               
               
            

            
            
            
               
                  	Logging for fastpathed connections

                  	Logging for monitored connections

                  	Logging for trusted connections

                  	Logging for blocked connections

                  	Logging for allowed connections

               

               Related References
Connection and Security-Related Connection Event Fields

               

            
            
         
      

   
      
         
            
            Logging for fastpathed connections

            
            
            
               
               
                  
                  Logging for fastpathed connections is a monitoring capability that

                  
                  
                     
                     	
                        
                        records connection events for traffic that matches tunnel rules and prefilter rules with Fastpath actions,
                        

                        
                     

                     
                     	
                        
                        captures information for non-encrypted tunnels including outer session details for tunnel rules, and

                        
                     

                     
                     	
                        
                        provides limited information in connection events since fastpathed traffic bypasses access control and QoS processing.

                        
                     

                     
                  

                  
               
               
               
                  Supported traffic types

                  
                  
                  You can log fastpathed connections and non-encrypted tunnels, which include traffic matching these rules and actions in the
                     prefilter policy:
                  

                  
                  
                     
                     	
                        
                        Tunnel rules—Fastpath action (logs the outer session)
                        

                        
                     

                     
                     	
                        
                        Prefilter rules—Fastpath action
                        

                        
                     

                     
                  

                  
                  Fastpathed traffic bypasses the rest of access control and QoS, so connection events for fastpathed connections contain limited
                     information.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Logging for monitored connections

            
            
            
               
               
                  
                  Logging for monitored connections is a system function that

                  
                  
                     
                     	
                        
                        automatically logs connection ends for traffic matching specific monitoring configurations,

                        
                     

                     
                     	
                        
                        operates independently of default action logging settings, and

                        
                     

                     
                     	
                        
                        consolidates multiple Monitor rule matches into single connection events.

                        
                     

                     
                  

                  
               
               
               
                  Monitored traffic configurations

                  
                  
                  The system always logs the ends of connections for traffic matching these configurations, even if the traffic matches no other
                     rules and you do not enable default action logging:
                  

                  
                  
                     
                     	
                        
                        Security Intelligence: Block lists set to monitor (also generates a Security Intelligence event)

                        
                     

                     
                     	
                        
                        SSL rules: Monitor action
                        

                        
                     

                     
                     	
                        
                        Access control rules: Monitor action
                        

                        
                     

                     
                  

                  
                  The system does not generate a separate event each time a single connection matches a Monitor rule. Because a single connection
                     can match multiple Monitor rules, each connection event can include and display information on the first eight Monitor access
                     control rules that the connection matches, as well as the first matching SSL Monitor rule.
                  

                  
                  Similarly, if you send connection events to an external syslog or SNMP trap server, the system does not send a separate alert
                     each time a single connection matches a Monitor rule. Rather, the alert that the system sends at the end of the connection
                     contains information on the Monitor rules the connection matched.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Logging for trusted connections

            
            
            
               
               
                  
                  Logging for trusted connections is a system capability that

                  
                  
                     
                     	
                        
                        records the beginnings and ends of trusted connections for traffic matching access control rules with Trust action
                        

                        
                     

                     
                     	
                        
                        captures events for traffic matching the access control default action Trust All Traffic, and
                        

                        
                     

                     
                     	
                        
                        generates limited information because trusted connections are not subject to deep inspection or discovery.

                        
                     

                     
                  

                  
               
               
               
                  Trusted connection logging behavior

                  
                  
                  You can log the beginnings and ends of trusted connections, which include traffic matching these rules and actions:

                  
                  
                     
                     	
                        
                        Access control rules: Trust action
                        

                        
                     

                     
                     	
                        
                        Access control default action: Trust All Traffic

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Although you can log trusted connections, we recommend you do not do so because trusted connections are not subject to deep inspection or
                                 discovery, so connection events for trusted connections contain limited information.
                              

                              
                           

                        
                     

                  

                  
                  TCP connections detected by a Trust rule on the first packet generate only an end-of-connection event. The system generates
                     the event one hour after the final session packet.
                  

                  
                  
                  
                  
               
               
            

            
         
      

   
      
         
            
            Logging for blocked connections

            
            
            
               
               
                  
                  Logging for blocked connections is a security feature that

                  
                  
                     
                     	
                        
                        records traffic matching blocking rules and actions across multiple policy types,

                        
                     

                     
                     	
                        
                        generates connection events with different timing based on the blocking mechanism, and

                        
                     

                     
                     	
                        
                        provides visibility into denied traffic for security monitoring and analysis.

                        
                     

                     
                  

                  
               
               
               
                  Blocked connection types

                  
                  
                  You can log blocked connections, which include traffic matching these rules and actions:

                  
                  
                     
                     	
                        
                        Tunnel rules—Block

                        
                     

                     
                     	
                        
                        Prefilter rules—Block

                        
                     

                     
                     	
                        
                        Prefilter default action—Block all tunnel traffic

                        
                     

                     
                     	
                        
                        Security Intelligence—Block lists not set to Monitor (also generates a Security Intelligence event)

                        
                     

                     
                     	
                        
                        Decryption rules—Block and Block with reset

                        
                     

                     
                     	
                        
                        SSL default action—Block and Block with reset

                        
                     

                     
                     	
                        
                        Access control rules—Block, Block with reset, and Interactive Block

                        
                     

                     
                     	
                        
                        Access control default action—Block All Traffic

                        
                     

                     
                  

                  
                  Only devices deployed inline (that is, using routed, switched, or transparent interfaces, or inline interface pairs) can block
                     traffic. Because blocked connections are not actually blocked in passive deployments, the system may report multiple beginning-of-connection
                     events for each blocked connection. 
                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              Firewall Threat Defense device logs end-of-connection events for TCP connections where the three-way handshake does not complete, including SYN-only,
                                 SYN-SYN/ACK (no ACK), and SYN-RST/ACK scenarios (except when TLS Identity is enabled). These logs provide visibility into
                                 incomplete or suspicious connection attempts. However, logging blocked TCP connections during a Denial of Service (DoS) attack
                                 can affect system performance and overwhelm the database with multiple similar events. Before you enable logging for a Block
                                 rule, consider whether the rule monitors traffic on an Internet-facing interface or other interface vulnerable to DoS attack.
                              

                              
                           

                        
                     

                  

                  
                  Beginning vs. end-of-connection logging for blocked connections

                  
                  When you log a blocked connection, how the system logs it depends on why the connection was blocked. This is important to
                     keep in mind when configuring correlation rules based on connection logs:
                  

                  
                  
                     
                     	
                        
                        For decryption rules and decryption policy default actions that block encrypted traffic, the system logs end-of-connection events. This is because the system cannot determine if a connection is encrypted using the first packet in
                           the session.
                        

                        
                     

                     
                     	
                        
                        For other blocking actions, the system logs beginning-of-connection events. Matching traffic is denied without further inspection.
                        

                        
                     

                     
                  

                  
                  
                  Logging bypassed interactive blocks

                  
                  Interactive blocking access control rules, which cause the system to display a warning page when a user browses to a prohibited
                     website, allow you to configure end-of-connection logging. This is because if the user clicks through the warning page, the
                     connection is considered a new, allowed connection which the system can monitor and log.
                  

                  
                  Therefore, for packets that match an Interactive Block or Interactive Block with Reset rule, the system can generate these
                     connection events:
                  

                  
                  
                     
                     	
                        
                        A beginning-of-connection event when a user's request is initially blocked and the warning page is displayed; this event has
                           an associated action of Interactive Block  or Interactive Block with Reset 

                        
                     

                     
                     	
                        
                        Multiple beginning- or end-of-connection events if the user clicks through the warning page and loads the originally requested
                           page; these events have an associated action of Allow  and a reason of User Bypass 

                        
                     

                     
                  

                  
               
               
               
                  Interactive block example

                  
                  
                  The following figure shows an example of an interactive block followed by allow.

                  
                  
                     Interactive block followed by allow
                     
                        
                        [image: The figure illustrates an interactive block that is immediately followed by an allow action, demonstrating the flow of connection handling in a network security context.]
                        
                     

                  
                  
               

               
            

            
         
      

   
      
         
            
            Logging for allowed connections

            
            
            
               
               
                  
                  Logging for allowed connections is a security feature that

                  
                  
                     
                     	
                        
                        generates file and malware events when file policies detect or block files during traffic inspection, and

                        
                     

                     
                     	
                        
                        provides configurable logging options on a per-access-control-rule basis.

                        
                     

                     
                  

                  
               
               
               
                  Connection logging details

                  
                  
                  You can log allowed connections, which includes traffic matching the following rules and actions:

                  
                  
                     	
                        
                        SSL rules—Decrypt action
                        

                        
                     

                     	
                        
                        SSL rules—Do not decrypt action
                        

                        
                     

                     	
                        
                        SSL default action—Do not decrypt

                        
                     

                     	
                        
                        Access control rules—Allow action
                        

                        
                     

                     	
                        
                        Access control default action—Network Discovery Only and any intrusion prevention option 
                        

                        
                     

                  

                  
                  Enabling logging for these configurations ensures the connection is logged, while also permitting (or specifying) the next
                     phase of inspection and traffic handling. SSL logging is always end-of-connection; access control configurations also allow
                     beginning-of-connection logging.
                  

                  
                  Although the Analyze action in tunnel and prefilter rules also allows connections to continue with access control, logging is disabled for rules
                     with this action. Matching connections may still be logged by other configurations. Allowed tunnels might have their encapsulated
                     sessions evaluated and logged individually.
                  

                  
                  When you allow traffic with an access control rule or default action, you can use an associated intrusion policy to further
                     inspect traffic and block intrusions. For access control rules, you can also use a file policy to detect and block prohibited
                     files, including malware. Unless you disable connection event storage, the system automatically logs most allowed connections
                     associated with intrusion, file, and malware events. For detailed information, refer to Logged connections.
                  

                  
                  Connections with encrypted payloads are not subject to deep inspection, so connection events for encrypted connections contain
                     limited information.
                  

                  
                  
                  When a file policy detects or blocks a file, it logs one of these events to the Firewall Management
                           											Center database:
                  

                  
                  
                     
                     	
                        
                        File events, which represent detected or blocked files, including malware files.
                        

                        
                     

                     
                     	
                        
                        Malware events, which represent detected or blocked malware files only.
                        

                        
                     

                     
                     	
                        
                        Retrospective malware events, which are generated when the malware disposition for a previously detected file changes.
                        

                        
                     

                     
                  

                  
                  You can disable this logging on a per-access-control-rule basis. You can also disable file and malware event storage entirely.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              We recommend you leave file and malware event logging enabled.

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Connection logging modes

            
            
            
               
               
                  
                  A connection logging mode is a connection monitoring approach that

                  
                  
                     
                     	
                        
                        provides two distinct timing options for capturing connection events,

                        
                     

                     
                     	
                        
                        handles blocked traffic differently than allowed traffic, and

                        
                     

                     
                     	
                        
                        requires optimization choices to balance performance with information completeness.

                        
                     

                     
                  

                  
               
               
               
                  Connection logging timing and exceptions

                  
                  
                  You can log a connection at its beginning or its end, with specific exceptions for blocked traffic:

                  
                  
                     
                     	
                        
                        Blocked traffic: Because blocked traffic is immediately denied without further inspection, only beginning-of-connection events
                           are typically available for logging; there is no unique end-of-connection to log.
                        

                        
                     

                     
                     	
                        
                        Blocked encrypted traffic: When you enable connection logging in a decryption policy, the system logs end-of-connection rather than beginning-of-connection events. This occurs because the system cannot determine
                           if a connection is encrypted with the first packet and therefore cannot immediately block encrypted sessions.
                        

                        
                     

                     
                  

                  
                  To optimize performance, log either the beginning or the end of any connection, but not both. Monitoring a connection for
                     any reason forces end-of-connection logging. For a single non-blocked connection, the end-of-connection event contains all
                     information present in the beginning-of-connection event, as well as data gathered over the duration of the session.
                  

                  
                  The table presents differences between beginning and end-of-connection events, along with the advantages of logging each.

                  
                  
                     Comparing beginning and end-of-connection events
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Attributes

                              
                           
                           
                           	
                              
                              Beginning-of-Connection Events

                              
                           
                           
                           	
                              
                              End-of-Connection Events

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Can be generated...

                              
                           
                           
                           	
                              
                              When the system detects the beginning of a connection (or, after the first few packets if event generation depends on application
                                 or URL identification).
                              

                              
                           
                           
                           	
                              
                              When the system:

                              
                              
                                 
                                 	
                                    
                                    Detects the close of a connection.

                                    
                                 

                                 
                                 	
                                    
                                    Does not detect the end of a connection after a period of time.

                                    
                                 

                                 
                                 	
                                    
                                    Can no longer track the session due to memory constraints.

                                    
                                 

                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Can be logged for...

                              
                           
                           
                           	
                              
                              All connections except those blocked by the decryption policy.
                              

                              
                           
                           
                           	
                              
                              Most connections.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Contain...

                              
                           
                           
                           	
                              
                              Only information that can be determined in the first packet (or the first few packets, if event generation depends on application
                                 or URL identification).
                              

                              
                           
                           
                           	
                              
                              All information in the beginning-of-connection event, plus information determined by examining traffic over the duration of
                                 the session; for example, the total amount of data transmitted or the timestamp of the last packet in the connection.
                              

                              
                              
                                 
                                    	
                                       Note

                                    
                                    	
                                       
                                          
                                          The connection event does not count the amount of data transmitted after the threat defense returns a snort verdict for the
                                             connection or if you fastpath the connection.
                                          

                                          
                                       

                                    
                                 

                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Are useful...

                              
                           
                           
                           	
                              
                              If you want to log:

                              
                              
                                 
                                 	
                                    
                                    Blocked connections.

                                    
                                 

                                 
                                 	
                                    
                                    Only the beginning of a connection because the end-of-connection information does not matter to you.

                                    
                                 

                                 
                              

                              
                           
                           
                           	
                              
                              If you want to:

                              
                              
                                 
                                 	
                                    
                                    Log encrypted connections handled by a decryption policy.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    Perform any kind of detailed analysis on, or trigger correlation rules using, information collected over the duration of the
                                       session.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    View connection summaries (aggregated connection data) in custom workflows, view connection data in graphical format, or create
                                       and use traffic profiles.
                                    

                                    
                                 

                                 
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Secure Firewall Management
                     											Center vs external logging
            

            
            
            
               
               
                  
                  A log storage option in the Firewall Management
                           											Center enables analysis of connection and Security Intelligence event logs through dashboards, event views, traffic profiling, and
                     correlation policies. The number of stored events depends on the model. Logging usually occurs at connection end, with critical
                     connections logged automatically. Events can also be sent externally via syslog or SNMP traps using alert responses or specific
                     configurations, influencing log storage and processing methods.
                  

                  
               
               
               
                  Secure Firewall Management
                           											Center logging features
                  

                  
                  
                  If you store connection and Security Intelligence event logs on the Firewall Management
                           											Center, you can use the system's reporting, analysis, and data correlation features. For example:
                  

                  
                  
                     
                     	
                        
                        Dashboards and the Context Explorer provide you with graphical, at-a-glance views of the connections logged by the system.

                        
                     

                     
                     	
                        
                        Event views (most of the options available under the Analysis menu) present detailed information on the connections logged
                           by the system, which you can display in a graphical or tabular format or summarize in a report.
                        

                        
                     

                     
                     	
                        
                        Traffic profiling uses connection data to create a profile of your normal network traffic that you can then use as a baseline
                           against which to detect and track anomalous behavior.
                        

                        
                     

                     
                     	
                        
                        Correlation policies allow you to generate events and trigger responses (such as alerts or external remediations) to specific
                           types of connections or traffic profile changes.
                        

                        
                     

                     
                  

                  
                  The number of events the Firewall Management
                           											Center can store depends on its model.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              To use these features, you must log connections (and in most cases, the end of those connections rather than the beginning). This is why the system automatically
                                 logs critical connections—those associated with logged intrusions, prohibited files, and malware.
                              

                              
                           

                        
                     

                  

                  
                  You can also log events to an external syslog or SNMP trap server, or to other external tools, using these options:

                  
                  
                     
                     	
                        
                        For external logging on any device:

                        
                        A connection you configure called an alert response.
                        

                        
                     

                     
                     	
                        
                        For external logging on Firewall Threat Defense devices:
                        

                        
                        Refer to About Configuring Syslog and Configure SNMP Traps in the Cisco Secure Firewall Management
                                       												Center Device Configuration
                                       									Guide.
                        

                        
                     

                     
                     	
                        
                        For additional options related to external logging:

                        
                        Refer to Event Analysis Using External Tools.
                        

                        
                     

                     
                  

                  
               
               
            

            
            
            
               Related Concepts
Configuring external alerts with alert responses

               

            
            
         
      

   
      
         
            
            Connection logging limitations

            
            
            
               
               
                  
                  Connection logging limitations are restrictions that prevent certain types of network connections from being logged by firewall
                     systems.
                  

                  
               
               
               
                  Connection types that cannot be logged

                  
                  
                  Connection logging cannot capture information for these connection types:

                  
                  
                     
                     	
                        
                        The outer session of a plaintext, passthrough tunnel whose encapsulated connections are inspected by access control.

                        
                     

                     
                     	
                        
                        TCP connections if the three-way handshake is not completed, to avoid denial-of-service attacks against your firewalls. To
                           monitor or debug failed connections, you can use the 
                              show asp drops  CLI command or the packet capture feature (Packet capture).
                        

                        
                     

                     
                  

                  
                  If a connection event does not contain the information you think it should, refer to Requirements for populating connection event fields and Information available in connection event fields.
                  

                  
               
               
            

            
            
            
               
                  	Event viewer event appearances

               

            
            
         
      

   
      
         
            
            Event viewer event appearances

            
            
            
               
               
                  
                  Event viewer event appearances are the display characteristics that

                  
                  
                     
                     	
                        
                        require manual page refreshes for events under the Analysis menu,

                        
                     

                     
                     	
                        
                        typically display events within seconds of detection, but may experience delays under heavy traffic or system operations,
                           and
                        

                        
                     

                     
                     	
                        
                        show all connection events logged per defined rules without filtering options for unified logging.

                        
                     

                     
                  

                  
               
               
               
                  Event display characteristics

                  
                  
                  
                  
                  These points are applicable to all types of events:

                  
                  
                     
                     	
                        
                        If you are looking at a page under the Analysis menu, you must refresh the page to display new events.

                        
                     

                     
                     	
                        
                        Events generally are available for viewing within a few seconds of the time the traffic was detected. However, there can be
                           an arbitrary delay under situations such as: Exceptionally heavy traffic conditions; the Firewall Management
                                 											Center is managing a lot of devices on a low-bandwidth network; or during operations such as event backup which pause event processing.
                        

                        
                     

                     
                     	
                        
                        All the connection events logged as per the defined rules appear in the event viewer. An option to filter the events is not
                           available for the unified logging of the connection events.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Best practices for connection logging

            
            
            
               
               
                  
                  Best practices for connection logging are guidelines that

                  
                  
                     
                     	
                        
                        ensure you log only critical connections by enabling connection logging on a per-access-control-rule basis,

                        
                     

                     
                     	
                        
                        help avoid logging unnecessary traffic such as trusted connections or infrastructure traffic not related to your service offering,
                           and
                        

                        
                     

                     
                     	
                        
                        optimize storage and performance by preventing duplicate logging and configuring appropriate event limits.

                        
                     

                     
                  

                  
               
               
               
                  Connections that are always logged

                  
                  
                  The system automatically logs these connections:

                  
                  
                     
                     	
                        
                        Some connections associated with detected files, malware, intrusions, and Intelligent Application Bypass (IAB).

                        
                        For more information, refer to Logged connections.
                        

                        
                     

                     
                     	
                        
                        Monitored connections.

                        
                        For more information, refer to Logging for monitored connections.
                        

                        
                     

                     
                  

                  
               
               
               
                  Connections to never log

                  
                  
                  Do not enable logging for the following:

                  
                  
                     
                     	
                        
                        Access control rules with a Trust action.

                        
                        Trusted connections are not subject to deep inspection or discovery, so connection events for trusted connections contain
                           limited information. 
                        

                        
                     

                     
                     	
                        
                        Do not enable logging for Block rules in passive deployments. To log connections that the system would have blocked if your
                           devices were deployed inline, use a Monitor rule instead of a Block rule. 
                        

                        
                        Only devices deployed inline (that is, using routed, switched, or transparent interfaces, or inline interface pairs) can block
                           traffic. Because blocked connections are not actually blocked in passive deployments, the system may report multiple beginning-of-connection
                           events for each blocked connection. 
                        

                        
                     

                     
                     	
                        
                        Traffic you're not interested in. Examples follow:

                        
                        
                           
                           	
                              
                              Specific allowed traffic, such as DNS requests to a trusted DNS host.

                              
                           

                           
                           	
                              
                              Infrastructure traffic that is not related to your service offering.

                              
                           

                           
                        

                        
                        (As previously mentioned, you can still monitor this traffic for threats.)

                        
                     

                     
                  

                  
                  As discussed in Logged connections, even if you disable logging for the preceding, intrusion events, malware, and IAB are still logged.
                  

                  
               
               
               
                  Avoid logging what is being logged elsewhere

                  
                  
                  If another device or service is logging connection data for a network segment, disable logging for that segment's data in
                     the Firewall Management
                           											Center. Examples:
                  

                  
                  
                     
                     	
                        
                        If a router logs connection events on the same network segment as the Firewall Management
                                 											Center, avoid logging the same connections on the Firewall Management
                                 											Center unless you need those connection events for something else, such as correlation policies or traffic profiles.
                        

                        
                        For more information about correlation policies, refer to Correlation policies and rules. For more information about traffic profiles, refer to Introduction to traffic profiles.
                        

                        
                     

                     
                     	
                        
                        If you use Secure Network
                              									Analytics to leverage NetFlow records reported from switches and routers to identify potential behavioral anomalies and suspicious
                           traffic patterns, you can disable connection logging for rules monitoring those segments and instead rely on Secure Network
                              									Analytics for behavioral analytics for those parts of your network.
                        

                        
                        For more information, consult the Secure Network
                                 									Analytics documentation.
                        

                        
                     

                     
                  

                  
               
               
               
                  Log either the beginning or end of the connection (not both)

                  
                  
                  If you have a choice between beginning and end-of-connection logging, enable end-of-connection logging. This is because end-of-connection
                     logs information from beginning-of-connection events, as well as information gathered over the duration of the session.
                  

                  
                  Log the beginning of connections only if you want to log blocked connections, or if end-of-connection information does not
                     matter to you. 
                  

                  
                  For more information, refer to Connection logging modes.
                  

                  
               
               
               
                  Logging for blocked traffic

                  
                  
                  Because blocked traffic is immediately denied without further inspection, usually you can log only beginning-of-connection
                     events.
                  

                  
                  For more information, refer to Logging for blocked connections.
                  

                  
               
               
               
                  Log events to an external location

                  
                  
                  If your company's security policy permits it, you can save disk space on your Firewall Management
                           											Center by streaming logs to an external source using any of the following:
                  

                  
                  
                     
                     	
                        
                        eStreamer, which enables you to stream logs from a Firewall Management
                                 											Center
                           to a custom-developed client application. For more information, refer to the Secure Firewall Management Center Event Streamer Integration Guide
                           .
                        

                        
                        
                     

                     
                     	
                        
                        Syslog or SNMP trap are referred to as alert responses. For more information, refer to Configuring external alerts with alert responses.
                        

                        
                     

                     
                  

                  
               
               
               
                  Specify the maximum number of event records

                  
                  
                  Consider the minimum and maximum number of records that can be stored in the database for each event type. For example, a
                     virtual Firewall Management
                           											Center can store a maximum of 50 million connection events. Additionally, other event types have their own configurable limits.
                     Go to System ([image: system gear icon]) > Configuration > Database to adjust these limits to meet your storage and performance needs.
                  

                  
                  For a list of all Firewall Management
                           											Center models and their event database sizes, refer to Database event limits.
                  

                  
               
               
               
                  Control what is displayed in connection events

                  
                  
                  To specify the number of rows displayed in connection events, click your username in the upper right of the Firewall Management
                           											Center, click User Preferences, and then click the Event View Settingstab. The maximum you can set is 1000 events per page.
                  

                  
               
               
               
                  Set up connection event reports

                  
                  
                  To make sure you do not miss connection events, you can set up automated reports in .csv format and optionally schedule them
                     to occur at a regular interval. For more information, refer to the following:
                  

                  
                  
                     
                     	
                        
                        To create a report template, click Analysis > Connections > Events and then from the event view page, click Create Report. For more information, refer to Create a report template from an event view.
                        

                        
                     

                     
                     	
                        
                        Schedule tasks (System ([image: system gear icon]) > Tools > Scheduling): Scheduling.
                        

                        
                     

                     
                  

                  
                  
               
               
            

            
         
      

   
      
         
            
            Connection logging

            
            
            
               
               
                  
                  Connection logging is a network monitoring feature that records network connection activities to match various rules and conditions.

                  
               
               
            

            
            
            
               
                  	Logging connections with tunnel and prefilter rules

                  	Configure logging for decryptable connections with TLS/SSLDecryption rules

                  	Logging connections with security intelligence

                  	Logging connections with access control rules

                  	Logging connections with a policy default action

                  	Limiting logging of long URLs

               

            
            
         
      

   
      
         
            Chapter 32. Connection and Security-Related Connection Events
            

            
               The following topics
                  		describe how to use connection and security events tables. 
                  	 
               

            

            
            
               
                  	Connection events

                  	Connection and Security-Related Connection Event Fields

                  	View Connection and Security-Related Connection Event Tables

                  	View the connection summary page

                  	History for Connection and Security Intelligence Events

               

            
            
         
      

   
      
         
            
            Connection events

            
            
            
               
               
                  
                  A connection event is a log that records connections that your managed devices monitor. It includes Security-Related connection events. These are connections that the reputation-based Security Intelligence feature blocks. It also provides granular control
                     over which connections to log, when to log them, and where to store the data.
                  

                  
               
               
               
                  Connection event detection sources

                  
                  
                  Connection events generally include transactions detected by:

                  
                  
                     
                     	
                        
                        Access control policies

                        
                     

                     
                     
                     	
                        
                        Decryption policies

                        
                     

                     
                     	
                        
                        Prefilter policies (captured by prefilter or tunnel rules)

                        
                     

                     
                     	
                        
                        DNS Block lists

                        
                     

                     
                     	
                        
                        URL Block lists

                        
                     

                     
                     	
                        
                        Network (IP address) Block lists

                        
                     

                     
                  

                  
                  Settings in rules and policies give you granular control over which connections you log, when you log them, and where you
                     store the data.
                  

                  
                  For more information, refer to Connection Logging.
                  

                  
               
               
            

            
            
            
               
                  	Connection vs. security-related connection events

                  	NetFlow connections

                  	Connection summaries (aggregated data for graphs)

               

               Related Information
Security intelligence

               

            
            
         
      

   
      
         
            
            Connection vs. security-related connection events

            
            
            
               
               
                  
                  A Security-Related connection event is a connection event that
                  

                  
                  
                     
                     	
                        
                        is generated whenever a session is blocked or monitored by the reputation-based Security Intelligence feature, and

                        
                     

                     
                     	
                        
                        has an identical corresponding connection event that can be viewed and analyzed independently.

                        
                     

                     
                  

                  
               
               
               
                  Event processing and storage

                  
                  
                  The system creates an identical connection event for every Security-Related connection event. You can view and analyze Security-Related connection events independently. The system stores and prunes these events separately.
                  

                  
                  The system enforces Security Intelligence before more resource-intensive evaluations. When Security Intelligence blocks a
                     connection, the resulting event lacks information from subsequent evaluations, such as user identity.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              In this guide, information about connection events also pertains to Security-Related connection events, unless otherwise noted.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            NetFlow connections

            
            
            
               
               
                  
                  NetFlow connections are unidirectional end-of-connection events that

                  
                  
                     
                     	
                        
                        supplement connection data gathered by managed devices,

                        
                     

                     
                     	
                        
                        are generated from records broadcast by NetFlow exporters, and

                        
                     

                     
                     	
                        
                        are logged in the Secure Firewall Management
                                 											Center database.
                        

                        
                     

                     
                  

                  
               
               
               
                  NetFlow connection characteristics

                  
                  
                  The system logs NetFlow records as unidirectional end-of-connection events in the Secure Firewall Management
                           											Center database. The available information for these connections differs somewhat from connections detected by your access control
                     policy. For more information, refer to Differences between NetFlow and managed device data. 
                  

                  
               
               
            

            
            
            
               Related Information
NetFlow data

               

            
            
         
      

   
      
         
            
            Connection summaries (aggregated data for graphs)

            
            
            
               
               
                  
                  Connection summaries are collections of aggregated data that

                  
                  
                     
                     	
                        
                        aggregate connection data over 5-minute intervals,

                        
                     

                     
                     	
                        
                        generate connection graphs and traffic profiles, and

                        
                     

                     
                     	
                        
                        support custom workflows based on connection summary data.

                        
                     

                     
                  

                  
               
               
               
                  
                  The system aggregates connection data collected over five-minute intervals into connection summaries, which the system uses
                     to generate connection graphs and traffic profiles. Optionally, you can create custom workflows based on connection summary
                     data, which you use in the same way as you use workflows based on individual connection events. 
                  

                  
                  To be aggregated, multiple connections must:

                  
                  
                     
                     	
                        
                        represent the end of connections 

                        
                     

                     
                     	
                        
                        have the same source and destination IP addresses, and use the same port on the responder (destination) host 

                        
                     

                     
                     	
                        
                        use the same protocol (TCP or UDP) 

                        
                     

                     
                     	
                        
                        use the same application protocol 

                        
                     

                     
                     	
                        
                        either be detected by the same managed device or by the same NetFlow exporter 

                        
                     

                     
                  

                  
                  Each connection summary includes total traffic statistics, as well as the number of connections in the summary. NetFlow exporters
                     generate unidirectional connections. The system increments a summary's connection count by 2 for every NetFlow-based connection.
                  

                  
                  There are no connection summaries specifically for Security-Related connection events, although the system can aggregate corresponding end-of-connection events into connection summary data.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Connection summaries do not contain all information associated with their aggregated connections. For example, because client
                                 information is not used to aggregate connections into connection summaries, summaries do not contain client information.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Long-running connections

                  	Combined connection summaries from external responders

               

            
            
         
      

   
      
         
            
            Long-running connections

            
            
            
               
               
                  
                  A long-running connection is a monitored session that

                  
                  
                     
                     	
                        
                        spans two or more five-minute intervals during which the system aggregates connection data,

                        
                     

                     
                     	
                        
                        increases the connection count only when the session starts, and

                        
                     

                     
                     	
                        
                        uses estimated calculations based on constant rates rather than actual data for each interval.

                        
                     

                     
                  

                  
               
               
               
                  Connection counting and traffic calculation behavior

                  
                  
                  When the system calculates the number of packets and bytes for long-running connections, it does not report actual transmission
                     data for each five-minute interval. Instead, it uses a constant transmission rate and calculates estimates based on the total
                     number of packets and bytes transmitted, connection length, and the connection portion in each interval.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Combined connection summaries from external responders

            
            
            
               
               
                  
                  A combined connection summary is a data optimization technique that

                  
                  
                     
                     	
                        
                        reduces connection data storage space by aggregating summaries when one host is not on the monitored network,

                        
                     

                     
                     	
                        
                        improves connection graph rendering performance by combining connections that meet summary aggregation criteria, and

                        
                     

                     
                     	
                        
                        displays external instead of an IP address for non-monitored hosts in connection summaries and graphs.
                        

                        
                     

                     
                  

                  
               
               
               
                  Aggregation criteria and display behavior

                  
                  
                  To reduce the space required to store connection data and speed up the rendering of connection graphs, the system combines
                     connection summaries when:
                  

                  
                  
                     
                     	
                        
                        one of the hosts involved in the connection is not on your monitored network

                        
                     

                     
                     	
                        
                        except for the IP address of the external host, the connections in the summaries meet the summary aggregation criteria

                        
                     

                     
                  

                  
                  When viewing connection summaries in the Analysis > Connections submenu pages, and when working with connection graphs, the system displays external instead of an IP address for the non-monitored hosts.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              As a consequence of this aggregation, if you attempt to drill down to the table view of connection data (that is, access data
                                 on individual connections) from a connection summary or graph that involves an external responder, the table view contains
                                 no information.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Initiator and responder, source and destination, and sender and receiver fields

            
            
            
               
               A field category is a classification of network event terminology that
                  
                     
                     	
                        
                        distinguishes between different roles in network connections, security events, and file transfers,

                        
                     

                     
                     	
                        
                        applies to specific event types such as connection, intrusion, and file/malware events, and

                        
                     

                     
                     	
                        
                        represents different aspects of network communication flow that may not always align with each other.

                        
                     

                     
                  

               
               
               
                  Field terminology comparison

                  
                  
                  These field types have different relationships based on the event context.

                  
                  
                     Comparison of terms
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Fields

                              
                           
                           
                           	
                              
                              Event Type

                              
                           
                           
                           	
                              
                              Description

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Initiator/Responder

                              
                           
                           
                           	
                              
                              Connection

                              
                           
                           
                           	
                              
                              The initiator and responder of the connection.

                              
                              The connection initiator is not necessarily the same as the intrusion source or the malware file sender.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Source/Destination

                              
                           
                           
                           	
                              
                              Intrusion

                              
                           
                           
                           	
                              
                              The source and destination of the attack.

                              
                              The source of an intrusion event can be the initiator or the responder of the connection.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Sender/Receiver

                              
                              (Sending..., Receiving...)

                              
                           
                           
                           	
                              
                              File, Malware

                              
                           
                           
                           	
                              
                              The sender and receiver of a file or malware.

                              
                              The file sender is not necessarily the connection initiator. Files may be uploaded or downloaded.

                              
                           
                           
                        

                        
                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Requirements for populating connection event fields

            
            
            
               
               
                  
                  A connection event field population requirement is a system condition that

                  
                  
                     
                     	
                        
                        determines what information appears in connection events based on multiple system factors,

                        
                     

                     
                     	
                        
                        depends on appliance models, licensing, traffic characteristics, and detection methods, and

                        
                     

                     
                     	
                        
                        varies according to evaluation stage, logging method, and specific system configurations.

                        
                     

                     
                  

                  
               
               
               
                  Factors affecting connection event field population

                  
                  
                  Several factors determine which fields are populated in connection events:

                  
                  
                  Appliance Model and License

                  
                  Many features require that you enable specific licensed capabilities on target devices, and many features are only available
                     on some models.
                  

                  
                  
                  Traffic Characteristics

                  
                  The system reports only information that is present and detectable in network traffic. For example, there could be no user
                     associated with an initiator host, or no referenced host detected in a connection where the protocol is not DNS, HTTP, or
                     HTTPS.
                  

                  
                  
                  Origin/Detection Method: Traffic-Based Detection vs NetFlow

                  
                  With the exception of NetFlow-only fields, the information available in NetFlow records is more limited than the information
                     generated by traffic-based detection; refer to Differences between NetFlow and managed device data.
                  

                  
                  
                  Evaluation Stage

                  
                  Each type of traffic inspection and control occurs where it provides maximum flexibility and performance.

                  
                  For example, the system enforces Security Intelligence before more resource-intensive evaluations. When a connection is blocked
                     by Security Intelligence, the resulting event does not contain the information that the system would have gathered from subsequent
                     evaluation, for example, user identity.
                  

                  
                  
                  Logging Method: Beginning or End of Connection

                  
                  When the system detects a connection, whether you can log it at its beginning or its end (or both) depends on how you configure
                     the system to detect and handle it. 
                  

                  
                  Beginning-of-connection events do not have information that must be determined by examining traffic over the duration of the
                     session; for example, the total amount of data transmitted or the timestamp of the last packet in the connection. Beginning-of-connection
                     events are also not guaranteed to have information about application or URL traffic in the session, and do not contain any
                     details about the session’s encryption. Beginning-of-connection logging is usually the only option for blocked connections.
                  

                  
                  
                  Connection Event Type: Individual vs Summary

                  
                  Connection summaries do not contain all of the information associated with their aggregated connections. For example, because
                     client information is not used to aggregate connections into connection summaries, summaries do not contain client information.
                  

                  
                  Keep in mind that connection graphs are based on connection summary data, which use only end-of-connection logs. Configure
                     your system to log end-of-connection data for connection graphs and summaries to display data.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Security-related connection events include security intelligence events and other connection events, such as the ones that
                                 triggered intrusion or malware events. The Security Intelligence Summary workflow groups the security-related connection events that do not have a security intelligence category and displays the
                                 count without a Security Intelligence Category value.
                              

                              
                           

                        
                     

                  

                  
                  
                  Other Configurations

                  
                  Other configurations that affect connection logging include, but are not limited to:

                  
                  
                     
                     	
                        
                        ISE-related fields are populated only if you configure ISE, in connections associated with users who authenticate via an Active
                           Directory domain controller. Connection events do not contain ISE data for users who authenticate via LDAP, RADIUS, or RSA
                           domain controllers. 
                        

                        
                     

                     
                     	
                        
                        The Security Group Tag (SGT) fields are populated only if you configure ISE as an identity source or add custom SGT rule conditions.
                        

                        
                     

                     
                     	
                        
                        Prefilter-related fields (including tunnel zone information in security zone fields) are populated only in connections handled
                           by a prefilter policy.
                        

                        
                     

                     
                     	
                        
                        TLS/SSL-related fields are populated only in encrypted connections handled by a decryption policy. You can view the values of the fields using a Do Not Decrypt rule action if you do not need to decrypt the traffic.
                        

                        
                     

                     
                     	
                        
                        File information fields are populated only in connections logged by access control rules associated with file policies. 

                        
                     

                     
                     	
                        
                        Intrusion information fields are populated only in connections logged by access control rules either associated with intrusion
                           policies or using the default action. 
                        

                        
                     

                     
                     	
                        
                        QoS-related fields are populated only in connections subject to rate limiting.

                        
                     

                     
                     	
                        
                        The Reason field is populated only in specific situations, such as when a user bypasses an Interactive Block configuration.
                           
                        

                        
                     

                     
                     	
                        
                        The Domain field is only present if you have ever configured the Secure Firewall Management
                                 											Center for multitenancy. 
                        

                        
                     

                     
                  

                  
               
               
               
                  
                  An advanced setting in the access control policy controls the number of characters the system stores in the connection log
                     for each URL requested by monitored hosts in HTTP sessions. If you use this setting to disable URL logging, the system does
                     not display individual URLs in the connection log, although you can still view category and reputation data, if it exists.
                  

                  
               
               
               
                  
                  For the connection event to display URL category and reputation, you must include the applicable URL rules in an access control
                     policy and configure the rule with URL category and URL reputation under the URLs tab. URL category and reputation do not appear in an event if the connection is processed before it matches a URL rule.
                  

                  
               
               
            

            
            
            
               Related Information
Differences between NetFlow and managed device data

               

            
            
         
      

   
      
         
            Chapter 33. Intrusion Events
            

            
               The following topics
                  		describe how to work with intrusion events. 
                  	 
               

            

            
            
               
                  	Intrusion events

                  	Tools for reviewing and evaluating intrusion events

                  	License requirements for intrusion events

                  	Requirements and prerequisites for intrusion events

                  	View intrusion events

                  	Intrusion event workflow pages

                  	View intrusion event statistics

                  	View intrusion event performance graphs

                  	View intrusion event graphs

                  	History for intrusion events

               

            
            
         
      

   
      
         
            
            Intrusion events

            
            
            
               
               
                  
                  An intrusion event is a security record that

                  
                  
                     
                     	
                        
                        documents the date, time, and type of exploit when the system identifies a possible intrusion,

                        
                     

                     
                     	
                        
                        includes contextual information about the source of the attack and its target,

                        
                     

                     
                     	
                        
                        records a copy of the packet or packets that triggered the event for packet-based events, and

                        
                     

                     
                     	
                        
                        is transmitted from managed devices to the Secure Firewall Management
                                 											Center for aggregated analysis.
                        

                        
                     

                     
                  

                  
               
               
               
                  Network monitoring capabilities

                  
                  
                  The system can help you monitor your network for traffic that could affect the availability, integrity, and confidentiality
                     of a host and its data. By placing managed devices on key network segments, you can examine the packets that traverse your
                     network for malicious activity. The system has several mechanisms it uses to look for the broad range of exploits that attackers
                     have developed.
                  

                  
                  When the system identifies a possible intrusion, it generates an intrusion event (sometimes called by a legacy term, "IPS event"), which is a record of the date, time, the type of exploit, and contextual
                     information about the source of the attack and its target. For packet-based events, a copy of the packet or packets that triggered
                     the event is also recorded. Managed devices transmit their events to the Secure Firewall Management
                           											Center where you can view the aggregated data and gain a greater understanding of the attacks against your network assets.
                  

                  
                  You can also deploy a managed device as an inline, switched, or routed intrusion system, which allows you to configure the
                     device to drop or replace packets that you know to be harmful.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Tools for reviewing and evaluating intrusion events

            
            
            
               
               
                  
                  Tools for reviewing and evaluating intrusion events are a collection of features that

                  
                  
                     
                     	
                        
                        provide overview capabilities for current activity on managed devices,

                        
                     

                     
                     	
                        
                        enable automated alerting and correlation responses to specific intrusion events, and

                        
                     

                     
                     	
                        
                        support both text-based and graphical reporting with customizable scheduling options.

                        
                     

                     
                  

                  
               
               
               
                  Available intrusion event tools

                  
                  
                  These tools help you review intrusion events and evaluate their importance:

                  
                  
                     
                     	
                        
                        An event summary page that gives you an overview of the current activity on your managed devices

                        
                     

                     
                     	
                        
                        Text-based and graphical reports that you can generate for any time period you choose; you can also design your own reports
                           and configure them to run at scheduled intervals
                        

                        
                     

                     
                     	
                        
                        An incident-handling tool that you can use to gather event data related to an attack; you can also add notes to help you track
                           your investigation and response
                        

                        
                     

                     
                     	
                        
                        Automated alerting that you can configure for SNMP, email, and syslog

                        
                     

                     
                     	
                        
                        Automated correlation policies that you can use to respond to and remediate specific intrusion events

                        
                     

                     
                     	
                        
                        Predefined and custom workflows that you can use to drill down through the data to identify the events that you want to investigate
                           further
                        

                        
                     

                     
                     	
                        
                        External tools for managing and analyzing data. You can send data to those tools using syslog or eStreamer. For more information, refer to Event Analysis Using External Tools

                        
                     

                     
                  

                  
                  Additionally, you can use publicly-available information such as the predefined resources on the Analysis > Advanced > Contextual Cross-Launch page to learn more about malicious entities.
                  

                  
                  To search for a particular message string and retrieve documentation for the rule that generated an event, refer to https://www.snort.org/rule_docs/.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Intrusion event fields

            
            
            
               
               
                  
                  An intrusion event is a security record that

                  
                  
                     
                     	
                        
                        captures the date, time, and type of exploit when the system identifies a possible intrusion,

                        
                     

                     
                     	
                        
                        provides contextual information about the source of the attack and its target, and

                        
                     

                     
                     	
                        
                        includes a copy of the packet or packets that triggered the event for packet-based events.

                        
                     

                     
                  

                  
               
               
               
                  Intrusion event data availability and access

                  
                  
                  You can view intrusion event data in the Secure Firewall Management
                           											Center web interface at Analysis > Intrusions > Events or emit data from certain fields as syslog messages for consumption by an external tool. Syslog fields are indicated in the
                     list below; fields without a listed syslog equivalent are not available in syslog messages.
                  

                  
                  When searching intrusion events, keep in mind that the information available for any individual event can vary depending on
                     how, why, and when system logged the event. For example, only intrusion events triggered on decrypted traffic contain TLS/SSL information.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              In the Secure Firewall Management
                                       											Center web interface, some fields in the table view of intrusion events are disabled by default. To enable a field for the duration
                                 of your session, expand the search constraints, then click the column name under Disabled Columns.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Preprocessor events

            
            
            
               
               
                  
                  A preprocessor event is a security detection mechanism that

                  
                  
                     
                     	
                        
                        reports the execution of specified preprocessor options by generating an event whenever a packet triggers that preprocessor
                           option and the associated preprocessor rule is enabled,
                        

                        
                     

                     
                     	
                        
                        helps detect anomalous protocol exploits by analyzing packet characteristics and protocol behaviors, and

                        
                     

                     
                     	
                        
                        differs from rule events in that the packet display does not include a detailed rule description for the event.

                        
                     

                     
                  

                  
               
               
               
                  Preprocessor event characteristics

                  
                  
                  Preprocessors provide two functions: performing the specified action on the packet (for example, decoding and normalizing
                     HTTP traffic) and reporting the execution of specified preprocessor options by generating an event whenever a packet triggers
                     that preprocessor option and the associated preprocessor rule is enabled.
                  

                  
                  Preprocessor events differ from rule events in that the packet display does not include a detailed rule description for the
                     event. Instead, the packet display shows the event message, the GID, the SID, the packet header data, and the packet payload.
                     This allows you to analyze the packet's header information, determine if its header options are being used and if they can
                     exploit your system, and inspect the packet payload. After the preprocessors analyze each packet, the rules engine executes
                     appropriate rules against it (if the preprocessor was able to defragment it and establish it as part of a valid session) to
                     further analyze potential content-level threats and report on them.
                  

                  
               
               
               
                  Double encoding detection example

                  
                  
                  You can enable the Double Encoding HTTP Inspect option and the associated preprocessor rule with the HTTP Inspect Generator (GID) 119 and the Snort ID (SID) 2 to generate an event when the preprocessor encounters IIS double-encoded traffic.
                  

                  
                  Attackers can craft overlapping IP fragments to cause a DoS attack on a host. The IP defragmentation preprocessor can detect
                     this type of attack and generate an intrusion event for it.
                  

                  
               

               
            

            
            
            
               
                  	Preprocessor generator IDs

               

            
            
         
      

   
      
         
            
            Intrusion event workflow pages

            
            
            
            
               
               
                  
                  Intrusion event workflow pages are a set of predefined workflows that

                  
                  
                     
                     	
                        
                        provide event data populated interfaces to view and analyze intrusion events generated by preprocessor, decoder, and intrusion
                           rules violations,
                        

                        
                     

                     
                     	
                        
                        step you through a series of pages to help pinpoint specific intrusion events for evaluation, and

                        
                     

                     
                     	
                        
                        contain three different types of pages or event views for comprehensive analysis.

                        
                     

                     
                  

                  
               
               
               
                  Workflow page types and functionality

                  
                  
                  The preprocessor, decoder, and intrusion rules that are enabled in the current intrusion policy generate intrusion events
                     whenever the traffic that you monitor violates the policy.
                  

                  
                  The predefined intrusion event workflows contain three different types of pages, or event views:

                  
                  
                     
                     	
                        
                        one or more drill-down pages

                        
                     

                     
                     	
                        
                        the table view of intrusion events

                        
                     

                     
                     	
                        
                        a packet view

                        
                     

                     
                  

                  
                  Drill-down pages generally include two or more columns in a table (and, for some drill-down views, more than one table) that allow you to
                     view one specific type of information.
                  

                  
                  When you "drill down" to find more information for one or more destination ports, you automatically select those events and
                     the next page in the workflow appears. In this way, drill-down tables help you reduce the number of events you are analyzing
                     at one time.
                  

                  
                  The initial table view of intrusion events lists each intrusion event in its own row. The columns in the table list information such as the time,
                     the source IP address and port, the destination IP address and port, the event priority, the event message, and more.
                  

                  
                  When you select events on a table view, instead of selecting events and displaying the next page in the workflow, you add
                     to what are called constraints. Constraints are limits that you impose on the types of events that you want to analyze.
                  

                  
                  For example, if you click Close  ([image: close icon]) in any column and clear Time from the drop-down list, you can remove Time as one of the columns. To narrow the list of events in your analysis, you can
                     click the link for a value in one of the rows in the table view. For example, to limit your analysis to the events generated
                     from one of the source IP addresses (presumably, a potential attacker), click the IP address in the Source IP Address column.
                  

                  
                  If you select one or more rows in a table view and then click View, the packet view appears. A packet view provides information about the packet that triggered the rule or the preprocessor that generated the event. Each section
                     of the packet view contains information about a specific layer in the packet. You can expand collapsed sections to see more
                     information.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Because each portscan event is triggered by multiple packets, portscan events use a special version of the packet view.

                              
                           

                        
                     

                  

                  
                  If the predefined workflows do not meet your specific needs, you can create custom workflows that display only the information
                     you are interested in. Custom intrusion event workflows can include drill-down pages, a table view of events, or both; the
                     system automatically includes a packet view as the last page. You can easily switch between the predefined workflows and your
                     own custom workflows depending on how you want to investigate events.
                  

                  
               
               
            

            
            
            
               
                  	Use intrusion event workflows

                  	Intrusion event drill-down page constraints

                  	Intrusion event table view constraints

                  	Using the intrusion event packet view

                  	Internally sourced intrusion events

               

            
            
         
      

   
      
         
            
            Internally sourced intrusion events

            
            
            
               
               
                  
                  An internally sourced intrusion event is a security incident that originates from internal sources and indicates a compromised
                     host on your network.
                  

                  
               
               
               
                  Investigation indicators

                  
                  
                  If the source IP address is on your network, this is a sign that you should investigate this host.

                  
               
               
            

            
         
      

   
      
         
            Chapter 34. File/Malware Events
               	 and Network File Trajectory
            

            
               The following topics
                  		provide an overview of file and malware events, local malware analysis, dynamic
                  		analysis, captured files, and network file trajectories. 
                  	 
               

            

            
            
               
                  	File and malware events and network file trajectory

                  	File and malware events

                  	View details about analyzed files

                  	Using captured file workflows

                  	Submit files for analysis manually

                  	Network file trajectory

                  	History for file and malware events and network file trajectory

               

            
            
         
      

   
      
         
            
            File and malware events and network file trajectory

            
            
            
               
               
                  
                  File and malware events are security data logs that

                  
                  
                     
                     	
                        
                        are automatically generated and logged when matched traffic triggers a file policy,

                        
                     

                     
                     	
                        
                        trigger automatic logging of the associated connection to the Secure Firewall Management
                                 											Center database when generated, and
                        

                        
                     

                     
                     	
                        
                        provide analysis data to address negative impacts and block future attacks.

                        
                     

                     
                  

                  
               
               
               
                  File analysis and network file trajectory features

                  
                  
                  Based on file analysis results, you can review captured files and generated malware and file events using tables on pages
                     available under the Analysis > Files > File Events. These include details such as file composition, disposition, threat score, and dynamic analysis summary reports.
                  

                  
                  To further target your analysis, you can use a malware file's network file trajectory (a map of how the file traversed your network, passing among hosts, as well as various file properties) to track the spread
                     of an individual threat across hosts over time, allowing you to concentrate outbreak control and prevention efforts where
                     most useful.
                  

                  
                  If you configure local malware analysis or dynamic analysis in a file rule, the system preclassifies files matching the rule
                     and generates a file composition report. 
                  

                  
                  If your organization has deployed Secure Endpoint and integrated that deployment with your Secure Firewall Management
                           											Center, you can also import records of scans, malware detections, and quarantines, as well as indications of compromise (IOC) identified
                     by that product. This data is displayed alongside event data gathered by Secure Firewall for a more complete picture of malware on your network.
                  

                  
                  The Context Explorer, dashboards, and reporting features can also aid a deeper understanding of the files and malware detected,
                     captured, and blocked. You can also use events to trigger correlation policy violations, or alert you via email, SMTP, or
                     syslog.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              To configure your system to detect malware and generate file and malware events, refer to Network Malware Protection and File Policies in the Cisco Secure Firewall Management
                                             												Center Device Configuration
                                             									Guide.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            File and malware events

            
            
            
               
               
                  
                  File and malware events are logging records that

                  
                  
                     
                     	
                        
                        represent files and malware detected by the Secure Firewall Management
                                 											Center

                        
                     

                     
                     	
                        
                        provide different information depending on how and why they were generated, and

                        
                     

                     
                     	
                        
                        include file events, malware events, and retrospective malware events with varying field availability.

                        
                     

                     
                  

                  
               
               
               
                  Event types

                  
                  
                  The system generates different types of file and malware events:

                  
                  
                     
                     	
                        
                        File events: Events that represent files, including malware, detected by the system (malware defense). File events do not contain Secure Endpoint-related fields.
                        

                        
                     

                     
                     	
                        
                        Malware events: Events that represent malware detected by either malware defense or Secure Endpoint. Malware events can also record data other than threats from your Secure Endpoint deployment, such as scans and quarantines.
                        

                        
                     

                     
                     	
                        
                        Retrospective malware events: Events that represent files detected by malware defense whose dispositions (whether the files are malware) have changed.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    Files identified as malware by malware defense generate both a file event and a malware event. Malware events generated by Secure Endpoint do not have corresponding file events.
                                    

                                    
                                 

                                 
                                 
                                 	
                                    
                                    File events generated by inspecting NetBIOS-ssn (SMB) traffic do not immediately generate connection events because the client
                                       and server establish a persistent connection. The system generates connection events after the client or server ends the session.
                                    

                                    
                                 

                                 
                                 	
                                    
                                    The system supports the display and input of file names that use Unicode (UTF-8) characters. However, Unicode file names appear
                                       in PDF reports in transliterated form. Additionally, the SMB protocol replaces unprintable characters in file names with periods.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	File and malware event types

                  	Using file and malware event workflows

                  	File and malware event fields

               

            
            
         
      

   
      
         
            
            File and malware event types

            
            
            
               
               
                  
                  File and malware event types are security classifications that identify and categorize different kinds of file-related activities
                     and malicious software incidents detected within network traffic for analysis and threat response.
                  

                  
               
               
            

            
            
            
               
                  	File events

                  	Malware events

                  	File rule actions and file disposition in malware events

                  	Retrospective malware events

                  	Malware events generated by Secure Endpoint

                  	Malware event analysis with Secure Endpoint

                  	Event data from Secure Endpoint

               

            
            
         
      

   
      
         
            
            File events

            
            
            
               
               
                  
                  The system logs the file events generated when a managed device detects or blocks a file in network traffic, according to
                     the rules in currently deployed file policies.
                  

                  
               
               
               
                  
                  When the system generates a file event, it also logs the end of the associated connection to the Secure Firewall Management
                           											Center database, regardless of the logging configuration of the invoking access control rule.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Malware events

            
            
            
               
               
                  
                  The system (specifically the malware defense feature) generates malware events when it detects malware in network traffic as part of your overall access control configuration.
                     Malware events contain the disposition of the resulting event and contextual data about how, where, and when the malware was
                     detected.
                  

                  
               
               
               
                  
                  
                     Malware event generation scenarios
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              When the system detects a file and...

                              
                           
                           
                           	
                              
                              Disposition

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              successfully queries the AMP cloud (performs a malware cloud lookup) for the file's disposition

                              
                           
                           
                           	
                              
                              Malware, Clean, or Unknown

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              queries the AMP cloud but cannot establish a connection or the cloud is otherwise unavailable

                              
                           
                           
                           	
                              
                              Unavailable

                              
                              You may see a small percentage of events with this disposition; this is expected behavior.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              the threat score associated with a file exceeds the malware threshold threat score defined in the file policy that detected
                                 the file, or local malware analysis identifies malware
                              

                              
                           
                           
                           	
                              
                              Malware

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              it is on the custom detection list (manually marked as malware)

                              
                           
                           
                           	
                              
                              Custom Detection

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              it is on the on the clean list (manually marked as clean),

                              
                           
                           
                           	
                              
                              Clean

                              
                           
                           
                        

                        
                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            File rule actions and file disposition in malware events

            
            
            
               
               
               
                  
                  Each file rule defines an action that determines how the system manages traffic matching the conditions of the rule. If you
                     select Block Malware or Malware Cloud Lookup as file rule action, the system queries the AMP cloud to assess if files traversing the network contain malware, and blocks
                     files identified as threats. A cloud lookup allows the system to retrieve and log the file's disposition based on its SHA-256
                     hash value.
                  

                  
               
               
               The table maps file rule actions to file disposition and the resulting action in malware events.
                  
                     File disposition and file action in malware events
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              File Rule Action Selected

                              
                           
                           
                           	
                              
                              File Disposition

                              
                           
                           
                           	
                              
                              File Action in the Malware Event

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              
                                 
                                 	
                                    
                                    Block Malware

                                    
                                 

                                 
                                 	
                                    
                                    Malware Cloud Lookup

                                    
                                 

                                 
                              

                              
                           
                           
                           	
                              
                              Malware

                              
                           
                           
                           	
                              
                              Block

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              
                                 
                                 	
                                    
                                    Clean

                                    
                                 

                                 
                                 	
                                    
                                    Unknown

                                    
                                 

                                 
                                 	
                                    
                                    Unavailable

                                    
                                 

                                 
                                 	
                                    
                                    NA

                                    
                                 

                                 
                              

                              
                           
                           
                           	
                              
                              Cloud Lookup

                              
                              
                                 
                                    	
                                       Note

                                    
                                    	
                                       
                                          
                                          Under the file policy editor Advanced Settings, you can set a threshold threat score for If AMP Cloud disposition is Unknown, override disposition based upon threat score option. If you set a threshold threat score, files with an AMP cloud verdict of Unknown are considered malware if their dynamic
                                             analysis score is equal to or worse than the threshold.
                                          

                                          
                                       

                                    
                                 

                              

                              
                           
                           
                        

                        
                     
                  

               
               
            

            
         
      

   
      
         
            
            Retrospective malware events

            
            
            
               
               
                  
                  A retrospective malware event is a security event that

                  
                  
                     
                     	
                        
                        represents a disposition change for files detected in the last week that have the same SHA-256 hash value,

                        
                     

                     
                     	
                        
                        contains limited information including the date and time of notification, the new disposition, the SHA-256 hash value, and
                           the threat name, and
                        

                        
                     

                     
                     	
                        
                        does not contain IP addresses or other contextual information.

                        
                     

                     
                  

                  
               
               
               
                  Retrospective malware event processing

                  
                  
                  
                  For malware detected in network traffic, dispositions can change. For example, the AMP cloud can determine that a file that
                     was previously thought to be clean is now identified as malware, or the reverse—that a malware-identified file is actually
                     clean. When the disposition changes for a file you queried in the last week, the AMP cloud notifies the system. Then, two
                     things happen:
                  

                  
                  
                     
                     	
                        
                        The Secure Firewall Management
                                 											Center generates a new retrospective malware event.
                        

                        
                        This new retrospective malware event represents a disposition change for all files detected in the last week that have the
                           same SHA-256 hash value. For that reason, these events contain limited information: the date and time the Secure Firewall Management
                                 											Center was notified of the disposition change, the new disposition, the SHA-256 hash value of the file, and the threat name. They
                           do not contain IP addresses or other contextual information.
                        

                        
                     

                     
                     	
                        
                        The Secure Firewall Management
                                 											Center changes the file disposition for previously detected files with the retrospective event's associated SHA-256 hash value.
                        

                        
                        If a file's disposition changes to Malware, the Secure Firewall Management
                                 											Center logs a new malware event to its database. Except for the new disposition, the information in this new malware event is identical
                           to that in the file event generated when the file was initially detected.
                        

                        
                        If a file's disposition changes to Clean, the Secure Firewall Management
                                 											Center does not delete the malware event. Instead, the event reflects the change in disposition. This means that files with clean
                           dispositions can appear in the malware table, but only if they were originally thought to be malware. Files that were never
                           identified as malware appear only in the files table.
                        

                        
                     

                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Malware events generated by Secure Endpoint

            
            
            
            
               
               
                  
                  A malware event generated by Secure Endpoint is a security event that
                  

                  
                  
                     
                     	
                        
                        occurs when lightweight connectors on endpoints inspect files and communicate with the AMP cloud to determine if files contain
                           malware,
                        

                        
                     

                     
                     	
                        
                        includes threat identifications, scans, quarantines, blocked executions, and cloud recalls sent from the AMP cloud to the
                           Secure Firewall Management
                                 											Center, and
                        

                        
                     

                     
                     	
                        
                        is logged by the Secure Firewall Management
                                 											Center when files are positively identified as malware.
                        

                        
                     

                     
                  

                  
               
               
               
                  Endpoint connector functionality

                  
                  
                  Organizations using Secure Endpoint install lightweight connectors on endpoints: computers and mobile devices. Connectors can inspect files upon upload, download, execution, open, copy, move, and so on.
                     These connectors communicate with the AMP cloud to determine if inspected files contain malware.
                  

                  
                  When a file is positively identified as malware, the AMP cloud sends the threat identification to the Secure Firewall Management
                           											Center. The AMP cloud can also send other kinds of information to the Secure Firewall Management
                           											Center, including data on scans, quarantines, blocked executions, and cloud recalls. The Secure Firewall Management
                           											Center logs this information as malware events.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The IP addresses reported in malware events generated by Secure Endpoint may not be in your network map—and may not even be in your monitored network at all. Depending on your deployment, level
                                 of compliance, and other factors, endpoints in your organization monitored by Secure Endpoint may not be the same hosts as those monitored by malware defense.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Malware event analysis with Secure Endpoint

            
            
            
               
               
                  
                  Malware event analysis with Secure Endpoint is a security feature that
                  

                  
                  
                     
                     	
                        
                        displays malware events detected by Secure Endpoint on Firewall Management
                                 											Center event pages alongside events detected by Malware Defense,
                        

                        
                     

                     
                     	
                        
                        enables viewing of file trajectory and other information about a particular SHA in Secure Endpoint when using the Cisco public cloud, and
                        

                        
                     

                     
                     	
                        
                        provides integrated malware detection capabilities across endpoint and network security solutions.

                        
                     

                     
                  

                  
               
               
               
                  
                  If your organization has deployed Cisco Secure Endpoint: 
                  

                  
                  
                     
                     	
                        
                        You can configure the system to display malware events detected by Secure Endpoint on Firewall Management
                                 											Center event pages, alongside events detected by Malware Defense. 
                        

                        
                     

                     
                     	
                        
                        If you are using the AMP public cloud, you can view file trajectory and other information about a particular SHA in Secure Endpoint. Simply right-click a file's SHA hash in a table on an event page.
                        

                        
                     

                     
                  

                  
                  To configure this functionality, refer to Integrate DeviceUUID (Syslog Only)Secure Firewall and Secure Endpoint in the Cisco Secure Firewall Management
                                 												Center Device Configuration
                                 									Guide.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Event data from Secure Endpoint

            
            
            
               
               
                  
                  Event data from Secure Endpoint is file and malware detection information that
                  

                  
                  
                     
                     	
                        
                        provides in-depth malware event information with endpoint context such as file path and invoking client application,

                        
                     

                     
                     	
                        
                        differs from network-based detection in timing and data type, as malware detection occurs at the endpoint during download
                           or execution, and
                        

                        
                     

                     
                     	
                        
                        integrates with Firewall Management
                                 											Center to provide comprehensive malware protection data.
                        

                        
                     

                     
                  

                  
               
               
               
                  Data differences between detection methods

                  
                  
                  Malware events detected by Secure Endpoint contain different information than malware events detected by managed devices in network traffic.
                  

                  
                  Because Secure Endpoint malware detection is performed at the endpoint at download or execution time, while managed devices detect malware in network
                     traffic, the information in the two types of malware events is different. For example, malware events detected by Secure Endpoint ("endpoint-based malware") contain information on file path, invoking client application, and so on, while malware detections
                     in network traffic contain port, application protocol, and originating IP address information about the connection used to
                     transmit the file.
                  

                  
                  As another example, for malware events detected by Malware Defense ("network-based malware events"), user information represents the user most recently logged into the host where the malware
                     was destined, as determined by network discovery. But Secure Endpoint-reported users represent the user currently logged into the endpoint where the malware was detected.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Depending on your deployment, endpoints monitored by Secure Endpoint may not
                                 				be the same hosts as those monitored by malware defense. For this
                                 				reason, malware events generated by Secure Endpoint do not
                                 				add hosts to the network map. However, the system uses IP and MAC address data to
                                 				tag monitored hosts with indications of compromise obtained from your Secure Endpoint
                                 				deployment. If two different hosts monitored by different malware solutions have the
                                 				same IP and MAC address, the system can incorrectly tag monitored hosts with Secure Endpoint IOCs. 
                              

                              
                           

                        
                     

                  

                  
                  This table summarizes the differences between the event data generated by Firepower when using a Malware Defense license, and event data generated by Secure Endpoint.
                  

                  
                  
                     Summary of data differences between AMP products
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Feature

                              
                           
                           
                           	
                              
                              malware defense

                              
                           
                           
                           	
                              
                              Secure Endpoint

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Events generated

                              
                           
                           
                           	
                              
                              File events, captured files, malware events, and retrospective malware events

                              
                           
                           
                           	
                              
                              Malware events

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Information in malware events

                              
                           
                           
                           	
                              
                              Basic malware event information, plus connection data (IP address, port, and application protocol)

                              
                           
                           
                           	
                              
                              In-depth malware event information; no connection data

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Network file trajectory

                              
                           
                           
                           	
                              
                              Firewall Management
                                       											Center-based
                              

                              
                           
                           
                           	
                              
                              Firewall Management
                                       											Center and the Secure Endpoint management console each have a network file trajectory. Both are useful.
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
               
               
                  Related topics

                  
                  
                  Integrate Firepower and Secure Endpoint in the Cisco Secure Firewall Management
                                 												Center Device Configuration
                                 									Guide

                  
               
               
            

            
         
      

   
      
         
            
            View details about analyzed files

            
            
            
               
               
                  
                  To see additional options, right-click a file SHA in a table on an event page. For more information, refer to Event investigation using web-based resources.
                  

                  
               
               
            

            
            
            
               
                  	File composition reports

                  	View file details in AMP private cloud

                  	Threat scores and dynamic analysis summary reports

                  	View Dynamic Analysis Results in the Cisco Secure Malware Analytics Cloud

               

            
            
         
      

   
      
         
            
            File composition reports

            
            
            
               
               
               
                  
                  A file composition report is an analysis document that

                  
                  
                     
                     	
                        
                        helps identify potentially embedded malware within analyzed files,

                        
                     

                     
                     	
                        
                        lists file properties and any detected viruses, and

                        
                     

                     
                     	
                        
                        is pruned when the system prunes stored files.

                        
                     

                     
                  

                  
               
               
               
                  File composition report access

                  
                  
                  If you configure local malware analysis or dynamic analysis, the system generates a file composition report after analyzing
                     a file. The report may also list additional information specific to that file type.
                  

                  
                  To view file composition information, refer to Using a network file trajectory. 
                  

                  
               
               
            

            
         
      

   
      
         
            
            Stored files download

            
            
            
               
               
                  
                  Stored files download is a security feature that

                  
                  
                     
                     	
                        
                        enables downloading files from devices to a local host for long-term storage and analysis,

                        
                     

                     
                     	
                        
                        archives files in a .zip package with disposition, file type, and SHA-256 hash value information, and
                        

                        
                     

                     
                     	
                        
                        requires confirmation by default due to potential malware risks.

                        
                     

                     
                  

                  
               
               
               
                  Download process details

                  
                  
                  
                  
                  Once a device stores a file, as long as the 
                     Secure Firewall Management
                           											Center
                     can communicate with that device and it has not deleted the file, you can
                     download the file to a local host for long-term storage and analysis, and
                     manually analyze the file. You can download a file from any associated file
                     event, malware event, captured file view, or the file's trajectory. 
                     
                  

                  
                  Because malware is harmful, by default, you must confirm every
                     file download. However, you can disable the confirmation in your User
                     Preferences. 
                     
                  

                  
                  Because files with a disposition of Unknown may contain malware,
                     when you download a file, the system first archives the file in a 
                     .zip package. The 
                     .zip file name
                     contains the file disposition and file type, if available, and SHA-256 hash
                     value. You can password-protect the 
                     .zip file to prevent
                     accidental unpacking. You can edit or remove the default 
                     .zip file password
                     in your User Preferences. 
                     
                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                            
                              
                              Cisco strongly recommends you do 
                                 not download malware, as it can cause adverse consequences.
                                 Exercise caution when downloading any file, as it may contain malware. Ensure
                                 you have taken any necessary precautions to secure the download destination
                                 before downloading files. 
                                 
                              
 
                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Network file trajectory

            
            
            
               
               
                  
                  A network file trajectory is a security feature that

                  
                  
                     
                     	
                        
                        maps how hosts transferred files, including malware files, across your network,

                        
                     

                     
                     	
                        
                        charts file transfer data, the disposition of the file, and if a file transfer was blocked or the file was quarantined, and

                        
                     

                     
                     	
                        
                        enables determination of which hosts and users may have transferred malware, which hosts are at risk, and observation of file
                           transfer trends.
                        

                        
                     

                     
                  

                  
               
               
               
                  File tracking capabilities

                  
                  
                  You can track the transmission of any file with an AMP cloud-assigned disposition. The system can use information related
                     to detecting and blocking malware from both malware defense and Secure Endpoint to build a trajectory.
                  

                  
               
               
            

            
            
            
               
                  	Recently detected malware and analyzed trajectories

                  	Network file trajectory

                  	Work with Event Data in the Secure Endpoint Console

               

            
            
         
      

   
      
         
            
            Recently detected malware and analyzed trajectories

            
            
            
            
               
               
                  
                  
                  Recently detected malware and analyzed trajectories are network security information displays that

                  
                  
                     
                     	
                        
                        show the malware most recently detected on your network,

                        
                     

                     
                     	
                        
                        display the files whose trajectory maps you have most recently viewed, and

                        
                     

                     
                     	
                        
                        provide detailed information about each file including SHA-256 hash values, names, types, and current file dispositions.

                        
                     

                     
                  

                  
               
               
               
                  Network file trajectory list page information

                  
                  
                  The Network File Trajectory List page displays the malware most
                     		recently detected on your network, as well as the files whose trajectory maps
                     		you have most recently viewed. From these lists, you can view when each file
                     		was most recently seen on the network, the file's SHA-256 hash value, name,
                     		type, current file disposition, contents (for archive files), and the number of
                     		events associated with the file.
                  

                  
                  The page also contains a search box that lets you locate files,
                     		either based on SHA-256 hash value or file name, or by the IP address of the
                     		host that transferred or received a file. After you locate a file, you can
                     		click the 
                     		File SHA256 value to view the detailed trajectory
                     		map.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Network file trajectory

            
            
            
               
               
                  
                  A network file trajectory is a file analysis detail that

                  
                  
                     
                     	
                        
                        tracks a file's movement across the network by searching for its SHA-256 value or by clicking a File SHA 256 link,
                        

                        
                     

                     
                     	
                        
                        provides summary information about the file's identity, activity, and disposition, and

                        
                     

                     
                     	
                        
                        shows related events, hosts, and users associated with the file.

                        
                     

                     
                  

                  
                  
               
               
               
                  Network file trajectory detailed view components

                  
                  
                  The network file trajectory details page comprises three main parts:

                  
                  
                     
                     	
                        
                        Summary Information: A file's trajectory page displays summary information about the file, including file identification information;
                           when the file was first seen and most recently seen on the network, and by what user; the number of related events and hosts associated with the file; and the file's current disposition. From this section,
                           if the managed device stored the file, you can download it locally, submit the file for dynamic analysis, or add the file
                           to a file list.
                        

                        
                     

                     
                     	
                        
                        Trajectory Map: A file's trajectory map visually tracks a file from the first detection on your network to the most recent.
                           The map shows when hosts transferred or received the file, how often they transferred the file, and when the file was blocked
                           or quarantined. Vertical lines between data points represent file transfers between hosts. Horizontal lines connecting the
                           data points show a host's file activity over time.
                        

                        
                        The map also shows how often file events occurred for the file and when the system assigned the file a disposition or retrospective
                           disposition. You can select a data point in the map and highlight a path that traces back to the first instance the host transferred
                           that file; this path also intersects with every occurrence involving the host as either sender or receiver of the file, and identifies the user involved.
                        

                        
                     

                     
                     	
                        
                        Related Events: The Events table lists event information for each data point in the map. Using the table and the map, you
                           can pinpoint specific file events, hosts and users on the network that transferred or received this file, related events in the map, and other related events in a table constrained
                           on selected values.
                        

                        
                     

                     
                  

                  
               
               
            

            
            
            
               
                  	Network file trajectory summary information

                  	Network file trajectory maps and related events lists

                  	Using a network file trajectory

               

            
            
         
      

   
      
         
            
            Network file trajectory maps and related events lists

            
            
            
               
               
                  
                  A network file trajectory map is a visual representation that

                  
                  
                     
                     	
                        
                        displays file movement across network hosts using IP addresses on the y-axis and timestamps on the x-axis,

                        
                     

                     
                     	
                        
                        shows up to 250 events associated with a file SHA-256 hash in chronological order, and

                        
                     

                     
                     	
                        
                        combines file events, file transfers, and retrospective events with disposition information in a single interface.

                        
                     

                     
                  

                  
               
               
               
                  Map layout and event display

                  
                  
                  The file trajectory map's y-axis contains a list of all host IP addresses that have interacted with the file. The IP addresses
                     are listed in descending order based on when the system first detected the file on that host. Each row contains all events
                     associated with that IP address, whether a single file event, file transfer, or retrospective event. The x-axis contains the
                     date and time the system detected each event. The timestamps are listed in chronological order. If multiple events occurred
                     within a minute, all are listed within the same column. You can scroll the map horizontally and vertically to view additional
                     events and IP addresses.
                  

                  
                  The map displays up to 250 events associated with the file SHA-256 hash. If there are more than 250 events, the map displays
                     the first 10, then truncates extra events with an Arrow. The map then displays the remaining 240 events.
                  

                  
                  The first page of the File Events default workflow appears in a new window with all the extra events constrained based on
                     the file type. If malware events generated by Secure Endpoint are not displayed, you must switch to the Malware Events table to view these.
                  

                  
                  Each data point represents an event plus the file disposition, as described in the legend below the map. For example, a Malware
                     Block event icon combines the Malicious Disposition icon and the Block Event icon.
                  

                  
                  Malware events generated by Secure Endpoint ("endpoint-based malware events") include one icon. A retrospective event displays an icon in the column for each host on
                     which the file is detected. File transfer events always include two icons, one file send icon and one file receive icon, connected
                     by a vertical line. Arrows indicate the file transfer direction from sender to receiver.
                  

                  
                  To track a file's progress through the network, you can click any data point to highlight a path that includes all data points
                     related to the selected data point. This includes data points associated with these types of events:
                  

                  
                  
                     
                     	
                        
                        any file transfers in which the associated IP address was either sender or receiver

                        
                     

                     
                     	
                        
                        any malware events generated by Secure Endpoint ("endpoint-based malware events") involving the associated IP address
                        

                        
                     

                     
                     	
                        
                        if another IP address was involved, all file transfers in which that associated IP address was either sender or receiver

                        
                     

                     
                     	
                        
                        if another IP address was involved, any malware events generated by Secure Endpoint ("endpoint-based malware events") involving the other IP address
                        

                        
                     

                     
                  

                  
                  All IP addresses and timestamps associated with any highlighted data point are also highlighted. The corresponding event in
                     the Events table is also highlighted. If a path includes truncated events, the path itself is highlighted with a dotted line.
                     Truncated events might intersect the path, but are not displayed in the map.
                  

                  
               
               
            

            
         
      

   
      
         
            Chapter 35. Host Profiles
            

            
               The following topics
                  		describe how to use host profiles: 
                  	 
               

            

            
            
               
                  	Requirements and prerequisites for host profiles

                  	Host profiles

                  	Basic host information in the host profile

                  	Operating systems in the host profile

                  	Servers in the host profile

                  	Web applications in the host profile

                  	Host protocols in the host profile

                  	Indications of compromise in the host profile

                  	VLAN tags in the host profile

                  	User history in host profiles

                  	Host attributes in the host profile

                  	Allow list violations in the host profile

                  	Malware detections in the host profile

                  	Vulnerabilities in the host profile

                  	Scan results in the host profile

                  	History for host profiles

               

            
            
         
      

   
      
         
            
            Host profiles

            
            
            
            
               
               
                  
                  A host profile is a system view that provides a complete view of all the information the system has gathered about a single
                     host.
                  

                  
               
               
               
                  Host profile access and information

                  
                  
                  To access a host profile:

                  
                  
                     
                     	
                        
                        navigate from any network map view.

                        
                     

                     
                     	
                        
                        navigate from any event view that includes the IP addresses of hosts on monitored networks.

                        
                     

                     
                  

                  
                  Host profiles provide basic information about detected hosts or devices, such as the host name or MAC addresses. Depending
                     on your licenses and system configuration, host profiles can also provide you with this information:
                  

                  
                  Device and application insights

                  
                  
                     
                     	
                        
                        the operating system running on a host

                        
                     

                     
                     	
                        
                        the servers running on a host

                        
                     

                     
                     	
                        
                        the clients and web applications running on a host

                        
                     

                     
                     	
                        
                        the protocols running on a host

                        
                     

                     
                  

                  
                  Security and network insights

                  
                  
                     
                     	
                        
                        the indications of compromise (IOC) tags on a host

                        
                     

                     
                     	
                        
                        the VLAN tags on a host

                        
                     

                     
                     	
                        
                        the last twenty-four hours of user activity on your network

                        
                     

                     
                     	
                        
                        the compliance allow violations associated with a host
                        

                        
                     

                     
                     	
                        
                        the most recent malware events for a host

                        
                     

                     
                     	
                        
                        the vulnerabilities associated with a host

                        
                     

                     
                     	
                        
                        the Nmap scan results for a host

                        
                     

                     
                  

                  
                  Host attributes are also listed in the profile. You can use host attributes to classify hosts in ways that are important to your network
                     environment. For example, you can:
                  

                  
                  
                     
                     	
                        
                        assign a host attribute that indicates the building where the host is located

                        
                     

                     
                     	
                        
                        use the host criticality attribute to designate the business criticality of a given host and tailor correlation policies and alerts based on host
                           criticality
                        

                        
                     

                     
                  

                  
                  From a host profile, you can view the existing host attributes applied to that host and modify the host attribute values.

                  
                  If you use adaptive profile updates as part of a passive intrusion prevention deployment, you can tailor the way the system processes traffic so it best fits
                     the type of operating system on the host and the servers and clients the host is running.
                  

                  
                  Optionally, you can perform an Nmap scan from the host profile to augment the server and operating system information in your
                     host profile. The Nmap scanner actively probes the host to obtain information about the operating system and servers running
                     on the host. The results of the scan are added to the list of operating system and server identities for the host.
                  

                  
               
               
            

            
            
            
               
                  	Host profile limitations

                  	View host profiles

               

            
            
         
      

   
      
         
            
            Operating system identity conflicts

            
            
            
               
               
                  
                  An operating system identity conflict is a host profile condition that

                  
                  
                     
                     	
                        
                        occurs when the system detects a new operating system identity that conflicts with a current identity from an active source,

                        
                     

                     
                     	
                        
                        highlights conflicting identities in bold within the host profile, and

                        
                     

                     
                     	
                        
                        can be resolved by manually setting the operating system identity through the system web interface, overriding other sources
                           for vulnerability assessment and impact correlation.
                        

                        
                     

                     
                  

                  
               
               
               
                  Identity conflict resolution

                  
                  
                  You can resolve an identity conflict and set the current operating system identity for a host through the system web interface.
                     Setting the identity through the web interface overrides all other identity sources so that identity is used for vulnerability
                     assessment and impact correlation.
                  

                  
               
               
            

            
            
            
               
                  	Make a conflicting operating system identity current

                  	Resolving an operating system identity conflict

               

            
            
         
      

   
      
         
            
            User history in host profiles

            
            
            
            
               
               
                  
                  User history in the host profile is a network monitoring feature that 

                  
                  
                     
                     	
                        
                        provides a graphic representation of the last twenty-four hours of user activity,

                        
                     

                     
                     	
                        
                        displays user identities with bar graphs to indicate when user logins are detected, and

                        
                     

                     
                     	
                        
                        associates user logins with host IP addresses for tracking purposes.

                        
                     

                     
                  

               
               
               
                  User login types and associations

                  
                  
                  The system handles different types of user logins and their associations with host resources:

                  
                  
                     
                     	
                        
                        Authoritative logins: Display as colored bar graphs and take precedence in host associations
                        

                        
                     

                     
                     	
                        
                        Non-authoritative logins: Display as gray bar graphs and do not disrupt existing authoritative user associations
                        

                        
                     

                     
                     	
                        
                        Failed logins: Appear in the user list when capture of failed logins is configured in the network discovery policy
                        

                        
                     

                     
                  

                  
                  Periodic login requests, such as those made to check email, appear as short regular bars. When an authoritative user login
                     is detected for a host, that user takes over the association with the host IP address, and subsequent non-authoritative user
                     logins do not disrupt the association.
                  

                  
               
               
               
                  Typical user activity patterns

                  
                  
                  A typical user logs off in the evening and may share the host resource with another user. The user history displays this pattern
                     through bar graph representations showing login duration and frequency throughout the twenty-four hour period.
                  

                  
               

               
            

            
         
      

   
      
         
            
            Host attributes in the host profile

            
            
            
               
               
                  
                  A host attribute is a classification criterion that

                  
                  
                     
                     	
                        
                        organizes hosts into categories relevant to network management,

                        
                     

                     
                     	
                        
                        provides both predefined and user-defined attribute options, and

                        
                     

                     
                     	
                        
                        enables assignment of values to hosts for more granular control.

                        
                     

                     
                  

                  
               
               
               
                  Host attribute types

                  
                  
                  Three types of attributes are present in the system:

                  
                  
                     
                     	
                        
                        predefined host attributes

                        
                     

                     
                     	
                        
                        compliance allow list host attributes

                        
                     

                     
                     	
                        
                        user-defined host attributes

                        
                     

                     
                  

                  
                  After an attribute is set, whether predefined or user-defined, a value must be assigned to the associated host.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              Host attributes can be defined at any domain level. You can assign host attributes created in current and ancestor domains.

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	Predefined Host Attributes

                  	Allow list host attributes

                  	User-Defined Host Attributes

                  	Create text- or URL-based host attributes

                  	Create integer-based host attributes

                  	Create list-based host attributes

                  	Set host attribute values

               

            
            
         
      

   
      
         
            Predefined Host
               	 Attributes
            

            
               The Firewall Management
                        											Center provides two predefined host attributes: 
               

               
                  	Host Criticality 
                     		  
                  

                  	 
                     			 
                     Use this
                        				attribute to designate the business criticality of a given host and to tailor
                        				correlation responses to host criticality. For example, if you consider your
                        				organization’s mail servers more critical to your business than a typical user
                        				workstation, you can assign a value of High to your mail servers and other
                        				business-critical devices and Medium or Low to other hosts. You can then create
                        				a correlation policy that launches different alerts based on the criticality of
                        				an affected host. 
                        			 
                     
 
                     		  
                  

                  	Notes 
                     		  
                  

                  	 
                     			 
                     Use this
                        				host-specific attribute to record information about the host that you want
                        				other analysts to view. For example, if you have a computer on the network that
                        				has an older, unpatched version of an operating system that you use for
                        				testing, you can use the Notes feature to indicate that the system is
                        				intentionally unpatched. 
                        			 
                     
 
                     		  
                  

               

            

         
      

   
      
         
            
            Allow list host attributes
            

            
            
            
               
               
                  
                  Allow list host attributes are automatically generated attributes that
                  

                  
                  
                     
                     	
                        
                        are created with the same name as the compliance allow list,
                        

                        
                     

                     
                     	
                        
                        identify the compliance status of hosts against the allow list, and
                        

                        
                     

                     
                     	
                        
                        cannot be edited or deleted by users.

                        
                     

                     
                  

                  
               
               
               
                  Host attribute values

                  
                  
                  Possible values for allow list host attributes are:
                  

                  
                  
                     
                     	
                        
                        Compliant: Identifies hosts that are compliant with the allow list.
                        

                        
                     

                     
                     	
                        
                        Non-Compliant: Identifies hosts that violate the allow list.
                        

                        
                     

                     
                     	
                        
                        Not Evaluated: Identifies hosts that are not valid targets of the allow list or have not been evaluated for any reason.
                        

                        
                     

                     
                  

                  
                  You cannot edit the value of an allow list host attribute or delete an allow list host attribute.
                  

                  
               
               
            

            
         
      

   
      
         
            User-Defined Host
               	 Attributes
            

            
               If you want to identify hosts using criteria that differs from those used in the predefined host attributes or compliance
                  allow list host attributes, you can create user-defined host attributes. For example, you can: 
               

               
                  	 
                     		  
                     Assign physical location identifiers to hosts, such as a
                        			 facility code, city, or room number. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Assign a Responsible Party Identifier that indicates which
                        			 system administrator is responsible for a given host. You can then craft
                        			 correlation rules and policies to send alerts to the correct system
                        			 administrator when problems related to a host are detected. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     Automatically assign values to hosts from a predefined list
                        			 based on the hosts’ IP addresses. This feature can be useful to assign values
                        			 to new hosts when they appear on your network for the first time. 
                        		  
                     
 
                     		
                  

               

               User-defined host attributes appear in the host profile page,
                  		where you can assign values on a per-host basis. You can also: 
                  	 
               

               
                  	 
                     		  
                     Use the attributes
                        			 in correlation policies and searches. 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     View the
                        			 attributes on the host attribute table view of events and generate reports
                        			 based on them. 
                        		  
                     
 
                     		
                  

               

               User-defined host attributes can be one of the following types: 
                  	 
               

               
                  	Text 
                     		  
                  

                  	 
                     			 
                     Allows you to
                        				manually assign a text string to a host. 
                        			 
                     
 
                     		  
                  

                  	Integer 
                     		  
                  

                  	 
                     			 
                     Allows you to
                        				specify the first and last number of a range of positive integers, then
                        				manually assign one of these numbers to a host. 
                        			 
                     
 
                     		  
                  

                  	List 
                     		  
                  

                  	 
                     			 
                     Allows you to
                        				create a list of string values, then manually assign one of the values to a
                        				host. You can also automatically assign values to hosts based on the host’s IP
                        				addresses. 
                        			 
                     
 
                     			 
                     If you auto-assign values based on one IP address of a host with
                        				multiple IP addresses, those values will apply across all addresses associated
                        				with that host. Keep this in mind when you view the Host Attributes table. 
                        			 
                     
 
                     			 
                     When automatically assigning list values, consider using network
                        				objects rather than literal IP addresses. This approach can improve
                        				maintainability, particularly in a multidomain deployment where using
                        				override-enabled objects allows descendant domain administrators to tailor
                        				ancestor configurations to their local environments. In a multidomain
                        				deployment, be careful when defining auto-assigned lists at ancestor domain
                        				levels to avoid matching unintended hosts when the descendant domains use
                        				overlapping IP addresses. 
                        			 
                     

                     		  
                  

                  	URL 
                     		  
                  

                  	 
                     			 
                     Allows you to
                        				manually assign a URL value to a host. 
                        			 
                     
 
                     		  
                  

               

               Deleting a
                  		user-defined host attribute removes it from every host profile where it is
                  		used. 
                  	 
               

            

         
      

   
      
         
            
            Scan results in the host profile

            
            
            
            
               
               
                  
                  A scan result is a data record collected from network hosts that

                  
                  
                     
                     	
                        
                        includes information about open and unfiltered ports,

                        
                     

                     
                     	
                        
                        identifies the operating system and active servers running on those ports, and

                        
                     

                     
                     	
                        
                        records additional details such as port state, server name, and detected vendor.

                        
                     

                     
                  

                  
               
               
               
                  Scan result information

                  
                  
                  Each result indicates the following information:

                  
                  
                     
                     	
                        
                        Source of the information

                        
                     

                     
                     	
                        
                        Number and type of the scanned port

                        
                     

                     
                     	
                        
                        Name of the server running on the port

                        
                     

                     
                     	
                        
                        Additional information detected by Nmap, such as the state of the port or the vendor name for the server

                        
                     

                     
                  

                  
                  If you scan for UDP ports, servers detected on those ports only appear in the Scan Results section.

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                                 
                                 	
                                    
                                    You can run an Nmap scan from the host profile.

                                    
                                 

                                 
                                 	
                                    
                                    The scan must find open ports on the host for Scan Results section to appear in the profile.

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
            
            
               
                  	Scan a host from the host profile

               

            
            
         
      

   
      
         
            Chapter 36. Discovery Events
            

            
               The following topics
                  		describe how to work with discovery events: 
                  	 
               

            

            
            
               
                  	Requirements and prerequisites for discovery events

                  	Discovery and identity data in discovery events

                  	View discovery event statistics

                  	View discovery performance graphs

                  	Access discovery and identity workflows

                  	History for working with discovery events

               

            
            
         
      

   
      
         
            
            Discovery and identity data in discovery events

            
            
            
               
               
                  
                  Discovery and identity data in discovery events is network monitoring information that

                  
                  
                     
                     	
                        
                        summarizes changes detected in network hosts, applications, and users,

                        
                     

                     
                     	
                        
                        aggregates data based on configured network discovery and identity policies, and

                        
                     

                     
                     	
                        
                        enables you to monitor threats and respond by reviewing event tables.

                        
                     

                     
                  

                  
               
               
               
                  Discovery event data sources

                  
                  
                  The network discovery and identity policies specify the kinds of data you want to collect, the network segments you want to monitor, and the specific hardware
                     interfaces you want to use to do it.
                  

                  
                  You can use discovery and identity event tables to identify threats associated with hosts, applications, and users on your
                     network. The system provides a set of predefined workflows that you can use to analyze the events that your system generates.
                     You can also create custom workflows that display only the information that matches your specific needs. 
                  

                  
                  To collect and store network discovery and identity data for analysis, you must configure network discovery and identity policies.
                     After you configure an identity policy, you must invoke it in your access control policy and deploy it to the devices you
                     want to use to monitor traffic. 
                  

                  
                  Your network discovery policy provides host, application, and non-authoritative user data. Your identity policy provides authoritative
                     user data. 
                  

                  
                  The following discovery event tables are located under the Analysis > Hosts and Analysis > Users menus. 
                  

                  
                  
                     Discovery event table data types
                     
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Discovery Event Table 

                              
                           
                           
                           	
                              
                              Populated With Discovery Data? 

                              
                           
                           
                           	
                              
                              Populated With Identity Data? 

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                               Hosts 

                              
                           
                           
                           	
                              
                               Yes 

                              
                           
                           
                           	
                              
                               No 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Host Indications of Compromise 
                              

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              No 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Applications 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              No 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Application Details 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              No 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Servers 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              No 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Host Attributes 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              No 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Discovery Events 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              User Indications of Compromise

                              
                           
                           
                           	
                              
                              Yes

                              
                           
                           
                           	
                              
                              Yes

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Active Sessions

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              User Activity 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Users 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Vulnerabilities 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              No 

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Third-Party Vulnerabilities 

                              
                           
                           
                           	
                              
                              Yes 

                              
                           
                           
                           	
                              
                              No 

                              
                           
                           
                        

                        
                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Discovery and host input events

            
            
            
            
               
               
                  
                  Discovery and host input events are system-generated notifications that

                  
                  
                     
                     	
                        
                        communicate the details of changes in monitored network segments through new events for newly discovered network features and change events for modifications in previously identified network assets,
                        

                        
                     

                     
                     	
                        
                        record network changes continuously after initial network mapping is complete by generating change events whenever the configuration
                           of a previously discovered asset changes, and
                        

                        
                     

                     
                     	
                        
                        track manual data additions to the network map through host input events when operating system information, application protocols,
                           clients, servers, host attributes, or vulnerability information is manually added, modified, or deleted.
                        

                        
                     

                     
                  

                  
               
               
               
                  Discovery event generation process

                  
                  
                  During its initial network discovery phase, the system generates new events for each host and any TCP or UDP servers discovered
                     running on each host. Optionally, you can configure the system to use exported NetFlow records to generate these new host
                     and server events.
                  

                  
                  In addition, the system generates new events for each network, transport, and application protocol running on each discovered
                     host. You can disable detection of application protocols in discovery rules configured to monitor NetFlow exporters, but not
                     in discovery rules configured to monitor managed devices. If you enable host or user discovery in non-NetFlow discovery rules,
                     applications are automatically discovered.
                  

                  
                  After the initial network mapping is complete, the system continuously records network changes by generating change events.
                     Change events are generated whenever the configuration of a previously discovered asset changes.
                  

                  
                  When a discovery event is generated, it is logged to the database. You can use the Firewall Management
                           											Center web interface to view, search, and delete discovery events. You can also use discovery events in correlation rules. Based
                     on the type of discovery event generated as well as other criteria that you specify, you can build correlation rules that,
                     when used in a correlation policy, launch remediations and syslog, SNMP, and email alert responses when network traffic meets
                     your criteria.
                  

                  
                  You can add data to the network map using the host input feature. You can add, modify, or delete operating system information,
                     which causes the system to stop updating that information for that host. You can also manually add, modify, or delete application
                     protocols, clients, servers, and host attributes or modify vulnerability information. When you do this, the system generates
                     host input events.
                  

                  
               
               
            

            
            
            
               
                  	Discovery event types

                  	Host input event types

                  	View discovery and host input events

                  	Discovery event fields

               

            
            
         
      

   
      
         
            
            Host data

            
            
            
            
               
               
                  
                  Host data is information that

                  
                  
                     
                     	
                        
                        is generated when the system detects a host and collects information about it to build the host profile, and

                        
                     

                     
                     	
                        
                        can be viewed, searched, and deleted using the Firewall Management
                                 											Center web interface.
                        

                        
                     

                     
                  

                  
               
               
               
                  Host data management capabilities

                  
                  
                  While viewing hosts, you can create traffic profiles and compliance allow lists based on selected hosts. You can also assign host attributes, including host criticality values (which designate business
                     criticality) to groups of hosts. You can then use these criticality values, allow lists, and traffic profiles within correlation rules and policies. 
                  

                  
                  The system can add hosts to the network map from exported
                        										NetFlow records, but the available information for these
                        										hosts is limited; see Differences between NetFlow and managed device data.

                  
               
               
            

            
            
            
               
                  	View host data

                  	Host data fields

                  	Create a traffic profile for selected hosts

                  	Creating a compliance allow list based on selected hosts

               

            
            
         
      

   
      
         
            
            Host attribute data

            
            
            
            
               
               A host attribute is additional information about hosts on your network that 
                  
                     
                     	
                        
                        supplements the system-collected host detection information used to build host profiles,

                        
                     

                     
                     	
                        
                        can include notes, business criticality settings, or any other information you choose to provide, and

                        
                     

                     
                     	
                        
                        enhances host profiles with analyst-specific data beyond automated detection capabilities.

                        
                     

                     
                  

               
               
               
                  Host attribute usage

                  
                  
                  You can use host attributes in host profile qualifications, which constrain the data you collect while building a traffic
                     profile, and also can limit the conditions under which you want to trigger a correlation rule. You can also set attribute
                     values in response to a correlation rule.
                  

                  
               
               
            

            
            
            
               
                  	View host attributes

                  	Host attribute data fields

                  	Set host attributes for selected hosts

               

               Related Information
View host attributes

                  Configure set attribute remediations

               

            
            
         
      

   
      
         
            
            Indications of compromise data

            
            
            
            
               
               
                  
                  A indication of compromise is an event type that

                  
                  
                     
                     	
                        
                        marks hosts whose IP addresses are flagged for suspicious activity,

                        
                     

                     
                     	
                        
                        identifies IP addresses of compromised hosts with a Red Compromised Host icon in event views, and
                        

                        
                     

                     
                     	
                        
                        tags users associated with compromised hosts, displaying them with a Red User icon in event views.
                        

                        
                     

                     
                  

                  
               
               
               
                  IOC generation timing

                  
                  
                  If a file containing malware is seen again within 300 seconds of being tagged as an IOC, another IOC is not generated. If
                     the same file is seen more than 300 seconds later, a new IOC will be generated.
                  

                  
                  To configure the system to tag events as indications of compromise, refer to Enabling Indications of Compromise Rules in the Cisco Secure Firewall Management
                                 												Center Device Configuration
                                 									Guide.
                  

                  
               
               
            

            
            
            
               
                  	View and work with indications of compromise data

                  	Indications of compromise data fields

                  	Edit indication of compromise rule states for a single host or user

                  	View source events for indication of compromise tags

                  	Resolving indication of compromise tags

               

               Related Information
Editing server identities

               

            
            
         
      

   
      
         
            
            Server data

            
            
            
            
               
               
                  
                  The system collects information about all servers running on hosts on monitored network segments. This information includes:

                  
                  
                     
                     	
                        
                        the name of the server

                        
                     

                     
                     	
                        
                        the application and network protocols used by the server

                        
                     

                     
                     	
                        
                        the vendor and version of the server

                        
                     

                     
                     	
                        
                        the IP address associated with the host running a server

                        
                     

                     
                     	
                        
                        the port on which the server communicates

                        
                     

                     
                  

                  
               
               
               
                  Server detection and event generation

                  
                  
                  When the system detects a server, it generates a discovery event unless the associated host has already reached its maximum
                     number of servers. You can use the Firewall Management
                           											Center web interface to view, search, and delete server events.
                  

                  
                  You can also base correlation rules on server events. For example, you could trigger a correlation rule when the system detects
                     a chat server, such as ircd, running on one of your hosts.
                  

                  
                  
                  The system can add hosts to the network map from exported
                        										NetFlow records, but the available information for these
                        										hosts is limited; see Differences between NetFlow and managed device data.
                     
                  

                  
                  
               
               
            

            
            
            
               
                  	View server data

                  	Server data fields

               

            
            
         
      

   
      
         
            
            Application and application details data

            
            
            
            
               
               
                  
                  A monitored application is a software entity that

                  
                  
                     
                     	
                        
                        is identified by the system when a host communicates with another host, and

                        
                     

                     
                     	
                        
                        includes email, instant messaging, peer-to-peer, and web applications, as well as other types of applications.

                        
                     

                     
                  

                  
               
               
               
                  Application data usage and management

                  
                  
                  For each detected application, the system logs the IP address that used the application, the product, the version, and the
                     number of times its use was detected. You can use the web interface to view, search, and delete application events. You can
                     also update application data on a host or hosts using the host input feature. 
                  

                  
                  Application detection knowledge supports multiple system functions. You can use this knowledge to create host profile qualifications,
                     which constrain the data you collect while building a traffic profile, and also can limit the conditions under which you want
                     to trigger a correlation rule. You can also base correlation rules on the detection of application. For example, if you want
                     your employees to use a specific mail client, you could trigger a correlation rule when the system detects a different mail
                     client running on one of your hosts.
                  

                  
                  
                  You can obtain the latest information about application detectors by carefully reading both the release notes for each system
                     update and advisories for each VDB update.
                  

                  
                  To collect and store application data for analysis, make sure that you enable application detection in your network discovery
                     policy.
                  

                  
               
               
            

            
            
            
               
                  	View application data

                  	Application data fields

                  	View application detail data

                  	Application detail data fields

               

            
            
         
      

   
      
         
            
            Vulnerability data

            
            
            
            
               
               
                  
                  Vulnerability data is a tracking database that

                  
                  
                     
                     	
                        
                        is recorded in the system's dedicated vulnerability tracking database,

                        
                     

                     
                     	
                        
                        is identified in conjunction with fingerprinting capabilities for each host on your network, and

                        
                     

                     
                     	
                        
                         is mapped to operating systems, servers, and clients according to their associated risks.

                        
                     

                     
                  

                  
               
               
               
                  Vulnerability data capabilities

                  
                  
                  The system includes its own vulnerability tracking database which is used, in conjunction with the system’s fingerprinting
                     capability, to identify the vulnerabilities associated with the hosts on your network. The operating systems, servers, and
                     clients running on your hosts have different sets of associated vulnerabilities.
                  

                  
                  You can use the Firewall Management
                           											Center to:
                  

                  
                  
                     
                     	
                        
                        Track and review the vulnerabilities for each host.

                        
                     

                     
                     	
                        
                        Deactivate vulnerabilities for a host after you patch the host or otherwise judge it immune to a vulnerability.

                        
                     

                     
                  

                  
                  Vulnerabilities for vendorless and versionless servers are not mapped unless the application protocols used by the servers
                     are mapped in the Firewall Management
                           											Center configuration. Vulnerabilities for vendorless and versionless clients cannot be mapped.
                  

                  
               
               
            

            
            
            
               
                  	Vulnerability data fields

                  	Vulnerability deactivation

                  	View vulnerability data

                  	View vulnerability details

                  	Deactivate multiple vulnerabilities

               

               Related Tasks
Mapping vulnerabilities for servers

               

            
            
         
      

   
      
         
            
            Vulnerability deactivation

            
            
            
               
               
                  
                  Vulnerability deactivation is a workflow feature that

                  
                  
                     
                     	
                        
                        stops the system from using a specific vulnerability during intrusion impact correlation,

                        
                     

                     
                     	
                        
                        enables administrators to control vulnerability status after patching or confirming immunity, and

                        
                     

                     
                     	
                        
                        applies scope and conditions based on workflow constraints, including host and domain relationships.

                        
                     

                     
                  

                  
               
               
               
                  Vulnerability deactivation characteristics

                  
                  
                  You can deactivate a vulnerability after you patch the hosts on your network or otherwise judge them immune. Note that if
                     the system discovers a new host that is affected by that vulnerability, the vulnerability is considered valid (and is not automatically deactivated) for that host.
                  

                  
                  Deactivating a vulnerability within a vulnerabilities workflow that is not constrained by IP addresses deactivates the vulnerability for all detected hosts on your network. You can deactivate vulnerabilities within the vulnerabilities workflow only on:
                  

                  
                  
                     
                     	
                        
                        the second page of the default vulnerabilities workflow, Vulnerabilities on the Network, which shows only the vulnerabilities that apply to the hosts on your network
                        

                        
                     

                     
                     	
                        
                        a page in a vulnerabilities workflow, custom or predefined, that you constrained based on IP address using a search.

                        
                     

                     
                  

                  
                  You can deactivate a vulnerability for a single host using the network map, using the host's host profile, or by constraining
                     the vulnerabilities workflow based on the IP addresses of the host or hosts for which you want to deactivate vulnerabilities.
                     For hosts with multiple associated IP addresses, this function applies only to the single, selected IP address of that host.
                  

                  
                  In a multidomain deployment, deactivating a vulnerability in an ancestor domain deactivates it in all descendant domains.
                     Leaf domains can activate or deactivate a vulnerability for their devices if the vulnerability remains active in the ancestor
                     domain.
                  

                  
               
               
            

            
            
            
               Related Information
Deactivate vulnerabilities for individual hosts

                  Deactivate individual vulnerabilities

                  Deactivate multiple vulnerabilities

               

            
            
         
      

   
      
         
            
            Third-party vulnerability data

            
            
            
            
               
               
                  
                  A third-party vulnerability data source is a vulnerability database that

                  
                  
                     
                     	
                        
                        augments the system’s own vulnerability tracking capabilities,

                        
                     

                     
                     	
                        
                        allows importing data from external applications using scripts or command line import files, and

                        
                     

                     
                     	
                        
                        can be mapped to operating system and application definitions in the system database for impact correlation.

                        
                     

                     
                  

                  
               
               
               
                  System vulnerability tracking database

                  
                  
                  The system includes its own vulnerability tracking database which is used, in conjunction with the system's fingerprinting
                     capability, to identify the vulnerabilities associated with the hosts on your network.
                  

                  
                  You can augment the system's vulnerability data with imported network map data from third-party applications. To do so, your
                     organization must be able to write scripts or create command line import files to import the data. For more information, refer
                     to Firepower System Host Input API
                           											Guide.
                  

                  
                  To include imported data in impact correlations, you must map third-party vulnerability information to the operating system
                     and application definitions in the database. You cannot map third-party vulnerability information to client definitions.
                  

                  
               
               
            

            
            
            
               
                  	View third-party vulnerability data

                  	Third-party vulnerability data fields

               

            
            
         
      

   
      
         
            
            Active sessions, users, and user activity data

            
            
            
               
               
                  
                  A identity source is a user data management system that

                  
                  
                     
                     	
                        
                        collects active session data, user data, and user activity data from network users,

                        
                     

                     
                     	
                        
                        organizes this data into distinct workflows for individual user analysis, and

                        
                     

                     
                     	
                        
                        enables administrators to monitor and manage user behavior across the network.

                        
                     

                     
                  

                  
               
               
               
                  User data workflows

                  
                  
               
               
               
               
                  
                  
                  Identity sources collect active session data, user data, and user activity data. The data is displayed in individual user-related
                     workflows:
                  

                  
                  
                     
                     	
                        
                        Active Sessions: This workflow displays all current user sessions on your network. A single user running several simultaneous
                           active sessions would occupy several rows in this table. For more information about the types of user data displayed in this
                           workflow, refer to Active sessions data.
                        

                        
                     

                     
                     	
                        
                        Users: This workflow displays all users seen on your network. A single user occupies a single row in this table. For more
                           information about the types of user data displayed in this workflow, refer to User data.
                        

                        
                     

                     
                     	
                        
                        User Activity: This workflow displays all user activity seen on your network. A single user with more than one instance of
                           user activity would occupy several rows in this table. For more information about the types of user activity displayed in
                           this workflow, refer to User activity data.
                        

                        
                     

                     
                  

                  
                  For more information about the user identity sources that populate these workflows, refer to the Cisco Secure Firewall Management
                                 												Center Device Configuration
                                 									Guide.
                  

                  
               
               
            

            
            
            
               
                  	User-related fields

                  	Active sessions data

                  	User data

                  	User activity data

                  	User profile and host history

               

            
            
         
      

   
      
         
            
            User activity data

            
            
            
            
               
               
                  
                  A user activity data record is a security event type that

                  
                  
                     
                     	
                        
                        logs the appearance and login of users on a network,

                        
                     

                     
                     	
                        
                        enables correlation between user actions and other network events such as intrusions, and

                        
                     

                     
                     	
                        
                        supports automated remediation and alerting through customizable rules.

                        
                     

                     
                  

                  
               
               
               
                  
                  The system generates events that communicate the details of user activity on your network. When the system detects user activity,
                     the user activity data is logged to the database. You can view, search, and delete user activity; you can also purge all user
                     activity from the database.
                  

                  
                  The system logs a user activity event when a user is seen on your network for the first time. Subsequent appearances by that
                     user do not log new user activity events. However, if the user's IP address changes, the system logs a new user activity event.
                  

                  
                  The system also correlates user activity with other types of events. For example, intrusion events can tell you the users
                     who were logged into the source and destination hosts at the time of the event. This correlation can tell you who was logged
                     into the host that was targeted by an attack, or who initiated an internal attack or portscan.
                  

                  
                  You can also use user activity in correlation rules. Based on the type of user activity as well as other criteria that you
                     specify, you can build correlation rules that, when used in a correlation policy, launch remediations and alert responses
                     when network traffic meets your criteria.
                  

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              
                              If you have ISE/ISE-PIC configured, you may see host data in the users table. Because host detection by ISE/ISE-PIC is not
                                 fully supported, you cannot perform user control using ISE-reported host data. 
                              

                              
                           

                        
                     

                  

                  
                  Descriptions of the four types of user activity data follow. 

                  
               
               
               
                  New User Identity

                  
                  
                  This type of event is generated when the system detects a login by an unknown user that is not in the database. 

                  
                  The system logs a user activity event when a user is seen on your network for the first time. Subsequent appearances by that
                     user do not log new user activity events. However, if the user's IP address changes, the system logs a new user activity event.
                     
                  

                  
               
               
               
                  User Login

                  
                  
                  This type of event is generated when any of the following occur: 

                  
                  
                     
                     
                     
                     	
                        
                        Captive portal performs a successful or failed user authentication. 

                        
                     

                     
                     	
                        
                        Traffic-based detection detects a successful or failed user login. 

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              SMTP logins detected by traffic-based detection are not recorded unless there is already a user with a matching email address
                                 in the database. 
                              

                              
                           

                        
                     

                  

                  
                  When a non-authoritative user logs into a host, that login is recorded in the user and host history. If no authoritative user
                     is associated with the host, a non-authoritative user can be the current user for the host. However, after an authoritative
                     user logs into the host, only a login by another authoritative user changes the current user. 
                  

                  
                  If you are using captive portal or traffic-based detection, note the following about failed user login and failed user authentication
                     data: 
                  

                  
                  
                     
                     	
                        
                        Failed logins reported by traffic-based detection (LDAP, IMAP, FTP, and POP3 traffic) are displayed in the table view of user
                           activity, but not in the table view of users. If a known user failed to log in, the system identifies them by their username.
                           If an unknown user failed to log in, the system uses Failed Authentication as their username. 
                        

                        
                     

                     
                     	
                        
                        Failed authentications reported by captive portal are displayed in both the table view of user activity and the table view
                           of users. If a known user failed to authenticate, the system identifies them by their username. If an unknown user failed
                           to authenticate, the system identifies them by the username they entered. 
                        

                        
                     

                     
                  

                  
               
               
               
                  Delete User Identity

                  
                  
                  This type of event is generated when you manually delete a user from the database. 

                  
               
               
               
                  User Identity Dropped: User Limit Reached

                  
                  
                  This type of event is generated when the system detects a user that is not in the database, but cannot add the user because
                     you have reached the maximum number of users in the database as determined by your Firewall Management
                           											Center model. 
                  

                  
                  After you reach the user limit, in most cases the system stops adding new users to the database. To add new users, you must
                     either manually delete old or inactive users from the database, or purge all users from the database. 
                  

                  
                  However, the system favors authoritative users. If you have reached the limit and the system detects a login for a previously
                     undetected authoritative user, the system deletes the non-authoritative user who has remained inactive for the longest time,
                     and replaces it with the new authoritative user. 
                  

                  
               
               
               
                  User Indications of Compromise Events

                  
                  
                  The following user IOC changes are logged in the user activity database: 

                  
                  
                     
                     	
                        
                        When indications of compromise are resolved.

                        
                     

                     
                     	
                        
                        When indication of compromise rules are enabled or disabled for users.

                        
                     

                     
                  

                  
               
               
               
                  
                  For information about general user-related event troubleshooting, refer to the Cisco Secure Firewall Management
                                 												Center Device Configuration
                                 									Guide.
                  

                  
               
               
            

            
            
            
               
                  	View user activity data

               

            
            
         
      

   
      
         
            
            User profile and host history

            
            
            
            
               
               
                  
                  A user profile is a web interface display that

                  
                  
                     
                     	
                        
                        provides detailed information about a specific user through the User pop-up window (titled "User Identity" in the web interface)

                        
                     

                     
                     	
                        
                        shows the same user data as you would see in the table view of users, and

                        
                     

                     
                     	
                        
                        includes host history that provides a graphic representation of the last twenty-four hours of the user's activity.

                        
                     

                     
                  

                  
               
               
               
                  User profile access points

                  
                  
                  You can learn more about a specific user by viewing the User pop-up window. The page that appears, called the "User Profile"
                     in this document, is titled "User Identity" in the web interface.
                  

                  
                  You can display the window from: 

                  
                  
                     
                     	
                        
                        any event view that associates user data with other kinds of events 

                        
                     

                     
                     	
                        
                        the table view of active sessions 

                        
                     

                     
                     	
                        
                        the table view of users 

                        
                     

                     
                  

                  
                   User information also appears in the terminating page for users workflows.

                  
                  The user data you see is the same as you would see in the table view of users.

                  
               
               
               
                  Indications of compromise section

                  
                  
                  For information about this section, refer to:

                  
                  
                     
                     	
                        
                        
                        Indications of Compromise in the Cisco Secure Firewall Management
                                    												Center Device Configuration
                                    									Guide

                        
                     

                     
                     	
                        
                        Indications of compromise data fields

                        
                     

                     
                     	
                        
                        Edit indication of compromise rule states for a single host or user

                        
                     

                     
                     	
                        
                        Resolving indication of compromise tags

                        
                     

                     
                     	
                        
                        View source events for indication of compromise tags

                        
                     

                     
                  

                  
               
               
               
                  Host history section

                  
                  
                  The host history provides a graphic representation of the last twenty-four hours of the user’s activity. A list of IP addresses
                     of the hosts that the user logged into and logged off of approximates login and logout times with bar graphs. A typical user
                     might log on to and off of multiple hosts in the course of a day. For example, periodic automated logins to a mail server
                     would display as multiple short sessions, while longer logins (such as during working hours) display longer sessions. 
                  

                  
                  If you use traffic-based detection or captive portal to capture failed logins, the host history also includes hosts where
                     the user failed to log in. 
                  

                  
                  The data used to generate the host history is stored in the user history database, which by default stores 10 million user
                     login events. If you do not see any data in the host history for a particular user, either that user is inactive, or you may
                     need to increase the database limit. 
                  

                  
                  
               
               
            

            
            
            
               
                  	View user details and host history

               

               Related Information
User data fields

               

            
            
         
      

   
      
         
            Chapter 37. Correlation and
               	 Compliance Events
            

            
               The following topics
                  		describe how to view correlation and compliance events. 
                  	 
               

            

            
            
               
                  	View correlation events

                  	Analyze compliance events using compliance allow list workflows

                  	Remediation status events

               

            
            
         
      

   
      
         
            
            Remediation status events

            
            
            
            
               
               
                  
                  A remediation status event is a database log entry that records when a remediation is triggered in the system.

                  
               
               
               
                  Remediation status event management

                  
                  
                  You can view remediation status events on the Remediation Status page. You can search, view, and delete remediation status
                     events.
                  

                  
               
               
            

            
            
            
               
                  	View remediation status events

                  	Remediation status table fields

                  	Configure the remediation status events table

               

               Related Information
Remediation status table fields

               

            
            
         
      

   
      
         
            
            Part IX. Correlation and Compliance
            

            
            
            

            
            
            
               
                  	Compliance Lists

                  	Correlation Policies

                  	Traffic profiling

                  	Remediations

               

            
            
         
      

   
      
         
            Chapter 38. Compliance Lists
            

            
            
               The following topics describe how to configure compliance allow lists before you add them to correlation policies. 
               

            

            
            
               
                  	Introduction to compliance allow lists

                  	Requirements and prerequisites for compliance

                  	Create a compliance allow list

                  	Manage compliance allow lists

                  	Manage shared host profiles

               

            
            
         
      

   
      
         
            	
            Introduction to compliance allow lists
            

            	
            	
            
               		
               
                  			
                  A compliance allow list, sometimes abbreviated as an allow list, is a set of criteria that specifies which operating systems, applications (web and client), and protocols are allowed
                     on hosts on your network. The system generates an event (violation) if a host is not on this list.
                  

                  		
               
               		
               
                  Components of compliance allow lists
                  

                  			
                  			
                  A compliance allow list has two main components:
                  

                  			
                  
                     				
                     	
                        					
                        Targets: Targets are the hosts you select for compliance evaluation. You can evaluate all monitored hosts or select specific hosts.
                           You may constrain the selection by subnet, VLAN, or host attribute. In a multidomain deployment, you can target domains and
                           subnets within a domain or across domains.
                        

                        				
                     

                     				
                     	
                        					
                        Host profiles: Host profiles specify the compliance criteria for the targets. The global host profile is operating system agnostic. You
                           can also configure operating-system specific host profiles, either unique to one allow list or shared across multiple allow lists.
                        

                        				
                     

                     			
                  

                  			
                  The Talos Intelligence Group provides a default allow list with recommended settings. You can also create custom allow lists. A simple custom list might allow only hosts running a certain operating system. A more complex list might allow all
                     operating systems, but specify which operating system a host must use to run a certain application protocol on a specific
                     port.
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              The system can add hosts to the network map from exported
                                    										NetFlow records, but the available information for these
                                    										hosts is limited; see Differences between NetFlow and managed device data. This limitation may affect the way you build compliance allow lists.
                              

                              			
                           

                        
                     

                  

                  		
               
               		
               
                  Implementing compliance allow lists
                  

                  			
                  			
                  To implement allow lists, add the list to an active correlation policy. The system evaluates the targets and assigns every host a corresponding
                     attribute:
                  

                  			
                  
                     				
                     	
                        					
                        Compliant: The host does not violate the list.

                        				
                     

                     				
                     	
                        					
                        Non-Compliant: The host violates the list.

                        				
                     

                     				
                     	
                        					
                        Not Evaluated: The host is not a target of the list, the host is currently being evaluated, or the system has insufficient
                           information to determine whether the host is in compliance.
                        

                        				
                     

                     			
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              To delete the host attribute, delete its corresponding allow list. Deactivating, deleting, or removing an allow list from a correlation policy does not delete the host attribute, nor does it change the attribute's value for each host.
                              

                              			
                           

                        
                     

                  

                  			
                  After its initial evaluation, the system generates an allow list event whenever a monitored host goes out of compliance with an active allow list; it also records an allow list violation.
                  

                  			
                  You can use workflows, dashboards, and network maps to monitor system-wide compliance activity and determine when and how
                     an individual host violates your allow lists. You can also automatically respond to such violations with remediations and alerts.
                  

                  		
               
               		
               
                  Restricting HTTP to web servers

                  			
                  			
                  Your security policy states that only web servers may run HTTP. You create an allow list that evaluates your entire network, excluding your web farm, to determine which hosts are running HTTP.
                  

                  			
                  Using the network map and the dashboard, you can obtain an at-a-glance summary of the compliance of your network. In just
                     a few seconds, you can determine exactly which hosts in your organization are running HTTP in violation of your policy, and
                     take appropriate action.
                  

                  			
                  Then, using the correlation feature, you can configure the system to alert you whenever a host that is not in your web farm
                     starts running HTTP.
                  

                  		
               
               	
            

            
            
            
               
                  	Compliance allow list target networks

                  	Compliance allow list host profiles

                  	Allow violation triggers

               

               Related Tasks
Configure correlation policies

               

            
            
         
      

   
      
         
            	
            Compliance allow list target networks
            

            	
            	
            
               		
               
                  			
                  A target network specifies the hosts you want to evaluate for compliance. An allow list can have more than one target network, and it evaluates hosts that meet the criteria of any of its targets.
                  

                  		
               
               		
               
                  Target network configuration and behavior

                  			
                  			
                  Initially, you constrain a target network by IP address or range. In multidomain deployments, the initial constraints also
                     include a domain.
                  

                  			
                  The system-provided default allow list targets all monitored hosts: 0.0.0.0/0 and ::/0. In a multidomain deployment, the default allow list is constrained to (and only available in) the Global domain
                  

                  			
                  If you modify a target network or a host so that the host is no longer a valid target for the allow list, the host is no longer evaluated by the list and is considered neither compliant nor non-compliant.
                  

                  			
                  Surveying and refining target networks

                  			
                  When you add a target network to an
                     				allow list, the system prompts you to survey the network map to help you characterize compliant hosts. The survey adds a target
                     to the allow list that represents the hosts you surveyed.
                  

                  			
                  You can survey a subnet or individual host. In a multidomain deployment, you can survey an entire domain, or you can survey
                     across domains. Surveying an ancestor domain causes the system to survey that domain's descendants.
                  

                  			
                  In addition to the added target, the survey also populates the allow list with one host profile for each operating system detected in the survey. These host profiles allow all the clients, application
                     protocols, web applications, and protocols that the system has detected on the applicable operating systems.
                  

                  			
                  After you survey a target network (or skip the survey), refine the target. You can exclude hosts by IP address, or constrain
                     target networks by host attribute or VLAN.
                  

                  			
                  Targeting domains with compliance allow lists

                  			
                  In a multidomain deployment, domains and target networks are closely linked:

                  			
                  
                     				
                     	
                        					
                        Leaf-domain administrators can create allow lists that evaluate hosts within their leaf domains.
                        

                        				
                     

                     				
                     	
                        					
                        Higher-level domain administrators can create allow lists that evaluate hosts across domains. You can target different subnets in different domains in the same allow list.
                        

                        				
                     

                     			
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              In addition to targeting IP addresses and ranges in leaf domains, you can also constrain a target network using a higher-level
                                 domain. Targeting a subnet in a higher-level domain targets the same subnet in each of the descendant leaf domains. The system builds a separate network map for each leaf domain. In a multidomain deployment, using literal IP addresses to
                                    constrain this configuration can have unexpected results.

                              			
                           

                        
                     

                  

                  		
               
               		
               
                  Global domain compliance scenario

                  			
                  			
                  Consider a scenario where you are a Global domain administrator, and you want to apply the same compliance criteria to web
                     servers across the entire deployment. You can create one allow list in the Global domain that defines the compliance criteria. Then, constrain the allow list with target networks that specify the IP space (or individual IP addresses) of the web servers in each leaf domain.
                  

                  		
               

               	
            

            
         
      

   
      
         
            	
            Compliance allow list host profiles
            

            	
            	
            
               		
               
                  			
                  In a compliance allow list, host profiles specify which operating systems, clients, application protocols, web applications, and protocols are
                     allowed to run on the target hosts. There are three types of host profile you can use in a compliance allow list; each type appears differently in the compliance list editor.
                  

                  		
               
               		
               
                  Host profile types

                  			
                  			
                  
                     Compliance allow list host profile types
                     
                        
                        
                        
                     
                     
                        						
                        
                           							
                           	
                              								
                              Host Profile Type

                              							
                           
                           							
                           	
                              								
                              Appearance

                              							
                           
                           							
                           	
                              								
                              Description

                              							
                           
                           						
                        

                        					
                     
                     
                        						
                        
                           							
                           	
                              								
                              global

                              							
                           
                           							
                           	
                              								
                              Any Operating System

                              							
                           
                           							
                           	
                              								
                              Specifies what is allowed to run on target hosts, regardless of operating system.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              operating-system specific

                              							
                           
                           							
                           	
                              								
                              is listed in plain text

                              							
                           
                           							
                           	
                              								
                              Specifies what is allowed to run on target hosts of a particular operating system.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              shared

                              							
                           
                           							
                           	
                              								
                              is listed in italics

                              							
                           
                           							
                           	
                              								
                              Specifies operating-system criteria that can be used in multiple allow lists.
                              

                              							
                           
                           						
                        

                        					
                     
                  

                  		
               
               	
            

            
            
            
               
                  	Operating system-specific host profiles

                  	Shared host profiles

               

            
            
         
      

   
      
         
            	
            Operating system-specific host profiles

            	
            	
            
               		
               
                  			
                  In a compliance allow list, operating-system specific host profiles indicate the allowed operating systems on your network. These profiles also
                     specify the application protocols, clients, web applications, and protocols permitted to run on those operating systems.
                  

                  		
               
               		
               
                  			
                  You could require that compliant hosts run a particular version of Microsoft Windows. As another example, you could allow
                     SSH to run on Linux hosts on port 22, and further restrict the vendor and version of the SSH client.
                  

                  		
               

               		
               
                  Host profile configuration guidelines

                  			
                  			
                  Create one host profile for each operating system you want to allow on your network. Create host profiles only for operating
                     systems you want to allow on your network. For example, to make sure that all the hosts on your network are running Windows,
                     configure the allow list so it contains host profiles for Windows.
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              Unidentified hosts remain in compliance with all allow lists until they are identified. You can, however, create an
                                 					allow list host profile for unknown hosts. Unidentified hosts are hosts about which the system has not yet gathered enough information to identify their operating systems. Unknown hosts are hosts whose operating systems do not match known fingerprints. 
                              

                              			
                           

                        
                     

                  

                  		
               
               	
            

            
         
      

   
      
         
            	
            Shared host profiles

            	
            	
            
               		
               
                  			
                  In a compliance allow list, shared host profiles are tied to specific operating systems, but you can use each shared host profile in more than
                     one allow list.
                  

                  		
               
               		
               
                  Global office deployment scenario

                  			
                  			
                  You might have offices worldwide with a separate allow list for each location, but you want to use the same profile for all hosts running Apple Mac OS X. You can create a shared
                     profile for that operating system and use it in all your allow lists. 
                  

                  		
               

               		
               
                  Built-in host profiles

                  			
                  			
                  The default allow list uses a special category of shared host profiles, called built-in host profiles. These profiles use built-in application protocols, web applications, protocols, and clients. In the compliance allow list editor, the system marks these profiles with the Built-In Host Profile icon. 
                  

                  			
                  In a multidomain deployment, the system displays shared host profiles created in the current domain; you can edit these profiles.
                     It also displays shared host profiles from ancestor domains; you cannot edit these profiles. To view and edit shared host
                     profiles created in a lower domain, switch to that domain.
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              If you modify a shared host profile (including built-in profiles), or modify a built-in application protocol, protocol, or
                                 client, your change affects every allow list that uses the modified element. If you unintentionally change or delete a built-in element, you can restore the default
                                 settings by resetting to factory defaults.
                              

                              			
                           

                        
                     

                  

                  		
               
               	
            

            
         
      

   
      
         
            	
            Allow violation triggers
            

            	
            	
            
               		
               
                  			
                  This section describes the conditions that cause the system to trigger allow list violations and change host compliance status.
                  

                  		
               
               		
               
                  Automatic violation triggers

                  			
                  			
                  The allow list compliance of a host can change when the system:
                  

                  			
                  
                     				
                     	
                        					
                        Detects a change in a host’s operating system.

                        				
                     

                     				
                     	
                        					
                        Detects an identity conflict for a host’s operating system or an application protocol on the host.

                        				
                     

                     				
                     	
                        					
                        Detects a new TCP server port active on a host, such as a port used by SMTP or web servers, or detects a new UDP server running
                           on a host.
                        

                        				
                     

                     				
                     	
                        					
                        Detects a change in a discovered TCP or UDP server running on a host, for example, a version change due to an upgrade.

                        				
                     

                     				
                     	
                        					
                        Detects a new client or web application running on a host.

                        				
                     

                     				
                     	
                        					
                        Drops a client or web application from its database due to inactivity.

                        				
                     

                     				
                     	
                        					
                        Detects that a host is communicating with a new network protocol or a new transport protocol.

                        				
                     

                     				
                     	
                        					
                        Detects a new jailbroken mobile device.

                        				
                     

                     				
                     	
                        					
                        Detects that a TCP or UDP port has closed or timed out on a host.

                        				
                     

                     			
                  

                  			
                  In addition, you can trigger a compliance change for a host by using the host input feature or the host profile to:

                  			
                  
                     				
                     	
                        					
                        Add a client, protocol, or server to a host.

                        				
                     

                     				
                     	
                        					
                        Delete a client, protocol, or server from a host.

                        				
                     

                     				
                     	
                        					
                        Set the operating system definition for a host.

                        				
                     

                     				
                     	
                        					
                        Change a host attribute for a host so that the host is no longer a valid target.

                        				
                     

                     			
                  

                  			
                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              To avoid overwhelming you with events, the system does not generate allow list events for non-compliant hosts on its initial evaluation, nor hosts made non-compliant as a result of you modifying
                                 an active allow list or shared host profile. The violations, however, are still recorded. If you want to generate allow list events for all non-compliant targets, purge discovery data. Rediscovering network assets may trigger allow list events. 
                              

                              			
                           

                        
                     

                  

                  		
               
               		
               
                  Operating system compliance

                  			
                  			
                  If your allow list specifies that only Microsoft Windows hosts are allowed on your network, and the system detects a host running Mac OS X,
                     the system generates an
                     				allow list event. In addition, the host attribute associated with the allow list changes from Compliant to Non-Compliant for that host. 
                  

                  			
                  For the host in this example to come back into compliance, one of these must occur:

                  			
                  
                     				
                     	
                        					
                        You edit the allow list so that the Mac OS X operating system is allowed.
                        

                        				
                     

                     				
                     	
                        					
                        You manually change the operating system definition of the host to Microsoft Windows.

                        				
                     

                     				
                     	
                        					
                        The system detects that the operating system has changed back to Microsoft Windows.

                        				
                     

                     			
                  

                  		
               

               		
               
                  Deleting a non-compliant asset from the network map

                  			
                  			
                  If your allow list disallows the use of FTP, and you then delete FTP from the application protocols network map or from an event view,
                     hosts running FTP become compliant. However, if the system detects the application protocol again, the system generates an
                     				allow list event and the hosts become non-compliant. 
                  

                  		
               

               		
               
                  Triggering on complete information only

                  			
                  			
                   If your allow list allows only TCP FTP traffic on port 21, and the system detects indeterminate activity on port 21/TCP, the allow list does not trigger. The allow list triggers only when the system identifies the traffic as something other than FTP, or you use the host input feature
                     to designate the traffic as non-FTP traffic. The system does not record a violation with only partial information. 
                  

                  		
               

               	
            

            
         
      

   
      
         
            Chapter 39. Correlation
               	 Policies
            

            
               The following topics describe how to configure correlation policies and rules.

            

            
            
               
                  	Correlation policies and rules

                  	Requirements and prerequisites for compliance

                  	Configure correlation policies

                  	Configure correlation rules

                  	Configure correlation response groups

               

            
            
         
      

   
      
         
            
            Correlation policies and rules

            
            
            
               
               
                  
                  A correlation policy is a security mechanism that

                  
                  
                     
                     	
                        
                        responds in real time to threats to your network using correlation rules and compliance allow lists,
                        

                        
                     

                     
                     	
                        
                        generates correlation policy violations when network activity triggers either a correlation rule or compliance allow list within an active policy, and
                        

                        
                     

                     
                     	
                        
                        launches responses such as alerts and remediations when violations occur.

                        
                     

                     
                  

                  
               
               
               
                  Correlation rules

                  
                  
                  
                  When a correlation rule in an active correlation policy triggers, the system generates a correlation event. Correlation rules can trigger when:
                  

                  
                  
                     
                     	
                        
                        The system generates a specific type of event (connection, intrusion, malware, discovery, user activity, and so on).

                        
                     

                     
                     	
                        
                        Your network traffic deviates from its normal profile.

                        
                     

                     
                  

                  
                  You can constrain correlation rules in these ways:

                  
                  
                     
                     	
                        
                        Add a host profile qualification to constrain the rule using information from the host profile of a host involved in the triggering event.
                        

                        
                     

                     
                     	
                        
                        Add a connection tracker to a correlation rule so that after the rule's initial criteria are met, the system begins tracking certain connections.
                           Then, a correlation event is generated only if the tracked connections meet additional criteria.
                        

                        
                     

                     
                     	
                        
                        Add a user qualification to a correlation rule to track certain users or groups of users. For example, you can constrain a correlation rule so that
                           it triggers only for a particular user's traffic, or traffic from a specific department.
                        

                        
                     

                     
                     	
                        
                        Add snooze periods. When a correlation rule triggers, a snooze period causes that rule not to trigger again for a specified interval. After
                           the snooze period elapses, the rule can trigger again and start a new snooze period.
                        

                        
                     

                     
                     	
                        
                        Add inactive periods. During inactive periods, correlation rules do not trigger.
                        

                        
                     

                     
                  

                  
                  Although you can configure correlation rules without licensing your deployment, rules that use unlicensed components do not
                     trigger.
                  

                  
                  
                  A compliance allow list specifies which operating systems, applications (web and client), and protocols are allowed on hosts on your network.
                     When a host violates an allow list used in an active correlation policy, the system generates an allow list event.
                  

                  
                  
                  Responses to correlation policy violations include simple alerts and various remediations (such as scanning a host). You can associate
                     each correlation rule or allow list with a single response or group of responses.
                  

                  
                  If network traffic triggers multiple rules or allow lists, the system launches all the responses associated with each rule and allow list.
                  

                  
                  
                  In a multidomain deployment, you can create correlation policies at any domain level, using whatever rules, allow lists, and responses are available at that level. Higher-level domain administrators can perform correlation within or across
                     domains:
                  

                  
                  
                     
                     	
                        
                        Constraining a correlation rule by domain matches events reported by that domain's descendants.

                        
                     

                     
                     	
                        
                        Higher-level domain administrators can create compliance allow lists that evaluate hosts across domains. You can target different subnets in different domains in the same allow list.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The system builds a separate network map for each leaf domain. Using literal configurations (such as IP addresses, VLAN tags,
                                 and usernames) to constrain cross-domain correlation rules can have unexpected results.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               Related Concepts
Configuring external alerts with alert responses

                  Introduction to remediations

               

               Related Information
Introduction to compliance allow lists

               

            
            
         
      

   
      
         
            
            Connection trackers

            
            
            
               
               
                  
                  A connection tracker is a correlation rule constraint that
                  

                  
                  
                     
                     	
                        
                        constrains a correlation rule so that after the rule's initial criteria are met (including host profile and user qualifications),
                           the system begins tracking certain connections,
                        

                        
                     

                     
                     	
                        
                        generates a correlation event for the rule if the tracked connections meet additional criteria gathered over a time period
                           that you specify, and
                        

                        
                     

                     
                     	
                        
                        monitors very specific traffic and, when triggered, runs only for a finite, specified time.

                        
                     

                     
                  

                  
               
               
               
                  Connection tracker event generation

                  
                  
                  
                     
                        	
                           Tip

                        
                        	
                            
                              
                              Connection trackers typically monitor very specific traffic and, when triggered, run only for a finite, specified time. Compare
                                 connection trackers with traffic profiles, which typically monitor a broad range of network traffic and run persistently.
                              
 
                              
                           

                        
                     

                  

                  
                  There are two ways a connection tracker can generate an event.

                  
                  
                  Connection trackers that fire immediately when conditions are met:

                  
                  
                     
                     	
                        
                        You can configure a connection tracker so that the correlation rule fires as soon as network traffic meets the tracker's conditions.
                           When this happens, the system stops tracking connections for this connection tracker instance, even if the timeout period
                           has not expired. If the same type of policy violation that triggered the correlation rule occurs again, the system creates
                           a new connection tracker.
                        

                        
                     

                     
                     	
                        
                        However, if time expires before network traffic meets the conditions in the connection tracker, the system does not generate
                           a correlation event, and also stops tracking connections for that rule instance.
                        

                        
                     

                     
                  

                  
                  
                  Connection trackers that fire at the end of the timeout period:

                  
                  
                     
                     	
                        
                        You can configure a connection tracker so that it relies on data collected over the entire timeout period, and therefore cannot
                           fire until the end of the timeout period.
                        

                        
                     

                     
                  

                  
               
               
               
                  Connection tracker use cases

                  
                  
                  For example, a connection tracker can serve as a kind of event threshold by generating a correlation event only if a certain
                     type of connection occurs more than a specific number of times within a specific time period. Or, you can generate a correlation
                     event only if the system detects excessive data transfer after an initial connection.
                  

                  
                  
                  For example, if you configure a connection tracker to fire if you detect fewer than a certain number of bytes being transferred
                     during a certain time period, the system waits until that time period passes and then generates an event if network traffic
                     met that condition.
                  

                  
               

               
            

            
            
            
               
                  	Add a connection tracker

                  	Syntax for connection trackers

                  	Syntax for connection tracker events

                  	How excessive connection detection works

                  	Sample configuration for excessive BitTorrent data transfers

               

            
            
         
      

   
      
         
            
            Snooze and inactive periods

            
            
            
               
               
                  
                  Snooze and inactive periods are time-based configuration options that

                  
                  
                     
                     	
                        
                        control when correlation rules can trigger and generate events

                        
                     

                     
                     	
                        
                        prevent excessive correlation events during specified intervals, and

                        
                     

                     
                     	
                        
                        allow administrators to suppress rule triggering during planned activities.

                        
                     

                     
                  

                  
               
               
               
                  Snooze and inactive period characteristics

                  
                  
                  Snooze periods and inactive periods provide different types of rule control:

                  
                  
                     
                     	
                        
                        Snooze periods: When a correlation rule triggers, a snooze period instructs the system to stop firing that rule for a specified interval,
                           even if the rule is violated again during the interval. When the snooze period has elapsed, the rule can trigger again and
                           start a new snooze period.
                        

                        
                     

                     
                     	
                        
                        Inactive periods: During inactive periods, the correlation rule will not trigger. You can set up inactive periods to recur
                           daily, weekly, or monthly.
                        

                        
                     

                     
                  

                  
               
               
               
                  Snooze period usage

                  
                  
                  For example, you may have a host on your network that should never generate traffic. A simple correlation rule that triggers
                     whenever the system detects a connection involving that host may create multiple correlation events in a short period of time,
                     depending on the network traffic to and from the host. To limit the number of correlation events exposing your policy violation,
                     you can add a snooze period so that the system generates a correlation event only for the first connection (within a time
                     period that you specify) that the system detects involving that host.
                  

                  
               

               
               
                  Inactive period usage

                  
                  
                  For example, you might perform a nightly Nmap scan on your internal network to look for host operating system changes. In
                     that case, you could set a daily inactive period on the affected correlation rules for the time and duration of your scan
                     so that those rules do not trigger erroneously.
                  

                  
               

               
            

            
         
      

   
      
         
            
            Correlation rule building mechanics

            
            
            
               
               
                  
                  Correlation rule building mechanics is a process that

                  
                  
                     
                     	
                        
                        uses three parts for most conditions: a category, an operator, and a value,
                        

                        
                     

                     
                     	
                        
                        allows categories to depend on whether you are building correlation rule triggers, host profile qualifications, connection
                           trackers, or user qualifications, and
                        

                        
                     

                     
                     	
                        
                        requires linking multiple conditions with AND or OR operators.
                        

                        
                     

                     
                  

                  
               
               
               
                  Correlation rule condition components

                  
                  
                  The categories you can choose depend on whether you are building correlation rule triggers, a host profile qualification,
                     a connection tracker, OR a user qualification. Within correlation rule triggers, the categories further depend on the base
                     event type for the rule. Some conditions may contain several categories, each of which may have their own operators AND values.
                  

                  
                  A condition's available operators depend on the category.

                  
                  The syntax you can use to specify a condition's value depends on the category AND operator. Sometimes you type the value in
                     a text field. Other times, you can choose a value (OR multiple values) from a drop-down list.
                  

                  
                  When your construct includes more than one condition, you must link them with an AND OR an OR operator. Conditions on the same level are evaluated together:
                  

                  
                  
                     
                     	
                        
                        The AND operator requires that all conditions on the level it controls must be met.
                        

                        
                     

                     
                     	
                        
                        The OR operator requires that at least one of the conditions on the level it controls must be met.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              Evaluating complex correlation rules that trigger on frequently occurring events can degrade system performance. For example,
                                 a multicondition rule that the system must evaluate against every logged connection can cause resource overload.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Simple correlation rule example

                  
                  
                  
                  For example, if you want to generate a correlation event every time a new host is detected, you can create a simple rule with
                     no conditions.
                  

                  
                  
                     
                     
                        
                        
                        [image: The image illustrates a simple correlation rule example, highlighting the components and relationships involved in the rule-building process.]
                        
                     

                  
                  
                  If you want to further constrain the rule AND generate an event only if that new host was detected on the 10.4.x.x network,
                     you can add a single condition.
                  

                  
                  
                     
                     
                        
                        
                        [image: The diagram illustrates the mechanics of building correlation rules, highlighting the key components and their interactions within the system. It provides a visual representation of the process flow and decision points involved in rule creation.]
                        
                     

                  
                  
                  This rule, which detects SSH activity on a nonstandard port on the 10.4.x.x network AND the 192.168.x.x network, has four
                     conditions, with the bottom two constituting a complex condition.
                  

                  
                  
                     
                     
                        
                        
                        [image: The diagram illustrates the mechanics of building correlation rules, highlighting the key components and their interactions within the rule creation process. It provides a visual representation of the workflow involved in defining and implementing correlation rules effectively.]
                        
                     

                  
                  
                  
                     Rule evaluation
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Where...

                              
                           
                           
                           	
                              
                              Is the condition that states...

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              A 

                              
                           
                           
                           	
                              
                              Application Protocol is SSH

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              B 

                              
                           
                           
                           	
                              
                              Application Port is not 22

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              C 

                              
                           
                           
                           	
                              
                              IP Address is in 10.0.0.0/8

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              D 

                              
                           
                           
                           	
                              
                              IP Address is in 196.168.0.0/16

                              
                           
                           
                        

                        
                     
                  

                  
                  Logically, the rule is evaluated as follows:

                  (A and B and (C or D))

                  
               
            

            
            
            
               
                  	Add AND link conditions in correlation rules

                  	Use multiple values in correlation rule conditions

               

            
            
         
      

   
      
         
            Chapter 40.  Traffic profiling
            

            
            
               The following topics describe how to configure traffic profiles:

            

            
            
               
                  	Introduction to traffic profiles

                  	Requirements and prerequisites for traffic profiles

                  	Manage traffic profiles

                  	Configure traffic profiles

               

            
            
         
      

   
      
         
            	
            Introduction to traffic profiles

            	
            	
            	
            
               		
               
                  			
                  A traffic profile is a graph of network traffic based on connection data collected over a profiling time window (PTW). This measurement presumably
                     represents normal network traffic. After the learning period, evaluate new network traffic against your profile to detect
                     abnormalities.
                  

                  		
               
               		
               
                  Traffic profile configuration

                  			
                  			
                  The default PTW is one week, but you can change it to be as short as an hour or as long as several weeks. By default, traffic
                     profiles generate statistics on connection events generated by the system over five-minute intervals. However, you can increase
                     this sampling rate to as long as an hour.
                  

                  			
                  
                     
                        	
                           Tip

                        
                        	
                           
                              				
                              It is recommended that the PTW include at least 100 data points. Configure your PTW and sampling rate so that your traffic
                                 profiles contain enough data to be statistically meaningful.
                              

                              			
                           

                        
                     

                  

                  			
                  This graphic shows a traffic profile with a PTW of one day and a sampling rate of five minutes. 

                  			
                  [image: Screenshot of a traffic profile with a PTW of one day and sampling rate of five minutes]
                     			
                  

                  			
                  You can also set up inactive periods in traffic profile. Traffic profiles collect data during inactive periods, but they do
                     not use this data when calculating profile statistics. Traffic profile graphs plotted over time show inactive periods as a
                     shaded region.
                  

                  			
                  For example, in some network infrastructures, all workstations are backed up at midnight every night. The backup takes about
                     30 minutes and causes a spike in network traffic. You could configure a recurring inactive period for your traffic profile
                     to coincide with the scheduled backups. 
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                               The system uses end-of-connection data to create connection graphs and traffic profiles. To use traffic profiles, make sure
                                 you log end-of-connection events to the Firewall Management
                                       											Center database. 
                              

                              			
                           

                        
                     

                  

                  		
               
               		
               
                  Implementing traffic profiles

                  			
                  			
                  When you activate a traffic profile, the system collects and evaluates connection data for the learning period (PTW) you configured.
                     After the learning period, the system evaluates correlation rules written against the traffic profile. 
                  

                  			
                  For example, you could write a rule that triggers if the amount of data traversing your network (measured in packets, KBytes,
                     or number of connections) suddenly spikes to three standard deviations above the mean amount of traffic, which could indicate
                     an attack or other security policy violation. Then, you could include that rule in a correlation policy to alert you of the
                     traffic spike or to perform a remediation in response. 
                  

                  		
               
               		
               
                  Targeting traffic profiles

                  			
                  			
                  Profile conditions and host profile qualifications constrain traffic profiles. 
                  

                  			
                  Using profile conditions, you can profile all network traffic, or you can restrict the traffic profile to monitoring a domain,
                     subnets within or across domains, or individual hosts. In a multidomain deployment: 
                  

                  			
                  
                     				
                     	
                        					
                        Leaf-domain administrators can profile network traffic within their leaf domains. 

                        				
                     

                     				
                     	
                        					
                        Higher-level domain administrators can profile traffic within or across domains. 

                        				
                     

                     			
                  

                  			
                  Profile conditions can also constrain traffic profiles based on connection data. For example, you could set the profile conditions
                     so that the traffic profile only profile includes only sessions using a specific port, protocol, or application. 
                  

                  			
                  Finally, you can also constrain traffic profiles using information about the tracked hosts. This constraint is called a host profile qualification. For example, you could collect connection data only for hosts with high criticality. 
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              
                                 					
                                 	
                                    						
                                    Constraining a traffic profile to a higher-level domain aggregates and profiles the same type of traffic in each of the descendant leaf domains. The system builds a separate network map for each leaf domain. In a multidomain deployment,
                                       profiling traffic across domains can have unexpected results. 
                                    

                                    					
                                 

                                 					
                                 	
                                    						
                                    The traffic profiling graph displays traffic segment data generated based on configured constraints and intervals. These traffic
                                       segments may be purged according to the database retention policies. As a result, the traffic profiling graph may display
                                       mismatching data against the metrics that are calculated from history of data stored.
                                    

                                    					
                                 

                                 				
                              

                              			
                           

                        
                     

                  

                  		
               
               	
            

            
            
            
               
                  	Traffic profile conditions

               

               Related Concepts
Correlation policies and rules

               

            
            
         
      

   
      
         
            	
            Traffic profile conditions

            	
            	
            
               		
               
                  			
                  You can create simple traffic profile conditions and host profile qualifications. You can also create more elaborate constructs
                     by combining and nesting conditions. 
                  

                  		
               
               		
               
                  Condition structure and components

                  			
                  			
                  Conditions have three parts: a category, an operator, and a value:

                  			
                  
                     				
                     	
                        					
                        The available categories depend on whether you are building traffic profile conditions or a host profile qualification.

                        				
                     

                     				
                     	
                        					
                        The operators available for use depend on your category that you have chosen. 

                        				
                     

                     				
                     	
                        					
                        The syntax that is used to specify a condition’s value depends on the category and operator. In some cases, you must enter
                           the value in a text field. In other cases, you can select one or more values from a drop-down list. 
                        

                        				
                     

                     			
                  

                  			
                  For a host profile qualification, you must also specify whether you are constraining the traffic profile using information
                     data about the initiating OR responding hosts.
                  

                  			
                  When your construct includes more than one condition, you must link them with an AND OR an OR operator. Conditions on the same level are evaluated together:
                  

                  			
                  
                     				
                     	
                        					
                        The AND operator requires that all conditions on the level it controls must be met.
                        

                        				
                     

                     				
                     	
                        					
                        The OR operator requires that at least one of the conditions on the level it controls must be met.
                        

                        				
                     

                     			
                  

                  		
               
               		
               
                  Unconstrained traffic profile

                  			
                  			
                  If you want to create a traffic profile that collects data for your entire monitored network segment, you can create a very
                     simple profile with no conditions, as shown in this graphic.
                  

                  			
                  
                     				[image: The traffic profile conditions illustrate the differences between unconstrained and simple traffic profiles, highlighting their impact on network performance.]

                  		
               

               		
               
                  Simple traffic profile

                  			
                  			
                  If you wanted to constrain the profile and collect data only for a subnet, you can add a single condition, as shown in the
                     following graphic. 
                  

                  			
                  
                     				[image: The image illustrates the differences between simple and complex traffic profiles, highlighting key conditions and characteristics relevant to traffic analysis.]

                  		
               

               		
               
                  Complex traffic profile

                  			
                  			
                  This traffic profile contains two conditions linked by AND. This means that the traffic profile collects connection data only if both conditions are true. In this example, it collects
                     HTTP connections for all hosts with IP addresses in a specific subnet.
                  

                  			
                  
                     				[image: The traffic profile conditions illustrate the various parameters and thresholds used to analyze network performance and behavior. This diagram highlights key metrics such as bandwidth usage, latency, and packet loss rates.]

                  			
                  In contrast, this traffic profile, which collects connection data for HTTP activity in either of two subnets, has three conditions,
                     with the last constituting a complex condition.
                  

                  			
                  
                     				[image: The traffic profile conditions illustrate the various parameters affecting network performance, including bandwidth usage, latency, and packet loss metrics. This diagram helps in understanding how these factors interact to influence overall traffic flow.]

                  		
               

               		
               
                  			
                  Logically, the above traffic profile is evaluated as:
(A and (B or C))



                  			
                  
                     
                     
                        
                        
                     
                     
                        						
                        
                           							
                           	
                              								
                              Where...

                              							
                           
                           							
                           	
                              								
                              Is the condition that states...

                              							
                           
                           						
                        

                        					
                     
                     
                        						
                        
                           							
                           	
                              								
                              A

                              							
                           
                           							
                           	
                              								
                              Application Protocol Name is HTTP

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              B

                              							
                           
                           							
                           	
                              								
                              IP Address is in 10.4.0.0/16

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              C

                              							
                           
                           							
                           	
                              								
                              IP Address is in 192.168.0.0/16

                              							
                           
                           						
                        

                        					
                     
                  

                  		
               
               	
            

            
         
      

   
      
         
            
            Chapter 41.  Remediations
            

            
            
            
            
               
                  	Requirements and prerequisites for remediations

                  	Introduction to remediations

                  	Manage remediation modules

                  	Manage remediation instances

                  	Manage instances for a single remediation module

               

            
            
         
      

   
      
         
            	
            Introduction to remediations

            	
            	
            
               		
               
                  			
                  A remediation is a program that

                  			
                  
                     				
                     	
                        					
                        launches in response to a correlation policy violation,

                        				
                     

                     				
                     	
                        					
                        generates a remediation status event when it runs, and

                        				
                     

                     				
                     	
                        					
                        includes details such as the remediation name, the correlation policy and rule that triggered it, and the exit status message.

                        				
                     

                     			
                  

                  		
               
               		
               
                  Supported remediation modules

                  			
                  			
                  The system supports several remediation modules:

                  			
                  
                     				
                     	
                        					
                        Cisco ISE Adaptive Network Control (ANC): Applies or clears ANC policies configured in Cisco ISE when a correlation policy violation occurs.
                        

                        				
                     

                     				
                     	
                        					
                        Cisco IOS Null Route: Blocks traffic sent to a host or network involved in a correlation policy violation (requires Cisco IOS Version 12.0 or
                           higher).
                        

                        				
                     

                     				
                     	
                        					
                        Nmap Scanning: Scans hosts to determine the operating systems and servers running on them.
                        

                        				
                     

                     				
                     	
                        					
                        Set Attribute Value: Sets a host attribute on a host involved in a correlation policy violation.
                        

                        				
                     

                     			
                  

                  			
                  
                     
                        	
                           Tip

                        
                        	
                           
                              				
                              You can install custom modules to perform additional tasks. Refer to Firepower System Remediation API
                                          											Guide. 
                              

                              			
                           

                        
                     

                  

                  		
               
               		
               
                  Implementing remediations

                  			
                  			
                  To implement a remediation:

                  			
                  
                     				
                     	
                        					
                        Create at least one instance for the remediation module you choose. Multiple instances can be created per module, each with
                           unique configurations. For example, configure multiple instances of the Cisco IOS Null Route module to communicate with different
                           routers.
                        

                        				
                     

                     				
                     	
                        					
                        Add multiple remediations to each instance to specify the actions to be performed when a policy is violated.

                        				
                     

                     				
                     	
                        					
                        Associate remediations with rules in correlation policies so that the system launches the appropriate remediation in response
                           to a violation.
                        

                        				
                     

                     			
                  

                  		
               
               		
               
                  Remediations and multitenancy

                  			
                  			
                  In a multidomain deployment, you can install custom remediation modules at any domain level. The system-provided modules belong
                     to the Global domain.
                  

                  			
                  Though you cannot add a remediation to an instance created in an ancestor domain, you can create a similarly configured instance
                     in the current domain and add remediations to that instance. You can also use remediations created in ancestor domains as
                     correlation responses.
                  

                  		
               
               	
            

            
            
            
               
                  	Cisco ISE EPS remediations

                  	Cisco IOS null route remediations

                  	Nmap scan remediations

                  	Set attribute value remediations

               

               Related Concepts
Configuring external alerts with alert responses

                  Nmap scanning

               

               Related Tasks
Add responses to rules and allow lists

               

            
            
         
      

   
      
         
            	
            Cisco ISE EPS remediations

            	
            	
            
               		
               
                  			
                  If you have Endpoint Protection Service (EPS) enabled and configured in your ISE deployment, you can configure your Firewall Management
                           											Center to launch remediations using ISE. When fully configured, ISE EPS remediations run the following Mitigation Actions on the
                     source or destination host involved in a correlation policy violation:
                  

                  		
               
               		
               
                  			
                  
                     				
                     	
                        					
                        quarantine—Limits or denies an endpoint's access the network.
                        

                        				
                     

                     				
                     	
                        					
                        unquarantine—Reverses an endpoint's quarantine status and allows full access to the network.
                        

                        				
                     

                     				
                     	
                        					
                        shutdown—Deactivates an endpoint's network attached system (NAS) port to disconnect it from the network.
                        

                        				
                     

                     			
                  

                  			
                  Exempt specific IP addresses from ISE EPS remediation if needed.

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              Your ISE version and configuration impact how you can use ISE. For example, you cannot use ISE-PIC to perform ISE EPS remediations. For more information, see the User Control with ISE/ISE-PIC chapter in the Cisco Secure Firewall Management
                                             												Center Device Configuration
                                             									Guide.
                              

                              			
                           

                        
                     

                  

                  			
                  For more information about ISE EPS actions, see the Cisco Identity Services Engine User Guide.
                  

                  		
               
               	
            

            
            
            
               
                  	Configure ISE EPS remediations

               

            
            
         
      

   
      
         
            	
            Cisco IOS null route remediations

            	
            	
            
               		
               
                  			
                  The Cisco IOS Null Route remediation module allows you to block an IP address or range of addresses using Cisco’s “null route”
                     command. This drops all traffic sent to a host or network by routing it to the router’s NULL interface. This does not block
                     traffic sent from the violating host or network.
                  

                  		
               
               		
               
                  Important considerations

                  			
                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              Do not use a destination-based remediation as a response to a correlation rule that is based on a discovery or host input
                                 event. These events are associated with source hosts.
                              

                              			
                           

                        
                     

                  

                  			
                  
                     
                        	
                           Caution

                        
                        	
                           
                              				
                              When a Cisco IOS remediation is activated, there is no timeout period. To unblock the IP address or network, you must manually
                                 clear the routing change from the router.
                              

                              			
                           

                        
                     

                  

                  		
               
               	
            

            
            
            
               
                  	Configure remediations for Cisco IOS routers

               

            
            
         
      

   
      
         
            	
            Nmap scan remediations

            	
            	
            
               		
               
                  			
                  An Nmap scan remediation is a security response system that integrates with Nmap™, an open source active scanner for network
                     exploration and security auditing, to trigger network scans when correlation policy violations occur.
                  

                  		
               
               		
               
                  Additional information

                  			
                  			
                  For more information about Nmap scanning, see Nmap scanning.
                  

                  		
               
               	
            

            
         
      

   
      
         
            	
            Set attribute value remediations

            	
            	
            
               		
               
                  			
                  The attribute value remediation is a response mechanism that sets a host attribute value on the host where a triggering event
                     occurred when responding to a correlation policy violation.
                  

                  		
               
               		
               
                  Text host attributes

                  			
                  			
                  For text host attributes, you can use the description from the event as the attribute value.

                  		
               
               	
            

            
            
            
               
                  	Configure set attribute remediations

               

            
            
         
      

   
      
         
            
            Part X. Reference
            

            
            
            

            
            
            
               
                  	Secure Firewall Management Center command line reference

                  	Security, Internet Access, and Communication Ports

               

            
            
         
      

   
      
         
            
            Chapter 42. Secure Firewall Management
                     											Center command line reference
            

            
            
            
            
               
               This reference explains the command line interface (CLI) for the Secure Firewall Management
                        											Center.
               

               
               
                  
                     	
                        Note

                     
                     	
                        For Secure Firewall Threat Defense, see the Cisco Secure Firewall Threat
                                    												Defense Command Reference.
                        

                     
                  

               

               
            

            
            
            
               
                  	About the Secure Firewall Management Center CLI

                  	Secure Firewall Management Center CLI management commands

                  	Secure Firewall Management Center CLI show commands

                  	Secure Firewall Management Center CLI configuration commands

                  	Secure Firewall Management Center CLI system commands

                  	History for the Secure Firewall Management Center CLI

               

            
            
         
      

   
      
         
            
            About the Secure Firewall Management
                     											Center CLI
            

            
            
            
               
               
               
                  
                  The Secure Firewall Management
                           											Center CLI provides access to view and troubleshoot your Secure Firewall Management
                           											Center.
                  

                  
               
               
               
                  
                  
                  
                  
                  When you use SSH to log into the Firewall Management
                           											Center, you access the CLI. You can then access the Linux shell using the expert  command, but this is strongly discouraged.
                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              We strongly recommend that you do not access the Linux shell unless directed by Cisco TAC or explicit instructions in the
                                 Secure Firewall user documentation.
                              

                              
                           

                        
                     

                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              Users with Linux shell access can obtain root privileges, which can present a security risk. For system security reasons,
                                 we strongly recommend:
                              

                              
                              
                                 
                                 	
                                    
                                    If you establish external authentication, make sure that you restrict the list of users with Linux shell access appropriately.

                                    
                                 

                                 
                                 	
                                    
                                    Do not establish Linux shell users in addition to the pre-defined admin  user.
                                    

                                    
                                 

                                 
                              

                              
                           

                        
                     

                  

                  
                  You can use the commands described in this appendix to view and troubleshoot your Secure Firewall Management
                           											Center. You can also perform limited configuration operations.
                  

                  
               
               
            

            
            
            
               
                  	Firewall Management Center CLI modes

               

            
            
         
      

   
      
         
            
            Firewall Management
                     											Center CLI modes
            

            
            
            
               
               
               
                  
                  The CLI encompasses four modes. The default mode, CLI Management, includes commands for navigating within the CLI itself.
                     The remaining modes contain commands addressing three different areas of Firewall Management
                           											Center functionality; the commands within these modes begin with the mode name: system, show, or configure.
                  

                  
               
               
               
                  
                  When you enter a mode, the CLI prompt changes to reflect the current mode. For example, to display version information about
                     system components, you can enter the full command at the standard CLI prompt:
                  

                  
                  > show version

                  
                  If you have previously entered show  mode, you can enter the command without the show  keyword at the show mode CLI prompt:
                  

                  
                  show> version

                  
               

               
            

            
         
      

   
      
         
            
            Secure Firewall Management
                     											Center CLI management commands 
            

            
            
            
               
               
                  
                  The CLI management commands provide the ability to interact with the CLI. These commands do not affect the operation of the
                     device. 
                  

                  
               
               
               
                  exit command

                  
                  
                  This command moves the CLI context up to the next highest CLI context level. Issuing this command from the default mode logs
                     the user out of the current CLI session.
                  

                  
                  Syntax: exit

                  
                  Example:system> exit
>


                  
               
               
               
                  expert command

                  
                  
                  This command invokes the Linux shell.

                  
                  Syntax: expert

                  
                  Example:
                  

                  
                  > expert

                  
               
               
               
                  ? (question mark) command

                  
                  
                  This command displays context-sensitive help for CLI commands and parameters. Use the question mark (?) command in these ways:
                  

                  
                  
                     
                     	
                        
                        To display help for the commands that are available within the current CLI context, enter a question mark (?) at the command prompt.
                        

                        
                     

                     
                     	
                        
                        To display a list of the available commands that start with a particular character set, enter the abbreviated command immediately
                           followed by a question mark (?).
                        

                        
                     

                     
                     	
                        
                        To display help for a command’s legal arguments, enter a question mark (?) in place of an argument at the command prompt.
                        

                        
                     

                     
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The question mark (?) is not echoed back to the console.
                              

                              
                           

                        
                     

                  

                  
                  Syntax:?
abbreviated_command ?
command [arguments] ?


                  
                  Example: > ?

                  
               
               
            

            
         
      

   
      
         
            
            Secure Firewall Management
                     											Center CLI show commands
            

            
            
            
            
               
               
                  
                  Show commands provide information about the state of the appliance. These commands do not change the operational mode of the
                     appliance and running them has minimal impact on system operation. 
                  

                  
               
               
               
               
                  version command

                  
                  
                  Displays the product version and build, the UUID, and other information. 

                  
                  Syntax: 
show version 


                  
                  Example:
                  

                  
> show version
-------------------[ fmc-austin ]-------------------
Model                     : Cisco Secure Firewall Management Center for VMware (66) Version 7.6.0 (Build 1385)
UUID                      : a904b8b2-ca9a-11ee-a583-5e804c16b2fd
Rules update version      : 2024-05-13-001-vrt
LSP version               : lsp-rel-20240513-1955
VDB version               : 380
----------------------------------------------------


                  
               
            

            
         
      

   
      
         
            
            Secure Firewall Management
                     											Center CLI configuration commands
            

            
            
            
            
               
               
                  
                  The configuration commands enable the user to configure and manage the system. These commands affect system operation.

                  
               
               
               
                  password command

                  
                  
                  Allows the current CLI user to change their password.

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              For system security reasons, we strongly recommend that you do not establish Linux shell users in addition to the pre-defined
                                 admin on any appliance.
                              

                              
                           

                        
                     

                  

                  
                  After issuing the command, the CLI prompts the user for their current (or old) password, then prompts the user to enter the
                     new password twice.
                  

                  
                  Syntax:
configure password



                  
                  Example:
> configure password
Changing password for admin.
(current) UNIX password: 
New UNIX password:
Retype new UNIX password:
passwd: password updated successfully



                  
               
               
            

            
         
      

   
      
         
            
            Secure Firewall Management
                     											Center CLI system commands
            

            
            
            
            
               
               
                  
                  The system commands enable the user to manage system-wide files and access control settings. 

                  
               
               
               Following sections describes the Secure Firewall Management
                        											Center CLI system commands:
               
               
               
                  generate-troubleshoot command

                  
                  
                  Generates troubleshooting data for analysis by Cisco.

                  
                  Syntax:
                  

                  
                  system generate-troubleshoot option1 optionN

                  
                  Where options are one or more of the following, space-separated:

                  
                  
                     
                     	
                        
                        SYS: System Configuration, Policy, and Logs
                        

                        
                     

                     
                     	
                        
                        PER: Hardware Performance and Logs
                        

                        
                     

                     
                     	
                        
                        NET: Interface and Network Related Data
                        

                        
                     

                     
                     	
                        
                        UPG: Upgrade Data and Logs
                        

                        
                     

                     
                  

                  
                  
                     
                     	
                        
                        SNT: Snort Performance and Configuration
                        

                        
                     

                     
                     	
                        
                        DES: Detection Configuration, Policy, and Logs
                        

                        
                     

                     
                     	
                        
                        VDB: Discover, Awareness, VDB Data, and Logs
                        

                        
                     

                     
                  

                  
                  
                     
                     	
                        
                        DBO: All Database Data
                        

                        
                     

                     
                     	
                        
                        LOG: All Log Data
                        

                        
                     

                     
                     	
                        
                        NMP: Network Map Information
                        

                        
                     

                     
                  

                  
                  
                     
                     	
                        
                        ALL: Run all of the following options.
                        

                        
                     

                     
                  

                  
                  Example:
                  

                  
                  
                     > system generate-troubleshoot VDB NMP
starting /usr/local/sf/bin/sf_troubleshoot.pl…
Please, be patient. This may take several minutes.
The troubleshoot options codes specified are VDB,NMP.
Getting filenames from [usr/local/sf/etc/db_updates/index]
Getting filenames from [usr/local/sf/etc/db_updates/base-6.2.3]
Troubleshooting information successfully created at /var/common/results-06-14-2018—222027.tar.gz

                     

                  
               
               
               
                  lockdown command

                  Removes the expert command and access to the Linux shell on the device.
                  

                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              This command is irreversible without a hotfix from Support. Use with care.

                              
                           

                        
                     

                  

                  Syntax: system lockdown

                  Example:
                  
> system lockdown
               
               
                  reboot command

                  
                  
                  Reboots the appliance.

                  
                  Syntax: system reboot

                  
                  Example:
                  

                  
                  > system reboot

                  
               
               
               
                  restart command

                  
                  
                  Restarts the appliance application.

                  
                  Syntax: system restart

                  
                  Example:
                  

                  
                  > system restart

                  
               
               
               
                  show max-logins command

                  
                  
                  Displays the maximum number of parallel logins for one user.

                  
                  Syntax: show max-logins

                  
                  Command default: The default value for the number of parallel/concurrent sessions for a single user is zero.
                  

                  
                  Example:
                  

                  
                  > show max-logins

                  
               
               
               
                  configure max-logins command

                  
                  
                  Configures the maximum number of parallel logins for one user.

                  
                  Syntax: configure max-logins

                  
                  Example:
> configure max-logins [0-1024]



                  
               
               
               
                  shutdown command

                  
                  
                  
                  Shuts down the appliance. 

                  
                  Syntax: system shutdown

                  
                  Example: 
> system shutdown



                  
               
               
            

            
            
            
               
                  	Secure-erase command

               

            
            
         
      

   
      
         
            Chapter 43. Security, Internet
               	 Access, and Communication Ports
            

            
               
                  			
                  			
                  The following topics provide information on system security, internet access, and communication ports: 

                  		
               
            

            
            
               
                  	Security and Hardening

                  	Communication Ports

                  	Internet Resources Accessed

               

            
            
         
      

   
      
         
            Security and Hardening

            
            
            
               
               
               
                  
                  
                  To safeguard the Firewall Management
                           											Center, you should install it on a protected internal network. Although the Firewall Management
                           											Center is configured to have only the necessary services and ports available, you must
                     make sure that attacks cannot reach it (or any managed devices) from outside the
                     firewall. 
                  

                  
                  If the Firewall Management
                           											Center and its managed devices reside on the same network, you can connect the
                     management interfaces on the devices to the same protected internal network as the
                     Firewall Management
                           											Center. This allows you to securely control the devices from the Firewall Management
                           											Center. You can also configure multiple management interfaces to allow the Firewall Management
                           											Center to manage and isolate traffic from devices on other networks. 
                  

                  
                  Regardless of how you deploy your appliances, inter-appliance communication is encrypted. However, you must still take steps
                     to ensure that communications between appliances cannot be interrupted, blocked, or tampered with; for example, with a distributed
                     denial of service (DDoS) or adversary-in-the-middle attack.
                  

                  
               
               
            

         
      

   
      
         
            	
            Communication Ports

            
               		
               
                  			
                  For deployments behind a network barrier—like an edge firewall—make sure you allow traffic on
                     				the required ports. Note that ports not required for essential or default operations
                     				remain closed until needed by a configuration or
                     				feature.
                  

                  		
               
               		
               
                  Ports for
                     				Firewall Management
                           											Center

                  			
                  			
                  The management center uses these ports to communicate.

                  			
                  
                     Inbound Ports for Firewall Management
                                 											Center
                     
                        
                        
                        
                     
                     
                        						
                        
                           							
                           	
                              								
                              Inbound Port

                              							
                           
                           							
                           	
                              								
                              Protocol/Feature

                              							
                           
                           							
                           	
                              								
                              Details

                              							
                           
                           						
                        

                        					
                     
                     
                        						
                        
                           							
                           	
                              								
                              22/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              SSH

                              							
                           
                           							
                           	
                              								
                              Secure remote connections to the
                                 									appliance.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              161/udp

                              								
                              							
                           
                           							
                           	
                              								
                              SNMP

                              							
                           
                           							
                           	
                              								
                              Allow access to MIBs via SNMP polling.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              							
                           
                           							
                           	
                              								
                              HTTPS

                              							
                           
                           							
                           	
                              								
                              Required.

                              								
                              Access the management center web interface.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              							
                           
                           							
                           	
                              								
                              HTTPS

                              							
                           
                           							
                           	
                              								
                              Onboard an on-prem Firewall Management
                                       											Center to Security Cloud Control with Secure Device Connector (on-prem).
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              HTTPS

                              								
                              							
                           
                           							
                           	
                              								
                              Communicate with integrated and third-party products using the
                                 									REST API.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              							
                           
                           							
                           	
                              								
                              HTTPS

                              							
                           
                           							
                           	
                              								
                              Integrate with Secure Endpoint.
                              

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              623/udp

                              							
                           
                           							
                           	
                              								
                              SOL/LOM

                              							
                           
                           							
                           	
                              								
                              Lights-Out Management (LOM) using a Serial Over LAN (SOL)
                                 									connection. 
                              

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              1500/tcp

                              								
                              2000/tcp

                              							
                           
                           							
                           	
                              								
                              Database access

                              							
                           
                           							
                           	
                              								
                              Allow read-only access to the event database by a third-party client. 

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8302/tcp

                              							
                           
                           							
                           	
                              								
                              eStreamer

                              							
                           
                           							
                           	
                              								
                              Communicate with an eStreamer client.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8305/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Appliance communications

                              							
                           
                           							
                           	
                              								
                              Required.

                              								
                              Securely communicate with managed devices. Also initiates connections on this port.

                              								
                              Configurable. If you change this port, you must change it for all appliances in
                                 									the deployment. We recommend you keep the default.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8307/tcp

                              							
                           
                           							
                           	
                              								
                              Host input client

                              							
                           
                           							
                           	
                              								
                              Communicate with a host input client.

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8989/tcp

                              							
                           
                           							
                           	
                              								
                              Cisco Support Diagnostics

                              							
                           
                           							
                           	
                              								
                              Accepts authorized requests and transmits usage information and
                                 									statistics. Also initiates connections on this port.
                              

                              							
                           
                           						
                        

                        					
                     
                  

                  			
                  
                     Outbound Ports for Firewall Management
                                 											Center
                     
                        
                        
                        
                     
                     
                        						
                        
                           							
                           	
                              								
                              Outbound Port

                              							
                           
                           							
                           	
                              								
                              Protocol/Feature

                              							
                           
                           							
                           	
                              								
                              Details

                              							
                           
                           						
                        

                        					
                     
                     
                        						
                        
                           							
                           	
                              								
                              7/udp

                              								
                              514/udp

                              								
                              6514/tcp

                              							
                           
                           							
                           	
                              								
                              Syslog (audit logging)

                              							
                           
                           							
                           	
                              								
                              Verify connectivity with the syslog server when configuring audit
                                 									logging (7/udp).
                              

                              								
                              Send audit logs to a remote syslog server, when TLS is not
                                 									configured (514/udp).
                              

                              								
                              Send audit logs to a remote syslog server, when TLS is configured
                                 									(6514/tcp). 
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              25/tcp

                              							
                           
                           							
                           	
                              								
                              SMTP

                              							
                           
                           							
                           	
                              								
                              Send email notices and alerts.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              53/tcp

                              								
                              53/udp

                              								
                              							
                           
                           							
                           	
                              								
                              DNS

                              							
                           
                           							
                           	
                              								
                              Required.

                              								
                              DNS

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              67/udp

                              								
                              68/udp

                              								
                              							
                           
                           							
                           	
                              								
                              DHCP

                              							
                           
                           							
                           	
                              								
                              DHCP

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              80/tcp

                              							
                           
                           							
                           	
                              								
                              HTTP

                              							
                           
                           							
                           	
                              								
                              Send and receive data from the internet. See Internet Resources Accessed.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              80/tcp

                              							
                           
                           							
                           	
                              								
                              HTTP

                              							
                           
                           							
                           	
                              								
                              Download custom Security Intelligence feeds over HTTP.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              80/tcp

                              							
                           
                           							
                           	
                              								
                              HTTP

                              							
                           
                           							
                           	
                              								
                              Download or query URL category and reputation data. This feature
                                 									also uses 443/tcp.
                              

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              80/tcp

                              							
                           
                           							
                           	
                              								
                              HTTP

                              							
                           
                           							
                           	
                              								
                              Display RSS feeds in the dashboard.

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              123/udp

                              							
                           
                           							
                           	
                              								
                              NTP

                              							
                           
                           							
                           	
                              								
                              Synchronize time.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              162/udp

                              							
                           
                           							
                           	
                              								
                              SNMP

                              							
                           
                           							
                           	
                              								
                              Send SNMP alerts to a remote trap server.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              389/tcp

                              								
                              636/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              LDAP

                              							
                           
                           							
                           	
                              								
                              Communicate with an LDAP server for external authentication.

                              								
                              Obtain metadata for detected LDAP
                                 									users.
                              

                              								
                              Configurable.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              HTTPS

                              								
                              							
                           
                           							
                           	
                              								
                              Send and receive data from the internet. See Internet Resources Accessed.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              							
                           
                           							
                           	
                              								
                              HTTPS

                              							
                           
                           							
                           	
                              								
                              Communicate with the Secure Malware Analytics
                                       											Cloud (public or private).
                              

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              HTTPS

                              							
                           
                           							
                           	
                              								
                              Integrate with Secure Endpoint. Also accepts connections on this port.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              							
                           
                           							
                           	
                              								
                              HTTPS

                              							
                           
                           							
                           	
                              								
                              Onboard an on-prem Firewall Management
                                       											Center to Security Cloud Control with Cisco Security Cloud or Secure Device Connector (cloud).
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              1812/udp

                              								
                              1813/udp

                              								
                              							
                           
                           							
                           	
                              								
                              RADIUS

                              							
                           
                           							
                           	
                              								
                              Communicate with a RADIUS server for external authentication and
                                 									accounting.
                              

                              								
                              Configurable.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              5222/tcp

                              							
                           
                           							
                           	
                              								
                              ISE

                              							
                           
                           							
                           	
                              								
                              Communicate with an ISE identity source.

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8305/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Appliance communications

                              							
                           
                           							
                           	
                              								
                              Required.

                              								
                              Securely communicate with managed devices. Also accepts
                                 									connections on this port.
                              

                              								
                              Configurable. If you change this port, you must change it for
                                 										all appliances in the deployment. We recommend you
                                 									keep the default.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8989/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Cisco Support Diagnostics

                              							
                           
                           							
                           	
                              								
                              Accepts authorized requests and transmits usage information and
                                 									statistics. Also accepts connections on this port.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8989/tcp

                              							
                           
                           							
                           	
                              								
                              Cisco Success Network

                              							
                           
                           							
                           	
                              								
                              Transmit usage information and statistics.

                              							
                           
                           						
                        

                        					
                     
                  

                  		
               
               		
               
                  Ports for Managed Devices

                  			
                  			
                  Managed devices use these ports to communicate.

                  			
                  Note that managed devices use ephemeral range of TCP and UDP ports.

                  			
                  
                     Inbound Ports for Managed Devices
                     
                        
                        
                        
                     
                     
                        						
                        
                           							
                           	
                              								
                              Inbound Port

                              							
                           
                           							
                           	
                              								
                              Protocol/Feature

                              							
                           
                           							
                           	
                              								
                              Details

                              							
                           
                           						
                        

                        					
                     
                     
                        						
                        
                           							
                           	
                              								
                              22/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              SSH

                              							
                           
                           							
                           	
                              								
                              Secure remote connections to the
                                 									appliance.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              161/udp

                              								
                              							
                           
                           							
                           	
                              								
                              SNMP

                              							
                           
                           							
                           	
                              								
                              Allow access to MIBs via SNMP polling.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              HTTPS

                              								
                              							
                           
                           							
                           	
                              								
                              Communicate with integrated and third-party products using the
                                 									REST API.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Remote access VPN (SSL/IPSec)

                              							
                           
                           							
                           	
                              								
                              Allow secure VPN connections to your network from remote
                                 									users.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              500/udp

                              								
                              4500/udp

                              								
                              							
                           
                           							
                           	
                              								
                              Remote access VPN (IKEv2)

                              							
                           
                           							
                           	
                              								
                              Allow secure VPN connections to your network from remote
                                 									users.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              885/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Captive portal

                              							
                           
                           							
                           	
                              								
                              Communicate with a captive portal identity source.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8305/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Appliance communications

                              							
                           
                           							
                           	
                              								
                              Required.

                              								
                              Securely communicate with the Firewall Management
                                       											Center. Also initiates connections on this port.
                              

                              								
                              Configurable. If you change this port, you must change it for
                                 										all appliances in the deployment. We recommend you
                                 									keep the default.
                              

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8989/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Cisco Support Diagnostics

                              							
                           
                           							
                           	
                              								
                              Accepts authorized requests. Also initiates connections on this port.

                              							
                           
                           						
                        

                        					
                     
                  

                  			
                  
                     Outbound Ports for Managed Devices
                     
                        
                        
                        
                     
                     
                        						
                        
                           							
                           	
                              								
                              Outbound Port

                              							
                           
                           							
                           	
                              								
                              Protocol/Feature

                              							
                           
                           							
                           	
                              								
                              Details

                              							
                           
                           						
                        

                        					
                     
                     
                        						
                        
                           							
                           	
                              								
                              53/tcp

                              								
                              53/udp

                              								
                              							
                           
                           							
                           	
                              								
                              DNS

                              							
                           
                           							
                           	
                              								
                              DNS

                              								
                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              67/udp

                              								
                              68/udp

                              								
                              							
                           
                           							
                           	
                              								
                              DHCP

                              							
                           
                           							
                           	
                              								
                              DHCP

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              123/udp

                              								
                              							
                           
                           							
                           	
                              								
                              NTP

                              							
                           
                           							
                           	
                              								
                              Synchronize time.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              162/udp

                              								
                              							
                           
                           							
                           	
                              								
                              SNMP

                              							
                           
                           							
                           	
                              								
                              Send SNMP alerts to a remote trap server.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              1812/udp

                              								
                              1813/udp

                              								
                              							
                           
                           							
                           	
                              								
                              RADIUS

                              							
                           
                           							
                           	
                              								
                              Communicate with a RADIUS server for external authentication and
                                 									accounting.
                              

                              								
                              Configurable.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              389/tcp

                              								
                              636/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              LDAP

                              							
                           
                           							
                           	
                              								
                              Communicate with an LDAP server for external authentication.

                              								
                              Configurable.

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              443/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              HTTPS

                              								
                              							
                           
                           							
                           	
                              								
                              Send and receive data from the internet; see Internet Resources Accessed.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              514/udp

                              								
                              							
                           
                           							
                           	
                              								
                              Syslog (audit logging)

                              							
                           
                           							
                           	
                              								
                              Send audit logs to a remote syslog server, when TLS is not
                                 									configured.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8305/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Appliance communications

                              							
                           
                           							
                           	
                              								
                              Required.

                              								
                              Securely communicate with the Firewall Management
                                       											Center. Also accepts connections on this port.
                              

                              								
                              Configurable. If you change this port, you must change it for all appliances in
                                 									the deployment. We recommend you keep the default.
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8514/udp

                              								
                              							
                           
                           							
                           	
                              								
                              Secure Network
                                    										Analytics Manager

                              							
                           
                           							
                           	
                              								
                              Send syslog messages to Secure Network
                                    									Analytics using Security
                                    										Analytics and Logging (On Premises).
                              

                              							
                           
                           						
                        

                        						
                        
                           							
                           	
                              								
                              8989/tcp

                              								
                              							
                           
                           							
                           	
                              								
                              Cisco Support Diagnostics

                              							
                           
                           							
                           	
                              								
                              Transmits usage information and statistics. Also accepts connections on this port.

                              							
                           
                           						
                        

                        					
                     
                  

                  		
               
            

         
      

   
      
         
            
            
            Internet Resources Accessed

            
            
            
               
               
               In addition to the system accessing the internet, your browser may contact Amplitude
                  (amplitude.com) web analytics servers to provide non-personally-identifiable usage data
                  to Cisco.
               

               
                  Internet Resources Accessed by Firewall Management
                           											Center

                  
                  
                  The Firewall Management
                           											Center connects to the internet on ports 443/tcp (HTTPS) and 80/tcp (HTTP). You can
                     configure a proxy server, except for NTP and whois. For some features, your location
                     determines which resources you access. Some features also require device
                     access.
                  

                  
                  
                  
                     Intelligence
                     
                        
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Feature

                              
                           
                           
                           	
                              
                              Reason

                              
                           
                           
                           	
                              
                              High Availability

                              
                           
                           
                           	
                              
                              Resource

                              
                           
                           
                        

                        
                     
                     
                        
                        
                        
                           
                           	
                              
                              Intrusion rules for Snort 3

                              
                           
                           
                           	
                              
                              Download intrusion rules for Snort 3 (LSP).

                              
                           
                           
                           	
                              
                              Active peer downloads, syncs to standby.

                              
                           
                           
                           	
                              
                              est.sco.cisco.com

                              
                              updates-talos.sco.cisco.com

                              
                              
                              updates.ironport.com

                              
                              Cisco regional cloud: Cisco Security Cloud/Security Services Exchange

                              
                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Intrusion rules for Snort 2

                              
                           
                           
                           	
                              
                              Download intrusion rules for Snort 2 (SRU).

                              
                           
                           
                           	
                              
                              Active peer downloads, syncs to standby.

                              
                           
                           
                           	
                              
                              talosintelligence.com

                              
                              support.sourcefire.com

                              
                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Security intelligence

                              
                           
                           
                           	
                              
                              Download security intelligence feeds.

                              
                           
                           
                           	
                              
                              Active peer downloads, syncs to standby.

                              
                           
                           
                           	
                              
                              
                              intelligence.sourcefire.com

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              URL filtering

                              
                           
                           
                           	
                              
                              Download URL category and reputation data.

                              
                              Manually query (look up) URL category and reputation data.

                              
                              Query for uncategorized URLs. 

                              
                           
                           
                           	
                              
                              Active peer downloads, syncs to standby.

                              
                           
                           
                           	
                              
                              URLs:

                              
                              
                                 
                                 	
                                    
                                    est.sco.cisco.com

                                    
                                 

                                 
                                 
                                 	
                                    
                                    *.talos.cisco.com

                                    
                                 

                                 
                                 	
                                    
                                    updates-talos.sco.cisco.com

                                    
                                 

                                 
                                 	
                                    
                                    updates-dyn-talos.sco.cisco.com

                                    
                                 

                                 
                                 	
                                    
                                    updates.ironport.com

                                    
                                 

                                 
                                 	
                                    
                                    Cisco regional cloud: Cisco Security Cloud/Security Services Exchange

                                    
                                 

                                 
                              

                              
                              IPv4 blocks:

                              
                              
                                 
                                 	
                                    
                                    146.112.62.0/24

                                    
                                 

                                 
                                 	
                                    
                                    146.112.63.0/24

                                    
                                 

                                 
                                 	
                                    
                                    146.112.255.0/24

                                    
                                 

                                 
                                 	
                                    
                                    146.112.59.0/24

                                    
                                 

                                 
                              

                              
                              IPv6 blocks:

                              
                              
                                 
                                 	
                                    
                                    2a04:e4c7:ffff::/48

                                    
                                 

                                 
                                 	
                                    
                                    2a04:e4c7:fffe::/48

                                    
                                 

                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Malware Defense

                              
                           
                           
                           	
                              
                              Secure Malware Analytics
                                       											Cloud lookups.
                              

                              
                           
                           
                           	
                              
                              Both peers perform lookups.

                              
                           
                           
                           	
                              
                              Required Server Addresses for
                                    Proper Cisco Secure Endpoint & Malware Analytics
                                    Operations

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Download signature updates for file preclassification and local
                                 malware analysis.
                              

                              
                              
                           
                           
                           	
                              
                              Active peer downloads, syncs to standby.

                              
                           
                           
                           	
                              
                              updates.vrt.sourcefire.com

                              
                              amp.updates.vrt.sourcefire.com

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Query for dynamic analysis results.

                              
                              
                           
                           
                           	
                              
                              Both peers query for dynamic analysis reports.

                              
                           
                           
                           	
                              
                              fmc.api.threatgrid.com

                              
                              fmc.api.threatgrid.eu

                              
                              fmc.api.threatgrid.ca

                              
                              fmc.api.threatgrid.com.au

                              
                              fmc.api.threatgrid.in

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Secure Endpoint
                                 
                              

                              
                           
                           
                           	
                              
                              Receive malware events detected by Secure Endpoint from the cloud.
                              

                              
                              Display malware events detected by the system in Secure Endpoint.
                              

                              
                              Use centralized file Block and Allow lists created in Secure Endpoint to override dispositions from the cloud.
                              

                              
                           
                           
                           	
                              
                              Both peers receive events.

                              
                              You must also configure the cloud connection on both peers
                                 (configuration is not synced).
                              

                              
                           
                           
                           	
                              
                              Required Server Addresses for
                                    Proper Cisco Secure Endpoint & Malware Analytics
                                    Operations

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Event enrichment

                              
                              
                           
                           
                           	
                              
                              Download Talos taxonomy.

                              
                              Query Talos for event enrichment.

                              
                           
                           
                           	
                              
                              Both peers communicate.

                              
                           
                           
                           	
                              
                              URLs:

                              
                              
                                 
                                 	
                                    
                                    est.sco.cisco.com

                                    
                                 

                                 
                                 	
                                    
                                    *.talos.cisco.com

                                    
                                 

                                 
                                 	
                                    
                                    Cisco regional cloud: Cisco Security Cloud/Security Services Exchange

                                    
                                 

                                 
                              

                              
                              IPv4 blocks:

                              
                              
                                 
                                 	
                                    
                                    146.112.62.0/24

                                    
                                 

                                 
                                 	
                                    
                                    146.112.63.0/24

                                    
                                 

                                 
                                 	
                                    
                                    146.112.255.0/24

                                    
                                 

                                 
                                 	
                                    
                                    146.112.59.0/24

                                    
                                 

                                 
                              

                              
                              IPv6 blocks:

                              
                              
                                 
                                 	
                                    
                                    2a04:e4c7:ffff::/48

                                    
                                 

                                 
                                 	
                                    
                                    2a04:e4c7:fffe::/48

                                    
                                 

                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Vulnerability database

                              
                           
                           
                           	
                              
                              Download VDB updates.

                              
                           
                           
                           	
                              
                              Active peer downloads, syncs to standby.

                              
                           
                           
                           	
                              
                              support.sourcefire.com

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Geolocation database

                              
                           
                           
                           	
                              
                              Download GeoDB updates.

                              
                           
                           
                           	
                              
                              Active peer downloads, syncs to standby.

                              
                           
                           
                           	
                              
                              support.sourcefire.com

                              
                           
                           
                        

                        
                     
                  

                  
                  
                     Integration
                     
                        
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Feature

                              
                           
                           
                           	
                              
                              Reason

                              
                           
                           
                           	
                              
                              High Availability

                              
                           
                           
                           	
                              
                              Resource

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Dynamic Attributes Connector

                              
                              
                           
                           
                           	
                              
                              Get packages from the Amazon Elastic Container
                                    Registry (Amazon ECR).
                              

                              
                           
                           
                           	
                              
                              Each peer downloads its own packages.

                              
                           
                           
                           	
                              
                              public.ecr.aws

                              
                              csdac-cosign.s3.us-west-1. amazonaws.com

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Cisco XDR

                              
                              
                           
                           
                           	
                              
                              Send events to Cisco Security Cloud.
                              

                              
                           
                           
                           	
                              
                              All units send events.

                              
                           
                           
                           	
                              
                              Cisco Secure Firewall Threat
                                    Defense and Cisco XDR Integration Guide

                              
                           
                           
                        

                        
                     
                  

                  
                  
                     Support
                     
                        
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Feature

                              
                           
                           
                           	
                              
                              Reason

                              
                           
                           
                           	
                              
                              High Availability

                              
                           
                           
                           	
                              
                              Resource

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              CA certificate bundles

                              
                              
                           
                           
                           	
                              
                              Queries for new CA certificates at a daily system-defined time.
                                 The local CA bundle contains certificates to access several
                                 Cisco services.
                              

                              
                              
                              
                              
                           
                           
                           	
                              
                              Each peer downloads its own certificates.

                              
                           
                           
                           	
                              
                              cisco.com/security/pki

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Cisco Security Cloud/Security Services Exchange

                              
                              
                           
                           
                           	
                              
                              Cisco Success Network

                              
                              Cisco Support
                                    									Diagnostics

                              
                              Download certificates to communicate
                                 with Talos for threat intelligence updates. See
                                 Prerequisites for Specific License Reservation.
                              

                              
                              
                           
                           
                           	
                              
                              Both peers communicate.

                              
                           
                           
                           	
                              
                              api-sse.cisco.com

                              
                              api.eu.sse.itd.cisco.com

                              
                              api.apj.sse.itd.cisco.com

                              
                              api.au.sse.itd.cisco.com

                              
                              api.in.sse.itd.cisco.com

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Licensing

                              
                              
                           
                           
                           	
                              
                              Communicate with the Cisco Smart Software Manager.
                              

                              
                           
                           
                           	
                              
                              Active peer communicates.

                              
                           
                           
                           	
                              
                              
                              www.cisco.com

                              
                              
                              smartreceiver.cisco.com

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Upgrades

                              
                           
                           
                           	
                              
                              Download product (management center and device/chassis) upgrades.
                              

                              
                              
                           
                           
                           	
                              
                              
                                 
                                 Downloading the Firewall Management
                                          											Center upgrade package on one peer attempts the download on
                                    both. If only one peer has internet access, you
                                    can sync
                                    the package during the upgrade process.
                                 

                                 
                                 Device upgrade packages stored on the Firewall Management
                                          											Center do not sync, but they don't need to.
                                 

                                 
                              

                              
                              
                           
                           
                           	
                              
                              
                              
                              
                              
                                 
                                 
                                 cdo-ftd-images.s3-us-west-2.amazonaws.com

                                 
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Cisco Success Network

                              
                              
                           
                           
                           	
                              
                              Transmit usage information and statistics.

                              
                              
                           
                           
                           	
                              
                              Active peer communicates.

                              
                           
                           
                           	
                              
                              api-sse.cisco.com:8989

                              
                              dex.sse.itd.cisco.com

                              
                              dex.eu.sse.itd.cisco.com

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Cisco Support
                                    									Diagnostics

                              
                              
                           
                           
                           	
                              
                              Accepts authorized requests and transmits usage information and
                                 statistics.
                              

                              
                              
                           
                           
                           	
                              
                              Active peer communicates.

                              
                           
                           
                           	
                              
                              api-sse.cisco.com:8989

                              
                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              RSS feeds

                              
                           
                           
                           	
                              
                              Display the Cisco Threat Research Blog on the dashboard.

                              
                           
                           
                           	
                              
                              Both peers communicate.

                              
                           
                           
                           	
                              
                              blog.talosintelligence.com

                              
                              
                              
                              
                           
                           
                        

                        
                     
                  

                  
                  
                     Administration
                     
                        
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Feature

                              
                           
                           
                           	
                              
                              Reason

                              
                           
                           
                           	
                              
                              High Availability

                              
                           
                           
                           	
                              
                              Resource

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Time synchronization (NTP)

                              
                           
                           
                           	
                              
                              Synchronize time in your deployment.

                              
                              Not supported with a proxy server.

                              
                           
                           
                           	
                              
                              Both peers communicate with the NTP server.

                              
                           
                           
                           	
                              
                              User configured

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Whois

                              
                           
                           
                           	
                              
                              Request whois information for an external host.

                              
                              Not supported with a proxy server.

                              
                           
                           
                           	
                              
                              Any appliance requesting whois information must have internet
                                 access.
                              

                              
                           
                           
                           	
                              
                              The whois client tries to guess the right server to query. If it
                                 cannot guess, it uses:
                              

                              
                              
                                 
                                 	
                                    
                                    NIC handles: whois.networksolutions.com

                                    
                                 

                                 
                                 	
                                    
                                    IPv4 addresses and network names: whois.arin.net

                                    
                                 

                                 
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
               
               
                  Internet Resources Accessed by Managed Devices

                  
                  
                  Managed devices connect to the internet on ports 443/tcp (HTTPS) and 80/tcp (HTTP).
                     You can configure a proxy server, except for NTP. For some features, your location
                     determines which resources you access.
                  

                  
                  
                  
                     Internet Resources Accessed by Managed Devices
                     
                        
                        
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Feature

                              
                           
                           
                           	
                              
                              Reason

                              
                           
                           
                           	
                              
                              High Availability/Clustering

                              
                           
                           
                           	
                              
                              Resource

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              CA certificate bundles

                              
                              
                           
                           
                           	
                              
                              Queries for new CA certificates at a daily system-defined time.
                                 The local CA bundle contains certificates to access several
                                 Cisco services.
                              

                              
                              
                              
                              
                           
                           
                           	
                              
                              Each unit downloads its own certificates.

                              
                           
                           
                           	
                              
                              cisco.com/security/pki

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Malware Defense

                              
                           
                           
                           	
                              
                              Submit files for dynamic analysis.

                              
                           
                           
                           	
                              
                              All units submit files.

                              
                           
                           
                           	
                              
                              fmc.api.threatgrid.com

                              
                              fmc.api.threatgrid.eu

                              
                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Cisco Support
                                    									Diagnostics

                              
                              
                           
                           
                           	
                              
                              Accepts authorized requests and transmits usage information and
                                 statistics.
                              

                              
                              
                           
                           
                           	
                              
                              All units communicate.

                              
                           
                           
                           	
                              
                              api-sse.cisco.com:8989

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Time synchronization

                              
                              
                           
                           
                           	
                              
                              Synchronize time in your deployment.

                              
                              Not supported with a proxy server.

                              
                           
                           
                           	
                              
                              All units communicate with the NTP server.

                              
                           
                           
                           	
                              
                              User configured.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Upgrades

                              
                              
                           
                           
                           	
                              
                              Download upgrades directly to managed devices.

                              
                              Tests the connection once a week.

                              
                              Requires a Version 7.6.1+ Firewall Management
                                       											Center. Devices can be older.
                              

                              
                           
                           
                           	
                              
                              Upgrade packages do not sync. Each unit must get its own from the
                                 internet, the active Firewall Management
                                       											Center, or an internal server.
                              

                              
                           
                           
                           	
                              
                              cdo-ftd-images.s3-us-west-2.amazonaws.com

                              
                           
                           
                        

                        
                     
                  

                  
               
            

         
      

   
      
         
            Full Cisco Trademarks with Software License

            
               
                  
                  THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
                     MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
                     RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
                     WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
                     RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
                     
                  

                  
                  THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
                     ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
                     INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
                     LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
                     
                  

                  
                  The Cisco implementation of TCP header compression is an adaptation of
                     a program developed by the University of California, Berkeley (UCB) as part of
                     UCB's public domain version of the UNIX operating system. All rights reserved.
                     Copyright © 1981, Regents of the University of California.
                     
                  

                  
                  NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL
                     FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
                     THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE,
                     OR TRADE PRACTICE.
                  

                  
                  IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
                     SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
                     LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
                     USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
                     POSSIBILITY OF SUCH DAMAGES. 
                     
                  

                  Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
                     numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
                     for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
                     coincidental.
                  

                  
                  All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version
                     for the latest version.
                     
                  

                  
                  Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

                  
               
               
                  
                  
                  
                   Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its
                     affiliates in the U.S. and other countries. To view a list of Cisco
                     trademarks, go to this URL: https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the
                     property of their respective owners. The use of the word partner
                     does not imply a partnership relationship between Cisco and any
                     other company. (1721R)
                  

                  
                  
               
            

         
      

   
      
         
            
            Differences between NetFlow and managed device data

            
            
            
               
               
                  
                  NetFlow and managed device data differences are analytical distinctions that

                  
                  
                     
                     	
                        
                        result from converting exported NetFlow records into connection logs and host and application protocol data rather than directly
                           analyzing traffic,
                        

                        
                     

                     
                     	
                        
                        affect statistics on detected connections, operating system information, and application data, and

                        
                     

                     
                     	
                        
                        impact the identification of connection initiators and responders.

                        
                     

                     
                  

                  
               
               
               
                  Key differences in data collection and analysis

                  
                  
                  The traffic represented by NetFlow data is not directly analyzed. Instead, it converts exported NetFlow records into connection
                     logs and host and application protocol data.
                  

                  
                  As a result, there are several differences between converted NetFlow data and the discovery and connection data gathered directly
                     by your managed devices. You should keep these differences in mind when performing analysis that requires:
                  

                  
                  
                     
                     	
                        
                        Statistics on the number of detected connections

                        
                     

                     
                     	
                        
                        Operating system and other host-related information (including vulnerabilities)

                        
                     

                     
                     	
                        
                        Application data, including client information, web application information, and vendor and version server information

                        
                     

                     
                     	
                        
                        Knowing which host in a connection is the initiator and which is the responder

                        
                     

                     
                  

                  
                  Network discovery policy versus access control policy:

                  
                  You configure NetFlow data collection, including connection logging, using rules in the network discovery policy. Contrast
                     this with connection logging for connections detected by managed devices, which you configure per access control rule.
                  

                  
                  Types of connection events:

                  
                  
                     
                     	
                        
                        Because NetFlow data collection is linked to networks rather than access control rules, you do not have granular control over
                           which NetFlow connections the system logs.
                        

                        
                     

                     
                     	
                        
                        NetFlow data cannot generate Security Intelligence events.

                        
                     

                     
                     	
                        
                        NetFlow-based connection events can be stored in the connection event database only; you cannot send them to the system log
                           or an SNMP trap server.
                        

                        
                     

                     
                  

                  
                  Number of connection events generated per monitored session:

                  
                  For connections detected directly by managed devices, you can configure the access control rule to log a bidirectional connection
                     event at the beginning or end of a connection, or both.
                  

                  
                  In contrast, because exported NetFlow records contain unidirectional connection data, the system generates at least two connection
                     events for each NetFlow record it processes. This also means that a summary's connection count is incremented by two for every
                     connection based on NetFlow data, providing an inflated count of the number of connections that are actually occurring on
                     your network.
                  

                  
                  Because the NetFlow exporter outputs records at regular intervals, even during an ongoing connection, long-running sessions
                     can result in multiple exported records, each of which generates a connection event. For example, if the NetFlow exporter
                     exports every five minutes, and a particular connection lasts twelve minutes, the system generates six connection events for
                     that session:
                  

                  
                  
                     
                     	
                        
                        One pair of events for the first five minutes

                        
                     

                     
                     	
                        
                        One pair for the second five minutes

                        
                     

                     
                     	
                        
                        A final pair when the connection is terminated

                        
                     

                     
                  

                  
                  Host and operating system data:

                  
                  Hosts added to the network map from NetFlow data do not have operating system, NetBIOS, or host type (host vs network device)
                     information. However, using the host input feature, you can manually set a host's operating system identity.
                  

                  
                  Application data:

                  
                  For connections detected directly by managed devices, the system can identify application protocols, clients, and web applications
                     by examining the packets in the connection.
                  

                  
                  When the system processes NetFlow records, the system uses a port correlation in /etc/sf/services to extrapolate application protocol identity. However, there is no vendor or version information for those application protocols,
                     nor do connection logs contain information on client or web applications used in the session. You can, however, manually provide
                     this information using the host input feature.
                  

                  
                  Note that a simple port correlation means that application protocols running on non-standard ports may be unidentified or
                     misidentified. Additionally, if no correlation exists, the system marks the application protocol as unknown in connection logs.
                  

                  
                  Vulnerability mappings:

                  
                  The system cannot map vulnerabilities to hosts monitored by NetFlow exporters, unless you use the host input feature to manually
                     set either a host's operating system identity or an application protocol identity. Note that because there is no client information
                     in NetFlow connections, you cannot associate client vulnerabilities with hosts created from NetFlow data.
                  

                  
                  Initiator and responder information in connections:

                  
                  For connections detected directly by managed devices, the system can identify which host is the initiator, or source, and
                     which is the responder, or destination. However, NetFlow data does not contain initiator or responder information.
                  

                  
                  When the System processes NetFlow records, it uses an algorithm to determine this information based on the ports each host
                     is using, and whether those ports are well-known:
                  

                  
                  
                     
                     	
                        
                        If both or neither port being used is a well-known port, the system considers the host using the lower-number port to be the
                           responder.
                        

                        
                     

                     
                     	
                        
                        If only one of the hosts is using a well-known port, the system considers that host to be the responder.

                        
                     

                     
                  

                  
                  For this purpose, a well-known port is any port that is either numbered from 1 to 1023,or any port that the system considers
                     a server port, regardless of number.
                  

                  
               
               
               
                  NetFlow byte counts

                  
                  
                  Connection events based on unidirectional NetFlow records contain only one byte count, which the system assigns to either
                     Initiator Bytes or Responder Bytes, depending on the port-based algorithm. The system sets the other field to 0. Note that if you are viewing connection summaries
                     (aggregated connection data) of NetFlow records, both fields may be populated.
                  

                  
               
               
               
                  NetFlow-only connection event fields

                  
                  
                  A small number of fields are present only in connection events generated from NetFlow records; see Information Available in Connection Event Fields in the Cisco Secure Firewall Management
                                    												Center Administration Guide.
                  

                  
               
               
            

            
         
      

   
      
         
            	
            Nmap scanning

            	
            	
            	
            
               		
               
                  			
                  The system builds network maps through passive analysis of traffic on your network. Information obtained through this passive
                     analysis can occasionally be incomplete, depending on system conditions. However, you can actively scan a host to obtain complete
                     information. 
                  

                  		
               
               		
               If a host has a server running on an open port but the server has not received or sent traffic during the time that the system
                  has been monitoring your network, the system does not add information about that server to the network map. If you scan the
                  host using an active scanner, you can detect the server.
               

               		
               
                  			
                  You can use Nmap, an open source active scanner, to explore your network and audit its security.

                  			
                  When you scan a host using Nmap, the system: 

                  			
                  
                     				
                     	
                        					
                        Adds servers found on previously undetected open ports are added to the Servers list in the host profile. The host profile
                           lists any servers detected on filtered or closed TCP ports or on UDP ports in the Scan Results section. By default, Nmap scans more than 1660 TCP ports. 
                        

                        					
                        If the system recognizes a server identified in an Nmap scan and has a corresponding server definition, the system maps the
                           names Nmap uses for servers to the corresponding Cisco server definitions. 
                        

                        				
                     

                     				
                     	
                        					
                        Compares the results of the scan to over 1500 known operating system fingerprints to determine the operating system and assigns
                           scores to each. The operating system assigned to the host is the operating system fingerprint with the highest score. 
                        

                        					
                        The system maps Nmap operating system names to Cisco operating system definitions. 

                        				
                     

                     				
                     	
                        					
                        Vulnerabilities are assigned to the host for any added servers and operating systems.

                        				
                     

                     			
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              
                                 					
                                 	
                                    						
                                    A host must exist in the network map before Nmap can append its results to the host profile.

                                    					
                                 

                                 					
                                 	
                                    						
                                    If the host is deleted from the network map, any Nmap scan results for that host are discarded.

                                    					
                                 

                                 				
                              

                              			
                           

                        
                     

                  

                  			
                  
                     
                        	
                           Tip

                        
                        	
                           
                              				
                              Scanning options like port scans can put a heavy load on networks with low bandwidth. Run these scans when your network traffic
                                 is low.
                              

                              			
                           

                        
                     

                  

                  			
                  For more information on the underlying Nmap technology used to scan, refer to the Nmap documentation at http://insecure.org/.
                  

                  		
               
               	
            

            
         
      

   
      
         
            
            Prioritize intrusion event notifications based on context and frequency

            
            
            
               
               
                  
                  The significance of an intrusion event depends on its context, including the source/destination IP address and the frequency
                     of occurrence. Effective security monitoring requires balancing these factors to avoid alert fatigue and system overwhelm.
                  

                  
                  
                     
                     	
                        
                        Some events only require attention after reaching a specific count. For example, you might ignore individual failed login
                           attempts until they cross a predefined threshold.
                        

                        
                     

                     
                     	
                        
                        High-impact threats, such as a Denial of Service (DoS) attack, warrant immediate investigation even with a low number of occurrences.

                        
                     

                     
                  

                  
                  By filtering events based on these criteria, you can prevent your system from being overwhelmed by repetitive, low-priority
                     alerts. This allows security teams to focus on identifying and addressing critical threats efficiently.
                  

                  
               
               
            

            
         
      

   
      
         
            
            NetFlow data

            
            
            
               
               
               
                  
                  NetFlow data is a collection of network flow statistics that

                  
                  
                     
                     	
                        
                        provides statistics on packets flowing through a router through a Cisco IOS application

                        
                     

                     
                     	
                        
                        is available on Cisco networking devices and can also be embedded in Juniper, FreeBSD, and OpenBSD devices, and

                        
                     

                     
                     	
                        
                        stores records of flows in a database on the device called the NetFlow cache when NetFlow is enabled on a network device.

                        
                     

                     
                  

                  
               
               
               
                  NetFlow data processing and usage

                  
                  
                  A flow, called a connection in the system, is a sequence of packets that represents a session between a source and destination host, using specific ports,
                     protocol, and application protocol. The network device can be configured to export this NetFlow data. In this documentation,
                     network devices configured in this way are called NetFlow exporters.
                  

                  
                  Managed devices can be configured to collect records from NetFlow exporters, generate unidirectional end-of-connection events
                     based on the data in those records, and finally send those events to the Firewall Management
                           											Center to be logged in the connection event database. You can also configure the network discovery policy to add host and application
                     protocol information to the database based on the information in NetFlow connections.
                  

                  
                  You can use this discovery and connection data to supplement the data gathered directly by your managed devices. This is especially
                     useful if you have NetFlow exporters monitoring networks that your managed devices cannot monitor.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Security intelligence

            
            
            
               
               
                  
                  Security Intelligence is an early line of defense mechanism that

                  
                  
                     
                     	
                        
                        uses reputation intelligence to quickly block connections to or from IP addresses, URLs, and domain names

                        
                     

                     
                     	
                        
                        operates as the first phase of access control, before the system performs more resource-intensive evaluation, and

                        
                     

                     
                     	
                        
                        improves performance by quickly excluding traffic that does not require inspection through Security Intelligence block listing.

                        
                     

                     
                  

                  
               
               
               
                  Security intelligence features and limitations

                  
                  
                  Security Intelligence provides access to regularly updated intelligence feeds from Cisco. Sites representing security threats
                     such as malware, spam, botnets, and phishing appear and disappear faster than you can update and deploy custom configurations.
                  

                  
                  You can refine Security Intelligence Block listing with Do Not Block lists and monitor-only Block lists. These mechanisms
                     exempt traffic from being blocked by a Block list, but do not automatically trust or fastpath matching traffic. Traffic added to a Do Not Block list or monitored at the Security Intelligence
                     stage is intentionally subject to further analysis with the rest of access control.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           You cannot use a Block list to block fastpathed traffic. Prefilter evaluation occurs before Security Intelligence filtering. Fastpathed traffic bypasses all further evaluation, including Security Intelligence.
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Inline normalization preprocessor

            
            
            
               
               
                  
                  An inline normalization preprocessor is a network security component that

                  
                  
                     
                     	
                        
                        normalizes traffic to minimize the chances of attackers evading detection in inline deployments,

                        
                     

                     
                     	
                        
                        prepares packets for use by other preprocessors and the rules engine in inline deployments, and

                        
                     

                     
                     	
                        
                        helps ensure that the packets the system processes are the same as the packets received by the hosts on your network.

                        
                     

                     
                  

                  
               
               
               
                  Inline normalization preprocessor operation

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              This section applies to Snort
                                    										2 preprocessors. For information on Snort 3 inspectors, see
                                    											https://www.cisco.com/go/snort3-inspectors.

                              
                           

                        
                     

                  

                  
                  The inline normalization preprocessor normalizes traffic to minimize the chances of attackers evading detection in inline
                     deployments.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              For the system to affect traffic, you must deploy relevant configurations to managed devices using routed, switched, or transparent
                                 interfaces, or inline interface pairs.
                              

                              
                           

                        
                     

                  

                  
                  You can specify normalization of any combination of IPv4, IPv6, ICMPv4, ICMPv6, and TCP traffic. Most normalizations are on
                     a per-packet basis and are conducted by the inline normalization preprocessor. However, the TCP stream preprocessor handles
                     most state-related packet and stream normalizations, including TCP payload normalization.
                  

                  
                  Inline normalization takes place immediately after decoding by the packet decoder and before processing by other preprocessors.
                     Normalization proceeds from the inner to outer packet layers.
                  

                  
                  The inline normalization preprocessor does not generate events; it prepares packets for use by other preprocessors and the
                     rules engine in inline deployments. The preprocessor also helps ensure that the packets the system processes are the same
                     as the packets received by the hosts on your network.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              In an inline deployment, we recommend that you enable inline mode and
                                 				configure the inline normalization preprocessor with the Normalize TCP Payload option enabled. In a
                                 				passive deployment, we recommend that you use adaptive profile updates. 
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Preprocessor traffic modification in inline deployments

            
            
            
               
               
                  
                  Preprocessor traffic modification in inline deployments is a network security capability that

                  
                  
                     
                     	
                        
                        modifies and blocks traffic when relevant configurations are deployed to devices using routed, switched, or transparent interfaces,
                           or inline interface pairs,
                        

                        
                     

                     
                     	
                        
                        normalizes packets to prepare them for analysis by other preprocessors and the intrusion rules engine, and

                        
                     

                     
                     	
                        
                        enables rate-based attack prevention and invalid checksum filtering.

                        
                     

                     
                  

                  
               
               
               
                  Preprocessor modification capabilities

                  
                  
                  In an inline deployment, some preprocessors can modify and block traffic. For example:

                  
                  
                     
                     	
                        
                        The inline normalization preprocessor normalizes packets to prepare them for analysis by other preprocessors and the intrusion
                           rules engine. You can also use the preprocessor's Allow These TCP Options and Block Unresolvable TCP Header Anomalies options to block certain packets.
                        

                        
                     

                     
                     	
                        
                        The system can drop packets with invalid checksums.

                        
                     

                     
                     	
                        
                        The system can drop packets matching rate-based attack prevention settings.

                        
                     

                     
                  

                  
                  For a preprocessor configured in the network analysis policy to affect traffic, you must enable and correctly configure the
                     preprocessor, as well as correctly deploy managed devices inline. Finally, you must enable the network analysis policy's Inline Mode setting.
                  

                  
               
               
            

            
         
      

   
      
         
            
            TCP stream reassembly

            
            
            
               
               
                  
                  TCP stream reassembly is a preprocessing function that

                  
                  
                     
                     	
                        
                        collects and reassembles all packets that are part of a TCP session's communication stream,

                        
                     

                     
                     	
                        
                        allows the rules engine to inspect the stream as a single, reassembled entity rather than individual packets, and

                        
                     

                     
                     	
                        
                        enables detection of stream-based attacks that may not be identified when inspecting individual packets.

                        
                     

                     
                  

                  
               
               
               
                  Stream reassembly configuration

                  
                  
                  Stream reassembly allows the rules engine to identify stream-based attacks, which it may not detect when inspecting individual
                     packets. You can specify which communication streams the rules engine reassembles based on your network needs. For example,
                     when monitoring traffic on your web servers, you may only want to inspect client traffic because you are much less likely
                     to receive malicious traffic from your own web server.
                  

                  
                  In each TCP policy, you can specify a comma-separated list of ports to identify the traffic for the stream preprocessor to
                     reassemble. If adaptive profile updates are enabled, you can also list services that identify traffic to reassemble, either as an alternative to ports or in combination
                     with ports.
                  

                  
                  You can specify ports, services, or both. You can specify separate lists of ports for any combination of client ports, server
                     ports, and both. You can also specify separate lists of services for any combination of client services, server services,
                     and both.
                  

                  
                  Negating a port (for example, !80) can improve performance by preventing the TCP stream preprocessor from processing traffic for that port.
                  

                  
                  Although you can also specify all as the argument to provide reassembly for all ports, Cisco does not recommend setting ports to all because it may increase the amount of traffic inspected by this preprocessor and slow performance unnecessarily.
                  

                  
                  TCP reassembly automatically and transparently includes ports that you add to other preprocessors. However, if you do explicitly
                     add ports to TCP reassembly lists that you have added to other preprocessor configurations, these additional ports are handled
                     normally. This includes port lists for preprocessors:
                  

                  
                  
                     
                     	
                        
                        FTP/Telnet (server-level FTP)

                        
                     

                     
                     	
                        
                        DCE/RPC

                        
                     

                     
                     	
                        
                        HTTP Inspect

                        
                     

                     
                     	
                        
                        SMTP

                        
                     

                     
                     	
                        
                        Session Initiation Protocol

                        
                     

                     
                     	
                        
                        POP

                        
                     

                     
                     	
                        
                        IMAP

                        
                     

                     
                     	
                        
                        SSL

                        
                     

                     
                  

                  
                  Note that reassembling additional traffic types (client, server, both) increases resource demands.

                  
               
               
               
                  Port configuration scenarios

                  
                  
                  Assume that you wanted to reassemble traffic:

                  
                  
                     
                     	
                        
                        SMTP (port 25) traffic from the client

                        
                     

                     
                     	
                        
                        FTP server responses (port 21)

                        
                     

                     
                     	
                        
                        telnet (port 23) traffic in both directions

                        
                     

                     
                  

                  
                  You could configure one of these options:

                  
                  
                     
                     	
                        
                        For client ports, specify 23, 25

                        
                     

                     
                     	
                        
                        For server ports, specify 21, 23

                        
                     

                     
                  

                  
                  Or, instead, you could configure this option:

                  
                  
                     
                     	
                        
                        For client ports, specify 25

                        
                     

                     
                     	
                        
                        For server ports, specify 21

                        
                     

                     
                     	
                        
                        For both ports, specify 23

                        
                     

                     
                  

                  
                  Additionally, consider this example which combines ports and services and would be valid when adaptive profile updates are enabled:
                  

                  
                  
                     
                     	
                        
                        For client ports, specify 23

                        
                     

                     
                     	
                        
                        For client services, specify SMTP

                        
                     

                     
                     	
                        
                        For server ports, specify 21

                        
                     

                     
                     	
                        
                        For server services, specify telnet

                        
                     

                     
                  

                  
               

               
            

            
         
      

   
      
         
            
            Portscan detection

            
            
            
               
               
                  
                  A portscan detection is a network security feature that

                  
                  
                     
                     	
                        
                        identifies network reconnaissance activities used by attackers as a prelude to an attack,

                        
                     

                     
                     	
                        
                        examines patterns of specially crafted packets sent to targeted hosts to determine which ports are open, and

                        
                     

                     
                     	
                        
                        helps distinguish between malicious portscans and legitimate network scanning activities.

                        
                     

                     
                  

                  
               
               
               
                  Portscan detection behavior

                  
                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              This section applies to Snort
                                    										2 preprocessors. For information on Snort 3 inspectors, see
                                    											https://www.cisco.com/go/snort3-inspectors.

                              
                           

                        
                     

                  

                  
                  A portscan is a form of network reconnaissance that is often used by attackers as a prelude to an attack. In a portscan, an
                     attacker sends specially crafted packets to a targeted host. By examining the packets that the host responds with, the attacker
                     can often determine which ports are open on the host and, either directly or by inference, which application protocols are
                     running on these ports.
                  

                  
                  By itself, a portscan is not evidence of an attack. In fact, some of the portscanning techniques used by attackers can also
                     be employed by legitimate users on your network. Cisco's portscan detector is designed to help you determine which portscans
                     might be malicious by detecting patterns of activity.
                  

                  
                  
                     
                        	
                           Attention

                        
                        	
                           
                              
                              Devices load-balance inspection across internal resources. If portscan detection is not working as expected, you may need
                                 to configure the sensitivity level as High.
                              

                              
                              We strongly recommend that you upgrade to Snort 3 and use the portscan feature introduced in version 7.2.0. For more details,
                                 see the Custom Snort 3
                                          												Intrusion Policies for Access
                                          										Control and the Snort 3 Inspector
                                          												Reference.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
         
      

   
      
         
            
            Host limits

            
            
            
               
               
                  
                  The system adds a host to the network map when it detects activity associated with an IP address in your monitored network
                     (as defined in your network discovery policy). The number of hosts a Secure Firewall Management
                           											Center can monitor, and therefore store in the network map, depends on its model.
                  

                  
               
               
               
                  
                  
                     Host Limits by Secure Firewall Management
                                 											Center Model
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Firewall Management
                                       											Center Model
                              

                              
                           
                           
                           	
                              
                              Hosts

                              
                           
                           
                        

                        
                     
                     
                        
                        
                        
                           
                           	
                              
                              
                              MC1000

                              
                           
                           
                           	
                              
                              50,000

                              
                           
                           
                        

                        
                        
                        
                           
                           	
                              
                              
                              MC1600

                              
                           
                           
                           	
                              
                              50,000

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              MC1700

                              
                           
                           
                           	
                              
                              50,000

                              
                           
                           
                        

                        
                        
                        
                        
                           
                           	
                              
                              
                              MC2500

                              
                           
                           
                           	
                              
                              150,000

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              
                              MC2600

                              
                           
                           
                           	
                              
                              150,000

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              MC2700

                              
                           
                           
                           	
                              
                              150,000

                              
                           
                           
                        

                        
                        
                        
                        
                        
                           
                           	
                              
                              
                              MC4500

                              
                           
                           
                           	
                              
                              600,000

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              
                              MC4600

                              
                           
                           
                           	
                              
                              600,000

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              MC4700

                              
                           
                           
                           	
                              
                              600,000

                              
                           
                           
                        

                        
                        
                        
                           
                           	
                              
                              virtual

                              
                           
                           
                           	
                              
                              50,000

                              
                           
                           
                        

                        
                     
                  

                  
                  
                  You cannot view contextual data for hosts not in the network map. However, you can perform access control. For example, you
                     can perform application control on traffic to and from a host not in the network map, even though you cannot use a compliance
                     allow list to monitor the host's network compliance.
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              The system counts MAC-only hosts separately from hosts identified by both IP addresses and MAC addresses. All IP addresses
                                 associated with a host are counted together as one host.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Reaching the host limit and deleting hosts

                  
                  
                  The network discovery policy controls what happens when you detect a new host after reaching the host limit. You can drop
                     the new host, or replace the host that has been inactive for the longest time. You can also set the period after which the
                     system removes a host from the network map due to inactivity. Although you can manually delete a host, an entire subnet, or
                     all of your hosts from the network map, if the system detects activity associated with a deleted host, it re-adds the host.
                  

                  
               
               
            

            
         
      

   
      
         
            	
            Secure Firewall Threat Defense high availability
            

            	
            	
            
               		
               
                  			
                  Secure Firewall Threat Defense high availability is a failover configuration that
                  

                  			
                  
                     				
                     	
                        					
                        requires two identical Firewall Threat Defense devices connected through a dedicated failover link and optionally a state link
                        

                        				
                     

                     				
                     	
                        					
                        supports Active/Standby failover where one unit passes traffic while the standby unit does not actively pass traffic synchronizes
                           configuration and state information, and
                        

                        				
                     

                     				
                     	
                        					
                        monitors the health of the active unit (hardware, interfaces, software, and environmental status) to determine if failover
                           conditions are met.
                        

                        				
                     

                     			
                  

                  		
               
               		
               
                  Failover process details

                  			
                  			
                  When a failover occurs, the active unit fails over to the standby unit, which then becomes active. The health of the active
                     unit (hardware, interfaces, software, and environmental status) is monitored to determine if specific failover conditions
                     are met. If those conditions are met, failover occurs.
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              High availability is not supported on Firewall Threat Defense Virtual running in the public cloud. See the Secure Firewall Threat
                                       											Defense Virtual getting started
                                       										guides for more information about configuring the Firewall Threat Defense Virtual device for high availability.
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