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C H A P T E R 1
About the Cisco APIC Integration with the Secure
Firewall Management Center

This chapter discusses the integration between Cisco APIC and the Secure Firewall Management Center.

• About the Cisco APIC integration with the Secure Firewall Management Center, on page 1
• How to use dynamic objects from Cisco APIC in Secure Firewall Management Center access control
rules or DNS Rules, on page 3

About the Cisco APIC integration with the Secure Firewall
Management Center

The dynamic attributes connector enables you to send Cisco APIC dynamic endpoint group (EPG) and endpoint
security group (ESG) data from Cisco APIC tenants to the Secure Firewall Management Center.

Cisco APIC defines endpoint groups (EPGs) and endpoint security groups (ESGs) that have network object
groups. Create a connector in the dynamic attributes connector that pulls that data from Cisco APIC tenants
to the Secure Firewall Management Center on which you can use those objects in access control rules.

The following figure shows how the integration works.

Sample configuration

The following sample configuration shows how network object groups are named in the Secure
Firewall Management Center based on names in APIC and the APIC connector (not shown).

Network object group names are a concatenation of (in order):

• Cisco ACI Endpoint Update App Site Prefix value

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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Cisco APIC tenant name); in this example, CSDAC.

• Cisco APIC application profile name (in this example, AP1)

• Cisco APIC EPG name (in this example, EPG1 through EPG4)

The following figure shows sample Cisco APIC dynamic object names used in an access control rule.

Dynamic objects created by the integration with Cisco APIC have names matching the pattern:
APIC-site-name_tenant-name_application-profile-name_EPG-or-ESG-name

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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More information

• For more information about the dynamic attributes connector in the Secure Firewall Management Center,
see Secure Firewall Management Center Device Configuration Guide.

• APIC Roles and Privileges Matrix

• Endpoint Security Groups

• Basic User Tenant Configuration

How to use dynamic objects from Cisco APIC in Secure Firewall
Management Center access control rules or DNS Rules

1 Basic User Tenant Configuration
2 Basic User Tenant Configuration
3 EPGs
4 Create a Cisco APIC connector, on page 9
5 View dynamic objects in the Secure Firewall Management Center, on page 17
6 Create access control rules using dynamic attributes filters, on page 18

Table 1: Configure Secure Firewall Management Center access control rules or DNS rules using network object groups

A tenant allows a Cisco APIC administrator to set up domain-based access control.

See Basic User Tenant Configuration

Cisco APIC

An application profile is a container for other objects, such as an endpoint group (EPG).

See Basic User Tenant Configuration

Cisco APIC

An EPG is a container for network objects that serves as the way that devices connect to the
network. An ESG is a logical entity that contains a collection of physical or virtual network
endpoints.

See EPGs and ESGs

Cisco APIC

If you haven't done so already, Enable the dynamic attributes connector.Secure Firewall
Management Center

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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Create the Cisco APIC connector which retrieves EPGs and ESGs from Cisco APIC and enables
them to be used in Secure Firewall Management Center access control policies or DNS policies.

See Cisco APIC connector.

Secure Firewall
Management Center

(Optional.) View the dynamic objects fetched from Cisco APIC.

(Optional.) See View dynamic objects in the Cisco Secure Firewall Management Center.

Secure Firewall
Management Center

To use dynamic objects in access control policies or DNS policies, you must add them as dynamic
objects to those rules.

See Create access control rules or DNS rules using dynamic attributes filters.

Secure Firewall
Management Center
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C H A P T E R 2
Configure the Cisco APIC Integration with the
Secure Firewall Management Center

The following topics discuss how to configure the CiscoAPIC Integrationwith the Secure FirewallManagement
Center.

• System requirements for the integration with Cisco APIC, on page 5
• Get required information for the integration, on page 5
• Create a connector, on page 8

System requirements for the integration with Cisco APIC
Your system must meet the following requirements:

• Secure Firewall Management Center version: 10.0.0 and later.

Essentials license or better required; high availability is supported.

• Firewall Threat Defense version: 7.2 and later.

• Cisco APIC version: 3.0(1k) or later.

• If you use the ACI Endpoint Update App, it must be version 2.6.

Get required information for the integration
This section discusses:

• Information required to configure the integration

• Information used in dynamic object names

Cisco ACI Endpoint Update App site prefix and update interval

This information applies to you only if you're currently using the Cisco ACI Endpoint Update App; otherwise,
you can skip it.

To find the Cisco ACI Endpoint Update App site prefix and update interval:

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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1. Log in to Cisco APIC as a user with admin privileges.

For more information, see APIC Roles and Privileges Matrix.

2. Click Apps.

3. Under ACI Endpoint Update app, click Open.

4. Click Edit ( ).

5. Write down the values of Update Interval (In seconds) and Site Prefix.

Required to configure the integration: Find a user with appropriate access

To find a user with at least the read-all role with readPriv access and the tenant-admin role with writePriv
access for the security domain:

1. Log in to Cisco APIC.

2. Click Admin.

3. In the left pane, click Users.

4. In the right pane, double-click the name of a user.

5. Scroll to Security Domains.

6. For the relevant security domain, make sure the user has at least the read-all role with readPriv access
and the tenant-admin role with writePriv access for the security domain, as the following figure shows.

Cisco APIC tenant name

The Cisco APIC tenant name is used in the names of dynamic objects created by this integration. To find it:

1. Log in to Cisco APIC.

2. Click Tenants.

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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3. Write down the name of the tenant that contains objects to send to the Secure Firewall Management Center.

Cisco APIC application profile name

The Cisco APIC application profile name is used in the names of dynamic objects created by this integration.
To find it:

1. Log in to Cisco APIC.

2. Click Tenants.

3. Double-click the name of your tenant.

4. Expand your tenant.

5. Expand Application Profiles.

6. Write down the name of the application profile that contains EPGs and ESGs to integrate with the Secure
Firewall Management Center.

EPG name

The Cisco APIC EPG name is used in the names of dynamic objects created by this integration. To find it:

1. Log in to Cisco APIC.

2. Click Tenants.

3. Double-click the name of your tenant.

4. Expand your tenant.

5. Expand Application Profiles.

6. Expand the name of the application profile.

7. Expand Application EPGs.

8. Write down the name of the EPG or ESG that has network object groups to send to the Secure Firewall
Management Center.

The following figure shows an example.

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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Create a connector
A connector is an interface with a cloud service. The connector retrieves network information from the cloud
service so the network information can be used in policies on the Secure Firewall Management Center.

We support the following:

Table 2: List of supported connectors by Dynamic Attributes Connector version and platform

ZoomWebexvCenterTenableMicrosoft
Office
365

Google
Cloud

GitHubGeneric
text

Cisco
Multicl.
Defense

Cisco
Cyber
Vision

Cisco
APIC

Azure
Service
Tags

AzureAWS
Service
Tags

AWS
Security
Groups

AWSCSDAC
version

NoNoYesNoYesNoNoNoNoNoNoYesYesNoNoYesVersion 1.1
(on-premises)

NoNoYesNoYesYesNoNoNoNoNoYesYesNoNoYesVersion 2.0
(on-premises)

NoNoYesNoYesYesYesNoNoNoNoYesYesNoNoYesVersion 2.2
(on-premises)

YesYesYesNoYesYesYesNoNoNoNoYesYesNoNoYesVersion 2.3
(on-premises)

YesYesYesNoYesYesYesYesNoYesNoYesYesYesYesYesVersion 3.0
(on-premises)

YesYesYesNoYesYesYesYesYesYesYesYesYesYesYesYesVersion 3.1
(on-premises)

NoNoNoYesYesYesYesNoYesNoNoYesYesNoNoYesCloud-delivered
(Cisco
Defense
Orchestrator)

YesYesYesNoYesYesYesYesNoNoNoYesYesNoNoYesSecure
Firewall
Management
Center 7.4.1
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ZoomWebexvCenterTenableMicrosoft
Office
365

Google
Cloud

GitHubGeneric
text

Cisco
Multicl.
Defense

Cisco
Cyber
Vision

Cisco
APIC

Azure
Service
Tags

AzureAWS
Service
Tags

AWS
Security
Groups

AWSCSDAC
version

YesYesYesNoYesYesYesYesNoYesNoYesYesYesYesYesSecure
Firewall
Management
Center 7.6

YesYesYesNoYesYesYesYesNoYesNoYesYesYesYesYesSecure
Firewall
Management
Center 7.7

YesYesYesNoYesYesYesYesNoYesYesYesYesYesYesYesSecure
Firewall
Management
Center 10.0.0

For more information about connectors, see the configuration guide.

Create a Cisco APIC connector
This topic discusses creating a Cisco APIC connector that gets dynamic objects from a configured endpoint
group (EPG) on Cisco APIC.

Before you begin

Review the information discussed in .

Procedure

Step 1 Log in to the Secure Firewall Management Center.
Step 2 Click Integration > Dynamic Attributes Connector > Connectors.
Step 3 Do any of the following:

• Add a new connector: click Add icon ( ), then click the name of the connector.

• Edit or delete a connector: Click More ( ), then click Edit or Delete at the end of the row.

Step 4 Enter the following information.

DescriptionValue

(Required.) Enter a name to uniquely identify this connector.Name

Optional description.Description

(Default 60 seconds.) Interval at which IP mappings are retrieved from Cisco APIC.

We recommend setting this to 15 seconds.

Pull Interval

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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DescriptionValue

Do any of the following:

• If you're not currently using the Cisco ACI Endpoint Update App, enter a value to be used
in dynamic objects created by this integration (for example, APIC).

• If you're currently using the Cisco ACI Endpoint Update App, enter a Site Prefix value
that exactly matches the Cisco ACI Endpoint Update App Site Prefix value you found as
discussed in Get required information for the integration.

Site Prefix

Enter a name to identify this connector with the corresponding ASA adapter.

Note
The Site Prefix name you enter here must exactly match all of the following:

• The Cisco ACI Endpoint Update App Site Prefix value you found as discussed in Get
required information for the integration.

This value is not case-sensitive.

Site Prefix

Enter the fully-qualified domain name or IP address of the Cisco APIC server from which to
retrieve dynamic objects from EPGs and ESGs.

Do not enter a scheme (such as https://) and do not include a trailing slash.

IP or Hostname

(Optional.) Enter the IP address of other servers in the Cisco APIC cluster.Add another cluster
IP

Enter the name of a Cisco APIC user with at least at least the read-all role with readPriv

access and the tenant-admin role with writePriv access for the security domain.

Objects from all tenants the user has privileges to can be pushed to Secure FirewallManagement
Center.

Username

Enter the user's password.Password

(Recommended if using fully-qualified domain name.)

You have the following options:

• Paste the certificate authority (CA) chain you got as discussed in .

• ClickGet Certificate > Fetch to automatically fetch the certificate or, if that is not possible,
get the certificate manually as discussed in .

• Click Get Certificate > Browse from file to upload a certificate chain you downloaded
previously.

Server Certificate

Step 5 Click Test and make sure the test succeeds before you save the connector.
Step 6 Click Save.
Step 7 Make sure Ok is displayed in the Status column.

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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Manually get a certificate authority (CA) chain
In the event you cannot automatically fetch the certificate authority chain, use one of the following
browser-specific procedures to get a certificate chain used to connect securely to vCenter or, or Firewall
Management Center.

The certificate chain is the root certificate and all subordinate certificates.

You can optionally use one of these procedures to connect to the following:

• vCenter or NSX

• Firewall Management Center

• Cisco APIC

Get a Certificate Chain—Mac (Chrome and Firefox)

Use this procedure to get a certificate chain using the Chrome and Firefox browsers on Mac OS.

1. Open a Terminal window.

2. Enter the following command.
security verify-cert -P url[:port]

where url is the URL (including scheme) to vCenter or, or Firewall Management Center. For example:
security verify-cert -P https://myvcenter.example.com

If you access vCenter or, or Firewall Management Center using NAT or PAT, you can add a port as
follows:
security verify-cert -P https://myvcenter.example.com:12345

3. Save the entire certificate chain to a plaintext file.

• Include all -----BEGIN CERTIFICATE----- and -----END CERTIFICATE----- delimiters.

• Exclude any extraneous text (for example, the name of the certificate and any text contained in angle
brackets (< and >) as well as the angle brackets themselves.

4. Repeat these tasks for vCenter, or Firewall Management Center.

Get a Certificate Chain—Windows Chrome

Use this procedure to get a certificate chain using the Chrome browser on Windows.

1. Log in to vCenter or, or Firewall Management Center using Chrome.

2. In the browser address bar, click the lock to the left of the host name.

3. Click Certificate.

4. Click the Certification Path tab.

5. Click the top (that is, first) certificate in the chain.

6. Click View Certificate.

7. Click the Details tab.

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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8. Click Copy to File.

9. Follow the prompts to create a CER-formatted certificate file that includes the entire certificate chain.

When you're prompted to choose an export file format, click Base 64-Encoded X.509 (.CER) as the
following figure shows.

10. Follow the prompts to complete the export.

11. Open the certificate in a text editor.

12. Repeat the process for all certificates in the chain.

You must paste each certificate in the text editor in order, first to last.

13. Repeat these tasks for vCenter or, or Firewall Management Center.

Get a Certificate Chain—Windows Firefox

Use the following procedure to get a certificate chain for the Firefox browser on either Windows or Mac OS.

1. Log in to vCenter or, or Firewall Management Center. using Firefox.

2. Click the lock to the left of the host name.

3. Click the right arrow (Show connection details). The following figure shows an example.

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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4. Click More Information.

5. Click View Certificate.

6. If the resulting dialog box has tab pages, click the tab page corresponding to the top-level CA.

7. Scroll to the Miscellaneous section.

8. Click PEM (chain) in the Download row. The following figure shows an example.

9. Save the file.

10. Repeat these tasks for vCenter or, or Firewall Management Center.

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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C H A P T E R 3
Use dynamic objects in access control policies
or DNS policies

The dynamic attributes connector enables you to configure dynamic filters, seen in the Secure Firewall
Management Center as dynamic objects, in access control rules or DNS policies.

• About dynamic objects in access control rules or DNS rules, on page 15
• Create dynamic attributes filters, on page 15
• Dynamic attributes rule conditions, on page 17
• View dynamic objects in the Secure Firewall Management Center, on page 17
• Create access control rules using dynamic attributes filters, on page 18

About dynamic objects in access control rules or DNS rules
A dynamic object is automatically pushed from the dynamic attributes connector to the Secure Firewall
Manager after you create connectors and save a dynamic attributes filter on the connector.

You can use dynamic objects on the access control rule's or DNS rule's Dynamic Attributes tab page. You
can add dynamic objects as source or destination attributes; for example, in an access control block rule, you
can add a Finance dynamic object as a destination attribute to block access to Finance servers by whatever
objects match the other criteria in the rule.

You cannot create dynamic attributes filters for AWS service tags, AWS service groups, Cisco APIC, Cisco
Cyber Vision, Generic Text, GitHub, Office 365, Azure Service Tags, Webex, or Zoom. These types of cloud
objects provide their own IP addresses.

Note

Create dynamic attributes filters
Dynamic attributes filters that you define using the Dynamic Attributes Connector are exposed in the Secure
Firewall Management Center as dynamic objects that can be used in access control policies. For example,
restrict access to an AWS server for the Finance Department to only members of the Finance group defined
in Microsoft Active Directory.

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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You cannot create dynamic attributes filters for AWS service tags, AWS service groups, Cisco APIC, Cisco
Cyber Vision, Generic Text, GitHub, Office 365, Azure Service Tags, Webex, or Zoom. These types of cloud
objects provide their own IP addresses.

Note

For more information about access control or DNS rules, see Create access control rules or DNS rules using
dynamic atttributes filters.

Procedure

Step 1 Log in to Secure Firewall Management Center.
Step 2 Click Integration > Dynamic Attributes Connector.
Step 3 Click Dynamic Attributes Filters.

• Add a new filter: click Add ( ).

• Edit or delete a filter: Click More ( ), then click Edit or Delete at the end of the row.

Step 4 Enter the following information.
DescriptionItem

Unique name to identify the dynamic filter (as a dynamic
object) in a policy and in the Secure Firewall Management

Name

Center Object Manager (External Attributes > Dynamic
Object).

From the list, click the name of a connector to use.Connector

Click Add .
Query

Step 5 To add or edit a query, enter the following information.
DescriptionItem

Click a key from the list. Keys are fetched from the
connector.

Key

Click one of the following:Operation

• Equals to exactly match the key to the value.

• Contains to match the key to the value if any part of
the value matches.

Click either Any or All and click one or more values from
the list. Click Add another value to add values to your
query.

Values

Cisco APIC Integration with the Secure Firewall Management Center Solution Guide
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Step 6 Click Show Preview to display a list of networks or IP addresses returned by your query.
Step 7 When you're finished, click Save.
Step 8 (Optional.) Verify the dynamic object in the Secure Firewall Management Center .

a) Log in to the Secure Firewall Management Center as a user with the Network Admin role at minimum.
b) Click Objects > Object Management > External Attributes > Dynamic Object.

The dynamic attribute query you created should be displayed as a dynamic object.

Dynamic attributes rule conditions
Dynamic attributes include the following:

• (Source or destination.) Dynamic objects (such as from the Dynamic Attributes Connector)

The dynamic attributes connector enables you to collect data (such as networks and IP addresses) from
cloud providers and send it to the so it can be used in access control rules.

For more information about the dynamic attributes connector, see About the Dynamic Attributes
ConnectorAbout the dynamic attributes connector.

• (Source only.) SGT objects contain tags either manually defined or defined in ISE. For more information,
see Source and Destination Security Group Tag (SGT) MatchingSource and Destination Security Group
Tag (SGT) Matching and Security Group Tag.

• (Source only.) Location IP objects, defined by Cisco ISE

• (Source only.) Device type objects, defined by Cisco ISE (also referred to as endpoint profile objects)

Dynamic attributes can be used as source criteria and destination criteria in access control rules. Use the
following guidelines:

• Objects of different types are ANDd together

• Objects of a similar type are ORd together

For example, if you choose source destination criteria SGT 1, SGT 2, and device type 1; the rule is matched
if device type 1 is detected on either SGT 1 or SGT 2. As another example, if you select both a security group
tag, and a dynamic object that lists IP addresses, the rule matches if traffic with the tag originates from (or is
destined to) one of those IP addresses.

View dynamic objects in the Secure Firewall Management
Center

(Optional.) The following task discusses how you can view Cisco APIC network objects in the Objects >
Object Management > External Attributes > Dynamic Object.
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-ise.html#id_111769
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Before you begin

Complete all of the previous tasks related to integrating Cisco APIC with the Secure Firewall Management
Center.

Procedure

Step 1 Log in to the Secure Firewall Management Center
Step 2 Expand Objects > Object Management > External Attributes > Dynamic Object.

Dynamic objects created by the integration with Cisco APIC have names matching the pattern:
APIC-site-name_tenant-name_application-profile-name_EPG-or-ESG-name

The following figure shows an example.

What to do next

See Create access control rules using dynamic attributes filters, on page 18.

Create access control rules using dynamic attributes filters
This topic discusses how to create access control rules using dynamic objects.

To add dynamic attributes filters to DNS policies, see Creating Basic DNS Policies.

Before you begin

Create dynamic attributes filters as discussed in Create dynamic attributes filters.
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You cannot create dynamic attributes filters for AWS service tags, AWS service groups, Cisco APIC, Cisco
Cyber Vision, Generic Text, GitHub, Office 365, Azure Service Tags, Webex, or Zoom. These types of cloud
objects provide their own IP addresses.

Note

Procedure

Step 1 Log in to the Secure Firewall Management Center
Step 2 Click Policies > Access Control heading > Access Control.

Step 3 Click Edit ( ) next to an access control policy.
Step 4 Click Add Rule.
Step 5 Click the Dynamic Attributes tab.
Step 6 In the Available Attributes section, from the list, click Dynamic Objects.

The following figure shows an example.

The preceding example shows a dynamic object named APIC Dynamic Attribute that corresponds to the dynamic
attribute filter created in the Dynamic Attributes Connector.

Step 7 Add the desired object to source or destination attributes.
Step 8 Add other conditions to the rule if desired.

What to do next

See Dynamic attributes rule conditions.
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C H A P T E R 4
Migrate from the Cisco ACI Endpoint Update App
to the Cisco APIC Integration with the Secure
Firewall Management Center

The following topics discuss the Cisco ACI Endpoint Update App to the Cisco APIC integration with the
Secure Firewall Management Center.

• About the migration, on page 21
• Migration step 1: Prepare Cisco APIC, on page 22
• Migration step 2: Configure the Dynamic Attributes Connector, on page 22
• Migration final step: View dynamic objects in the Secure Firewall Management Center, on page 23

About the migration
This chapter discusses how to migrate your configuration and objects from the Cisco ACI Endpoint Update
App to the Cisco APIC integration with Secure Firewall Management Center. Among the reasons to migrate:

• The Cisco APIC integration uses the Dynamic Attributes Connector, which retrieves dynamic objects
(that is, network object groups, EPGs, and ESGs) from Cisco APIC and sends them to Secure Firewall
Management Center.

As an alternative to this migration, you can use the Standalone ACI-Endpoint-Update-App.Note

To migrate, perform the following tasks:

1. On Cisco APIC, get the site prefix and update interval from the Cisco ACI Endpoint Update App, disable
learning, and choose a user with the appropriate privilege level.

See Migration step 1: Prepare Cisco APIC, on page 22

2. On the dynamic attributes connector, create a Cisco APIC connector.

See Migration step 2: Configure the Dynamic Attributes Connector, on page 22

3. As a final verification step, make sure you see objects on the Secure Firewall Management Center.

See Migration final step: View dynamic objects in the Secure Firewall Management Center, on page 23.
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Migration step 1: Prepare Cisco APIC
Get required information

To migrate to the Cisco APIC integration with Secure Firewall Management Center, you must get all of the
following information:

• Cisco ACI Endpoint Update App site prefix and update interval

• Cisco APIC tenant name

• Cisco APIC application profile name

• EPG name

• User with at least the read-all role with readPriv access and the tenant-admin role with writePriv

access for the security domain that contains the network object groups to send to ASA.

For more information, see Get required information for the integration, on page 5.

Disable learning for the Cisco ACI Endpoint Update App

To prevent the Cisco ACI Endpoint Update App from communicating with Secure Firewall Management
Center, you must disable learning.

1. Log in to Cisco APIC as a user with the tenant-admin role with writePriv access.

2. Click Apps.

3. Under ACI Endpoint Update app, click Open.

4. Select the check box next to one or more tenants you're integrating with Secure Firewall Management
Center.

5. On the right side of the page, click .

6. From the list, click Disable Learning.

7. Select the checkbox to optionally erase all existing learning objects on the Cisco APIC device with which
the Cisco ACI Endpoint Update App was previously associated.

8. Click Submit.

Migration step 2: Configure the Dynamic Attributes Connector
In the dynamic attributes connector, create a Cisco APIC connnector.

Before you begin

Complete the tasks discussed in Migration step 1: Prepare Cisco APIC, on page 22.
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Procedure

Step 1 Log in to the dynamic attributes connector.
Step 2 Create the connector: Create a Cisco APIC connector, on page 9.

What to do next

See Migration final step: View dynamic objects in the Secure Firewall Management Center, on page 23.

Migration final step: View dynamic objects in the Secure
Firewall Management Center

(Optional.) The following task enables you to confirm the integration was successful by viewing dynamic
objects in the Secure Firewall Management Center.

Before you begin

Create the Cisco APIC connector as discussed in Create a Cisco APIC connector, on page 9.

Procedure

Step 1 Log in to the Secure Firewall Management Center
Step 2 Expand Objects > Object Management > External Attributes > Dynamic Object.

Dynamic objects created by the integration with Cisco APIC have names matching the pattern:
APIC-site-name_tenant-name_application-profile-name_EPG-or-ESG-name

The following figure shows an example.
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