
SAML Support

The Secure Firewall Cloud Native (SFCN) supports Security Assertion Markup Language (SAML) 2.0
authentication for remote access VPNs. SAML is an XML-based open-standard for transferring identity data
between two parties: an identity provider (IdP) and a service provider (SP). The SFCN acts as the SP in this
case.

The following sections provide an overview and guidance on how to set up SAML with an identity provider
(IdP). You can set up SAML to serve multiple clusters across different regions.

• Before You Begin, on page 1
• Configure a SAML 2.0 Identity Provider (IdP), on page 1

Before You Begin
You should have familiarity with the following topics:

• Clusters provisioned in separate regions (example: us-east-1 and eu-west-1).

• A configured identity provider (IdP). The specifics of which IdP you use are beyond the scope of this
guide. Some recognized IdPs include:

• Active Directory Federation Services (ADFS)

• Okta

• OneLogin

• Azure AD (Microsoft Azure Active Directory

• An understanding of how to set up VPNs on SFCN; see Use Cases - Virtual Private Networks (VPN).

Configure a SAML 2.0 Identity Provider (IdP)
To configure SAML single sign-on (SSO) and single logout (SLO), the following attributes are required to
facilitate communication between the SFCN and the IdP. The terminology may differ depending on which
IdP you choose, but the general concepts are the same for each IdP.
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http://technet.microsoft.com/en-us/library/hh831502.aspx
http://www.okta.com/newrelic
http://www.onelogin.com/partners/app-partners/new-relic/
https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/new-relic-tutorial


You'll need to get the Sign-in and Sign-out URLs for your SAML (IdP) provider. You can get the URLs from
the provider's website, or they may provide that information in a metadata file.

Note

• saml idp <idp-entityID> ― This is the SAML IdP entity ID supplied by the provider.

• url sign-in <value> ― This is the URL for signing into the IdP or the URL for redirecting to when
signing out of the IdP. The sign-in URL is required.

• url sign-out <value> ― This is the URL for signing out the IdP. The sign-out URL is optional.

• base url <value> ― This URL is provided to third-party IdPs to redirect end users back to the SFCN.
When the base url is not provided, the URL is determined by the SFCN's hostname and domain-name.

• trustpoint idp <trustpoint-name> ― Specifies the trustpoint that contains the IdP certificate for the
SFCN to verify SAML assertions. The trustpoint-name must be a present in the configuration.

• trustpoint sp <trustpoint-name>― Specifies the trustpoint that contains the SFCN (SP)'s certificate for
the IdP to verify SFCN's signature or encrypted SAML assertion. The trustpoint-name must be a present
in the configuration.

• signature <value>―Configure which signingmethod option you prefer by entering the value: rsa-sha1,
rsa-sha256, rsa-sha384, or rsa-sha512.

Guidelines

• The SAML IdP parameters are included with the webvpn portion of the ASAConfiguration as shown in
the Remote Access VPN with Session Reconnect use case.

For example:

webvpn
saml idp https://sts.windows.net/0156bf43-1a8b-4ff7-b949-289449e16435/
url sign-in

https://login.microsoftonline.com/0156bf43-1a8b-4ff7-b949-289449e16435/saml2
url sign-out

https://login.microsoftonline.com/0156bf43-1a8b-4ff7-b949-289449e16435/saml2
base-url https://global.domain.com
trustpoint idp {{ .secrets.samlpkcs.trustpoint }}
trustpoint sp {{ .secrets.mypkcs.trustpoint }}
signature rsa-sha256

• SAML support requires a signing certificate provided by the IdP. You can apply the certificate to the
cluster as a Secret; see Import IdP Certificates.

• The VPN_tunnel_group token of the URL should match the group name used in the ASAConfiguration.
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