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1 Cisco pxGrid Cloud

Introduces Cisco pxGrid Cloud and outlines how it facilitates secure data sharing
between Cisco ISE and cloud-based solutions.

Topics:

• Introduction to Cisco pxGrid Cloud
• Integrate Cisco pxGrid Cloud and

Cisco Catalyst Cloud Portal
• Cisco pxGrid Cloud terminology



Introduction to Cisco pxGrid Cloud
Provides a summary of key features of Cisco pxGrid Cloud. This is a cloud-based solution that enables secure, seamless
sharing of contextual information between Cisco ISE and cloud applications.
Cisco pxGrid Cloud is a Cisco cloud offering designed to facilitate secure sharing of contextual information between Cisco
Identity Services Engine (ISE) and cloud-based solutions. It provides a unified framework that ensures seamless data
exchange between Cisco ISE and various cloud-based applications, enhancing integration and efficiency.
This solution is secure and customizable, allowing you to control the flow of information based on your specific needs.
With Cisco pxGrid Cloud, you can choose to share only the data you want while consuming only the contextual information
that is most relevant to your application, ensuring security and relevance.
Cisco ISE release 3.1 patch 3 and later releases support Cisco pxGrid Cloud. Cisco and its partners and customers can
develop pxGrid Cloud-based applications and register them with the pxGrid Cloud offer. These applications can use
External RESTful Services (ERS), Cisco pxGrid, and OpenAPIs to exchange information with Cisco ISE.

Benefits of Cisco pxGrid Cloud

Cisco pxGrid Cloud offers these benefits:
• Deployment is plug-and-play, eliminating the need for infrastructure changes.

• Cisco ISE acts as the single source of truth for endpoint identity, providing consistent context exchange with cloud
partners.

• Deeper security analysis is enabled through integrations with SaaS-based applications, leveraging real-time context
from Cisco ISE.

• Threat containment is achieved by isolating endpoints from the network, using actions initiated by security SaaS
solutions.

Integrate Cisco pxGrid Cloud and Cisco Catalyst Cloud Portal
Introduces Cisco pxGrid Cloud and Cisco Catalyst Cloud Portal integration. This integration allows secure onboarding,
registration, and context sharing without relying on on-premises infrastructure.

Cisco Catalyst Cloud Portal

You can use Cisco Catalyst Cloud Portal to integrate data seamlessly between Cisco ISE and cloud-based applications
with pxGrid Cloud. Cisco ISE is an identity service and Cisco pxGrid Cloud provides a mechanism for sharing context. It
relies on Cisco Catalyst Cloud Portal to onboard and register applications without depending on other on-premises
infrastructure.
Seamless data integration between Cisco ISE and cloud-based applications through Cisco pxGrid Cloud relies on the
Cisco Catalyst Cloud Portal.

Integration with Cisco Catalyst Cloud Portal

Youmust log in to Cisco Catalyst Cloud Portal to facilitate integration with cloud-based applications and securely exchange
identity, security, and policy data between Cisco ISE and other cloud-based services through pxGrid Cloud.
Cisco Catalyst Cloud Portal acts as a secure app store, providing a platform for Cisco ISE and other cloud-based applications
to publish, subscribe, and share data with Cisco ISE while maintaining the integrity of your network. It aids Cisco ISE in
delivering consistent context exchange about users, endpoints, sessions, and more with SaaS-based products that are
a part of the Cisco ISE partner ecosystem.

Cisco Identity Services Engine | Updated June 29, 2026

| Cisco pxGrid Cloud | 6



Cisco pxGrid Cloud terminology
Defines key terms used in the Cisco pxGrid Cloud solution.
These are some common terms used in the Cisco pxGrid Cloud solution and their meanings within the Cisco pxGrid Cloud
environment.
• App: Create and register applications based on requirements. For example, you can create an app to retrieve session

and endpoint data from Cisco ISE.
Applications with a cloud offering can be onboarded to Cisco pxGrid Cloud. After an application is onboarded, you
can share data between your Cisco ISE deployment and the application.

• Offer: A set of capabilities packaged together and offered as a solution.

• Subscription: An instance of an offer consumed by a tenant.
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2 Integrate Cisco pxGrid Cloud with Cisco ISE: Releases 3.3 Patch
5, 3.4 Patch 1, and Later

Provides detailed instructions and configuration guidelines for integrating Cisco
pxGrid Cloud with Cisco ISE when using Cisco ISE releases 3.3 patch 5, 3.4
patch 1, and later releases.

Topics:

• Cisco pxGrid Cloud and Cisco ISE
integration using Integration Catalog

• Enable Cisco pxGrid Cloud service
in Cisco ISE and register device

• Integrate Cisco pxGrid Cloud
applications using Integration
Catalog

• Activate an app using Integration
Catalog



Cisco pxGrid Cloud and Cisco ISE integration using Integration Catalog
Provides step-by-step instructions on how to integrate Cisco pxGrid Cloud with Cisco ISE to enable secure data sharing
between your Cisco ISE deployment and cloud applications using Integration Catalog.
Cisco ISE customers with an Advantage license can integrate their Cisco ISE deployment with Cisco pxGrid Cloud using
the Integration Catalog from Cisco ISE releases 3.5, 3.4 patch 1, and 3.3 patch 5.
Cisco pxGrid Cloud and Cisco ISE integration using Integration Catalog includes these steps:
1. Enable Cisco pxGrid Cloud service in Cisco ISE and register device on page 10.

2. Integrate Cisco pxGrid Cloud applications using Integration Catalog on page 11.

3. Activate an app using Integration Catalog on page 12.

Enable Cisco pxGrid Cloud service in Cisco ISE and register device
Provides step-by-step instructions on how to enable Cisco pxGrid Cloud service in Cisco ISE and register your device.
• Install and activate the Cisco ISE Advantage license tier in your Cisco ISE deployment.

• The pxGrid Cloud agent creates an outbound HTTPS connection to Cisco pxGrid Cloud. Therefore, you must configure
Cisco ISE proxy settings if the customer's network uses a proxy to reach the internet. To configure proxy settings in
Cisco ISE, choose Administration > System > Settings > Proxy.

• The Cisco ISE Trusted Certificates Store must include the root CA certificate required to validate the server certificate
presented by Cisco pxGrid Cloud. Ensure that the Trust for Authentication of Cisco Services option is enabled
for this root CA certificate. To enable Trust for Authentication of Cisco Services, choose Administration
> System > Certificates.

• Port 443 must be open for outbound connection from Cisco ISE to the Cisco pxGrid Cloud Portal.
If firewall or proxy settings are configured, ensure these URLs and regional clouds are not blocked. To ensure
connectivity, you must also exempt all traffic between Cisco ISE and these URLs from SSL decryption.
• https://dna.cisco.com

• https://dnaservices.cisco.com

• https://ciscodnacloud.com

• us-west-2: https://neoffers.cisco.com

• eu-central-1: https://neoffers-de.cisco.com

• ap-southeast-1: https://neoffers-sg.cisco.com

• us-west-2: https://objectstore-production-us-west-2.s3.us-west-2.amazonaws.com

• eu-central-1: https://objectstore-production-eu-central-1.s3.eu-central-1.amazonaws.com

• ap-southeast-1: https://objectstore-production-ap-southeast-1.s3.ap-southeast-1.amazonaws.com

• Cisco ISE and Cisco pxGrid Cloud integration requires outbound HTTP access to Online Certificate Status Protocol
(OCSP) responder URLs for real-time certificate validation. These URLsmay change dynamically as root and intermediate
certificates are updated.
If you encounter OCSP validation issues, you can identify the required OCSP responder URLs in the hermes.log
file on the active Cisco pxGrid Cloud node. You must allow outbound HTTP access to all identified OCSP responder
URLs to ensure successful certificate validation and uninterrupted Cisco pxGrid Cloud integration.
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To enable Cisco pxGrid Cloud in Cisco ISE and register your device, follow these steps:
1. In the Cisco ISE GUI, choose Administration > System > Deployment.
2. Select the node where you want to enable the pxGrid Cloud service.
3. In the General Settings tab, enable the pxGrid service.
4. Check the pxGrid Cloud check box.

Important

• The pxGrid Cloud service can be enabled on two nodes to provide high availability.

• You can enable the pxGrid Cloud option only when the pxGrid service is enabled on that node.

Cisco pxGrid Cloud service is enabled.
5. In the ISE deployment name field, enter a name for your Cisco ISE deployment. You can find your registered

Cisco ISE deployment on the Cisco Catalyst Cloud Portal using the ISE deployment name.
(Optional) In the Description (optional) field, enter a description for your Cisco ISE deployment.

6. In the Region drop-down list, choose a region to register your Cisco ISE device. Cisco pxGrid Cloud is supported in
the U.S., Europe, Asia Pacific, and Japan. The application you want to use with pxGrid Cloud must also be available
in the same region.

7. In the Activate your device pop-up page, the Activation Code for your device is automatically filled. Click
Next.
Log in to your Cisco Catalyst Cloud Portal account or create a new account to complete your device registration. Refer
to Create an account in Cisco Catalyst Cloud Portal on page 17 for information on creating an account.

8. Log in to your Cisco Catalyst Cloud Portal account.
Your Cisco ISE device is activated and registered.
You can find details of your registered Cisco ISE device in the pxGrid section (Administration > System >
Deployment > pxGrid). You can click Deregister to deregister your Cisco ISE device. Deregistering Cisco ISE
also automatically deactivates the connected applications.

Integrate Cisco pxGrid Cloud applications using Integration Catalog
Provides step-by-step instructions on how to integrate Cisco pxGrid Cloud applications with Cisco ISE using the
Integration Catalog.
FromCisco ISE releases 3.5, 3.4 patch 1, and 3.3 patch 5, you can use the IntegrationCatalog page (Administration
> Integration Catalog) in Cisco ISE. This feature allows you to integrate with Cisco pxGrid Cloud applications, offering
a simplified integration experience.
To integrate Cisco pxGrid Cloud applications with Cisco ISE using the Integration Catalog, follow these steps:
1. In the Cisco ISE GUI, choose Administration > Integration Catalog.
2. In theAvailable Integrations section, click the pxGrid Cloud application that you want to integrate with Cisco ISE.

The configuration and registration details of the chosen application are displayed in the Integration Catalog page.
3. In theAppConfiguration section, choose the required instance to activate the app. You can have a single instance

or multiple instances for your Cisco pxGrid Cloud application. Refer to Activate an app using Integration Catalog on
page 12 for more information on app activation.
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Activate an app using Integration Catalog
Provides step-by-step instructions on how to activate an app in the IntegrationCatalog by selecting the app, configuring
instances and data scopes, and completing the activation process.
You can integrate and activate a pxGrid Cloud app using the Integration Catalog (Administration > Integration
Catalog > Available Integrations). The data scopes selected during the activation of an app are also activated in
the configured policy. Refer to Configure a Cisco pxGrid Cloud policy on page 24 for more information on configuring a
policy.
To view and enable new scopes available for an app, disconnect the app after deactivation. When you reactivate the app,
all the new scopes are displayed. You cannot edit the chosen data scopes after app activation. To make necessary
changes, deactivate the app, make the required changes, and then reactivate the app.
Important

When integrating an app using the Integration Catalog, you may see the option to integrate an application using
an existing instance or a new instance. This option of selecting an existing instance or a new instance is only applicable
formulti-instance applications. In multi-instance apps, you can connect multiple Cisco ISE deployments (within
a region) to an existing instance or you can create a new instance for app integration. Single-instance apps always use
the same instance.

To activate an app in Integration Catalog, follow these steps:
1. Click your specific app tile on the Integration Catalog page to choose it for activation.

The App Configuration window displays the activation status as Activated.
2. In the Instance section, click theExisting instances radio button to use an existing instance of an app, if applicable.
3. From the Existing instances drop-down list, choose the required instance.
4. (Optional) To create a new instance, click the New instance radio button (Integration Catalog > App

Configuration > Instance).
5. In theData Scope section, choose the scopes for your app configuration. You must choose at least one data scope.

The scope options available for configuration depend on your specific app.
• Adaptive Network Control (ANC) Configuration: Provides ANC configuration details such as policy name,

action type, status, and MAC address.

• Echo Service: Provides a way for the app to check the health of the integration.

• ISEManaged Endpoints: Provides details of endpoints and probe data attributes of selected probes connected
to Cisco ISE.

• Mobile Device Management (MDM): Provides endpoint details including model, manufacturer, type,
compliance, and MAC address.

• Profiler Configuration: Provides Cisco ISE profiling policy device details such as ID and name.

• RADIUSAuthentication Failures: Provides RADIUS protocol failure details such as failure reason, username,
NAS NAD details, authentication details, framed IP address attributes, MAC address, and calling station ID.

• Session Directory: Provides session and user group objects, which include authenticated user context, wired
and wireless connection type information, posture status, endpoint profile device, Security Group Tag (SGT), and
username.

• TrustSec: Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics, which include SGACL, SGT, and
SGT binding information.

• UserDefinedNetworks (UDN): Allows a user to share UDN details such as network user details and information
on the devices associated with those networks.
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6. Click Activate to activate the app.
Remember

(Optional) If you are using a single-instance app or creating a new instance, copy the one-time password (OTP)
that is displayed to add an instance.

7. (Optional) From the One-time Password Generated pop-up, copy the (OTP) to redeem it in your app page.
8. (Optional) Log in to your app.
9. (Optional) In the OTP redemption page of the app, use the OTP copied from Cisco ISE to add an instance.

The app instance is activated in Cisco ISE.
The app activation status is displayed as Activated in the App Configuration window.
(Optional) You can click Deactivate to deactivate the app, if needed.
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3 Integrate Cisco pxGrid Cloud with Cisco ISE: Other Releases

Provides detailed instructions and configuration guidelines for integrating Cisco
pxGrid Cloud with Cisco ISE when using Cisco ISE releases earlier than 3.3
patch 5 and 3.4 patch 1.

Topics:

• Cisco pxGrid Cloud and Cisco ISE
integration workflow

• Activate Cisco pxGrid Cloud service
in Cisco ISE

• Connect Cisco ISE to Cisco pxGrid
Cloud

• Application registration
• Change the app scopes
• Disable Cisco pxGrid Cloud service

in Cisco ISE



Cisco pxGrid Cloud and Cisco ISE integration workflow
Provides step-by-step instructions on how to integrate Cisco pxGrid Cloud with Cisco ISE to enable secure data sharing
between your Cisco ISE deployment and cloud applications.
Cisco ISE customers with an Advantage license can register their Cisco ISE deployment with Cisco pxGrid Cloud and use
the applications listed in the offer.
The Cisco pxGrid Cloud and Cisco ISE integration workflow includes these steps:
1. Activate Cisco pxGrid Cloud service in Cisco ISE on page 16.

2. Create an account in Cisco Catalyst Cloud Portal on page 17.

3. Subscribe to an offer in Cisco Catalyst Cloud Portal on page 18.

4. Register Cisco ISE on page 18.

Share data between your Cisco ISE deployment and a cloud application by completing these tasks:
1. Onboard an app.

2. Connect to an app on page 20.

3. Activate an app on page 21.

References

To access the Cisco Catalyst Cloud Portal, go to https://dna.cisco.com.

Activate Cisco pxGrid Cloud service in Cisco ISE
Provides step-by-step instructions on how to activate Cisco pxGrid Cloud service in Cisco ISE.
• Install and activate the Advantage license tier in your Cisco ISE deployment.

• The pxGrid Cloud agent creates an outbound HTTPS connection to Cisco pxGrid Cloud. Therefore, you must configure
Cisco ISE proxy settings if the customer network uses a proxy to reach the internet. To configure proxy settings in
Cisco ISE, go to Administration > System > Settings > Proxy.

• The Cisco ISE Trusted Certificates Store must include the root CA certificate required to validate the server certificate
presented by Cisco pxGrid Cloud. Ensure that the Trust for Authentication of Cisco Services option is enabled
for this root CA certificate. To enable Trust for Authentication of Cisco Services, go to Administration >
System > Certificates.

• Port 443 must be open for outbound connection from Cisco ISE to Cisco pxGrid Cloud portal.
If firewall or proxy settings are configured, ensure these URLs and regional clouds are not blocked. To ensure
connectivity, you must also exempt all traffic between Cisco ISE and these URLs from SSL decryption.
• https://dna.cisco.com

• https://dnaservices.cisco.com

• https://ciscodnacloud.com

• us-west-2: https://neoffers.cisco.com

• eu-central-1: https://neoffers-de.cisco.com

• ap-southeast-1: https://neoffers-sg.cisco.com

• us-west-2: https://objectstore-production-us-west-2.s3.us-west-2.amazonaws.com
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• eu-central-1: https://objectstore-production-eu-central-1.s3.eu-central-1.amazonaws.com

• ap-southeast-1: https://objectstore-production-ap-southeast-1.s3.ap-southeast-1.amazonaws.com

• Cisco ISE and Cisco pxGrid Cloud integration requires outbound HTTP access to Online Certificate Status Protocol
(OCSP) responder URLs for real-time certificate validation. These URLsmay change dynamically as root and intermediate
certificates are updated.
If you encounter OCSP validation issues, you can identify the required OCSP responder URLs in the hermes.log
file on the active Cisco pxGrid Cloud node. You must allow outbound HTTP access to all identified OCSP responder
URLs to ensure successful certificate validation and uninterrupted Cisco pxGrid Cloud integration.

To activate Cisco pxGrid Cloud service in Cisco ISE, follow these steps:
1. In the Cisco ISE GUI, navigate to Administration > System > Deployment.
2. Select the node on which you want to enable the Cisco pxGrid Cloud service.
3. In the General Settings tab, enable the pxGrid service.
4. Check the Enable pxGrid Cloud check box.

Important

• The Cisco pxGrid Cloud service can be enabled on two nodes to enable high availability.

• You can enable the pxGrid Cloud option only when the pxGrid service is enabled on that node.

Cisco pxGrid Cloud service is enabled.

Create an account in Cisco Catalyst Cloud Portal
Provides step-by-step instructions on how to create an account in Cisco Catalyst Cloud Portal.
To create an account in Cisco Catalyst Cloud Portal, follow these steps:
1. Go to https://dna.cisco.com.

If you already have a Cisco account, skip to Step 4.

2. If you do not have a Cisco account, clickCreate a New Account. You don't need additional licenses or privileges
to open a Cisco Catalyst Cloud Portal account.

3. Enter the required details in the Create Account window and click Register.
A verification email is sent to the email address entered in the Create Account window. Check your verification
email to complete the sign-in process.

4. Log in to the Cisco Catalyst Cloud Portal with your Cisco account.
5. Enter a name for your account and click Continue.
6. Verify your account profile details and click Create Account.

The Cisco Catalyst Cloud Portal home page is displayed and you have successfully created a Cisco Catalyst Cloud
Portal account.
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Note

If you have multiple Cisco Catalyst Cloud Portal accounts, a pop-up window listing all your associated accounts is
displayed. Choose an account and click Continue to launch the home page.

Subscribe to an offer in Cisco Catalyst Cloud Portal
Provides step-by-step instructions on how to subscribe to an offer in Cisco Catalyst Cloud Portal.
To subscribe to an offer in Cisco Catalyst Cloud Portal, follow these steps:
1. In the Cisco Catalyst Cloud Portal home page, click Subscribe to Offer.
2. In the Set Up Your Subscription slide-in pane, from the Offer drop-down list, choose pxGrid Cloud.
3. From the Region drop-down list, choose the region of your choice. Cisco pxGrid Cloud is supported in the U.S.,

Europe, Asia Pacific, and Japan.
4. Check the General Terms check box and click Subscribe Offer.

The offers that you are subscribed to are displayed in the Cisco Catalyst Cloud Portal home page.
If you want to delete an offer, select the offer and click Delete.
Remember

• Deleting a subscription removes access for all accounts associated with that offer. As a result, logged-in users
cannot register devices or perform any actions related to the offer.

• Deleting a subscription affects the products registered in that region.

Register Cisco ISE
Provides step-by-step instructions on how to register Cisco ISE in Cisco Catalyst Cloud Portal.
You must subscribe to an offer before registering Cisco ISE.
To register Cisco ISE in Cisco Catalyst Cloud Portal, follow these steps:
1. Go to https://dna.cisco.com/.
2. In the Cisco Catalyst Cloud Portal home page, click Register Cisco ISE.
3. In the Register Cisco ISE slide-in pane, enter the Cisco ISE server name and description.

A one-time password (OTP) is generated. This OTP is valid for 30 minutes. Refer to Cisco pxGrid Cloud and Cisco
ISE integration on page 19 for more information.
Enter the OTP in theSetup Connection page in Cisco ISE (underAdministration >pxGrid Services >Client
Management > pxGrid Cloud Connection).
Remember

The pxGrid Cloud service must be enabled on one or two pxGrid nodes in the Cisco ISE deployment. Refer to
Activate Cisco pxGrid Cloud service in Cisco ISE on page 16 for information on how to enable the pxGrid Cloud
service.
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After successful registration, you will see the status of the Cisco ISE instance displayed as Registered in the
On-Prem Connections page.

Connect Cisco ISE to Cisco pxGrid Cloud
Provides step-by-step instructions on how to connect your Cisco ISE deployment to Cisco pxGrid Cloud from the Cisco
ISE GUI.
After the pxGrid Cloud service is enabled, youmust register your Cisco ISE deployment in Cisco pxGrid Cloud and generate
an authentication token.
To connect Cisco ISE to Cisco pxGrid Cloud, follow these steps:
1. In the Cisco ISE GUI, go to Administration > pxGrid Services > Client Management > pxGrid Cloud

Connection.
2. Click Setup Connection.
3. Enter the OTP in the Setup Connection page, and click Connect. Refer to Register Cisco ISE on page 18 for

instructions on how to obtain the OTP.
The connection setup includes these steps:
a. Enrollment: A request is sent to Cisco pxGrid Cloud to enroll the Cisco ISE deployment using the authentication

token. When you successfully complete this step, the pxGrid Cloud agent starts on the Active node in the Cisco
ISE deployment.

b. pxGrid Connection: The pxGrid Cloud agent establishes a persistent connection to the pxGrid component
running locally on the same Cisco ISE node. All pxGrid notifications from Cisco ISE are sent to the pxGrid Cloud
agent using this connection.

c. Cloud Connection: The pxGrid Cloud agent establishes a persistent connection to Cisco pxGrid Cloud and
sets up the logical channels. These logical channels are used to receive the ERS and pxGrid requests from Cisco
pxGrid Cloud, and to send pxGrid notifications to Cisco pxGrid Cloud.

You can view the connection setup progress in the pxGrid Cloud Connection page. After the steps complete, the
status displays as Connected and displays the name of the active pxGrid node. .
To end the pxGrid Cloud connection, click Disconnect in the pxGrid Cloud Connection page. This disconnects
the Cisco ISE deployment from Cisco pxGrid Cloud and ends the pxGrid Cloud agent on the Active node.
When the Cisco ISE deployment is connected to Cisco pxGrid Cloud, the pxGrid Cloud agent (called Hermes process) is
listed in the output of the show application status ise CLI command.

Cisco pxGrid Cloud and Cisco ISE integration
Explains that Cisco ISE customers with a pxGrid Cloud subscription can integrate their Cisco ISE deployment with Cisco
pxGrid Cloud to access supported applications. This integration enables secure connectivity and application access by
registering the deployment, activating the pxGrid Cloud service, and configuring the required connection settings.
To enable connectivity between a Cisco ISE deployment and Cisco pxGrid Cloud, the pxGrid Cloud option must be
activated on one or two pxGrid nodes in the Cisco ISE deployment. If you have configured high availability for pxGrid
nodes, one of the nodes acts as the Active node and the other acts as the Standby node. The Standby node assumes the
role if the Active node fails.
Only the Active node establishes connection to Cisco pxGrid Cloud and handles the traffic between the Cisco ISE deployment
and Cisco pxGrid Cloud. No other Cisco ISE node interacts with Cisco pxGrid Cloud.
The pxGrid Cloud agent acts as a bridge between Cisco ISE and Cisco pxGrid Cloud. A pxGrid Cloud application can
subscribe to a pxGrid topic. The pxGrid Cloud agent in Cisco ISE learns about this subscription from Cisco pxGrid Cloud
and establishes the actual subscription to the pxGrid service in Cisco ISE. When the agent receives a notification on the
pxGrid topic, it forwards the notification to Cisco pxGrid Cloud over a logical channel dedicated to the pxGrid service.
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The pxGrid Cloud application can invoke ERS, pxGrid, and OpenAPIs within the Cisco ISE deployment. The pxGrid Cloud
agent proxies a REST request from Cisco pxGrid Cloud to Cisco ISE, and returns the response to Cisco pxGrid Cloud.
Cisco ISE customers with a pxGrid Cloud subscription can register their deployment with Cisco pxGrid Cloud and use the
applications in the offer. To do this, you must:
1. Acquire and activate the pxGrid Cloud subscription.

2. Enable the pxGrid Cloud service on one or two pxGrid nodes in the Cisco ISE deployment.

3. Register the Cisco ISE deployment with Cisco pxGrid Cloud (associating it with the subscription) and receive an
authentication token.

4. Enter the authentication token in theSetupConnection page in Cisco ISE (Administration >pxGrid Services
> Client Management > pxGrid Cloud Connection).
This activates the pxGrid Cloud agent on the Active pxGrid node and establishes a connection between the Cisco ISE
deployment and Cisco pxGrid Cloud.

5. Select a Cisco pxGrid Cloud application from the offer and associate it with the subscription. The application then has
access to the Cisco ISE deployment.

Application registration
Provides step-by-step instructions on how to create and register applications with Cisco ISE to enable data exchange
between your deployment and cloud applications.
You can register applications to your product based on your requirements. For example, you can create an app that can
retrieve the session and endpoint data from Cisco ISE.
These applications can use the ERS, pxGrid, and OpenAPIs to exchange information with Cisco ISE. Refer to the Cisco
pxGrid Cloud API Reference Guide for information on supported APIs.

Share data between Cisco ISE and cloud apps

Share data between your Cisco ISE deployment and a cloud application by completing these tasks:
1. Onboard an app.

2. Connect to an app on page 20.

3. Activate an app on page 21.

Connect to an app
Learn how to connect to an app from the Cisco pxGrid Cloud Portal App Store.
To connect to an app, follow these steps:
1. In the Cisco pxGrid Cloud Portal home page, go to the App Store.
2. Choose the required app in the App Store page and click Connect to App.

An OTP is generated and remains valid for 60 minutes.

3. Navigate to the application URL and paste the OTP in the Enter Token field.
For example, if you are connecting the DNA Spaces application, the OTP is used in DNA Spaces.
After successful authentication, the app is listed in theMy Apps page.
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Activate an app
Learn how to activate an app in Cisco pxGrid Cloud Portal.
You must register Cisco ISE and connect your app before activating the app.
To activate an app, follow these steps:
1. In the Cisco pxGrid Cloud Portal home page, go to the App Store, and clickMy Apps.
2. In theMy Apps page, choose the app and click Activate product.

Attention

Product refers to your registered Cisco ISE server.

3. Click Let's Do it.
4. In the Select an App page, choose the app from the App Name drop-down list and click Next.

Details of the compatible products and supported regions are displayed below the app.

5. In the Select Product page, from the Product Type drop-down list, choose Cisco ISE and select your Cisco
ISE server from the Product drop-down list.

6. In the Configure App for Product page, set the configuration for Cisco ISE. The scope options available for
configuration depend on your specific app.
• Profiler: Cisco ISE Profiler configuration.

• RADIUS: RADIUS authentication failures.

• Session: Cisco ISE session directory.

• TrustSec: Cisco ISE TrustSec related topics. (You must choose all three TrustSec topics—TrustSec SXP,
TrustSec Configuration, TrustSec in pxGrid Services.)

• User Defined Network: Cisco User Defined Network related topics.

• ANC: Adaptive Network Control configuration.

• MDM: Mobile Device Management related topics.

• Echo: Echo service topics used for testing.

7. In the Summary page, review your settings and click Activate App for Products.
The app activation status is displayed as Activated in the Product Activation page.

8. Refresh the ISE Enrollment page in the app.
9. Select the activated Cisco ISE instance, click Connect, and click Accept.

The app is activated.

Change the app scopes
Provides step-by-step instructions on how to change the scopes assigned to an app in Cisco pxGrid Cloud by updating
the configuration to match the required pxGrid services in Cisco ISE.
You can change the scopes that are configured for an app based on your requirements. Ensure that the scopes that you
configure for the app on the Cisco pxGrid Cloud Portal match the chosen pxGrid services in Cisco ISE.
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Caution

Deactivate an app to change data scopes after Cisco pxGrid Cloud integration. This also deletes any existing integrated
app information that is currently shared with Cisco ISE.
After deactivating the app, you can select the required scopes and reactivate the app through a new integration with
Cisco pxGrid Cloud.

To change app scopes, follow these steps:
1. In the Cisco ISE GUI, go to Administration > pxGrid Services > Client Management > pxGrid Cloud

Policy.
2. In thepxGrid Services area, choose the required services from the list. You can enable one or more pxGrid services

by clicking their names.
3. In the Cisco pxGrid Cloud Portal home page, go to the App Store and clickMy Apps.
4. In the Select an App page, choose the app from the App Name drop-down list.
5. In the Select Product page, from the Product Type drop-down list, choose Cisco ISE.
6. From the Product drop-down list, choose the Cisco ISE server.
7. In the Configure App for Product page, set the configuration for Cisco ISE. These scopes are available.

• Profiler: Cisco ISE Profiler configuration.

• RADIUS: RADIUS authentication failures.

• Session: Cisco ISE session directory.

• TrustSec: Cisco ISE TrustSec related topics.

• User Defined Network: Cisco User Defined Network related topics.

• ANC: Adaptive Network Control configuration.

• MDM: Mobile Device Management related topics.

• Echo: Echo service topics used for testing.

You have successfully changed the scopes for your app.

Disable Cisco pxGrid Cloud service in Cisco ISE
Provides step-by-step instructions how to disable Cisco pxGrid Cloud service in the Cisco ISE GUI.
To disable Cisco pxGrid Cloud, follow these steps:
1. In the Cisco ISE GUI, go to Administration > System > Deployment.
2. Check the check box next to the pxGrid node and click Edit.
3. Uncheck the Enable pxGrid Cloud check box.

You have successfully disabled the Cisco pxGrid Cloud service in the Cisco ISE deployment.
After disabling the Cisco pxGrid Cloud service in your Cisco ISE deployment, you can re-enable it when needed.



4 Cisco pxGrid Cloud Services

Provides monitoring and troubleshooting instructions for Cisco pxGrid Cloud. It
covers important Cisco pxGrid Cloud topics like policy configuration, client
information, high availability, and log management.

Topics:

• Configure a Cisco pxGrid Cloud
policy

• Cisco pxGrid Cloud registered
applications

• Cisco pxGrid node high availability
• Cisco pxGrid Cloud service log files
• Configure debug log level for Cisco

pxGrid Cloud service



Configure a Cisco pxGrid Cloud policy
Provides step-by-step instructions on how to configure a Cisco pxGrid Cloud policy in Cisco ISE to control which services
and APIs are accessible to pxGrid Cloud applications.
By default, Cisco pxGrid Cloud applications are not permitted to access any Cisco pxGrid services or APIs in the Cisco
ISE deployment. You must configure policies within Cisco ISE to explicitly grant access.
You can create a policy to specify what is allowed or denied between your Cisco ISE deployment and the Cisco pxGrid
Cloud service. Authorization policies that are specific to each partner environment can be configured in the cloud portal.
You will need the Cisco ISE Advantage license to configure a pxGrid Cloud policy.
To configure a Cisco pxGrid Cloud policy, follow these steps:
1. In the Cisco ISE GUI, go to Administration > pxGrid Services > Client Management > pxGrid Cloud

Policy.
2. In thepxGrid Services area, choose the required services from the list. You can enable one or more pxGrid services

by clicking their names.
3. In the ERS APIs area, enable the ERS APIs option to provide ERS API access to Cisco pxGrid Cloud applications.

The ERS APIs option is disabled here if the ERS service is disabled in Cisco ISE.
ERS API is disabled by default from Cisco ISE release 3.4. To enable ESR API service in Cisco ISE, follow these steps:
a. In the Cisco ISE GUI, go toAdministration >System >Settings >API Settings >API Service Settings.

b. Enable the ERS (Read/Write) option.

4. In theOpenAPIs area, enable theOpenAPIs option to provide OpenAPI access to Cisco pxGrid Cloud applications.
The OpenAPIs option is disabled here if the OpenAPI option is disabled in Cisco ISE.
OpenAPI is enabled by default from Cisco ISE release 3.4. To enable the OpenAPI service in earlier Cisco ISE releases,
follow these steps:
a. In the Cisco ISE GUI, go toAdministration >System >Settings >API Settings >API Service Settings.

b. Enable the Open API (Read/Write) option.

Tip

By default, Cisco pxGrid Cloud applications have read-only access to APIs, allowing only HTTP GET operations.
Enable Read/Write in the pxGrid Cloud Policy page to allow POST, PUT, and DELETE operations.

Cisco pxGrid Cloud registered applications
Explains that the pxGrid Cloud offer includes a selection of registered applications that subscribers can access and use.
You can select and use applications from a collection of registered applications provided in the pxGrid Cloud offer.
For example, if a subscriber registers a Cisco ISE deployment in Cisco pxGrid Cloud and uses two applications, those
two applications are listed in the pxGrid Cloud Clients tab. You can view the pxGrid Cloud applications in this tab.
You cannot make changes.
To view the pxGrid Cloud applications, go toAdministration >pxGrid Services >ClientManagement >Clients
> pxGrid Cloud Clients.
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In the Total Clients pane on theSummary page, you can view the total number of pxGrid Cloud applications currently
running on this deployment under Administration > pxGrid Services > Summary.

Cisco pxGrid node high availability
Explains that Cisco pxGrid Cloud service supports high availability by enabling the service on two nodes.
Activate the pxGrid Cloud service on two nodes for high availability. Once connected to Cisco pxGrid Cloud, Cisco ISE
deployment starts the pxGrid Cloud agent on the selected Active node. If the Active node fails or loses network connectivity,
the Standby node becomes Active, starts the pxGrid Cloud agent, and reconnects to Cisco pxGrid Cloud. The failover
process may take approximately 30 seconds.

High availability response triggers
Table 1: Events that trigger high availability responses

High availability responseEvent

Standby node immediately becomes the Active node.pxGrid Cloud service disabled on Active node
Standby node becomes Active. When the restarted node comes up, this
node becomes the Standby node and monitors the Active node.

Active node restarted because of a crash or
user-initiated sequence

After the upgrade, the node functions as the Active node.Upgrade the deployment or a standalone Cisco
ISE node with one pxGrid node

When the Standby node is upgraded, it acts as the Standby node after
upgrade and continues to monitor the Active node.
After upgrading the Active node, the Standby node becomes the Active
node. After the upgraded node is back online, it becomes the Standby
node monitoring the Active node.

Upgrade deployment with Active and Standby
nodes

Both nodes operate in Activemode.When this occurs, the names of both
nodes are displayed in the pxGrid Cloud Connection page. After
connectivity is restored between the nodes, one of the nodes is selected
as the Active node and the other node acts as the Standby node.

Network issue occurs between the Active and
Standby nodes

The new node initially acts as the Active node. After the node is fully
synchronized and able to communicate with its peer, one of the nodes
is selected as the Active node.

Add a new pxGrid node with pxGrid Cloud
service enabled to the deployment

Configuration changes that restart the pxGrid Cloud agent

These configuration changes restart the pxGrid Cloud agent:
• Replacing the pxGrid system certificate.

• Replacing the Admin system certificate.

• Enabling or disabling theTrust for authenticationwithin ISE orTrust for authentication of CiscoServices
option for any trust certificate.

• Changing Cisco ISE proxy settings.

• Enabling or disabling the ERS service for Cisco pxGrid Cloud.

• Enabling or disabling any pxGrid service in the pxGrid Cloud Policy page.
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Cisco pxGrid Cloud service log files
Explains that Cisco pxGrid Cloud service log files record configuration changes, connection status, and agent activities
to help monitor and troubleshoot pxGrid Cloud services.
A Cisco pxGrid Cloud service log file is a type of log associated with the Cisco ISE that records configuration changes
within pxGrid Cloud services, tracks connection and high-availability status, and logs agent activities as well as pxGrid
topic subscriptions. These logs provide information on the operational status of pxGrid Cloud services and help you
monitor and troubleshoot effectively.
These log files are included in the Cisco ISE support bundle when the Include Debug Logs option is enabled. To
download these logs, choose Operations > Troubleshoot > Download Logs > Debug Logs > Application
Logs.
You can troubleshoot Cisco pxGrid Cloud service issues by checking the log files on the Active pxGrid node.
Table 2: Cisco pxGrid Cloud service log files

Where to findContentsLog file

Cisco ISE nodes where the Cisco pxGrid
Cloud service is enabled.

• Cisco pxGrid Cloud service configuration changes

• Cisco pxGrid Cloud service connection status

• High availability status (selection of Active node, detection
of failures, and more)

pxcloud.log

Active pxGrid node.
If the Standby node was previously Active,
hermes.log is retained in that node, but the
log file is not updated after it moves to the
Standby state.

All activities logged by the Cisco pxGrid Cloud agent,
including:
• Cisco ISE and Cisco pxGrid Cloud connection status

• pxGrid topic subscription status

• Handling pxGrid and ERS REST requests fromCisco pxGrid
Cloud

• Configuration changes made in Cisco ISE

hermes.log

Configure debug log level for Cisco pxGrid Cloud service
Provides step-by-step instructions on how to configure the debug log level for the pxcloud.log and hermes.log files in
the Cisco pxGrid Cloud service using the Cisco ISE GUI.
Follow these steps to configure the level of detail in the pxcloud.log and hermes.log files:
1. In the Cisco ISE GUI, go to Operations > Troubleshoot > Debug Wizard > Debug Log Configuration.
2. Click the pxGrid node.
3. Select pxGrid Cloud.
4. Choose one of these options from the Log Level drop-down list:

• Trace

• Debug

• Info

• Warn
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• Error

• Fatal

Tip

hermes.log supports only the Debug, Info,Warn, and Error log levels. As a result, if you choose Trace, the
log level is set as Debug for hermes.log. If you choose Fatal, the log level is set to Error for hermes.log.

The selected log level applies to both pxcloud.log and hermes.log files.
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