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C H A P T E R 5

Events and Objects

This chapter provides information about events and objects, and describes how to configure and 
troubleshoot different event types. It includes the following sections:

• Event and Object Type Overview, page 5-1

• Object Types, page 5-2

• Event Types, page 5-3

• Appears Events, page 5-4

• Camera Tamper Events, page 5-6

• Disappears Events, page 5-7

• Dwell Time Threshold Events, page 5-9

• Dwell Time Data Events, page 5-11

• Enters Events, page 5-13

• Exits Events, page 5-16

• Inside Events, page 5-18

• Left Behind Events, page 5-19

• Loiters Events, page 5-22

• Occupancy Data Events, page 5-24

• Occupancy Threshold Events, page 5-26

• Taken Away Events, page 5-30

• Video Tripwire Events, page 5-32

Event and Object Type Overview
You view and edit the object and event options from the Edit Rule window. To access this window, click 
the Manage Rules link in the Rule Management drawer. 

The object and event options available in the Edit Rule page are determined by the type of channel 
(license type—security or accounting) and the category of event you decide to create on the Rule 
Management page. 
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Object Types
An event is an activity of interest that takes place within the field of view of a camera. When you set up 
certain types of events, you specify one or more objects for the event. An object either performs an action 
or is acted upon to trigger a response. For more information, see the following sections:

• Object Types, page 5-2

• Event Types, page 5-3

Note Depending on the type of rule and the events already added to the rule, you may be able to select more 
than one event type per rule. For example, you can simultaneously detect a vehicle and a person.

Object Types
Some events require that you specify an object. An object either performs an action or is acted upon to 
trigger a response. An example of an object that performs an action is a person that enters a restricted 
area. An example of an object that is acted upon is a suspicious bag that is left on the ground. 

To understand what is going on in front of a camera, the device categorizes the objects and determines 
whether the activity that is going on violates the rules that have been created. The device observes each 
object and does its best to identify the object based on its characteristics. 

When you set up certain types of events, you specify one or more objects for the event.

Note Not all channel configurations support the classification of objects. Other channels only support the 
classification of certain objects. Whether or not objects are classified is determined by the channel type, 
channel configuration, and rule type. For example, person is the only object option if you have 
People-Only Classification turned on.

The following tips may help you use object classification more effectively:

•  Defining object filters can improve object categorization. For more information, see the Filters 
Overview, page 4-22.

• The device detects events involving any of the object types you specify in the same rule. For 
instance, if you selected to search for people and vehicles, the detection of a person or vehicle would 
trigger a response.

• In some cases, you may want to specify several object types (even if you are only looking for one 
object type) so that you can ensure that you do not miss any events due to misclassification. 

• You can change the active/passive designation of Anything objects using the instructions in the 
“How to Specify Active or Passive for Anything Objects” section on page 8-47.

Table 5-1 Event Object Types

Object Type Meaning

Person The object has some characteristics of a human being.

Vehicle The object is a mechanism that carries people or other cargo, such as a car, boat, or plane. 

Anything For most event types, these are all types of objects, including people, vehicles, and 
objects that do not fit into either category. For Left Behind and Taken Away events, these 
are passive objects that do not appear to move on their own. For instance, a box that a 
person has left behind.
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Event Types
Event Types
In the Rule Management page, you choose the event category from the Create new rule drop-down list. 
The types of events the system can detect depend on the channel type and the channel configuration.

Table 5-2 Event Type Descriptions

Event Category Description

Video Tripwire A video tripwire is a line drawn within the camera's field of view. An object triggers a response by crossing 
the line.  You may also have the option to create multi-line video tripwires. multi-line video tripwires are 
two lines drawn within the camera's field of view. An object triggers a response by crossing both lines 
within a user-specified period of time.  For more information, see the Video Tripwire Events, page 5-32.

Area Events An area event occurs within a user-defined portion of the camera's field of view called an area of interest. 
For more information, see the “Area of Interest Overview” section on page 4-12. You may also have the 
option of applying the rule to the entire camera view for the following event types:

• Enters Events—An object enters the perimeter of an area of interest from any direction within the 
camera's field of view. For more information, see the “Enters Events” section on page 5-13.

• Exits Events—An object exits the perimeter of an area of interest in any direction. For more 
information, see the “Exits Events” section on page 5-16.

• Inside Events—An object appears in an area of interest or enters the perimeter of an area of interest. 
For more information, see the “Inside Events” section on page 5-18.

• Appears Events—An object appears in an area of interest without previously appearing within the 
camera's field of view or an area of interest. For more information, see the “Appears Events” section 
on page 5-4.

• Disappears Events—An object is no longer visible within the camera's field of view or an area of 
interest. For more information, see the “Disappears Events” section on page 5-7.

• Taken Away Events—An object in the camera's view or an area of interest is moved. For more 
information, see the “Taken Away Events” section on page 5-30.

• Left Behind Events—An object is placed in the camera's view or an area of interest for a user-specified 
period of time. For more information, see the “Left Behind Events” section on page 5-19.

• Loiters Events—An object remains within an area of interest for a user-specified period of time. For 
more information, see the “Loiters Events” section on page 5-22.

• Dwell Time Data Events—The device records the amount of time each object spends in an area of 
interest. For more information, see the “Dwell Time Data Events” section on page 5-11.

• Dwell Time Threshold Events—The device determines that one or more objects have exceeded a time 
threshold for loitering in an area of interest. For more information, see the Dwell Time Threshold 
Events, page 5-9.

• Occupancy Data Events—The device tracks the number of objects in an area of interest. For more 
information, see the Occupancy Data Events, page 5-24.

• Occupancy Threshold Events—The device determines that a user-specified number of objects have 
occupied an area of interest for a user-specified period of time. For more information, see the 
Occupancy Threshold Events, page 5-26.

Camera Tamper An event that significantly changes the camera's field of view. For more information, see the “Camera 
Tamper Events” section on page 5-6.
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Appears Events
This section includes the following topics:

• Appears Events Overview, page 5-4

• Creating or Editing an Appears Rule, page 5-4

• Appears Events Examples, page 5-5

• Appears Events Tips and Troubleshooting, page 5-5

Appears Events Overview
These events may not be supported by every channel.

Appears in area events occur when an object appears in an area of interest without previously appearing 
within the camera's field of view. An example of such an event is a person entering a doorway around 
which an area of interest is drawn. Because the first time the object was detected was when the person 
entered the doorway, a response is triggered. Objects can also appear in areas of interest drawn around 
windows, trees, and other scenery within the camera's field of view, as well as architectural features, 
such as the corner of a building.

If the area you select is the entire field of view, the event occurs when an object appears anywhere in the 
camera view. An object appears the first time it moves into the camera's field of view. Appears events 
are generally set up in areas where there is very little activity expected, and a response needs to be 
generated whenever an object is detected within or moves into the field of view. For example, you can 
create an Appears in full view event to trigger a response when a person enters a room where there is 
usually no one present.

Creating or Editing an Appears Rule
To create an Appears rule, perform the following steps:

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Do one of the following:

• Create an area of interest. For more information, see the “Working with Areas of Interest” section 
on page 4-12.

•  Click full view  to apply the rule to the entire camera view. 

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 Check Appears as the event type.
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Appears Events
Step 7 If desired, enter details about the rule or other descriptive text in the Alert text field. 

Step 8 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 9 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 10 If desired, create filters (may not be available on all channels). For more information, see the “Filters 
Overview” section on page 4-22.

Step 11 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Appears Events Examples
The following are a few examples of where you might want to know if someone appeared:

• on a building roof anytime

• in bank teller area or vault after hours

• in a hallway during a fire alarm

• on subway tracks or in a subway tunnel

• on a tarmac

The following are a few examples of where you might want to know if a vehicle appeared:

• evacuated area

• shopping center parking lot after hours

• closed parking garage

Appears Events Tips and Troubleshooting
• Consider setting up your Appears events so that they detect all object types. Not all objects will be 

classified accurately as soon as they appear. For example, if a person's foot appears in the camera's 
field of view first (as is often the case), the foot may be classified as another type of object, but it 
would represent the first instance that the person entered the field of view of the camera. The person 
would be categorized as a person a moment later, when he or she actually enters the camera's field 
of view completely.

• Rules configured to detect events in the whole view are useful for general event detection. Keep in 
mind that because the device is monitoring the entire scene, choosing this event type can lead to 
unwanted event detection. If there is an area of the view where activity you do not want to detect is 
prone to occur, it is recommended you instead create an Appears in area of interest event with an 
area of interest that excludes the area of unwanted activity.

• There is an important distinction between Appears in area of interest events and Enters events. 
Appears in area of interest events occur when an object appears in an area of interest without 
previously appearing within the camera's field of view. In other words, the first time the object 
appears within the camera's field of view is when it appears in the area of interest (for example, by 
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walking through a doorway within the area of interest). Enters events occur when an object enters 
the area of interest, only if the object has already been detected within the camera's field of view 
before entering the area. For more information, see the “Enters Events” section on page 5-13.

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event. 

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

• The system detects events differently based on whether you use a ground plane or image plane area 
of interest for the event. For more information, see the “Area of Interest Overview” section on 
page 4-12 and “Ground vs. Image Plane” section on page 4-14.

For more troubleshooting information, see the “Missed Events Troubleshooting” section on page 8-27 
and the “False Alarm Troubleshooting” section on page 8-2.

Camera Tamper Events
This section includes the following topics:

• Camera Tamper Events Overview, page 5-6

• How to Create a Camera Tamper Rule, page 5-7

• Camera Tamper Examples, page 5-7

• Camera Tamper Events Tips and Troubleshooting, page 5-7

Camera Tamper Events Overview
These events may not be supported by every channel.

A Camera Tamper event is any event in a known view that significantly changes the camera's field of 
view, such as the camera being panned away from a known view, a camera being turned off or unplugged, 
or the lights being turned on or off. A known view is a live camera feed that matches a stored view. A 
stored view is a camera field of view that has been designated in the system for monitoring by a device.

A Camera Tamper event can cause some channels to stop monitoring a camera. The channel's response 
to a Camera Tamper event differs based on how your system handles views. For more information, see 
the “View Status” section on page 1-4.

Note Channels that can detect Camera Tamper events can only detect them when the channel is in a known 
view. For example, if the lights are turned off while the channel's status is unknown, no Camera Tamper 
responses will be triggered for that event.

You can only create one Camera Tamper rule per channel.
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How to Create a Camera Tamper Rule
From the Create new rule drop-down list on the Rule Management page, choose Camera Tamper. The 
rule appears automatically in the rule list.

Camera Tamper Examples
The following list illustrates examples of when you may want to use a Camera Tamper event:

• The lights are turned on or off in a secure facility.

• A camera is panned, zoomed, or jostled from an automated teller machine or emergency door.

• A device loses the signal from a camera, which occurs when the camera is turned off or loses its 
power source (e.g., by being unplugged).

Camera Tamper Events Tips and Troubleshooting
• Only one Camera Tamper rule is needed per channel. If you already have a Camera Tamper rule on 

the channel, the option is no longer available from the Create new rule drop-down list.

• Camera Tamper events are not detected if the view is unknown. 

• You can adjust the degree of the system's sensitivity to Camera Tamper events by modifying the view 
sensitivity. For more information, see the “How to Adjust View Sensitivity” section on page 8-49.

• Keep in mind that Camera Tamper events are not detected at all if your channel is configured to use 
Auto-force views. For more information, see the “View Status” section on page 1-4.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.

Disappears Events
This section includes the following topics:

• Disappears Events Overview, page 5-7

• How to Create or Edit a Disappears Rule, page 5-8

• Disappears Events Tips and Troubleshooting, page 5-8

Disappears Events Overview
These events may not be supported by every channel.

Disappears from area of interest events occur when an object disappears from the camera's field of view, 
having last been detected within an area of interest. In other words, the last time the system detected the 
object within the camera's field of view, it was present in the area of interest. For example, a Disappears 
from area of interest event could be created to detect a person exiting a restricted doorway within part 
of a camera's field of view. Because the last time the object was detected was before the person exited 
the doorway, a response is triggered. Objects can also disappear from areas of interest drawn around trees 
and other scenery within the camera's field of view, and architectural features, such as the corner of a 
building or a window.
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Disappears Events
If the area you select is the entire field of view, an event occurs when an object disappears from anywhere 
in the camera's field of view. An object disappears when it is no longer visible within the camera's field 
of view. For example, you can create a Disappears event to trigger a response whenever a person leaves 
a room that he or she is not supposed to leave.

How to Create or Edit a Disappears Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Do one of the following:

• Create an area of interest. For more information, see the “Working with Areas of Interest” section 
on page 4-12.

• Click full view  to apply the rule to the entire camera view.

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 Check Disappears as the event type.

Step 7 If desired, enter details about the rule or other descriptive text in the Alert text field. 

Step 8 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 9 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 10 If desired, create filters (may not be available on all channels). For more information, see the “Filters 
Overview” section on page 4-22.

Step 11 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Disappears Events Tips and Troubleshooting
• Rules configured to detect events in the whole view are useful for general event detection. Keep in 

mind that because device is monitoring the entire scene, choosing this event type can result in 
unwanted event detection. If there is an area of the view where activity you do not want to detect is 
prone to occur, it is recommended you instead draw an area of interest that excludes the area of 
unwanted activity.
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Dwell Time Threshold Events
• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• There is an important distinction between Disappears from area of interest events and Exits events. 
Disappears from area of interest events occur when an object was last detected in an area of interest. 
In other words, the last time the system detected the object, it was present in the area of interest. 
Exits events occur whenever an object exits through the perimeter of the area of interest. For more 
information, see the “Exits Events” section on page 5-16.

• The system detects events differently based on whether you use a ground plane or image plane area 
of interest for the event. For more information, see the “Area of Interest Overview” section on 
page 4-12 and “Ground vs. Image Plane” section on page 4-14.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.

Dwell Time Threshold Events
This section includes the following topics:

• Dwell Time Threshold Events Overview, page 5-9

• How to Create or Edit a Dwell Time Threshold Rule, page 5-10

• Dwell Time Threshold Examples, page 5-10

• Dwell Time Threshold Events Tips and Troubleshooting, page 5-11

Dwell Time Threshold Events Overview
These events may not be supported by every channel.

Dwell Time Threshold events occur when one or more objects remain within an area of interest for a 
user-specified period of time. A different dwell time can be specified for each event. 

Dwell Time Threshold events are similar to Loiters in area of interest events, but Loiters in area of 
interest events can only apply to one object at a time.

Most often, Dwell Time Threshold rules are set up to detect a group of people staying in an area for a 
certain amount of time. This can include both security applications, such as a gang of people 
congregating in a secure area, and retail applications, such as a long queue of people waiting for an 
extended period of time. In Dwell Time Threshold rules, the device is monitoring the dwell time of 
particular objects. If a particular object leaves the area of interest, the dwell time for that object ends.

Dwell Time Thresholds do not result in event responses (such as alerts), but Dwell Time Threshold data 
could be stored and retrieved later. For example, it could be stored and retrieved from a database for 
reporting purposes.
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Dwell Time Threshold Events
How to Create or Edit a Dwell Time Threshold Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Create an area of interest. For more information, see the “Working with Areas of Interest” section on 
page 4-12.

Step 4 Enter a rule name.

Step 5 Check Dwells as the event type.

Step 6 Check the option that begins with Output event when...

Step 7 Enter the number of people that must dwell in the area of interest for a response to be triggered.

Step 8 Enter the length of time the number of people must remain in the area of interest for a response to be 
triggered. The default value is 0 minutes and 10 seconds. It can be set to any value greater than 0 seconds 
and less than 60 minutes.

Step 9 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 10 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 11 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Dwell Time Threshold Examples
An example of Dwell Time Threshold event would be if you create a rule to detect when customers have 
to stand in line in front of a bank teller for a certain amount of time. For example, you could define the 
event so that an area of interest appears in front of the teller, with a threshold of one person waiting for 
over five minutes.

You could also create a rule to detect when customers have to wait for an excessive amount of time. This 
could include waiting for the arrival of a train or bus, or queuing in front of a ticket booth or vending 
machine. To do this, create a Dwell Time Threshold rule which includes a desired number of people 
waiting (or dwelling) and the amount of time you deem excessive. 

For example, you might define the event so that a ticket machine is enclosed in the area of interest, with 
a threshold of 10 people waiting for over 30 minutes.
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Dwell Time Threshold Events Tips and Troubleshooting
• The area of interest should be large enough to include the entire area where activities will likely 

appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• You will achieve the best results by testing your newly created rules. Have authorized personnel 
replicate the events you are trying to detect to make sure that the intended events are being detected 
with a minimal number of unwanted event detections. For more information, see the “Testing a 
Rule” section on page 4-4.

• In Dwell Time Threshold rules, the device is monitoring the dwell time of particular objects. If a 
particular object leaves the area of interest, the dwell time for that object ends. For Occupancy 
Threshold rules, the device is determining the overall occupancy of the area without regard to which 
particular objects come and go from the area (see “Occupancy Threshold Events” section on 
page 5-26). 

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27, “False Alarm Troubleshooting” section on page 8-2. and “Improve Counting Results” section 
on page 8-30.

Dwell Time Data Events
This section includes the following topics:

• Dwell Time Data Events Overview, page 5-11

• How to Create or Edit a Dwell Time Data Rule, page 5-12

• Dwell Time Data Examples, page 5-12

• Dwell Time Data Events Tips and Troubleshooting, page 5-13

Dwell Time Data Events Overview
These events may not be supported by every channel.

Dwell time refers to the amount of time one or more objects remain in an area of interest. By default, the 
time ends when the objects exit the perimeter of the area of interest or disappear from within the area of 
interest (like a person leaving the view from a door in the area of interest). In Dwell Time Data rules, 
the device is monitoring the dwell time of particular objects. If a particular object leaves the area of 
interest, the dwell time for that object ends.

When a Dwell Time Data event occurs, the system records the dwell times for objects in the area of 
interest. 

Dwell Time Data collection can be applied in a variety settings. For example, an area of interest might 
include a ticket queue to record to average wait time.

Dwell Time Data does not result in event responses (such as alerts), but Dwell Time Data could be stored 
and retrieved later. For example, it could be stored and retrieved from a database for reporting purposes. 
These reports may be customized according to factors such as the time range and dwell time duration.
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How to Create or Edit a Dwell Time Data Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Create an area of interest. For more information, see the “Working with Areas of Interest” section on 
page 4-12.

Step 4 Enter a rule name.

Step 5 Check Dwells as the event type.

Step 6 Check Output dwell data.

Step 7 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 8 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 9 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Dwell Time Data Examples
The following are examples of when you may want to use Dwell Time Data rules:

• Dwell Time Data could be used to analyze customer traffic patterns. This is possible because Dwell 
Time Data includes how much time people spend in an area of interest, and the area of interest can 
be placed strategically around a display, area of shelving, digital sign, promotional area, etc. A 
marketing group may use such data to determine the effectiveness of a store's spatial layout. In the 
example scene below, an area of interest could be placed immediately in front of a section of store 
shelving and the amount of time customers spend in that area could be recorded.
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• Dwell Time Data could also be used to analyze ATM usage patterns. For example, if you place the 
area of interest in front of the ATM, the system will record how much time each person spends at 
the ATM. In the example scene below, an area of interest could be created immediately in front of 
one (or both) of the ATMs to record the amount of time it takes for customers to make transactions.

• As another example, Dwell Time Data could be used to analyze customer traffic patterns in 
casino/gaming environments. This is possible because Dwell Time Data includes how much time 
people spend in an area of interest, and the area of interest can be placed strategically around a 
certain area of the casino. Using data about how long someone spends in an area, one could 
determine the effectiveness of the casino's spatial layout.

Dwell Time Data Events Tips and Troubleshooting
• In Dwell Time Data rules, the device is monitoring the dwell time of particular objects. If a 

particular object leaves the area of interest, the dwell time for that object ends. For Occupancy Data 
rules, the device is determining the overall occupancy of the area without regard to which particular 
objects come and go from the area (see the “Occupancy Data Events” section on page 5-24).

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• You will achieve the best results by testing your newly created rules. Have authorized personnel 
replicate the events you are trying to detect to make sure that the intended data is being collected. 
For more information, see the “Testing a Rule” section on page 4-4.

• If you receive false alarms caused by spurious objects that do not appear for long in the field of view, 
see the “How to Improve Dwell Time Data Results” section on page 8-38.

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27, “False Alarm Troubleshooting” section on page 8-2, and “Improve Counting Results” section 
on page 8-30.

Enters Events
This section includes the following topics:
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• Enters Events Overview, page 5-14

• How to Create or Edit an Enters Rule, page 5-14

• Enters Event Examples, page 5-15

• Enters Events Tips and Troubleshooting, page 5-15

Enters Events Overview
These events may not be supported by every channel.

Enters events occur when an object enters an area of interest from any direction within the camera's field 
of view. A response is triggered when an object enters the perimeter of the area of interest. In the 
example shown in the figure, one response would be triggered per object entering the area of interest.

Enters events are generally set up in areas where there is little activity expected, and a response needs to 
be generated whenever an object enters the area. For example, a rule could be created to trigger a 
response when someone enters an area of interest near a restricted room.

How to Create or Edit an Enters Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.
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Step 3 Draw an area of interest. For more information, see the “Working with Areas of Interest” section on 
page 4-12.

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 Check Enters as the event type.

Step 7 If desired, enter details about the rule or other descriptive text in the Alert text field. 

Step 8 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 9 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 10 If desired, create filters (may not be available on all channels). For more information, see the “Filters 
Overview” section on page 4-22.

Step 11 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Enters Event Examples
You could use an Enters event to detect when a person enters a bank vault, emergency exit hallway, 
school after hours, stairwell, fire escape, rail, subway track, etc.

If you were monitoring vehicles, for example, you could use an Enters rule to detect when a car enters 
a runway or a lane reserved for buses.

Enters Events Tips and Troubleshooting
• Be aware of the distinction between Enters events and Appears in area of interest events. Appears 

in area of interest events occur when an object appears in an area of interest without appearing 
within the camera's field of view previously. In other words, the first time the object appears within 
the field of view is when it appears in the area of interest (for example, by walking through a 
doorway within the area of interest). Enters events occur whenever an object enters the area of 
interest, if the object has already been detected within the camera's field of view before entering the 
area. A response would not be triggered for an Enters event if the object involved in the event was 
inside of the area of interest the first time it appeared within the camera's field of view. For more 
information, see the “Appears Events” section on page 5-4.

• The system detects events differently based on whether you use a ground plane or image plane area 
of interest for the event. For more information, see the “Area of Interest Overview” section on 
page 4-12 and “Ground vs. Image Plane” section on page 4-14.

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• You will achieve the best results by testing your newly created rules. Have authorized personnel or 
vehicles replicate the events you are trying to detect to make sure that the intended events are being 
detected with a minimal number of unwanted event detections. For more information, see the 
“Testing a Rule” section on page 4-4.
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• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.

Exits Events
This section includes the following topics:

• Exits Events Overview, page 5-16

• How to Create or Edit an Exits Rule, page 5-17

• Exits Events Tips and Troubleshooting, page 5-17

Exits Events Overview
These events may not be supported by every channel.

Exits events occur when an object exits the perimeter of the area of interest. In the example shown in the 
figure, one response would be triggered per object exiting the area of interest.
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How to Create or Edit an Exits Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Draw an area of interest. For more information, see the “Working with Areas of Interest” section on 
page 4-12.

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 Check Exits as the event type.

Step 7 If desired, enter details about the rule or other descriptive text in the Alert text field. 

Step 8 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 9 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 10 If desired, create filters (may not be available on all channels). For more information, see the “Filters 
Overview” section on page 4-22.

Step 11 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Exits Events Tips and Troubleshooting
• The device detects events differently based on whether you use a ground plane or image plane area 

of interest for the event. For more information, see the “Area of Interest Overview” section on 
page 4-12 and “Ground vs. Image Plane” section on page 4-14.

• Be aware of the distinction between Exits events and Disappears from area of interest events. 
Disappears from area of interest events occur when an object disappears within an area of interest. 
In other words, the last time the object was tracked within the camera's field of view, the object was 
present in the area of interest. This can occur when an object disappears through a doorway within 
the area of interest or behind scenery. For more information, see the “Disappears Events” section on 
page 5-7. In contrast, Exits events do not include objects disappearing through doorways and 
windows or behind scenery within the area of interest. The object must exit through the perimeter 
of the area of interest in order to trigger a response.

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.
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• You will achieve the best results by testing your newly created rules. Have authorized personnel or 
vehicles replicate the events you are trying to detect to make sure that the intended events are being 
detected with a minimal number of unwanted event detections. For more information, see the 
“Testing a Rule” section on page 4-4.

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.

Inside Events
This section includes the following topics:

• Inside Events Overview, page 5-18

• How to Create or Edit an Inside Rule, page 5-18

• Inside Event Examples, page 5-19

• Inside Events Tips and Troubleshooting, page 5-19

Inside Events Overview
Inside events occur when an object appears in an area of interest or enters the perimeter of an area of 
interest. You can think of an inside event as a combination of an Enters area of interest event and an 
Appears in area of interest event. For more information, see the “Enters Events” section on page 5-13 
and “Appears Events” section on page 5-4. 

How to Create or Edit an Inside Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Create an area of interest. For more information, see the “Working with Areas of Interest” section on 
page 4-12.

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 Check Is Inside as the event type.

Step 7 If desired, enter details about the rule or other descriptive text in the Alert text field. 
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Step 8 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 9 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 10 If desired, create filters (may not be available on all channels). For more information, see the “Filters 
Overview” section on page 4-22.

Step 11 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Inside Event Examples
You could use an Inside event to detect if a vehicle entered a school parking lot after hours. If you are 
monitoring for people, you could use this type of event to tell if a person was inside an airport hanger or 
ticket counter area.

Inside Events Tips and Troubleshooting
• The system detects events differently based on whether you use a ground plane or image plane area 

of interest for the event. For more information, see the “Ground vs. Image Plane” section on 
page 4-14.

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• You will achieve the best results by testing your newly created rules. Have authorized personnel or 
vehicles replicate the events you are trying to detect to make sure that the intended events are being 
detected with a minimal number of unwanted event detections. For more information, see the 
“Testing a Rule” section on page 4-4.

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.

Left Behind Events
This section includes the following topics:

• Left Behind Events Overview, page 5-20

• How to Create or Edit a Left Behind Rule, page 5-20

• Left Behind Event Examples, page 5-21

• Left Behind Events Tips and Troubleshooting, page 5-21
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Left Behind Events Overview
These events may not be supported by every channel.

Left Behind in area of interest events occur when an object is left in an area of interest. For a response 
to be triggered, the object must be inside the area of interest and remain stationary for a specific duration 
of time. An area of interest event should be used if a left object represents an event in only part of the 
camera's field of view. A Left Behind in full view event occurs when an object is Left Behind and 
remains stationary anywhere within the camera's field of view.

The time the object must be stationary is specified when the rule is created. By default, the object must 
be stationary for at least 15 seconds. 

Events of this kind are typically set up to detect suspicious objects that transition from being in motion 
to being stationary. For instance, you could use a Left Behind rule to detect when a car parks near a 
security checkpoint. 

Keep in mind that if the camera's field of view changes before the object has remained stationary long 
enough to be considered an event and if the camera returns to the view again later, the object will not be 
detected as Left Behind. The device does not know the object is the same object left behind before, and 
the object was already stationary in the camera's field of view when the device began monitoring that 
channel for events.

How to Create or Edit a Left Behind Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Do one of the following:

• Create an area of interest. For more information, see the “Working with Areas of Interest” section 
on page 4-12.

• Click full view  to apply the rule to the entire camera view.

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 Check Is Left Behind as the event type.

Step 7 Specify the number of minutes and/or seconds for which the object must be left behind.

The duration must be between 1 second and 60 minutes.

Step 8 If desired, enter details about the rule or other descriptive text in the Alert text field. 

Step 9 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 10 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.
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Step 11 If desired, create object filters. For more information, see the “Filters Overview” section on page 4-22.

Step 12 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Left Behind Event Examples
You could use a Left Behind event to detect the following:

• A person remaining in a subway car after hours

• A vehicle left on a run way

• Boxes placed in front of an emergency exit

• Objects left on subway tracks, on a bridge, or in a bank lobby

Left Behind Events Tips and Troubleshooting
• The system detects events differently based on whether you use a ground plane or image plane area 

of interest for the event. For more information, see the “Ground vs. Image Plane” section on 
page 4-14.

• If the camera's field of view changes before the object has remained stationary long enough to be 
considered an event and the camera returns to the view again later, the object will not be detected as 
left behind. The system does not know the object is the same object left behind before, and the object 
was already stationary in the camera's field of view when the device began monitoring for events.

• Make sure that the duration you set is just long enough to catch the majority of events, but not so 
long that you miss events. 

• You will achieve the best results by testing your newly created rules. Have authorized personnel or 
vehicles replicate the events you are trying to detect to make sure that the intended events are being 
detected with a minimal number of unwanted event detections. For more information, see the 
“Testing a Rule” section on page 4-4.
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• Rules configured to detect events in the full view are useful for general event detection. Keep in 
mind that because the device is monitoring the entire scene, choosing this event type can lead to 
unwanted event detection. If there is an area of the view where activity you do not want to detect is 
prone to occur, it is recommended you instead create a Left Behind in area of interest event with an 
area of interest that excludes the area of unwanted activity.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.

Loiters Events
This section includes the following topics:

• Loiters Events Overview, page 5-22

• How to Create or Edit a Loiters Rule, page 5-22

• Loiters Event Examples, page 5-23

• Loiters Events Tips and Troubleshooting, page 5-23

Loiters Events Overview
These events may not be supported by every channel.

Loiters in events occur when an object remains within an area of interest for a user-specified period of 
time. A different Loiters time can be specified for each event. Most often, Loiters rules are set up to 
detect people staying in an area too long.

How to Create or Edit a Loiters Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Create an area of interest. For more information, see the “Working with Areas of Interest” section on 
page 4-12.

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 Check Loiters as the event type.

Step 7 Specify the number of minutes and/or seconds for which the object must loiter in the area of interest.

The duration can range from 1 second to 60 minutes.

Step 8 If desired, enter details about the rule or other descriptive text in the Alert text field. 
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Step 9 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 10 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18. 

Step 11 If desired, create filters (not available on all channels). For more information, see the “Filters Overview” 
section on page 4-22.

Step 12 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Loiters Event Examples
Here are some examples of when you may want to create a Loiters event:

• Person loitering at a walk-up or drive-up ATM lane. 

• Vehicles loitering in a fire lane.

• Person loitering in a high-theft area of a store

• Person loitering near a parked plane.

• Person pulled over on the side of the highway (could indicate a broken down vehicle).

Loiters Events Tips and Troubleshooting
• The device detects events differently based on whether you use a ground plane or image plane area 

of interest for the event. You may detect more events if you use a ground plane area of interest for 
Loiters rules. For more information, see the “Ground vs. Image Plane” section on page 4-14.

• You will achieve the best results by testing your newly created rules. Have authorized personnel or 
vehicles replicate the events you are trying to detect to make sure that the intended events are being 
detected with a minimal number of unwanted event detections. For more information, see the 
“Testing a Rule” section on page 4-4.

• Make sure that the duration you set is just long enough to catch the majority of events, but not so 
long that you miss events.

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.
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Occupancy Data Events
This section includes the following topics:

• Occupancy Data Events Overview, page 5-24

• How to Create or Edit an Occupancy Data Rule, page 5-24

• Occupancy Data Examples, page 5-25

• Occupancy Data Events Tips and Troubleshooting, page 5-25

Occupancy Data Events Overview
These events may not be supported by every channel.

Occupancy refers to the number of objects that occupy an area of interest. When an Occupancy Data 
event exists, the system records as objects enter, leave, and remain in the area of interest. 

Occupancy Data collection can be applied in a variety settings. For example, Occupancy Data can 
communicate how many people frequent a retail counter, and at what times of day the counter is busiest.

Occupancy Data does not result in event responses (such as alerts), but Occupancy Data could be stored 
and retrieved later. For example, it could be stored and retrieved from a database for reporting purposes. 
These reports may be customized according to factors such as the time range and crowd size.

Note For Occupancy Data rules, the device is determining the overall occupancy of the area without regard to 
which particular objects come and go from the area. In Dwell Time Data rules, the device is monitoring 
the dwell time of particular objects. If a particular object leaves the area of interest, the dwell time for 
that object ends. For more information, see the “Dwell Time Data Events” section on page 5-11.

How to Create or Edit an Occupancy Data Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Create an area of interest. For more information, see the “Working with Areas of Interest” section on 
page 4-12.

Step 4 Enter a rule name.

Step 5 Check Occupies as the event type.

Step 6 Check Output occupancy data.

Step 7 Specify the number of minutes and/or seconds for which the object must occupy the area. 

Step 8 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.
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Step 9 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 10 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Occupancy Data Examples
Occupancy Data could be used in the following scenarios:

• To analyze how many people enter a certain area of a store. By strategically placing the area of 
interest around a display, area of shelving, digital sign, promotional area, etc., the device will 
generate data about traffic volume in that area. A marketing group may use such data to determine 
the effectiveness of a store's spatial layout.

Note Occupancy Data differs from Dwell Time Data (see the “Dwell Time Data Events” section on page 5-11) 
in that it is concerned with the number of people in the area of interest, while Dwell Time Data is 
concerned with the amount of time each person spends in the area of interest. These two types of data 
can be used together to give a more complete picture of customer traffic patterns.

• To analyze how many people enter a certain area of a casino. By strategically placing the area of 
interest, you can determine the effectiveness of a casino's spatial layout. 

• To analyze how many people are near a transportation vehicle or facility. For example, an 
Occupancy Data event could include an area of interest on a train platform and record the number 
of people spending time on that platform. This data can be used to monitor passenger volume at 
different times of day.

Occupancy Data Events Tips and Troubleshooting
• You will achieve the best results by testing your newly created rules. Have authorized personnel or 

replicate the events you are trying to detect to make sure that the intended data is being collected. 
For more information, see the “Testing a Rule” section on page 4-4.
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• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

For additional troubleshooting information, see the “How to Detect Noise in Video Signal” section on 
page 8-67, “False Alarm Troubleshooting” section on page 8-2, and “Improve Counting Results” section 
on page 8-30.

Occupancy Threshold Events
This section includes the following topics:

• Occupancy Threshold Events Overview, page 5-26

• How to Create or Edit an Occupancy Threshold Rule, page 5-27

• Occupancy Threshold Event Examples, page 5-27

• Occupancy Threshold Events Tips and Troubleshooting, page 5-30

Occupancy Threshold Events Overview
These events may not be supported by every channel.

Occupancy Threshold events occur when a certain Occupancy Threshold is reached for an area of 
interest. An Occupancy Threshold involves a certain number of objects occupying an area of interest, for 
a configurable period of time.

Occupancy Threshold rules can be set up to detect a wide variety of different activities, depending on 
where you place the area of interest and how you define the event. For example, you might create a rule 
to detect when a security post is unmanned. Alternatively, you could create a rule to detect a crowd of a 
certain volume gathering by a store display for a given amount of time.

Occupancy Threshold data does not result in event responses (such as alerts), but Occupancy Threshold 
data could be stored and retrieved later. For example, it could be stored and retrieved from a database for 
reporting purposes.

Note For Occupancy Threshold rules, the device is determining the overall occupancy of the area without 
regard to which particular objects come and go from the area. In Dwell Time Threshold rules, the device 
is monitoring the dwell time of particular objects. If a particular object leaves the area of interest, the 
dwell time for that object ends. For more information, see the “Dwell Time Threshold Events” section 
on page 5-9.
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How to Create or Edit an Occupancy Threshold Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Create an area of interest. For more information, see the “Working with Areas of Interest” section on 
page 4-12.

Step 4 Enter a rule name.

Step 5 Check Occupies as the event type.

Step 6 Check Output event when Occupancy is.

Step 7 From the first drop-down list, choose the option that describes how the number of people (which you 
determine in step 7) relates to the event occurrence.

Choose one of the following options:

• at least

• exactly

• no more than

Step 8 Enter the number of people that must occupy the area.

Step 9 Specify whether the event could happen at any time or for a specific duration.

Step 10 If you selected for in the previous steps, enter a duration for the event.

The default duration is 0 minutes and 10 seconds.

Step 11 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 12 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 13 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Occupancy Threshold Event Examples
The following examples describe scenarios where you could use Occupancy Threshold rules:

• Queue Length, page 5-28

• Crowding Around Sales Counters, page 5-28

• Two-Person Rule, page 5-29

• Tailgating, page 5-29
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• More Than One Person Required, page 5-30

Queue Length

You can create a rule to detect when the queue in front of a cashier station reaches a certain length. Create 
an Occupancy Threshold event which will detect when a certain number of people have been queuing in 
the area of interest for a certain amount of time. 

In the example scene below, you could create an area of interest where people queue in front of the 
cashier's station, and have the system detect when more than a certain number of people are in that area.

You can create a rule to detect when the queue in front of a bank teller reaches a certain length. In the 
example scene below, you could create an area of interest where people queue in front of the teller, and 
have the device detect when more than a certain number of people are in that area. 

You could also create a rule to detect when the queue for people to be seated in a restaurant reaches a 
certain length, or when the queue in front of a ticket counter reaches a certain length. 

Crowding Around Sales Counters

You could create an Occupancy Threshold event to detect when the number of people around a sales 
counter reaches a critical level. 

Note If you are primarily concerned with a high volume of people around the sales counter for any amount of 
time, the number of people you set in the event specification is more important than the duration setting.
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Two-Person Rule

You can create an Occupancy Threshold rule in which the area of interest is around the immediate 
vicinity of the ATM. Then, specify that the device will detect when more than one person is in that area 
of interest. While this will detect cases when people approach the ATM accompanied by a companion, 
it will also detect those cases when a stranger is too close to a person performing an ATM transaction.

In the example scene below, you could create an area of interest in front of the ATM and a threshold 
event to detect when more than one person is in that area.

Tailgating

In an access-controlled setting, tailgating refers to more people entering than have obtained legitimate 
access. If used in conjunction with access control system data, an Occupancy Threshold event can detect 
when tailgating occurs. For example, create an area of interest in front of a door with a card sweeper. As 
the device detects how many people move through the area, you can compare this number with the 
number of people who swiped their cards. Any discrepancy between these numbers indicates possible 
tailgating.

In the example scene below, an Occupancy Threshold event used in conjunction with the access control 
device could detect when more people have entered the area than have swiped their cards.
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More Than One Person Required

You can create a rule to detect whenever a person is left alone in a cash room, or a lab where there are 
sensitive or dangerous materials. To do this, create an Occupancy Threshold event in which an area of 
interest is drawn in the cash room or lab, and an event is triggered when the number of occupants is less 
than two.

Occupancy Threshold Events Tips and Troubleshooting
• You will achieve the best results by testing your newly created rules. Have authorized personnel 

replicate the events you are trying to detect to make sure that the intended events are being detected 
with a minimal number of unwanted event detections. For more information, see the “Testing a 
Rule” section on page 4-4.

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the view and the edge of the area of interest can help avoid false 
detections and missed events. Also, avoid placing the edge of the area of interest along the point of 
transition between two areas of different color.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27, “False Alarm Troubleshooting” section on page 8-2, and “Improve Counting Results” section 
on page 8-30.

Taken Away Events
This section includes the following topics:

• Taken Away Events Overview, page 5-30

• How to Create or Edit a Taken Away Rule, page 5-31

• Taken Away Event Examples, page 5-31

• Taken Away Events Tips and Troubleshooting, page 5-32

Taken Away Events Overview
These events may not be supported by every channel.

A Taken Away from area event occurs when an object is taken away from an area of interest or anywhere 
within the camera's field of view. A Taken Away event could be set up so that a response is triggered 
when an item is removed or stolen from within the camera's field of view. Events of this kind are 
typically set up to detect theft and items that transition from being stationary to being in motion.

Events are only detected for objects that meet one of the following conditions. 

• Before being taken away, the object was in the field of view of the camera when the channel was 
first monitored for events (the device was restarted, channel changed views, etc.).

• The object remained stationary for at least 10 seconds in the field of view of the camera before being 
taken away.
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By default, if an object is not in the field of view when the device begins monitoring or is not left behind 
for 10 seconds before it is taken away, it will not be detected. Although the default settings are usually 
sufficient, you can modify the conditions that must exist before a Taken Away event is detected using 
the instructions in the “Reduce Taken Away False Alarms” section on page 8-15. 

If an area of interest is used, the system detects events differently based on whether you use a ground 
plane or image plane area of interest for the event. For more information, see the “Ground vs. Image 
Plane” section on page 4-14.

How to Create or Edit a Taken Away Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.

Step 3 Do one of the following:

• Create an area of interest. For more information, see the “Working with Areas of Interest” section 
on page 4-12.

• Click full view  to apply the rule to the entire camera view.

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 Check Is Taken Away as the event type.

Step 7 If desired, enter details about the rule or other descriptive text in the Alert text field. 

Step 8 If your system supports custom response fields, you can enter them using the instructions in the “Custom 
Response Fields Overview” section on page 4-21.

Step 9 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 10 If desired, create filters. For more information, see the “Filters Overview” section on page 4-22.

Step 11 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Taken Away Event Examples
Taken Away events commonly involve detecting thefts. For example, in a campus setting, you can create 
a rule to monitor high-risk areas for theft, such as administrative offices, computer labs, or science 
laboratories.
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Taken Away Events Tips and Troubleshooting
• Rules configured to detect events anywhere in the entire camera view are useful for general event 

detection. Keep in mind that because device is monitoring the entire scene, choosing this event type 
can lead to unwanted event detection. If there is an area of the view where activity you do not want 
to detect is prone to occur, it is recommended that you instead create a Taken Away from area of 
interest event with an area of interest that excludes the area of unwanted activity.

• You will achieve the best results by testing your newly created rules. Have authorized personnel or 
vehicles replicate the events you are trying to detect to make sure that the intended events are being 
detected with a minimal number of unwanted event detections. For more information, see the 
“Testing a Rule” section on page 4-4.

• Make sure that the duration you set is just long enough to catch the majority of events, but not so 
long that you miss events.

• For all area of interest events, you must determine if a ground plane or image plane is more 
applicable. For more information, see the “Area of Interest Overview” section on page 4-12 and 
“Ground vs. Image Plane” section on page 4-14.

• The area of interest should be large enough to include the entire area where activities will likely 
appear, while being small enough to not include parts of the scene where you would never want to 
detect the event.

• See the “Reduce Taken Away False Alarms” section on page 8-15 to modify the conditions that must 
exist before a Taken Away event is detected.

• Pay attention to where you have placed the edges of the area of interest. Leaving a buffer of a few 
pixels between the edge of the edge of the area of interest can help avoid false detections and missed 
events. Also, avoid placing the edge of the area of interest along the point of transition between two 
areas of different color (e.g., two different colors of carpeting).

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.

Video Tripwire Events
This section includes the following topics:

• Video Tripwire Events Overview, page 5-32

• How to Create or Edit a Video Tripwire Rule, page 5-33

• Video Tripwire Examples, page 5-34

• Video Tripwire Events Tips and Troubleshooting, page 5-37

Video Tripwire Events Overview
A video tripwire is a line drawn within the camera's field of view. An object triggers a response by 
crossing the line. video tripwires can be created along perimeters (such as fence lines), in front of 
entryways, and along other restricted areas. A response can be triggered when an object crosses the video 
tripwire from only certain directions. Also, video tripwires can consist of one or more segments.
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A multi-line video tripwire is two lines drawn within the camera's field of view. An object triggers a 
response by crossing both lines within a user-specified period of time. Multi-line video tripwires are 
used for the same purposes as a single-line video tripwires, such as perimeter protection and the 
protection of other restricted areas.

Remember that there is a difference between multi-line video tripwire events and multiple segment video 
tripwires. Multi-line video tripwire events are events that require an object to cross more than one video 
tripwire. A multi-segment video tripwire is a video tripwire that is made of multiple segments. 
Multi-segment video tripwires can be used in single- or multi-line video tripwire events.

The most common reasons to use a multi-line video tripwire instead of a single-line video tripwire are 
as follows:

• You can use multi-line video tripwires in areas where you have tried to use single-line video 
tripwires, but too many false alarms are being generated because of waves, shadows, trees blowing 
in the wind, etc.

• When using video tripwires to count events, events are being over counted.

• You need to create a rule that detects changes in the direction in which objects are moving, such as 
a car turning down a restricted roadway.

Be aware of the following disadvantages of using multi-line video tripwires that can make them less 
desirable than single-line video tripwires in some cases:

• Multi-line video tripwire rules must be created in such a way that the duration between when the 
video tripwires are crossed is neither too long nor too short and the two video tripwires are likely to 
be crossed in the order specified. Some testing is required to determine the appropriate duration 
between crossing the two video tripwires. If you misestimate the duration, events may be missed.

• In order to trigger a response for a multi-line video tripwire event, the system must track an object 
as it crosses both video tripwires. Most often, the reason an object is not tracked is that it is not 
visible within the camera's field of view at some point. For example, if there is a boulder between 
the two video tripwires and an object is blocked from the camera's view because it moves behind the 
boulder before crossing the second video tripwire, the system may not be able to track the object, 
and a response may not be triggered.

• An individual who knows about a multi-line video tripwire can avoid detection by waiting long 
enough between crossing the two video tripwires. For this reason, you may want to use multi-line 
video tripwires in conjunction with events that detect objects waiting, to detect objects stopping 
between the video tripwires. For information about Loiters events, see the “Loiters Events” section 
on page 5-22. For information about Left Behind events, see the “Left Behind Events” section on 
page 5-19.

How to Create or Edit a Video Tripwire Rule

Procedure

Step 1 From the Rules Management drawer, click Manage Rules.

Step 2 Do one of the following:

• From the Create new rule drop-down list, choose a rule type.

• Click the name of an existing rule on the Rule Management page. 

The Edit Rule page appears.
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Step 3 Draw one or more video tripwires. For more information, see the “Working with Video Tripwires” 
section on page 4-7.

Step 4 Enter a rule name.

Step 5 Check one or more object types. For more information, see the “Object Types” section on page 5-2.

Step 6 If you drew two video tripwires, select the order in which an object must cross the video tripwires.

Step 7 Enter how long in a minutes and/or seconds the object has to cross both video tripwires.

Step 8 If desired, enter details about the rule or other descriptive text in the Alert text field. 

Step 9 Create a schedule. For more information, see the “Schedules Overview” section on page 4-18.

Step 10 If desired, create filters (may not be available on all channels). For more information, see the “Filters 
Overview” section on page 4-22.

Step 11 Do one of the following:

• Click Save.

• Click Cancel to abandon changes and return to the Rule Management page.

Video Tripwire Examples
Here is an example of a single-line, single-segment video tripwire to detect if a vehicle enters a secure 
parking area.

You can use a multi-segment video tripwire instead of creating multiple single segment video tripwire 
rules. A multi-segment video tripwire may be appropriate for areas, such as a perimeter fence or 
shoreline, which do not appear to be straight in a camera's field of view.
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Multi-line video tripwires can be useful in situations where excessive numbers of false alarms would be 
triggered by single-line video tripwires. Shadows, foliage, and waves are common reasons for such false 
alarms.

You may find a single video tripwire is insufficient because of environmental complexities. For example, 
waves crashing on the beach may be enough to trigger a single video tripwire, but not enough to trigger 
a multi-line video tripwire.

Multi-line video tripwires can be used in complex perimeter breach situations, where a change in the 
direction in which an object is moving can trigger a response. For example, some vehicles may be 
prohibited from turning onto a particular road while other vehicles are allowed to turn onto that road. 
The figure below shows such an example. The green arrows identify the permitted vehicular traffic 
patterns, and the red arrow identifies the prohibited traffic pattern.

To detect only vehicles making this unauthorized turn, you could create a multi-line video tripwire, as 
shown in the figure below. The rule you create would specify that a response is triggered when a vehicle 
crosses video tripwire A before crossing video tripwire B. You specify the directions in which the video 
tripwires must be crossed in order for a response to be triggered, which are indicated by the yellow 
arrows.
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In the example alert below, the rule was configured to detect cars turning left from a particular lane.

You could also create a rule to detect if an employee returns merchandise from within the store. As the 
diagram below shows, there are several paths to the returns counter. Customers often return items 
immediately upon entering the store, or after paying for other merchandise, on their way to the parking 
lot. Neither approach is flagged as a rule violation. A video tripwire along the floor between the 
merchandise area and another at the return counter, with a direction of approaching the return counter, 
would trigger any person who crossed both video tripwires. This would indicate a possible situation of 
an employee making a return from within the store, and rule out common consumer activity.
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Video Tripwire Events Tips and Troubleshooting
• If you have created a video tripwire rule, first ensure that the endpoints of the video tripwire are 

placed accurately. If the video tripwire extends further than it needs to, it may lead to unwanted 
event detection (e.g., a video tripwire extending into the area of a busy street in the background will 
pick up that traffic). Conversely, if the video tripwire is not long enough, it may miss some events 
that you intend to detect.

• The video tripwire should be placed along the ground plane. video tripwires placed along the top of 
objects (e.g., the top of a wall) are ineffective. For a definition of ground plane, see the “Area of 
Interest Overview” section on page 4-12.

• Make sure the video tripwire is not placed at a point of marked contrast in the background (e.g., 
between two sections of different-colored carpeting).

• Remember that the video tripwire may be bi-directional or unidirectional. Changing this may 
improve results.

• You will achieve the best results by testing your newly created rules. Have authorized personnel or 
vehicles replicate the events you are trying to detect to make sure that the intended events are being 
detected with a minimal number of unwanted event detections. For more information, see the 
“Testing a Rule” section on page 4-4.

• Do not extend the video tripwire to the very edge of the view. Always leave a buffer of a few pixels 
between the end of a video tripwire and the edge of the view.

• If the video tripwire is at a doorway, pay careful attention that it is placed at the appropriate position 
along the ground of the doorway. In other words, the video tripwire should intersect with the object's 
base, or footprint.

• When creating rules, it is best to keep them as simple as possible. Often, it is better to use a 
less-precise event specification with less configuration elements rather than an event specification 
that attempts to be all-inclusive but entails many configuration elements. 
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• Multi-line video tripwire rules must be created in such a way that the duration between when the 
video tripwires are crossed is neither too long nor too short and the two video tripwires are likely to 
be crossed in the order specified. Some testing is required to determine the appropriate duration 
between crossing the two video tripwires. If you misestimate the duration, events may be missed.

• In order to trigger a response for a multi-line video tripwire event, the system must track an object 
as it crosses both video tripwires. Most often, the reason an object is not tracked is that it is not 
visible within the camera's field of view at some point. For example, if there is a boulder between 
the two video tripwires and an object is blocked from the camera's view because it moves behind the 
boulder before crossing the second video tripwire, the system may not be able to track the object, 
and a response may not be triggered.

• An individual who knows about a multi-line video tripwire can avoid detection by waiting long 
enough between crossing the two video tripwires. For this reason, you may want to use multi-line 
video tripwires in conjunction with events that detect objects waiting, to detect objects stopping 
between the video tripwires. For information about Loiters events, see the “Loiters Events” section 
on page 5-22. For information about Left Behind events, see the “Left Behind Events” section on 
page 5-19.

• You may have ordered the multi-line video tripwires incorrectly. This can happen if you use Before 
or After incorrectly in the Event Specification area when the rule is created. If you use Before, the 
object must cross video tripwire A before video tripwire B. If you use After, video tripwire B must 
be crossed before video tripwire A. Be sure that you have specified the correct order for the video 
tripwires.

• If you are using a multi-line video tripwire to detect events on a shoreline, you can try combining 
an irregular shape or motion filter with a multi-line video tripwire to reduce false alarms. For more 
information, see the “Irregular Shape or Motion Filters” section on page 4-27.

For additional troubleshooting information, see the “Missed Events Troubleshooting” section on 
page 8-27 and “False Alarm Troubleshooting” section on page 8-2.
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