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Overview

This document describes how to upgrade the firmware on a Cisco Secure Network Server (Cisco SNS) 3800 series appliance.

\)

Note We recommend that you perform graceful shutdown of the Cisco ISE services on the Cisco SNS appliance by using the halt
CLI command before performing this upgrade. Forced shutdown or reload of the Cisco SNS server may corrupt Cisco ISE
database.

Upgrade to Cisco SNS 38x5 firmware release 6.0.2(260044)
You can upgrade to Cisco SNS 38x5 firmware release 6.0.2(260044) from these releases:
* 6.0(1.250192)
* 6.0(1.250174)
« 6.0(1.250127)
*4.3(5.250001)

These files are required for this upgrade:
» SNS-38xx-BIOS-6-0-2a_ISE.pkg file: BIOS firmware for Cisco SNS 3800 series appliance
* SNS-38xx-HUU-6.0.2.260044 ISE.iso: Host Upgrade Utility (HUU) .iso file for Cisco SNS 3800 series appliance

For more information about the firmware release 6.0(2.260044), refer to the Release Notes for Cisco UCS Rack Server Software,
Release 6.0(2).

Upgrade to Cisco SNS 38x5 firmware release 6.0(1.250192)

You can upgrade to Cisco SNS 38x5 firmware release 6.0(1.250192) from these releases:
* 6.0(1.250174)
* 6.0(1.250127)
* 4.3(5.250001)

These files are required for this upgrade:

» SNS-38xx-BIOS-6-0-1b_ISE.pkg file: BIOS firmware for Cisco SNS 3800 series appliance
* SNS-38xx-HUU-6.0.1.250192_ISE.iso: HUU .iso file for Cisco SNS 3800 series appliance

For more information about the firmware release 6.0(1.250192), refer to the Release Notes for Cisco UCS Rack Server Software,
Release 6.0(1).

Upgrade to Cisco SNS 38x5 firmware release 6.0(1.250174)
You can upgrade to Cisco SNS 38x5 firmware release 6.0(1.250174) from these releases:


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_release-notes-for-cisco-ucs-rack-server-software-release-6-0-2.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_release-notes-for-cisco-ucs-rack-server-software-release-6-0-2.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_release-notes-for-cisco-ucs-rack-server-software-release-6-0-1.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_release-notes-for-cisco-ucs-rack-server-software-release-6-0-1.html

. 6.0(1.250127)
- 4.3(5.250001)

These files are required for this upgrade:

* SNS-38xx-BIOS-6-0-1b_ISE.pkg file: BIOS firmware for Cisco SNS 3800 series appliance
* SNS-38xx-HUU-6.0.1.250174 ISE.iso: HUU .iso file for Cisco SNS 3800 series appliance

For more information about the firmware release 6.0(1.250174), refer to the Release Notes for Cisco UCS Rack Server Software,
Release 6.0(1).

Upgrade to Cisco SNS 38x5 firmware release 6.0(1.250127)
You can upgrade to Cisco SNS 38x5 firmware release 6.0(1.250127) from firmware release 4.3(5.250001).
These files are required for this upgrade:

* SNS-38xx-BIOS-6-0-1a_ISE.pkg: BIOS firmware for Cisco SNS 3800 series appliance

* SNS-38xx-HUU-6.0.1.250127 ISE.iso: HUU .iso file for Cisco SNS 3800 series appliance

For more information about the firmware release 6.0(1.250127), refer to the Release Notes for Cisco UCS Rack Server Software,
Release 6.0(1).

Upgrade and activate the firmware

|

Important  You must perform these steps in the same sequence to upgrade and activate the firmware. If the BIOS firmware is not upgraded
before the HUU ISO upgrade, then the BIOS will not be loaded properly and the boot options will not be displayed.

Procedure

Step 1 Update BIOS firmware, on page 3.
Step 2 Activate BIOS, on page 4.
Step 3 Update and activate other firmwares using HUU ISO, on page 5.

Update BIOS firmware

Procedure

Step 1 Choose Dashboard > Administration > Firmware M anagement.
Step 2 Check the BIOS check box and click Upload.


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_release-notes-for-cisco-ucs-rack-server-software-release-6-0-1.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_release-notes-for-cisco-ucs-rack-server-software-release-6-0-1.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_release-notes-for-cisco-ucs-rack-server-software-release-6-0-1.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/release/notes/b_release-notes-for-cisco-ucs-rack-server-software-release-6-0-1.html

Update Firmware

Remote Local

Install BIOS Firrmware through Remote Server

Enter the Server and file infarmation, then click “Upload'
butten to begin the installation. The new image will
replace the non-active image. After the image has been
installed, it can be activated.
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You can also use the Upload Firmwar e option in the Quick Actions section.
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Activate BIOS
Before you begin

You must update the BIOS firmware before performing this task.

Procedure

Step 1 Choose Host Power > Power Off to manually power off the server.
Step 2 Check the BIOS check box.
Step 3 Click Activate.



Step 4 Choose the BIOS version and click Activate Firmware.

Activate Firmware

Select the firmware image to activate. Selected image will be activated after
next host boot, until then activation will be in pending state.

(®) c225M8.6.0.12.0_ISE

Step 5 Choose Host Power > Power On after activating the BIOS.

Update and activate other firmwares using HUU I1SO
Before you begin
You must complete these steps before performing this task:

1. Update BIOS firmware.

2. Activate BIOS firmware.

[

Important  If the BIOS firmware is not upgraded before the HUU ISO upgrade, then the BIOS will not be loaded properly and the boot
options will not be displayed.

Procedure

Step 1 In the Cisco Integrated Management Controller toolbar, click Launch vKVM to launch the KVM console.
Step 2 In the KVM console, choose Virtual Media > vKVM-Mapped vDVD.



Step 3
Step 4
Step 5
Step 6

Step 7

Step 8
Step 9
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Click Browse and browse for the HUU .iso file.

Click Map Drive.

Press F6 when prompted to open the Boot M enu window.

In the Boot M enu window, choose UEFI: Cisco vKVM-Mapped vDVD2.00.

Read the Cisco Software License Agreement and click Agreeto proceed with the update.

The Cisco Host Upgrade Utility window appears with the list of components that are available for update.

If you choose the Reject option, the upgrade process is canceled and the host is rebooted.

Click Update & Activate.

In the Update & Activate All window, check the Power Cycleto Activate check box and click Update & Activate.

Note
BIOS upgrade is skipped during this step because BIOS is already upgraded to the latest version (see Update BIOS
firmware, on page 3 and Activate BIOS, on page 4).

The system is restarted after the firmware upgrade. Log in back to verify the upgraded firmware versions.



Verify the firmware version

To verify the firmware version:

* Choose Administration > Firmware M anagement and check the upgraded firmware versions in the Running Ver sion column.
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 Check the Server Details section in the home dashboard.
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Note Rollback of BMC and BIOS is not recommended while upgrading using the HUU ISO because it might cause compatibility

issues.




THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.
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MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2025 Cisco Systems, Inc. All rights reserved.
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