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Introduction

The initial integration between Cisco Identity Services Engine (ISE release 2.1) and Application Policy
Infrastructure Controller (APIC) relied exclusively on REST APIs. In this original approach, all control
operations were managed from ISE, utilizing push and pull functions to interact with APIC. However, this
implementation had significant limitations: it supported only a single APIC cluster, restricted integration to
one tenant, one Virtual Routing and Forwarding (VRF) instance, and one Layer 3 Out (L3Out) connection.
Throughout this document, this initial mechanism will be named phase 1 of the integration.

To address these constraints, the integration has been enhanced under the Common Policy framework from
ISE release 3.4 to utilize pxGrid, a scalable and robust context-sharing mechanism. With pxGrid, it is now
possible to connect multiple APIC clusters, support multiple tenants, multiple VRFs, and multiple L30uts.

While there is no automated or seamless migration path between the original REST APl-based integration
and the enhanced pxGrid-based integration with Common Policy, this document outlines the steps to
transition during a planned maintenance window.

Comparison Table

Phase 1 Integration to Common Policy Comparison

Feature category Phase 1 Integration Common Policy
Number of ACI Fabrics 1 75

Number of Tenants 1 10 (per fabric)
Number of L30uts 1 500 (per fabric)

EPGs synced from ACl to ISE All EPGs from single integrated | EPGs (and ESGs) can be synced
tenant. from any tenant. User defined.
Up to 500 per fabric

SGT synced to ACl as External | Configured per SGT with | Configured with flexible

EPGs “propagate to ACI” option. Can | outbound SGT rules. Can by
only be synced to single L30ut | synced to multiple fabrics,
under single integrated | tenants, and L3Outs.
tenant.

Synced EPG/ESG naming User defined suffix Customizable suffix, prefix, or

convention select ACI fields.

Synced SGT naming convention | User defined suffix ISE_<SGT name>

© 2026 Cisco and/or its affiliates. All rights reserved. Page 3 of 23



Configuration ISE (APIC REST API only) ISE (APIC REST APl and pxGrid)

Terminology

The following list describes acronyms and definitions for terms used throughout this document.
API: Application Programming Interface

APIC: Application Policy Infrastructure Controller
EPG: End Point Group

ESG: Endpoint Security Group

ISE: Identity Services Engine

L30ut: Layer 3 Out

pxGrid: Platform Exchange Grid

REST: Representational State Transfer

SGT: Security Group Tag

SXP: Security Group Tag Exchange Protocol

Ul: User Interface

VREF: Virtual Routing and Forwarding

Migration from Phase 1 to Common Policy

With the system now set up to share groups and bindings in both directions and to use contracts or policies
based on those groups, you may need to migrate from phase 1 integration to ACI integration within the new
Common Policy solution. Currently, Common Policy does not provide an official migration strategy. To begin
using Common Policy, you must first remove the phase 1 ACI integration and then rebuild the integration
using the Common Policy method. Be sure to perform this process during a maintenance window.

The new ACI integration with Common Policy applies a different naming convention for SGTs and EPGs
shared between domains. If you plan to apply the same policies in ISE (policy matrix), ACI (contracts), or
any other device such as a firewall, you will need to recreate those policies after migrating from phase 1 to
Common Policy. Record any policy configurations that need to be reapplied.

Pre-migration Requirements

Before beginning the migration, ensure your environment meets these minimum software requirements:
e Cisco ISE: Release 3.4 Patch 1 or later.

e Cisco APIC: Release 6.1(2) or later.

Preparation and Backup

e Perform backups: Take full configuration backups of both ISE and APIC.
e Document existing policies: Document the groups and bindings in ISE that are shared from APIC,
along with any ISE policies that use those shared groups. Record all SGT/EPG bindings and policies
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in the ISE TrustSec matrix and APIC contracts. These will be deleted during the migration and must
be recreated manually.
e Identify groups: List all Security Groups currently marked with the " Propagate to ACI" attribute.

Workflow to Migrate to Common Policy

To migrate from Phase 1 integration to Common Policy, perform these steps.

1. Remove the phase 1 Integration

a. InISE, navigate to Work Centers > TrustSec > Settings > ACI Settings.

b. Uncheck the 'Enable ACI integration' checkbox to disable the integration.

Figure 1. Disable ACI Integration in ISE
el |dentity Services Engine Work Centers / TrustSec

cisco

) Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
—
'
- General TrustSec Settings
1l TrustSec Matrix Settings ACI SEttI ngs
o
Work Process Settings Cisco ISE can synchronize SGTs and SXP mappings with the Internal Endpoint Groups (IEPGs), External Endpoint Groups
\ SXP Settings (EEPGs), and endpoint (EP) configuration of Cisco Application Centric Infrastructure (ACI)
I ACI Settings [ A .
' : _-_mThis is an old version for connecting ACI. Please disable ACI settings here and try our new AC| connection.
2 B Enable ACI Integration (1)
ion
Al } .
(O Data Plane/Hardware integration
© Policy Plane/API integration
3 ACI Cluster Details

The cluster is comprised of multiple controllers that provide operators unified real-time monitoring, diagnostic, and
configuration management capability for the ACI fabric.

c. Click OK on the conformation pop-up to delete all the learned groups in ISE, all IP addresses to SGT
bindings, and all policies/contracts in API.

Figure 2. ISE warning regarding disabling ACI integration

®

Information

All ACI/ISE learned data will be deleted on Save.

d. Click Save to inactivate the integration.

Figure 3. ISE warning that Save will inactivate integration with ACI

A

Warning

The ACI settings will be saved, but 'ACI-ISE policy element exchange' is not active.
Press Save to store page changes or Cancel to continue editing.
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The SXP service restarts.

e. Verify that APIC-learned groups are removed from ISE and ISE-learned groups are removed from
APIC.

In ISE, the system automatically removes the groups learned from APIC, deletes the associated bindings,
and removes any policies that use those learned groups. In APIC, the system automatically removes the
groups learned from ISE and deletes the provider and consumer sides of the associated contracts.

2. Add workload connection in ISE to integrate APIC

In Common Policy, you no longer use the "Propagate to ACI" checkbox on individual Security Groups.
Instead, you can use Workload Connectors and Outbound Rules.

Before you begin
e Check that your network is running ISE release 3.4 Patch 1 or later,

e Check that your network is running APIC release 6.1(2) or later to support ISE-to-APIC integration
within the Common Policy architecture.

In phase integration, you select the SGTs to be shared by ISE under each Security Group by navigating to
Work Centers > TrustSec > Components > Security Groups.

With Common Policy integration, this approach is no longer applicable; the selection within the Security
Group is no longer relevant. Instead, you select the groups to be shared by ISE in Common Policy using
Outbound SGT Domain Rules.

To establish a new ACI workload connection using Common Policy, perform these steps.

a. In ISE, navigate to Work Centers > TrustSec > Integrations > Workload Connectors >
Workload Connections.

Figure 4. ISE workload connections

= ‘! Identity Services Engine Work Centers / TrustSec

] Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

Workioad Connectors

Workload Connections
Al Overview
I Create workload classification rules to assign SGTs to IP addresses and receive mappings.Manage Inbound

Workload Connections SGT domain rules to define the SXP domains that must receive the mappings. Manage Outbound SGT domain

Anributes Dictionary rules to define the data shared from Cisco ISE to Cisco ACI.

Workload Classification

Meraki

No Workload Connected

Add Connec tion

b. Click Add Connection and select Let's Do It in the welcome screen.
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Figure 5. Welcome Ul in workflow to add a workload connection

dentity Services Engine Work Centers / TrustSec

Q weicome 2 Workioad Platform ... Configuration -.) Summary
s
3

Welcome
$ Use this wizard to set up a connection with a workload platform,

and choose the attributes that you want to import inta Cisco ISE
l After the completion of this workflow, yau can create workload N

classification rules, create ingress filters, and more, in Cisco ISE G|~
2 TrustSec pages.

-

Al —

[> Exit Wizard Let's do it!

c. Select the ACI Workload Platform and click Next.

Figure 6. Select ACI workload connection

Work Centers / TrustSec

y
@ Welcome o Workload Platform ..« | Configuration «: | Summary
=
i
z Select Workload Platform
X lchaose a workload platform to configure the cannection with,
L] o o 0|
el el AWS Azure
2 e
r Conpact with Clsos ACH 10 $hane S6TS Greate a connection with your AWS Greate o connection with your Azure
and IP-SGT bingings with & Cisco ACI account to import your application account to impart your application
Tabric andior recaive Endpoint Group workloads into Cisco ISE workloads into Cisco ISE |
(EPG), Endpoint Security Group (ESG), |
and endpoint configuration information
from a Cisco ACI fabric.
o} o}
VCenter 5 Gep
| create s connection with your VMware Create a connection with your GCP
| VCenter account to import your account to import your application
application workloads into Cisco ISE workloads into Cisco ISE

- [ on

d. Create an ACI connection with the same APIC used for phase 1 integration (enter a login domain

if used) and validate ACI certificate if using certificates. Select Next.
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A pop-up displays the discovered APIC servers in the cluster. Click Continue.

e.

Figure 7. ACI connection details

= 'y Identity Services Engine Work Centers / TrustSec

)
@ Welcome Workload o Create ACI + Naming 5 Select . i:;f;:m ) Summan
s Platform Connection Convention EPG/ESGs Ranae 4 ¥
¥
X Create ACI Connection
Enter the FQDN or IP address for an ACI controller and its access credentials. Upan connecting 1o this controller,
| Cisco ISE automatically fetches the FQDNs and IP addresses of other controllers connected to the same Cisco
APIC site.
4 ACI Connection Name* FQDN or IP Address*
[ ISE_APICT } [ 7.5.9.163 ]
Al
Non-editable after creation
ACI Username* ACI Password®
[ admin } [ s,,,,,,]
0
Login Domain
No Domain v }

View Details

() validate ACI certificate (@

B Exit Wizard

Figure 8. APIC instances discovered

(]
Connected

LEARNED FQDN OR IP ADDRESSES @

7.5.9.136 @ In Service
7.5.9.134 @ In Service

7.5.9.135 @ In Service

D Don't show this to me again

Use an appropriate naming convention for groups in ISE learned from ACI. You can select either

prefix or suffix or use attributes learned from APIC.
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Figure 9. Naming convention for learned groups from ACI

tsea Identity Services Engine Work Centers / TrustSec

' Set SGT
Workload Create ACI Naming Select
= @ Welcome: Platform @ 9 o c i J y U ? v
. Range

Naming Convention

To set a naming convention for the SGTs created from the EPGs and ESGs ingested from the connected ACI

(] controllers using two types of naming conventions, follow these steps:
1. Use ACI attribute values: Select EPG/ESG attributes whose values must be combined to form the name of the
2 newly created SGTs
2. Append prefix or suffix: Enter a prefix or suffix that will be added to the existing name the EPG or ESG
Al Ensure that the combined name does not exceed the maximum character limit of 64. Note that if the Cisco Catalyst
Center is below version 2.3.7.6, the character limit will be 32
3 Naming Convention

O Use ACI attribute values Append prefix or suffix
Affixation Type

QO prefix @) Suffix

EPG/ESG saT

[ePG/ESG] @ P [EPG/ESGLACI

SGT Name Suffix*

[ )

Up 1o 40 characters (alphanumeric) allowed

- [t |

f. Select Next to choose EPGs/ESGs to be learned by ISE.

Figure 10. Select the EPGs and ESGs to be learned from ACI into ISE

Identity Services Engine Work Centers / TrustSec Q & 6 C §oy
’ Workload Create ACI Naming Select Set8o7
@ wekcome Workdoad (05 ©) © ©) Numbering  (7) summary
L} Range
3
% Select EPG/ESGs
Choose the EPGs and ESGs to be fetched into Cisco ISE and converted to SGTs. You cannot choose the select
[ ] all option if the number of listed EPG/ESGs is greater than the numbering range configured. Note that a number

from the configured range is allotted only to newly created SGTs. If an SGT name populated from this
connection already exists in the Cisco ISE database, the SGT isn't assigned a new number.

Al

Q  search Table

2 Selected ~
[-] EPG/ESG name * Generated SGT Name Tenant VRF Application Profile Endpoint Group Type
Demo-ClientEPG Demo_ClientEPG_ACI Demo vrf-1 Demo-AP EPG
() Demo-WebEPG Demo_WebEPG_ACI Demo vrf-1 Demo-AP EPG
) Finance_Srvrs Finance_Srvrs_ACI test-delete-at-will  default APctastaeieterat: oy

will

Workday Workday_ACI test-delete-at-will  default Aoiemdele®st  epg

(m]

- [t

g. (Optional) Select Next to set the SGT numbering range for learned groups (next available is used
otherwise).
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Figure 11. Set ISE SGT numbering range for groups learned from ACI

= iy Identity Services Engine Work Centers / TrustSec

Workload Create ACI Naming Select setsoT
Welcome Numbering 7| Summary
Platform c c
5 Range

¥ Set SGT Numbering Range

Enable this option to manually configure a numbering range for the new SGTs that will be created from the EPGs
(] land ESGs ingested from the ACI connector. When setting a numbering range, account for existing and
anticipated EPGs and ESGs

2 (} Set SGT Numbering Range for EPG/ESGs (Optional)

;Availablu Range 46-50, 52-114 , 116-254 , 256-301, 303-65534
L :

|SGT Numbering Range

[ 1000-2000 =+
2 | Specify ranges from 2-65535, eg. 2-1000

2 new SGTs must be created for the chosen EPGs and ESGs. The current SGT numbering range allows
D for 1001 new SGTs

/OCCUPIED RANGES

Others 0-45, 51-51, 115-115, 255-255 , 302-302 , 65535-65535

h. Select Next to review the summary of the settings and then create the outbound SGT rule. A
pop-up is displayed indicating the connection is created.

Figure 12. ISE message after ACI connection creation

o
Done

Connection 'ISE_APIC1' is created. You can create
workload classification rules to assign secondary
SGTs and create inbound & outbound SGT domain
rules to define and manage the data.

I Create OQutbound SGT rule

O Don't show this to me again

i. Select Dismiss. Verify ISE before sending groups to APIC. The Workload Connection popup is
displayed as Connected.

Figure 13. ISE workload connection list

= dentity Services Engine ‘Work Centers / TrustSec

[ Overview  Components  TrustSec Policy Policy Sets ~ SXP  Integrations  Troubleshoot  Reports  Setlings
-
Workioad Gonnectors -
Workload Connections
() Overview

Create workload classification rules to assign SGTs to IP addresses and receive mappings.Manage Inbound
| SOT domain rules to define the SXP domains that must receive the mappings. Manage Outbound S6T domain

\ rules to define the data shared from Cisco ISE to Cisco ACI
Q. search table -

¥l Merakl

a 0Selected - Add Connection More Astions ~ 2 Asof: Oct 27, 2025 12:08 PM
[m] Workload Connection Name - Platform Status. Received SGT Bindings Syne Interval Last Updated Time
(m] ISE_APICT ACi © Connected 2 RealTime Oct 27, 2025, 12:08 PM

1 Recordis) Show Records: 10 v 1-1 (]

3. View ACI groups in Cisco ISE

You can view the selected ACI groups in Cisco ISE.
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Figure 14. ACI groups shown in ISE

= b Identity Services Engine Work Centers / TrustSec
[ Overview Components TrustSec Policy Policy Sets sXP Integrations Troubleshoot Reports Settings
= Secarity Groups
" 1P SQT Static Mapping Security Groups
N Security Group ACLs
% s s . For Policy Expart go to Administration > System > Backup & Restore > Policy Export Page .
Selected 0 Towl 51 -
L[| Trustsac Servers &, Expont @) Vority Doploy i v
Fi [ Icon  Name - SGT(Dec | Hex) Description Learned from IP Mapping
K 0O @ Access_Points 29/0010 0
(m] @ Auditors 8/0009 Auditor Security Group [
O [} Bldg_Acc_Cr 230017 0
a O @ BYOD 15/000F BYOD Security Group 0
m] @ Cameras_DNA 28/001C [
[m] ® Cardology 44/002C L]
O @ co_Tv 22/0016 0
(m] @ 5/0005 Contractor Security Group 0
(m) Demao_ClienEPG_AC! Created through ACI Connector ACI 1
(m) Dema_WebEPG_ACI 1001/03E9 Created through ACI Connector Act 1
(m] @ Develapers. 8/0D008 Developer Security Group 0

4. View IP bindings learned from APIC in ISE

Use the ISE SXP menu to view the SGT bindings. The result is the same as the phase 1 integration.

Figure 15. IP to group bindings from ACI shown in ISE

Identity Services Engine Work Centers / TrustSec

) Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

= SXP Devices.

A SGT Domains SGT Bindings @

fabound & Outbound. SaT This page displays all the configured SGT bindings, giving you an easy view of assigned primary SGTs, the source

Domain Rules
X of the leamed data, and any workload classifications applied. You can review classification details and the
I SGT Bindings specifics of defined inbound & outbound SGT domain rules by clicking the corresponding column values.
RowsiPage 5 v 1 17> [Go ] & Totsl Rows
a
T Domain fiter  Man Filter &

A
IP Address Primary SGT VN Learned From Learned .. SGTDomain  PSNs Involved
10.1.1.126/32 Demo_WebEPG_ACI .. DEFAULT_VN  10.1.101.37.7.5.9.136 Session default Kemow-ISE3-4

3

10.2.2.127/32 Demo_ClientEPG_AC... DEFAULT_VN  10.1.101.37,7.5.9.136 Session default Kernow-ISE3-4
10.6.5.200/32 RandD (115/0073) DEFAULT_VN  10.1.101.37,1.1.1.8 Session default Kernow-ISE3-4
192.168.10.10/32 Employees (4/0004) 10.1.101.37 Local default Kernow-ISE3-4
192.168.110.10/32  Finance (16/0010) 10.1.101.37 Local default Kernow-ISE3-4

5. Configure security policies in ISE using groups learnt from APIC

You can configure security policies the same way as in phase 1. Under TrustSec Policy, add the same
policies that you used previously in phase 1.

Figure 16. Policy in ISE using group learned from ACI as a source

Engine Work Centers / TrustSec Q

[] Overview Components. TrustSec Palicy Policy Sets SXP Integrations. Troubleshoot Reports Settings
——
-
" Production Matrix
Souren Traw “+ Create Policy @ Monitor Al Disabled () Daploy ) Verify Deploy p:‘":t‘:' Parmit IP £ Reset All Policies + Import
[} Dastinatian Troe

Dastination (51)

Fl Network Device
Authorizatian

Al

Demo_ClientEPG_AC| > Deny IP > Employees
| Employees > Default Policy > Demo_ClientEPG_ACH |

Souree (51)

Development_
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Figure 17. Policy in ISE using group learned from ACI as a destination

= diu Identity Services Engine Work Centers / TrustSec

] Overview  Components  TrustSecPolicy  Policy Sets ~ SXP  Integrations  Troubleshaot  Reports  Settings

Egress Policy

Production Matrix

Matrix apulated calls:15
o + Create Palicy ‘ © Manitor All Disabled ©Deploy @ Verify Deploy  pgic,.  Permitip Reset All Policies 14 Import

|

2

Gontractors > Permit IP > Demo_WebEPG_ACI
“ Demo_WebEPG_AC| > Default Policy > Contractors

ﬂ

Source (51)

6. View APIC Integrations menu

You can access the new Integrations menu in APIC, introduced with Common Policy integration. This menu

displays the connection from ISE and shows the connection details.

Figure 18. APIC integrations menu showing connection details

System  Tenants  Fabric Virtual Networking

reated by the ISE orch

object using the ISE orchestrator

ISE Integrations

Ay APIC i @ OO

Note: There are no SGT endpoints learned from ISE yet because groups are shared explicitly through SXP

rules.

Figure 19. APIC showing SGT endpoints - none currently

System Tenants Fabric Virtual Networking Admin Operations Integrations

ISE Integrations | Integration Groups
u This object was created by the ISE orchestrator. It is recommended to only modify this object using the ISE orchestrator.

ISE Integrations

Inter Domain Policy 0
F ‘ Summary Connection Details Endpoints Configuration History
SGT Endpoints Dpc
ot
Bindings SGT Modified Timestamp

Uiy APIC QOO O
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7. Use outbound rules in ISE to share SGTs with APIC

a. InISE, navigate to Work Centers > TrustSec > SXP > Inbound & Outbound SGT Domain Rules
> Outbound SGT Domain Rules.

b. Add an Outbound Rule, provide a name, select the APIC connection and the relevant L30ut, and
then use the rules to share the required groups with ACI.

Figure 20. ISE Outbound rule to share groups with ACI

Add Outbound Rule

Rule Settings

Outbound Rule Name* Status

{ Sharing_groups ] @® Enabled () Disabled

Destination Configuration
Destinations *

[ ISE_APICT x @4 J
L3 Outs *
Destinations
- +
ISE_APIC [ Campus1-L30ut (Dema) X ®
Rule Configuration @
SGT Name v ] [ Equals v I Auditors X Contracters X ® 4
Developers X Employees X 1]
Finance X Production_Servars X
-+ Add AND/OR Statement + Add Condition
Contract Configuration
SGT Name ~ Connection/ Tenant/ L3out Consumed Contract (D Provided Contract (D
ISE_APIC1/ Demo/ Campus1- { J l J
Auditors Laout + +
Contractors ISE_APIC1/ Demo/ Campusi- [ n ] [ n ]
L30ut
ISE_APIC1/ Demo/ Campus1- { ] [ ]
Developers Laout i ¢+
ISE_APIC1/ Deme/ Campusi- [ l [ ]
Employees Laout + L
o

c. For each SGT you share, you can select a contract to automatically create the consumed and
provided contract legs, allowing traffic to flow without needing to navigate to APIC. This setup
mirrors the approach used in phase 1.
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Figure 21. ISE Outbound rule allowing ACI contracts to be selected

Add Cutbound Rule

Rule Settings

Outbound Rule Name* Status
I Sharing_aroups | (@ Enabled () Disabled

Destination Configuration

ISE_APIC1/ Demo/ Campus1-

Destinations *
[ 1seapicix ®4 |
- L3 Outs *
Destinations. 1
SE_APICI { Campus1-L30ut (Demo) X @4 |
Rule Configuration O
SGT Name ] [ Equals Audltors X Contractors % @+
oo R ETE T
Finance ¥ Production_Sarvers %
+ Add AND/OR Statement -+ Add Condition
Contract Configuration
SGT Name - Connection/ Tenant/ L3out Consumed Contract (0

Provided Contract (D

L30ut

Auditors L3out 4 ] | <
Contractors CohPIG Demol Campust- 4] [ oamecontascrx ER

Devslopers ISEAPIG Demol Campus1- [ m
Employees 1SE-APICY Dama/ Campuat- + | | Demo CONTRACT X @4 ]

o

d. Select Add and Save. On APIC, you can view the External EPGs displayed as groups learned

from ISE.

Figure 22. APIC shows groups learned from ISE as External EPGs

W& APIC

System Fabric Virtual Networki

ALL TENANTS Add Tenant Tenant Search
Demo

C» Quick Start

= L20uts
= L30uts
& Campus1-L30ut
[ Logical Node Profiles
& External EPGs
_Auditors

_Contractors

E Whole-Campus

B Route map for import and export route control
[ SR-MPLS VRF L.
& Dot1Q Tunnels
& Contracts
= Policies
= Services

8. View IP bindings in APIC learned from ISE

The Integrations menu shows the bindings shared from ISE.
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Figure 23. APIC SGT endpoints now show group information learned from ISE

dik APIC - QOO0 0

9. Set Up security policy on APIC using groups learned from ISE

APIC automatically builds the contract topology when you add the outbound rule in ISE. This topology
matches the one used in phase 1.

Figure 24. APIC topology shows policy contracts in place
‘dics  APIC =« QOO0

Summary

With the introduction of Common Policy, the Phase 1 ISE-to-APIC integration is now considered obsolete.
Although there are no current plans to remove support for Phase 1, and it remains configurable and
operational with the latest software releases, any new deployments should use the newer integration
methodology.

If you still using Phase 1 integration, we encourage you to plan a migration to Common Policy to take

advantage of its enhanced capabilities.

ACI Integration Phase 1 Configuration Workflow
To remove the Phase 1 ACI integration from Cisco ISE, complete these steps.

1. Select ISE SGT groups to share with APIC
a. Loginto Cisco ISE.

b. Navigate to Work Centers > TrustSec > Components > Security Groups and select a specific
group to view the option to propagate that group in ACI.
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Figure 25. Viewing a security group

B | secumy oroune

Security Group ACLs

X Network Devices
(] Trustsec Servers
2
-l

] Overview Components

TrustSec Policy Policy Sets SXP

Security Groups List > BYOD

Security Groups

* Name

BYOD

* lcon

DJ e 2= o Q
S - 2 >80
DS e a5

Description

BYOD Security Group

Propagate to ACI
Security Group Tag (Dec / Hex): 15/000F

Generation Id: 3

Work Centers / TrustSec

Integrations Troubleshoot

c. Check Propagate to ACI to share this group with ACI.

Figure 26. Selection to propagate the security group to ACI

= iy Identity Services Engine

= I Security Groups
IP SGT Static Mapping
Security Group ACLs

X Network Devices
|

Trustsec Servers

[ ] Overview Components

TrustSec Policy Policy Sets SXP

Security Groups List > BYOD
Security Groups
* Name
BYOD

* lcon

Description

BYOD Security Group

@ Propagate to ACI
Security Group Tag (Dec / Hex): 15/000F

Generation Id: 3

Work Centers / TrustSec

Integrations Troubleshoot

d. Repeat the steps above for selecting all the groups you wish to share with ACI.

2. Select SGT number range in ISE for learned groups
Optionally set SGT numbering for groups learned from ACI.
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Figure 27. Security Group Tag numbering for APIC EPGs

= b |dentity Services Engine Work Centers / TrustSec

] Overview  Components  TrustSec Policy  Policy Sets ~ SXP  Integrations  Troubleshoot  Reports  Settings

= I General TrustSec Settings

General TrustSec Settings

o TrustSee Matrix Settings
X SXP Settings
Verify TrustSec Deployment
( ACI Settings
[] Awomatic verification after svery deplay ()
a Time after deploy process 10 minutes (10-60) (i)
Al Verify Now
2 Protected Access Credential (PAC)
*Tunnel PAC Time To Live 80 Days
*Proactive PAC update when 10 % PAC TTL Is Left

Security Group Tag Numbering
© System Wil Assign SGT Numbers
[ escent wumbers in Renge - From 1,000 To 1,100

() User Must Enter SGT Numbers Manually

Security Group Tag Numbering for APIC EPGs

[ 5vstem wil sssign numers In Range - From 10,000

3. Enable ACI integration

From Cisco ISE 3.4 and later, the system notifies administrators about the availability of the ACI integration
method.

Figure 28. ISE informing the admin about a newer integration method

Work Centers / TrustSec

] Overview  Components  TrustSecPolicy  Policy Sets  SXP  Integrations  Troubleshoot  Reports  Settings

General TrustSec Settings

ACI Settings

ottings Gisco ISE can synchronize SGTs and SXP mappings with the internal Endpoint Groups (IEPGs), External Endpoint Groups
(EEPGs), and endpoint (EP) configuration of Cisco Appiication Centric Infrastructure (ACI)

A TrustSec

Work Proc

X SXP Satings

ACH Sett
o ‘ £ connecting ACI. Piease try aur new ACI connection.

Roset

a. Check the Enable ACI integration checkbox and click Save.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 17 of 23



Figure 29. ISE to ACI phase 1 integration configuration

tuth: Identity Services Engine Work Centers / TrustSec
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Campus1-L30ut
Test Settings

Name Conversion
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© Al SXP Domains

Specific SXP Domains

Data Plane Integration

suckets through the router. Data plane adds te SGT end EPG additions! information that is provided by connected

b. Enter the credentials, APIC IP address, tenant name, and L30ut name, and export and import
the APIC certificate into the ISE Trusted Certificates store. Click the 'Test Settings' button in the
middle of the user interface. This confirms a successful connection to APIC.

Figure 30. Testing connectivity to APIC

)

Information

Test Connection to ACI

Successfully connected 1o 7.5.9.136

c. You can configure additional settings, such as assigning a new SGT suffix to groups learned
from ACI and a new EPG suffix to groups sent to APIC. You can also specify which SXP domains
to share their mappings with ACI. For more information, see the phase 1 deployment
documentation.

d. Finalize the integration from ISE to APIC by clicking Save.

4. View groups shared from APIC to ISE

After the test connection is successful, ISE shares the selected SGTs with APIC, and APIC shares all EPGs
configured under the tenant specified in the ACI settings page. For example, in this test, the tenant named
"Demo" has two EPGs, and both are shared with ISE.
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Figure 31. Security groups from ACI shared with ISE

Identity Services Engine Work Centers / TrustSec
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5. View groups shared from ISE to APIC

Additionally, in APIC, you can view all the groups that ISE shared, specifically those you chose to share
under the Security Groups entries.

Figure 32. Security groups from ISE shared with APIC, shown under External EPGs
di Apic

Fabric Virtual Networking

In APIC release 6.1(1), APIC introduces a new Integration menu that displays details about the pxGrid
communication used in the updated integration with Common Policy. Because phase 1 integration does not
utilize pxGrid, this Integration menu shows no information for phase 1.
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Figure 33. APIC Integration menu not relevant to phase 1
W APIC = Q QO OO

System  Tenants  Fabric Virtual Networking Admin  Operations [t

Integration Groups

Name

6. View IP bindings in ISE learned from APIC

In addition to sharing groups in both directions, the system also shares any IP addresses assigned to those
groups.

In ISE, you can view the workload IP addresses assigned to the two learned groups by navigating to Work
Centers > TrustSec > SXP > SGT Bindings.

In this example, each of the ACI groups contains a workload, as seen the top two entries in the figure.

Figure 34. SGT bindings displayed in ISE for groups learned from ACI

=l ldentity Services Engine Work Centers / TrustSec

) Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

-

= SXP Devices

o ——— SGT Bindings «©

:;‘::\;:’:;‘::“"’“"" s This page displays all the configured SGT bindings, giving you an easy view of assigned primary SGTs, the source
X of the learned data, and any workload classifications applied. You can review classification details and the
I SGT Bindings specifics of defined inbound & outbound SGT domain rules by clicking the corresponding column values.
3 Add SGT Domain fiter  Manage SGT Domain filters

Al
IP Address Primary SGT VN Learned From Learned .. SGTDomain  PSNs Involved
10.1.1.126/32 Demo_AP_Demo_W..  DEFAULT_VN  10.1.101.37,7.5.9.136 Session default Kernow-1SE3-4
10.2.2127/32 Demo_AP_Demo_Cll.. DEFAULT_VN  10.1.101.37,7.5.9.136 Session default Kemow-ISE3-4
10.6.5.200/32 RandD (115/0073) DEFAULT_VN 10.1.101.37,1.1.1.8 Session default Kernow-ISE3-4
192.168.10.10/32 Employees (4/0004) 10.1.101.37 Local default Kemow-ISE3-4
192.168.110.10/32 Finance (16/0010) 10.1.101.37 Local default Kermnow-ISE3-4

Because these bindings are in the SXP table, ISE shares them through SXP connections to remote
destinations. For example, if these data center bindings are shared with a router or switch gateway between
domains, that platform can download policy and enforce traffic flowing between the Campus Domain and
the Data Center Domain.

7. View IP bindings in APIC learned from ISE

In APIC, you can view the IP addresses assigned to the groups that have been shared by ISE.
For example, IP address 192.168.10.10 is assigned to the SGT " Employees," as shown in Figure 34. In the
phase 1 policy plane integration, ISE programs the SGT bindings as subnets (/32 or /128) under External

EPG. Now, in APIC, when you select the "Employees" External EPG, you can see the learned IP address
assigned to that group.
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Figure 35.

IP addresses displayed in APIC for groups learned from ISE
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8. Set Up Security Policies in ISE Using Groups Learned from APIC

Now that groups and IP

address memberships have been shared in both directions, you can configure

security policies within both domains.

For example, in ISE, you can deny traffic from a group learned from ACI (Demo_ClientEPG) to an ISE group
(Employees) or permit traffic from an ISE group (Contractors) to a group learned from ACI (Demo_WebEPG).

Figure 36.

= b Identity Services Engine
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2] a

s1)
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Figure 37.

= ‘'Jub Identity Services Engine

ISE TrustSec matrix showing a policy using a destination group learned from ACI
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Using the router or switch gateway example between domains, when the gateway learns the bindings from
SXP, it downloads these policies and enforces them on traffic flowing between the Campus Domain and the
Data Center Domain.

9. Set Up security policies in APIC using groups learned from ISE

You can also configure policies and contracts independently within the data center domain using APIC.

In APIC, navigate to Tenants, select the desired tenant, go to Application Profiles, choose the relevant
Application Profile, and then select Topology from the sub-menu.

Figure 38.
dsds APIC

ACI Topology in APIC

system [IRE Fabric Virtual Networking Admin  Operations  Integrations
] 2 | Demo | test-delota-at-wil | mgmt | infra
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o
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This example shows minimal configured contracts, but you can create contracts using groups learned from
ISE (SGTs learned as External EPGs). While this document does not provide detailed steps for creating
contracts in APIC, once you add contracts, they appear in the topology diagram as shown below.
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Figure 39. ACI Topology in APIC showing groups from ISE being providers to an ACI contract
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You can view the groups learned from ISE (EmployeesSGT and ContractorsSGT) utilizing the Campus2Web
contract.

Useful links

ISE/TrustSec to ACI Policy Plane Integration (Phase 1, from 2016)
Cisco Common Policy Integration Guide

Cisco APIC and Cisco ISE Integration

Connect Cisco Application Centric Infrastructure with Cisco ISE
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