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KVM Hypervisor Support
Cisco ISE supports KVM hypervisor on Red Hat Enterprise Linux (RHEL) 7.0.

KVM Virtualization Check
KVM virtualization requires virtualization support from the host processor; Intel VT-x for Intel processors
and AMD-V for AMD processors. Open a terminal window on the host and enter the cat /proc/cpuinfo
command. You must see either the vmx or the svm flag.
• For Intel VT-x:
# cat /proc/cpuinfo
flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx
pdpe1gb rdtscp lm constant_tsc arch_perfmon pebs bts rep_good nopl xtopology nonstop_tsc
aperfmperf eagerfpu pni pclmulqdq dtes64 monitor
ds_cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm pcid dca sse4_1 sse4_2 x2apic popcnt
tsc_deadline_timer aes xsave avx lahf_lm arat epb xsaveopt
pln pts dtherm tpr_shadow vnmi flexpriority ept vpid

• For AMD-V:
# cat /proc/cpuinfo
flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse sse2
ht syscall nx mmxext fxsr_opt rdtscp lm 3dnowext 3dnow
pni cx16 lahf_lm cmp_legacy svm cr8_legacy

Virtual Machine Resource and Performance Checks
Before installing Cisco ISE on a virtual machine, the installer performs hardware integrity checks by comparing
the available hardware resources on the virtual machine with the recommended specifications.
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During a VM resource check, the installer checks for the hard disk space, number of CPU cores allocated to
the VM, CPU clock speed, and RAM allocated to the VM. If the VM resources do not meet the basic evaluation
specifications, the installation aborts. This resource check is applicable only for ISO-based installations.
When you run the Setup program, a VM performance check is done, where the installer checks for disk I/O
performance. If the disk I/O performance does not meet the recommended specifications, a warning appears
on screen, but it allows you to continue with the installation. This performance verification check is applicable
for both ISO-based and OVA (VMware) installations.
The VM performance check is done periodically (every hour) and the results are averaged for a day. If the
disk I/O performance does not meet the recommended specification, an alarm is generated.
The VM performance check can also be done on demand from the Cisco ISE CLI using the show tech-support
command.
The VM resource and performance checks can be run independent of Cisco ISE installation. You can perform
this test from the Cisco ISE boot menu.

On-Demand Virtual Machine Performance Check Using the show tech-support Command
You can run the show tech-support command from the CLI to check the VM performance at any point of
time. The output of this command will be similar to the following:
ise-vm123/admin# show tech | begin "disk IO perf"
Measuring disk IO performance
*****************************************
Average I/O bandwidth writing to disk device: 48 MB/second
Average I/O bandwidth reading from disk device: 193 MB/second
WARNING: VM I/O PERFORMANCE TESTS FAILED!
WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.
Disk I/O bandwidth filesystem test, writing 300 MB to /opt:
314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s
Disk I/O bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

Virtual Machine Resource Check from the Cisco ISE Boot Menu
You can check for virtual machine resources independent of Cisco ISE installation from the boot menu.
The CLI transcript appears as follows:
Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.0.0.205
Available boot options:
[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)
[4] System Utilities (Serial Console)
<Enter> Boot existing OS from hard disk.
Enter boot option and press <Enter>.

From the CLI boot menu, enter 3 or 4 to go to the System Utilities menu.
Cisco ISE System Utilities Menu
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Available System Utilities:
[1]
[2]
[3]
[4]
[q]

Recover administrator password
Virtual Machine Resource Check
System Erase
Install Media Check
Exit and reload

Enter option and press <Enter>

Enter 2 to check for VM resources. The output will be similar to the following:
*****
*****
*****
*****
*****
*****
*****
*****
*****
*****

Virtual Machine host detected…
Hard disk(s) total size detected: 322 Gigabyte
Physical RAM size detected: 40443664 Kbytes
Number of network interfaces detected: 1
Number of CPU cores: 2
CPU Mhz: 2300.00
Verifying CPU requirement…
Verifying RAM requirement…
Writing disk partition table…

Obtain the Cisco ISE Evaluation Software
To obtain the Cisco ISE evaluation software (R-ISE-EVAL-K9=), contact your Cisco Account Team or your
Authorized Cisco Channel Partner.
To migrate a Cisco ISE configuration from an evaluation system to a fully licensed production system, you
need to complete the following tasks:
• Back up the configuration of the evaluation version.
• Ensure that your production VM has the required amount of disk space. See Deployment Size and Scaling
Recommendations for details.
• Install a production deployment license.
• Restore the configuration to the production system.

Note

For evaluation, the minimum allocation requirements for a hard disk on a VM is 200 GB. When you move
the VM to a production environment that supports a larger number of users, be sure to reconfigure the Cisco
ISE installation to the recommended minimum disk size or higher (up to the allowed maximum of 1.999 TB).
Before you begin
For evaluation purposes, Cisco ISE can be installed on any supported VMs that complies with the VM
requirements. When evaluating Cisco ISE, you can configure less disk space in the VM, but you must allocate
a minimum disk space of 200 GB.

Step 1

Go to http://www.cisco.com/go/ise. You must already have valid Cisco.com login credentials to access this link.

Step 2

Click Download Software for this Product.
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The software image comes with a 90-days evaluation license already installed, so you can begin evaluating all Cisco ISE
services when the installation and initial configuration are complete.

Related Topics
Virtual Machine Requirements

Install Cisco ISE on KVM
This procedure explains how to create a KVM on RHEL and install Cisco ISE on it using the Virtual Machine
Manager (virt-manager).
If you choose to install Cisco ISE through the CLI, enter a command similar to the following one:
#virt-install --name=kvm-ise1 --arch=x86_64 --cpu=host --vcpus=2 --ram=4096
--os-type=linux --os-variant=rhel6 --hvm --virt-type=kvm
--cdrom=/home/admin/Desktop/ise-2.0.0.306.SPA.x86_64.iso
--disk=/home/libvirt-images/kvm-ise1.img,size=100
--network type=direct,model=virtio,source=eth2,source_mode=bridge
where ise-2.0.0.306.SPA.x86_64.iso is the name of the Cisco ISE ISO image.
Before you begin
Download the Cisco ISE ISO image to your local system.

Step 1

From the virt-manager, click New.
The Create a new virtual machine window appears.

Step 2

Click Local install media (ISO media or CDROM), and then click Forward.

Step 3

Click the Use ISO image radio button, click Browse, and select the ISO image from your local system.
a) Uncheck the Automatically detect operating system based on install media check box, choose Linux as the OS
type, choose supported Red Hat Enterprise Linux version, and click Forward.

Step 4

Choose the RAM and CPU settings and click Forward.

Step 5

Check the Enable storage for this virtual machine check box and choose the storage settings.
a)
b)
c)
d)

Click the Select managed or other existing storage radio button.
Click Browse.
From the Storage Pools navigation pane on the left, click disk FileSystem Directory.
Click New Volume.
A Create storage volume window appears.

e)
f)
g)
h)
i)

Enter a name for the storage volume.
Choose raw from the Format drop-down list.
Enter the Maximum Capacity.
Click Finish.
Choose the volume that you created and click Choose Volume.
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j) Click Forward.
The Ready to begin the installation screen appears.
Step 6

Check the Customize configuration before install check box.

Step 7

Under Advanced options, choose the macvtap as the source for the interface, choose Bridge in the Source mode
drop-down list, and click Finish.
a) (Optional) Click Add Hardware to add additional NICs.
Choose macvtap as the Network source and virtio as the Device model.
b) To support RHEL 7, the KVM virtual manager has to support Random Number Generator (RNG) hardware. See
the following image for RNG configuration.
Figure 1: New Virtual Hardware

If you are using the CLI to create a new VM, be sure to include the following setting:
<rng model='virtio'
<backend model='random'>/dev/random</backend>
<address type='pci' domain='0x0000' bus='0x00' slot='0x08' function='0x0'/>
</rng>

c) Click Finish.
Step 8

In the Virtual Machine screen, choose the disk device and under Advanced and Performance Options, choose the
following options, and click Apply.
Field

Value

Disk bus

VirtIO
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Field

Value

Cache mode

none

IO mode

native

Step 9

Click Begin Installation to install Cisco ISE on KVM.
The Cisco ISE installation boot menu appears.

Step 10

At the system prompt, enter 1 to choose a monitor and keyboard port, or 2 to choose a console port, and press Enter.
The installer starts the installation of the Cisco ISE software on the VM. When the installation process finishes, the
console displays:
Type 'setup' to configure your appliance
localhost:

Step 11

At the system prompt, type setup and press Enter.
The Setup Wizard appears and guides you through the initial configuration.
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