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Active Directory Configuration in Cisco ISE 1.3

Active Directory Key Features in Cisco ISE 1.3
The following are some of the key features of Active Directory in Cisco ISE 1.3:

Multi-Join Support

Cisco ISE supports multiple joins to Active Directory domains. Cisco ISE supports up to 50 Active Directory joins. Cisco ISE can
connect with multiple Active Directory domains that do not have a two-way trust or have zero trust between them. Active Directory
multi-domain join comprises a set of distinct Active Directory domains with their own groups, attributes, and authorization policies
for each join.

Authentication Domains

When Cisco ISE is joined to an Active Directory domain, it will automatically discover the join point's trusted domains. However,
not all domains may be relevant to Cisco ISE for authentication and authorization. Cisco ISE allows you to select a subset of domains
from the trusted domains for authentication and authorization. This subset of domains is called authentication domains. It is
recommended to define the domains where users or machines are located that you intend to authenticate, as authentication domains.
Defining authentication domains enhances security by blocking domains thus restricting user authentications from taking place on
these domains. It also helps optimize performance because you can skip domains that are not relevant for policies and authentication
and help Cisco ISE to perform identity search operations more efficiently.

Identity Rewrite

This feature allows Cisco ISE to modify the username that is received from the client or a certificate, before sending it toward Active
Directory for authentication. For example, the username jdoe@amer.acme.com can be rewritten as jdoe@acme.com. Using this
feature, you can fix a username or hostname that would otherwise fail to authenticate.

You can also rewrite identities in certificates and process requests that come with incorrectly provisioned certificates. The same
identity rewrite rules are applicable for incoming usernames or machine names, whether they come from a non-certificate based
authentication or from within certificates.

Ambiguous Identity Resolution

If the user or machine name received by Cisco ISE is ambiguous, that is, it is not unique, it can cause problems for users when they
try to authenticate. Identity clashes occur in cases when the user does not have a domain markup, or when there are multiple identities
with the same username in more than one domain. For example, userA exists on domain1 and another userA exists on domain2. You
can use the identity resolution setting to define the scope for the resolution for such users. Cisco highly recommends you to use
qualified names such as UPN or NetBIOS. Qualified name reduces chances of ambiguity and increases performance by reducing
delays.

Group Membership Evaluation Based on Security Identifiers

ISE uses security identifiers (SIDs) for optimization of group membership evaluation. SIDs are useful for two reasons, firstly for
efficiency (speed) when the groups are evaluated, and secondly, resilience against delays if a domain is down and user is a member
of groups from that domain. When you delete a group and create a new group with same name as original, you must update SIDs to
assign new SID to the newly created group.
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Username-Based Authentication Test (Test User)

Test authentication is useful to troubleshoot authentication and authorization issues for end users. You can use the Test User feature
to test Active Directory authentications.The test returns the results along with group and attribute details (authorization information)
that can be viewed on the Admin Portal.

Diagnostic Tool

The Diagnostic Tool allows you to automatically test and diagnose the Active Directory deployment for general connectivity issues.
This tool provides information on:

• The Cisco ISE node on which the test is run

• Connectivity to the Active Directory

• Detailed status about the domain

• Detailed status about Cisco ISE-DNS server connectivity

The tool provides a detailed report for each test that you run.

Certificate Authentication Profile Enhancements

Cisco ISE 1.3 has introduced two new enhancements in certificate authentication profile:

• Any subject or alternative name attributes in the certificate (for Active Directory only) option—You can use this option to use
Active Directory UPN as the username for logs and try all subject names and alternative names in a certificate to look up a user.
This option is available only if you choose Active Directory as the identity source.

• Only to resolve identity ambiguity option—You can use this options to resolve identity issues in EAP-TLS authentications.
You can have multiple identities from TLS certificates. If the usernames are ambiguous, for example, if there are two “jdoe”
from an acquisition, and if the client certificates are present in Active Directory, Cisco ISE can use binary comparison to rule
out the ambiguity.

Node View

You can use this page to view the status of the join points on each node in the Cisco ISE deployment. The node view is a read-only
page and provides only the status. This page does not support any join, leave, or test option. However, it provides a link for each join
point to the main join point page, where these operations can be performed. This page also shows the last diagnostics status and a
link to diagnostics tool.

Reports and Alarms

Cisco ISE provides new AD Connector Operations report and new alarms in dashboard to monitor and troubleshoot Active Directory
related activities.

Advanced Tuning

The advanced tuning feature provides node-specific changes and settings to adjust the parameters deeper in the system. This page
allows configuration of preferred DCs, GCs, DC failover parameters, and timeouts. This page also provide troubleshooting options
like disable encryption. These settings are not intended for normal administration flow and should be used only under Cisco Support
guidance.

Related Topics

Configure Authentication Domains, on page 8
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Identity Rewrite, on page 18
Identity Resolution Settings, on page 19
Configure Active Directory User Groups, on page 9
Supported Group Types, on page 9

Active Directory Certificate Retrieval for Certificate-Based Authentication, on page 15
Diagnose Active Directory Problems, on page 24
Active Directory Alarms and Reports, on page 25

View Active Directory Joins for a Node, on page 26
Test Users for Active Directory Authentication, on page 11
Active Directory Advanced Tuning, on page 27

Prerequisites for Integrating Active Directory and Cisco
This section describes the manual steps necessary in order to configure Active Directory for integration with Cisco . However, in
most cases, you can enable Cisco to automatically configure Active Directory. The following are the prerequisites to integrate Active
Directory with Cisco .

• Ensure you have the privileges of a Super Admin or System Admin in ISE.

• Use the Network Time Protocol (NTP) server settings to synchronize the time between the Cisco server and Active Directory.
You can configure NTP settings from Cisco CLI.

• Cisco ISE can connect with multiple Active Directory domains that do not have a two-way trust or have zero trust between
them. If you want to query other domains from a specific join point, ensure that trust relationships exist between the join point
and the other domains that have user and machine information to which you need access. If trust relationships does not exist,
you must create another join point to the untrusted domain. For more information on establishing trust relationships, refer to
Microsoft Active Directory documentation.

• You must have at least one global catalog server operational and accessible by Cisco , in the domain to which you are joining
Cisco .
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Active Directory Account Permissions Required for Performing Various Operations

Cisco Machine AccountsLeave OperationsJoin Operations

For the newly created Cisco machine
account that is used to communicate to
the Active Directory connection, the
following permissions are required:

• Ability to change own password

• Read the user/machine objects
corresponding to users/machines

• Query some parts of the Active
Directory to learn about required
information (for example, trusted
domains, alternative UPN suffixes
and so on.)

• Ability to read tokenGroups
attribute

You can precreate the machine account
in Active Directory, and if the SAMname
matches the Cisco appliance hostname,
it should be located during the join
operation and re-used.

If multiple join operations are performed,
multiplemachine accounts aremaintained
inside Cisco , one for each join.

For the account that is used to perform
the leave operation, the following
permissions are required:

• Search Active Directory (to see if
a Cisco machine account already
exists)

• Remove Cisco machine account
from domain

If you perform a force leave (leave
without the password), it will not remove
the machine account from the domain.

For the account that is used to perform
the join operation, the following
permissions are required:

• Search Active Directory (to see if
a Cisco machine account already
exists)

• Create Cisco machine account to
domain (if the machine account
does not already exist)

• Set attributes on the new machine
account (for example, Cisco
machine account password, SPN,
dnsHostname)

The credentials used for the join or leave operation are not stored in Cisco . Only the newly created Cisco
machine account credentials are stored, and this is in order to enable the Endpoint probe to run as well.

Note

Network Ports That Must Be Open for Communication

NotesAuthenticatedTargetPort (remote-local)Protocol

—NoDNS Servers/AD
Domain Controllers

Randomnumber greater
than or equal to 49152

DNS (TCP/UDP)

—YesDomain Controllers445MSRPC

MS AD/KDCYes (Kerberos)Domain Controllers88Kerberos (TCP/UDP)
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NotesAuthenticatedTargetPort (remote-local)Protocol

—YesDomain Controllers389LDAP (TCP/UDP)

—YesGlobal Catalog Servers3268LDAP (GC)

—NoNTP Servers/Domain
Controllers

123NTP

—Yes (Using RBAC
credentials)

Other ISE Nodes in the
Deployment

80IPC

DNS Server
While configuring your DNS server, make sure that you take care of the following:

• Authoritative DNS server is recommended and recursive DNS server is not supported by Cisco ISE. DNS recursion can have
significant negative impact on performance.

• All DNS server must be able to answer SRV queries for DCs, GCs, and KDCs with or without additional Site information.

• We recommend that you add the server IP addresses to SRV responses to improve performance.

• Avoid using DNS servers that query the public Internet. They can cause delays and leak information about your network when
an unknown name has to be resolved

Add an Active Directory Join Point and Join Cisco ISE Node to the Join Point

Before You Begin

Make sure that the Cisco ISE node can communicate with the networks where the NTP servers, DNS servers, domain controllers,
and global catalog servers are located. You can check these parameters by running the Domain Diagnostic tool.

Join points must be created in order to work with Active Directory as well as with the Agent, Syslog, SPAN and Endpoint probes of
the Passive ID Work Center.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Click Add and enter the domain name and identity store name from the Active Directory Join Point Name settings.
Step 3 Click Submit.

A pop-up appears asking if you want to join the newly created join point to the domain. Click Yes if you want to join
immediately.

If you clicked No, then saving the configuration saves the Active Directory domain configuration globally (in the primary
and secondary policy service nodes), but none of the Cisco ISE nodes are joined to the domain yet.
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Step 4 Check the checkbox next to the new Active Directory join point that you created and click Edit, or click on the new Active
Directory join point from the navigation pane on the left. The deployment join/leave table is displayed with all the Cisco
ISE nodes, the node roles, and their status.

Step 5 Check the checkbox next to the relevant Cisco ISE nodes and click Join to join the Cisco ISE node to the Active Directory
domain.
You must do this explicitly even though you saved the configuration. To join multiple Cisco ISE nodes to a domain in a
single operation, the username and password of the account to be used must be the same for all join operations. If different
username and passwords are required to join each Cisco ISE node, the join operation should be performed individually
for each Cisco ISE node.

Step 6 Enter the Active Directory username and password from the Join Domain dialog box that opens.
It is strongly recommended that you choose Store credentials, in which case your administrator's user name and password
will be saved in order to be used for all Domain Controllers (DC) that are configured for monitoring.
The user used for the join operation should exist in the domain itself. If it exists in a different domain or subdomain, the
username should be noted in a UPN notation, such as jdoe@acme.com.

Step 7 (Optional) Check the Specify Organizational Unit checkbox.
You should check this checkbox in case the Cisco ISE node machine account is to be located in a specific Organizational
Unit other than CN=Computers,DC=someDomain,DC=someTLD. Cisco ISE creates the machine account under the
specified organizational unit or moves it to this location if the machine account already exists. If the organizational unit
is not specified, Cisco ISE uses the default location. The value should be specified in full distinguished name (DN) format.
The syntax must conform to the Microsoft guidelines. Special reserved characters, such as /'+,;=<> line feed, space, and
carriage return must be escaped by a backslash (\). For example, OU=Cisco ISE\,US,OU=IT Servers,OU=Servers\, and
Workstations,DC=someDomain,DC=someTLD. If themachine account is already created, you need not check this checkbox.
You can also change the location of the machine account after you join to the Active Directory domain.

Step 8 Click OK.
You can select more than one node to join to the Active Directory domain.

If the join operation is not successful, a failure message appears. Click the failure message for each node to view detailed
logs for that node.

When the join is complete, Cisco ISE updates its AD groups and corresponding SIDS. Cisco ISE automatically
starts the SID update process. You must ensure that this process is allowed to complete.

Note

You might not be able to join Cisco ISE with an Active Directory domain if the DNS SRV records are missing
(the domain controllers do not advertise their SRV records for the domain that you are trying to join to). Refer to
the following Microsoft Active Directory documentation for troubleshooting information:

Note

• http://support.microsoft.com/kb/816587

• http://technet.microsoft.com/en-us/library/bb727055.aspx

What to Do Next

Configure Active Directory User Groups, on page 9

Configure authentication domains.

Related Topics

Configure Authentication Domains, on page 8
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Leave the Active Directory Domain
If you no longer need to authenticate users or machines from this Active Directory domain or from this join point, you can leave the
Active Directory domain.

When you reset the Cisco ISE application configuration from the command-line interface or restore configuration after a backup or
upgrade, it performs a leave operation, disconnecting the Cisco ISE node from the Active Directory domain, if it is already joined.
However, the Cisco ISE node account is not removed from the Active Directory domain. We recommend that you perform a leave
operation from the Admin portal with the Active Directory credentials because it also removes the node account from the Active
Directory domain. This is also recommended when you change the Cisco ISE hostname.

Before You Begin

If you leave the Active Directory domain, but still use Active Directory as an identity source for authentication (either directly or as
part of an identity source sequence), authentications may fail.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Check the checkbox next to the Active Directory join point that you created and click Edit. The deployment join/leave

table is displayed with all the Cisco ISE nodes, the node roles, and their statuses.
Step 3 Check the checkbox next to the Cisco ISE node and click Leave.
Step 4 Enter the Active Directory username and password, and click OK to leave the domain and remove the machine account

from the Cisco ISE database.
If you enter the Active Directory credentials, the Cisco ISE node leaves the Active Directory domain and deletes the Cisco
ISE machine account from the Active Directory database.

To delete the Cisco ISE machine account from the Active Directory database, the Active Directory credentials
that you provide here must have the permission to remove machine account from domain.

Note

Step 5 If you do not have the Active Directory credentials, check the No Credentials Available checkbox, and click OK.
If you check the Leave domain without credentials checkbox, the primary Cisco ISE node leaves the Active Directory
domain. The Active Directory administrator must manually remove the machine account that was created in Active
Directory during the time of the join.

Configure Authentication Domains
The domain to which Cisco ISE is joined to has visibility to other domains with which it has a trust relationship. By default, Cisco
ISE is set to permit authentication against all those trusted domains. You can restrict interaction with the Active Directory deployment
to a subset of authentication domains. Configuring authentication domains enables you to select specific domains for each join point
so that the authentications are performed against the selected domains only. Authentication domains improves security because they
instruct Cisco ISE to authenticate users only from selected domains and not from all domains trusted from join point. Authentication
domains also improve performance and latency of authentication request processing because authentication domains limit the search
area (that is, where accounts matching to incoming username or identity will be searched). It is especially important when incoming
username or identity does not contain domain markup (prefix or suffix). Due to these reasons, configuring authentication domains is
a best practice, and we highly recommended it.
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Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Click the Authentication Domains tab.

A table appears with a list of your trusted domains. By default, Cisco ISE permits authentication against all trusted domains.

Step 3 To allow only specified domains, uncheck Use all Active Directory domains for authentication check box.
Step 4 Check the check box next to the domains for which you want to allow authentication, and click Enable Selected. In the

Authenticate column, the status of this domain changes to Yes.
You can also disable selected domains.

Step 5 Click Show Unusable Domains to view a list of domains that cannot be used. Unusable domains are domains that Cisco
ISE cannot use for authentication due to reasons such as one-way trust, selective authentication and so on.

What to Do Next

Configure Active Directory user groups.

Supported Group Types
Cisco ISE supports the following security group types:

• Universal

• Global

• Builtin
Builtin groups do not have a unique security identifier (SID) across domains and to overcome this, Cisco ISE prefixes their
SIDs with the domain name to which they belong.

Cisco ISE uses the AD attribute tokenGroups to evaluate a user’s groupmembership. Cisco ISEmachine account must have permission
to read tokenGroups attribute. This attribute can contain approximately the first 1015 groups that a user may be a member of (the
actual number depends on Active Directory configuration and can be increased by reconfiguring Active Directory.) If a user is a
member of more groups than this, Cisco ISE does not use more than the first 1015 in policy rules.

Configure Active Directory User Groups
You must configure Active Directory user groups for them to be available for use in authorization policies. Internally, Cisco ISE uses
security identifiers (SIDs) to help resolve group name ambiguity issues and to enhance group mappings. SID provides accurate group
assignment matching.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Click the Groups tab.
Step 3 Do one of the following:
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a) Choose Add > Select Groups From Directory to choose an existing group.
b) ChooseAdd >Add Group to manually add a group. You can either provide both group name and SID or provide only

the group name and press Fetch SID.
Do not use double quotes (”) in the group name for the user interface login.

Step 4 If you are manually selecting a group, you can search for them using a filter. For example, enter admin* as the filter criteria
and clickRetrieve Groups to view user groups that begin with admin. You can also enter the asterisk (*) wildcard character
to filter the results. You can retrieve only 500 groups at a time.

Step 5 Check the check boxes next to the groups that you want to be available for use in authorization policies and click OK.
Step 6 If you choose to manually add a group, enter a name and SID for the new group.
Step 7 Click OK.
Step 8 Click Save.

If you delete a group and create a new group with the same name as original, you must click Update SID Values
to assign new SID to the newly created group. After an upgrade, the SIDs are automatically updated after the first
join.

Note

What to Do Next

Configure Active Directory user attributes.

Configure Active Directory User and Machine Attributes
You must configure Active Directory user and machine attributes to be able to use them in conditions in authorization policies.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Click the Attributes tab.
Step 3 Choose Add > Add Attribute to manually add a attribute, or choose Add > Select Attributes From Directory to

choose a list of attributes from the directory.
Step 4 If you choose to add attributes from the directory, enter the name of a user in the Sample User or Machine Account

field, and click Retrieve Attributes to obtain a list of attributes for users. For example, enter administrator to obtain a
list of administrator attributes. You can also enter the asterisk (*) wildcard character to filter the results.

When you enter an example username, ensure that you choose a user from the Active Directory domain to which
the Cisco ISE is connected. When you choose an example machine to obtain machine attributes, be sure to prefix
the machine name with “host/” or use the SAM$ format. For example, you might use host/myhost. The example
value displayed when you retrieve attributes are provided for illustration only and are not stored.

Note

Step 5 Check the check boxes next to the attributes from Active Directory that you want to select, and click OK.
Step 6 If you choose to manually add an attribute, enter a name for the new attribute.
Step 7 Click Save.
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Test Users for Active Directory Authentication
The Test User tool can be used to verify user authentication from Active Directory. You can also fetch groups and attributes and
examine them. You can run the test for a single join point or for scopes.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Choose one of the following options:

• To run the test on all join points, choose Advanced Tools > Test User for All Join Points.

• To run the test for a specific join point, select the joint point and click Edit. Select the Cisco ISE node and click Test
User.

Step 3 Enter the username and password of the user (or host) in Active Directory.
Step 4 Choose the authentication type. Password entry in Step 3 is not required if you choose the Lookup option.
Step 5 Select the Cisco ISE node on which you want to run this test, if you are running this test for all join points.
Step 6 Check the Retrieve Groups and Attributes checkboxes if you want to retrieve the groups and attributes from Active

Directory.
Step 7 Click Test.

The result and steps of the test operation are displayed. The steps can help to identify the failure reason and troubleshoot.

Support for Active Directory Multi-Join Configuration
Cisco ISE supports multiple joins to Active Directory domains. Cisco ISE supports up to 50 Active Directory joins. Cisco ISE can
connect with multiple Active Directory domains that do not have a two-way trust or have zero trust between them. Active Directory
multi-domain join comprises a set of distinct Active Directory domains with their own groups, attributes, and authorization policies
for each join.

You can join the same forest more than once, that is, you can join more than one domain in the same forest, if necessary.

Cisco ISE now allows to join domains with one-way trust. This option helps bypass the permission issues caused by a one-way trust.
You can join either of the trusted domains and hence be able to see both domains.

• Join Point—In Cisco ISE, each independent join to an Active Directory domain is called a join point. The Active Directory join
point is an Cisco ISE identity store and can be used in authentication policy. It has an associated dictionary for attributes and
groups, which can be used in authorization conditions.

• Scope—A subset of Active Directory join points grouped together is called a scope. You can use scopes in authentication policy
in place of a single join point and as authentication results. Scopes are used to authenticate users against multiple join points.
Instead of having multiple rules for each join point, if you use a scope, you can create the same policy with a single rule and
save the time that Cisco ISE takes to process a request and help improve performance. A join point can be present in multiple
scopes. A scope can be included in an identity source sequence. You cannot use scopes in an authorization policy condition
because scopes do not have any associated dictionaries.
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When you perform a fresh Cisco ISE install, by default no scopes exist. This is called the no scope mode. When you add a
scope, Cisco ISE enters multi-scope mode. If you want, you can return to no scope mode. All the join points will be moved to
the Active Directory folder.

• Initial_Scope is an implicit scope that is used to store the Active Directory join points that were added in no scope mode.
When multi-scope mode is enabled, all the Active Directory join points move into the automatically created Initial_Scope.
You can rename the Initial_Scope.

• All_AD_Instances is a built-in pseudo scope that is not shown in the Active Directory configuration. It is only visible as
an authentication result in policy and identity sequences. You can select this scope if you want to select all Active Directory
join points configured in Cisco ISE.

Scopes and Join Points in Identity Source Sequences and Authentication Policy
Cisco ISE allows you to define multiple Active Directory join points, where each join point represents a connection to a different
Active Directory domain. Each join point can be used in authentication and authorization policies and in identity sequences, as a
separate identity store. Join points can be grouped to form a scope that you can use in authentication policy, as authentication results,
and in identity source sequences.

You can select individual join points as the result of authentication policy or identity source sequences, when you want to treat each
join point as a completely independent group of policy. For example, in a multi-tenant scenario, where the Cisco ISE deployment
supports independent groups with their own network devices, network device groups can be used for selection of the Active Directory
domain.

However, if Active Directory domains are regarded as part of the same enterprise without any trust between the domains, you can
use scopes to join multiple disconnected Active Directory domains and create a common authentication policy. You can thus avoid
the need for every join point represented by a different identity store to be defined in the authentication policy and to provide duplicate
rules for each domain. The actual join point that is used is included in the authentication identity store for use in the authorization
policy.

Identity ambiguity occurs when there are multiple identities in multiple domains, where the username is same. For example, if a
username without any domain markup is not unique and Cisco ISE is configured to use a passwordless protocol such as EAP-TLS,
there are no other criteria to locate the right user, so Cisco ISE fails the authentication with an ambiguous identity error. If you
encounter such ambiguous identities, you can use specific scopes or join points in authentication policy rules or use identity source
sequences. For example, you can direct users of specific network device groups to use a specific Active Directory scope or even a
single join point, to limit the search scope. Similarly, you can create a rule as follows: if the identity ends with @some.domain, use
a specific Active Directory join point. This helps to direct authentications to the right join point.

Create a New Scope to Add Active Directory Join Points

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Click Scope Mode.

A default scope called Initial_Scope is created, and all the current join points are placed under this scope.
Step 3 To create more scopes, click Add.
Step 4 Enter a name and a description for the new scope.
Step 5 Click Submit.
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Read-Only Domain Controllers
The following operations are supported on read-only domain controllers:

• Kerberos user authentication

• User lookup

• Attribute and group fetch

Active Directory Supported Authentication Protocols and Features
Active Directory supports features such as user and machine authentications, changing Active Directory user passwords with some
protocols. The following table lists the authentication protocols and the respective features that are supported by Active Directory.

Table 1: Authentication Protocols Supported by Active Directory

FeaturesAuthentication Protocols

User and machine authentication with the ability to change
passwords using EAP-FAST and PEAP with an inner method
of MS-CHAPv2 and EAP-GTC

EAP-FAST and password based Protected Extensible
Authentication Protocol (PEAP)

User and machine authenticationPassword Authentication Protocol (PAP)

User and machine authenticationMicrosoft Challenge Handshake Authentication Protocol
Version 1 (MS-CHAPv1)

User and machine authenticationMicrosoft Challenge Handshake Authentication Protocol
Version 2 (MS-CHAPv2)

User and machine authenticationExtensible Authentication Protocol-Generic Token Card
(EAP-GTC)

• User and machine authentication

• Groups and attributes retrieval

• Binary certificate comparison

Extensible Authentication Protocol-Transport Layer Security
(EAP-TLS)

• User and machine authentication

• Groups and attributes retrieval

• Binary certificate comparison

Extensible Authentication Protocol- Flexible Authentication
via Secure Tunneling-Transport Layer Security
(EAP-FAST-TLS)
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FeaturesAuthentication Protocols

• User and machine authentication

• Groups and attributes retrieval

• Binary certificate comparison

Protected Extensible Authentication Protocol-Transport Layer
Security (PEAP-TLS)

User authenticationLightweight Extensible Authentication Protocol (LEAP)

Active Directory User Authentication Process Flow
When authenticating or querying a user, Cisco ISE checks the following:

• MS-CHAP and PAP authentications check if the user is disabled, locked out, expired or out of logon hours and the authentication
fails if some of these conditions are true.

• EAP-TLS authentications checks if the user is disabled or locked out and the authentication fails if some of these conditions is
met.

Supported Username Formats
The following are the supported username types:

• SAM, for example: jdoe

• NetBIOS prefixed SAM, for example: ACME\jdoe

• UPN, for example: jdoe@acme.com

• Alt UPN, for example: john.doe@acme.co.uk

• Subtree, for example: johndoe@finance.acme.com

• SAM machine, for example: laptop$

• NetBIOS prefixed machine, for example: ACME\laptop$

• FQDN DNS machine, for example: host/laptop.acme.com

• Hostname only machine, for example: host/laptop

Active Directory Password-Based Authentication
PasswordAuthentication Protocol (PAP) andMicrosoft ChallengeHandshakeAuthentication Protocol (MS-CHAP) are password-based
protocols. MS-CHAP credentials can be authenticated only by MS-RPC. Cisco ISE provides two options for PAP authentication -
MS-RPC and Kerberos. Both MS-RPC and Kerberos are equally secure options. MS-RPC for PAP authentication is a default and
recommended option because:

• It provides consistency with MS-CHAP

• It provides more clear error reporting
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• It allows more efficient communication with Active Directory. In case of MS-RPC, Cisco ISE sends authentication requests to
a domain controller from the joined domain only and the domain controller handles the request.

In case of Kerberos, Cisco ISE needs to follow Kerberos referrals from the joined domain to the user's account domain (that is, Cisco
ISE needs to communicate with all domains on the trust path from the joined domain to the user's account domain).

Cisco ISE examines the username format and calls the domain manager to locate the appropriate connection. After the domain
controller for the account domain is located, Cisco ISE tries to authenticate the user against it. If the password matches, the user is
granted access to the network.

Password-based machine authentication is very similar to user-based authentication, except if the machine name is in host/prefix
format. This format (which is a DNS namespace) cannot be authenticated as is by Cisco ISE and is converted to NetBIOS-prefixed
SAM format before it is authenticated.

Active Directory Certificate Retrieval for Certificate-Based Authentication
Cisco ISE supports certificate retrieval for user and machine authentication that uses the EAP-TLS protocol. The user or machine
record on Active Directory includes a certificate attribute of the binary data type. This certificate attribute can contain one or more
certificates. Cisco ISE identifies this attribute as userCertificate and does not allow you to configure any other name for this attribute.
Cisco ISE retrieves this certificate and uses it to perform binary comparison.

The certificate authentication profile determines the field where the username is taken from in order to lookup the user in Active
Directory to be used for retrieving certificates, for example, Subject Alternative Name (SAN) or Common Name. After Cisco ISE
retrieves the certificate, it performs a binary comparison of this certificate with the client certificate. When multiple certificates are
received, Cisco ISE compares the certificates to check for one that matches.When a match is found, the user or machine authentication
is passed.

Add a Certificate Authentication Profile

Youmust create a certificate authentication profile if you want to use the Extensible Authentication Protocol-Transport Layer Security
(EAP-TLS) certificate-based authentication method. Instead of authenticating via the traditional username and password method,
Cisco ISE compares a certificate received from a client with one in the server to verify the authenticity of a user.

Before You Begin

You must be a Super Admin or System Admin.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Certificate Authentication Profile
> Add.

Step 2 Enter the name and an optional description for the certificate authentication profile.
Step 3 Select an identity store from the drop-down list.

Basic certificate checking does not require an identity source. If you want binary comparison checking for the certificates,
you must select an identity source. If you select Active Directory as an identity source, subject and common name and
subject alternative name (all values) can be used to look up a user.

Step 4 Select the use of identity fromCertificate Attribute orAny Subject or Alternative Name Attributes in the Certificate.
This will be used in logs and for lookups.
If you choose Any Subject or Alternative Name Attributes in the Certificate, Active Directory UPN will be used as
the username for logs and all subject names and alternative names in a certificate will be tried to look up a user. This option
is available only if you choose Active Directory as the identity source.
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Step 5 Choose when you want toMatch Client Certificate Against Certificate In Identity Store. For this you must select an
identity source (LDAP or Active Directory.) If you select Active Directory, you can choose to match certificates only to
resolve identity ambiguity.

• Never—This option never performs a binary comparison.

• Only to resolve identity ambiguity—This option performs the binary comparison of client certificate to certificate
on account in Active Directory only if ambiguity is encountered. For example, several Active Directory accounts
matching to identity names from certificate are found.

• Always perform binary comparison—This option always performs the binary comparison of client certificate to
certificate on account in identity store (Active Directory or LDAP).

Step 6 Click Submit to add the certificate authentication profile or save the changes.

Modify Password Changes, Machine Authentications, and Machine Access Restriction Settings

Before You Begin

You must join Cisco ISE to the Active Directory domain. For more information, see Add an Active Directory Join Point and Join
Cisco ISE Node to the Join Point, on page 6.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Check the check box next to the relevant Cisco ISE node and click Edit .
Step 3 Click the Advanced Settings tab.
Step 4 Modify as required, the Password Change, Machine Authentication, and Machine Access Restrictions (MARs) settings.

These options are enabled by default.

Step 5 Check the Use Kerberos for Plain Text Authentications check box if you want to use Kerberos for plain-text
authentications. The default and recommended option is MS-RPC. Kerberos is used in ISE 1.2.

Related Topics

Active Directory Password-Based Authentication, on page 14

Authorization Against an Active Directory Instance
The following sections explain the mechanism that Cisco ISE uses to authorize a user or a machine against Active Directory.

Active Directory Attribute and Group Retrieval for Use in Authorization Policies
Cisco ISE retrieves user or machine attributes and groups from Active Directory for use in authorization policy rules. These attributes
can be used in Cisco ISE policies and determine the authorization level for a user or machine. Cisco ISE retrieves user and machine
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Active Directory attributes after successful authentication and can also retrieve attributes for an authorization that is independent of
authentication.

Cisco ISEmay use groups in external identity stores to assign permissions to users or computers; for example, to map users to sponsor
groups. You should note the following restrictions on group memberships in Active Directory:

• Policy rule conditions may reference any of the following: a user’s or computer’s primary group, the groups of which a user or
computer is a direct member, or indirect (nested) groups.

• Domain local groups outside a user’s or computer’s account domain are not supported.

Attributes and groups are retrieved and managed per join point. They are used in authorization policy (by selecting first the join point
and then the attribute). You cannot define attributes or groups per scope for authorization, but you can use scopes for authentication
policy. When you use a scope in authentication policy, it is possible that a user is authenticated via one join point, but attributes and/or
groups are retrieved via another join point that has a trust path to the user's account domain. You can use authentication domains to
ensure that no two join points in one scope have any overlap in authentication domains.

See Microsoft-imposed limits on the maximum number of usable Active Directory groups:
http://technet.microsoft.com/en-us/library/active-directory-maximum-limits-scalability(v=WS.10).aspx

Note

An authorization policy fails if the rule contains an Active Directory group name with special characters such as /, !, @, \, #, $, %,
^, &, *, (, ), _, +, or ~.

Authorization Policy Dictionary Attributes
Authorization policy is determined by conditions based on dictionary attributes. Each Active Directory join point has an associated
dictionary that includes attributes and groups.

DescriptionAttributeDictionary

This attribute indicates which join point
was used for the user authentication.

AD-User-Join-PointNetwork Access

This attribute indicates which join point
was used for the machine authentication.

AD-Host-Join-PointNetwork Access

This attribute indicates which domain
DNS qualified name was used for the
user authentication.

AD-User-DNS-DomainNetwork Access

This attribute indicates which domain
DNS qualified name was used for the
machine authentication.

AD-Host-DNS-DomainNetwork Access

This attribute indicates which identity
store was used for machine
authentication.

MachineAuthenticationIdentityStoreNetwork Access

This attribute indicates whether the user's
machine was authenticated or not.

WasMachineAuthenticatedNetwork Access
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DescriptionAttributeDictionary

This attribute indicates the Active
Directory group towhich the user belongs
to.

ExternalGroupsJoin point

This attribute indicates that the user
account is disabled or is outside of logon
hours and so is prevented from granting
access.

IdentityAccessRestrictedJoin point

This attribute indicates the Active
Directory attribute for the user.

<ATTR name>Join point

Identity Rewrite
Identity rewrite is an advanced feature that directs Cisco ISE to manipulate the identity before it is passed to the external Active
Directory system. You can create rules to change the identity to a desired format that includes or excludes a domain prefix and/or
suffix or other additional markup of your choice.

Identity rewrite rules are applied on the username or hostname received from the client, before being passed to Active Directory, for
operations such as subject searches, authentication, and authorization queries. Cisco ISE will match the condition tokens and when
the first one matches, Cisco ISE stops processing the policy and rewrites the identity string according to the result.

During the rewrite, everything enclosed in square bracket [ ] (such as [IDENTITY]) is a variable that is not evaluated on the evaluation
side but instead added with the string that matches that location in the string. Everything without the brackets is evaluated as a fixed
string on both the evaluation side and the rewrite side of the rule.

The following are some examples of identity rewrite, considering that the identity entered by the user is ACME\jdoe:

• If identity matches ACME\[IDENTITY], rewrite as [IDENTITY].

The result would be jdoe. This rule instructs Cisco ISE to strip all usernames with the ACME prefix.

• If the identity matches ACME\[IDENTITY], rewrite as [IDENTITY]@ACME.com.

The result would be jdoe@ACME.com. This rule instructs Cisco ISE to change the format from prefix for suffix notation or
from NetBIOS format to UPN formats.

• If the identity matches ACME\[IDENTITY], rewrite as ACME2\[IDENTITY].

The result would be ACME2\jdoe. This rule instructs Cisco ISE to change all usernames with a certain prefix to an alternate
prefix.

• If the identity matches [ACME]\jdoe.USA, rewrite as [IDENTITY]@[ACME].com.

The result would be jdoe\ACME.com. This rule instructs Cisco ISE to strip the realm after the dot, in this case the country and
replace it with the correct domain.

• If the identity matches E=[IDENTITY], rewrite as [IDENTITY].
The result would be jdoe. This is an example rule that can be created when an identity is from a certificate, the field is an email
address, and Active Directory is configured to search by Subject. This rule instructs Cisco ISE to remove ‘E=’.

• If the identity matches E=[EMAIL],[DN], rewrite as [DN].
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This rule will convert certificate subject from E=jdoe@acme.com, CN=jdoe, DC=acme, DC=com to pure DN, CN=jdoe,
DC=acme, DC=com. This is an example rule that can be created when identity is taken from a certificate subject and Active
Directory is configured to search user by DN . This rule instructs Cisco ISE to strip email prefix and generate DN.

The following are some common mistakes while writing the identity rewrite rules:

• If the identity matches [DOMAIN]\[IDENTITY], rewrite as [IDENTITY]@DOMAIN.com.

The result would be jdoe@DOMAIN.com. This rule does not have [DOMAIN] in square brackets [ ] on the rewrite side of the
rule.

• If the identity matches DOMAIN\[IDENTITY], rewrite as [IDENTITY]@[DOMAIN].com.

Here again, the result would be jdoe@DOMAIN.com. This rule does not have [DOMAIN] in square brackets [ ] on the evaluation
side of the rule.

Identity rewrite rules are always applied within the context of an Active Directory join point. Even if a scope is selected as the result
of an authentication policy, the rewrite rules are applied for each Active Directory join point. These rewrite rules also applies for
identities taken from certificates if EAP-TLS is being used.

Enable Identity Rewrite

This configuration task is optional. You can perform it to reduce authentication failures that can arise
because of various reasons such as ambiguous identity errors.

Note

Before You Begin

You must join Cisco ISE to the Active Directory domain.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Click the Advanced Settings tab.
Step 3 Under the Identity Rewrite section, choose whether you want to apply the rewrite rules to modify usernames.
Step 4 Enter the match conditions and the rewrite results. You can remove the default rule that appears and enter the rule according

to your requirement. Cisco ISE processes the policy in order, and the first condition that matches the request username is
applied. You can use the matching tokens (text contained in square brackets) to transfer elements of the original username
to the result. If none of the rules match, the identity name remains unchanged. You can click the Launch Test button to
preview the rewrite processing.

Identity Resolution Settings
Some type of identities include a domainmarkup, such as a prefix or a suffix. For example, in a NetBIOS identity such as ACME\jdoe,
“ACME” is the domain markup prefix, similarly in a UPN identity such as jdoe@acme.com, “acme.com” is the domain markup suffix.
Domain prefix should match to the NetBIOS (NTLM) name of the Active Directory domain in your organization and domain suffix
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should match to the DNS name of Active Directory domain or to the alternative UPN suffix in your organization. For example
jdoe@gmail.com is treated as without domain markup because gmail.com is not a DNS name of Active Directory domain.

The identity resolution settings allows you to configure important settings to tune the security and performance balance to match
your Active Directory deployment. You can use these settings to tune authentications for usernames and hostnames without domain
markup. In cases when Cisco ISE is not aware of the user's domain, it can be configured to search the user in all the authentication
domains. Even if the user is found in one domain, Cisco ISE will wait for all responses in order to ensure that there is no identity
ambiguity. This might be a lengthy process, subject to the number of domains, latency in the network, load, and so on.

Avoid Identity Resolution Issues
It is highly recommended to use fully qualified names (that is, names with domain markup) for users and hosts during authentication.
For example, UPNs and NetBIOS names for users and FQDN SPNs for hosts. This is especially important if you hit ambiguity errors
frequently, such as, several Active Directory accounts match to the incoming username; for example, jdoe matches to
jdoe@emea.acme.com and jdoe@amer.acme.com. In some cases, using fully qualified names is the only way to resolve issue. In
others, it may be sufficient to guarantee that the users have unique passwords. So, it is more efficient and leads to less password
lockout issues if unique identities are used initially.

Configure Identity Resolution Settings

This configuration task is optional. You can perform it to reduce authentication failures that can arise
because of various reasons such as ambiguous identity errors.

Note

Before You Begin

You must join Cisco ISE to the Active Directory domain.

Procedure

Step 1 Choose Administration > Identity Management > External Identity Sources > Active Directory.
Step 2 Click the Advanced Settings tab.
Step 3 Define the following settings for identity resolution for usernames or machine names under the Identity Resolution

section. This setting provides you advanced control for user search and authentication.
The first setting is for the identities without a markup. In such cases, you can select any of the following options:

• Reject the request—This option will fail the authentication for users who do not have any domain markups, such
as a SAM name. This is useful in case of multi join domains where Cisco ISE will have to look up for the identity
in all the joined global catalogs, which might not be very secure. This option forces the users to use names with
domain markups.

• Only search in the “Authentication Domains” from the joined forest—This option will search for the identity
only in the domains in the forest of the join point which are specified in the authentication domains section. This is
the default option and identical to Cisco ISE 1.2 behavior for SAM account names.

• Search in all the “Authentication Domains” sections—This option will search for the identity in all authentication
domains in all the trusted forests. This might increase latency and impact performance.

The selection is made based on how the authentication domains are configured in Cisco ISE. If only specific authentication
domains are selected, only those domains will be searched (for both “joined forest” or “all forests” selections).
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The second setting is used if Cisco ISE cannot communicate with all Global Catalogs (GCs) that it needs to in order to
comply with the configuration specified in the “Authentication Domains” section. In such cases, you can select any of the
following options:

• Proceed with available domains— This option will proceed with the authentication if it finds a match in any of the
available domains.

• Drop the request— This option will drop the authentication request if the identity resolution encounters some
unreachable or unavailable domain.

Sample Scenarios
This section describes some basic scenarios related to Active Directory configuration flow with Cisco ISE.

Enterprise Acquisition
Scenario

Enterprise, abc.com has acquired or merged with enterprise xyz.com. As an administrator of abc.com, you would like to allow a
unified network authentication infrastructure that allows the users of both abc.com and xyz.com to gain access to the same physical
network.

Required Configurations

A single Active Directory join point for abc.com is already configured. To add an additional untrusted Active Directory infrastructure:

1 Enter scope mode to add Initial_Scope.

2 Add a new join point for xyz.com.

Figure 1: Join Points Created Within Initial_Scope
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3 Configure an authentication policy and select Initial_Scope as the result for all authentications.

Figure 2: Initial_Scope Selected as the Result in Authentication Policy

By performing the above configurations, you created a scope that configures Cisco ISE to search for users in either company’s Active
Directory. Scope allows a network to authenticate against multiple Active Directory infrastructures, even if they are completely
disconnected and/or do not trust each other.

Multiple Tenants
Scenario

For a multi-tenant scenario, you have to define the configuration for multiple customers: CompanyA, CompanyB, and CompanyC.
For each customer, you have to do the following:

• Define independent network device groups.

• Define scopes that identity traffic may efficiently scan through.

• Configure and join independent Active Directory join points.

• Define authentication and authorization policy such that Active Directory identity traffic from these device groups is directed
to these Active Directory join points.

Required Configurations

To provide all the features required above:
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1 Define the network device group (NDG) type as CompanyA, CompanyB, CompanyC and a add network device for each company.

Figure 3: Define Network Device Group for each Company

2 Define scopes for each company. Define multiple Active Directory join points within the scope of each company.

If all the company’s domains were trusted, only a single join point is needed. But in this example, there are a number of untrusted
domains, so multiple join points are required.

Figure 4: Define Scopes and Join Points for each Company
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