CHAPTER I

Using the Cisco Secure ACS 5.1/5.2-Cisco ISE 1.0
Migration Tool

This chapter describes how to use the Cisco Secure ACS 5.1/5.2-Cisco | SE 1.0 migration tool to migrate
data from a Cisco Secure ACS 5.1/5.2 database to a Cisco | SE 1.0 appliance, and includes procedures
for running the migration process in the following topics:

- Logging In and Using the Migration Tool, page 4-1
- Providing Import and Export Report Files, page 4-11

Logging In and Using the Migration Tool

After you have started the migration tool, log into the Cisco Secure ACS 5.1/5.2 system from which you
will be exporting data. To start using the migration tool, complete the following steps:

Step1  Inthe Cisco Secure ACS 5.1/5.2-Cisco ISE 1.0 migration tool main window, click Settings to display
the list of data objects you want to migrate.

M Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool |Z||§|E|
Exit Help

Logged in as: on ACS5: m N | I isal I |
Logged in as: on ISE: - c | S C O

Migration | Settings |

Dependency Ht%dling |

Select the Objects that will be exported in case their dependency data is missed

Identity Aktribuke Dictionary

[¥] RADIUS W54 Dictionary

User

[] Hast

Active Directary

LDAP

Certificate Authentication Profile
[]MDG Raot

[ Save ]
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Step 2

Step 3

Step 4

Click to select the check box(es) for those data objects you want to export in case their dependency data

is missed, and click Save.

In the main window of the Cisco Secure ACS 5.1/5.2-Cisco ISE 1.0 migration tool, click Migration and

click Export from ACS.
The Login window for the Cisco Secure ACS 5.1/5.2 system is displayed.

123 Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool
Exit Help

Logged in as: on ACSS: m vl I Tel l i
Logged in as: on ISE: = - c i s C O

Migration | Settings

Migrated Cbjects uccess Warnings Errors
_ ACSE Pjhostname || L |

3 Predefined Reference Data 0 0 0
Dictionaries ACSS Username |acsadmin | o L1} o
Users and Identity Stores i} o i}
Dievices ACS5 Password | | o o o
External RADIUS Server 0 0 0

DacL [ Connect ] [ Cancel J o o o

- Policy Elements S — 0 0
) Access policies J 1} 1} L1} 1}

[ Import To ISE ] [ Import Repork(s) ] Views Log Consale
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Enter the IP address (or host name) and the password for the Cisco Secure ACS 5.1/5.2 system into the

ACS Credentials window, and click Connect.
The data migration process begins.

T8 Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool
Exit Help

Logged in as: acsadmin on ACSS: 10.56,13.112 i ol I sl l 1
Logged in as: on ISE: - - c i S c [»]

Migration | Settings

Current Running Process: Exporting

3

Migraked Objects Progress Count Success Warnings Errors
[#-{Z) Predefined Reference Data [ 20 | 20 0 1] 0
[#-{-7) Dictionaries [ ] o 0 0 0
--uj Users and Identity Stores [ | o 1] 1} o
[#-{7) Devices [ ] o 0 0 0
--uj External RADILS Server [ /0 0 1] 1]
{7 DACL [ ] o 0 0 0
[#-{5) Policy Elements [ ] o 0 0 0
"uj Access policies [ | 0 1] 1} i}

Import Report(s) Wiews Log Console
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Logging In and Using the Migration Tool

Step5  Check the progress of the migration of Cisco Secure ACS 5.1/5.2 data by viewing the main window of
the Cisco Secure ACS 5.1/5.2-Cisco I SE 1.0 migration tool.
m Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool
Exit Help
Logged in as: acsadmin on ACS5: 10.56.13.112 E] wll I el I i
Logged in as: on ISE: % CISCO
“Migration | settings|
E:xpork From ACS Current Running Process: Exporking |
Migrated Objects Progress Counk Success Warnings Etrors
edefined -~
Generic ibutes an a a a
Certificate’sttributes Mok Started 0 i a i
Enumerations Mot Started 0 1] 1] i}
Internal Identity Stores Mot Started i] i} i} i} =
External Identity Stores Mot Started a a i} a
: Identity Dictionaries Mot Started i] i} i} i}
[+ Dickionaries [ ] o 0 i 0 n
[+ Users and Identity Stares [ | o o i} o
[+ Dewices [ | o i} i} i}
[+ 5) External RADIUS Server [ | o 0 o 0 w
b
a
$ Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool = |2 ]
Exit Help
Logged in as:  acsadmin on ACSS5: 10.56.135.112 m ol I el I [ ]
Logged in as: on ISE: _ |
Migration | Setting5|
Expart From ACS Current Running Process: Exporting |
IMigrated Objects Progress Caunt Success ‘W arnings Errors
e ® RADIUSVSAs 1020 866 154 0oA
- @ RADIUS Attributes 254 176 Fi=} u]
- @ Identity Attributes 1z 1a 2 i}
{5 Users and Identity Stores 21 21 1] 0
1) Devices 12 7 5 L1}
1) External RADIUS Server 2 Frd o o
10 DacL 1} LI} o LI}
-{3) Fuolicy Elements 6 5 o 1
Buj Access policies 27 17 T 3 % T
- @ Authorization Profiles 4 z 2 i
- M RADIUS Proxy Services 0 0 a0 0 bt
g
o
The main window of the Cisco Secure ACS 5.1/5.2-Cisco ISE 1.0 migration tool displays the current
count of successful objects exports, and also lists any objects that triggered warnings or errors.
Step6  Toget moreinformation about awarning or error that occurred during the export process, click any listed

Warningsor Errorsin the table. The following example shows the result returned result from choosing

an error to display.
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The Object Errors and Warnings Detailswindow is displayed, which provides the object group, the type,
and a date and time that this error occurred.

Exit Help

Logged in as: acsadmin on ACSS: 10.56.13.112

Logged in as: Objects Errors and Warnings Details

Migration | Settings Object Group: Policy Elements Object: Al Info: ERROR

Expart Fram ACS Details: :|
~

Chject Type: Date And Time

Migrated Objects ==========================================

# RADIUSWSA > Z010.09.28 17:02:34'489 : 'dtZ': will not ke exported bhed

o # RADIUS Aty

O =y [

7] Users and Identi

[ Devices

-7 External RADILA

- DACL

--qj Policy Elements

Ié!--uj Arcess policies
- Authorization

- ® RADIUS Pro Close | |
Import To ISE [ ﬁport Reporkis) ] Yiew Log Console

&
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Step7  Scroll to the right to display the complete set of details, and click Close to close this window.

When the data export process from the Cisco Secure ACS 5.1/5.2 system has completed (Exporting
finished...), the main window of the Cisco Secure ACS 5.1/5.2-Cisco | SE 1.0 migration tool displays
this status.

M Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool
Exit Help

Logged in as: acsadmin on ACSS: 10,56,13.112 m s | I el I i
Logged in as: on ISE: _ |

_Migration | Settings |

[ Export From fCs ] [ Export P]gport(s) J |Current Rurning Process: Exporting finished... |
b

Migrated Objects Progress Count Success \Warnings Errors

- Devices (S R 12 7 5 o A

L_—| External RADIUS Server a
o

D nccess poI|C|es

(I

[-_]

“
- @ Authorization Profiles 4 2
# RADIUS Proxy Services i} a
# MNetwork Access Services 1o Z
# Authentication Paolicies 1 1
# Authorization Policies 12 1z
. Authorization Exp. Policies u] 1]

[ Impork To ISE ] Import Reportis) ‘iew Log Console

===, = N S
(=== T Y

v
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Step8  Click Export Report(s) to view the contents of the report, which summarizes the export operation as
shown in the following example.
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Logging In and Using the Migration Tool Il

Each export report contains header information with the operation type, date and time, and system IP
address or host name. Each object group details the types and related information for the objectsin that
group. Each report ends with an report that summarizes the start and end date and time, and the duration

of the operation.

ACS - Identity Services Engine 1.0 Migration Tool

Report Type: Exporting from ACS repart

Report File:  C:\positron-migration|reportsiexpart_report. bxk

Higration Report

Migration Phase: Export from ACS
Date: Tue Sep-28 16:50:22 IST 2010
Hachine: 10.56.13.112

Object Group: Predefined Reference Data

Chject Type: Generic Attributes

Info Type: INFO
> 2010.09.28 16:52:31'716 @ 'ConfigChangeData': exported sucessfully.

< | | >

|_ Previous Page J [ Mexk Page ]
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To start importing this datainto the Cisco | SE appliance, click Import to | SE in the main window of the

Cisco Secure ACS 5.1/5.2-Cisco ISE 1.0 migration tool.

You are prompted to add attributes to the LDAP identity stores before they are imported into Cisco | SE

1.0.

iad Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool

| Dictionaries 1298 1060 238 o
| Users and Identity Stares 21 21 1] 1]
12 7 5 0

2 z o o

LI} o o o

{7 Policy Elements [ 5 1] 1
{7 Access policies 27 17 7 3

Import T ISE | [ Import Repork(s) ] View Log Console

L

Exit Help
Logged in as: acsadmin on ACS5: 10.56.13.112 E ol I [ l i
Logged in as: on ISE: - CISCO
Migration | Settings
[ Export From ACS ] | Export Reportis) J Current Running Process: Exporting finished...
Migrated Objects Frogress Count Success W arnings Errors

282121

| oL-23483-01

Cisco Identity Services Engine Migration Guide for Cisco Secure ACS 5.1 and 5.2, Release 1.0



Chapter 4 Using the Cisco Secure ACS 5.1/5.2-Cisco ISE 1.0 Migration Tool |

M Logging In and Using the Migration Tool

m Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool
Exit Help

Logged in as: acsadmin on ACSS: 10.56.13.112 i e ] I el l i
Logged in as: on ISE: - - C I s c 0

Migration | Settings

[T ),

s Use the following dialog ko add attributes For identity stores (LDAP)

Migrated Objects \r) before importing them,
B#-{ 5 Predsfined Referer] added atfiibutes will be imported with the identity stores into 15E, 0 1]
- Dictionaries
{5 Users and Identity
) Devices
45 External RADIUS Server
{5 DACL
(-1 Policy Elements
{5 Acress policies

\Warnings Errors

(= — I — I — I — I — I ]
[= = = I = = Iy = I =]

(=~ — =]
[ = = I = Iy = }

Import To ISE ] [ Import Repark(s) J VWiew Log Consale
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Step10 Click OK to start the attribute add process for your LDAP identity stores.
Step11 Inthe LDAP Identity Store pull-down list, select the identity store to which you want to add attributes.

M Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool
Exit Help

Logged in as&

Identity Stores Attributes Dictionary

Logged in as: . c I s c o
Migration | Settindl | LD&P Identity Stare: |N.°.C Prafiler v | (SLE[E;)H;E id?ﬂt_ittv stttorbe ftrom_ t':ﬁ list
en fillits attributes in the
table. Repeat For all stores,
[ Export From [ Add Attribute ] [ Delete Selected Rows) J B
Migrated Obje Attribute Mame Attribute Type Default Yalue B o
-7 Predefin String = 0
[+ 3 Dictiona o
"“j Users &N Linsignlsg Integer 32 0
"“j Devices [Pv4 Address o
B ) Externalf 1]
5 DACL 0
[+ Policy El o
- Access f o
[ Save & Exit ] [ Cancel J
Import To ISE ] [ Import Report(s) ] Yiew Log Consale ]
&
&

Step12 Enter aname in the Attribute Name field, select an attribute type from the Attribute Type pull-down
list, enter avalue in the Default Value field, and click Save & Exit.

Step 13 After you have completed the attribute addition, click Import to | SE to proceed with the importing
process, and log into the Cisco I SE system using the | SE Credentials window.

Cisco Identity Services Engine Migration Guide for Cisco Secure ACS 5.1 and 5.2, Release 1.0
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N Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool

“Migration | Settings |

Exit Help
Logged in as:  acsadmin on ACSS: 10.56.13.112 m sl I [ l ]
Logged in as: on ISE: - c | S C O

L5X)

[ Export From &C5 ] [ 20l ISE Credentials rg Imporking

Migrated Chjects LCcess Warnings Errors
: ISE IPfhostnams || T |
[#-1_) Predefined Reference Data 0 0 0
--qj Dictionaries ISE Username | | 0 0 1}
[+ Users and Identity Stores 1] 1] 1]
..11:-_| Devices I5E Password | | o o o
--uj External RADIUS Server o L1} o
[-{_7) Palicy Elements o i} o
--11:"_| Access policies | i} i} i} i}

Import To ISE ] [ Import Repart(s) ]

View Log Consale
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Step 14  Enter the | SE IP address (or hostname), | SE Username, and | SE Password as required, and click Connect
to start importing data into the Cisco | SE appliance.
m Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool
Exit Help
Logged in as: acsadmin on ACS5: 10.56.13.112 2 sl I el I 1
Logged in as: on ISE: 10.56,13.190 m c I s c 0
Migration | settings |
E:xpork From ACS | Current Running Process: Importing |
Migrated Objects Progress Counk Success ‘Warnings Etrots
4|7 Predefined Referance Data ok B 1] 1] 0 1] ~
(=) Dictionaries 1060 15 L1} o
- @ WSAVendors & 8 0 0
# RADIUS WSAs b6 7 u] u]
# RADIUS Attributes Mot Startek 176 u] 1] u]
o # Identity Attributes Mok Startes 10 ] i} ]
[#+{5) Users and Identity Stares [ | 1} 1} L1} 1}
[#-{5) Dewices [ ] o 0 0 0
B[ External RADIUS Server ( | o 0 0 [
5 DacL [ | o o i} i}
(-5 Policy Elements [ ] o 0 0 [
8
o
Step 15 At any point in the import or export process, click View L og Console to display areal-time look at the

current status of the import or export operation.

| oL-23483-01

Cisco Identity Services Engine Migration Guide for Cisco Secure ACS 5.1 and 5.2, Release 1.0



Chapter 4 Using the Cisco Secure ACS 5.1/5.2-Cisco ISE 1.0 Migration Tool |

M Logging In and Using the Migration Tool

m Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool

Exit Help
Logged in as: acsadmin on ACSS:  10.56.13.112 m 'R} I Tel l i
Logged in as: on ISE: 10.56.13.190 % c l Sco
Migration | Settings
Export Repork(s) Current Running Process: Importing
Migrated Objects Progress Counk Success ‘Warnings Errors
[#+{_7) Predefined Referance Data Wil Mok Be Imported i} o o 1] ”~
-5 Dictionaries I o | 1060 61 o o
-4 WSA Vendors g g a 0
- 4 RADIUS Y545 BRE 53 u] 1]
- # RADIUS Attributes Mok Started 176 1] u] 1]
- 4 Identity Attributes Mok Started 10 a i} a
Users and Identity Stores [ ] i} o i} 1]
Dievices | | o i} i} i]
External RADIUS Server [ | 0 o i} 1] .
DaCL [ ] o i} i} i]
{5 Policy Elements [ | o 1} o 0 hd
Import Repark(s)

Log Cansale:
INFQ pool-2-thread-1 (ImportRepartListenerimpl objectimported: 581 - Dictionaries-RADIUS WS4 Added configuration: kortel ( Bay £
IMF O pool-2-thread-1 (IimportReportlistenerimpl.objectimported:68) - Dictionaries-RADIUS %545 Added con%guration: Moartel [
Bay )
INFO pool-2-thread-1 (ImportReportlistenstmpl objectimported 681 - Dictionaries-RADIUS Y54z Added configuration: Mortel (
Bay 1
INFC poal-2-thread-1 (ImportReportlistenatimpl objectimparted: 66) - Dictionaries-RADIUS YSAz: Added configuration: Maortel [
By ]
IWNEM mmmd T Hewmmdd 4 Chammcdt D eineat] iedamevlanl abimsedtlanmdacd S Dicdiarevios DO IS 9000 a0 0 Aldand cmmfiea eedioems hilasbal © bt
< >
o
Clear Log Console o
8
o

Step 16  To get more information about any warning or error that occurred during the import process, click
Warningsor Errorsin the table where it is listed (see step 6), and view any details.

When the data import operation is complete, this statusis displayed in the main window of the Cisco
Secure ACS 5.1/5.2-Cisco ISE 1.0 migration tool.

Cisco Identity Services Engine Migration Guide for Cisco Secure ACS 5.1 and 5.2, Release 1.0
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Step 17

Step 18

M Cisco Secure ACS 5.1 to Cisco ISE 1.0 Migration Tool

Exit Help

Logged in as: acsadmin on ACS5: 10.56.13.112
Logged in as: on ISE: 10.56.13.190
I¥ligration | Settings|

Logging In and Using the Migration Tool

@) [@)

atfeenf
CISCO

[ Export From &C5 ] [

Export Repork(s) J

| Current Running Process: Importing finished... |

Migrated Objects

i) DACL
1) Policy Elements
=) Access policies

Authorizat

o b Metwark Devices
{7 External RADILS Server

- @ Authorization Exp. Policies

Authorization Profiles
RADILS Proxy Services

Metwork Access Services
Authentication Policies

Progress

Count

[

Irmpark To ISE

] [ Import Repark]s) ]

Success

\Warnings

1}

coooo oo

0

Errors
] ~
o e
0
L]
1
% i
a
]
1}
0

VYiew Log Consale

To view the complete report on the data imported into the Cisco ISE 1.0 appliance, click Import
Report(s). The report is displayed.

LS - ldentity Services Engine 1.0 Migration Tool

Report Type: Imporking to ISE repaort
Report File:  Ci\positron-migration'reportsiimport_report.kxt
Toroos Trewoer T G S T T 7
» 2010.09.28 17:16:42'907 Added configuration: Radius =
> 2010.09.28 17:16:43'500 Added configuration: Radius
> 2010.09.28 17:16:44'110 Added configuration: Radius
> 2010.09.28 17:16:44'719 Added configuration: Radius
» 2010.09.258 17:16:45'344 Added configuration: Radius
> 2010.09.28 17:16:45'953 Added configuration: Radius
> 2010.09.28 17:16:46'578 :Ijldded configuration: Radius
> 2010.09.28 17:16:47'203 :~ Added configuration: Radius
> 2010.09.28 17:16:47'813 Added configuration: Radius
> 2010.09.28 17:16:45'422 Added configuration: Radius
» 2010.09.28 17:16:49'032 Added configuration: Radius
> 2010.09.28 17:16:49'625 Added configuration: Radius
> 2010.09.28 17:16:50'235 Added configuration: Radius
» 2010.09.28 17:16:50'875 Added configuration: Radius
> 2010.09.28 17:16:51'500 Added configuration: Radius
v
I Previous Page ] [ Mext Page ]
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To verify that the import process has completed, log into the Cisco I SE 1.0 appliance:

Enter avalid Username and Password.

Click Login.
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Identity Services Engine

Version : 1.0.2.288

‘Remember username
Frablem logaing In?

@ 2010 Cizco Systems ne Cizoo, Cisoo Systems and Cizeo Systems logo
are registerad trademates of Cisco Systems Inc.andforits affiliates in the U.S i
and certain other countries CIsSCO
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Step19  Inthe Cisco ISE main window for example, navigate to Administration > Network Resources >
Network Devices to display the Network Devices window to verify if any ACS-based devices were
imported.

You can perform the same sort of verification for users or policies to check whether the import was
successful.

y [T TIPS T—— pesr— T ——
' Fowtgrrs Dogwn o T Exereal RADEE Berveea FALHLE B Emmurinn EajA AAS Bereemi
Ftwers DAcEn " ' "“__"-ﬁ.-_ - »
* FUCTEI TR TESS= T ST
*- B = '-" Cece bame s Laxaten Trea Dukirten
:::::- ;' .-u-._-.t_m BIS11J03NT ARLEcamens M Dvics Tapes  Migisied bom ACT S &
1 MSETINNIAT AsLecadens A Dwnice Taben  Magited froen ACT §
O i wut_ea BOTOIITOTAN ANLscwdens Af Dwvice Taben  Migohed from ACE §
O st 10 SE3AT T/ A Lacamons 0 Dorn Topsn Migrammat iom ACE S
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This concludes the import/export operations using the Cisco Secure ACS 5.1/5.2-Cisco ISE 1.0
migration tool.
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Providing Import and Export Report Files

If you decide to share the import report or export report files with anyone, or to save them in another
location, you can find them in the Reports folder in the migration tool directory (import_report.txt and
export_report.txt).

Cisco Identity Services Engine Migration Guide for Cisco Secure ACS 5.1 and 5.2, Release 1.0
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