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Cisco Identity - Understanding Your Users

Understanding your users

Cisco Identity allows you to gain full visibility over all your identities. This is accomplished by
bringing in a vast amount of data on identities from a range of sources including traditional
identity sources like Entra ID (formerly Azure AD), Duo, and Okta, non-traditional sources like
Github, Google, or Salesforce, and HR systems, such as Workday.

We go deep into each configured integration to understand everything we can about each and
every identity - from static entitlement data, to dynamic behavioral data about the identity-
and then merge user accounts across all of these different identity providers to provide a
single source of truth for each identity.

Note: See Integrations to learn more about the integrations available and how to configure
them

Within Cisco Identity, there are two primary areas where you can see information on the
identities in your environment:

» Users page which is accessed when selecting Users from the left hand navigation menu

» User 360 which is accessed by selecting a specific user from the Users page, or
anywhere you see a user's name (ie: failing checks, etc)
The Users page shows you a table of all the user identities in your environment, along with
several filters to slice and dice the information. From the Users page, you can select a specific
user to navigate to the User 360 where you will find the full rich insight about that particular
identity.

Use the links above to read more detailed information about each area and the respective
features and functionality.

Users

Overview

The Users page provides high level information on all the user identities in your environment,
along with several filters and sortable columns, so that you can better understand, analyze
and share user population data based on a variety of useful parameters. By default, the table
on the Users page is sorted by User Name, and excludes user accounts that have been
deleted, deprovisioned, or disabled.
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Saved Filters

Default -
|
- Status X
a- [ e Active 213
Ed o Deleted
@ E3 e« Deprovisioned
Ed o Disabled
& [ e Inactive 1
~ [J e Inconsistent 12
~ Sources
o,
[ & DemoAutho 2
5 a5 Demo AWS 3
SEES 2;moAzure "
[0 @ DemoDuo 3
€) Demo GitHub 8
[J G Demo GSuite 4
[] 4 DemoOkta 214
0 ® St 7
[J {y Demo Workday 6
() g Siack-oort N

teamdata-testing
- User Type

~ Linked Users

~ Groups

~ s Admin

- Administrator of

~ MFA Configured

~ Factor Assurance Level

This section covers:

« Definitions of the elements in the table

» Users page actions such as searching, exporting results, etc

3] Q  NOT Status:(3 conditions) & X

236 users found

User v

Aalto Helmig (£
0 aalto.h@simubiz.com

Aalto Helmig (£
D aalto.helmig@simubiz.com

Aalto Helmig (£

B helmig@simubiz.com

Aalto Sekine [
0 aalto.sekine@simubiz.com

Adamchick Thome 5
@ adamchick.thome @simubiz.com

Aleph Ehad [
0 ehad.aleph@simubiz.com

Alice Jones [/
0 alice@simubiz.com

Aligilbers Yagi (2
) altgilbers.yagi@simubiz.com

Amodio Plater (4
@ amodio.plater@simubiz.com

Checks 1

#1Ps

» Basic Filters and Advanced Query Mode

e Pivoting on IP address

Users table elements

The section below details the fields that appear in the table by default, as well as the
definition of each field:

Field

User

Trust Level

Checks

H IPs

#Logins Last Seen (UTC) +

10 Hours Ago
NA Apr 4, 2024 11:46:11
71 A Day Ago

Apr 3, 2024 22:00:05
8 17 Hours Ago

Apr 4, 2024 04:09:36
78 A Day Ago

Apr 3, 2024 18:15:04
N/A 2 Years Ago

Oct 8, 2021 11:48:56
N/A 11 Hours Ago

Apr 4, 2024 10:16:27
N/A N/A
56 A Day Ago

Apr 3, 2024 12:50:36
7 3 Days Ago

Apr 2, 2024 01:16:38

Description

Last IP Address +

N/A

66.229.238.3

N/A

136.158.43.155

N/A

N/A

N/A

59.1.219.28

130.150.10.181

<> Advanced = X 3

Last Location

N/A

Fort Lauderdale, FL, US

N/A

Caloocan City, Metro Manila, PH

N/A

N/A

N/A

Deltona, FL, US

Hayward, CA, US

The user's display name and their

corresponding email or username

The user's current Trust Level

< c

1 Columns

MFA

The total number of checks a user is failing.

Al indicates the user is not part of the
protected population and checks are not
being evaluated against them

The total number of IP addresses associated
with a user's activity across all providers



# Logins

Last Seen (UTC)

Last IP Address

Last Location

MFA

Providers

Status

Compiled Status
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The total number of attempted logins across
all providers, regardless of result (success,
failure, challenge, other)

The date and time of the last login attempt,
regardless of outcome, for a user across all
providers

The IP address associated with the last
successful or failed login attempt for a user
across all providers. See the Pivot on IP
Address section below for more.

The location associated with the last
successful or failed login attempt for a user
across all providers

Icon indicating whether MFA is configured
or not configured for the user

The logo icon(s) for the corresponding
identity data sources where a user's
account has been associated. Hovering over
a source shows the integration name and
user's status as gathered from that source

The user's Cisco ldentity Status and
Lifecycle Event tag, if applicable. Lifecycle
event badges are displayed for 7 days after
the event is noted. See status values below.

Combines provider user types (ie: internal,
external, service accounts, etc) and the
user's Cisco ldentity Status

Status values: - Active (green badge): This account is enabled in an identity data source and
has successfully logged in over the last X days. The number of days is consistent with the
value set on the Inactive Users and Inactive Guest Users checks (default setting is 30 days) -
Inactive (Grey badge): This account is enabled in an identity data source, but has not
successfully logged in over the last X days. The number of days is consistent with the value
set on the Inactive Users and Inactive Guest Users checks (default setting is 30 days) -
Deprovisioned (Grey badge): This account is no longer enabled in an identity data source and
cannot be signed into - Inconsistent (red badge): This account has been flagged because
there are account status discrepancies that may pose a significant security threat. See
Inconsistent Users to learn about what factors contribute to a user being marked as
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inconsistent

Lifecycle Events (yellow badge): - New Account: indicates that this account was recently
created. Includes the date the account was created - Significant Change: indicates that an
uncommon, but important, activity has recently happened on this account (for ex: MFA factor
added, admin privileges granted, sensitive app assigned, etc). You can query for specific
Significant change events using Advanced Query mode

Additional columns can be added to the table view using the Columns button:

Field Description

Created Date (UTC) The date a user's account was created.
Uses the first creation date available across
all configured providers

Employee ID The employee ID, gathered from the
provider if available

Manager Login The user's manager's email address,
gathered from the provider if available

Title The user's job title, gathered from the
provider(s) if available

Department The department a user belongs to, gathered
from the provider(s) if available

Registered Location The location a user is supposed to be
working from based on hiring agreements, if
available from the HRIS or the IdP. If the
user has multiple registered locations that
differ, the HRIS data always takes
precedence. If HR information is not
available, the data comes from the IdP

Inconsistency Severity The severity of the inconsistency noted for a
user with Inconsistent status

User Type The Cisco Identity user type assigned based
on compiled identity data source user types

Users page general actions

There are several general actions that can be performed on the Users page:

e Search
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Sort, add or remove columns

Download results

Share results

Refresh

Search

Use the search bar to search based on users, names, group, applications and IPs. When
searching, you do not need to provide an exact value. Typing a piece of the word will return
results.

If you have searched on a particular parameter, the search criteria is retained as you navigate
between different tabs within the platform.

To clear the search bar, select the X on the right most side of the search bar, next to the
Advanced button.

Sort Columns

Sort columns within the table by selecting the column header you'd like to sort by. Select
once to sort in ascending order, select again to sort in descending order.

Multi-column sorting is not currently supported.

Add or remove columns

Columns can be added or removed from the table using the Columns button in the top right
of the table, above the column headers. Select this button to choose the columns you'd like to
display in the Ul. To return to the default settings, select Restore Default at the bottom of the
list when you open the Columns button.

Q NOT Status:(3 conditions) X <> Advanced X ¥ < c

236 users found

User Checks 1 #IPs 1t # Logins 1 Last Seen (UTC) Last IP Address 1t Last Location MFA

Aalto Helmig (4 v o N/A 9 Hours Ago N/A N/A 4
0 aalto.h@simubiz.com Apr 4, 2024 11:46:11

The Download feature respects the visible columns.

Download results

You can download tabular data from the table to a CSV using the Download icon button on
the right after the search bar. All columns displayed and filters applied are included in the CSV
output.

If there are no results in the table, the CSV export will contain only headers and no user data.
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Note: The CSV download has a limit of 2,000 rows. If you need to download more than 2,000
rows, select the download button and follow the prompts to get the export sent via a
download link.

Share URL

The Share button (on the right side of the Search bar) copies a link to this page, with the
applied filters and selected columns, that can be easily pasted, bookmarked or shared with
anyone who has the appropriate access to your Cisco ldentity tenant
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Refresh

Use the Refresh button on the right side of the search bar to refresh user data and filter
counts in the table after making changes (ex: linking users, excluding a user from a check).

Filters
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The Users table is filterable by a number of attributes, enabling you to slice and dice your user
population based on the parameters that are important to you.

There are two types of filters that can be used on the Users table - basic filters, which can be
found to the left of the Users table and Advanced Query mode, which can be enabled via the
search bar above the users table. Check out our documentation on how to use Advanced
Query Mode to learn more.

Filtered results derived from both basic filters, as well as advanced queries, can be saved to
access later or share with teammates. See Saved Filters to learn more.

Applying basic filters

You can see all the available basic filters on the left hand side of the Users page.

To enable a filter, select the check box for the attribute you would like to filter by. The applied
filters will be added to the search bar, as seen in the screenshot below. The number of users
that you are currently viewing, based on the filters and searches used, will appear in the top
left corner of the Users table above the column headers.

To remove a filter, you can either deselect the attribute from the filters list on left hand side of
the Users table, or select the X on the right hand side of the filter box that is in the search bar.
To remove all filters besides the default filter, select the X located next to the Advanced Filter
button in the search bar.

After you have selected your filters, the filters are retained as you navigate between different
areas within the platform.

= ~ Administrator of 3] Q. Failing checks:No MFA Configured © X Is Admin:Yes X NOT Status:(3 conditions) ) X <> Advanced X I & cC

~ MFA Configured
n

Yes 1 user found 1 Columns

|‘ D No 1

User Checks  #IPs  #Logins  Created Date (UTC) Last Seen (UTC) LastIP Address  LastLocation ~ MFA  Providers St
~ Factor Assurance Level

By default, the Users Table excludes user accounts that have been deleted, deprovisioned, or
disabled. To include these accounts in the results, select the X on the right side of the ‘NOT
Status’ filter box in the search bar.

Distinct filters are separated by an AND operator. For example, if you select the Duo value
from the Sour ces filter and the No value for MFA Conf i gur ed filter, the table will display all
users in Duo who have No MFA Conf i gur ed.

For most filters, you can select more than one value to filter by. Within a given filter, selecting
more than one value will separate the values with an OR operator by default. For example, if
you select the values Okt a and Duo for the Sour ces filter, users with accounts in either Gkt a
OR Duo will be displayed.

However, within a given filter, if you would like to filter for users with accounts in both Okt a
AND Duo, you can select the OR operator found in the filter box in the search bar or in the left
hand filter menu (screenshots below), to switch it to AND. Doing this will allow you to see
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users that are in both O<t a AND Duo.

Filters that use radio buttons cannot have more than one value selected at once (for ex: | s

Admi n)

Select a saved filter e a Q. Sources:(2 conmnuns X NOT Status:(3 conditions) & X <> Advanced X e ¥ £ C
~ Status Al X
0« Acive 208 215 users found W Columns
B e Deleted
User ¢ Trust Level Checks T #1Ps © #Logins Last Seen (UTC) © Last IP Address Last Location MFA Providers Status T Tags
B« Deprovisioned
B« Disabled Aalto Helmig (3 ADay Ago
Trusted 5 172.58.201.188 v Active A Significant CI
0 = inactive 5 0 aalto helmig @simubiz.com ’ n Jun 5, 2025 22:00:05 Tampa, FL. US o o
[« Inconsistent 2
Aalto Sekine 4 ADay Ago
- Sources an (loR)x Neutral 4 7 78 136.158.43.155 N - Active & Significant ©1
@ | PR o .
Q
Demo Autho 2 2
0 & Demo Adamchick Thome [ © Unknown a 0 NA 4 Years Ago N/A NIA % £ Inactive NA
O == DemoAWS 5 [ adamehick thome @simubiz.com Oct8, 2021 11:48:56
01 & DemoAzureAD 1
o]
@ DemoDuo 7 "‘"“ Jones 3 © Unknown 1 0 /A N/A N/A NA ® o] Inactive NA
o o Demo GitHub 8 D alice @simubiz.com
O G bemocsute 5
0 % DemoJam 1 Altgilbers Yagi (2 Trusted 3 6 57 ADayAgo 108.49.235.91 Deltona, FL, US v £ Active A Significant CI
1 attgilbers.yagi@simubiz.com Jun 5, 2025 12:50:36
£ Demooka 211
[) & Demo Salestorce "
Amodio Plater [ 3 Days Ago
o Trusted 3 3 7 157.131.252.17  Hayward, CA, US - Active NA
o Demo SGIM ! 0) amodio.plater@simubiz.com Jun 4, 2025 01:16:38 o @
[ 4% DemoSnowfake 2
O @ DemoWorkday s
Amodio Tall 2 ADay Ago
Trusted 6 6 21 96.252.5.161 NA v Active N/A
O e Sack- oot 2 0 amodio.tall@simubiz.com Jun 5, 2025 223601 ew
teamdata-testing
O &% Users HRIS 2
Ansah Rottenberg (4 ADay Ago
Neutral 3 59.1.219.28 2 - Act A Significant CI
- TrustLevel Al ™ ansehctsnber @smubiz.com leutral 7 54 s o0 115001 Jeonju, Jeollabuk-do, KR [e] tive ignificant
O Trusted 175

Specific values can also be excluded from the results for most filters, except for those that
cannot have more than one value selected at once. To exclude a value from filtered results
(ie: NOT), you can select the [ in either the filter box in the search bar or the left hand filter
menu.

= Saved Filters 3] Q. Sources:Demo Du NOT Status:(3 conditions) X <> Advanced X .4 < c
Default v
a
~ Status X 3 users found Il Columns
2=
~ Sources X User v Checks #1Ps #Logins Created Date (UTC) + Last Seen (UTC) 1 Last IP Address
(©) [ & Demo Autho 2
2
[] as DemoAWS 3 Herburger Bagan (£ » 4 6 N/A Mar 8, 2022 10:43:30 7 Hours Ago N/A
5’ Demo D herburger.bagan@simubiz.com Apr 5, 2024 15:25:18
0 9 fawenp "
Demo
o™ w ”
< Biio ch Heuck & 7 12 107 Aug 27, 2018 10:16:37 A Day Ago 2600:1017:b808:d190:46...
0o bm 8 [ karsch.heuck@simubiz.com Apr 4, 2024 23:47:30
GitHub
© oo
i 2
Demo 214 Weirauch Fohr [ 8 9 23 Jul 18,2010 12:01:29 18 Hours Ago NA
3 [ & Sl [ weirauch.fohr@simubiz.com Apr 5, 2024 04:12:09
Demo
U # saestorce 7
~ Demo
0w Workday 6
Slack - oort-
[J &% teamdata- 2
testing

Similarly, you can ‘include all’ filter values in the results, except for filters that cannot have
more than one value selected at once. To select all values within a given filter, select Al | next
to the filter value title.



Saved Filters

Default v

+ Status Al X

o Active 217
o Deleted

o Deprovisioned

* Disabled
© Inactive 12

© Inconsistent 6

& Demo Autho 2

» B & ©

s Demo AWS 3

(]

[J <> DemoAzure AD 1

Q. NOT Status:(3 conditions) X

235 users found

User & Checks 1

Aalto Helmig (2

v
DO aalto.h@simubiz.com

Aalto Helmig (&

0 aalto.helmig@simubiz.com

Aalto Helmig (4
[ helmig@simubiz.com

Pivot on IP address

The IP address in the table has a few actions associated with it that can be useful to learn

more about an IP address and the associated activity.

#Logins

N/A

!

Last Seen (UTC) 1

10 Hours Ago
Aug 29, 2024 11:46:11

A Day Ago
Aug 28, 2024 22:00:05

17 Hours Ago
Aug 29, 2024 04:11:37
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Last IP Address

N/A

155.201.163.64

N/A

<> Advanced | X 2 ¥ <L C

i Columns

Last Location MFA

N/A v
Tampa, FL, US v
N/A v

The actions menu will pop up when left-clicking on a specific IP address in a user row. The

actions are:

» Find user activity - Takes you to the Activity tab of the User 360 for the respective user,
with the selected IP address added as a filter, so you can see all the user's activity

associated with this particular IP address

» Find users who attempted to sign in from X.X.X.X - Adds the selected IP address as a
search parameter on the Users page so you can see any other users who have activity

associated with this particular IP address

» See IP info - Takes you to the Networks tab of the User 360 for the respective user, with
the selected IP address added as a filter, and opens the slide panel so you can see more
detailed information about that IP address for this user

» Copy to clipboard - Copies the IP address to your clipboard so that you can paste it
within Cisco ldentity or another tool
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Josefa Riveros
genie

Identity Intelligence Search

= Saved Fiters %] Q  NOT Status:(3 conditions) @ X <> Advanced X ¥ & cC
Select a saved filter v
[ ]
~ Status X 238 users found Wl Columns
2= [ e Active 214
User Checks ™ #IPs #Logins ™ Last Seen (UTC) Last IP Address Last Location
© E e Deleted
Ed e Deprovisioned
Vanmaanen Kosack (4 3 Days Ago " N
8 9 84 89.71.122.183 Szczecin, West Pomerania, PL
5‘  Disabled O vanmaanen kosack@simubiz.com Apr 17, 2024 06:03:56
[ e Inactive 1
~ O« Inconsistent 13 Weirauch Fohr 5 9 23 16 Hours Ago NA NA
T weirauch.fohr@simubiz.com Apr 19, 2024 04:09:08
~ Sources
2 B
Demo Auth0 2
it Mitra 7 -
O e demorws . Cramblit Mitra (2 92.249.102.80 Kyiv, Kyiv City, UA
0 © cramblit mitra@simubiz.com = Find user activity from 92.249.102.80
o0 » Demo Azure 1
AD % Find users who attempted to sign in from 92.249.102.80
[0 @ DemoDuo 3 Daymude Sheiman [ N/A N/A
o o Demo GitHub. 8 D daymude.chiaravalle@simubiz.c.
© See IPinfo
[ & Demo GSuite 4
) £% DemoOKkta 216 Karsch Heuck & D) Copy to clipboard 2600:1017:b808:d190:46...  New York, NY, US
Demo @ karsch.heuck@simubiz.com
0Oe Salesforce 7
[0 { Demo Workday 6 o
Stack - oort- Pagotto Morren 7 27 83 20 Hours Ago 73.100.82.42 Brockton, MA, US
O & am data-testing 2 @ pagotto.morren@simubiz.com Apr 18, 2024 23:59:40
v Usertiee Chanza R 2] A Day A
anza Rosser | 7 14 32 ay Ago 89.64.162.153 Gdansk, Pomerania, PL
+ Linked Users D santos.rosser@simubiz.com Apr 18, 2024 13:21:40
~ Groups .
Aalto Helmig & A Day Ago
6 7 7 66.229.238.3 Fort Lauderdale, FL, US
Is Admi D aalto.helmig@simubiz.com Apr 18, 2024 22:00:05
~ Is Admin
- Administrator of Aalto Sekine (4 ADay Ago " .
6 7 78 136.158.43.155 Caloocan City, Metro Manila, PH
D aalto.sekine@simubiz.com Apr 18, 2024 18:15:04
~ MFA Configured

~ Factor Assurance Level

Basic Search & Advanced Query Mode

Overview

Cisco Identity enables users to create simple but powerful searches with basic filters and also
advanced queries that answer critical questions about your identity population. When in
Advanced Query mode, you will be able to use Kibana Query Language to form more complex
queries to find specific information that you may need that is not available in our Basic filters.

AW "

admin - genia

¢ » Advanced + - c
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Basic Search Mode

The default search mode within the Ul allows for point-and-select combination of filters on
the lefthand menu bar of the Users page.

The same type of select-to-filter functionality is available in the Activity tab of the User 360
page.

Important Notes

1. By default, accounts that are disabled, deleted, or deprovisioned are filtered OUT of the
Users page results. Clear this filter to see those accounts in your search results.

2. In Basic mode, searching with a leading wildcard, such as *<sone t er np, is not
supported.

Entering Advanced Mode & Adding Filters

1. From the Users tab, press the Advanced button on the right side within the search bar

2. Alternatively, if you select a Basic filter from the left hand side of the Users table, it will
add a chip for the selected filter in Basic mode to the Search bar. Select that chip in the
search bar to convert that filter to an Advanced attribute, which enables you to edit that
attribute

3. Additional filters can be added and edited to the existing search string

4. At any point, you can convert back to the Basic filter mode by pressing the Advanced
button and confirming that you'd like to switch back to Basic mode. Please note that
converting back will remove anything written into the search string

Available Attributes & Auto-complete

The user records in Cisco Identity contain a large number of attributes or fields that can be
queried in Advanced search mode. The Attribute List is constantly being updated as new
functionality and integrations are added.

The best way to find a particular attribute is by selecting the Advanced button, which will
open the list of available attributes that can be used to create queries. Start typing your
desired attribute into the search bar to trigger the auto-complete functionality, which allows
you to see what attributes exist that include your keywords, or scroll through the alphabetized
list of attributes to see everything that exists!

There are also hints frozen to the “bottom” of the attribute list that can help guide you when
crafting more complex queries.
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[ significant Change

Q  NOT Status:(3 conditions) X AND <> Advanced X @ * < c
~ User Type All
[l P adActiveLicenses. keyword
~ Inconsistency Severity  All 2351 appNames.keyword Il Columns
F B
~ Linked Users User| assignedAppNames.keyword o
@ - Groups Al assignedAppNamesCount
Aalti
assignedSensitiveApps.keyword v
5. ~ Is Admin 0a
checkResults
~ Administrator of Al
[+ Aalti checksExplainability.details. key keyword .
- - IsVIP 1 ai .
checksExplainability.details.value keyword
~
~ MFA Configured Aalt checksExplainability.eventlds
alt
“ v
[} O Yes 65 1hi ch i key.checkld.keyword
O Ne 170
ki keyword
s) Aalti "
~ Factor Assurance Level Al oy o CherksEvnlainahilinnheansatinnid kavunrd ‘0 Manila, PH 2
~ Factor Used All Wildcard: | groupNames keyword:* | Union: keyword OR aws-prod d Query Documentation
_ Factor Enabled Notin Adamcrickrnome iz ) [ N/A JyearsAgo. N/A N/A x
Use 1 adamchick thome @simubiz.com Oct8, 2021 11:48:56

~ Protected Population

Operators

The Advanced search follows the convention operators of KQL (reference article), including -

« AND
+ OR

+ NOT

_exists_

I exists_

Examples

This section provides several examples for building queries within the Advanced search bar.

Example 1 - Complex query with AND

To find users with the following set of parameters -
» users in the GSuite
* Admins group
* no MFA enabled
* recently logged in

» subject of an IP threat from a VPN or Tor proxy

The query would look like:

groupNanes. keywor d: "sg- gsui t e- adm ns"

AND nf aEnabl ed: f al se

AND | ast Acti ve: {now 7d TO now 1d}

AND i pAddressDetai | s. i pTags. nane: (VPN OR TOR_Pr oxy)

Example 2 - IP Activity from a Specific Country


https://www.elastic.co/guide/en/kibana/current/kuery-query.html
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To find users with recent IP activity from a particular Country, such as China, the advanced
query would look like:

i pAddressDet ai |l s. | ocati on. country. keyword: " CN'

Example 3 - Accounts with no Employee ID attribute

To list user accounts without an Enpl oyee | D attribute value, it would look like:

| _exists_:enpl oyeel d. keyword

Example 4 - Inactive users with specific naming convention

To find inactive users who's accounts start with “sa.” and contain the word “company”, the
query would look like:

sa. *conpany* AND checkResul t s. checkl d. keywor d: i nacti ve-users

Note: free text search will look in all indexed fields within the user profile, for example email
address, UPN, etc.

Example 5 - Find admin accounts for a specific IDP

Cisco Identity attempts to determine admin privileges or roles granted to accounts. To search
for the admin accounts associated with only one specific IDP, the query would look like one of
the following, depending on the IDP desired:

i ntegrationl nstanceDetails. provi der Adm n. keywor d: " OKTA__true"
i ntegrationl nstanceDetails. provi der Adm n. keywor d: "AZURE_AD__true"
i ntegrationl nstanceDetail s. provi der Adm n. keyword: "G _SU TE__true"

Example 6 - Query for Microsoft License Types

Cisco Identity is able to collect assigned Microsoft license types through the Azure Graph API.
This information is displayed in the Azure tile of the Overview tab for a user account.

To query for a specific license type, the search string would look like:

adAct i velLi censes. keyword: ("Azure Active Directory Prem um P2")

Note: the License name value is a translation from the license UID provided through the Graph
API.

Example 7 - MFA Factors

A common query is to search for the users who have a particular type of MFA factor enrolled,
such as push notification, hardware security keys, etc.
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Use the user Fact ors. f act or Type. keywor d attribute to search for different enrolled factor
types, as shown:

user Fact ors. fact or Type. keywor d: " push"

The available factor types and names will vary based on which IAM platforms are connected
to Cisco Identity. Some common factor names include:

webaut hn
googl e_otp
push
okta_verify
okt a_password
password

si gned_nonce
okt a_enmi
Security_key

A comprehensive list of factor types seen so far is below in the Factor List section.

Example 8 - Application Assignment and Usage

It is frequently useful to look for both which users have an application assigned and which
users are actually using the application.

For example, to look for users who have application Sal esf or ce SAM. assigned, but not in
use in their last 30 days of activity, the query would look like:

assi gnedAppNanes. keywor d: " Sal esf orce SAM."
AND (NOT appNanes. keywor d: " Sal esf orce SAM.")

Note: Sensitive applications can be seen in the Dashboard tab and all applications that are
integrated via an IDP or directly can be seen in a User's Applications tab. Sensitive
Applications can be configured through Tenant Settings

Example 9 - Device Usage

If looking for users with sign-in activity from a particular user-agent string or device type, for
instance iPhones, the search string might look like:

| ast Si gnl n. rawUser Agent . keywor d:

"Mozillal/5.0 (iPhone; CPU iPhone OS 15 6_1 |ike Mac OS X) Appl eWebKit/605.1.15 ( KHTM

Example 10 - Find a user by Duo Security alias
To find a user account by an alias in Duo Security, use this format:

i ntegrationl nstanceDet ai |l s. userKey. keyword: /. *kheuck*. /

like C



Factor List

Across the different IDPs, factors may have a variety of different names, which may change or
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grow over time. The list below provides examples of factor names that Cisco Identity has
seen so far.

okta_verify
okta_enmui |

Passkey

Pl at f orm aut henti cat or _( passwordl ess)

webaut hn

web

m cr osof t Aut hent i cat or Passwor dl ess

Security_Key

O her

t oken: hot p
duo_nvobi | e_passcode

wi ndowsHel | oFor Busi ness
yk

dl

Security_key

password

m cr osof t Aut henti cat or
duo

sof t war eCat h

t oken: software:totp
webaut hn-roani ng

yubi key_t oken

okt a_password

totp

183

Touch_I D

t oken
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* phone

« fido2

e signed_nonce

» phone_nunber

* bypass_code

* push

« duo_push

e google otp

e question

» clainms_provider

* WebAut hn_Chronme_Touch_I D
« u2ftoken

* (R code

e sns_passcode

e enuil

» phone_cal

* security_question
* webaut hn-pl atform
e cal

e token: hardware

. otp

» customotp

e 509 Certificate

Saved Filters

The Cisco Identity Users page includes a wide variety of filters, whether in Basic filter mode or
Advanced Query Mode using the KQL query language. Often a specific data set is needed
repeatedly as you work through a project with your team or for long term monitoring of
specific users/issues, and it can be cumbersome to continuously re-apply the same set of
filters or rebuild the same advanced queries over and over again to get the data you need.

To make it easier to quickly access sets of filters that you are frequently referencing, Cisco
Identity allows you to create Saved Filters. These Saved Filters can also be modified and
deleted as needed.
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NOTE: ALL users in the console can see and utilize ALL existing saved filters. Cisco Identity
users with the Help Desk role and full Admin role can create, update, and delete ANY filters.
There are also no user permissions associated with individual filters and no private or
per-user filters at this time.

Create Saved Filter

1. To create a Saved Filter, craft the query in Basic or Advanced mode that provides you
with the data set needed

2. Select the Save icon on the left of the search bar

- UserType Q  Failing checks:Weak MFA Was Used To Successfully Sign In © X Administrator of:Okta © X NOT Status:(3 conditions) ) X <> Advanced X e ¥ < cC
. - Linked sers
2 users found W Columns
~ Groups
3=
- 15 Admin User Checks #1ps #Logins Last Seen (UTC) LastIP Address Last Location wEA Providers status +
© - Aaminisator of x
2
Chanza Rosser [ 7 14 32 ADayAgo 89.64.102.153 Gdansk, Pomerania, PL 7 ] « Active
a £ oua 2 0 santos rosser@simubiz com Apr 10,2024 1321240
- WFA Configured B
2 Daymude Sheiman (7 ; s 5 Sowsago wa 2 S e
- Factor Assurance Level 0 daymude.chiaravalle@simubiz.com or
o,
- Factor Used

- Factor Enabled Not In Use
~ Protected Population
- Has Tickets

~ Failing checks X

Admin Role Assigned to
User

1
1
2
1
2
1
2
User in IDP but not in B
HRIS
Weak MFA Wa
Used To Successfully 2
Signin

~ Number of failing checks
- Lastseen

~ Lastsign in result

~ 1P Threat

~ User Risks

3. A small modal will open. Give the filter an easy to identify name and select the blue Save
button within the modal to save your filter



1 use

User

Kars

karsc
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itions) >
Save filter X

Saving your filters will allow you to come back to them at any time.
This will save the current filter selection, any search or advanced

query you may have, and current sort options. T
as

Name

Okta Admin Nylas App Users] 260¢

30

4. The Saved Filter will then be available in the dropdown list of the Filters area, towards the
top left of the Users page

Saved Filters

Okta Admin Nylas App Users [J =~

Select a saved filter

Default

Okta Admin Nylas App Users

— IJUFIUI'I\-II“I W N Nl

Modifying an existing Saved Filter

To modify an existing Saved Filter, simply select the desired filter from your list of Saved
Filters. The Saved Filter attributes will automatically be added to the search bar. From here,
you can modify the search parameters in the search bar. Select the Save icon next to the
search bar again to re-save it.
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Deleting a Saved Filter

To delete an existing Saved Filter, select the desired Saved Filter, then select the Trash icon

next to it's name.

JORT -

now part of CISCO

Saved Filters

Okta Admin Nylas App Users

al
4

Select a saved filter

Default

Okta Admin Nylas App Users

L7 %) RS W R T T e

Sharing a Saved Filter
As noted above, Saved Filters are available to all users with access to your Cisco Identity
tenant. To share a link outside of the console, for instance via email, Webex, Teams, or Slack

channels or direct message:
1. Select the Saved Filter you want to share
2. Select the Share icon on the righthand side of the Search bar to copy a direct link to your
clipboard

3. Paste the link where desired to share the data with other team members who have

access to your Cisco Identity tenant
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<> Advanced X ¥ '<: C

H

Il Columns

MFA Providers Status

sw York, US v > @ % o Activi

User Statuses

Overview

User Statuses are broken down into two categories: the Identity Provider (IdP) Status and an
Cisco Identity Status. Read on to learn the differences between the two statuses, how each
status is compiled and what the definition of each status is.

Identity Provider (IdP) Status
The Identity Provider (IdP) Status is a status that is gathered directly from what is configured
on the data source for a particular user.

You can see the respective IdP Status for each data source associated with a user in the right
top corner of each source card on the User 360 Overview tab.

{:% Demo Okta

Weirauch Fohr « Active
[ weirauch.fohr@simubiz.com €9 May 12, 2020 06:07:09 UTC

A Okta Long Running ([N
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Statuses and definitions

To learn what statuses are possible and what each IdP status means, please refer to the data
source's documentation on user statuses. Examples: Okta, Duo

Cisco Ildentity Status

The Cisco Identity status is a status that combines all of the user's IdP statuses with
observability information based on a user's activity. If you have an HRIS system configured,
then it will also include the user's employment status from the HRIS system.

A high level Cisco ldentity status can be seen in the Status column on the Users page

= Saved Filters Q_ NOT Status:(3 conditions) X <> Advanced X 3 < c
Default v
"
~ Status X 236 users found 1l Columns
‘: [J e Active 213
Checks #IPs ™ # Logins ™ Last Seen (UTC) Last IP Address ™ Last Location MFA Providers Status
@ E1 e« Deleted
E3 e+ Deprovisioned N
-
) Aalto Helmig [ 4 Hours Ago N/A N/A v G « Inconsistent
& Ed e Disabled @ aalto.h@simubiz.com Apr 9, 2024 11:46:11
(] e Inactive 1
[ e Inconsistent 12 _—
< Aalto Helmig [ 18 Hours Ago 66.229.238.3 Fort Lauderdale, FL, US v £ « Active
0 aalto.helmig@simubiz.com Apr 8, 2024 22:00:05
-~ Sources
2 b
De AuthO 2
emo Aul Aalto Helmig 4 12 Hours Ago N/A N/A o w50 ST
A [] s DemoAWS 3 @ helmig@simubiz.com Apr 9, 2024 04:10:33
Demo Azure
0 d » 11
i A
© DemoDuo 3 Aalto Sekine (2 21 Hours Ago 136.158.43.155  Caloocan City, Metro Manila, PH v 2 VAT
M D) aalto.sekine@simubiz.com Apr 8, 2024 18:15:04
€) Demo GitHub 8
[0 & Demo GSuite 4
i A
O % DemoOka 214 Adamchick Thome (4 3 Years Ago NA NA « % < Inactive
0 adamchick.thome @simubiz.com Oct 8, 2021 11:48:56
O & Demo ,
Salesforce
O W Demo Workday ° Aleph Ehad 2 5 Hours Ago
Slack - oort- N/A N/A x F « Inconsistent
A . 0 ehad.aleph@simubiz.com Apr 9, 2024 10:16:27
teamdata-testing
~ User Type ) "
/:hce .lon‘es L N/A N/A N/A x fo] « Inactive
- Linked Users O alice@simubiz.com

Additionally, the high level Cisco Identity status tag can be seen next to the User's name and
email on every tab across the User 360.

A more detailed, compiled Cisco Identity status can be seen on the User 360 Overview Tab,
in the Summary widget, which is directly beneath the User's name and email. This compiled
status combines the user types, taken directly from the IdP (ie: internal, external, service
accounts, etc), and the Cisco ldentity status. If there is no user type in the IdP for that user, it
will be marked as ‘Missing'.

You can filter on Conpi | ed St at us as a basic filter on the Users page and/or add the field to
the table as an additional column.


https://help.okta.com/en-us/content/topics/users-groups-profiles/usgp-end-user-states.htm
https://help.duo.com/s/article/6965?language=en_US
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Users > ben.staples@simubiz.com

0 g BenStaples VUA Overview Activity Networks Devices Applications Groups Checks 2 «s Actions <
@ ben.staples@simubiz.com

Summary & Checks Inactive Account Probing 2 Exclude from check

I Internal, Unauthorized Employee |
Never Logged In & Exclude from check

ofe
Y B 2 failin
~ & NA View all
o, Bl Kiev Development

9 uA Attempted Logins

Records per day @0 =

& MFAMissing o Faiure

N/A ® Failure - 1 1

@ NA /s 1 I

All Attempts o
Created May 20, 2020 O W oD WP 1D 10 A WD D D N (b D ¥ (D (0 A\ D DD NN DD MDD A D
SORLEREEA®E B BB o d BB DD XIS PO OIS

S e S e S e e e R R R T Shsis

B Last Loain Attemot ~

Statuses and definitions

If there is no HRIS data integration available for your tenant or a user, the detailed status is
the user type taken from the IdP + high level Cisco Identity status (ex: Internal, Active or
External, Inactive).

Below are the statuses and definitions if you do not have an HRIS data integration
configured:

« Active — User is authorized in the IdP and has had activity in an IdP in the last 30 days

¢ Inactive — User is authorized in the IdP, but has not had activity in an IdP in the last 30
days

+ Deprovisioned — User is unauthorized in the IdP and has not had activity in an IdP in the
last 30 days

« Inconsistent — Unauthorized — See Inconsistent Users section below

If a HRIS data integration is available, the detailed status is the user type taken from the IdP
+ the compiled status listed below (ie: Internal, Active Employee or Service Account,
Non-employee).

Below are the statuses and definitions if you have an HRIS data integration configured:

» Active Employee — User's HRIS employment account exists and is authorized. User is
authorized in the IdP and has had activity in an IdP in the last 30 days

* Non-employee — User's HRIS Employment account does not exist and is unauthorized.
User is authorized in the IdP and has had activity in an IdP in the last 30 days

» Inactive Employee — User's HRIS Employment account exists and is authorized. User is
authorized in the IdP, but has not had activity in an IdP in the last 30 days

* Non-employee — User's HRIS Employment account does not exist and is unauthorized.
User is authorized in an IdP, but has not had activity in an IdP in the last 30 days

» Deprovisioned — User's HRIS Employment account exists, and the HRIS account and an
IdP account are both unauthorized with no noted activity on an IdP, or User's HRIS
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Employment account does not exist, and the HRIS account and the IdP account are both
unauthorized with no noted activity on an IdP
* Non-employee — User's HRIS employment account does not exist, the user is
unauthorized in both the HRIS and in an IdP, but there was activity noted on a data
source after the user's IdP status changed

» Unauthorized Employee — See Inconsistent Users section below

Inconsistent Users

Users will be marked as inconsistent if we noticed account status discrepancies that could
pose significant security threats to your environment. Inconsistent Users can also highlight
discrepancies that arose during user onboarding or offboarding. It is important to review
Inconsistent Users regularly, because these users may still have access to internal systems
that they are no longer supposed to have access to.

Users can be flagged as inconsistent for a variety of reasons. Below is a table visualization
that maps what factors lead to each possible status, the compiled status, and inconsistency
severity, if applicable.

If there is no HRIS data, a user will be marked as | nconsi st ent if:

IDP Account IDP Account Cisco Identity Compiled Exceptions Inconsistency
Authorized?  Active? Status Status Severity
Yes Yes Active Active
Yes No Inactive Inactive Inconsistent Low
if user type
is external
or service
account
No Yes Inconsistent Unauthorized High:
Address
immediately
No No Deprovisioned Deprovisioned

» Example: User only has a Github account but no associated account in Okta, Azure, or
G-Suite

» User is unauthorized in the IdP, but has had activity in the IdP in the last 30 days

» User is authorized in the IdP, but has had no activity in the IdP in the last 30 days and their
user type from the IdP is listed as an External account or a Service Account
If there is HRIS data, in addition to the reasons above, a user will be marked as
| nconsi st ent if:
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« User's HRIS account exists and is authorized, but the user is unauthorized in an IdP and

there was activity noted on a data source after the user's IdP status changed

» Note: If it is a newly created user account, the account will not flag as inconsistent,

unless the user remains unauthorized in an IdP after 7 days

« User's HRIS account exists but is not authorized, and the user is authorized in an IdP and
has had activity in an IdP in the last 30 days
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« User's HRIS account exists but is not authorized, and the user is authorized in an IdP but
has not had activity in an IdP in the last 30 days

« User's HRIS account exists, the user is unauthorized in both the HRIS and an IdP, but there
was activity noted on a data source after the user's IdP status changed

« User's HRIS account does not exist, the user is unauthorized in both the HRIS and an IdP,
but there was activity noted on a data source after the user's IdP status changed

» Note: this is regardless of user's activity. The user may or may not have had activity in
an IdP in the last 30 days.

» Note: this is regardless of user's activity. The user may or may not have had activity in
an IdP in the last 30 days

Linking User Accounts

Overview
Many scenarios exist where the same human user has access to multiple discrete users

accounts, either within the same IDP or across different IDPs -

» Admins with both a regular user account and one or more privilege accounts, including
across multiple Active Directory domains in an AD forest

» Users with separate accounts in non-federated IDPs, perhaps due to a recent M\&A event

» Users with both a individual account and access to or ownership of a shared account

In these cases, it's extremely important to maintain a link between these accounts, both for
user lifecycle events (deprovisioning ALL users accounts when a user leaves the org) and
during security investigations or incident response.

There are two ways to link users in Cisco Identity - manually or through linkage suggestions.
The video below provides instructions on how to use the manual aspect of this feature.

Instructions for how to link users manually and through linkage suggestions can also be found
below.

How to Manually Link User Accounts
1. Navigate to one of the accounts for a user that has multiple accounts
2. Scroll to the bottom of the User's Overview tab, to the Linked Users tile. You can also

click the Actions button and select Link User from the dropdown, which will jump you to
the same widget
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JORT o= S - B3 Dashboard 25 Users Q) Checks (@ Integrations ‘""VW‘"‘”S"' v

admin - genie

A Aalto Helmig

« Transient Overview  Activity ~Networks ~ Applications ~ Groups ~ Checks  « Actions <
@ aalto h@simubizcom

User Type
Internal

Tickets

Q

No tickets found
No tickets were found for this user

Linked Users

No linked users found
No users are currently linked with this user

+2 Add

b

oortio Privacy Policy  Terms of Use  Documentation  SOC2 Report /A This environment reloads hourly

3. Click Add and search for another account to link to this user. Click Add to link the
accounts

Linked Users

aalto|

- Cancel
Aalto Helmig &1 aalto helmig@simubiz.com +2 Add Users
Aalto Sekine aalto sekine@simubiz.com +2 Add
Aalto Helmlg &1 helmig@simubiz.com +2 Add Users

4. Note that the account(s) are now linked in both the tile and the dropdown under the
User's name in the top right

OORT  a-

- Andy Winlarski
e - - B5 Dashboard 23 Users (@@ Checks (@ Integrations Bl v
A AaltoHelmig v @ 2LnkedUsers | « Transient Overview Activity Networks  Applications ~ Groups ~ Checks  « Actions <
O ashoh@simubizeom
Aalto Helmig User Type
aatto heimig@simubizcom Internal
Aalto Helmig Tickets

helmig@simubiz.com

Q

No tickets found
No tickets were found for this user

[

Linked Users +2 Add \
User Status User Type Last Seen (UTC) Last Location MFA Providers
Aalto Helmig [7
9z + Transient Internal 8 Hours Ago N/A v G
asltoh@simuibizcom Jun 16,2023 46t
Aalto Helmig 2 oz External A Day Ago Fort Lauderdale, Florida, US . o
aalto.helmig@simubiz.com Jun 16, 2023 22:00:05
Aalto Helmig [ « Active Internal 15 Hours Ago N/A v &0
helmig@simubiz.com Jun 16, 2023 041018

oortio Privacy Policy  Terms of Use  Documentation  SOC2 Report A This environment reloads hourly
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How to Review and Accept User Linkage Suggestions

User Linkage Suggestions are determined based on an exact match of either the user name
or employee ID (ex: John Doe and John Doe).

There are two places to review User Linkage Suggestions - via the Users Table or via a
specific User's Overview Tab

Via the Users Table

1. To review suggestions across all users in your tenant, navigate to the Users Table tab
and click the Link Tips icon to the right of the search bar

Q Josefa Riveros

el |dentity Intelligence

genie

= Saved Filters % ] Q  NOT Status:(3 conditions) @ X Search users, names, group, applications and IPs <> Advanced X I 3 < C

Default -
P

- Status Al X 235 users found I Columns
2= [ o Active 217

User v Checks ©  #IPs &  #Logins &  LastSeen (UTC) 1 Last IP Address Last Location MFA

° B o Deleted

El e Deprovisioned .

Aalto Helmig (4 5 Hours Ago

& * Disabled 0 aalto.h@simubiz.com v ° N/ Aug20, 2008 11:dg11 VA NA 7

[ e Inactive 12

[J e Inconsistent 6 Aalto Helmig [ 19 Hours Ago

155.201.163.64

[ aalto.helmig@simubiz.com e 7 n Aug 19, 2024 22:00:05 Tampa, FL, US v

+ Sources All
~
L 4

0 & Demonutno 2 Aalto Helmig (4 6 3 10 12 Hours Ago N/A NA ”
o, [J 2% DemoAWS 3 T helmig@simubiz.com Aug 20, 2024 04:10:32

[ <» Demo Azure AD 1
2. Clicking the Link Tips icon will open a modal with a handful of accounts across your

tenant that may possibly be the same user because these users have either the same
exact user name or employee ID

These accounts might belong to the same user

Review the following users that we identified with the same employee ID or similar usernames to determine if the
suggested users should be linked. Linking users does NOT merge the users' records or activity into one user.

These accounts have the same username:

Aalto Helmig (£
aalto.h@simubiz.com

Aalto Helmig (£ O O

to.helmig @simubiz.
R BT Reject Skip for now

Aalto Helmig [

helmig @simubiz.com

These accounts have the same employee ID:
brian.hayes@simubiz.com [

ID: 24179999 O O

monfils.menster@simubiz.com [ Reject Skip for now
ID: 24179999

Cancel Confirm Linkage

3. In the modal, review the user linkage suggestions to determine if the suggestions should
be accepted. If the users suggested are indeed the same person, select Link to link the
specified users to each other

4. If the suggested users are not the same person, select Reject and the specific suggestion
will never re-appear. If you are unsure if the users are the same person, or just want to
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review the suggestion later, select Skip for now which will snooze the suggestion for a
few days so it can be re-reviewed at a later date.

5. If you want to look more closely at a user to determine if it may be the same person,
select the Open in New Tab icon next to each user's user name

6. Click Confirm Linkage to save your selections

7. Once you have linked a set of users, the linkages will appear in the Linked Users widget
at the bottom of the User360 Overview tab for a specified user. You can review existing
linkages or remove linkages from this view

Linked Users +& Add @ Link Tips

User Status Identity Intelligence Type Last Seen (UTC) Last Location MFA Providers

Aalto Helmig [4

Active Internal 6 Hours Ago N/A v G

I aalto.h@simubiz.com Aug 20, 2024 11:46:11

i A
Aalto Helmig £ Active External 20 Hours Ago Tampa, FL, US y o
0 aalto.helmig@simubiz.com Aug 19, 2024 22:00:05

i A
Aalto Helmig 2 Active Internal 14 Hours Ago N/A v w30
[0 helmig@simubiz.com Aug 20, 2024 04:10:32

7. You can also see the number of users linked to a specific user in the tag next to the user's
name on the Overview Tab and in the dropdown under the User's name in the top right

— i & 2 Linked Users

== A Aalto Helmig v Overview  Activity Networks Devices Applications
@ aalto.n@simubiz.cc Active

[ ]
Aalto Helmig Attempted Logins

‘ aalto.helmig@simubiz.com

@ Aalto Helmig
helmig @simubiz.com

L _

Via a specific User's Overview Tab
1. Navigate to a specific user's User360 Overview Tab. If there are user linkage suggestions
available for the selected user, you will see a yellow banner indicating that there are user
linkage suggestions to review. If there is no banner for the selected user it means there
are no linkage suggestions available for this user

A Aalto Helmig

9 Florida, FL, US  Active Overview  Activity Networks Devices Applications Groups Checks 6 +s+ Actions <
@ aalto.helmig@simubiz.com

a» We identified other users with a similar username or the same ID as aalto. i i iz.com. Do you want to link them? Dismiss m

o O Momo

. Click Review to open the modal where you can review the linkage suggestions for the
selected user, or click Dismiss to remove the banner for the duration of your session

3. In the modal, review the user linkage suggestions to determine if the suggestions should
be accepted. If the users suggested are indeed the same person, select Link to link the
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specified users to each other

These accounts might belong to the same user X

Review the following users that we identified with the same employee ID or similar usernames to determine if the
suggested users should be linked. Linking users does NOT merge the users' records or activity into one user.

Select users you would like to link with aalto.h@simubiz.com. To add or remove existing linked users from this
profile, go to the "Linked Users" table.

These accounts have the same username:

Aalto Helmig (&
aalto.h@simubiz.com

Aalto Helmig [ @] @]

aalto.helmig@simubiz.com

Reject Skip for now
Aalto Helmig (2

helmig@simubiz.com

Cancel Confirm Linkage

4. If the suggested users are not the same person, select Reject and the specific suggestion
will never re-appear. If you are unsure if the users are the same person, or just want to
review the suggestion later, select Skip for now which will snooze the suggestion for a
few days so it can be re-reviewed at a later date.

5. If you want to look more closely at a user to determine if it may be the same person,
select the Open in New Tab icon next to each user's user name

6. Click Confirm Linkage to save your selections

7. Once you have linked a set of users, the linkages will appear in the Linked Users widget
at the bottom of the User360 Overview tab for that user. You can review existing linkages
or remove linkages from this view

8. You can also see the number of users linked to a specific user in the tag next to the user's
name on the Overview Tab and in the dropdown under the User's name in the top right

Removing Account Linkages

Accounts can be unlinked from the Linked Users tile on one of the user's account Overview
tab. Click the ... button on the right of the row for the user you want to unlink, and select
Unlink from all to remove the user in that row from its link to the user who's page you are on

Linked Users +& Add
User Status User Type Last Seen (UTC) Last Locatlon MFA Providers
Aalto Helmig [
92 » Transient Internal 8 Hours Ago N/A a
aalto h@simubiz.cam Jun 16, 2023 H46:H £ Unlink from all
Aalto Helmlg [ . S
9 4 » Active External A Day Ago Fort Lauderdale, Florida, US v {}
aalto helmig@simubiz.com Jun 15, 2023 22:00:06
Aalto Helmlg [
9 2 + Active Internal 15 Hours Ago N/A v L0
helmig@simubiz.com Jun 16, 2023 04:10:18

Filtering for Linked Accounts
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In the main Users page, you can use the Linked Users filter on the left bar to find just users
with an existing account linkage.

Note: a small Link icon also appears next to the names of users who have been linked to other
users

GORT Q By Dashboard 2% Users (@) Che
- status X = Q  Linked Users:Yes X NOT Status:(3 conditions) X

* Active 2
E + Deleted

3 users found
E + Deprovisioned

El + Disabled

User & Checks #IPs + # Logins + Created Date (UTC) +
* Transient 1

Aalto Helmig [
* Sources 9 e o] N/A Sep 10, 2022 08:28:15
& aalto.h@simubiz.com
Demao Azure AD

O Demo GitHub
Aalto Helmig 7

~ : 72 4 7 7 Aug 8, 2019 00:51:40
& Demo GSuite aalto helmig@simubiz.com ‘ 9
ﬁ Demo Okta
Aalto Helmig [
- User Type 9B 4 3 3 7 Oct 13, 2015 10:43:47
helmig@simubiz.com
« Linked Users X
® Yes / 3
No 222

Triaging Alerts and Remediation Actions

Overview

Cisco Identity provides the ability to triage check failures and take action to remediate
problems or identity security threats within your connected identity platforms, such as Okta,
Azure, Google, or Duo.

This article provides an overview of each triage option and remediation action, its intended
use cases, how to use it, and platform compatibility.

Triage Actions vs Remediation Actions

Triage Actions

Check failures can be triaged so that a given user will no longer fail a given check. Once a
failing user has been triaged, they will no longer appear in the list of failing users for a given
check.

The triage actions available are:
» Exclude from Check
» Mark as suspicious

« Mark as normal behavior
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Triage Actions are accessed through check failures - either on the page of failing users for a
given check or on the User 360 Checks tab. You may notice that not all checks contain all the
triage actions listed above. That is because State based checks cannot be marked as
suspicious/normal.

No additional permissions or set up are required to utilize the Triage Actions.

Remediation Actions

Remediation actions are available for a wide variety of scenarios. Most remediation actions
are typically utilized once an investigation into a given user's behavior has concluded to
protect a user's account if it has been, or is suspected to be, compromised or is under attack.
However, there are other remediation actions available that can be used to clean up an
environment, to track an investigation, validate a user's identity, etc.

The remediation actions available are:

* Send Push Notification

Delete Guest User

L]

Reset MFA

Log Out User

e Quarantine User

Remediation Actions can be found under the Action button, which is available across all tabs
of a given user's User 360.

Additional permissions or set up are required to utilize all Remediation Actions. More
information on what is needed for each data source can be found in the Technical
Requirements section below.

Other Actions

Under the Actions button there are a few additional actions that are neither remediation
actions nor triage actions. Those actions are:

» Open Ticket
e Link User
e Update User Type

* Refresh User Data

RBAC Role Permissions

All of the triage and remediation actions listed in this article are available to both full admin
users and also help desk role users.

Actions reserved for full administrators, such as changing tenant settings, checks settings, or
integration configuration, are discussed in the RBAC and Access Logs article.
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4 N\
@ Note
For Cloud Control, you will need the Environment Admin role to perform these
actions; you will need the Environment Viewer role to view these actions. For
more information on the supported roles in Cloud Control, see Cisco Cloud
Control RBAC.
L J

Technical Requirements

To take Remediation Actions beyond simply read-only data collection in identity platforms,
Cisco ldentity requires specific APl or token write permissions/scopes within the data source
platforms so that it can talk back to the source and execute the remediation action there.

The specific API or token permissions are outlined in the integration guide for the respective
data source. Please see the following articles for more details:

e Azure AD
o Okta
« Duo

» Google

Triage Actions

Exclude User from Check

For both event-based and state-based Checks, you can exclude a given user from that
particular check. Excluding a user from a check can be customized to exclude for a specific
timeframe, or made permanent with an indefinite timeframe.

Once you have identified a user to exclude from a particular check

1. Use the 3-dot menu at the end of the corresponding row and click Exclude from check.


https://www.cisco.com/c/en/us/td/docs/ai/cisco-cloud-control/articles/cisco-cloud-control-rbac.html
https://www.cisco.com/c/en/us/td/docs/ai/cisco-cloud-control/articles/cisco-cloud-control-rbac.html
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User/Manager Notifled

Mot notified - .
T Send notification

+ Open ticket for check

Mot suppor -a View logs b
View check summary

Mot notified | 2- Exclude from check bbb
Feedback

Mot suppor a
{£} Mark as interesting
) Mark as normal behavior

Mot notified )

2. Select the desired timeframe from the drop down - either Indefinitely, which will result in
a permanent exclusion, or one of the default timeframes. If your desired timeframe is not
available, you can use the Custom option in the drop down to set your own timeframe, up
to 180 days. We highly recommend NOT ignoring users from checks indefinitely whenever
possible and would instead recommend setting up a longer exclusion timeframe.

er

Exclude from check X

Exclude period

Indefinitely N

it Indefinitely cks
1 day
3 days
Eld 7 days
15 days
30 days

Custom

3. Include a Reason for why this user will be excluded for this timeframe so that you and/or
other members of the team can refer back to this historical context if needed. While
entering a Reason is not required, it is highly recommended for record keeping purposes
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4. Once the user has been excluded, this particular check will move to the Resolved Checks
section of the given user's User 360 Checks tab, with Result as Excluded. It will also
include information on who excluded the user and display the Reason, if one was
provided.

Resolved Checks

Name Result Total Handling Time Time To Resolve Resolved Date (UTC)
Weak MFA Was Used To Succe.. Mitigated N/A N/A Jul 10, 2023 19:11:37
Excluded
User in IDP but not in HRIS N/A N/A Jul 10, 2023 19:18:66
@oort.io - Testing

If needed, a user can be re-included in a Check by selecting Include in Check under the
3-dot menu in the Resolved Checks section.

Resolved Checks

Name Result Total Handling Time Time To Resolve Resolved Date (UTC)
Weak MFA Was Used To Succe... Mitigated N/A N/A Jul 10, 2023 19:41:37
Excluded
User in IDP but not in HRIS xelude N/A N/A ‘ B
@oort.io - Testing +2 Include in check
. View logs @

Mark as Suspicious / Mark as Normal Behavior

For event-based identity threat detections, after you have investigated a check failure, you
should then triage the failed check or observation for that user with the Mark as suspicious or
Mark as normal behavior buttons so that they are no longer failing a given check. It is
recommended to leave a brief comment with the triage result of your investigation for record
keeping and historical purposes.

Marking a user's check failure or observation as either suspicious or normal behavior will
mitigate the failed check/observation for that user and move it to the Resolved section of the
given user's User 360 Checks tab and will not alert on observations with the same context for
the next 30 days.

These triage actions are available under the 3-dot menu in two places
» the table of failing users on a given Failing Check page

» agiven user's User 360 Checks tab
Marking a user as suspicious or interesting from a given Failing check page will apply that
feedback to ALL observations for the given user; however, on the User 360 Checks tab you
can review each individual observation and mark each accordingly. This is important because
if a user has multiple observations, each with different context, the observations should be
reviewed individually and triaged appropriately via the User 360 Checks tab, otherwise you
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may miss future check failures for a user.

As mentioned above, when using either Mark as Suspicious or Mark as Normal, the given
user's observation(s) that was triaged is then “snoozed” for 30 days. As Cisco Identity
continuously analyzes user data, if a new observation is noted for the same user with the
same context as the “snoozed” observation, then it will NOT log a new observation and will
not trigger a check failure for that user; however, if a new observation is noted for the same
user with different context than the “snoozed” observation, then it WILL log a new
observation and will trigger a check failure for that user.

Context is usually information that can be found in the failing check's explainability, such as IP
address info, device info, factor info, etc and will vary by check based on what is relevant to
that check. For example, for the Personal VPN Usage check, the context is the VPN service
used. For the Rare Browser Activity check, it is the browser user, etc.

' Send notification
-0 View logs

2 - Exclude from check

Feedback
Mark as suspicious see
%} Mark as normal behavior
Mt natified -

If needed, feedback options can be reset by selecting Reset Feedback under the 3-dot menu
in the Resolved Checks section for a given user.

When to use each triage action

Exclude from Check should be used in cases where you are certain a user does not need to
be evaluated against this check for a desired amount of time under ANY circumstances

Mark as suspicious should be used in cases where a check failure was accurate in some way
such as behavior that could risky or concerning, a possible compromise, a confirmed
compromise, etc.
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Mark as normal behavior should be used in cases where a check failure was accurate but is
expected behavior or is simply not risky or concerning behavior, or if the check failure was not
accurate (false positive).

Note - All roles, including Read Only, can provide triage user check failures with these
options.

User/Manager Notifled

Mot notified - .
T Send notification

=+ Open ticket for check

Mot suppor :a View logs ses
View check summary

Mot notified  2- Exclude from check bl
Feedback

Mot suppor ses
&} Mark as interesting
) Mark as normal behavior

Mot notified ses

Additionally, when you triage a check failure or observation using mark as suspicious or mark
as normal behavior, you help the Cisco Identity data science team gather data on ways to
improve the check failure logic moving forward.

Failing Checks c

Name Result Times Excluded First Reported (UTC) Admin Notified User/Manager Notified

Notifications are not configured
Risky Parallel Sessions Failure 0] Jul10, 2023 04:34:08 A N o Not supported
Configure in check settings

Notificati t fi d.
Unused Application for a User Failure 0 Jul 10, 2023 04:34:08 A Notifieations are not configure Not notified
Configure in check settings

Notificati t fi d.
User in IDP but not in HRIS Failure 0 Jul 10, 2023 04:34:08 A Notifications are not configure Not supported
Configure in check settings

Notificati t fi d.
Weak MFA Configured Failure 0 Jul10, 2023 04:34:08 A Notifications are not configure Not notified
Configure in check settings

e /

Name Result Total Handling Time Time To Resolve Resolved Date (UTC)
Total mitigated checks Total excluded checks
Weak MFA Was Used To Success... Mitigated N/A N/A Jul 10, 2023 18:40:34 soe 1 O
Median per user: 0 Median per user: 0

Remediation Actions
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You may not see all Remediation Actions available across all users in your tenant! Cisco
Identity only shows the remediation actions that are compatible with the data sources that
have a record for a given user.

For ex: You have a given user with accounts in both Azure and Duo. You will not see the
Quarantine action for this user, since this action is only compatible with Okta and this user
does not have an Okta account

Send Push Notification
Supported platforms: Duo Security for end users only, Okta

In certain scenarios, such as verifying a user's identity when calling into the help desk or
support team, it is extremely useful to be able to send the user a one-time push notification to
their enrolled mobile device and have them confirm it as part of the identity verification
process.

Okta Implementation Details

To enable this functionality for Okta integrations, simply deploy the Cisco Identity app from
the Okta Integration Network (OIN). See the Okta data integration article for more details.

Duo Implementation Details

The Send Push Notification action only works on Duo end users. It is not compatible with Duo
Admin accounts.

To enable this functionality for Duo, requires the Duo Security Auth API security token to be
configured in your Duo integration as mentioned in the Duo Security integration article. As
mentioned there, the Duo Auth API app name should be created with something the end user
will recognize as having sent the push to them, such as “Company ABC IT Support Team".

How to Send a Push Notification

1. Click the Actions button on any tab within a selected user's User360 and then select
Send push notification
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Overview  Activity Networks Applications Groups Checks 4 =+ Actions =

+ Open ticket
" Reset MFA

Unused Application for a User k
[= Log out user

User Password Expiration Failure @ Quarantine k

ir Send push verification

Rare Browser Activity P— — o
—+ Refresh User Da

View all +2 Link user

2. A verification dialog box will open. If there are both Duo Security and Okta integrations in
your Cisco Identity tenant, you'll be asked to select which one you want to use

Push Verification X

Are you sure you want to send a push verification?
A verification challenge will be sent to the user in order to verify
@ their identity. You can view the result of the challenge in the
Activity tab

Selected action applies to:

{:‘s okta dev A

%:% okta dev

%:% Qort Okta
O Qort Duo Prod

c Qort Duo Dev ed
1
Note - If a user has multiple devices enrolled for an integration, you will be given a choice to
select the desired device. If a user has NO devices for an integration, you will see the
message below
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Selected actlon applles to:

¥ Oort Okta -~

Mo devices associated with push factors were found for this user in
applicable integration.

3. Click Confirm to send the push notification

4. A Remediation status bar will appear above the User Overview page

A v @ 1ilinkedUser . Active

£&) Remediation Triggered by on Aug 25, 2023 21:47:00 UTC with status  STARTED

5. The API operation is asynchronous, so you may need to hit the refresh button within the
remediation status bar to update the status

Checks 4 «++ Actions -

View all c

6. If the user receives and accepts the push, the status will be SUCCESS. Otherwise it will
report FAI LURE

7. These actions will also show up as events in the user's Activity tab
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NOTE! - Because the push notification is sent from Cisco Identity to the Identity provider via
API and originates from a specific AWS region, then the geolocation details in the request will
show it coming from an AWS region (AWS US East 2 in Columbus, Ohio for most Cisco
Identity customers).

& Okta Verify * 1 minute ago

Did you just try to sign in?
Near Columbus, Ohio, United States
On Linux

Yes, it's me No, it's not me

Delete Guest User
Supported IDP: Azure AD

Microsoft 365 productivity applications like Teams, SharePoint, and OneDrive provide
powerful mechanism for sharing resources, data, and chat functions outside of an
organizations internal user base. However, this frequently leads to a build-up of guest
accounts, especially ones that are inactive or never used, in Azure AD, which functions as the
primary identity directory for many Microsoft 365 environments.

With the correct APl permissions noted above, Cisco Identity admin and help desk roles can
delete these accounts directly from Cisco Identity, cleaning up the environment and reducing
identity attack surface, while reducing the need to pivot back to Azure to complete this task
once a user has been identified for deletion.

There are two requirements -
1. The account must be of type guest in Azure AD

2. The account must be within the configured Protected Population within Cisco Identity (not
excluded from all Checks)

To identify delete guest accounts for deletion, you can use the Users table page and the filters
to find external users. Some ways you can find external users are:

» Filter on User Type only and select External

 Filter on failing checks > Select the Inactive Guest User check and select an individual
user to review
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» Filter on failing checks > Select the Never Logged In check > Find the User Type filter
and select External and select an individual user to review

Once you have identified a user to delete:

1. Click on the desired guest user to open their User360 Overview tab

2. Click Actions -> Delete User

roups Checks 2 «« Actions -C:

[+ Log out user

[] Delete user -

K
£+ Refresh User Data

== Exclude trom check

3. A Remediation status bar will be displayed with the status of the operation in Azure AD

4. If you delete a user and the status bar displays a Failed message, it may be an indicator
that the necessary API permissions are not configured

If you do not see the Delete User remediation action, ensure that the user is a Guest user in
Azure AD. If the user is not, this remediation action will not be visible.

Reset MFA
Supported IDPs: Okta, Azure AD, Duo, Google

In certain scenarios, such as a lost phone or OTP soft token, you may need to reset a user's
MFA factors in one or more IDP systems.

You can do this in Cisco Identity via the Reset MFA action under the Actions button on any
tab of a given user's User360.



Overview  Activity

Weak MFA Was Used To Successfully Sign In
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Networks  Applications Groups Checks 5 == Actions <

+ Open ticket

7 Reset MFA ql}"]

[ Log out user

Risky Parallel Sessions @ Quarantine

++ Refresh User Data

Unused application for a user

View all

Select Reset MFA. This will prompt you to confirm this action. Once you select Confirm, the
reset is effective across ALL connected IDPs for the user.

Note - The Reset MFA action only works on Duo end users. It is not compatible with Duo

Admin accounts.

Metworks

1 To Succe

s

‘or a user

Applications  Groups Checks b5 =+ Actions <

Reset Multi-Factor Authentication Methods X

Are you sure you want to reset
cinar.jelinek@simubiz.com MFA's Methods

This action will remove all MFA settings for the user and
@ require to setup a new MFA on the user's next login
attempt

Selected action applies to:

& Demo Duo
£ Demo Okta

Cancel

ccess @ Challenge @ Failure

Log User Out of Active Sessions
Supported IDPs: Okta, Azure AD, Google

In the event of a identity security threat, you may need to log a user out of any active sessions
in one or more IDP systems.
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You can do this in Cisco Identity via the Log Out User action under the Actions button on any
tab of a given user's User360.

As with other options, this remediation action will be effective on all platforms where a given
user has an account. You will be prompted to confirm the action before it executes.

The status will be displayed in the remediation status bar in the Overview tab of the user360

for the selected user.

Networks  Applications  Groups Checks & «++ Actions <

Log out user

dToSucce o you sure you want clear user sessions for this user
@ This action will clear all user sessions and log out the user
ns across all devices
Selected action applies to:
for a user

4 Demo Azure AD
(5 Demo GSuite

{3 Demo Okta

=1 — I

Quarantine User
Supported IDPs: Okta

If suspicious or potentially malicious events have occurred with a user's account, you may
want to place the account into a quarantine group within the IDP that severely restricts their
access to data and applications until further investigation or incident response procedures can
be performed.

To use this option, the following steps must be taken:

1. A group called Quar ant i ne must exist in the primary IDP, Okta, for the user account. If a
different group name is required, please coordinate with your Cisco Identity technical
representative

2. The group must be associated with polices and rules that take precedence over normal
auth policies and restrict the user from accessing applications and data. Several use
cases for this exist:
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3. The user's account may be compromised, so the Quarantine group allows them to only
access the user help desk portal and nothing else

4. The user has failed some other security policy or training, and so the account can only
access the security training application until the issue is remediated
Under the Actions button for a given user, the Quarantine option will perform this action for
the connected IDP(s).

Networks  Applications Groups Checks 4 ==+ Actions -(:
+ Open ticket @
() Reset MFA w all

[» Log out user

@ Quarantine

User Has Directly Assigned Ag sk
++ Refresh User Data

Unused application for a user 2- Exclude from check
User Password Expiration Failure 2- Exclude from check
View all

Note - Once a user has been placed in the Quarantine group, they can only be removed from
the Quarantine group through the IdP Platform, e.g. Okta

Additional Actions

Open Ticket
Supported platforms: ServiceNOW, Jira

Via integrations with ServiceNOW and Jira, Cisco Identity is able to open tickets in those
platforms in several scenarios. A ticketing service integration must be configured to use this
action.

Open a ticket for a specific user:
1. Click the Actions button on the top right of any tab of the given user's User 360 and
select the Open Ticket action to open a ticket for that user
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Networks  Applications Groups Checks 4 === Actions {
+ Open ticket @
O Reset MFA w all

[ Log out user

@ Quarantine

User Has Directly Assigned Ag zk
<+ Refresh User Data

Unused application for a user =- Exclude from check
User Password Expiration Failure 2- Exclude from check
View all

2. Enter a Subject and click Confirm to open the ticket in your Ticketing System. Specify if it
is a general issue or a request

Open ticket X
w all
Ticketing service
() Demo Service Now v
30 :k
Ticket content
af Subject -k
Please review failed checks for this user]
38\ xk

Open a ticket for a specific check failure for a specific user:

1. Select Open ticket for check, which can be found under the 3-dot button on either the
User360 Checks tab or on the list of users failing a given check, to open a ticket



48) Remediation Triggered by andy@oort.io on Apr 21, 2023 17:33:45 UTC with status  FAILURE

Failing Checks

Name Result

User Has Directly Assigned Application Failure
Unused application for a user Failure
User Password Expiration Failure Failure
IP Threat Detected Failure

Resolved Checks

Name Result

Times Excluded

9]

Total Handling Time

Notification Attempts

Not notified

Not notified

a3 21

Not notified

Time To Resolve
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First Reported First Notified (UTC)
Less than 1 day ago Not notified

Less than 1 day ago Not notified

183 daysago A Mar 3, 2023 14:09:16

68 days ago A

Resolved Date (UTC)

Not notified

Total mitigated checks

View all
]
Last Notified (UTC)

Not notified
Not notified

Mar 18, 2023 17:55:58

I 1 Send notification u

+ Open ticket for ChECk@
X View 10gs
View check summary

& Exclude from check ks

2. Select the desired platform (if more than one is connected) and click Confirm.

Any tickets opened via Cisco Identity and their status will be visible at the bottom of the

User360 Overview tab.

Tickets

Name
fails check: User P...
fails check: User ...
fails check: User ...
fails check: User P...
fails check: User T..

Link User

Overview

State

Resolved

New

New

New

New

Activity  Networks

Priority

1 - Planning

1 - Planning

1 - Planning

5 - Critical

b - Critical

Applications  Groups Checks 4 «== Actions <
C
Urgency Ticket Opened (UTC) Last Updated (UTC)
1- Low Feb 7, 2023 16:07:35 Apr 19, 2023 16:40:35
1- Low Dec 2, 2022 18:02:44 Apr 21, 2023 16:02:44
1- Low Dec 2, 2022 18:03:42 Apr 21, 2023 16:03:43

3—Il%gh

3 - High

Sep 22, 2022 20:04:10

May 16, 2022 18:22:37

Sep 22, 2022 20:04:10

May 16, 2022 18:22:37

Many scenarios exist where the same human user has access to multiple discrete users
accounts, either within the same IDP or across different IDPs. In these cases, we recommend
creating a link between these users to make account clean up and investigations easier and

faster.

Under the Actions button on a given user's User360, there is an option to Link User. There
are also other ways to link users. See the Linking User Accounts documentation for
information on when, why and how to use it.

Update User Type

Supported IDPs: Okta, Azure AD
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Several primary IDP types provide an attribute of User Type, but this user account attribute
may not be populated or properly sync'd with a source of truth, such as an HR system.

In this case, an admin or help desk role may want to manually set the user type attribute in the
IDP from the Cisco Identity console. This is especially true if the account is a service account
or a 3rd party/external user, such as a contractor or consultant.

1. To do so, click Assign

% Oort Okta

Created at
Jan 31, 2022

User Key
Email

Registered Location

IdP Type
OKTA

IdP Name
OKTA

Max Daily Sign In
7

= Active
£ Jan 31, 2022 16:16:43 UTC

Last Successful Login
Apr 20, 2023 18:37:12 UTC

Type
A Missing /7 ASSi@

User Type
Missing
Password Changed

Jan 31, 2022 16:16:43 UTC

Last Login Attempt
Apr 20, 2023 18:37:12 UTC

Result
Success

MFA

e Web Auth, Web Auth, Web
* Auth

G TotP

2. Type in your desired value and click Save Changes

# Assign

ed
16:43 UTC

pt

1:3742 UTC
), US

Neb Auth, Web

Salesforce SAML

Assign user type X

Your IdP allows you to categorize users by type. 7
Provide a type and then click on the "Save changes”
button below.

User Type

Employee
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3. At the top of the User Overview page, you will see a Status bar noting that the action has
been triggered. When complete, the status will update.

A » Active

@ Remediation Triggered by @oort.io on Apr 21, 2023 17:33:45 UTC with status STARTED

If there are any issues with the remediation action, you can see the details in the System Logs
page under the tenant options menu in the top right corner.

doRT Q BS Dashboard a8 Users Failure Apr 21, 2023 17:33:45 UTC (about 2 minutes ago) X
_ o End Date Apr 21,2023 17:33:51 UTC
Running Time 0h Om 5s
Date (UTC) Event Initiator Target Result Reason OktaApiError: Okta HTTP 403 EO000006 You do not have permission to perform
the requested action.
Apr 21,2023 17:33:45 e e £ Oort Okta g oy Mutation triggerRemediation
Ended in Oh Om 55 = User:
Initiator
Apr 21,2023 17:30:21 INTEGRATION DATA UPLOAD system N/A Logged By cnt-staging-resolvers-lambda
Ended in Oh Om 4s — -
Integration Target oort okta N
Apr 21,2023 174216 INTEGRATION__DATA_UPLOAD System N/A User Target
Ended in Oh Om 25
User Ids 684cadcd-abcf-4701-8935-
. 549f35f0b9d0,1182656363106412256309,00uchghacaSsvsBWIBI6,0064x000004...
?‘Z ?’ 23\23 17209'26 INTEGRATION__DATA_UPLOAD System [x]
needinon om 2s Task Id 02feBec7-fag9-4409-928a-bd3c22780a01
Apr 21, 2023 17:0010 INTEGRATION__EVENTS__ COLLECTION System
Ended in Oh Om 10s — —
Type UPDATE_END_USER_TYPE
’::4551:”2;23;7‘629”0 INTEGRATION__EVENTS__COLLECTION System G Integration Instance Id  4cb518e5-bd34-4a2a-adf7-a0ldoti6d6de__OKTA__992a0151
Login
Apr 21,2023 17:00:09
e INTEGRATION__EVENTS__COLLECTION System [x] Properties User Type Employee
Integration Family provider
Apr 21,2023 16:54:25 INTEGRATION__DATA_UPLOAD System >
Ended in Oh Om 25 s
oortio Privacy Policy ~ Terms of Use  Documentation ~ SOC2 Report

Refresh User Data
Supported IDPs: Okta, Azure AD, Google, Duo, Salesforce

For most IDP connections, Cisco Identity will pull changes to static user account information
and activity once every 24 hours.

You can see the most recent full data collection for a user in the Activity tab by hovering over
the Last data collection link in the middle right side, about the events table.
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GORT Q By Dashboard 2% Users (@ Checks (@ Integrations v
A 1L active Overview  Activity Networks  Applications ~ Groups ~ Checks 4 «+ Actions <
£8) Remediation Triggered by : on Apr 21, 2023 17:33:45 UTC with status ~ FAILURE View all
Q

30d Mar 22,2023 18:20 - Apr 21,2023 18:20 U.. ~ ih ¥

®0 8=
51

26

0322 0323 0324 0325 0326 0327 0328 0320 0330 0331 04/01 04/02 0403 0404 04/05 04/06 04/07 04/03 0409 O4H0 O4/ff 04/2 0413 044 045 046 04/7 048 049 0420 0421

742 events found Last data collecti
Date (UTC) Source  Event Initiator Target Result L% Apr 21, 2003 17394 UTC
£ Apr 21,2023 17:39:8 UTC
Oort Okta Failure Apr 21, 2023 16:54:49 UTC
Apr 21,2023 17:33:45 g Mutation triggerRemediation andy@oort.io * © sor2t
User: OktaApiError: Okta HTTP 403 £00.. G Apr 21, 2023 17:099 UTC
& Apr 21,2023 17:09:20 UTC
& Oort Salesforce & Apr 21,2023 16:5449 UTC
Apr 21,2023 03:25:12 g OBSERVATION__ADDED System Check: IP Threat Detected Info 4 Apr 21,2023 17:3919 UTC
User:
Anr 20 2022 21413-20 ~ FND IISFR  CHECK FATIEN Qurctam Check: User Has DUECU\/ Assl.. Info N/A e
« >
oortio Privacy Policy ~ Terms of Use  Documentation ~ SOC2 Report

/A This environment reloads hourly

To obtain the latest data set for an individual user across all connected platforms, click
Actions -> Refresh User Data

NOTE: Refresh the user data will collect the latest events, including activity logs, from
available sources, display them in the Activity tab, and process some checks; however, it
does NOT process ALL event driven checks for a user. For that, a manual refresh of the
particular integration (e.g. Duo) must be triggered from the Integrations page.

Overview  Activity NMNetworks  Applications Groups Checks & «+ Actions <

+ Open ticket

7 Reset MFA
Weak MFA Was Used To Successfully Sign In @

[ Log out user

Risky Parallel Sessions @ Quarantine

++ Refresh User Data

Unused application for a user

View all

The status will be available in a bar at the top of the User Overview tab.
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A » Active

£8) Refresh user data Triggered by y on Apr 21, 2023 18:22:59 UTC with status  STARTED

Because of a limitation on the Microsoft side, Cisco Identity typically gets users’ configured
factor information on a monthly cycle. Use the Refresh User Data action to pull the current
factor info for a given user if needed

User 360

With Cisco Identity's User 360 View, you get rich insight across distinct data sources about
each and every identity in your user population. The User 360 profile consolidates a user's
static entitlement data with dynamic behavior and user event logs to create a single source of
truth across all sources (Entra ID, Duo, Github, Workday, etc) for any given identity.

All of this information is gathered from each source where the same user email has been
associated and is then displayed across various areas of the User 360 to provide you with
deep context on a particular identity.

Users > weirauch.fohr@simubiz.com

O y  WeirauchFoh © Szozecin, PL  + Active Overview Activity Networks Devices Applications Groups Checks 8 « Actions <
[ weirauch fohr@simubi

2=

© Summary @ Checks Unmanaged Devices Access 2 Exclude from check
Inconsistent, Non Employee

b‘ oge Unused Application for a User A Exclude from check
B hr operations specialist 8 fa I I I n

~ Okta Long Running Sessions & Exclude from check
€1 emea human resources

o B Oort View all
9@ Szczecin, PL

O

6 MFA Configured Attempted Logins = Records per day ®e =

Apr 15, 2024 04:23:57 UTC (15 hours ago)
\ |

® Success Challenge ® Failure

® NA rd ® Success - 26 13

Challenge - 6 7 II
0

33

All Attempls

Created Jul 18, 2010

® Failure -1

B Last Login Attempt ~

— Success
Other.

Activity Flow over the past 30 days
(3 Apr 15, 2024 02:45:00 UTC

userauthentication.sso

9 Reykjavik, IS

P 31.209.149.121
e [

—
View more data Lubbock, TX, US werdent

welraueh fohr@simubiz.com Derno Okta marketo - sandbox
cisco asa vpn (Burlington) salestorce.com

To get to a User 360, select a specific user's name from the Users page, the failing users on a
specific Check page, the System Logs, etc - basically anywhere in the platform where you
see a user's email in a blue hyperlink! To open the User 360 in a new tab, use the grey button
next to the user's email.
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galik.hincks@simubiz.com [/

The User 360 is broken down into multiple tabs. To learn more about what information and
functionality is available in each tab, use the respective link for each page below:

Overview tab
Activity tab
Networks tab
Devices tab
Applications tab
Groups tab

Checks tab

Some information and functionality persists across all tabs of the User 360. Some of these
fields can be seen in the screenshot below. The full list of fields that you may see in this
section are:

User's display name - Top left corner
User's email - Top left corner, under display name

User's registered location, if present in the IdP or HRIS - Blue tag next to display name
and email

# of Linked users, if present - Blue tag next to display name and email, and registered
location tag, if present

User's Cisco Identity Status - Tag (color depending on user's status) next to display name
and email, and registered location tag, if present

User Lifecycle events, if applicable - Yellow tag next to display name and email, and
registered location tag, if present. For users with a Significant Event tag, hover over the
tag to see a tooltip with the event types. See the Overview tab for more information about
the different lifecycle events

Functionality that persists across all tabs are:

Actions button - Read the Remediation Actions documentation to learn more about
remediation actions
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» Share button - Use the Share button on the right side of the page, after all the tabs to
copy a link to the exact page that can be easily pasted, bookmarked or shared with
anyone who has the appropriate access to your Cisco Identity tenant.

Users > weirauch.fohr@simubiz.com

w Weirauch Fohr

D weirauch.fohr@simubiz.com

9 Szczecin, PL =« Active Overview  Activity Networks Devices Applications Groups Checks 8 s+ Actions <

Overview Tab

The purpose of the Overview tab is to provide you with high level context on who a user is.
Cisco Identity will consolidate a user's information across sources (Entra ID, Duo, Salesforce,
Github, Workday, etc) where the same email address has been associated, so that you can
see all the information about one identity in one view.

The Overview tab is the first tab of the User 360. You will land on this tab upon selecting a
user from the Users page.

In this article, we will describe the purpose and data of each widget of the Overview tab in
detail.

Users > weirauch.fohr@simubiz.com

w !‘Nelrauﬁl:fo@hr N 9 Szezecin, PL  « Active Overview  Activity Networks Devices Applications Groups Checks 8 ++ Actions <
) weirauch fohr @simubiz.com

Summary @ Checks Unmanaged Devices Access 2- Exclude from check

Inconsistent, Non Employee
Unused Application for a User 2- Exclude from check

5 oe
@ hr aperations specialist 8 a il n
Okta Long Running Sessions 2- Exclude from check

©  emea human resources

o B Oont View all

9 Szezecin, PL

@
0]
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@ MFA Configured Attempted Logins Records per day

Apr 15, 2024 04:23:57 UTC (15 hours ago)
® Success ® Challenge ® Failure

®@ NA rd ® Success - 26 13

Challenge - 6 7 II
0
&

33

Al Attempts

Created Jul 18, 2010

® Failure-1

[ Last Login Attempt ~

. Success
Other.

B Apr 15, 2024 02:45:00 UTG Activity Flow over the past 30 days
pr 15,

user:authentication.sso

9 Reykjavik, IS
P 31.208.149.121

View more data Lubbock, TX, US

weirauch fohr@simubiz.com Demo Okia

cisco asa vpn (burlington)

Summary

The Summary widget displays high level context about a user that has been gathered across
the different sources associated with an identity. The Summary widget is the first widget on
the left hand side of the Overview tab. It is immediately below the user's display name and
email.
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Summary

® Internal, Non Employee
principal expert, customer care
cc delivery americas 3
Simubiz

Berkeley, CA, US

> o B D =

MFA Configured

E2

Aug 22, 2024 19:09:01 UTC (a day ago)

@

N/A Vd

(] & Significant Change
Device added on Aug 23, 2024
Factor added on Aug 23, 2024
Assigned sensitive apps on Aug 23, 2024

Created Aug 27, 2018

Hovering over any icon in the Summary widget will display a tooltip indicating the information
being shown alongside the respective icon. Below are the elements visible in the Summary
widget, and the corresponding definitions:

User Type

Combines IdP Status, Cisco Identity Status, and HRIS status if available, to provide more
context on this user's current state.

To learn more about this status, check out User Statuses
Title

The user's current job title. This information must be available in the IdP or HRIS for this field
to populate. If it is not available, it will show as N/A

Department

The department the user belongs to. This information must be available in the IdP or HRIS for
this field to populate. If it is not available, it will show as N/A

Organization

The organization the user belongs to. This information must be available in the IdP or HRIS for
this field to populate. If it is not available, it will show as N/A

Registered Location

The user's registered working location. This information must be available in the IdP or HRIS
for this field to populate. If it is not available, it will show as N/A
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MFA Status

Whether this user has any forms of MFA configured on an account. If yes = MFA Configured; If
no = MFA Missing

Last Successful Login
The last successful login date, time (UTC), and days elapsed, recorded for this user
User Manager

The user's manager's name. This information must be available in the IdP or HRIS for this field
to populate. If it is not available, it will show as N/A.

This field can be updated directly in Cisco Identity using the pencil icon; however, updating
this field will not modify any data within the IdP. It will only change how the information is
presented within Cisco Identity. This action can always be undo later on

Lifecycle Events

Highlights recent, notable events that have occurred on this user's account that can be
beneficial to know about during an investigation. Lifecycle events are displayed here for 7
days after the event is noted, though this value can be customized via Tenant Settings if
needed.

New Account badge - indicates that this account was recently created. Includes the date the
account was created.

Significant Change badge - indicates that an uncommon, but important, activity has recently
happened on this account (for ex: MFA factor added, admin privileges granted, sensitive app
assigned, etc). Describes the event type(s) and the date(s) associated with the event.

If this field is not visible, it means there have been no recent lifecycle events associated with
this user in the last 7 days

User Trust Level

The User Trust Level provides an overview of the user's current Trust Level. This widget
shows what the user's current trust level is, as well as what factors contributed to the user's
particular Trust Level. The User Trust Level widget is the first widget in the middle of the
Overview tab, immediately below the tab names. From this widget, you can dive deeper into
the user's events to investigate the details of a unique event or the events that happened in
the 48 hours before and after the user's Trust Level changed.

More detailed information about this widget and the User Trust Level can be found in the User
Trust Level documentation.
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Trust Level @ Last Updated: Oct 30, 2024 04.:35:20 UTC

Questionable

The level changed to Questionable because of the following factors:

Priorty account signed in from new IP address, new ISP, and sensitive app

- Additional details
IP Addresses:
75.69.49.229

ISP Names:
AS7922

Failing Checks:
Access From Dormant Account

Sensitive Apps:
workday

v 1 contributing event BECELESLIE Y

Last Login Attempt

The last log in attempt widget shows you information about the last log in attempt recorded
for this user, regardless of result. The Last Login Attempt widget is on the left hand side of the
Overview tab, directly below the Summary widget.

It will surface:

Last log in attempt result - ex. success, failure, challenge, etc

If there is a failure, it will also include the reason for the failure - ex. invalid credentials, etc
Date and time of last attempt (in UTC)

Location of last attempt

IP Address of last attempt

Selecting the View more data button at the bottom of this widget will take you to the Activity
Tab, filtered by the event associated with the last log in attempt.

Attempted Logins

Records per day @O =

Bl Success Challenge M Failure

’

119

All Attempts

Success - 89
® 20

Challenge - 13 l
10

® Failure - 17 0 ---._-ll.-lll_.--__ | Y T I.

B Y N . B N S R R, e T S S A WL P T S . S
P R R S g R g A L 0 S g A
PN F I I I I ISP SIS ISP

Login Attempt visualizations
Attempted Logins
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A pie chart breaking down the login attempts by result (success, failure, etc) for the user. This
visualization is based on the user's history since the user has been monitored by Cisco
Identity (ie: all time)

To export this visualization to a PNG, SVG, or get the raw data in a CSV, select the 3-line
button in the top right corner of the widget.

Records per day

A bar graph visualization breaking down the login attempts per day by result. By default, this
timeline visualization looks across 30 days of activity. However, to see the same data over a
smaller or larger timeframe, you can press the + or - buttons in the top right.

If the user is Inactive, this widget will still be visible but blank with a message stating “No
records found".

To export this visualization to a PNG, SVG, or get the raw data in a CSV, select the 3-line
button in the top right corner of the widget.

Source Cards

Because Cisco Identity merges accounts across data sources based on email address into
one user record, it is common for one user record to have accounts across multiple data
sources. The Source Cards help you see the data sources where this user has an account that
exists, and the different information coming from each source. On the left hand side of the
Overview tab, there will be a source card for each data source that contains an account for
the given user. Active source cards are always visible, while deleted or deprovisioned sources
for a user are collapsed together and can be expanded for more information.

The information in each source card will vary depending on the data source itself, as well as
what information is available for a given user in the data source. For example, if Okta is your
IdP and the fields for a specific user's registered location, job title, manager, etc, have not
been populated for this user, those fields will not be displayed. You may see this information
on another user in your environment, however, if those fields were filled out for that user in
Okta.

All of the information in the source cards is coming directly from the source itself, except for
the field called Cisco Identity Type. The Cisco Identity Type is assigned by Cisco Identity
based on a variety of different factors, such as IdP type, job title, department, etc.



> Demo Azure AD

Weirauch Fohr
0 weirauch.fohr@simubiz.com

A New Country for Tenant

o Active

A Unmanaged Devices Access

Created at
Jun 27, 2019

User Key

weirauch.fohr_simubiz.com#...

weirauch.fohr@simubiz.com

weirauch.fohr_simubiz.com#...
SMTP:weirauch.fohr@simub...

Is Cloud Only Account?
Yes

Email
weirauch.fohr@simubiz.com

Registered Location

Last Successful Login
May 22, 2024 02:45:00 UTC

Company
Simubiz

Provider User Type

Guest 7

Identity Intelligence Type
External

Password Changed
Jun 27, 2019 19:16:36 UTC

Last Login Attempt
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May 22, 2024 02:45:00 UTC

1dP Reykjavik, IS
AZURE_AD

Result
Max Daily Sign In Success

1
Reason
Other.

Activity Flow visualization

The Activity Flow widget provides a visual representation of a user's activities including
locations visited, applications accessed, and related events, so that you can quickly identify
anomalies and investigate specific user activities more effectively. The Activity Flow
visualization widget can be found directly below the Login Attempt Visualizations.

The activity flow widget defaults to showing the user's activity over a 30 day window. This can
be customized using the date picker in the top right corner of the widget. If you would like to
full screen the flow, press the Expand icon in the bottom left corner of the widget. To save a
PNG of the flow, select on the Camera icon in the bottom left corner of the widget, next to the
Expand icon.

Selecting any of the colored bars within the visualization will take you to the user's Activity
tab, pre-filtered on all events associated with your selection.

If the user is Inactive, this widget will still be visible but blank with a message stating “No
records found" .
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The Authentication Factors widget displays all the authentication factors associated with a

particular user, across all sources associated with that user. The Authentication Factors
widget is below the Activity Flow visualization. However, if there is no MFA configured on a

user's account, this widget will not be visible.

Read our MFA Factors FAQ for more information

Authentication Factors
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0 1]
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o 0
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Pixel 3 N/A
N/A N/A
N/A N/A
iPhone 12 Pro Max N/A

+1 111111111

+1 1111111111

N/A

+1 111nnn
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N/A

Apple iPhane 14 Pro Max 49722222222

I Columns

Last Used

Aug 22, 2
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Aug 21,2

N/A

N/A

N/A

N/A

N/A

All columns in this widget, except Factor, can also be sorted by ascending or descending
values, by selecting the arrows next to each column header.

By default, the Authentication Factors widget contains the following information:
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Factor
« Factor type (ie: Password, SMS, Push, etc)
« Source associated with the factor

» Factor ID
If the factor is new or weak, a tag indicator will be displayed next to the Factor Type

Assurance Level

Assigned by Cisco Identity to make it easier to identify the posture of a specific factor. Read
more about factor assurance levels in our MFA FAQ doc.

Possible values: High, Medium, Low, Unknown
Status

The enrollment status of a given factor. Note: not all statuses are available with all data
sources.

« Active - Factor is enabled and can be utilized
« Disabled - Factor was reset or disabled and cannot be utilized

« Pending - Factor configuration process was started but not completed (ex: MFA
Application is on device, but was not enabled for MFA)

# Changes

The number of changes that have been made to the factor
Usage Count

The number of times the factor has been utilized by the user
Device

The name of the device associated with the factor

Phone Number

The phone number associated with the factor, if relevant
Last Used (UTC)

The date and time the factor was last used successfully

Similar to the Users Table, columns can be added or removed from this table by selecting the
Columns button on the upper right of the table. Factor Type and usage count cannot be
removed. To restore the default, select Restore Default after selecting the Columns button.

The columns that are not included by default are:
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Last Updated (UTC)

The date and time of the factor was last changed. To see more details about changes to a
factor, press the down arrow on the left of Factor to expand the details and see last updated
date, created date, and any factor change information.

Created (UTC)

The date and time that the factor was set up

Groups and Application information

These four widgets, below the Authentication Factors table, show a quick snapshot of groups
and application usage for a user.

Groups Applications allowed Unused Applications
View all View all applications View all applications

Most Frequently Used Applications

Microsoft Office 365 Fo...
Coneur Travel And Expe... |
Workday /3

o 5 10 15 20 25 30 a5

Groups

Total number of groups this user is part of. To see more details about a user's groups, select
the View All button to navigate to the Groups tab or navigate to the Groups tab directly
yourself.

Applications Allowed

Total number of applications assigned to this user. To see more details about a user's
applications, select the View All Applications button to navigate to the Applications tab or
navigate to the Applications tab directly yourself.

Unused Applications

Total number of applications assigned, but not in use, for this user. To see more details about
a user's applications, select the View All Applications button to navigate to the Applications
tab or navigate to the Applications tab directly yourself.



| Understanding your users | 63

Most frequently used applications

This bar graph visualization shows you the Top 10 most frequently used applications for a
user, along with the usage count for each application. If the user is Inactive, this widget will
still be visible but blank with a message stating “No records found".

Selecting one of the bars in this visualization will bring you to the Activity tab, pre-filtered on
all events associated with the selected application.

To export this visualization to a PNG, SVG, or get the raw data in a CSV, use the 3-line button
in the top right corner of the widget.

Tickets

If you have a ticketing service integration set up, you can open tickets for a user directly via
the Actions button in Cisco Identity. Once you have opened a ticket for a user, a table will
populate in this widget, which is below the Group and Application widgets. If there are no
tickets associated with a user, this widget will still be visible but blank with a message stating
“No records found" .

Note: If you do not have a ticketing service integration set up, you will not see this widget.
Below is a table with the different fields visible in the table:

Name

User's name + name given to a ticket when it was opened (ex. John Smith: Ticket Test)
State

Ticket's state as set in the Ticketing System

Priority

Ticket's priority as set in the Ticketing System

Urgency

Ticket's urgency as set in the Ticketing System

Ticket Opened (UTC)

The date and time the ticket was created

Last Updated (UTC)

The date and time the ticket was most recently updated

Linked Users
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Sometimes a user might have more than one account in your system, under different email
addresses. We recommend linking these accounts for hygiene purposes. To learn more about
the importance of linking users, how to add/remove linkages or filter on linked users, read the
Linking User Accounts documentation.

Below the Tickets widget, is the Linked Users widget, which will show you all the linked users
associated with a user. If there are no linked users associated with a user, this widget will still
be visible but blank with a message stating “No records found” and a button to add linked
users.

Linked Users 42 Add & Link Tips
User Status Identity Intelligence Type Last Seen (UTC) Last Location MFA Providers

Aalto Helmig [© 5 Hours Ago

Active Internal N/A % G e
I aalto.h@simubiz.com Aug 23, 2024 11:46:11 A
Aalto Helmig [© . 19 Hours Ago

Active External Tampa, FL, US o e
) aalto.helmig@ simubiz.com Aug 22, 2024 22:00:05 s L
Aalto Helmig [© - 13 Hours Ago -

Active Internal N/A v L e
I helmig @ simubiz.com Aug 23, 2024 04:11:10 O

Once you have linked a user to another user, a table will populate with information on the
current user, and all associated linked users. The following fields are available in the table for
each linked user:

User

User's display name and user's email address. The first user in the table is always the user
who's User 360 you are currently on

Status

The user's Cisco Identity Status and lifecycle events, if present

Cisco Identity Type

The Cisco Identity user type assigned based on compiled identity data source user types
Last Seen (UTC)

Last login attempt for a user, regardless of result

Last Location

Last login attempt location for a user, regardless of result

MFA Configured
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|
= MFA Configured
[ N 0000

= MFA Not Configured
Providers

Logo icon for each source associated where the user's email was associated. Hovering over a
logo displays the name given to each source during the Integration setup
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Activity Tab

Overview

The Activity tab's purpose is to show a detailed view of all activities, across all sources,
associated with a given identity over time in one view. Without having to jump across different
tools and platforms to piece together bits of a user's activity, the Activity tab can save you
time and is incredibly valuable when investigating a user.

The Activity tab is the second tab of the User 360. This article will describe the different
information and functionality available on the Activity tab in detail.

Users > weirauch.fohr@simubiz.com

w Weirauch Fohr

u © Szczecin,PL  « Active Overview Activity Networks Devices Applications Groups Checks 8 +++ Actions <

D weirauch.fohr@simubiz.com
2=

= Q <> Advanced 300 Mar 20, 2024 16:58 - Apr 19, 2024 16:58 UTC - h 3

> . ®©o 8=
~ 19

o
(o) 030 0¥z Oz 03 034 OWZ5 026 03 0¥Z8 0329 030 0381 0401 ON0Z 0403 044 0405 0406 0407 0408 0409 04ND 04 0412 0413 0414 0I5 046 04NT  04NB 049

165 events found Last data collection

Date (UTC) Source  Event Initator Target Result GeolP Tags
£# Demo Okta
Apr19,202404:29:10 i OBSERVATION__ADDED System Check: Okta Long Running Se... o NA

User: weirauch.fohr@simubiz....

5 Demo Azure AD
Apr 19, 2024 04:28:04 i OBSERVATION__ADDED System Check: Unmanaged Devices A... Info N/A

User: weirauch.fohr@simubiz....

& Demo Salesforce
Apr 19,2024 04:26:41 Uitk OBSERVATION__ADDED System Check: Application Login Bypa... o N/A

User: weirauch.fohr@simubiz....

46.135.11.155
Apr19,202404:0908 ) org.sso_response weirauch.fohr@simubiz.com NA NA = ANewlsP

31.209.149.121
Apr 19, 2024 02:45:00 > sso weirauch.fohr@simubiz.com N Nylas Success Royiavik, 15 A 1faling check 4 Unmanaged 4 New I

Activity table elements

The Activity table contains all the detailed event information for a particular user. Above the
column headers on the left, you can see the total number of events for the selected
timeframe, and on the right, the last data collection timestamp for each source, if you hover
over “Last data collection".

The section below details the fields that appear in the table by default, as well as the
definition of each field:

Date (UTC)

The date and time the event/action happened. Hover over the timestamp to see the event
time in your local time based on your device settings

Source

The identity source associated with the event/action
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Event

What the event/action taken by the user was

Initiator

Who initiated the event/action and a session ID for the event, if available
Target

What the target of the event/action taken by the user was

Result

The result of the event/action taken by the user

Geo IP

The IP address and respective location for the associated event/action
Tags

Tags associated with the event and/or the IP address. Hover over each tag to see a tooltip
with the source of the tag (ex: Okta: Password Spray, IP info: Hosting, etc). If no source, it is
an Cisco Identity tag (ex: New ISP)

oS

The operating system associated with an event/action. Hover over the icon in this column to
see a tooltip with the OS name

Browser

The browser associated with an event/action. Hover over the icon in this column to see a
tooltip with the browser name

Device Type

The device type associated with an event/action

Diving deeper into an event

To see more information on an event in the Activity table, select any blank space in the row
related to the specific event you'd like to dig into.

31.269.149.121
Apr 19, 2024 02:45:00 )D sso | |weirauchqom@smumz,mmD N Nylas | | Success | |F{eyk]awk P D A 1falingcheck & Unmanaged & Nev

This will open a slide panel from the right side of the page, that has 2 tabs - Event Attributes
and Raw data. The event attributes themselves and raw data will vary depending on the

relevant information for the event/action you are looking at.

» Event attributes shows you more detailed information on the attributes related to the event
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« Raw data shows you the raw data for a given event

To close the slide panel, select the X in the top right corner, or select anywhere outside of
slide panel.

y Intelligence Success Apr 19, 2024 02:45:00 UTC (about 15 hours ago) X

Event Attributes  Raw data
Users > welrauch.fohr@simubiz.com

w Weirauch Fohr

0 9 Szczecin,PL  « Acive Data Source AZURE_AD
1 werraueh fonr@simubiz com
Event sso
2=
= Q IP Address 31.209.149.121
[©) city Reykjavik
s Country 15
a7
Application Nylas
~ 19
N Application User weirauch.fohr@simubiz. com
o we iz oz ooms  oved  os  oams o e iz oo o3 oW1 o2 04 nitator T R T T oG

Tags Atfailngcheck A Unmanaged A New ISP

165 events found
/A Anomalous behavior detected - Unmanaged Devices Access m
Date (UTC) Source  Event Initiator Targe O related events

‘We recommend directly alerting the users to recommend using their managed devices. If the behavior persists, consider alerting their manager.

Apr19,202404:26:41 s OBSERVATION__ADDED System Chec
User:  providers Failing Check Demo Azure AD
Device Details 31.209.149.121
Apr19,202404:00:08 ) org.sso_response weirauch fohr@simubiz.com NA Devioa name: [EDEZAEZAGED
Device ID: ¢791f68b-7580-4918-2257-212eabed9124
Apr 19, 2024 02:45:00 > ss0 weirauch.fohr@simubiz.com N User Title hr operations specialist
Apri, 2026151255 % user.authentication.sso weirauch.fohr@simubiz.com W
g e Type: WEB Session: 102xhbmv0eNQB6SOL.. User
Apr 18, 2024 15:12:51 2% policy.evaluate_sign_on weirauch.fohr@simubiz.com Policy
Type: WEB Session: 102wO0j5-BroRHGVICT. Policy
Apris, 202615281 L% user.session.start weirauch fohr@simubiz.com o
N o Type: WEB ‘Session: 102wOj5-BroRHCVICT.

ailtilie Idemity Intelligence Success Apr 19, 2024 02:45:00 UTC (about 15 hours ago) X

cisce

Event Attributes Raw data
Weirauch Fohr
W

9 Szezecin, PL s« Active Overvie
0 weirauch.fohr@simubiz.com
L ID: "b208f343-a5ff-49f9-92b7-b868fd94de55-2824-04-19T02:45:00.7462" 0
3 = a TENANT_ID: "cBab4d7c-c521-4c75-832f-cfcbeBb87037"
- INTEGRATION_INSTANCE_ID: "c@ab4d7c-c521-4c75-832f-cfcbcB8b87037__AZURE_AD__86b3bf
1"
@ 165 events found COLLECTION_DATE: null
CREATED_DATE_TIME: "2624-04-19T82:45:00.746Z"
b‘ Date (UTC) Source Event Initiator USER_DISPLAY_NAME: “Weirauch Fohr"
~ USER_PRINCIPAL_NAME: "weirauch.fohr@simubiz.com"
USER_ID: "45da2867-5d69-4bf6-9770-96bf427cad7a"
o Apr 19, 2024 04:29:10 OBSERVATION__ADDED System APP_ID: "889e3081b-fe6c-4c68-8665-de7954786788"
APP_DISPLAY_NAME: "Nylas"
0 IP_ADDRESS: "31.209.149.121"
CLIENT_APP_USED: "Browser"
Apr 19, 2024 04:28:04 Ml 0BSERVATION__ADDED System CORRELATION_ID: "da28f810-ccal-49ab-alcf-c51875f1c5a0"

CONDITIONAL_ACCESS_STATUS: "notApplied”
IS_INTERACTIVE: true
RISK_DETAIL: "none"
Apr 19, 2024 04:26:41 & OBSERVATION__ADDED System RISK_LEVEL _AGGREGATED: "none"
RISK_LEVEL_DURING_SIGNIN: "none”
RISK_STATE: "none”
RISK_EVENT_TYPES
RISK_EVENT_TYPES_V2:
RESOURCE_DISPLAY_NAME: "Microsoft Graph"
Apr 19, 2024 02:45:00 > sso weirauch.foh RESOURCE_ID: "#6000803-8060-0068-c608 "
v STATUS:
additionalDetails: null
# user .authentication.sso weirauch.foh errorCode: 8
Type: WEB Session: 102x

Apr 19, 2024 04:09:08 O org.sso_response weirauch.foh

Apr 18, 2024 15:12:53
failureReason: "Other."

v DEVICE_DETAIL
browser: "Chrome 99.8.4844"
deviceld: "c791f68b-7588-4918-2257-212eabed9124"

Activity Tab general actions

This section describes the high level actions you can perform on the Activity tab.
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Search

Use the search bar above the Activity table to search based on various items such as a
specific IP address, session ID, application name, source, location, etc. When searching, you
do not need to provide an exact value. Typing part of a word will return relevant results.

If you have searched on a particular parameter, the search criteria is retained as you navigate
between different tabs within the platform.

To clear the search bar select the X on the right most side of the search bar, next to the
Advanced button.

Adjust timeframe

By default, the Activity tab is filtered to show all events over the last 30 days. If you would like
to see a larger or smaller window, you can customize your view with the date selector, which
can be found directly to the right of the search bar.

Press anywhere in the box to open a dropdown where you can select from preset timeframes
(ex: Last 4 hours, Last day, Last 7 days, etc), a custom period, or ‘View All', based on your
needs.

Users > weirauch.fohr@simubiz.com

W Weirauch Fohr

9 Szczecin, PL e Active Overview  Activity Networks Devices Applications Groups Checks 8 =+ Actions <
1§ weirauch.fohr@simubiz.com

= Q <> Advanced 30d Mar 20, 2024 19:27 - Apr 19, 2024 19:2...  ~ ih

I«

165 events found Last data collection

Date (UTC) Source  Event Initiator Target Result Geo IP

Download results

You can download tabular data from the table to a CSV using the Download icon button on
the right after the timeframe filter. All filters applied are included in the CSV output. If there
are no results in the table, the CSV export will contain only headers and no user data.

Note: The CSV output has a limit of 2,000 rows.
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Timeline visualization

The Activity tab has a timeline widget which displays a given user's total number of events per
day, color coded by result type (ie: success, failure, challenge, etc). Hovering over a segment
of the bar will display a tooltip with the date, the result, and the count of events for that result.

By default, the view is set for 30 days but this can be adjusted to see a wider or smaller
window of time using the + and - buttons in the top right corner of the timeline widget.

To export this visualization, press on the 3-line button in the top right corner of the widget.
Downloading as a SVG or PNG will export an image, whereas downloading as a CSV will
export the raw data for you in CSV format.

Users > weirauch.fohr @simubiz.com

Weirauch Fohr

n W @ Szczecin, PL  « Active Overview  Activity Networks Devices Applications Groups Checks 8 «+ Actions <
[ weirauch fohr@simubiz.com
tE
= Q <3 Advanced 30d Mar 20, 2024 20:00 - Apr 19, 2024 20:0... -~ ih 3
L3 @0 &=
a7
~ 19
0
[0} 0320 0321 0422 0323 034 0425 0326 0327 032 0323 OM0 031 OAD1 0402 0403 0404 OADS O0ADE 0407 O4DB 0408 0410 O4N1 042 0413 OAM4 0415 OANE  OANT 0418 04N9
165 events found Last data collection
Date (UTC) Source Event Initiator Target Result Geo IP
£¥ Demo Okta

If you would like to hide this widget to get more space for the Activity table, press the Graph
icon button next to the timeframe filter. To get the widget back, press the Graph icon button
again.
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Filters

Like the Users table, the Activity table is filterable by multiple attributes, enabling you to slice
and dice the activity based on the parameters that are important to you.

There are several ways to filter the results of the Activity table - basic filters, directly from
attributes in the table or slide panel, and Advanced Query mode, which can be enabled via
the search bar above the Activity table.

Basic filters

To access the basic filters, select the Filter button that is to the left of the search bar, above
the Activity table. This will open a slide panel from the left side of the page with the available
filters.

Users > weirauch.fohr@simubiz.com

w Weirauch Fohr

9 Szczecin, PL  « Active Overview  Activity Networks Devices Applications Groups Checks 8 «s+ Actions <
@ weirauch.fohr@simubiz.com

= a <> Advanced 30d Mar 20, 2024 18:35 - Apr 19, 2024 183... - h &

a‘ 165 events found Last data collection

~ Date (UTC) Source Event Initiator Target Result Geo IP

The filter categories available via the slide panel are Result and Event. You can enable a filter
by selecting the check box for the attribute you would like to filter by. The applied filters will
be added to the search bar. The number of events that you are currently viewing, based on
any filters and searches used, will appear in the top left corner of the Activity table, above the
column headers.

Filter attributes will vary user to user based on the results and events available for a particular
user
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= Users > weirauch.fohr@simubiz.com

. y  Weirauch Fohr 9 Szozecin, P« Active Overview Activity Networks Devices Applications Groups Checks 8 «+ Actions <
B weirauch.fohr@simubiz.com
S = Q <> Advanced 30d  Mar 20, 2024 18:37 - Apr ...~ ih .4
@ ~ Result
] Allow 13
# ] Challenge 6 ®0 M=
0 Failure 1 7
~ [J Success 139 19
o
- Event
O, 03720 oar2 03124 03126 03128 03130 04/01 04103 0405 04107 0408 ot 04ns 045 0n7 oarte
| user.authentication... 97
o [ user.session.start 22
[ policy.evaluate_sign.. 19
[ system.push.send_fa 6 165 events found Last data collection
] user.authentication.a... 6
] user.authentication.v... 5 Date (UTC) Source Event Initiator Target Result
[J Application 1
[] Authenticate 1 £% Demo Okta
] ListApplications 1 Apr 19, 2024 04:29:10 duth OBSERVATION__ADDED System Check: Okta Long Running Se... Info
1

] authentication User: weirauch.fohr@simubiz....

> Demo Azure AD
Apr 19, 2024 04:28:04 dos OBSERVATION__ADDED System Check: Unmanaged Devices A... Info
User: weirauch.fohr@simubiz....
& Demo Salesforce

Apr 19,2024 04:26:41 Uyt OBSERVATION__ADDED System Check: Application Login Bypa... Info

User: weirauch.fohr@simubiz....

Like on the Users tab, you can also select all attributes or exclude an attribute. To select all
values within a given filter, hover over a filter value and select Al | . To exclude a value from
filtered results (ie: NOT), you can select the [l in either the filter box in the search bar or the left
hand filter menu.

To remove a filter, you can either deselect a filter attribute from the filters list on left hand side
of the Activity table, or select the X on the right hand side of the filter box that is in the search
bar. To remove all filters, select the X located next to the Advanced Filter button in the search
bar.

Once you have chosen your filters, the filters are retained as you navigate between different
tabs within the platform.

Filtering via event attributes

Another way to filter in the Activity table is by selecting an event attribute in the table or in the
slide panel, which will add it to the search bar as a filter. The elements that can be filtered on
via the table elements are:

Source

Event

Session ID (in Initiator column if present)

Target application (in Target column if relevant)

Result

OS and Browser (only works on icons, not free text)
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Additionally, if you open the slide panel and select any of the attributes in the Event Attribute
tab, the attribute will be added as a filter.

el |dentity Intelligence Info Apr 19, 2024 04:29:10 UTC (about 15 hours ago) X

Event Attributes  Raw data
= sers > welrauch.fohr@simubiz.com

0 \  Weirauch Fohr 9 Szczecin)PL) (@Acive Overvie Event OBSERVATION__ADDED
@ weirauch.fohr@simubiz.com
Initiator system
3=
] Q Check Target BT cicc o er by Usor targot |

@ User Target weirauch.fohr@simubiz.com
# Integration Target cBa64d7c-c521-4¢75-832f-cfcbec@b87037__OKTA__6e69eadd

a7
~ 19

o /\ Anomalous behavior detected - Okta Long Running Sessions
o, wm o mmz o sk s oes v o s ouo oum ouet owz of Ol o end user ssssions 1o requite re-authentication.

We recommend setting "Maximum Okta session lifetime" to 16 hours (one working day) and "Expire session after
user has been idle on Okta for" to 2 hours.

Sessions
10217zZRs5IRoKfpu9n34KIvVQ v
165 events found

Date (UTC) Source Event Initiator
Apr19,202404:29:10 &b OBSERVATION__ADDED System
Apr 19,2024 04:28:04 b OBSERVATION__ADDED System
Apr 19,2024 04:26:41 b OBSERVATION__ADDED System

Pivot on IP address

The IP address in the table or in the slide panel has a few actions associated with it that can
be useful to learn more about an IP address and the associated activity.

The actions menu will pop up when left-clicking on a specific IP address in the Activity table.
The actions are:

» Find user activity - Adds the selected IP address as a filter on the given user's Activity
tab so you can see all the user's activity associated with this particular IP address

» Find users who attempted to sign in from X.X.X.X - Adds the selected IP address as a
search parameter on the Users page so you can see any other users who have activity
associated with this particular IP address

+ See IP info - Add the selected IP address as a filter on the given user's Networks tab and
opens the slide panel so you can see more detailed information about that IP address

» Copy to clipboard - Copies the IP address to your clipboard so that you can paste it
within Cisco ldentity or another tool
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— Users > weirauch.fohr@simubiz.com

w Weirauch Fohr

9 Szczecin, PL  « Active Overview  Activity Networks Devices Applications Groups Checks 8 s+ Actions <
@ weirauch.fohr@simubiz.com
.,:
= Q <> Advanced 30d  Select custom period... - ih ¥
ﬂ' 165 events found Last data collection
o~ Initiator Target Result Geo IP Tags os B|
%& LMo Ukt
o Apr 19, 2024 04:29:10 Check: Okta Long Running Se... Info N/A N/A N

User: weirauch.fohr@simubiz....

> Demo Azure AD
Apr 19, 2024 04:28:04 Check: Unmanaged Devices A... Info N/A N/A N
User: weirauch.fohr@simubiz....

& Demo Salesforce
Apr 19, 2024 04:26:41 Check: Application Login Bypa... Info N/A N/A N

User: weirauch.fohr@simubiz....

46.135.11.155

09+ (]
Apr 19, 2024 04:09:08  iz.com N/A o Find user activity from 46.135.11.155 cz Ehiew]i Sy Unknown ¢
&% Find users who attempted to sign in from 46.135.11.155
Apr 18, 2024 02:45:00 iz.com N Ny » :(:y;( J?:V?k'jl;g okl A 1failng check A Unmanaged A New ISP " ¢
@ See IPinfo
- I0) Copy to clipboard
i 5.173.12.88
Apr 18, 2024 15:12:53 Z°M W we A New ISP = ¢
1Q86SOl... User: 0 olaughlin@simubiz.com Pomerania, PL

Networks Tab

Overview

Within the User 360 profile, the Networks tab provides context on IP addresses associated
with each user. When you're responding to an incident or trying to get to the bottom of some
anomalous activity, this context is critical.

The Networks tab is the third tab of the User 360. This article provides information on the
different data available on the Networks tab and instructions on how to obtain the most value
from this feature within Cisco Identity.
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e |dentity Intelligence

Q JosefaRiveros
geni

Users > welrauch.fohr@simubiz.com

O W Weirauch Fohr 9 Szczedn,PL  + Active Overview  Activity Networks Devices Applications Groups Checks & «t Actions <
© welrauch fohr@simubiz.com
3
a 30d Mar 23, 2024 19:29 - Apr 22, 2024 19:29 UTC - o 3
g | s
1P Address Last Access (UTC) Hit Gount Successtul Events Falled Events Other Events Tags Location Carrier Souce  SamelP Users
PN
50.27.32.90 Apr 14, 2024 13:48:20 60 57 0 3 Lubbock, TX, US Optimum & o
o optmumha.com

50.27.18.222 Apr 17, 2024 14:18:44 40 38 0 2 ANew P Lubbock, TX, US Optimum I 0
optimumha.com

5.173.12.88 Apr 21,2024 15:12:53 25 25 0 0 & New ISP Pomerania, PL ::,y:mms ko) 1
213.155.166.3 Apr 21,2024 11:551:53 15 14 0 1 4 New ISP Goleniow, West Pomerania, PL :"T;’:;'f;":’w o] 25
5.173.9.28 Apr 20, 2024 17:57:05 1" 1 0 0 & New 5P Lodz, £6dZ Voivodeship, PL Tayenine i) o
50.27.3.148 Mar 24, 2024 20:28:39 3 3 0 0 Lubbock, TX, US Optimum EeY o

optimumha.com

76.64.151.222 Apr 20, 2024 22:23:42 3 1 0 2 4 New ISP, 3;“9::::::55 - 1
107.127.0.133 Apr 6, 2024 18:04:00 1 0 1 o San Antonio, TX, US :“Tgm""““‘”l‘/ ue £ 0
31.209.149.121 Apr 22, 2024 02:45:00 1 1 0 0 A New ISP Reykjavik, IS m@z:f"’ > 1
46.135.11.155 Apr 22,2024 04:09:17 1 0 0 1 cz Voda'S:ZCzech Republic a.s. Ie) 2

Networks table elements

The Networks table contains all the detailed event information for a particular network. Above
the column headers on the left, you can see the total number of IP addresses associated with
a user for the selected timeframe.

The section below details the fields that appear in the table, as well as the definition of each
field:

IP Address

The IP address. Left-click on an IP address to perform additional actions related to this IP
address

Last Access (UTC)

The date and time the IP address was last seen. Hover over the timestamp to see the event
time in your local time based on your device settings

Hit Count

The number of events associated with this user and the IP address, regardless of result
Successful Events

The number of successful events associated with this user and the IP address

Failed Events

The number of failed events associated with this user and the IP address

Other Events
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The number of other events (neither success nor failure) associated with this user and the IP
address. Hover over the number to see the sum of events for each result type

Tags

Tags associated with the IP Address. Hover over each tag to see a tooltip with the source of
the tag (ex: IP info: Hosting, etc). If no source, it is an Cisco Identity tag (ex: New ISP)

Location

The location associated with the IP Address
Carrier

The carrier associated with the IP Address
Source

The identity sources associated with any activity from the IP Address. Hover over the icon in
this column to see a tooltip with the integration name

Same IP Users

The number of users in your environment associated with the IP Address

Diving deeper into an IP Address

Like in the Activity table, select the blank space in a given row will show you more information
on a particular IP address.

s s D Ao e D ° I I57 I I ‘ I I 3| ILWEOCK‘V‘ US:DNMUM : {}D ’ D
optimumha,com

This will open a slide panel from the right side of the page, that has 2 tabs - IP Data and IP
Activity.

« |IP Data shows you IP address data summary (including ASN details)

« IP Activity shows you the user's associated activity types (types, activity counts, results)
and which applications were accessed (app names, hit counts, results) for the selected IP
address

To close the slide panel, select the X in the top right corner, or select anywhere outside of
slide panel.
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‘dste’ Identity Intelligence 1P:50.27.32.00 %

IPData  IP Activity
Users > weirauch.fohr@simubiz.com

w Weirauch Fohr

O s PL A
0 weirauch fonr@simubiz.com
IP address is associated with 6 activity types for this user PS
2=
Q
@ Activity Type Count + Results
o‘ 12IP Addresses user.authentication.sso 45 45 Success
P Address Last Access (UTC) Hit Count Successful Events Falled Events Other Ever
~ policy.evaluate_sign_on 3 3 Challenge
50.27.32.98 Apr 14, 2024 13:48:20 60 57 0 3
Q system.push.send_factor_verify_push 3 3 Success
50.27.18.222 Apr 17, 2024 14:18:44 40 38 0 2 user.authentication.auth_via_mfa 3 3 Success
user.authentication.verify 3 3 Success
5.173.12.88 Apr 21,2024 15:12:53 25 25 0 o
View all
213.155.166.3 Apr 21,2024 11:51:53 15 14 0 1
IP address is associated with 10 applications for this user PS
5.173.9.28 Apr 20, 2024 17:57:05 11 n 0 o
Application + Count ¢ Results
50.27.3.148 Mar 24, 2024 20:28:39 4 4 0 o
workfront 12 12 Success
76.64.151.222 Apr 20, 2024 22:23:42 3 1 0 2 marketo 7 7 Success
okta dashboard 7 7 Success
107.127.8.133 Apr 6, 2024 18:04:00 1 o 1 o
salesforce.com 4 4 Success
31.209.149.121 Apr 22, 2024 02:45:00 1 1 0 o
servicenow 4 4 Success
46.135.11.155 Apr 22, 2024 04:09:17 1 o 0 1 View all

Networks Tab general actions
The Networks table offers multiple high level features that are similar to what can be found
elsewhere in the platform.

Search IP Addresses

Use the search bar above the Networks table to search based on various items such as a
specific IP address, activity types, applications, ASN and location. When searching, you do
not need to provide an exact value. Typing a piece of the word will return results.

If you have searched on a particular parameter, the search criteria is retained as you navigate
between different tabs within the platform.

To clear the search bar, press the X on the right most side of the search bar.

Adjust timeframe

By default, the Networks tab is filtered to show all events over the last 30 days. If you would
like to see a larger or smaller window, you can customize your view with the date selector,
which can be found directly to the right of the search bar.

Q Josefa Riveros
genie

alutl 1dentity Intelligence

» w ) zczecin, PL « Active Overview  Activity Networks Devices Applications Groups Checks 8 «+ Actions <
2=
Q 30 Mar 23, 2024 19:29 - Apr 22, 2024 19:29 UTG - |jo 32

12IP Addresses

£ Y
Press anywhere in the box to open a dropdown where you can select from preset timeframes

(ex: Last 4 hours, Last day, Last 7 days, etc), a custom period, or ‘View All', based on your
needs.
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Sorting columns

By default, the Networks tab is sorted in descending order (highest to lowest) on Hit Count.
To sort by a specific column value, select the arrow next to the column header to switch
between ascending and descending order. If there is no arrow available, it means this column
cannot be sorted.

Download results

You can download tabular data from the table to a CSV using the Download icon button on
the right after the timeframe filter.

Note: The CSV output has a limit of 2,000 rows

Geolocation visualization

The Networks tab has a geolocation widget, which is collapsed by default, that displays a
given user's IP Address location history on a map for easy scanning.

Hovering over a specific dot will pop up information on the total number of unique IP address
activities associated with this area, as well as a cumulative hit count.

Selecting a specific dot will take you to the Activity tab, pre-filtered on the IP Addresses
associated with the chosen location.
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bl o i J fa Ri
dués’ Identity Intelligence [ Josstarieros

w Weirauch Fohr

@ Szozecin, PL  « Active Overview  Activity Networks Devices Applications Groups Checks 8 «+ Actions <
0 weirauch fohr@simubiz com

2 a 304 Mar 23, 2024 20:15 - Apr 22, 2024 20:15 UTC - o 3

Active IP Addresses

Reykjavik, IS

» O

11P Address:
31.200.149.121
Hit Count: 1

]

12IP Addresses

1P Address Last Access (UTC) Hit Count Successful Events Falled Events Other Events. Tags Location Carrier Source Same IP Users

Optimum o o

56.27.32.99 Apr 14, 2024 13:48:20 60 57 0 3 Lubbock, TX, US
optimumha.com

Optimum o o

50.27.18.222 Apr 17,2024 14:18:44 40 38 0 2 4 NewIP Lubbock, TX, US.
optimumha.com

5.173.12.88 Apr 21,2024 15:12:53 25 25 0 0 ANewiSP Pomerania, PL Playoniine I 1

playpl

213.155.166.3 Apr 21,2024 11:51:53 15 14 0 1 & New ISP Goleniow, West Pomerania, PL T Company | e 2

To remove the widget, press the Map icon button again.

Pivot on IP Address

A key feature of the Networks tab is the ability to drill down into the detailed activity for the
current user OR search for traffic from that IP for other users.

The actions menu will pop up when selecting a specific IP address in the Networks table. The
actions are:

» Find user activity - Adds the selected IP address as a filter on the given user's Activity
tab so you can see all the user's activity associated with this particular IP address
» Note: the Same IP Users column on the far right of the Networks tab will indicate if the
tenant has other users with IP traffic from this IP address

» See IP info - Add the selected IP address as a filter on the given user's Networks tab and
opens the slide panel so you can see more detailed information about that IP address

» Copy to clipboard - Copies the IP address to your clipboard so that you can paste it
within Cisco Identity or another tool
The ability to pivot on an IP Address is available virtually everywhere that an IP address is
visible throughout Cisco Identity, such as the Activity tab, Users page, Check explainability,
etc, and can be accessed by selecting an IP address.
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Search

Q JosefaRiveros
genie

\  Weirauch Fohr os: PL  «Act Overview Activity ~Networks Devices Applications ~Groups ~ Checks & « Actions <
0 weirauch.fonr@simubiz.com
u
a 300 Mar 23, 2024 20:49 - Apr 22, 2024 2049 UTG o 3
2-
© 12 1P Addresses
3 1P Address Last Access (UTC) Hit Count Successtul Events Faled Events Other Events Tags Location Carrier Sou Same IP Users
~
56.27.32.90 0 3 Lubbock, TX, US Optimum EeY o
a Find user activity from 50.27.32.90 ‘optimumhg.com
9
24 Find users who attempted 1o sign in from 50.27.32.90
50.27.18.222 0 2 ANewlP Lubbock, TX, US Optimum £ 0
optimumha.com
I0) Copy to clipboard
5.173.12.88 Apr 21,2024 15:12:53 2 2 0 0 A NewISP Pomerania, PL ::/Y:”””E o 1
213.155.166.3 Apr 21,2024 11:51:53 15 14 0 1 A NewlSP Goleniow, West Pomerania, PL IT Company I 25
man.szczecinpl
5.173.9.28 Apr 20,2024 17:57:05 1 11 0 0 A NewlSP Lodz, £6dz Voivodeship, PL ;:/y;”””s I 0
50.27.3.148 Mar 24, 2024 20:28:39 3 3 0 0 Lubbock, TX, US. Optimum 3 o
optimumha.com
76.64.151.222 Apr 20, 2024 22:23:42 3 1 0 2 A New!SP. Sympatico HSE - 1
ympatico.ca
167.127.0.133 Apr 6, 2024 18:04:00 1 0 1 0 San Antonio, TX, US :“Tfm"”““”“y ue [ 0
31.209.149.121 Apr 22,2024 02:45:00 1 1 0 0 A NewlSP Reykjavik, IS Hringdu ehf > 1
46.135.11.155 Apr 22, 2024 04:09:17 1 0 0 1 cz VME';’:ZCZSC“ Republic a.s. o 2
©2024 identity Intelligence privacy Policy  Terms of Use 50C2 Report

Using the Networks Tab
Devices Tab

Overview

Within the User 360 profile, the Devices tab provides context on authentication and/or access
devices associated with each user. Similar to the Networks tab, the Devices tab can be useful
context on a user, or the person impersonating a user, during an incident or investigation into
anomalous activity. Additionally, it is a great way to see information into devices that are no
longer in use and can be cleaned up.

The Devices tab is the fourth tab of the User 360. This article will detail the different
information and functionality available on the Devices tab.

The User 360 Devices tab is different than the Devices entity page. Refer to our Devices page
documentation to learn more about that page or how you can leverage it see if a particular
device has been associated with or used by any other end users in the organization.
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—  Users > karsch.heuck@simubiz.com

" K Karsch Heuck 9 Berkeley, CA,US  « Active Overview  Activity Networks Devices Applications Groups Checks 7 === Actions <
@ karsch.heuck@simubiz.com

16 devices found .4

s Device Source os Managed  Registered  Usage Count  Enrolled (UTC) Last Seen (UTC) Last Sync (UTC)
Access and Authentication devices

~

o, ESi?ZiEmi?:FKRWQW:W @ Demo Duo Android 13.0.0 X v N/A

O
ﬁ:d:‘?%‘:_' wors 2% Demo Okta Android 28 x v N/A Mar 16, 2022 06:35:13
CSCO-W-PF4CFGYZ @ Demo Duo 2% Windows 10.0.22621.2283 v v N/A Oct 9, 2023 14:01:«
Access devices
UNKNOWN__mozilla(macintos... $% Demo Okta (I Mac Os X N/A N/A 69 May 20, 2024 02:32:16
UNKNOWN__windows-azurea... 2% Demo Okta 2% Windows N/A N/A 17 May 19, 2024 13:25:49
CHROME__mozilla(windowsnt... £% Demo Okta 2" Windows 10 N/A N/A 7 May 23, 2024 19:09:43
CHROME__mozilla(macintosh;... % Demo Okta [EMac Os X N/A N/A 4 May 20, 2024 14:47:17
© 2024 Identity Intelligence Privacy Policy ~ TermsofUse D i SOC2 Report

Devices table elements

The Devices table contains detailed information for 3 different device types:
» Access and Authentication Devices
* Access devices

« Authentication devices

Individual devices are grouped by Device type in the table. If there are no devices of a
particular type associated with a given user, that device type will not appear in the table.

Above the column headers on the left, you can see the total number of devices associated
with a given user.

The section below details the fields that appear in the table, as well as the definition of each
field:

Device

The device name. If available, model and serial number are also displayed in this column
under the device name

Source
The identity source associated with a particular device
(01

The operating system and version of a particular device.
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An exclamation mark is displayed next to the operating system to indicate it is either out of

date or end of life.

A red background indicates the device's OS is end of life; a yellow background indicates it is
out of date. Hover over the icon to see the device's current OS version and status

v

= Device is managed by organization, based on data collected from identity source

Managed
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= Device is not managed by organization, based on data collected from identity source
|

= Device is registered, based on data collected from identity source

Registered

= Device is not registered, based on data collected from identity source

Usage Count
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The total number of times a given user has used a particular device

Enrolled (UTC)

The date and time that a particular device was enrolled as an authentication device
Last Seen (UTC)

The date and time of the last login attempt made with a particular device, regardless of
outcome

Last Sync (UTC)

The date and time a particular device was last synced to the identity source

Diving deeper into a Device

Like in the Activity or Networks table, clicking on the blank space in a given row will show you
more information on a particular device

EPP9BRNT43G3FKRWQW3Y |:| © Demo Duo D Android 13.0.0 x |:| v |:| N/A
Model: Smartphone

This will open a slide panel from the right side of the page, that has 6 tabs:

» Overview shows you more detailed information and context about a particular device

» Activity shows the activity log for all events that originated from a particular device for a
given user

» IPs shows detailed information for all the IP addresses associated with the activity from a
particular device for a given user

» Applications shows detailed information for all the applications accessed from a particular
device by a given user

» Factors shows detailed information on the factors associated with a particular
Authentication device for a given user

- Raw Data shows the raw data for a particular device
To close the slide panel, click the X in the top right corner, or click anywhere outside of slide
panel.

Devices Tab general actions

The Devices table offers multiple high level features that are similar to what can be found
elsewhere in the platform.

View Activity
Click the 3-dot button to the right of the last column, to find the View Activity action. This will
take you to the user's Activity tab, pre-filtered on the Device ID, so that you can see all of the



activity/events associated with a particular device for a given user.

Users > karsch.heuck@simubiz.com

K Karsch Heuck

9 Berkeley, CA,US  » Active

L @ karsch.heuck@simubiz.com
a-
16 devices found

s Source os Managed
hentication devices

~n

o ?:FKHWOWSY © Demo Duo Android 13.0.0 x

O
$% Demo Okta Android 28 X

CFGYZ @ Demo Duo 2" Windows 10.0.22621.2283 v
mozilla(macintos. .. #& Demo Okta [ Mac Os X N/A

View Networks

Overview

Registered

N/A

Activity

Usage Count

N/A

N/A

N/A

69

Networks

Devices

Enrolled (UTC)

Mar 16, 2022 06:35:13

Applications
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Groups Checks 7 = Actions <

I«

Last Seen (UTC) Last Sync (UTC)

Q. View Activity
® View Networks

2o Find users with the same device

Oct 9, 2023 14:01:46

May 26, 2024 02:32:16

Click the 3-dot button to the right of the last column, to find the View Networks action. This
will take you to the user's Networks tab, pre-filtered on the Device ID, so that you can see all
of the IP Addresses associated with a particular device for a given user.

Users > karsch.heuck@simubiz.com

Karsch Heuck

9 Berkeley, CA,US  « Active

H K @ karsch.heuck@simubiz.com b .

2=

16 devices found

s Source os Managed
hentication devices

~

S:FKHWQWSY © Demo Duo Android 13.0.0 x

O
4% Demo Okta Android 28 x

CFGYZ @ Demo Duo 2% Windows 10.0.22621.2283 v
mozilla(macintos... $'¢ Demo Okta (&) Mac Os X N/A

Find users with the same device

Click the 3-dot button to the right of the last column, to find the Find users with the same
device action. This will take you to the Users page, pre-filtered on the Device ID, so that you

Overview

Registered

N/A

Activity

Usage Count

N/A

N/A

N/A

69

Networks

Devices

Enrolled (UTC)

Mar 16, 2022 06:35:13

Applications

Groups Checks 7 -+ Actions <

I«

Last Seen (UTC) Last Sync (UTC)

Q. View Activity
© View Networks

2o Find users with the same device

Oct 9, 2023 14:01:46

May 26, 2024 02:32:16

can see any other users in your environment who are associated with a particular device.



Users > karsch.heuck@simubiz.com

K Karsch Heuck

@ karsch.heuck@simubiz.com

a-
16 devices found

# Source
hentication devices

~

o S:FKRWQWBV © Demo Duo

O

£ Demo Okta

CFGYZ @ Demo Duo
mozilla(macintos... $& Demo Okta

Download results

9 Berkeley, CA,US  « Active

os Managed
Android 13.0.0 x
Android 28 £

2% Windows 10.0.22621.2283 v

[$]Mac Os X N/A

Overview

Registered

N/A

Activity

Usage Count

N/A

N/A

N/A

69

Enrolled (UTC)

Mar 16, 2022 06:35:13
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Networks Devices  Applications Groups Checks 7 «+ Actions <:

I«

Last Seen (UTC) Last Sync (UTC)

Q. View Activity ﬂ

® View Networks

2 Find users with the same device

Oct 9, 2023 14:01:46

May 26, 2024 02:32:16

You can download tabular data from the table to a CSV using the Download icon button on

the right of the table, above the column headers.

Note: The CSV output has a limit of 2,000 rows

Applications and Groups Tabs

Overview

The Applications and Groups tabs in the User 360 profile can show you a user's static
entitlement data, providing a better understanding of what a user has access to, and how they

have access to it.
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The Applications and Groups tab are the fifth and sixth tabs, respectively, of the User 360.
Below we'll dive into the specific data and functionality for each tab.

Applications

On the Applications tab, you will see a table of the applications assigned to a given user, as
well as a few visualizations related to the user's application usage.

Users > welrauch.fohr@simubiz.com

w Weirauch Fohr

» @ Szozecin, PL  « Active Overview  Activity Networks Devices Applications Groups Checks 8 «+ Actions <
0 weirauch fohr@simubiz com
2=
° Applications usage = Applications usage over time 0= Median apps per user =
3 28
® Used-15 All Users

~ 14 Same Manager

36 Not Used - 21 _ | |

Same Department

sors o m =EE B .0 _ = ’

e PP P PP I P I TS PI OO I OF OSSO P DD s User
B L R A A A A A A A A o
Name Source status Assignments Owners Usage Count Last Access (UTC) Result +

workday £ Demo Okta :&: sg-okta-simubiz-fulltime N/A 10 Apr 23, 2024 15:12:53 Success

olaughlin@simubiz.com
1] v'::z“:"“ :’g‘“ 365 for simubiz £% Demo Okta &% sg-okta-simubiz-fulltime N/A 5 Apr 22, 2024 12:46:45 Success
servicenow itve £% Demo Okta :&: sg-okta-simubiz-fulltime N/A 4 Apr 23, 2024 13:00:01 Success
olaughlin@simubiz.com
“““ cisco asa vpn (burlington) 50 vondull- . . &
““““ weKauch fohr @SBz oM £¥ Demo Okta &3 vpn-full-access-ipsec NA 3 Apr 2, 2024 21:16:18 uccess
4 CISCO asa vbn (munich) £4 Demo Okta 224 vpn-full-access-ipsec N/A 2 Apr 23, 2024 13:37:32 Success
olaughlin@simubiz.com
Auth AP Success
A 3
welraueh fohr@simubiz com © Demo buo A ! Apr 22, 2024 0806:14 user_approved
g Browser & Demo Salesforce N/A 1 Apr 22, 2024 00:38:24 Success
welraueh fohr@simubiz com
i s
gy Nvias (Caseonleminsoo > Demo Azure AD N/A 1 Apr24,20240245:00 e
weiraueh fohr@simubiz com ot

Applications table elements

The section below details the fields that appear in the Applications table, as well as the
definition of each field:

Name

The application name and application user ID associated with the application for the user. If an
application is on your Sensitive Applications list, there will be a ‘Sensitive Applications’ tag
next to the application name

Source

The identity source associated with the application assignment
Status

Only available for Okta. The Okta application status
Assignments

The group membership that allows a user to have access to a particular application. Users
can gain access to an application without a group (blank or ‘directly assigned application') or
via more than one group, where you'd see multiple group names in this column
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Owners
Only available for Entra. The individual listed as the application's owner in Entra
Usage Count

The number of times a user has used a particular application. By default, the table is sorted on
usage count in descending order (most frequently used to least frequently)

Last Access (UTC)
The last date and time the user accessed an application
Result

The result associated with the user's last access attempt for an application

Applications tab general actions

The Applications table offers multiple high level features that are similar to what can be found
elsewhere in the platform.

View Activity
Click the 3 dot button to the right of the last column, to find the View Activity action. This will

take you to the user's Activity tab, pre-filtered on the application name, so that you can see all
of a given user's activity/events for a particular application.

Name Source + Status Assignments Owners Usage Count Last Access (UTC) + Result ©

workday | . Sensitive v®s ca-oktasi (P
w olaughlin@simubiz.com $% Demo Okta &% sg-okta-simubiz-fulltime N/A 10 Apr 23, 2024 1
Q. View Activity
microsoft office 365 for si... +9: ca-oktasi el
ﬂ weirauch. fohr@simubiz.com $¢& Demo Okta 2 sg-okta-simubiz-fulltime N/A 5 Apr22,20241 o0 yjew Users
servicenow (.« Sensitive $% Demo Okta 223 sg-okta-simubiz-fulltime N/A 4 Apr 23, 2024 13:00:01 Success

olaughlin@simubiz.com

View Users

Click the 3 dot button to the right of the last column, to find the View Users action. This will
take you to the Users page, pre-filtered on the application name, so that you can see all the
users in your environment who have this application assigned to them.

Sort columns

All columns, except ‘Assignments’ and ‘Owners’, can be sorted in ascending or descending
order on the Applications table. To sort by a specific column value, click the column header to
switch between ascending and descending.

By default, the Applications tab is sorted in descending order (highest to lowest) on Usage
Count.



Name + Source
workday | - Sensitive
Demo Ok:
olaughlin@simubiz.com 4 Demo Okta
microsoft office 365 for si...
9 weirauch.fohr@simubiz.com % Demo Okta
servicenow | - Sensitive £% Demo Okta

olaughlin@simubiz.com

Add more rows

Status 1

Assignments

:&% sg-okta-simubiz-fulltime

:&% sg-okta-simubiz-fulltime

2&% sg-okta-simubiz-fulltime

Owners

N/A

N/A

N/A

Usage Count

10
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Last Access (UTC) + Result ©

Apr 23, 2024 1

Q. View Activity

Apr22,20241 s view Users

Apr 23, 2024 13:00:01 Success

By default, the Applications table will show 12 rows at a time. To see 24 or 48 rows in one
view, click on the Rows per page button on the bottom right of the Applications table.

If there are more than 48 applications assigned to a user, use the left and right arrows to
navigate to other pages.

s
;;;;;

‘‘‘‘‘

cisco asa vpn (pinewood uk)

cisco asa vpn (poland)

cisco asa vpn (santa clara)

cisco asa vpn (tokyo)

- Sensitive

concur travel and...

« Sensitive

five8 plus adapte...

jamf pro saml | « Sensitive

massav

mimecast outlook plugin

mimecast personal portal

servicenow - dev... - Sensitive

© 2024 Identity Intelligence

This e

eloads hourly

2% Demo Okta

2% Demo Okta

2% Demo Okta

4% Demo Okta

2% Demo Okta

4% Demo Okta

2% Demo Okta

4% Demo Okta

2% Demo Okta

2% Demo Okta

2% Demo Okta

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

#&3 vpn-full-access-ipsec

&t vpn-full-access-ipsec

&% vpn-full-access-ipsec

&1 vpn-full-access-ipsec

&% sg-okta-simubiz-fulltime

it sg-okta-simubiz-fulltime

&t sg-okta-simubiz-fulltime

&% Sg-okta-simubiz-fulltime

&% sg-okta-simubiz-fulltime

&t sg-okta-simubiz-fulltime

&1 sg-okta-servicenow-dev

Application usage visualizations

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Rows perpage: 12 = 13-24 of 28 < >

Privacy Polic Terms of Use D SOC2 Report

The Applications tab has 3 widgets that display data about a user's application assignment
and usage trends.

* Hovering over a segment of the pie chart will display a tool tip with the application

count

Hovering over a segment of a given bar will display a tool tip with the date, application

name and usage count. By default the view is set for 30 days, but this can be adjusted
to see a wider or smaller window of time using the + and - buttons in the top right
corner of the widget

Hovering over a bar will display the median application count per user for each

category
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To export any of the visualizations, click on the 3 line button in the top right corner of the
desired widget. Downloading as a SVG or PNG will export an image, whereas downloading as
a CSV will export the raw data for you in CSV format.

Download SVG
Download PNG

- Download CSV l

Groups

Similar to the Applications tab, the Groups tab also shows you static entitlement data related
to a given user's group assignments.

If there have not been recent changes to a user's groups, the changelog widget to the left of
the Groups table will not be visible.



| Understanding your users | 91

Users > karsch.heuck@simubiz.com

K Karsch Heuck

» 9 Berkeley, CA,US = Active Overview  Activity ~Networks Devices Applications Groups Checks 6 «+ Actions <
0 Karsch heuck@simubiz.com

t 5
° Groups changes over time ®o= Median Groups per user =
3 User Removed From Group ® User Added To Group

6 Al Users
~ Same Manager

N same Department |
o, This User

o

s o oz ou
Q

4D Changelog

sg-ca-safemanagers

e thirma simibiz com Name Type 1 Source Added By Applications Users
Apr 24, 2024 2001:41 UTC 2 Removed
All Company Microsoft 365 Demo Azure AD NA 0 2
vpn-ull-access-ipsec his 15 e detautt group foraveryona nth ...
= daymude.chiaravalle@simubiz.com
Apr 24, 2024 19:15:48 UTC 2 Added
Teams Administrator Role Demo Azure AD NA NA NA
imubiz.com sg-fira-endusers
YT saire: sroup Demo Okta NA 1 a0
sgokm e sq-okta-dropbox
2 daymude chiaravalle@simubiz.com Date added: Apr 24, 2024 15:40:59 UTC Group Demo Okta © daymude chiaravalle@simubiz.com 1 9
Apr 26,2024 1750:12 UTC 2 Added
sobaLsimubizwncon/simubiz technolo aync..
sg-okta-Imirescue )
2 daymude.chiaravalle@simubiz.com sg-okta-Imirescue
o2 2004 6451 U1 YT Date added: Apr 24, 2024 16:45:13 UTC Group Demo Okta © daymude.chiaravalle@simubiz.com 1 8
lobaLimubizvecomsimubiz technao ayinc...
sg-okta-dropbox
= daymude.chiaravalle@simubiz.com sg-okta-simubiz-fulltime
Apr 26,2024 15:40:50 UTG 2 Added Date added: Apr 24, 2024 17:50:12 UTC Group Demo Okta © daymude chiaravalle@simubiz.com 14 6
obaLimubizvecomsimusiz tochnao ayinc...

Group table elements

The section below details the fields that appear in the Groups table, as well as the definition of
each field:

Field Description

Name The name of a particular group the given
user is part of. If available from the source, it
will also display a description of the group
and the date the user was added to this
group. Clicking on a group name will take
you to the Users page, pre-filtered on the
group name to show you other users that
are part of a particular group. Hover over the
group name or description to see a tooltip
with the full details.

Type A given user's role type or group type for a
specific group within the identity source.
Note: Certain role (ex: Pl M Adni n) or group
(ex: M crosoft 365) types are only
available for certain identity source.

Source The identity source associated with the
group

Added By The email address of the user who added a
given user to the group



| Understanding your users | 92

Applications The number of applications members of the
group have access to

Users The total number of users assigned to the
group
Visibility Only compatible with Entra groups. Used to

manage and control access to applications.
Possible values as defined by Entra: Public,
Private, Hidden

Groups tab general actions

The Groups table offers multiple high level features that are similar to what can be found
elsewhere in the platform.

Search

Use the search bar above the Groups table to search based on various fields such as group
name, description or associated application names. When searching, you do not need to
provide an exact value. Typing a piece of the word will return results.

You can also add a value from the Type or Source column as a search parameter by clicking
the value in the table (ex: Role or Okta).

If you have searched on a particular parameter, the search criteria is retained as you navigate
between different tabs within the platform.

To clear the search bar click the X on the right most side of the search bar.

Sort columns

All columns, except ‘Added by’ and ‘Applications’, can be sorted in ascending or descending
order on the Groups table. To sort by a specific column value, click the column header to
switch between ascending and descending.

By default, the Groups tab is sorted in descending order (A-Z) on Name.

See more Group data

Like in the Activity and Networks table, clicking on the blank space in a given row will show
you more information on a particular group.

sg-okta-simubiz-fulltime
global.simubizww.com/simubiz technology inc/. ..

Demo Okta

N/A

14

46

Group

This will open a slide panel from the right side of the page, that has 2 tabs - Applications and
Changelog
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» Clicking on View Activity for a particular application will take you to the user's Activity
tab, pre-filtered on events associated with the selected application

» Clicking on the Application name will take you to the Users page, pre-filtered on the
Application name so you can see all other users who have been assigned the selected
application

» Clicking on a Group name in either the slide panel or the Changelog widget will take
you to the Users page, pre-filtered on the Group name so you can see other users
associated with the selected group

To close the slide panel, click the X in the top right corner, or click anywhere outside of slide
panel.

Group visualizations
The Groups tab has 2 widgets that display data about a user's group assignments and group
changes.

* Hovering over a segment of a given bar will display a tool tip with the date, change
type, and event count. By default the view is set for 30 days, but this can be adjusted
to see a wider or smaller window of time using the + and - buttons in the top right
corner of the widget

» Hovering over a bar will display the median number of groups per user for each
category

To export any of the visualizations, click on the 3 line button in the top right corner of the
desired widget. Downloading as a SVG or PNG will export an image, whereas downloading as
a CSV will export the raw data for you in CSV format.

Download SVG
Download PNG

- Download CSV l
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Checks Tab

Overview

The Checks tab in the User 360 shows a detailed view of all of a user's current check
failures/observations, the reasons a user has failed a particular check, and other information
related to the user's check history. Understanding the various checks a user is failing at once,
or in close succession, can make it more obvious to identify an active attack or possible
compromise on a given user's account.

The Checks tab is the last tab of the User 360. You can also see the number of checks a given
user is currently failing next to the tab name. In this article, we will go through the data and
functionality available on the Checks tab including:

 Different types of Checks
» The elements in the Failing Checks table and Resolved checks table
» How to access a check failure's explainability

* How to triage a check failure
The Checks tab is not visible if a given user is not part of the protected population.

Users > nuske.mcquillen@simubiz.com

N NuskeMcquillen @ NewYork, NY,US » Active Overview Activity Networks Devices Applications Groups Checks 4 < Actions <
© nuske.moquillen @simubiz.com
Failing Checks c
Name Result Times Excluded First Reported (UTC) Last Reported (UTC) User/Manager Notified Admin Notified

Activity From Untrustworthy ISP W2
v Failure 0 Aug 21,2024 11:22:14 Aug 26, 2024 17:52:27 Not notified
Moderate Latest Aug 23, 2024 00:33:50 UTC
Allow/Block Email Logins 1
Failure 0 Aug 22, 2024 13:41:14 Aug 26, 2024 17:52:27 Not supported
+ Critical Latest Aug 23, 2024 00:35:32 UTC
User Has Directly Assigned Application Notifications are not configured.
Failure 0 Aug 11, 2024 11:48:24 Aug 26, 2024 17:52:27 Not supported
«Low Configure in check settings
Personal VPN Usage Notifications are not configured.
- Failure 0 Aug 21,2024 11:22:14 Aug 26, 2024 17:52:27 Not notified
~Low Configure in check settings
Unused Application for a User
- Failure 0 Aug 3, 2024 11:28:01 Aug 26, 2024 17:52:27 Not notified
«Low
Resolved Checks
Name Result Total Handling Time Time To Resolve Resolved Date (UTC)
Total mitigated checks Total excluded checks
Rare Browser Activity Mitigated 26 days N/A May 31, 2024 18:55:16 3
Median per user: 2
IP Threat Detected Expired 14 days 14 days May 30, 2024 03:26:27
Users Sharing Authenticators Mitigated 11 days N/A Apr 1, 2024 07:56:49
Provider User Type Missing Excluded N/A N/A N/A

Different Types of Checks

When looking at the available checks in the platform, you may notice that some checks are
marked as Identity Posture Insight checks, while others are marked as Identity Threat Insight
checks. Behind the scenes, Cisco Identity also categorizes checks as either state based or
event based to retain and display a user's check history.



| Understanding your users | 95

State based checks and event based checks have different triaging capabilities, but also
slightly different interaction experiences within the Checks tab of the User 360 because event
based checks store Observations, or a history of check failures for a specific check for a
given user.

To learn more about the different types of checks within Cisco Identity in general, refer to our
Understanding Check failures documentation. More information about the Observations Ul
and functionality specifically within the User 360 Checks tab can be found below throughout
this article.

Checks table elements

On the Checks tab, there are 2 different tables - the first table displays the checks that a
given user is currently failing. The second table shows the given user's resolved checks,
which are checks that the user is no longer failing. If the user does not have any resolved
checks you will only see the Failing Checks table. If the user is not currently failing any
checks, you will only see the Resolved Checks table.

Below, we will explain the fields that appear in each table, as well as the definition of each
field.

Failing Checks

Name

The name of the failed check

Result

Failed check status. Always listed as Fai | ure

Times Excluded

The total number of times a given user has been excluded from a particular check
First Reported (UTC)

The date and time of the first failed observation for a particular check for a given user
Last Reported (UTC)

The most recent date and time of a failed observation for a particular check for a given user
User/Manager Notified

The number of times a given user or their manager has been notified about a particular check
failure, and an icon representing the method used to notify (Email, Slack, Teams, etc).
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If a notification target is not set for a particular check, a message prompting you to configure
the notification is shown in this column.

Note: Only some checks support notifying end users or managers. For checks that do not
support notifying end users or managers, this column will say ‘Not Supported'. If notifications
are supported, but have not been sent to end users or managers, the column will say ‘Not
Notified’

Admin Notified

The number of times an admin has been notified about a given user failing a particular check,
and an icon representing the method used to notify.

If a notification target is not set for a particular check, a message prompting you to configure
the notification is shown in this column

Failing Check Observations

If there has been more than one observation for a check failure, the row can be expanded
using the arrow to the left of the check name, so that you can see the history of observations.

Up to 5 observations will be displayed by default, but you can click the ‘See More’ button
under the last observation to see additional events if they exist. Observations are displayed in
order from newest (top) to oldest (bottom).

Personal VPN Usage . Notifications are not configured.
- Failure 0 Apr 15, 2024 05:16:37 Jun 26, 2024 05:16:57 Not notified
«Low Configure in check settings

Observed At Source Feedback Provided Feedback Date

Jun 19, 2024 13:14:12 > N/A N/A = eee

Jun 19, 2024 05:14:54 O N/A N/A

The fields available for observations are:

Observed At

The date and time a given observation was recorded

Source

The identity source associated with a given failing observation
Feedback provided

The user who provided feedback on a given observation, if applicable. If there has been no
feedback, the value is N/A.

Feedback date

The day and time a user provided feedback on a given observation, if applicable. If there has
been no feedback, the value is N/A.
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Resolved Checks

The fields available in the Resolved Checks table are:
Name

The name of the resolved check

Result

Resolved check status: Expi red, M ti gat ed, or Excl uded (includes email of Cisco Identity
User who excluded and comment, if present)

Total Handling Time

The number of days elapsed between the first date a check/observation failed and the date it
was resolved

Resolved Date (UTC)

The date and time that a check/observation was no longer failing for a given user

Resolved Check Observations

Similarly to failed check observations, if there has been more than one resolved observation
for a check failure, the row can be expanded using the arrow to the left of the check name, so
that you can see the history of resolved observations.

Up to 5 observations will be displayed by default, but you can click the ‘See More’ button
under the last observation to see additional events if they exist. Observations are displayed in
order from newest (top) to oldest (bottom).

Resolved Checks
Name Result Total Handling Time Time To Resolve Resolved Date (UTC)

Sign in Threat Detected
a Mitigated 3 days N/A Mar 25, 2024 15:50:16
+ Moderate

Observed At Source Feedback Provided Feedback Date

Marked as interesting
Mar 22, 2024 13:11:51 ) Mar 25, 2024 15:50:16

ohn®@simubiz.com

) Marked as interesting

Mar 19, 2024 13:18:06 Mar 21, 2024 15:22:50

ohn®@simubiz.com

Resolved check widgets

Under or next to the two checks tables are also two small widgets with the number of
mitigated checks a given user has, the number of checks a given user has been excluded
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from, and the median count per user for your tenant.

Total mitigated checks Total excluded checks

Mediian per user. 2 Median per user. 0

Diving deeper into a check failure

For each failing check, you can click in and view more information about that particular failing
check, along with the most important context, such as the actions that contributed to the user
failing a given check and high level context about that user. This is called the ‘check
explainability'.

To review the check explainability, click on any blank space in the row related to the specific
check or observation you'd like to dig into. This will open a slide panel from the right side of
the page.

To access an observation's explainability, you can also click the button on the right side of the
observation row, outlined in blue in the screenshot below. To close the slide panel, click the X
in the top right corner of the panel, or click anywhere outside of slide panel.

Weak MFA Was Used To Successfully Sign In /\ Notifications are not configured.
a Failure 0 Jun 27, 2024 04:28:25 Jun 27, 2024 04:29:41 Not notified . . .
< Critical Configure in check settings

Observed At Source Feedback Provided Feedback Date

The explainability available will vary from check to check based on what information or
context is most relevant for a particular check, and can include information such as user title,
failing data source, factor type, application accessed, IP address used, etc.

Jun 27, 2024 04:26:57 | Sk | N/A | N/A

For event based checks, within the explainability panel you can get more information from the
given user's Activity tab by either clicking the View in Activity button to navigate to the
Activity tab pre-filtered on all events related to that check failure, or clicking on a See in
Context button which takes you to the Activity tab pre-filtered on events that occurred in the
hour directly before and after the check failure.

Resolved check explainability

Resolved checks also have explainability if the check failure was observed 7 days ago or
less. If the check is less than 7 days old, you can access the explainability in the same was as



| Understanding your users | 99

actively failing checks - by clicking in the blank space.

If the check failure was observed more than 7 days ago, the slide panel will appear with the
recommended actions only. You can still access the check failure explainability of these older
observations by clicking the 3-dot button on the right hand side of the row, and selecting
View Logs. This will take you to the User's Activity tab, pre-filtered on the check failure. Then,
find the desired failing ‘Observation Added’ event and click the blank space of that row to
open the side panel with the check explainability.

How to triage a user's check failure

Once you have looked into a user's failing check(s) to understand more about the user and/or
complete an investigation, you can then take action in a few different ways. To learn more
about the available actions, how to use the different actions, or any additional permissions
needed to use certain remediation actions, read our Remediation Actions documentation.

To respond to a specific check failure for a specific user, you can use the 3-dot button on the
right hand side of each row, you can submit feedback for each unique observation:

+ Exclude a user - Removes the user from the list of check failures and stops them from
being evaluated against a given check for a specified time frame. You can also leave a
comment explaining why this user has been excluded from this check for that amount of
time. Check will appear in Resolved Checks table in Checks tab of User 360

» Cisco Identity team compiles this data to determine if customers find the detection
accurate or not, so logic improvements can be made if needed

» Cisco Identity team compiles this data to determine if customers find the detection
accurate or not, so logic improvements can be made if needed

After making a change, allow time for the User's checks-related data to update during the
next scheduled checks run.

There are also additional remediation actions, such as Reset MFA, Log out User, Delete
User, Quarantine, etc, that can be taken on a given user's account, depending on the sources
associated with a given user and the permissions configured at the data source.

These actions can be found in the Actions button to the right of the User360 Tab names for a
given user. The Remediation Actions documentation has more information about the different
actions available, the permissions needed, compatible sources and how to use them.
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