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Cisco ldentity Integrations

Configuring Integrations

Cisco ldentity integrates with a number of identity providers (IdPs), Human Resources
Information (HRIS) platforms, or critical business applications to ingest data about the users,
Non-human identities (NHIs), devices, and applications present in these sources.

With this data, Cisco Identity not only creates a singular place to gain visibility into all these
entity types across all your connected sources, but it also generates insights and alerts that
can be sent to various messaging platforms, ticketing systems or SIEMs so that your team to
consume this valuable info in the tools already used throughout their day.

Use the cards listed below, which are categorized by integration , to review the available
integration options and to jump to the relevant setup guide. Some cards open an overview
page with multiple setup methods. You can also refer to the sidebar menu navigation on the
lefthand side of this page to navigate directly to the docs for an integration of interest.

Accessing your Cisco Identity tenant with Duo Single Sign-On

Access to Cisco Identity tenant is managed with Duo Single Sign-On or via Cisco Security
Cloud Control, depending on your product licensing.

For Duo Advantage or Premier customers

Review the Duo setup guide for more information on how to enable and configure access to
Cisco Identity via your Duo Admin Panel.

For all other customers (including Duo Essentials or Free customers)

Review the documentation for the respective Cisco product (Firewall, Secure Access, XDR,
etc.) that entitles you to limited usage of Cisco ldentity via Security Cloud Control. Follow the
Cisco Identity setup steps associated with your licensed product.

Identity Sources

Identity Sources are the primary data sources that Cisco Identity uses to build entity graphs
and analyzes to generate interesting insights, reports, or detections - also known as Checks.

Multiple providers can be configured per tenant. Multiple instances of a singular provider can
also be configured if needed (ie: you can add 3 integrations for Salesforce if your org has
multiple, separate Salesforce environments that it would like to monitor)

For details on specific provider sources, such as how to configure an integration, what
permissions are needed, etc, locate the integration that you are interested among the cards
listed below, or via the side menu navigation, and review the specific article for that source.


https://docs.oort.io/understanding-check-failures/oort-insights
https://duo.com/docs/identity-security#overview
https://securitydocs.cisco.com/docs/duo/everywhere/solution/160003.dita
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If you want to learn about how Cisco ldentity generally handles data type collection, refer to
our article on Managed Integrations.

Identity Providers (IdPs) & Directories

These integration sources provide Cisco Identity with data regarding core identities, access
events and sign-in events. Many of them also share data regarding NHIs, Apps, and Devices.

e AuthO

» Microsoft Active Directory — On-Premise Active Directory

* AWS Identity Center

* Duo Security

* Microsoft Entra ID Data Integration — Formerly Microsoft Azure AD
» Azure Event Hub Log Streaming for Microsoft Entra ID

+ Google — Covers both Google Workspace & Cloud Platform (GCP)
» Okta Data Integration

» Okta Log Streaming AWS EventBridge

» Okta Workflows

» PingFederate

» SCIM Provisioning

HRIS

HR data often acts as the source of truth for identities in the workplace, making them valuable
sources of information

Leverage these integrations to sync workforce data alongside IdP and other SaaS app data
within Cisco ldentity and uncover gaps or process issues with user lifecycle flows (joiners,
movers and leavers), automated processing, etc. that introduce risk to your organization.

« Workday (RaaS)

» UKG Pro (via SCIM)
» Google Sheets

» SCIM Provisioning

« Manual Import (CSV)

* Crowdstrike

Critical business applications & other security tools
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Organizations typically host a variety of critical and sensitive company info and processes
across multiple, disparate tools. This type of info can include protected customer data,
mission-critical systems to run your org's products or services, intellectual property and more,
and are often forgotten when thinking of a wider org's enterprise security, making them
interesting targets for attackers.

Cisco Identity can integrate with several commonly used and often sensitive SaaS
applications, as well as other security products, to ingest this data and leverage it as
additional sources of information about the users, NHIs, devices, and apps within your
environment to further enrich your IdP/directory data with more context and generate different
types of insights.

» Bloodhound Enterprise
» Datadog

 Github

o Jamf

* OpenAl

» Salesforce

» Snowflake

* Webex Directory — Docs for Webex as a notification target for alerts are in Notifications
section

« Shared Signals Framework (SSF) and SSF Receivers
« AppOmni (via SSF)

« Cisco ldentity Services Engine (ISE)

Notifications and outbound integrations

Use these integrations to route alerts, notifications, and event streams out of Cisco Identity.

Notification Targets are configured to allow Cisco Identity to communicate information
regarding checks and other alerts to an external system. These alerts can be sent via email, or
via messaging systems including Microsoft Teams, Slack and Webex.

Cisco Identity also integrates with a couple email providers to allow customers to further
customize the notifications Cisco Identity sends - for example, to change the domain address
of the email so it is sent from your org's own domain.

Additionally, you can configure Cisco Identity use our Webhook system to send alerts to any
external systems that can accept webhook events, even if there is no native integration
supported, and to build automated processes using this info from Cisco ldentity.

« Email Notifications
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» Microsoft Teams Notification
« Slack

» Webex Notification

* Webhooks

e Mailgun

» SendGrid

SIEMs

Use these integrations to stream Cisco ldentity detections into your org's analytics and
security operations platforms (SIEM/SOAR).

* Azure Sentinel SIEM
» Splunk

 Webhooks

Ticketing and response workflows

Use these integrations to open and manage response tasks in external ticketing systems that
are part of your organization's workflows.

o Jira

* ServiceNOW

Managed Integrations

For each Provider Data Integration, Cisco Identity needs to collect various data types to
surface specific user information or alert on certain checks. We are constantly adding new
data types, which can be a burden for Admins to add manually and stay on top of. We
developed Managed Integrations to automatically enable data types for your integrations so
that you no longer need to continuously check your data integrations to enable newly added
data types.

This article will explain how managed data types appear when configuring a new integration,
how to modifying an existing integration's data types, as well as the differences between
having a managed or unmanaged integration, and required vs additional data types.

Creating a new data integration with managed data types

To create a new data integration:

1. Navigate to the Integrations tab within Cisco ldentity and select the blue + Add
Integration button on the right side of the screen

2. Select the data integration type you would like to configure (Okta, Azure, etc)
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3. Fillin the require fields displayed on the General Settings tab and click the blue Connect
button on this page

Note: For most integrations, initial setup steps are required on the data integration side to
create keys, secrets, etc needed to fill in the fields of the General Settings page. To learn
more about what steps are needed for each specific data integration, refer to the
documentation for the [desired integration] 4. Once you have clicked Connect, Cisco Identity
will test the connection to the integration to ensure the information provided is correct, and
will read the licenses/permissions associated with that data integration to determine what
data types are available 1. The connectivity test can take a few minutes to run. All the
information is saved, so you can leave this page and come back later if needed 5. If the
connectivity test is successful: Your integration will be saved with the appropriate managed
data types based on the licensing/permissions/etc detected for the integration. On the
Integrations page, you will see Connectivity: Successful and Collection Status: Success in
the table for the given integration. 6. If the connectivity test fails: If you did not navigate
away from this page during the connectivity test, you will see an error message. Review the
data that was entered for each field on the General Settings page to make sure there are no
mistakes. If there are no errors, click Keep and Continue to save the integration. On the
Integrations page, you will see Connectivity: Disconnected and Collection Status: Disabled
in the table for the given integration 1. Click Edit Settings for the given integration on the
Integrations tab 2. Go to the Advanced Settings tab to review the data types. Here you may
see some questions regarding license types, permissions, APl permissions, etc that have
been filled out according to the integration data received during the connectivity test 3.
Adjusting the answer to any of these questions will change which managed data types are
selected for the integration. If any answers are incorrect, fill in the correct answer and confirm
the necessary permissions, etc are correctly configured on the data source side as well 4.
Click Save

For how to modify an existing integration, [jump to the section below].

Managed vs unmanaged data integrations

By default, all data integrations are managed integrations upon creation. You can determine if
a data integration is managed or unmanaged by looking at the Advanced Settings page for
that integration.

Note: We highly recommend keeping integrations in managed mode to save time and make
sure you aren't missing out on any data!

If your integration is managed, when Cisco Identity adds a new data type for a specific
integration, the data type will automatically be enabled and collected for you (assuming the
integration has the necessary license, permissions, etc for this data type ).

If your integration is unmanaged, when Cisco Identity adds a new data type for a specific
integration, the data type will NOT be automatically enabled and collected. You will need to
go to the specific Integration, select Edit Settings, go to the Advanced Settings tab for the
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integration and manually select each new data type to start collecting that data. Since new
data types are added continuously, you will need to return to each integration page regularly
to review any new data types that have been added and enable them.

To change a data integration to managed or unmanaged, use the toggle found on the
Advanced Settings tab of each data integration.

General Settings  Event Streaming

Allow Cll to manage data types?

® Managed

The following data types will be collected:

Required (17) +

Cancel | | Save

Required data types vs Additional data types

Within each data integration, there can be required data types and additional data types.

Required data types are greyed out and cannot be disabled regardless of if the integration is
[managed or unmanaged]. These are data types that must be enabled for the data integration
to be configured and working properly. Cisco Identity may add or remove new data types to
the required data types, if needed.

Additional data types are most often associated with the questions at the top of the
Advanced Settings tab because the additional data types will vary depending on a given data
source's licenses, permissions, etc. These questions are answered automatically based on
the connectivity test results, but the responses can be modified if needed, which will impact
which data types are collected automatically and visible on this page.

Note: If the integration is not licensed for or doesn't have the correct permissions for a
selected data type, you may see errors on the Integrations page noting that the data
collection for that integration was not fully successful. If a data type is incorrectly enabled,
Cisco Identity will fail the data collection for only that disallowed data type, but will still collect
for all other allowed data types.



General Settings Event Streaming

Please confirm the following:
Do you have a Premium P1 subscription?
O Yes @ No

Do you have MailboxSettings.Read permission?

O Yes @ No

Allow Cll to manage data types? ()

@D Managed

The following data types will be collected: (D)
Required (16) v

Users Groups

Groups to Users

Service Principal Sign In Activity

Allow Cll to manage data types?

(' Unmanaged

Advanced Settings
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Do you have Microsoft Intune?

O Yes @ No

Do you have a Premium P2 subscription?

O Yes @ No

Applications

Applications to Groups

Directory Roles

Organization Devices

Additional data types will be greyed out and not editable if the integration is [managed]. If
the integration is [lunmanaged], any additional data types will have a check box next to it,
indicating that this data type can be modified.

Though it is possible to deselect additional data types, we highly recommend not removing
additional data types to ensure you are collecting as much information as possible for
each user and to not impact any checks that may rely on this data.

New data types added in the future will not be automatically enabled and some checks may not perform

optimally.

The following data types will be collected: (O

Required (16) v

Users

Service Principal Sign In Activity

Premium License (6) ~

Event Logs
Risky User Events
Intune (2) v

Devices

Office 365 Service Principals (2) v
Mailbox Settings

P2 License (1) ~
Risky Users

Applications to Users

ect Reports

ervice Principal

Audit Logs

Authenticators to Users

Device Audit Events

Message Rules

Applications
Applications to Groups
Directory Roles

Conditional Access Policy

Organization Devices

MFA Factors

Provisioning Events



| Microsoft Entra ID Data Integration | 8

Modify an existing integration's data types

Existing integrations can be modified via the Advanced Settings in a few ways related to this
topic:

« Change an integration from managed to unmanaged, or vice versa, by using the toggle on
the Advanced Settings tab to change between managed and unmanaged

« Add or remove additional data types by changing answer(s) to the questions and/or
change integration to unmanaged to select/deselect any non-required data types (Note:
Required data types cannot be removed)

Microsoft Entra ID Data Integration

Overview

Cisco ldentity’s platform can analyze authentication events in Microsoft Entra ID (formerly
Azure AD) to give insights into how users are accessing your applications. In order to provide
Insights, you have to set up an integration between Microsoft Entra ID and Cisco Identity for
analysis. This document will walk you through the process of setting up API access inside of
Entra ID and will also walk you through the complementary set up inside of the Cisco Identity
console.

Important Notes
+ UPDATE [2026.07.20] - Please note the updated API permissions required to collect Entra
ID agent data types for non-Marketplace based integrations - see section below. After
adding the API permissions, review the Advanced settings tab of the integration and set
the corresponding data type selection to Yes

Integrations > Edit Settings

Edit Microsoft Entra ID Settings

General Settings Event Streaming

Advanced Settings

Please confirm the following:

Do you have a Premium P1 subscription?

Do you have Microsoft Intune?
(@) Yes O No

Has your Entra Cll application been granted SecurityAlert. Read.All
and Securitylncident.Read.All permissions?

) Yes O No

Allow CIl to manage data types? C

'® Managed

Do you have a Premium P2 subscription?
®) Yes O No
Do you have MailboxSettings.Read permission?

)) Yes O No

Has your Entra Cll Application been updated with the permissions
required to collect agent data types?

®) Yes O No
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» Microsoft Licensing - Please see the section below for the implications of Microsoft
product licensing on Cisco Identity data collection for specific data types.

* Microsoft Entra ID B2C is not supported.

« This integration is for Entra ID data collection. For SSO to your Cisco Identity tenant using
Entra ID, please use Duo SSO with Entra ID as an external authentication source (article).

« If this is a brand new Microsoft Entra ID tenant, for instance a development environment,
then make sure to enable a Microsoft Entra ID subscription and resource provider.

Entra ID Integration

At a high-level, Entra ID has different activity log types which each contain different sets of
information. Cisco Identity will ingest the Sign-ins and audit logs, as well as the Directory
data. Sign-in and audit logs are available through the Microsoft Entra ID portal.

» Sign-ins - Information about sign-ins and how your resources are used by your users.

» Directory - User and Group information from your Entra ID.

Entra ID Sign-in Log Availability
Sign-in logs are available via Microsoft Graph API for 30 days inside Entra ID with a Premium
subscription (P1 or P2).

Note - sign-in logs are NOT currently available via Graph API with non-P1 or P2 Entra ID
subscriptions, e.g Microsoft Entra ID Free.

« Reference:

« Data Retention - https://docs.microsoft.com/en-us/azure/active-directory/reports-monit
oring/reference-reports-data-retention

» Sign-in Logs - https://docs.microsoft.com/en-us/azure/active-directory/reports-monitor
ing/concept-sign-ins
Based on this 30 day retention, Cisco Identity will start ingestion with the last 30 days of logs.
On subsequent log collections, Cisco Identity will ingest only the latest logs.

Manual App Registration Setup Steps

This section details the manual process to create the Entra ID app registration for Cisco
Identity data collection.

Note: You do not need to complete this section if you prefer to use the method detailed
below. Skip to that section.

There are 2 high-level steps you need to go through to set up your Microsoft Entra ID API key
then connect it to Cisco ldentity.

1. Setup App registration with APl permissions and create an app secret in Microsoft Entra
ID


https://learn.microsoft.com/en-us/azure/active-directory-b2c/overview
https://duo.com/docs/sso#configure-the-duo-single-sign-on-app-in-entra-id
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-data-retention
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-data-retention
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins
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2. Add Entra ID API details to Cisco Identity Dashboard

Setup App and API secret in Microsoft Entra ID

Next, we will create the app in your Microsoft Entra ID tenant, assigning the correct
permissions, and add an API secret.

Add an app in your Microsoft Entra ID tenant

1. Go to Microsoft Entra ID...App registrations

2. Select New registration

ﬁ Home

*

Favorites

Identity
Overview
Users
Groups

Devices

& 8 32 » 0 ¢

Applications
Enterprise applications
I App registrations

E] Protection

N

Home >

App registrations = -

T New registration @ Endpoints f‘ Troubleshooting C' Refresh L Download [ Preview features F’!? Got feedback?

New registration

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide tect
Applications will need to be upgraded To Microsoft Authentication Library (MSAL) and Microsaft Graph. Lear more

All applications Owned applications  Deleted applications

2 Start typing a display name or application (client) ID to filter these r... F add filters

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

3. Fill in the details for the new app

» Name this app “Cisco Identity Data Integration” or something similar

« Make sure to select “Accounts in this organizational directory only (Your Entra | D
t enant name only - Single Tenant)”

* No redirect URl is required - leave these fields blank

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (MBS o-'y - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox) '

O Personal Microsoft accounts only

Help me choose...

4. Select Register

» Application (client) ID

+ Directory (tenant) ID
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Home » App registrations >

Ei; Oort Data Integration Test 11_13_23 »

I;J Search I « [ Delete & Endpoints [ Preview features

Lot @EERTET o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for di

& Quickstart
#" Integration assistant ~ Essentials
Manage Display name . Cort Data Integration Test 11 13 23
- ) ) I Application (client) ID © 2e22f34e-0481-4195-bb14-9290853b 1eec I
&= Branding & properties
Object 1D . 096ad325-75b0-461b-8541-0fafed062585

3 Authentication

| oirectory dtenanty D : es4b7055-e4b5-4288-8b27-db35999ebd31 |

Certificates & secrets ; A
Supported account types : Multiple organizations

Il Token configuration

- AP| permissions o Welcome to the new and improved App registrations. Looking to learn how it's changed from App

& Expose zn API

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authenti

=4 App roles updates but we will no longer provide feature updates. Applications will need to be upgraded to M

s Owners

&, Roles and administrators A\ Starting November Oth, 2020 end users will no longer be able to grant consent to nawly registered

6. Proceed to the section once complete

Understanding Cisco Identity APl Permissions for Entra

There are two sets of API permissions that can be used with your Cisco Identity tenant
+ Read-only - used for data ingestion and analysis only

« Read/write (which includes the first set of read-only permissions) - read/write
permissions are used for the defined list of Cisco Identity [Remediation Actions].

Remediation actions can only be taken by administrator or help desk roles in Cisco Identity
and are limited to the list in the above article. This table outlines the relationship from
remediation actions to the API permissions.

Write Permission

User.ReadWrite.All, User.Manageldentities.All, Directory.ReadWrite.All
Associated Remediation Type

Update User Type, Delete Guest User

Write Permission

User.ReadWrite.All, Directory.ReadWrite.All

Associated Remediation Type

User Log out

Write Permission
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UserAuthenticationMethod.ReadWrite.All

Associated Remediation Type

Reset MFA

Write Permission

User.ReadWrite.All

Associated Remediation Type

Delete Guest User

Add API Permissions

The instructions below are shown for full read/write capabilities. For a read-only model,
please omit the read/write APl permissions.

1. Go to APl Permissions under your newly created Cisco Identity Integration app

2. Select Add a permission

Home » App registrations > Oort Data Integration Test 11_13_23

- Oort Data Integration Test 11_13_23 | APl permissions =

P Seard

B overview

& Quickstart

# Integration assistant
Manage

= eranding & properties
—3 Authentication
Certificates & secrets
Token configuration
“ API permissions

@ Expose an AP

Bi Approles

&8 Owners

aks Roles and administrators

il Manifest
Support + Troubleshooting

2 Troubleshooting

& New support request

‘:_;' Refresh F'Ij Got feedback?

A\ Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN 10

° The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. Th
organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permis
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission " Grant admin consent for vrhix

API / Permissions na e Description Admin consent requ... Status

~ Micrasoft Graph (1)

User.Read Delegated  Sign in and read user profile No

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,

3. Select Microsoft Graph
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Request APl permissions

Select an API

Micros

oft APls  APls my organization uses My APIls

Commonly used Microsoft APls

S /

Access Microsoft Entra ID, Excel, Intune, Outlock/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
through a single endpoint.

\
4‘\ Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility + Security, and Windows 10.

4. Select Application Permissions

NOTE - Permissions to be added below must ALL be of type Application
AgentCardManifest.Read.All

Agentldentity.Read.All

AgentldentityBlueprint.Read.All
AgentldentityBlueprintPrincipal.Read.All

Agentinstance.Read.All

Application.Read.All

AuditLog.Read.All

DeviceManagementApps.Read.All (requires Intune license)
DeviceManagementConfiguration.Read.All (requires Intune license)
DeviceManagementManagedDevices.Read.All (requires Intune license)
Directory.Read.All

Group.Read.All

GroupMember.Read.All

IdentityRiskEvent.Read.All

IdentityRiskyAgent.Read.All (requires P2 license)
IdentityRiskyServicePrincipal.Read.All (requires P2 license)
IdentityRiskyUser.Read.All (requires P2 license)
MailboxSettings.Read

Policy.Read.All

Reports.Read.All
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» Synchronization.Read.All
e User.Read.All

* UserAuthenticationMethod.Read.All
* User.ReadWrite.All

¢ User.Manageldentities.All
» Directory.ReadWrite.All

« UserAuthenticationMethod.ReadWrite.All

7. Once added to the list, select Add Permissions, then select Grant admin consent. Then
select Yes

= Add a permission I\/ Grant admin consent for vrhix I

APl / Permissions name Type Description Admin consentreq...  Status
~ Microsaft Graph (19)

Auditlog.Read A Application  Read all audit log data e A\ Not granted for vrhix
DevicelManagementApps.Read Al Application  Read Microsoft Intune apps Yes A\ Not granted for vrhx
DeviceManagementCanfiguration.Read All Application  Read Microsoft Intune device configuratio... Yes A\ Not granted for vrhlx
DeviceManagementManagedDevices Read Al Application  Read Microsoft Intune devices Yes A\ Not granted for vrhix
Directory.Read Al Application  Read directory data e A\ Not granted for vrhlx
Directary.ReadWrite.Al Application  Read and write directory data Yes A\ Not granted for vrhlx
Graup.Read.A Application  Read all groups ‘es A\ Mot granted far wrhix
GroupMember.Read.Al Application  Read all group memberships es A Not granted for vrhix
IdentityRiskEventRead.Al Application  Read all identity risk event information Yes A\ Not granted for vrhlx
IdentityRiskylser.Read.All Application Read all identity risky user information Yes A Not granted for vrhix
MailboxSettings.Read Application  Read all user mailbox settings Yes b Not granted for vrhlx
PolicyRead.All Application  Read your organization's policies Yes A\ Not granted for vrhix
Reports.Read.All Application  Read all usage reports Yes A\ Not granted for vrhlx
User.Manzageldentities A Application  Manage all users identities Yes A\ Not granted far wrhix
User.Read Delegated  Sign in and read user profile No

User.Read All Application  Read all users’ full profiles Yes A\ Not granted for vrhlx
User.ReadWrite Al Application  Read and write all users’ full profiles Yes A\ Not granted for vrhix
UserAuthenticationMethod Read.All Application  Read all users' authentication methods Yes A Not granted for vrhix
UserAuthenticationMethod ReadWrite. A Application  Read and write all users' authentication m...  Yes A\ Not granted for vrhx

8. Proceed to the section of the documentation

Create Client secret

1. Go to Certificates & Secrets under your Cisco Identity Integration app

2. Select New client secret

3. Fill in the description, such as “Cisco Identity Integration", and the desired Expiration
timeframe for the secret, (i.e. 12 months). Select Add
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Home > App registrations > Oort Data Integration Test 11_13_23 Add a client secret X
Oort Data Integration Test 11_13_23 | Certificates & secrets #
Description ‘ Qort Data Integration Secret
‘ AP Gotfeedback? Expires [ 265 days (12 months) ~]
B overview
Quickstart Credentials enzble conficential applications to identify themselves ta the authentication service when receiving tokens at a we

scheme). For 2 higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
#  Integration assistant

Manage
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
B Branding & properties

D Authenticati
D Authentication Certificates (0)  Client secrets (0)  Federated credentials (0)

Certificates & secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application |
11l Token configuration

© APl permissions + New client secret
& Expose an AP Description Expires Value © Se
Ei App roles

No client secrets have been created for this application.
did Owners

&i. Rales and administrators

[l Manifest

4. Save the Secret ID and Secret Value, as these will be used later in the Cisco Identity
dashboard

» Select the copy icon to copy and save both to a secure location

» Important: Once you leave this page you WILL NOT be able to get the secret value
again. If lost, you will have to delete and create a new one

Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

~+ New client secret

Description Expires Value O Secret ID

Test Nov 2024 11/14/2025 b, Brssm———— 20f4c6324b T 0]

5. You can now proceed to the section if you would like to ingest data regarding
Azure-specific non-human identities and analyze access to Azure resources
(recommended). Otherwise, go to Skip the section referencing the

Azure Marketplace App Data Integration (Beta release)

Notes

At the present time, when the Azure Marketplace app is updated, for example to include new
API permissions for new features and data collection, an existing instance of the application in
your Entra tenant is not updated.

The app must be removed and reinstalled to obtain the latest version.

Pre-requisites
» An Azure Subscription - this is separate from an Entra ID P1 or P2 license referenced

above and is required for the creation of User-assigned Managed Identities and Resource
Groups.

» Azure / Entra admin permissions sufficient to

» Create a User-assigned Managed Identity
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» Add a role to a Managed Identity which allows it to create App Registrations and Service
Principals - Application Administrator role contains the minimum permissions required

» Azure Resource group to deploy Azure Marketplace application. Consider creating or
using an EMPTY resource group, in case of any resource group-level policies that may
cause issues

Create Managed Identity and assign Entra ID role
1. Go to portal.azure.com
2. Select Create a resource

_ 0 Search resources, services, and docs (G+/) I ¥ Copilot D

Azure services

+|la & = @ B O -

Create a Marketplace Microsoft Entra Event Hubs Resource Azure Virtual Subscriptions Deploy a Bot Services More services
resource ID groups Desktop custom...

3. In the search box, enter “user-assigned managed identity” and select the resource to
create it

Home » Create a resource >

Marketplace

Get Started

[ |,':' user assigned managed identity] . || Pricing : All < Operating System : All < Publisher Type : All <

Service Providers

D Azure services only

¥+, New! Get Al-generated suggestions for ‘user assigned managed identity'

Management

Private Marketplace

Private Offer Management
Showing 1 to 3 of 3 results for 'user assigned managed identity’. Clear search

}-\, AC3 (‘

My Marketplace

Favorites |
My solutions User Assigned Managed AC3 Cloud Management Informatica Enterprise Data
) Identity Managed Service Preparation

Recently created Microsoft AC3 Informatica
Private plans Azure Service Managed Services Azure Application

User assigned managed identities Get your Azure subscriptions Empowers Datalps teams to rapidly

. enable Azure resources (e.9. Virtual managed by the AC3 Managed discover, blend, cleanse, enrich,

Categories Machines) to authenticate to Services team transform and govern data

servicess that support Azure AD
dentity (2) authentication

Price varies
Al + Machine Learning (1)
Create ~~ < Create < Create Lw

Analytics (1)

4. On the creation screen, enter the following info: Subscription, Resource Group name for a
new resource group, ldentity name, and Region



Home » Create a resource > Marketplace »

Create User Assigned Managed Identity

Basics  Tags Review + create

Project details
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Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources.

Subscription* (@ | Sentinel N |

\_ Resource group * (0 | {New) Cll-test-mktplace-ATW % |
Create new

Instance details

MName * (O | Cll-mkt-integration-identity \/|

Region * (O | East US R |

Isolation Scope (@ | None R |

5. Proceed with Review and Create step. Create the managed identity

6. Go to Entra ID and navigate to roles

Home >

(i

| Overview

+ Add {5} Manage tenants (7] What's new

Overvi
| L) GIEsD @ Microsoft Entra has a simpler,

5 Preview features

d experience for managing all your Identity and Acces

57 Got feedback?

needs. Try the new Microsoft §

I Preview features

Overview Monitoring Properties Recommendations

A Diagnose and solve problems

' Manage Mo
9 & Search your tenant
& Users
Basic information
22 Groups

5 External Identities
" " MName

4. Roles and administrators
‘B

Tenant ID
& Administrative units

% Delegated admin partners Primary domain

i Enterprise applications License
[T Devices
Alerts

i App registrations

(&) Identity Governance
MSOnline PowerShell Retirement

A A

B> Application proxy Please migrate from any use of M50Online PowerShell

This module is deprecated and will retire in April
2025, Temporary outages for M50nline PowerShell

[ Custom security attributes

sa Licenses will occur between January and March 2025,
5 Cross-tenant Learn more 2
3 -

synchronization

Microsoft Entra Connect
M M faad

Setup guides

Users 58
Groups 9
Applications 85
Devices 4

Global Administrators

g [}
Microsoft recommends fewer than 5 Global

Administrators,

View privileged role assignments

7. In All roles, find Application Administrator role and select the number in Assignments

column
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Mome  arurechustercoe | Roles and administrators

F. Roles and administrators | All roles

L Dowedoad sugements () Refresh 50 Preveew heatures
ELLIE ) 7o create cuntom roles, your oranization needs Marosoft Entra 10 Premeum P1 or P2 Start a fee trial.
&, Protected actiors
K Disgnose and sche problems
vty dh Thare ave cumently 54 peivieged role assgrements. I i recommended to not esceed 101

Arcess revews

B Auditisgs

(7] Your Role: Global Adminitrates ahd 3 sthes sk

Administrative roles

B Got tesdback?

& Bulk operation results Admiriitsative foles are uied for GIanting Bocess for privikeged aetions in Micrenall Entra 1D, Wi recommend using these buil.in roies for delegating Bccess 7o mandge broad application configuralion Permiiiions wilheut Qranting BECrss 10 mankge

‘otfeer parts of Microsoft B

figur -
5 Trond g + 5t ot related 1o applcation canfiguration. Learm maore

L mene about Micseastt

ra 1D role-Based peees

Search by name or description Y Add filters
Role T4 Description Privibeged Ty A te Type
[ i administranor Manage al aspects of Microsodt 365 Copiot and Al-related enterprise services in Microsoft 365 o Buitin
r. Application Aderenistrator Can craite bnd manage all sipects of Spp Fegiirationd khd sRbepide Spi. [Parvscun | 4 Bult.in I
[ appiicanion Deveicpsr Can create sppication registrations independent of the ‘Users can register applications” setiing. [Panuscen | w Bultin
[ amack Paybosd Author Can create that an tor can [ Budt.in
[ mitack Simwitation Administrator Can ereiti s Fanage all 33pects of Amtbek mulstion Civgiign Bultin
] usribute Assigrenens Administeator Astign custom security attribute keys and vakees to supported Microwoht Entra objects. o Budt-in
[ masribute assignemens Reader Rad custom security attribute beys and vakues for supported Microsoft Entra objects o Budt.in
[] mnribute Defirtion Administratar Dt ane masage tha defiten of custem tsourity altsibutes Bultiin

8. Select Add assignments. Locate your managed identity by name, and assign it to the
role. Once you have completed these steps, proceed to the instructions in the section of

the documentation

Home > azureclustercoe | Roles and administrators > Roles and administrators | All roles > & Add assignments

2a Application Administrator | Assignments

All roles
Add assignments | v Tent é (?) Try changing or adding filters if you don't see what you're looking for.
. Diagnose and solve problems Search @
~ Manage O vou can alss assign built-in roles to groups now. Ley | -
£ Assignments 58 results found

Select a member

Privileged Identity Management | Microsoft Entra roles

() Try changing or adding filters if you don't see what you're looking for.

Cnly groups eligible for role assignment are displayed.
Learn more 3

Search

L ol

1 result found

All Users Groups Enterprise applications

Name Type

. ClI-mkt-integration-identity Enterprise ap...

Selected (1)

) Reset
. ClI-mkt-integration-identity
92eb98be-86d1-4ab3-909e-926d1d246420

Install Azure Marketplace Application

Details

92eb98be-86d1-4ab3-909e-926d1d246420

1. Within Azure or Entra ID portal, select Create a resource

2. Search for “Cisco Identity“ and select Entra ID Data Integration
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Microsort Aeure [ ——" == TR

Home > Create a resource >

Marketplace - X

Get Started

‘ P Cisco Identity - EntralD Data ... X Pricing : All X Operating System : All 3

Service Providers
(] Azure beneft digible anly © Publisher Type : All X Product Type : All X
Search with Al

[ Azure services only Publisher name : All X

+, New! Get Al-generated suggestions for 'cisco identity intell... X

Private Offer Management Clear
shewing 110 1 of 1 results for 'Cisco Identity Intelligence -

EntralD Data Integration”.

Management

Private Marketplace

8 Tile view ~
search

My Marketplace

. aliili,
Favorites e,

My solutions Cisco Identity Intelligence -

EntralD Data Integration
Recently created
Cisco Systems, Inc.

Private plans Azure Application

Cisco Identity Intelligence for ITDR:
Categories detect identiy risks and
compramised accounts.

Security (1)
Price varies

. Create ~ ]

DevOps (0 [ previous | page [1_ ] oft Next

: [ s varketplace ez [
3. Select the Free Plan option and Create it

4. Enter all the details into the relevant input boxes as per the table and example screenshot
below NOTE: As mentioned above, the Azure Resource group specified here to deploy
Marketplace offer MUST be empty. It cannot have other existing resources already
contained within it.

N~ ccoch esource sevices, and 6ocs (611 - TR

Home > Create a resource > Marketplace >

Create Free X

Basics  Application Configuration  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

subscription * (O | sentinel ~ ‘
L Resource group * (0 [ cti-test-mitplace-aTwW ]
Create new

€ This resource group contains existing resources. Choose an empty
resource group or create a new one.

Instance details

Region = O East US ~

Must be a new resource
group, not an existing
one.

A portalazurecom X



5. Select Next
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Microsort Aeure [ ——" == TR

Home > Create a resource > Marketplace >

Create Free %

Basics  Application Configuration  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * () [ sentinel

Resource group* () [ (New) Cir-test-mktplace-data ~ |
Create new

Instance details

Region * @ East US

& Give feedback__

https://portal.azure.com/# | %

6. Enter or select the following fields accordingly, as shown in the screenshot and table

below

Input Field

Region

Microsort Aeure [ ———" L= TR

Home > Create a resource > Marketplace >

Create Free X

Basics  Application Configuration  Review + create

Aapplication Name to create * @ ‘ Cli-D: i ‘
Assign write EXo] [ves ]
Tenant has Intune License * © [ves ]
Existing Managed identity name * ) [ Cll-mkt-integration-identin ]
Resource Group for Managed identity * [ ClI-test-mkiplace-ATW ~]

A Give feed back__
| %

Description

Which Azure region Deployment Script
should be deployed
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App Registration Name Name of App Registration for Data
Integration
Assign write permissions Yes or No (Recommended: Yes). Cisco

Identity does NOT take automated write
actions. Selecting Yes grants Cisco ldentity
a limited set of write permissions to Entra. If
write permissions are granted, Admins or
Helpdesk users in Cisco Identity can
manually trigger certain remediation actions
on Entra users, directly within the Cisco
Identity interface, instead of navigating back
to Entra to complete the same task (e.g: log
user out of active Entra sessions, reset
user's MFA).

Tenant has Intune License Yes or No. Select Yes if this Entra ID tenant
has Intune Licenses. This grants Cisco
Identity read permissions to Device
Management data. Select No if this Entra ID
tenant does not have Intune Licenses.

Managed Identity Name User-Assigned Managed Identity name from
previous section

Managed ldentity Resource Group Resource Group name where Managed
Identity is created

7. Select Create. The necessary App Registration and Service Principal will be created in
Entra ID and corresponding Graph API permissions will be assigned to it

8. Proceed to the section of the documentation

Grant Admin Consent for Graph permissions

Now you need to grant Admin Consent to the permissions that were assigned to the app
registration.

1. Navigate to Entra ID and go to App Registrations

2. Select All Applications and enter the Cisco Identity application name that you specified
during the Marketplace app creation steps above



0 Overview

B Preview features

#. Diagnose and solve problems:

“ Manage
& Users
£ Groups

85 External Identities

&, Roles and administrators

& Administrative units

% Delegated admin partners

i Enterprise applications
] Devices
i App registrations

(&) |dentity Governance
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+ New registration &5 Endpoi X Troubleshoot () Refresh - Download [ Preview features £ Got feedback?

0 Starting hune 30th, 2020 we will na longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to pro
feature updates. Applications: will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications  Owned applications Deleted applications

I 2 enler-your-app-namd * ] +v Add filters

Can't find what you're looking for? Apps owned by other organizations won't appear h

Try searching in Enterprise applications

3. Select App Registration and go to the API Permissions pane found in the left menu

4. Select the Grant admin consent button as shown in the screenshot below

| 2 search

B overview

4 Quickstart

#" Integration assistant

#. Diagnose and solve problems

 Manage
= Branding & properties
D Authentication

Certificates & secrets

JI! Token configuration

-2 API permissions

G Expose an AP
HL Approles
& Owners

&. Roles and administrators

() Refresh &7 Got feedback?

A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have alreadly granted on their own behalf aren't

ﬂ The *Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the val
used. Learm more
Configured permissions

Applications are authorized to call APls when they are granted permissions by users/fadmins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leamn mere about permissions and consent

t Add a permission | + Grant admin consent for azureclustercoe

AP1 / Permissions name Type Description Admin consent requ...  Status

v Micrasoft Graph (17)

AuditLog Read All Application  Read all sudit log data Yes Ak Not granted for azurec]
DeviceManagementApps Res  Application  Read Microsoft Intune apps Yes Ak Not granted for azurec] | +e-
Flosdeh e sns P nolioice. Amoliasine  Band bblommsnbs bnbima dosden confiniienbine nnd mollcdns L. A Mt rantad for ameard

5. The Status column for all APl permissions listed in the table should now be shown as
Granted. Once you have confirmed all the API permissions have the correct status,
proceed to the section of the documentation



Home > Security Demo | App registrations > Cll-Data-Integration

- ClI-Data-Integration | APl permissions =

O Refresh | 27 Got feedback?

B overview
& Quickstart

t Add a permission
#" Integration assistant

@ Successtully granted admin consent for the requested permissions.

+ Grant admin consent for Security Demo
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API / Permissions name Type Description Admin consent requ... Status
X Diagnose and solve problems
crosaft Graph (22]
v Manage v Microsoft Graph (22)
—_ AgentCardManifestRead All  Application  Read all agent card manifests in Agent Registry Yes @ Granted for Security De,,,
= 8randing & properties
Agentlnstance Read All Application  Read all agent instances in Agent Regist: Yes @ Granted for Security De,,,
2 Authentication (Preview) < - PP 9 9 gistry
Application.Read Al Application  Read all applications Yes @ Granted for Security De,,,
Certificates & secrets
. AuditLog.Read All Application  Read all audit log data Yes @ Granted for Security De,,
{1l Token configuration
- DeviceManagementAppsRea Application  Read Microsoft Intune apps Yes @ Granted for Security De,,,
-3 API permissions
DeviceManagementConfigur: Application  Read Microsoft Intune device configuration and policies Yes @ Granted for Security De,,,
& Expose an API
A " DeviceManagementManagec Application Read Microsoft Intune devices Yes @ Granted for Security De,,,
. App roles
Directory.Read.All Application Read directory data Yes @ Granted for Security De,,,
& Owners
Directory.ReadWrite Al Application  Read and write directory data Yes @ Granted for Security De,,,
&, Roles and administrators
Group.Read.All Application  Read all groups Yes & Granted for Security De,,,
Manifest
3 i Granted for Security De,
5 Support + Troubleshooting GroupMember.Read.Al Application  Read all group memberships Yes (] y De...
IdentityRiskEvent.Read All Application  Read all identity risk event information Yes @ Granted for Security De,,
IdentityRiskyAgentRead All  Application Read all risky agents information Yes & Granted for Security De,,,
MailboxSettings.Read Application  Read all user mailbox settings Yes & Granted for Security De,,,
Policy.Read.All Application  Read your organization's policies Yes @ Granted for Security De,,
ReportsRead All Application  Read all usage reports Yes & Granted for Security De,,,
Synchronization.Read.Al Application  Read all Azure AD synchronization data. Yes @ Granted for Security De,,
User.Manageldentities All Application  Manage all users’ identities Yes & Granted for Security De,,,
User.Read All Application  Read all users' full profiles Yes @ Granted for Security De,,
Add or remave favories by pressing Cerl=Shiftet [P hmlimntine  Pimnd mmd snmitn Al simannt £oll mendilan e 2 Crnrtod fr Sacrin Na

Create Client Secret

1. Go to the Certificates & Secrets pane in the left menu under your Cisco ldentity app
registration

2. Select New client secret

Description [ cort Data Integration secret

P search A7 Got feedback? .
Expires |35 days (12 months) v

B overview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at 3 we
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

& Quickstart

#  Integration assistant

Manage
@ 2psication registration centificates, secrets and federsted cradentials can be found in the tabs below,

B Branding & properties

D Authentication

Centificates (0)  Client secrets (0)  Federated credentials (0)

Certificates & secrets

= A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application |
il Token configuration

APl permissions t New client secret

& Expose an API Description Expires Value © se

App roles 2
INo client secrets have been created for this application.

& Owners
. Roles and administrators

M Manifest

3. Fill in the description using an easily recognizable and memorable name, such as “Cisco
Identity Integration” . Then select the desired Expiration timeframe for the secret
(recommended: 365 days/12 months) and select Add

4. Select the Copy icon to copy both the Secret Value and Secret ID and paste this
information somewhere safe, as this will be needed to complete later steps of the
integration set up in Cisco Identity

5. Important: Once you leave this page you WILL NOT be able to generate the same key
again. If the key is lost, you will need to delete the existing secret, create a new one and
save that info
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Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ Mew client secret

Description Expires Value (1) Secret ID

Test Nov 2024 11/14/2025 b presmmm——— 89f4c6324b T i

5. After you have pasted the secret value and ID somewhere secure, proceed to the section
of the documentation if you would like to ingest data regarding Azure-specific non-human
identities and analyze access to Azure resources (recommended). Otherwise, proceed to
the section to add the Entra ID integration to your Cisco ldentity tenant and complete the
integration set up process

Assign Azure RBAC Roles (Recommended)

For Cisco Identity to be able to monitor application access to your Azure Resources,

improving its analysis and accuracy, the app also needs to be assigned an Azure Role. To do
so, follow the steps below:

1. Go to the Azure Portal and navigate to Management Groups

2. Note: If you haven’t started working with Management Groups, select Get Started with
Management Groups and wait a few minutes while Azure sets up your Root Management
Group

3. Select Tenant Root Group

() Management groups 2 -

[0 search (ctr+ « t creaste  + Addsubscripton () Refresh 1= Expand/ Collapse all & Exportto CSV Feedback

4] Overview

| Get started

Settings Showing 5 subscriptions in 1 groups

1} Name D 1} Total subscriptions

3ad36f7d5

Test Subscription 71 b7-6dd19a5aedab

3. In the left panel, select Access control (IAM)
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S s S e

Home > Management groups > Tenant Root Group

'OR Tenant Root Group | Access control (IAM)

Management group

P search (Ctrl+))

t add L Download role assignments A Got feedback?

(%) Overview
Check access  Role Roles  Deny assig Classic
Subscriptions
(%) Resource Groups
" My access
B Resources View my level of access to this resource.

Grant access to this resource

View access to this resource

Grant access to resources by assigning a role. View the role assignments that grant access to this and

other resources.

A3, Access control (1AM) Check access

Review the level of access a user, group, service principal, or
Governance managed identity has to this resource. Leam more

. Add rolle assignment Leam more m Learn more 7

“ Get started find ©

User, group, or service principal v
O security

Search by name or email address View deny assignments
& Policy

View the role assignments that have been denied

g Deployments

access to specific actions at this scope.

Cost Management
$n Cost analysis View Learn more (7

® sudgets

4. Select Add and then choose Add role assignment

5. Search for and choose the APl Management Service Reader Role and select Next

Home > Management groups > Tenant Root Group

Add role assignment
A7 Got feedback?

Role  Members Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you ¢can create your own

custom roles. Leam more &
Use classic experience ©

P api management x Type : All Category : All

Showing 3 of 328 roles

Name Ty Description 4.

Type Ty Category ty
AP| Management Service Contributor Can manage service and the APIs BuiltinRole ntegration
API Management Service Operator Role Can manage service but not the APls BuiltinRole ntegration
API Management Service Reader Role Read-only access to service and APIs BuiltinRole Integration

6. Pick Assign access to “User, group or service principal”, and in + Select members,

select the name given to your Cisco ldentity integration app
M 5 search resources senvices, and docs (6+/)

B B @5 @ & 2 letUs@ohaitomi. 4

KOHAVIT (xoHAVITCLOUD)
e e Select members x
Add role assignment -
Select ©
A7 ot feedback? [Castrix

Role  Members Review + assign

No users, groups, o service principals found

Selected role API Management Service Reader Role

Assign access to () user, group, or service principal

O wanagea identty

Members F Select members

Name Objeet ID Type

No members selected

Deseription

Optional

7. Select Review + assign
8. Repeat steps 3-7 for the “Reader” role assignment

9. Proceed to the section. If you are not interested in Cisco Identity collecting Copilot data
for analysis, skip to the section of the documentation (regardless of if you are following
the manual registration process or the Marketplace app process)

Note: Note: You may have to first elevate your permissions to be able to assign an Azure role
to the Root Management group.



| Microsoft Entra ID Data Integration | 26

If you get an error stating that you are not authorized to perform any of the above actions,
please follow the instructions here, and then resume the instructions in this section from step
1 onwards

Enable Microsoft Copilot Data Ingestion (Recommended)

Configure Cisco Identity with your Microsoft Copilot Studio environments to enable it to
securely collect and analyze data about your organization's Copilot Studio Agents so you can
easily identity and manage risks across your Al Agent network.

A tenant-level administrator role in Entra is required to enumerate all Power Platform
environments and register itself in each one. Someone with Global Administrator or Privileged
Role Administrator needs to assign this role to any app registration used with this integration.

Register the application
1. Within Entra Admin Panel, navigate to Microsoft Entra roles and administrators > Microsoft
Entra roles and administrators

/' Microsoft Entra roles and administrators

All Services (31) Documentation (99+) Users

Services

& - Microsoft Entra roles and administrators

) Microsoft Entra Connect

Keywords: microsoft, entra

> Microsoft Entra ID

Keywords: entra id, entra

Create custom Microsoft Entra roles
Documentation

Setup the Microsoft Assessment Microsoft Entra Application - Mic..
Cancel your Microsoft business subscription in the Microsoft 365 ...
Deploy Microsoft 365 Directory Synchronization in Microsoft Azur..

A

Secure SAP on Microsoft Cloud - Training %

2. Search for Power Platform Administrator (alternatively: Dynamics 365 Administrator) and
select the role to open it

£ Power Platform Administrator ‘\\ F Add filters

Role *, | Description Privileged

L Ass.ty | Type

ID Power Platform Administrator Can create and manage all aspects of Microsoft Dynamics 365, PowerApps and Microsoft Flow. B Built-in I

3. Select Add Assignments

4. Search for the Entra Integration app that you installed in prior steps, using the name you
assigned it, then select the application


https://entra.microsoft.com/
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5. Select Add and then wait a few minutes for the role assignment to propegate

6. Next, you will need to register the Entra Integration app with the Power Platform Admin
API. To do so, navigate to to https://portal.azure.com/#cloudshell/ and open a
PowerShell shell

7. If this is your first time opening Cloud Shell, a “Getting started” dialog will appear asking
you to select a subscription. Choose “No storage account required", then select any
available Subscription from the dropdown, leave “Use an existing private virtual network”
unchecked, and select Apply

Getting started X

Select a subscription to get started. You can optionally mount a storage account to persist files between sessions. Le

® No storage account required (O

(_) Mount storage account C

Subscription *

|_‘ Use an existing private virtual network Lear

Previous

8. Ensure that you are on PowerShell and not Bash. To switch to PowerShell, select Switch
to PowerShell in the top left corner

& Switch to PowerShel . Restart G» Manage files ™ § Newsession ¢ Editor 4 Open in VS Code for the Web (> web preview Settings ™ _‘ Help *~

Requesting a C@d Shell.Succeeded.
Connecting termirgl...

Your Cloud Shell session will be ephemeral so no files or system changes will persist beyond your current session.

[

8. Run the following command
e The Tenant | Dis the ID of the Tenant Root G oup. It can be found by navigating to the
Management Groups page in Azure

e The App Client |Disthevalue Application (client) |Dofthe Cisco ldentity
EntralD Data Integration app that your previously installed. It can be found by going to the
App Registration page, selecting All Applications and then searching for the Cisco
Identity EntralD Integration app using the name you assigned it

e The C i ent Pub must stay as 1950a258- 227b- 4e31- a9cf - 717495945f ¢c2 . This is the
public Microsoft ID and cannot be changed

$Tenantld = ' <YOUR_TENANT_I D>' # your Tenant ID fromearlier section
$Applicationld = ' <YOUR_APPLI CATI ON_APP_I D> # the App Cient IDfromthe earlier section
$C i ent Pub = ' 1950a258-227b- 4e31- a9cf - 717495945f c2' # | eave as-is

9. Sign in via device code, open the printed URL and enter the following:


https://portal.azure.com/#cloudshell/
https://portal.azure.com/#view/HubsExtension/ServiceMenuBlade/~/managementgroupbrowse/extension/Microsoft_Azure_Resources/menuId/ResourceManager/itemId/managementgroupbrowse
https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade
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$authority = "https://login. mcrosoftonline.com $Tenant | d/ oaut h2/v2. 0"

$form = "application/ x-wwformurl encoded’

$scope = 'https://api.bap. mcrosoft.conm .default offline_access'

$body = @ client_id = $CientPub; scope = $scope }

$dc = I nvoke- Rest Met hod - Method Post -Uri "$authority/ devi cecode" -ContentType
$f or m - Body $body

10. It will output the sign-in URL and one-time code. Visit the URL and enter the following to
authorize the request: $dc. nessage

11. Wait for sign-in to complete, then capture the token:

$t okenBody = @
grant _type = 'urn:ietf:parans: oaut h: grant-type: devi ce_code'
client_id = $dientPub
devi ce_code = $dc. devi ce_code
}
$tokenUri = "$aut hority/token"
$user Token = $nul |
whil e (-not $user Token) {
Start-Sl eep - Seconds $dc.interval
try {
$resp = I nvoke- Rest Met hod - Met hod Post -Uri $tokenUri -Content Type $f orm
- Body $t okenBody
$user Token = $resp. access_t oken
} catch {
$err = ($_.ErrorDetails. Message | ConvertFromJson).error
if ($err -ne '"authorization_pending ) { throw }
}
}

12. Register the app (grants admin-API access):

$bapUrl = 'https://api.bap.mcrosoft.con

$path = 'provi ders/ M crosoft. Busi nessAppPl at f orm adm nAppl i cati ons'
$uri = "S$bapUrl/ $pat h/ $Appl i cationld" + ' ?api-versi on=2020-10- 01"
$headers = @ Authorization = "Bearer S$user Token" }

| nvoke- Rest Met hod - Met hod Put -Uri $uri -Headers $headers

Power Platform - Configure access to Copilot data sources

In this section you will grant permissions for the Microsoft Copilot tables stored in Dataverse
to the Entra app you previously created. This is done by running a Powershell script that
performs actions against the Power Platform APl and the Dynamics API. The script discovers
every Dataverse-enabled environment in the tenant, creates a least-privilege “Cisco Identity
Reader” role with read-only permissions on the Copilot tables, provisions an application user
for the Identity Intellgience Security app, and assigns the correct role.

1. Download the first-time setup script here

2. Before running the script, set the following environment variables in your shell by creating
a . env file in the same directory as the script you have just downloaded - never paste
them into the script file:
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3. AZURE _TENANT | D - the Tenant ID captured in earlier steps

4. AZURE_CLI ENT_I D - the App Client ID captured in earlier steps

5. AZURE CLI ENT_SECRET - Generate a new client secret as explained in
6. Run the script with PowerShell 7.x:

set -a; source .env; set +a
pwsh -NoProfile -File ./Deploy-Astrixlntegration-Setup.psl

4. Once complete, proceed to the section of the documentation

Create Microsoft Entra ID Integration in Cisco Identity

Next, we will add the integration in the Cisco Identity dashboard
1. Login to the Cisco Identity Dashboard with an Cisco Identity Admin role

2. Using the left hand menu bar, navigate to the Integrations page. Select the Add
Integration button

3. Locate the Microsoft Entra ID integration tile and select the Add Integration button within
that tile

4. Fill in the details for the Microsoft Entra ID Integration. Enter the values saved from earlier
on in the Microsoft Entra ID setup for all fields except Name

+ Name - The display name for the Entra Integration that will be used to recognize the
integration throughout Cisco Identity

* Directory ID
* Application ID
» SecretID

« Secret VALUE
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> Add ion > Mi Entra ID
New Microsoft Entra ID Integration

General Settings Where can | |
Refer to this ¢
Name
Directory ID $# Are Director)
Wheredo I g
Application ID #
Secret ID here
/ How do | get
Application Secret ID or
__— Secret VALUE What if my ol
— here
Application Secret Value - &

ﬂ To ensure security, always use the least privileged key
If you need help getting your credentials, see the Microsoft Entra ID Documentation

Caneel m
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5. Select Connect to test the connectivity. This may take a few minutes to complete

6. Once the connectivity test is successful, if desired, you can then review the data types
that will be collected. Otherwise, proceed to step 7

7. Navigate to the Advanced tab and review the responses to the questions at the top of the
page to confirm they are answered correctly based on your Entra Licensing and
permissions. Adjust the responses to any questions as needed. We highly recommend
keeping your integration set to Managed mode. To read more about managed data types,
refer to our [Managed Integrations] documentation

8. Select Save. You will now see the integration listed on the Integrations page. Ensure that
the integration's Connectivity Status is Connect ed

9. On the right hand side of the row for your Entra integration, select the 3-dot button to
open the pop-up menu. Select Collect Now to start the first data ingestion. You can also
skip this step and it will happen automatically within the next 24 hours.

10. If you would like to enable real-time event streaming, please continue to the
[azure-active-directory-event-hub-streaming.md] article to follow the steps to create an
Azure Event Hub integration

11. Congratulations, you have successfully set up the Microsoft Entra ID Integration!

Update the Microsoft Entra ID API App (client) Secret

It is critical that your Entra ID Secret for the Cisco Identity integration does not expire. If the
secret expires before it can be refreshed, Cisco Identity will not be able to collect data from
Entra until a new secret is created. If too many days lapse before a new secret can be created
and assigned, Cisco ldentity will not be able to collect all the historical data and logs
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generated in that period, which will create gaps in your org's Entra data set.

You can proactively monitor the status of your Cisco Identity Microsoft Entra ID integration
secret via the Cisco Identity Client Secret Expiring Soon check within Cisco Identity.

The default setting for this check is configured to start alerting 90 days prior to the secret's
expiration date. We*_*highly_**recommend [enabling notifications on this check] to send
alerts to the channel of your choosing (email, messaging system, webhooks) so that you can
be made aware of the upcoming expiration date with sufficient notice to take the appropriate
steps.

If your app (client) secret is expiring or has expired, you must:
1. Navigate to Entra ID and delete the expiring/expired secret for the Cisco Identity data
integration app
» Having multiple secrets on the same app, even if expired, is not security best practice

2. Create a new app (client) secret and copy it somewhere secure as you will need it to
complete later steps. Refer to the [Create Client Secret] section of this article for detailed
instructions on how to make a new secret

Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ Mew client secret

Description Expires Value (1) Secret ID

Test Nov 2024 11/14/2025 b presmmm——— 89f4c6324b T i

3. Navigate back to Cisco Identity and go to the Integrations page. Locate the existing Entra
integration that needs to have its app (client) secret updated

4. Select the 3-dot menu button on the right side of the row for the desired Integration.
Select Edit Settings from the pop up menu

5. If you have more than one Entra integration, you can confirm which Microsoft Entra ID app
registration is the correct one by comparing the Entra ID integration app (client) ID listed in
Cisco Identity console to the Client ID listed in Entra.

6. Select the Reset Credentials button to remove the previous secret from Cisco ldentity.
Note: This does not delete the Secret in Entra. You must also delete the previous secret
within Entra, which is the recommended best practice to avoid confusion about which
secret is in use

Application Secret ID O

C Reset Credentials

The reset button will delete your current credentials and you will need to provide new ones.
If you need help getting your credentials, see the Microsoft Entra ID Documentation
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6. Paste the new Secret ID and Secret Value that were generated in Entra during earlier
steps into the respective fields. Then select Save

> Add ion > Mie
New Microsoft Entra ID Integration

Entra ID

General Settings Where can | ;

Refer to this ¢

Name
Directory ID Fr Are Director)
Wheredo Il g
Application ID #
Secret ID here
/ How do | get
Application Secret ID or
Secret VALUE What if my ol
/ here
Application Secret Value [N

ﬂ To ensure security, always use the least privileged key
If you need help getting your credentials, see the Microsoft Entra ID Documentation
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7. Back on the Integrations page, select the 3-dot menu button for the Microsoft Entra ID
integration and select Test Connectivity to verify the new secret is working correctly. This
may take a few minutes to complete. The Connectivity column in the table of Integrations
will change to Connected once the test is successful.

If it shows a status other than Connected, it means something was configured incorrectly and
you will need to repeat the steps to resolve the error.

Andy Winiarski
= o y
dORT Q S Dashboard 2% Users () Checks (@ Integrations @ Ay v
Request Integration + Add Integration (¢}
Providers
Name Collection Status Recent Usage Average Traffic Last Collected (UTC) Last Updated (UTC)
~ Success

4> Azure AD Integration 35 records Apr 27,2023 15:39:16 Feb 22
Traffic detected #_Edit Settings

 Test Connectivity

~ Success —
] —_— e~ :09: @
Trafe detected 9295 records Apr 27,2023 15:09:16 Jan9.. @ Collect Now
® Disable Collection
° ~ Success —_— 6 records Apr 27, 2023 14:54:20 Jun27, R Viewlogs
Traffic detected
W Delete
~ +~ Success
- N~~~ . :00: . :
G e 3 records Apr 27,2023 15:09:16 Jan 19, 2023 17:45:33
ik + Success - — 102 records. Apr 27,2023 15:09:15 Mar 30, 2023 21:09:18
Traffic detected
e « Success ————— . o
Fed DS 473 records Apr 27,2023 16:39:19 Mar 1, 2023 16:23:28
~ Success
J Y A N 8 3 :47:
> e 0 records Apr 27,2023 14554111 Mar 22, 2023 14:47:28
e ~ Success ) .
Fo] e 4 records Apr 27,2023 15:39:19 Feb 1, 2023 16:12:44

Instant Messaging

Team ¥ App

oortio Privacy Policy ~ Terms of Use  Documentation ~ SOC2 Report /A This environment reloads hourly
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Azure Event Hub Log Streaming for Microsoft Entra ID

Overview

The Cisco identity security platform integrates with Azure AD tenants via the Graph API to
collect user account information, device information, and sign-on and application activity.

The Microsoft Graph API is rate limited, meaning that platforms such as Cisco Identity can
only pull a certain amount of data in a given interval before the API stops responding.

In some larger environments, Graph API does not provide enough bandwidth for the initial
capture of historical user activity data (prior 30 days) or even the on-going user event data.

The solution to this limitation is to convert the sign-on activity data to an Azure Event Hub
streaming model. Then the Cisco Identity platform can subscribe to that Hub and capture the
events in that way. Enabling streaming also addresses one of the requirements for enabling
more frequent notifications for event or behavioral based identity threats if desired.

What is an Azure Event Hub?

Per Microsoft documentation -

“Azure Event Hubs is a Big Data streaming platform and event ingestion service that can
receive and process millions of events per second. Event Hubs can process and store events,
data, or telemetry produced by distributed software and devices. Data sent to an event hub
can be transformed and stored using any real-time analytics provider or batching/storage
adapters.”

From the Microsoft Event Hubs overview page, the diagram below depicts the high-level
architecture and data flow.

In this diagram, the Event Producer (green) on the left side would be the Azure AD tenant and
the Event Receiver on the right side would be your unique Cisco Identity cloud tenant.

p— Consurmer
=2= Azure Event Hubs group 1 Event
e )
E Receivers
- -‘—
Event |||||I Partition 1 B -
Producers | B -
EEEEEEE » -~ -
EEEEEEE EHQPFS; Il“l“ Partition 2 B .
EEEEEER [
EEEEEEE
sEEEEEE | Ko Ml Pertitions i . 9
EEEEEER "2 N S — a
I S —— G
“"III Partiton4 | 9
Consumer

group 2


https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-about
https://docs.microsoft.com/en-us/azure/event-hubs/event-hubs-about
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Deploy Event Hub Streaming from Azure Marketplace (Beta
Release)

Prerequisites

« A completed and functioning [azure-active-directory-integration.md] in your Cisco
Identity tenant

» Azure admin role / permissions sufficient to create the objects below.

« An existing EMPTY resource group to deploy this Azure Marketplace application to (in
case of any resource group-level policies that could cause issues or conflicts).

* Microsoft Entra ID B2C is not supported.

Event Hub Tier and Scaling

The Beta Marketplace app will create the Event Hub object with the Standard Tier. Standard
tier provides a maximum of 40 throughput units. For very, very large enterprises, if you feel
Standard tier is not sufficient and a higher tier like the Premium tier is required, follow the
below to manually create the Event Hub Namespace and Event Hub object with that their.

For Azure Event Hub pricing, please contact your Microsoft representative or see this article.

Install Azure Marketplace Application

When pre-requisites steps are in place, proceed to install the Entra ID integration package to
Azure.

1. In Azure, click on Create a Resource.
2. Search for Cisco Identity and select Log Streaming
3. Select the Free Plan option and Create it

4. Enter all the details into the input boxes as per the table and example screenshot below.

NOTE: As mentioned above, the Azure Resource group specified here to deploy Marketplace
offer MUST be empty. (It cannot have other existing resources already contained within it.)

Input Field Description

Region/location Which Azure region Deployment Script
should be deployed

Event Hub Namespace Name Name of Event Hub Namespace to be
created

Event Hub Name Name for Event Hub

Consumer Group Name Name for Consumer Group inside the Event

Hub (Using SDefault is acceptable)


https://learn.microsoft.com/en-us/azure/active-directory-b2c/overview
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-scalability#throughput-units
https://azure.microsoft.com/en-us/pricing/details/event-hubs/
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Basics  Event Hub Configuration Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © ‘ Azure Cluster - Non-production v ‘
Resource group * @ ‘ test-marketplace v ‘
Create new

Instance details

Region * @ East US v

Basics  Event Hub Configuration  Review + create

Event Hub Namespace Name * (O [ aad-logs ‘
Event Hub Name * @ ‘ aad-events ‘
Consumer Group Name * (@ [ $Default ‘

5. Click Create

6. The following objects will have been created in the Azure environment:
7. Event Hub Namespace

8. Event Hub

9. Consumer Group

Configure Event Hub Settings

The Marketplace app will create the Event Hub object with the Standard Tier with 1
Throughput Unit.

Auto-infate is not enabled by default, but it should be, as one TU will not be sufficient for
most mid to large organizations. See Event Hub Scalability and Automatically Scale-up Event
Hub for more information.

To do so:


https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-scalability
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-auto-inflate
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-auto-inflate
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1. Navigate to the Event Hub Namespace, expand the Settings menu, and select the Scale
pane from the left hand menu.

2. Under Auto-Inflate, check the Enable box and set the max throughput units.

3. Click Save.

4. Optional: When you apply the auto inflate configuration to increase throughput units, the
Event Hubs service emits diagnostic logs that give you information about why and when
the throughput increased. To enable diagnostic logging for an event hub, select
Diagnostic settings on the left menu on the Event Hub page in the Azure portal. For more
information, see Set up diagnostic logs for an Azure event hub.

2 spehubns | Scale

Event Hubs Namespace

2 Search (Ctrl+/)

G Overview

@ Activity log

fa Access control (JAM)

€ Tags

Z? Diagnose and solve problems

Events

Settings

Shared access policies

4 Scale

@  Geo-Recovery
“§ Networking

& Encryption

Save

THROUGHPUT UNITS

Contral the capacity of Event Hubs using throughput units. Learn maore about throughput units.

0

AUTO-INFLATE

Auto-Inflate enables you to scale-up your throughput units automatically to meet your usage needs. Learn more about Auto-Inflate

Enable
O[ « |

min. 1, max. 40

Connect Entra ID logs to the Event Hub
Connect Entra ID logs to the Event Hub using the Microsoft instructions in this link.

High-level steps and important notes:

1. Select the following Event types to stream (screenshot below) and select the Event Hub
namespace and Event Hub created in the steps above.

2. Also, use the RootManageSharedAccessKey or another key with write permissions to the

event hub namespace


https://learn.microsoft.com/en-us/azure/event-hubs/monitor-event-hubs-reference#resource-logs
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub
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MUIIE © USEIS | JIY1-INIVYS © Ulaygiiusus Sewunys

Diagnostic setting

[E Delete Rj Feedback
Diagnostic setting name Cll Integration

Logs Destination details

Categories
D Send to Log Analytics workspace

AuditLogs
D Archive to a storage account
SigninLogs
Stream to an event hub
NonlnteractiveUserSigninLogs
For potential partner integrations, click to learn more about event hub integration

ServicePrincipalSigninLogs e
Subscription

[ ClI Test Integration v l
ManagedIdentitySigninLogs
Event hub namespace *
ProvisioningLogs ‘ BE® hub-logs v ‘
Event hub name (optional) ©
RiskyUsers hub-events v ‘
UserRiskEvents Event hub policy name
‘ RootManageSharedAccessKey v ‘

RiskyServicePrincipals
D Send to partner solution
ServicePrincipalRiskEvents

MicrosoftGraphActivityLogs

D ADFSSigninLogs

3. Save and confirm that events after visible in the Event Hub after ~15 min
Proceed to the section to finish the setup Event Hub setup.

Manual Azure Event Hub Setup Process

Note: This section contains the manual steps required to setup the Event Hub object for event
streaming. Please use the steps above unless you require a bespoke configuration, such as
an Event Hub tier other than Standard tier.

To configure an Azure Event Hub and integrate it with Azure AD involves the following
high-level steps.

Step 1 - Create an Event Hub in Azure

Open and follow these Microsoft instructions - Event Hub setup - to complete initial the initial
setup of the Event Hub namespace and event hub object.

High-level steps and notes:

1. Create a Resource Group in Azure. A Resource Group is associated with a subscription
in Azure. You may already have a Resource Group associated with Azure AD or identity
security that you want to use for this purpose.

2. Create an Event Hub namespace. Within the Event Hub namespace create, you will
choose the Resource Group and Subscription. You also need to choose the Pricing Tier
and Throughput units.

For test environments and smaller production environments, Basic will likely suffice.


https://docs.microsoft.com/en-us/azure/event-hubs/event-hubs-create
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For larger production environments, Standard should be selected, with the Enable
Auto-Inflate selected.

See Event Hub Scalability and Automatically Scale-up Event Hub for more information. For
Azure Event Hub pricing, please contact your Microsoft representative or see this article.

—
e

Create Namespace

Event Hubs

Basics  Advanced MNetworking Tags Review + creats

Project Details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage zall your resources.

Subscription * | Visual Studie Enterprise Subscription e ‘
Resource group * | EHubRG ~ ‘
Create new

Instance Details

Enter required sattings for this namespace, including a price tier and configuring the number of units (capacity).

Namespace name * | contasoehubns v ‘

.servicebus.windows.net

Location * | EastUS ~ ‘

o The region selected supports Availability zones. Your namespace will have
Availability Zones enabled. Learn more,

Pricing tier * | Standard ~ ‘

Browse the available plans and their features

Throughput Units * O

Enable Auto-Inflate @ D

| Previous | | Next: Advanced > |

3. Create the Event Hub object. The default number of partitions will suffice. For the
Retention period, set the time to a higher value than the default 1 hr, up to 24 hrs for Basic
tier event hub namespaces.


https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-scalability
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-auto-inflate
https://azure.microsoft.com/en-us/pricing/details/event-hubs/
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Home > wrhlx-event-hub >

Create Event Hub

Event Hubs

Basics  Capture  Review + create

Event Hub Details

Enter required settings for this event hub, including partition count and message retention.

Name * (O | oortdevatw ‘/|
Partition count (D O
Retention

Configure retention settings for this Event Hub. Learn more

Cleanup policy @ | Delete ~ |

Retention time (hrs) © | 24 \/l

min. 1 hour, max. 24 hours (1day)

4. Create a Consumer Group for the event hub. For Basic tier event hubs, the $Default
consumer group is created automatically and can be used. For Standard tier, different
consumer groups can be created if desired.

_ Microsoft Azure £ Search resources, services, and docs (G+/)

Home > vrhlx-event-hub | Event Hubs >

= oortdevatw (vrhlx-event-hub/oortdevatw) =

Event Hubs Instance

| L Search | « T~ Consumer group @ Delete O Refresh ,O\'j Feedback
T Overview ~ Essentials
Ao Access control (IAM) Resource group (move) : dev-event-hub-group
£ Diagnose and solve problems Location P EastUS2
Subscription (move) : Microsoft Azure Sponsorship
Settings Subscription D : cboceSbf-a0ba-dedc-90c4-4f04ca064fad
Shared access policies Partition count -2
1! properties
ﬁ Locks
- Capture events - J\D Pro
— A
Entities Use Capture to save your events Pro«
to persistent storage. Stre

£ Consumer groups

Features

B capture

c'_' Checkpoint

Create consumer groups to
checkpoint your events.

2 Process data

Automation


https://docs.microsoft.com/en-us/azure/event-hubs/event-hubs-features#consumer-groups
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_ Microsoft Azure O Search resources, services, and docs (G+/)

Home » wrhlx-event-hub | Event Hubs > oortdevatw (vrhlx-event-hub/oortdevatw)

— oortdevatw (vrhix-event-hub/oortdevatw) | Consumer groups

/ Event Hubs Instance

|,O Search ‘ « Consumer group O Refresh

& Overview
| O Search to filter items...

&L Access control (1AM)

. Name Location
/2 Diagnose and solve problems

$Default eastus2
Settings

Shared access policies
Il Properties
E] Locks
Entities

H- Consumer groups

Features
B capture

2 Process data

Step 2 - Connect Azure AD logs to the Event Hub
Connect Azure AD logs to the Event Hub using the Microsoft instructions in this link.

High-level steps and important notes:

1. Configure Azure AD event logs to export to your new Event Hub

2. Select the following Event types to stream (screenshot below) and select the Event Hub
namespace and Event Hub created in the steps above. Also, use the
RootManageSharedAccessKey or another key with write permissions to the event hub
namespace


https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub
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Home > Security Demo | Diagnostic settings > Diagnostic settings | General >

Diagnostic setting

Save X Discard i Delete ﬂ? Feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource,
and one or more destinations that you would stream them to. Normal usage charges for the destination will occur. Learn
mare about the different log categories and contents of those logs

Diagnostic setting name ID-Logs

Logs Destination details

Categories :
D Send to Log Analytics workspace

AuditLogs
B Archive to a storage account
SigninLogs
Stream to an event hub
NonlinteractiveUserSigninLogs
For potential partner integrations, click to learn more about event hub integration.

ServicePrincipalSigninLogs Subscription

| Sentinel ~ |

ManagedidentitySigninLogs
Event hub namespace *

Rk Users [ ciesvents ~ |
Event hub name (optional) ©
UserRiskEvents | cii-eventhub hd |

Event hub policy name
RiskyServicePrincipals peley

| RootManageSharedAccessKey ~ |

ServicePrincipalRiskEvents
D Send to partner solution
ProvisioningLogs

[] aprssigninLegs

3. Save and confirm that events after visible in the Event Hub after ~15 min

Create a shared access key policy

Note that Shared Access Policies can be created at the Event Hub namespace level or the
Event Hub object itself. In this example, we'll create a policy at the namespace level.

1. Within the Event Hub namespace, select Shared Access Policies and then click Add.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Event Hubs > wrhlx-event-hub

" vrhix-event-hub | Shared access policies
Event Hubs Namespace
2 Search | « Add
- Overview |,’7 Search to filter items...
Activity lo

& vieg Policy Claims

Pa Access control (1AM}
RootManageSharedAccessKey Manage, Send, Listen

€ Taos
ListenManagesharedAccessPolicy Listen

&P Diagnose and solve problems
f Events
Settings
Shared access policies
4 Scale

@ Geo-Recovery

O Fecnntion

2. Give the policy a name, select Listen permissions and click Create.
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Add SAS Policy X

Event Hubs

Policy name *

ListenPolicy ATW vy

Listen

3. Click on the new policy and note the Primary key for use in the next steps.

SAS Policy: ListenPolicyATW X

Bl save > pDiscard 0] pelete () Regenerate Primary Key ***

D Manage
|:| Send
Listen

Primary key
[ o]

Secondary key

Connection string—primary key
[ - D]

Connection string-secondary key
[ n.. O

SAS Palicy ARM ID

Cisco Identity Tenant Configuration for Azure Event Hub

The next step is to connect the Event Hub to the Cisco Identity tenant.

Note: Note - this section assumes that the Entra ID data integration is already in place for your
tenant. If it is not, complete that integration first.


https://docs.oort.io/integrations/providers/azure-active-directory-integration
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1. In the Cisco Identity console, under the existing Entra ID integration, select Edit Settings
and navigate to the Event Streaming tab.

Edit Azure AD Settings

General Settings  Event Streaming  Advanced Settings

@D Use EventHub for Logs Streaming
EventHub Name

Cort-:

Consumer Group

SDefault

Endpaoint FGDN

Qort .servicebus.windows.net

Shared Access Key Name

ReadOnly-SharedAccessKey

@ Reset Credentials

c ancel

2. Toggle the slider button to Use EventHub for Logs Streaming to ON.
3. Enter the required information -

4. EventHub Name - NOTE: this field is NOT just a display name. This name needs to match
the name of the Event Hub object created under your Event Hub Namespace in Azure. In
the screenshot below, you would enter dev- event - hub if that was the specific object you
had created and configured.

= Microsoft Azure P Search resources, services, and docs (G+/) QB @ A &

Home > Event Hubs > dev-event-hub-group > -event-hub

o -event-hub | Event Hubs - X
Event Hubs Namespace

« + EventHub () Refresh 2 Give feedback

Wl Acuvity log .

82 Access control (IAM) [0 Search to fite iterns by name. ‘ Izem Hubs

¢ Tags

Name Ty Status ™ Message retention T, Partition count Ty,
X Diagnose and solve problems

dev-event-hub Active 24 hours 2

& Generate data (preview)

insights-activity-logs Active 24 hours 4
Events
oortdev; Active 24 hours 2
Settings
signin-event-log Active 24 hours 2

Shared access policies
7 Scale
@ Geo-Recovery
& Encryption
& Configuration
!I' Properties

£ Locks
Entities
Z Event Hubs

Monitoring

Bl Alerts

2. Consumer Group (if not using SDefault group)
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3. Endpoint FQDN - this is typically of the form . ser vi cebus. wi ndows. net
4. Shared Access Policy Name

5. Shared Access Primary Key Value

Click Save to save the configuration.

Troubleshooting

In the event that the following error is received when trying to collect data from the Event Hub:

[ERROR] CNT: Failed to receive event hub data Messagi ngError: The supplied sequence nunber 'O0'

The quickest solution to at this time is to simply delete the Event Hub object (not the entire
Event Hub namespace) and recreate it. We would suggest altering the Event Hub name
slightly and updating the event streaming configuration in the Cisco Identity Entra ID
integration, just for easy identification between the previous and current hubs.

Azure Sentinel SIEM

Overview

Cisco Identity’s platform can tie into existing Sentinel workflows often used by Security
Teams. This document will walk you through the process of setting up the App Registration
inside of Azure AD.

SIEM

@ Azure Sentinel

Azure Sentinel is a scalable, cloud-native
solution that provides SIEM and SOAR
capabilities.

+ Add Azure Sentinel

Azure Sentinel Integration - High-level Steps
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This article follows the Microsoft Azure Sentinel tutorial - Send data to Azure Monitor Logs by
using a REST API (Azure Portal).

The following items will be needed to complete the integration inside of the Cisco Identity
Console:

« Name / Description - (What Azure Sentinel instance are you connecting to?)
+ Directory (tenant) ID

« Application (client) ID

« Application (client) Secret

e Logs ingestion Endpoint URI

» Custom Log Table Name

» Data Collection Rule Immutable ID
The sections below go into more detail on each of the steps.

Azure Sentinel Configuration

1. Configure Azure application registration to authenticate against the API, follow the
instructions.
Note the Application (client) ID, Directory (tenant) ID and secret value for further setup. 2.
Create data collection endpoint, follow the instructions.

Note the Logs ingestion URI for further setup. 3. Add a custom log table, follow the
instructions. Note the table name for further setup and be aware that there is _CL added
automatically to the table name. We will need the full name with the CL suffix. 4. After
clicking Next, the next step is to parse and filter a sample data set. In the Schema and
transformation screen, review the Microsoft instructions as a reference and then complete
the process using the data and steps below.


https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#configure-application
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#configure-application
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#configure-application
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#configure-application
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#create-data-collection-endpoint
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#create-new-table-in-log-analytics-workspace
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#create-new-table-in-log-analytics-workspace
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#parse-and-filter-sample-data
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**Do not use the sanple data and transform code provided in the Mcrosoft article. Use the the
<inmg src="/datafil es/tenayal/ 1794013367172/ i nput/content/dam en/ us/td/docs/security/identity/int

1. Save content of this block in a local file or download the sanple\ _data file |inked bel ow. |

[{
"activity": "END _USER _CHECK FAl LED",
"target Resourcelds": {
"checkld": "no-nfa",
"l ogin": "ciuser-noreply+cnt-dev-1661195950711@ort.i 0",
"userlds": ["28a8cf la-9ff8-457c-8049- 1deed4caa3l77"]
}
"l ast Modi fied": "2022-11-02T12: 28: 07. 850Z"
}H

2. Click Browse for files and use the content of the file from the previous step for that
purpose.

3. Data from the sample file is displayed with a warning that a Ti neGener at ed is not in the
data.

Home > oort-dev-sentinel-aw | Tables >

Create a custom log

Q Basics Q Schema and transformation Revie

&> Upload sample file  ¢/> Transformation editor
€) TimeGenerated field is not found in the sample provided. Please use the transformation editor to populate TimeGenerated column in the destination table. Learn more

activity targetResourcelds

END_USER__CHECK_FAILED {"checkld""no-mfa" "login":"ciuser-noreply+cnt-dev- 16611959507 11 @oortio" "userlds™["28a8cf 1a-9ff3-...

Click Transformation editor to open the transformation and paste content of the below block
(note that sour ce is already present in the editor Ul):

source
| extend TineCGenerated = todatetine(['lastMdified ])
| project-renane activityDate = | astMdified
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.M Logs

ocort-dev-sentinel-aw

i port-dev-sentinel-...

1 source
2 | extend TimeGenerated = todatetime(['lastModified'])

3 | project-rename activityDate = lastModified

4. Click Run to view the results, click Apply to save the transformation, Next to get to the

Review tab, and click Create to save the custom log.

. Logs
"% oort-dev-sentinel-aw
1@ oort-dev-sentinel-...
1 source
2 | extend TimeGenerated = todatetime([’lastModified'])
3 | project-rename activityDate = lastModified
TimeGenerated [UTC] activity activityDate [UTC] targetResourcelds

> 11/2/2022, 12:28:07.850 PM END_USER__CHECK_FAILED 11/2/2022, 12:28:07.850 PM

{"checkld""na-mfa" "login":"ciuser-norephy +cnt-dev- 16611959507 11@oort.io”, "userlds™["28a8...

»

suwnoy £
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= Microsoft Azure F Search resources, servi

Home > oort-dev-sentinel-aw | Tables >

Create a custom log

Q Basics 'ﬂ' Schema and transformation o Review

Basics

Data collection rule oort-dev-sentinel-aw

Data collection endpoint oort-dev-sentinel-3

Table name cortdevawd421_CL

Description log table created for test and documentation purposes

Schema and transformation

Filz Sentinel_sample_data_Cortjson

Transformation source | extend TimeGenerated = todatetime({[lastModified") | projact-
rename activityDate = lastModified

5. To collect information from data collection rule (DCR), follow the instructions.

Note i mmut abl el d for further setup. 6. Next to assign permissions to the DCR, follow the
instructions.

SISl

Home > oort-dev-sentinel-aw

'OR oort-dev-sentinel-aw | Access control (IAM) #

Data collection rule

|,’7 Search ‘ « T~ add + Download role assignments Edit columns O Refresh X Remove ,Skj Feedback

a Qverview
Check access  Role assignments Roles Deny assignments Classic administrators
Activity log —_—

A3, Access control (1AM) My access
View my level of access to this rescurce,
L Tags
Settings
Check access
B Locks

Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more

e Data sources

B Resources Grant access to this resource View access to this resource View deny assignments
Automation .

Grant access to resources by assigning a Wiew the role assignments that grant access View the role assignments that have been
o . role. to this and other resources. denied access to specific actions at this
iin Tasks (preview)

Learn mare (' Learn more scope.
= Learn more (7

& Export template

Support + troubleshooting Add role assignment m

2 New Support Request

In the end, you will see your App Registration as a Monitoring Metrics Publisher under the
Role Assignments tab.


https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#collect-information-from-the-dcr
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#assign-permissions-to-the-dcr
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal?source=recommendations#assign-permissions-to-the-dcr
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me > Data collection rules > oort-dev-sentinel-8

5y oort-dev-sentinel-8 | Access control (IAM) = -
Datz rule

ata callection

« t Add L Download role assignments tditcolumns () Refrash | ¢ Remove | A7 Feedback
& overview

Check cles  Denyassignments  Classic administrators
@ Activity log
B2 Access control (1AM) Number of role assignments for this subscription ©
€ Tags 3 4000
Settings

Type : All Role : Al Scope : All scopes Group by : Rele

A Locks

2 items (1 Users, 1 Service Principals)

[ nName Type Role Scope condition

Configuration

5 Data sources

' Monitoring Metrics Publisher
B Resources

Sentinel Ingestion
O m

App Monitoring Metrics Publisher © This resource Nene
Automation

Azure Configuration Summary

After the setup above, you will have the following components in your Azure tenant. These
objects will be used to setup a corresponding Sentinel SIEM integration in Cisco Identity:

« App registration (client ID, client secret, tenant ID)

+ Logs Ingestion Endpoint URI from the data collection endpoint (DCE) to receive data over
HTTP

« Data collection rule (DCR) immutable Id

+ Custom table name in Log Analytics workspace (including the _CL suffix)

Cisco Identity Tenant Configuration for Sentinel

Within your Cisco Identity console, follow these steps to configure your Sentinel integration.

1. On the Integrations page, click Add Integration and scroll to the bottom of the page to
select Azure Sentinel.

SIEM

@ Azure Sentinel

Azure Sentinel is a scalable, cloud-native
solution that provides SIEM and SOAR
capabilities.

4 Add Azure Sentinel

2. Enter the information collected as shown below -



7

8.

9
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doRT Q 85 Dashboard 25 Users ) Checks

ntegrations / Add Integration / Azure Sentinel

New Azure Sentinel Integration

Name

Description (optional)

Test Sentinel

Directory (tenant) ID

e54b7055-e4b5-

Application (client) ID

4ed49d8a-aef3- <

Application (client) Secrat

.................................... or
Logs Ingestion Endpoint URI
https:jfoort-dev-sentinel-3-8kpn.eastus2-1ingest.monitor.azure.com FO U n d | n D C E OVG ereW pag e =
Custom Log Table Name
Custom-oortdevaw_CL
Data Callection Rule Immutable 1D
decr-37678bcef8b0432a9
% Cancel B save

Name - for display purposes only

Description (optional)

. Azure directory (tenant) ID

. App (client) ID
. App (client) secret

Logs Ingestion Endpoint URI - this is a property of the data collection endpoint (DCE)
created above

. Custom log table name
DCR Immutable ID - this is found in the JSON View of the DCR

. Click Save

10. On the Integrations page, click the 3-dot menu for the Sentinel integration and select

Test Connectivity.



| Azure Sentinel SIEM | 51

# Edit Settings
£+ Test Connectivity @
=0, View logs

B Delete

relcads hourh

Viewing your Cisco Identity logs in Azure Sentinel
By default, your Cisco Identity tenant will send all new Check failures for all checks to your
Azure Sentinel custom table once every 24 hours.

To calculate any new check failures since the last data collection and analysis, you may want
to do the following:

1. From the Integrations page, manually run collection from your Azure data integration using
the Collect Now option.
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Request Integration + Add Integration Z

dated (UTC)

, 2023 16:26:: ’
# Edit Settings
< Test Connectivity

02313270 X Collect Now #ie
() Disable Collection

2022 i7.48:3 = Viewlogs
B Delete

2023 17:45:33 en

2. After that completes, from the Checks page, select Run Checks Now
@ Checks '+ Integrations

L\) Request check &a Protected populations & Run checks now -( [

Last run: Apr 2, 2023 13:40:09 UTC =
# Falling # Excluded Report Channels
To view your logs in Azure Sentinel, do the following -

1. Navigate to your Azure Sentinel instance that contains the configuration you created for
this integration.

2. Select Logs in the left nav pane.

3. Under Queries, run a new query with the name of the custom table created for this
purpose.
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= Microsoft Azure P Search resources, services, and docs (G+/) andy@vrhbxonmicrosof.
VRHLX (VRHLX ONMICROSOFTC &80

Home > Microsoft Sentinel > Microsoft Sentinel

, . Microsoft Sentinel | Logs - X
=5 Selected workspy entinel-3' N
C @ Newauery 1+ O sasace 25 cuenes | @ [
General @ oort-dev-sentinel-3 Time range : Last 24 hours | | & Save v 12 Share v Newalettrule v = Export v % Pinto v | == Format query
© Overview (Preview) Tables E Functions - & 1 oort_dev_sentinel CL
=]
£ searc
@ News & guides
¥ Fiter) 1= Group by: Category
£ search
Threat management T~ Collpse all
& incidents Favorites ]
You can add favorites by clicking on 0
@ workbooks Lo cen e & 9 Results  Chart £
© Hunting + Applications (O TimeGenerated [UTC] activity activityDate [UTC] targetResourcelds. Type -
(O > 4212003, 30537.789AM  END_USER_CHECK FAILED  4/21/2023, 32537780 AM  [‘userlds"{"108752221045084528057","00udysoteswokNXI6T" “0054:0000021HPUAAZ" "U0S2M4...  oort dev.sentinel CL [ &
& Notebooks » Audit 5
oty b poure O > 421/203,32537789AM  END_USER_CHECKFAILED  4/21/2023 32537789 AM  ['userlds*{*109752221045084528057", ‘00udysoteswokNYG697" “0054:000002 HPUAAZ" “U0S2M...  oort dev_sentinel CL [l
& Entity behavior » Azure Monitor
([ > 4/21/2023,32537788 A END_USER_CHECKFAILED  4/21/2023 32537768 AM  [userlds"{" : 7 cort dev sentinel CL
© Threat intelligence “ Azure Resources
o (O > 4/21/2023,32537788AM  END_USER_CHECKFAILED  4/21/2023, 32537788 AM  [userlds™i : 7 cort dev sentinel CL
3 B Access to keyvault - key no
¥ MITRE ATTACK (Preview) focess o kapuault-key et O > 421/2023,32557789AM  END_USER_CHECK FAILED  4/21/2023, 32537760 AM  [userkd'("10975222104508452805 7" 00udysoteswokeNX6ST" 004000002 HPUANZ'“U0S2U.. ot dev.sentine CL
Content management v v ([ > 4/202023,91333824PM  END_USER_CHECKFAILED  4/20/2023 01333924PM  [userlds®"1 CUOARTL.  oort dev sentinel CL
(0 > 4/202023,913200409M  END_USER_CHECKLFAILED  4/20/2023,01320.040PM  [userlds"{"f3b62625-8757-4b50-b7d1-b88cbebcT23d" "107201353231036854363", 00uzonuTgos...  oort dev. seninel CL
& Content hub (Preview) B Activities Sent from Clients 1o
- i sentrom Clents o () > 4/202023,91329940PM  END_USER_CHECKFAILED  4/20/2023, 91329940 PM  (userlds"{*oidlO 1cuG696", /DU T .. cort dev_sentinel CL
Repositories (Preview) “
P ([ > 4/202023,91333625PM  END_USER_CHECKFAILED  4/20/2023 31333925PM  [userlds*{"oidOl I udy..  oort ey sentinel CL
- . ivity Runs Availability
emmunity (O > 4/202023,81333024PM  END_USER CHECKFAILED  4/20/2023 G1333024PM  [‘userlds"{"bAe214e6-a8f2 48ce 9645-037248a3a169""DUSIMVONUTGYINHUHIL' “107499005...  oort dev_sentinel CL
civity runs latest Status
Configuration ([ > 4/202023,01333624M  END_USER_CHECKFAILED  4/20/2023, G1333024PM  [userlds"{"1050945-1228-4156-b016-4eciof3d4300" DUYBAKONQKCOH3FOGONM' *T17027823...  oort_dlev_sentinel CL
Data connectors B Activity runs Top 5 Failures (O > 4/20/2023,91333925PM  END_USER_CHECKFAILED  4/20/2023,91333925PM  [‘userlds" " 1887827-3553-4f6e-833c- Ocded Tecfe3e”, DUSMTCIFHHAFQG562 1MT" 1009192800, oort_dev_sentinel CL
& Ansitcs & Admin Kubernetes audit events ) > 4/202023,51333925PM  ENDUSER_CHECK FAILED  420/2023,81333925 M [userkds"{"oide] camess: cort dev_sentinel CL
for deployment
= e () > 4200003, 5733025 1 END_USER_CHECKFAILED  420/2023 913335259V [userkd' "ol aaness: oort v sentinel CL.
Watchist B AEWCompute? o
 AEWComputePipelinesloss get (0 > 4/202023,01333824PM  END_USER_CHECKFAILED  4/20/2023,:13:33.024 P 7. 'DUS2Z.  oort dev_senfinel CL
ctomation daily tasks coun
° ) 243148 ot ey cantinal C1
& settings B AEWComputePipelineslogs get
dl tacks detail 05 530ms | Display time (UTC+00:00) Query details | 1-160f33
D v 42172023, 3:25:37.789 ... END_USER__CHECK_FAILED 4/21/2023, 3:25:37.789 AM {"userlds™["109752221945984528057","00udysoteswoKrNXj697", "0054x0000021HPUAAZ" " UD5... oort_dev_sentinel_CL
activity END_USER__CHECK_FAILED
activityDate [UTC] 2023-04-21703:25:37.7897
7 tergetResourcelds {"userl "109752221945084528057", "00udysoteswoKrNXj697" "0054x0000021HPUAAZ","U052)43NUES "], "login™" *,"checkld":"bright-cloud-tagged-ips"}

TimeGenerated [UTC] 2023-04-21T03:25:37.7897
Tenantld bB1faald-251e-4c25-9533-516fd771779

Type oort_dev_sentinel CL

Okta Data Integration

Overview

The Cisco Identity security platform reads a variety of user account data and event data to
build a full picture of the identity security posture of your Okta tenant, as well as on-going
identity threats against your organization.

Okta OAuth2 Data Integration

Cisco Identity has created an OAuth2 SPI service application in the Okta network for the
purpose of the data ingestion.

This bar below is the link to the application in the Okta network :point_down:

https://www.okta.com/integrations/cisco-identity-intelligence-read-write-management-api-
service/

To implement this application, do the following:

1. Confirm that your Okta organization is using Okta Identity Engine (OIE), and not Okta
Classic. Upgrade if needed. If you're unsure which solution you're using, check the footer
on any page of the Okta Admin Console. The version number is appended with E for OIE


https://help.okta.com/oie/en-us/content/topics/identity-engine/oie-upgrade-eligibility.htm

orgs and C for Classic Engine orgs
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2. Select Add Integration from the link in the bar above :point_up: or search for the API

Integration within the Okta Admin Console (If you have multiple tenants, ensure you're
signed into the correct Okta org!). Then select Next

3. Select Install & Authorize

$+% okta

Dashboard v
Directory v
Customizations v
Applications v
Security v
Workflow v
Reports v
Settings v

Cisco Identity Intelligence - Read-Write
Management API Service wants to
access your okta-dev-41886245
organization.

Authorizing this request gives Cisco Identity
Intelligence - Read-Write Management API
Service access to your Okta organization’s
management API. Any actions taken over the
API will be attributed to Cisco Identity
Intelligence - Read-Write Management API
Service.

Previous Cancel

+ manage all admin operations for org
factors (e.g. activate, deactivate, read)

« read org factors

* Allows the app to manage existing
groups in your Okta organization.

Resources and policies

« create and manage apps
* read about apps

Systems

* Allows the app to read information about
API tokens in your Okta organization.

* Allows the app to read org
authenticators information.

* Allows the app to read the existing
device's profile and search devices.

* Allows the app to read information about
custom Domains for your Okta
organization.

* read about deprecated events v1 API
entries

+ read about system log entries

@ 00 andyw22@cisco.c...
00 okta-dev-41886245

» read about groups and their members o
» create new users and manage all users'

profile and credential information

« read existing users' profiles and

credentials

« read about identity providers

» read about policies

« Allows the app to read information about

rate limits in your Okta organization.

« read all risk provider integrations

« read administrative role assignments

« read about schemas

* manage all sessions

« read all custom templates

* Allows the app to manage user types in

your Okta organization.

« Allows the app to read user types in your

Okta organization.

Install & Authorize

4. Copy the client secret to a secure location, such as a key vault, if desired

5. Select Done

6. Within your Cisco Identity tenant, go to the Integrations page and select Add Integration.

Select the Okta integration

7. Enter the display name, Issuer (your Okta URL), Client ID, and Client Secret in the
respective fields and select the Save button
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Integrations > Add Integration > Okta

New Okta Integration

Event Streaming  Advanced Settings

Name

Okta Test

Issuer

©
3
&

https://test.okta.com

& © 6

Client Secret

) To ensure security, always use the least privileged key
OAuth2 support is currently in beta

Cancel B save ‘

8. Under the Advanced Tab, review the answers to the questions in the top section of the
page to make sure they are answered correctly. Then ensure the integration is set to
“Managed” to enable the relevant data types based on the answers to those questions.
Read our documentation about [Managed Integrations ]to learn about the benefits

Integrations > Edit Settings.

Edit Okta Settings

General Settings Event Streaming Advanced Settings Where can | see a step by step configuration guide? ~

Refer to this documentation article for a step by step guidance.
Please confirm the following:

Is Mapping AP flag enabled? Has the Super Admin role been assigned to CII?

® Yes O No Q Yes @ No How do | create an OAuth2 integration? v

Allow Cll to manage data types? When would | choose to use public/private key over regular authentication? v

@ Managed

What if my organization restricts access to the integration by IP address? v
The following data types will be collected: (D

Required (19) v

Mappings API (1) v

Cancel m

Note: After configuration is completed in both systems, you may see a yellow banner on the
Cisco Identity API Service App page in the Okta Admin Console that states, “Cisco Identity -
Read - Write Management API Service is not configured until you complete the setup
instructions” . You can disregard this message. The integration is fully configured

Test Connectivity
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1. On the Integrations page, select the three dots menu on the right side of the new Okta
integration tile. Select Test Connectivity

Configure Okta Event Streaming

If you have the Log Streaming module as part of your current Okta subscription follow the
steps below to configure Log Streaming. Log Streaming is not required to configure the
Okta Data Integration, but it is recommended if you have it.

1. Once successfully verified, select the 3-dot menu again and select Edit settings for the
Okta integration. Go to the Event Streaming tab

2. Use the information provided to set up Okta log streaming via an AWS Eventbridge.
[Instructions can be found here]

3. After you register the log stream, select Save. Then use the 3-dot menu for the
integration and select Collect Now to begin initial data collection
NOTE: Due to Okta API rate limiting, the initial data collection, including historical log data,
may take 24 hrs or longer. Your Cisco ldentity technical contact will assist with any questions
in this process

Okta Read-only OAuth 2.0 Client Application (Alpha)

The Okta Service Application integration is the preferred method for collecting data from Okta
as it the most secure, ensures the best experience and will automatically update when Cisco
Identity supports collection of additional data types. Although it requests certain scopes or
permissions, such as “create user", these are required by Okta for Service Apps and Cisco
Identity does not utilize these permissions.

Although we highly recommend using the Okta Service Application, if required, there is also
read-only option using OAuth 2.0, which is a widely adopted authorization framework that
provides secure and scalable access delegation. In this context, Okta's implementation of
OAuth 2.0 allows you to grant specific APl permissions to applications while maintaining
control over sensitive resources. For this reason, it require a more complex set up and will
require manual updates from your Okta Admin to grant access to new scopes or permissions
when Cisco Identity adds them.

This section provides a step-by-step guide for configuring a read-only OAuth 2.0 API service
integration with Okta. By following this guide, you will enable secure access to Okta APIs
with the least privilege principle, ensuring that the integration can only retrieve (read) data
without the ability to modify it.

Key Features of This Integration

» Read-Only Access: Limit the scope of API access to read-only operations, ensuring
enhanced security

» Scoped Permissions: Use OAuth 2.0 scopes to define the exact level of access the
integration is permitted
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» Service Account Integration: Create a service account that interacts programmatically
with Okta APls

» Secure Authentication: Leverage client credentials for authentication to ensure secure
communication

Prerequisites

Before you begin, ensure you have the following:

1. IMPORTANT:This feature is currently in Alpha phase, meaning it is a limited preview.
Contact Cisco or Duo Support to have this feature enabled for your Cisco Identity
tenant.

2. Administrative Access to Okta: You must have the necessary permissions to create and
manage API service integrations within your Okta instance

3. Okta Developer Account or Production Environment: A valid Okta environment where
the integration will be configured

4. Understanding of OAuth 2.0: Familiarity with OAuth 2.0 concepts such as scopes,
tokens, and client credentials

What You'll Learn
By the end of this section, you will:

» Set up an OAuth 2.0 application in Okta
» Configure client credentials for secure APl authentication
» Define and apply the appropriate read-only scopes for the integration

e Test the integration to ensure it retrieves data as expected
Let’s get started with the configuration process!

Okta Integration: creation of the OIDC client in Okta with Public/Private Keys
authentication for read-only integration
Step 1: Log into Okta Admin Console

1. Open your Okta Admin Console (e.g., https://your-org.okta.com/)

2. Log in using your admin credentials
Step 2: Create a custom admin role

1. Navigate to Security > Administrators > Roles tab
2. Select Create role
3. Provide a name and description for the role

4. Under Permissions, select Identity and Access Management > View roles, resources,
and admin assignments

5. Select Save Role


https://your-org.okta.com/
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+ Back to Roles

Create new role

A role contains permissions that you want to grant to an admin.
After creating a role, you can further constrain it to a resource set.
See best practices for creating a role assignment .

-~
cm|

Role name

‘ Custom View Roles ‘

Role description

‘ Custom View Roles ‘

Select permissions

See role permissions 7 for more information

Q_ Search for permissions by their name

Permission name

> User

> Group

~ Identity and Access (1 permission selected)

View roles, resources, and admin assignments

Step 3: Create an API Services Application
1. In the Okta Admin Console, go to Applications > Applications

2. Select Create a new app integration
3. Choose API Services and select Next

Create a new app integration

Sign-in method OIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

Learn More 3

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

APl Services
Interact with Okta APls using the scoped QAuth 2.0 access tokens for
machine-to-machine authentication.

Can oe! m

4. Enter a recongizable name for your App Integration and select Save

5. Under Client Credentials, select Client Authentication and then Edit.
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6. Select Public key / Private key as the authentication method

7. Check the box to Save keys in Okta

[e¢]

. Select Add Key, then select Generate new key

[(e]

. Choose Private Key in PEM format (not JSON), and make sure to copy the private key
and KID to a secure location (you won’t be able to see the private key again once you
close this window).

Add a public key
Paste your own public key or automatically generate a new key pair

Clear  Generate new key

Private key - Copy this!

The private key appears only once for enhanced security. Copy this key and store it somewhere
safe for use later.

JSON Copy to clipboard

ﬂ Gancel

10. Select Done, then select Save

11. Under General Settings, select Edit, deselect Proof of possession, then select Save



KID

General Settings

APPLICATION

App integration name

Application type

Application notes for admins

Proof of possession

Grant type

Use a URL to fetch keys dynamically

Status Created

Apr 28, 2025

Cancel

AndyW SecDemo

Service

This note is accessible to admins on this page.

() Require Demonstrating Proof of Possession (DPoP)
header in token requests

Client acting on behalf of itself

Client Credentials

Step 4: Configure Permissions

1. Go to the Okta API Scopes tab

Advanced

m cance!
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2. Grant the necessary permissions for the scopes required by Cisco ldentity

Consent
Any
Granted

Not Granted

Scope

okta.apiTokens.read@

okta.apps.read @

okta.authenticators.read @

okta.clients.read @

okta.devices.read@

okta.domains.read@

okta.enduser.read@

okta.events.read@

okta.factors.read@

okta.features.read@

okta.groups.read@

okta.idps.read@

okta.logs.read @

okta.networkZones.read @

okta.oauthintegrations.read@

okta.orgs.read @

okta.policies.read @

Consent Actions

Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
Granted @ Revoke
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okta.profileMappings.read @ Granted @ Revoke
okta.rateLimits.read@ Granted @ Revoke
okta.roles.read @ Granted @ Revoke
okta.schemas.read @ Granted @ Revoke
okta.serviceAccounts.read @ Granted @ Revoke
okta.sessions.read@ Granted @ Revoke
okta.templates.read@ Granted @ Revoke
okta.userTypes.read@ Granted @ Revoke
okta.users.read @ Granted @ Revoke

Step 5: Configure Admin Roles
1. On the Admin roles tab, add two roles to this application

2. Add either Super Admin role OR BOTH Org Administrator role and Read-only
Administrator role (Without Org Admin role, Cisco Identity will not be able to collect API
Service IntegrationandUser Schena details for the tenant)

3. Add the custom role created in the steps above, with a resource set of Al | | dentity
and Access Managenent resources

NOTE - the application is still constrained by the granted APl scopes. However, per Okta, a
corresponding role must be granted that allows the selected scopes, such as
okt a. schemms. r ead See their article for more details on this


https://developer.okta.com/docs/guides/implement-oauth-for-okta-serviceapp/main/#use-the-client-credentials-grant-flow
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@ ATW Read Only SecDemo
General Okta API Scopes Admin roles Application Rate Limits

Admin assignments granted to this app

Edit assignments

Roles 4 Resource set

Custom View Roles All Identity and Access Management resources
Organization Administrator 1 Resources

Read-only Administrator 1 Resources

Step 6: Configure Okta Integration in Cisco Identity

1. Within Cisco Identity, navigate to Integrations > select the Add Integration button>
select Okta

2. Check the box for public/private key authentication

Note: NOTE: If you do not see this option, contact Cisco or Duo support to have this feature
enabled for your tenant.

3. Use the following details to configure the Okta integration in Cisco Identity:
4. Display name

5. Okta domain (URL)

6. ClientID

7. KID
8. Private Key PEM file
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‘e Identity Intelligence Q, search

Integrations > Add Integration > Okta

New Okta Integration

Event Streaming  Advanced Settings Where can | see a step by step configuration guide?

Refer to entatio e for a step by step guidance.

How do | create an OAuth2 integration?
Okta Domain

When would | choose to use public/private key over regular

authentication?
Client ID

©
b

2] Ui TRl V\;r:t if r:y organization restricts access to the integration by IP
a ress?

(1

Public Key ID

)

Private Key

L0,

[ To ensure security, always use the least privileged integration

9. Select Connect and the API connection will be tested automatically

10. We highly recommend implementing

Okta Log Streaming AWS EventBridge

Overview

The Cisco Identity identity security platform integrates with Okta tenants to collect user
account information, device information, and sign-on and application activity.

To enable hourly analysis of user activity and events, Cisco ldentity can leverage Okta log
streaming to an AWS EventBridge streaming model. Then the Cisco ldentity platform can
capture the events from the log stream.

NOTE:

- By default, with event streaming enabled, the analysis of event-based detections will be
performed hourly and associated notifications will be sent at that time

« Individual events for a user will only be added to the user's Activity table once per day. To
fetch the most recent events for a user, run the Refresh User Data action from the actions
menu

 If a near-time compatible check failure is detected for an Okta user, it can trigger other
non-near-time check failure notifications to be sent outside of the standard 24hr cycle

Prerequisites

You must already have an active Okta data integration in your Cisco Identity tenant that is
connected via an Okta API token. Please see instructions here.


https://docs.oort.io/how-to-guides/remediation-actions#refresh-user-data
https://docs.oort.io/docs/oktadataintegration
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You must also have the Log Streaming module enabled for your tenant. Please see your
Okta representative if you do not have this module as part of your current subscription.

Okta Log Streaming Configuration

For reference, the Okta log streaming documentation can be found here.

Permission requirements for setting up Cisco Identity integration with Okta

To add the necessary configuration in Okta, you need to be one of the following:
* Read-only administrator

Setup Steps

There are 3 steps you need to go through to set up the AWS log streaming integration
between Okta and Cisco Identity.

1. In the Admin Console, go to Reports > Log Streaming. This page shows all of the log
stream targets available in your org.

2. Click Add Log Stream to start the log stream wizard.

oo
%:% okta | Q oo
Dashboard v
n i © Hel
€ Log Streaming "
Directory v
Okta Log Streaming sends system log data to Security Information and Event Management tools to help you monitor and troubleshoot issues in real
Customizations ~ time
Applications ~
+ Add Log Stream
Security v
Name Type Status
Workflow hd
AWS EventBridge AWS EventBridge (Active) £ Configure

Reports ~
Reports
System Log
Access Testing Tool

Import Menitoring

Log Streaming

Rate Limits

Settings v

3. Select AWS EventBridge from the catalog. Click Next.


https://help.okta.com/en-us/Content/Topics/Reports/log-streaming/add-aws-eb-log-stream.htm
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Select type

O,

Select type

@ @ splunk>

AWS EventBridge Splunk Cloud

4. Name: Provide a unique name for this log stream in Okta.

5. AWS Event Source Name: The source name needs to be the Okta integration ID, which is
available in the Event Streaming tab of your existing Okta integration. Go to Integrations
-> Edit Okta integration

Integrations > Edit Settings

Edit Okta Settings

General Settings Advanced Settings

@ Use Logs Streaming

If you need help configuring Log Streaming, refer to
Use the following values in your Okta instance:

US East

| have configured Log Sireaming in Okta with the above data

6. Copy the AWS Event Source Name and AWS account ID shown into your Okta AWS Log
Stream configuration

7. Enter the AWS region shown on the page in your Okta integration.
8. Save this information in the Okta Log Stream wizard FIRST

9. Check the box shown above and click Save in the Cisco Identity Ul



| Okta Workflows | 66

Okta Workflows

Fetch end user information and react to Cisco Identity threat detection with Cisco Identity.

Authorization

Prerequisites

Generate client API credentials:

1. From the Integrations tab, click Add Integration.
2. Scrolls down and click Add API Client.

3. Provide a Name and Description.

4. Click Save and generate credentials.

5. Click Copy all to copy the credentials to your clipboard.

Create a connection

When you add a Cisco Identity card to a flow for the first time, you'll be prompted to configure
the connection. This will enable you to connect your Cisco ldentity account, save your
account information, and reuse the connection for future Cisco Identity flows.

To create a new connection from an Action card:
1. Click New Connection.

2. Enter a Connection Name. This is useful if you plan to create multiple Cisco Identity
connections to share with your team.

3. Enter the Client ID, Client Secret and Audience values from the integration created
earlier.

4. Select the appropriate geographical region in the Region dropdown.

5. Click Create.

Connector cards

Cisco Identity event cards

Event Description

[Cisco Identity Webhook] Triggers a flow when a specific check has
new users failing the check in Cisco Identity.

Cisco Identity action cards

Action Description
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[Get End User State] Fetch a concise summary of end-user
information, including key fields and relevant

details.

[Get End Users By IP] Retrieve users associated with a specified IP

address.

Events

Cisco Identity Webhook
Triggers a flow when a user is failing the check in Cisco Identity.

Options

Field Definition Type Required

Shared Secret A secret string for Text TRUE
verifying the source

of webhooks. It is

sent by Cisco

Identity events in a

header named

“x-api-client-token”

in the webhook

payload

Check ID A Cisco ldentity Text FALSE
check ID to send
events from to the
webhook. This can
be later updated in
the Cisco Identity

dashboard.
Output
Field Definition Type
det ai | Webhook payload. Object
- id The the event ID Text
w checkl d The ID of the failed check in  Text

the Cisco Identity that
triggered the event



wtitle

w severity

w | 0gi n

-
expl ainabilityDetails

w checkTopi cs

w checkTags

w f r amewor ks

w publ i shed

regi on

time

detail -type

source

Actions

Get End User State

The check title.

The check severity in Cisco
Identity.

The login identifier of the
failing user

List of objects of type
{"key":,
explainability details about
the failing check

“val ue":} with

List of topic the check
relates to (e.g. Conpl i ance,
Devi ces)

List of tags applied to the
check

List of frameworks the check
is a part of (e.g. NI ST,
M TRE)

Timestamp the payload was
generated.

The Cisco Identity
deployment region from
which the event originated

The webhook event ID

The Date/Time the event
was triggered

Type of content in the event

Identifier of the Cisco
Identity instance

Text

Text

Text

List of Objects

List of Text

List of Text

List of Text

Date & Time

Text

Text

Text

Text

Text
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Fetch a concise summary of end-user information, including key fields and relevant details.



Input
Field Definition Type
Login User's email Text
address.
Output
Field Definition
St at us Code HTTP response code.

EndUser State

di spl ayName
 ogin

enpl oyeel D

st at us

user TypeC assi fication

manager Logi n

i pAddr esses

w | pAddr ess

w | ocation.city

Summary of end-user
information.

The user ID in Cisco
Identity.

The user's display name.

User's email address.

The user ID Employee ID in

the Identity Provider or HR
system.

The aggregated user
status in the identity
providers.

The user classification in
Cisco Identity

User's manager email
address.

List of IP Addresses used
by the user.

IP Address used by the
user.

IP Geolocation city of the
IP Address.
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Required

TRUE

Type

Number

Object

Text

Text
Text

Text

Text

Text

Text

List of Objects

Text

Text



w | ocation.state

w | ocation. country

phoneNunber

unusedAppl i cati ons

usedAppl i cati ons

usedFact ors

referencelrl

regi steredLocati onDetail s

wCity

w State

w country

wor ki ngLocati onDetail s

w user Locati onPreval ence

w | ocation.city

w | ocation.state

IP Geolocation state of the
IP Address.

IP Geolocation country of
the IP Address.

User's phone number.

Names of applications the
user has access and did
not access in the past 30
days.

Names of applications the
user has access and
accessed in the past 30
days.

Authentication factors
used by the user.

User's URL in Cisco
Identity.

The user's registered
location

The registered location
city.

The registered location
state.

The registered location
country.

List of the locations the
user works in.

The prevalence of the
working location for the
user, as a percentage.

The working location city.

The working location state.
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Text

Text

Text

List of Text

List of Text

List of Text

Text

Object

Text

Text

Text

List of Object

Number

Text

Text



w | ocati on. country

Errors

pat h

errorType
nmessage
errorlnfo

dat a

Get End Users By IP

The working location
country.

List of errors that might
have occurred in the
request.

Paths that had errors in the

request.
Type of the error.

Error message.

Information about the error

Data about the error

Retrieve users associated with a specified IP address.

Input

Field

IP Address

Output

Field

St at us Code

End Users | Ps

id

di spl ayName

| ogi n

r ef erenceURL

Definition Type
IP Address. Text
Definition

HTTP response code.

Itemized list of Users
associated with a specified
IP address.

The user ID in Cisco Identity.

The user display name in
Cisco Identity

User's email address.

User's URL in Cisco ldentity.
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Text

List of Object

List of Text

Text
Text
List of Object

List of Object

Required

TRUE

Type

Number

Object

Text

Text

Text

Text
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Errors List of errors that might have List of Object
occurred in the request.

pat h Paths that had errors in the List of Text
request.

error Type Type of the error. Text

nessage Error message. Text

errorlnfo Information about the error List of Object

dat a Data about the error List of Object

Duo Security

Overview

Cisco Identity's platform can analyze authentication events in Duo Security to give insights
into how users are accessing your applications and using MFA. In order to provide Insights,
you have to set up an integration between Duo Security and Cisco ldentity for analysis. This
document will walk you through the process of setting up API access to Duo and will also walk
you through the complementary setup inside of the Cisco Identity console.

Note: Attention Duo Customers!! This documentation should only be utilized if you are
configuring an additional Duo integration, after you have provisioned your Cisco Identity
tenant via the Duo Admin Panel.

For instructions on how to provision your Cisco Identity tenant, which includes an
autogenerated Duo integration, via the Duo Admin Panel, please refer to the Duo
documentation.

Duo Security Integration

Understanding Cisco Identity admin API permissions
There are different types of API types of permissions sets that can be used with your Cisco
Identity tenant and Duo.

+ Read-only admin API - this is generated using a read-only permission (shown below)
and used for data ingestion and analysis only.

+ Read/write admin API permissions - this adds the Grant write resource permission
in order to take advantage of the defined list of Cisco Identity's [Remediation Actions]

+ Auth API permissions - one of the Actions available for an individual user is to send a
push notification to the user's Duo enrolled mobile device. The Duo Auth API requires a


https://duo.com/docs/identity-security#provision-your-cisco-identity-intelligence-tenant
https://duo.com/docs/identity-security#provision-your-cisco-identity-intelligence-tenant
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separate auth key, as outlined below.

Remediation actions can only be taken by administrator or help desk roles in Cisco Identity
and are limited to the list in the above article.

Cisco Identity recommends configuring all of the APls documented below for full
functionality and the best experience.

Duo Admin API Configuration
You need to have admin access in Duo Security to add the necessary configurations using the
following steps:

1. From the Duo admin console, select Applications
2. In the top right corner, select Protect an Application
3. Search for Admin API and select Protect

4. Add the necessary APl Permissions
For read-only functionality, the APl Permissions required are:

« Grant Administrators - Read
« Grant read information
« Grant read resource

« Grant read log
For read/write capabilities associated with [Cisco Identity Remediation Actions], add the
Grant Wite resource to the list of permissions

+ Grant Administrators - Read AND Write
« Grant read information

« Grant read log

+ Grant read resource

e Grant write resource
5. Select Save Changes

Duo Auth API Configuration
A Duo Auth API key is required for the Send Push Notification functionality mentioned above.

In the Duo Admin panel 1. Select Applications and then select Protect Auth API



Device Insight v
Policies v
Applications A

Protect an Application

Authentication Proxy

Duo ITDR
Single Sign-On v
Users v
Groups v
Endpoints v
2FA Devices v

2. Copy the Integration key and secret key for use in the Cisco Identity platform

configuration

Dashboard » Applications » Auth API

Auth API

See the Auth AP| documentation [ to integrate Duo into your custom application.

Details

Integration key

Secret key

APl hostname

| Duo Security | 74

Copy ‘

‘ sssssssssnsannes QA0 Copy ‘
Don't write down your secret key or share it with anyone.

duosecurity.com Copy ‘

3. Scroll down and give the Auth APl a name that will indicate to end users that the push is

from your company

Settings

Type

Name

Auth API

Company ABC Identity Verification|

Duo Push users will see this when approving transactions.

Cisco Identity Configuration

Follow the steps below to connect additional Duo integrations, other than the integration that
was automatically created via Duo.

Navigate to Integrations -> New Integration -> Duo

Give the integration a display name.

Enter the APl hostname, Integration key, and secret key into the Cisco Identity console.

NOTE - the API hostname must not contain a prefix like ht t ps: // - it should only be of the

form api - xxxxxxx. duosecurity.com
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GORT Q BY Dashboard 28 Users © Checks

New Integration

General Settings  Advanced Settings

Name Bl

API hosthame @
Integration key 4+
Secret key ® o=

? To ensure security, always use the least privileged key
If you need help getting your credentials, see the Duo Documentation

Slide the button to enable Support Push Verification.

Enter the Auth APlIntegration Key and Secret Key.

@D Support Push Verification

Integration key for Duo Auth APl application

Secret key for Duo Auth APl application

(7] To ensure security, always use the least privileged keys.
If you need help getting your credentials, see the Duo Documentation.

On the Advanced Settings tab, review the [Managed Integration] info to ensure that you are
collecting the relevant data types

Click Save.

Test Connectivity and Start Collection
On the Integrations page, click the bar for the new Duo integration and select Test
Connectivity from the menu.
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Aug 11, 202:
2 Edit Settings

£+ Test Connectivity

Jpdated (UTC) 4 B Delete Integration

After testing successfully, click the Collect Now button to begin initial data collection
immediately.

Event Streaming

Event streaming can only be configured for Duo integrations for Cisco Identity that were
provisioned from the Duo Admin Panel. Enabling the event streaming is done on Step 2 of the
wizard while provisioning, or it can be done after provisioning by going back to Step 2 of the
wizard.

If you are creating a second Duo integration in Cisco Identity (in addition to the one
autogenerated upon tenant creation), event streaming is not currently supported for additional
Duo integrations.

Google

Cisco ldentity can analyze data from Google Workspace (formerly G Suite) and Google Cloud
Platform (GCP) to provide insights into user identities and application activity. This document
will walk you through the process of setting up the Cisco Identity Google Workspace
integration.

Note: This integration uses both a Google Workspace admin user (required for access to
Google Workspace Admin APIs), and a GCP service account (required for access to view
service accounts and logs in GCP). To avoid confusion, please note the bolded terms used
throughout these instructions and make sure you're using the right one.

Overview

These are the steps to connect Cisco Identity to your Google Workspace environment. The
steps summarized here are explained in more detail in the linked sections below.

1. [Configure a Google Workspace admin user] and role for Cisco Identity to use. This is
required for directory access and Google Workspace audit logs.
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2. [Configure a GCP service account] with Security Reviewer, Log Viewer, Private Log
Viewer, and Browser roles at the org level. Configure Domain-Wide-delegation for this
service account for the required scopes (documented below) so that it can access the
Google Workspace admin user created in Step 1. Generate a key for this service account
for Cisco Identity to use. This allows Cisco Identity to monitor service account activity
within your google projects.

3. [Create a Google Workspace integration in your Cisco Identity tenant] using your Google
Workspace customer ID as well as the email of the Google Workspace admin user from
step 1 and the GCP service account key from step 2.

4. [Configure GCP Audit Logging] at the project, folder, or organization level in GCP to start
generating logs for Cisco Identity to monitor.

If you are unsure, refer to the [configuration checklist] at the end of this page.

Configure a Google Workspace Admin User and Role

This is where you will set up the Google Workspace admin user. For this step you will need
administrator access to your Google Workspace account.

1. In the Google Workspace Admin console, create a new account for the Service account
to impersonate. Save this user's email for use in the following steps and in the Cisco
Identity setup section. Use this user email whenever these instructions refer to the Google
Workspace admin user.

2. In the Google Workspace Admin console, create a custom role:

3. Navigate to Account > Admin roles > Create new role

o Admin Q_ Search for users, groups or settings

08 Dashboard Admin roles

» & Directory .
Q' You can now assign admin roles to security groups as well as users. Learn about admin role:

» [0 Devices

O Apps

Roles Create new role
@ s o e
v 1l Reporting Role Role description Type @
4 E Billing Super Admin Google Workspace Administrator Seed Role System role
- @ Account i
Groups Admin Groups Administrator System role
Account settings
Groups Reader BETA Groups Reader System role
Admin roles
. Groups Editor BETA Groups Editor System role
¥ Domains
Data migration User Management Admin User Management Administrator System role
Google Takeout Help Desk Admin Help Desk Administrator System role
@ Rules
Services Admin Services Administrator System role
O Sstorage

4. Provide a name and description


https://admin.google.com/
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X Createrole

o Role info o Select Privileges e Review Privileges

Role info

Oort Integration Role

Description

Custom role]-for Oort integration

* required field

5. Under Admi n consol e privil eges check the following privileges

Users > Read
Servi ces > Mobile Device Managenent > Manage Devices and Settings
Services > Chronme Managenent > Settings > Manage Chronme OS Devices > Read

4. Under Adm n APl privil eges check the following privileges

Reports

Organi zational Units > Read
Users > Read

G oups > Read

User Security Managenent

3. When all the permissions have been added, select Create Role to finish.
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X Create role

Q Role info Q Select Privileges e Review Privileges

Oort Integration Role
Custom role for Oort integration

31 privileges selected
Admin console privileges
Organizational Units > Read

Users > Read

Services > Mobile Device Management > Manage Devices and Settings

Services > Chrome Management > Settings >

Services > Chrome Management > Settings >

Services > Chrome Management > Settings >

Services > Chrome Management > Settings >

Services > Chrome Management > Settings >

BACK

Manage Chrome OS Devices > Rea

Manage Chrome OS Devices >

Manage Chrome OS Devices >

Manage Chrome OS Devices >

Manage Chrome OS Devices > Rea

ad > Telemetn

ad > Telemetry A

Telemetn

> Telemetn,

y API

y API

y API

> Telemetry Device Info
> Telemetry User Info

> Audio Telemetry & Events

CANCEL CREATE ROLE

6. Assign this role to the Google Workspace admin user.

Configure a GCP service account

In this section, you will configure the GCP service account. To complete the steps in this
section, you will need admin access to your GCP organization.

Warning: This section requires you to create a separate GCP Service account and assign the
permissions to that service account. Do NOT assign the service account permissions/roles
listed below to the previously created Google Workspace admin account for this section or it
will lead to data collection issues. The proper GCP Service Account name format should

follow this example:

SERVI CE_ACCOUNT_EXAMPLENAVE@PRQIECT _I D. i am gser vi ceaccount. com

1. Login to the GCP console for your organization. Using the project selector, choose or
create a project to host the service account that Cisco Identity will use for access.

2. Navigate to the APIs and Services tool under Google Cloud -> APIs and Services ->

Enable APIs and Services


https://console.cloud.google.com/
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Google Cloud @ Oorl Integration Test «

API APIs & Services APls & Services -+ ENABLE APIS AND SERVICES

v Enabled APIs & services

ili  Library

o Credentials Traffic
3 OAuth consent screen

o Page usage agreements

& Mo data i3 available for the selected time frame.

api

T T T
JIC-4 00 PM Apr 11 GO0 AN

= Filter  Fills | |

3. Search for Admin API SDK and select Enable.

= Google Cloud & Oort Integration Test = |

&  Product details

Admin SDK API

Google Enterprize AP

Manage Google Workspace account resources and audit usage

FMABLEF TRY THIS API [£

OVERVIEW DOCUMENTATION SUPPORT RELATED PRODUCTS

5. Also enable the Cloud Resource Manager API, the Cloud Logging API and the Identity and

Access Management (IAM) API.

6. Create a GCP service account for Cisco Identity to use. Navigate to IAM > Service

Accounts > Create Service Account.


https://console.cloud.google.com/apis/api/admin.googleapis.com/metrics
https://console.cloud.google.com/apis/api/cloudresourcemanager.googleapis.com/metrics
https://console.cloud.google.com/apis/api/logging.googleapis.com/metrics
https://console.cloud.google.com/apis/api/iam.googleapis.com/metrics
https://console.cloud.google.com/apis/api/iam.googleapis.com/metrics

Google Cloud
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2* My First Project w Search (/) for resources, docs

e IAM & Admin

2 1AM

Identity & Organization

Policy Troubleshooter

E  Policy Analyzer

B  organization Policies

of Service Accounts

Service accounts =+ CREATE SERVICE ACCOUNJH B DE

Service accounts for project "My First Project”

& service account represents a Google Cloud service identity, such as code running ol

Organization policies can be used to secure service accounts and block risky service
policies.[4

= Filter Enter property name or value

O Email Status Name ‘T
D ed oort-integration-service- () Oort
P L T S e e e e

7. Provide a name and description for the account

Q

& 0

fro)

# € # w

(]

Google Cloud

IAM & Admin

1AM

Identity & Organization
Policy Troubleshooter
Policy Analyzer
Organizaticn Policies

Service Accounts

Workload Identity Federat...

Labels

Tags

Settings

Privacy & Security

Identity-Aware Proxy

Roles

Audit Logs

e My First Project | | Search (/) for resour

&« Create service account

@ Service account details
Service account name
[ Oort integration test3 ]

Display name for this service account

Service account ID *
oort-integration-test3 X C

Email address: cort-integration-test3@fresn-wef-389017.iam.gserviceaccount.com
[a]

Service account iption
[ Oort integration test account ]

Describe what this service account will do

CREATE AND CONTINUE

Grant this service account access to project
(optional)
\
© Grant users access to this service account (optional)

- JO

8. Choose Aad Key > Create New Key on the GCP service account you just made. Store
the downloaded key file somewhere safe; you will need to upload it to Cisco Identity when
you set up the integration in Cisco Identity.
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= Google Cloud a* My First Project Search (/) for resource
e IAM & Admin < Qort integration test2
DETAILS PERMISSIONS KEYS METRICS LOGS
+2 1AM _
©  Identity & Organization Keys
9, Policy Troubleshooter Service account keys could pose a security risk if compromised. We recommend you
Cloud here (2.
B Policy Analyzer
o o Add a new key pair or upload a public key certificate from an existing key pair.
8 Organization Policies
Block service account key creation using organization pelicies 2.
28 Service Accounts Learn more about setting organization policies for service accounts (2
=  Workload Identity Federat.. ADD KEY ~
¥  Labels
LR R Key creation date Key expiration date
» Tags Upload existing key
@& Settings
Create private key for" tenant-
integration”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
® JSON

Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

9. Note the Unique ID / OAuth2 client ID for use in the next section when you delegate
domain authority for the Workspace API



€ Qortintegration test2

DETAILS PERMISSIONS

Service account details
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KEYS METRICS LOGS

Name
[ Oort integration test2

Description
[ Oort integration test account

Email
oort-integration-test2(@

Unique D

114170717932306713544

Service account status

.lam.gserviceaccount.com

Disabling your account allows you to preserve your policies without having to delete it.

oAccount currently active

DISABLE SERVICE ACCOUNT

Advanced settings

10. Delegate domain-wide authority to the Google Cloud service account created in the
[GCP section above], as explained in the following Google docs: https://developers.goog|
e.com/identity/protocols/oauth2/service-accountf#delegatingauthority

= O Admin

v G’ Security
Overview

Alert center

Q_ Search for users, groups or settings

Security > API Controls

App access control

API controls

» Authentication

~ Access and data control

Manage app access to users’ Google data. Learn about app access controls

Apps on your Google Workspace Marketplace allowlist and Android and iOS apps on your Web and mobile apps list are automatically trusted.

Use these controls to manage the API

API controls
Client-side encryption
Data classification

Data protection

Google Cloud session

access intern: nd third-party apps Overview O restricted Google services
have to users’ Google data 17 unrestricted Google services
MANAGE GOOGLE SERVICES MANAGE THIRD-PARTY APP ACCESS
Settings €GP v

control
Less secure apps
» b
» B
» @
@ Rules

& Storage

Reporting
Billing

Account

[ send feedback

https://admin.google.com/ac/owl/domainwide delegation

Custom user message

off

Internal apps
Trust internal apps

Unconfigured third-party apps
Allow users to access any third-party apps

Domain wide delegation

Developers can register their web applications and other API clients with Google to enable access to data in Google services like Gmail. You
can authorize these registered clients to access your user data without your users having to individually give consent or their passwords.

Learn more

MANAGE DOMAIN WIDE DELEGATION
[

11. Select the Add New button


https://developers.google.com/identity/protocols/oauth2/service-account#delegatingauthority
https://developers.google.com/identity/protocols/oauth2/service-account#delegatingauthority
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= o Admin Q, Search for users, groups or settings
Security » APl Centrols > Domain-wide Delegation
(@ Home
EE Dashboard o Developers can register their web applications and other API

to individually give consent or their passwords.
» 2 Directory

» Devices
Lo API clients Add new | Download client info
» 33 Apps
=+ Add afilter
- 'a Security
Overview Name Client ID

12. In the OAuth scopes (comma-delimited) field,

1. Add the Client ID for the GCP service account created in the section above, which is
tied to the JSON keys downloaded

2. Add the scopes in the code block below. Select Authorize

htt ps://ww. googl eapi s. conf aut h/ admi n. di rect ory. group. nenber. readonl y, htt ps://ww. googl eapi s. cc

Below are links for reference:

https://www.googleapis.com/auth/admin.directory.group.member.readonly,
https://www.googleapis.com/auth/admin.directory.group.readonly,
https://www.googleapis.com/auth/admin.directory.user.readonly,
https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,
https://www.googleapis.com/auth/admin.directory.orgunit.readonly,
https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,
https://www.googleapis.com/auth/admin.reports.audit.readonly,
https://www.googleapis.com/auth/admin.directory.device.chromeos.readonly,
https://www.googleapis.com/auth/admin.directory.user.security,
https://www.googleapis.com/auth/logging.read (for collecting Logging data)

Note that the admi n. di rect ory. user. security scope that is listed is required to use
[Remediation Actions] for Google accounts within Cisco Identity

13. Navigate to the IAM panel on the sidebar, and use the project selector to select the
organization (top-level) context. Note that on the project picker it says “Organization” in
the Type column for the correct resource. When you are on the right page you should see
that it says “Permissions for organization \”


https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/admin.directory.group.member.readonly,https://www.googleapis.com/auth/admin.directory.group.readonly,https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.googleapis.com/auth/admin.directory.rolemanagement.readonly,https://www.googleapis.com/auth/admin.directory.orgunit.readonly,https://www.googleapis.com/auth/admin.directory.device.mobile.readonly,https://www.googleapis.com/auth/admin.reports.audit.readonly,https://www.googleapis.com/auth/admin.directory.device.chromeos.readonlyhttps://www.googleapis.com/auth/admin.directory.user.security
https://www.googleapis.com/auth/logging.read
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New project :
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Project
Project

Folder

IIIIU
1

2

®
G
Bz
e

Google Cloud

Y IAM & Admin / 1AM

1AM

PAM

IAM

Allow

Principal Access Boun...

Organizations

Identity & Organization

Search (/) for resources, docs, products, and more

Deny Recommendations history

Permissions for organization -

These permissions affect this organization and all of its resources. Learn more (4

14. Select Grant Access at the top of the table

Google Cloud

Y IAM & Admin / 1AM

2

m &® , ©

IAM

PAM

Principal Access Boun...

Organizations

Identity & Organization
Policy Troubleshooter
Policy Analyzer

Organization Policies

‘ Search (/) for resources, docs, pro

IAM
Allow Deny Recommendations history
Permissions for organization-
These permissions affect this organization and all of its resot

¥ 1 group with highly privileged roles Owner / Editor |
Improve security by applying recommendations to-
Learn more about recommendations. (4

View by principals View by roles

+® Grant access

15. In the access form, enter the email address of the GCP service account in the New

principals field, and assign the roles Logs Viewer, Private Logs Viewer, Security Reviewer
and Browser. Select Save
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Add principals
Principals are users, groups, domains, or service accounts. Learn more about
principals in IAM (3

New principals * (0]

@ Enter at least one principal

Assign roles

Roles are composed of sets of permissions and determine what the principal can
do with this resource. Learn more (2

~ Role * 1AM condition (optional) (2)
Security Reviewer .
Y 7 + Add IAM condition
Security reviewer role, with
permissions to get any IAM policy.

- Role 1AM condition (optional) (2)
Logs Viewer - ] + Add IAM condition

Access to view logs, except for logs
with private contents

Role IAM condition (optional)
{ Private Logs Viewer v ] + Add IAM condition

Access to view all logs, including logs
with private contents.

Role 1AM condition (optional) (2)
[ Browser v + Add IAM condition

Access to browse GCP resources

+ Add another role

save

Create a Google Workspace integration in your Cisco Identity
tenant

1. From the Integrations page, select Add Integration and select Google Workspace
2. Enter a name for the integration, such as Google-customername

3. Enter your unique Google Workspace or Cloud customer ID. Note - You can find this ID in
your Admin console: Account > Account settings > Profile

4. Enter the email Google Workspace admin user that the service account is impersonating
5. Upload the JSON key file created for the GCP service account

6. Select Save. This will automatically trigger an initial connectivity test

Enable GCP Audit Logging

Not all service account activity is logged by default in GCP. Refer to the GCP documentation
to configure your audit logging according to your needs at the project, folder, or organization
level. Cisco ldentity uses these logs as indicators of service account activity.

Updating Google Service Account Keys

If desired, the JSON keys created for the service account can be rotated or updated.
1. Create new keys for the GCP service account.

2. In the Cisco Identity console, select the 3 dot menu for the Google integration and select
Edit Settings


https://cloud.google.com/logging/docs/audit/
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3. Select Reset Credentials. Then upload the new JSON file and select Save

4. Test connectivity to ensure a successful connection

Configuration Checklist
If you are not seeing data or account activity that you expect to see, these are the things to

check:

GCP Service Account
1. The GCP service account has been created in a GCP project.

2. The GCP service account has been given the Security Reviewer, Browser, Private Logs
Viewer, and Logs Viewer roles at the organization level in IAM in GCP.

3. The key for the GCP service account that Cisco Identity is using is still present and
enabled in GCP IAM for its project.

4. The GCP service account has been given Domain-Wide-Delegation with the scopes
listed above.

5. The Cloud Resource Manager API, the Cloud Logging APl and the Identity and Access
Management (IAM) API have been enabled in the project that hosts the GCP service
account.

Google Workspace admin user
1. The Google Workspace admin user has been created.

2. The Google Workspace admin role has been created and has the permissions listed

above.

3. The Google Workspace admin role has been assigned to the Google Workspace admin
user.

Cisco Identity Configuration
1. The Google Customer ID has been entered correctly. Note that there can only be one
integration per Google Customer ID in a Cisco ldentity tenant.

2. The email of the Google Workspace admin user has been entered correctly and exactly
matches the user currently intended.

3. The service account key for the GCP service account that Cisco Identity is using is
currently enabled in GCP. If in any doubt, generate a new key in the GCP console and
upload it to Cisco ldentity.

GCP Audit Logging
1. GCP Audit Logging has been configured at the desired level of the GCP organizational
hierarchy (organization, folder, or project) and at the desired level of detail.

Service Account collection from projects with VPC Service Controls


https://console.cloud.google.com/apis/api/cloudresourcemanager.googleapis.com/metrics
https://console.cloud.google.com/apis/api/logging.googleapis.com/metrics
https://console.cloud.google.com/apis/api/iam.googleapis.com/metrics
https://console.cloud.google.com/apis/api/iam.googleapis.com/metrics
https://support.google.com/a/answer/10070793?hl=en
https://cloud.google.com/logging/docs/audit/
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Google's VPC Service Controls feature allows you to restrict the IPs from which GCP API calls
— such as requests to list service accounts — can be made. Cisco Identity will skip collection
from projects in which VPC Service Controls prohibit the required API calls. The VPC Service
Controls docs in google show how you can add an exception allowing our IPs to access the
the IAM and Cloud Logging resources within the service perimeter. In the Cisco Identity Add
Integration dialog, you can see the list of IP addresses that Cisco Identity uses to collect
integration data. Note that these IPs depend on the region in which your tenant is deployed,
so you should not rely on the specific values in this image.

What if my organization restricts access to the integration by IP address? s

Identity Intelligence accesses the integration from one of the following IP addresses:
3.135.152.170, 3.134.59.57, 13.59.162.53, 13.59.118.158
Please add these IP addresses to your organization's allowlist to ensure reliability of the integration.

Google Sheets

Overview

The Cisco Identity Integration for Google Sheets allows you to use a familiar spreadsheet
interface to manage user identity data. This add-on, available on the Google Workspace
Marketplace, lets you add or update user information directly in any Google Sheet, and the
integration will automatically synchronize these changes to your Cisco Identity tenant via
SCIM.

This approach provides a simple, auditable, and efficient way for administrators to manage
user identities without needing direct access to the Cisco Identity portal for every change.


https://cloud.google.com/vpc-service-controls/docs/overview
https://cloud.google.com/vpc-service-controls/docs/access-level-design
https://cloud.google.com/vpc-service-controls/docs/access-level-design
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Cisco Identity Intellig... Uninstal
The Cisco Identity Intelligence (ClI) extension
allows for managing users via a Google Sheet

By: Cisco Systems &3
Listing updated: August 15, 2025

Works with:  [B) Noreviews @ & No users

Overview Permissions Reviews

Overview

Add the Google Sheets Integration on the CII portal then open the Google Sheet Extension to
configure the credentials and begin synchronization

Additional information

©  Pricing <> Developer & Support
Free of charge Cisco Systems &4 earn more 3
Non-trader ®

& Privacy policy [ Terms of service I Report
Learn more 3 earn more 4 Flag_as inappropriate

Privacy Policy & Terms of Use

» For information on the Cisco Identity Privacy Policy, please see this resource:
https://oort.io/company/product-privacy-policy/

» For our Terms of Use, please see this resource: https://oort.io/terms-of-use/

How the Google Sheets Integration works

The Google Sheets integration is an official Google Workspace Add-on that you install directly
into your Google account. Once installed, it adds a custom option under the Extensions
toolbar to any Google Sheet you open, allowing you to configure and manage the sync
process. The add-on runs entirely within your Google environment, acting on your behalf to
securely send user data from your sheet to the Cisco Identity SCIM endpoint.

Permission Requirements within Google Sheets

The first time you run a function from the add-on menu, Google will require your permission
for the add-on to work. This is a standard security procedure. You will be presented with a
professional consent screen asking for a minimal set of permissions:

- See, edit, create, and delete the current spreadsheet: This scope is restricted to only
the single spreadsheet you are working in. The add-on cannot see or access data within
any other Google Sheets that do not have the add-on enabled

» Display and run third-party web content in prompts and sidebars: This allows the
add-on to show the configuration menu

« Connect to an external service: This allows the add-on to send SCIM data to the secure
Cisco Identity APl endpoint you configure


https://oort.io/company/product-privacy-policy/
https://oort.io/terms-of-use/
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» Allow this application to run when you are not present: This permission is required for
the “Enable Automatic Sync” feature to work, allowing the add-on to check for updates on
a schedule even when the spreadsheet is closed.

Configuration Steps

To set up the integration, perform the following steps:

Install the Add-on

1. Go to the “Cisco Identity Sheets Extension” using this link link and select Install

2. Follow the on-screen prompts to grant installation permissions for your account or
domain.

Launch and Configure
1. Create a new, empty Google Sheet

2. Within that Google Sheet, navigate to the menu and select Extensions > Cisco Ildentity >
1. Configure Credentials which will open a configuration sidebar

& File Edit View Insert Format Data Tools Extensions Help - : T -
QA o e @ F 100% - | s % o 0 8 Addons SR E-i-br-A- 0B @Y @ ~
® Macros >
a ~ | fx Username
A B [ D E F _v Apps sc”p‘ L M N o P Q R s
Usernam;.First Name Last Name Email Active Display SYNC Details Status SCIM ID Sync Hast External ID
billybob  Billy Bob billy@ TRUE BilyBob 7 APPSheet s DO e Synced 806633a 91314930086aebe4735192981eal64
& Looker Studio > NOT >
[=07) g— >

B3 Cisco Identity Intelligence Sheets Extension > 1. Configure Credentials

2. Test Connection

3. Enable Automatic Sync

Run Manual Sync Now

3. Login to Cisco Identity and navigate to the Integrations menu item > Add integration >
and select SCIM integration. Keep this page open because you will need to copy the
credentials in the next step

4. In the Google Sheets sidebar, paste the Endpoint URL, Token URL, Client ID, and Client
Secret from the Cisco Identity SCIM integration set up page (Step 4) into the
corresponding fields and select Save


https://workspace.google.com/marketplace/app/cisco_identity_intelligence_sheets_exten/660927096123
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W= Hle Edit View Insert Format Data lools Extensions Help =

% ~ % .0 .00 . v | = = A2 g 5 .
QA 6 c & F 100% $ % 0 00 123 Defaul (0o]+ B 1 & A o : ~ SCIM Configuration %
a v
A 8 ¢ o £ F ¢ H ! J K L M N SCIM Integration Setup
1
|:'0 1. Go to your Identity Intelligence
2 Portal and create a "SCIM
: Integration’.
4 2. Copy the credentials provided and
5 paste them into the form below.
7
3 Endpoint URL
3
0
1 Token URL
2
3
4 N
Client ID
5
6
7
8 Client Secret
9
0
il
2 ‘ Test Connection
3
4
5

5. Select your Google account. A professional consent screen will appear, showing the
add-on name and the specific permissions requested

6. Review them and select Allow

Test Connection and Enable Sync

1. After you have successfully saved your credentials, the add-on will automatically add the
required template headers and formatting to the empty sheet

NOTE: This templating feature will only work if the sheet is completely empty. If your sheet
contains any data, the save will fail with a warning 2. Within that Google Sheet, navigate to the
menu and select Extensions > Cisco Identity > 2. Test Connection 3. A pop-up will appear
confirming if the connection to the Cisco Identity APl was successful 4. To enable the
automatic sync, navigate to the Extensions menu again, select Cisco Identity > 3. Enable
Automatic Sync. This will set up a trigger that automatically runs the sync process once every
hour 1. If you need to push changes immediately, you can select Run Manual Sync Now from
the Cisco Identity Extensions menu at any time

Adding and Editing Users in the Sheet

Once the integration and connection between Google Sheets and Cisco Identity has been
configured, adding and editing users in the sheet is simple.

Add a new user

Fill out a new row with the user's details - Username, First Name, Last Name, Email, Active.
Leave the [Sync Details columns] (Status, Sync Hash) blank.

The script will populate these fields automatically upon creation.

Update an Existing User

Change the desired value(s) in a given user's row. For ex: change the Active column from
TRUE to FALSE.
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The script will detect the change and send an update request.

Sync Details” Columns
The following columns are managed by the script and SHOULD NOT be edited manually:

» Status - Shows if a row was successfully synced or if an error occurred

» Sync Hash - A “digital fingerprint” of the row's data which is used to detect changes

Microsoft Active Directory

Overview

Active Directory (AD) remains the cornerstone of identity management for the majority of
enterprises and is a frequent target for identity-based attacks. Cisco Identity provides unified
visibility and actionable insights across on-premises and hybrid identity environments by
integrating directly with your AD using a secure, open-source PowerShell script.

This document provides a high-level overview, architecture, and the main benefits of AD
integration. Detailed setup and technical instructions are maintained in the official GitHub
README, which you should consult for the latest configuration steps.

What Problem Does This Solve?

Traditional Active Directory environments often lack unified visibility with cloud or other
identity providers, making it challenging to detect risky accounts, misconfigurations, and weak
access controls. By integrating Cisco Identity with AD, organizations are able to:

» Gain a comprehensive identity inventory by merging on-prem AD users and groups with
identities from Saa$S, cloud, or other directories, creating a single source of truth for
identity management and security analytics.

« Detect risks and hygiene issues automatically such as stale accounts, guest accounts, and
non-compliant or weak password practices, reducing attack surface and supporting
regulatory compliance.

+ Classify users flexibly (e.g., service accounts, administrators, executives) through
customizable rules, which enhances monitoring, access control, and the enforcement of
targeted security policies.

High-Level Architecture
The integration is designed for simplicity, security, and scalability:

» Open-Source PowerShell Script: A lightweight script, maintained by Cisco, runs on a
server with AD connectivity—no agent installation needed on domain controllers.

» Provisioning and Credential Security: A one-time script is used to securely encrypt your
Cisco Identity API credentials on the host machine. Credentials are encrypted and tied to
the specific machine for enhanced security.


https://github.com/cisco-open/cisco-cii-adsync/blob/main/README.md
https://github.com/cisco-open/cisco-cii-adsync/blob/main/README.md
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» Data Collection & Sync: The main script queries AD for user and group data, then transfers
it securely to Cisco ldentity using the SCIM protocol.

Setup and Deployment

1. Create a new integration in Cisco Identity Ul. To get started, log in to Cisco Identity, go to
Integrations > Add Integration > Active Directory. Follow the on-screen steps to give the
integration a name, add an optional description, and generate your credentials. Once the
credentials are generated, download them by clicking the Download json button.

2. Download scripts and follow README guidance. Next, visit the Active Directory
Integration GitHub repository to download the integration scripts and follow the README
for detailed guidance on installation, configuration, and customization.

All installation, configuration, and customization steps are documented and updated in the
GitHub README. Please refer to the README for:

* Prerequisites and permissions

» Script download and credential provisioning

« Script execution and scheduling (e.g., with Windows Task Scheduler)
« Customization options (attribute filtering, user classification, etc.)

» Troubleshooting and FAQs
For security best practices, always follow the official guidance in the README regarding
credential management and script updates.

Appendix
e License: The AD integration scripts are open source, licensed under the Apache License
2.0.

» Support: For technical issues not covered in the README, please reach out to Cisco
support.

Cisco Identity Services Engine (ISE)

Overview

Cisco ldentity connects to Cisco Identity Services Engine (ISE) through a secure, on-premises
agent to collect identity, device, network session, authentication, and deployment health data
from ISE and provide visibility into connected users and devices, ISE infrastructure health, and
authentication activity.

The goal of this guide is to help you configure the integration between Cisco Identity and your
organization’s ISE environment, including deploying the agent, configuring pxGrid, verifying
the connection, and troubleshooting common issues.

Quick path


https://github.com/cisco-open/cisco-cii-adsync
https://github.com/cisco-open/cisco-cii-adsync
https://github.com/cisco-open/cisco-cii-adsync/blob/main/README.md
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. Prepare ISE and the agent host. Enable the required ISE services and verify network
connectivity.

2. Create the ISE integration. In Cisco Identity, open Integrations, choose Cisco ISE, and
enter a meaningful name and optional description.

3. Capture the one-time deployment material. Download the agent package or copy the
one-line installation command before leaving the setup page.

4. Run the installer on an on-premises host. Use a dedicated directory on a host that can
reach ISE and the required outbound cloud endpoints.

5. Enter and verify ISE credentials. Setup validates the required ISE APIs before saving
credentials in an encrypted store.

6. Configure required pxGrid access. The agent requires pxGrid for real-time session
events.

7. Approve a new pxGrid client. If the agent registers a new client, approve it in ISE Client
Management.

8. Verify a healthy startup. Confirm pxGrid is active, loT Core is connected, collection has
started, and a fresh heartbeat appears in the ISE dashboard.
1. Prepare ISE and the agent host

Agent host prerequisites

» Docker with Compose, or Podman with podman compose or podman-compose.
» Cisco ISE 3.3 or later with ERS, the required endpoint APIs, and pxGrid enabled.

» Network access from the agent host to the configured ISE API port, which defaults to TCP
443 during setup.

* Network access from the agent host to ISE pxGrid services on TCP 8910.

» Outbound TCP 443 to the environment-specific IOT_ENDPOINT in .env, GitHub release
and GHCR endpoints, and signed S3 upload hosts.

» If outbound access uses a proxy, the proxy must allow HTTP CONNECT on port 443. Enter
it using an htt p: // URL during credential setup.

» Create a dedicated internal ISE administrator account for the agent with:
» ERS Operator for the required ERS and endpoint APl access
* MnT Admin for Monitoring APl access used by health and active-session checks

» Use ERS Admin instead of ERS Operator if you would like to be able to perform write
actions

ISE-side preparation

» Enable pxGrid services and arrange for an ISE administrator to approve the agent client
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» Ensure the selected ISE host is reachable from the agent host
» Ensure TCP 8910 is available between the agent host and the applicable pxGrid nodes
» Enable password-based pxGrid account creation

» A Cisco ISE Super Admin or System Admin must navigate to Administration > pxGrid
Services > Settings, then select “Allow password based account creation” and Save

» This setting is disabled by default and is required for the agent to create its pxGrid
account. It is separate from enabling the pxGrid service on an ISE deployment node

Cisco Identity does not connect directly to the customer ISE environment. ISE communication
originates from the on-premises agent.

Warning: Protect the deployment material: The package and copied command contain a
sensitive, one-time bootstrap token. Transfer them only to the intended agent host, do not
paste them into tickets or chat, and restrict access to the installation directory. The agent
private key is generated locally during setup.

2. Create the Cisco ISE integration within Cisco Identity

Example Operator

deimio-tenant

et (dentity Intelligence

13 = Gonnest snather deployment *

New Cisco Identity Services Engine (ISE) Integration

‘Whara can | soe & stop by siep configuration guida? a
] Meame
Reler %o this docusmentation article for a siap by sep guidance

Desecription (aptianal]

What if my organization restricts acosss ta the integration by IP address?

1. Using an Admin role in Cisco ldentity, navigate to Integrations and select Cisco ISE

2. Enter a name and (optional) description into the form. Be sure to use a name that easily
identifies the ISE cluster or location

3. Select Generate ISE Agent Package. Cisco Identity will then provision the agent identity,
and display the deployment package and copyable install command

4. Save the deployment material immediately. Use Download ISE Agent Package or Copy
Command. Note: You must save these credentials as they cannot be displayed again
after leaving the setup page; if replacement material is generated and deployed, the
running agent credentials are rotated.
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= Connest snathes deploymens

New Cisco Identity Services Engine (ISE) Integration

Whesre can | s8s o step by atep configuration guide?
3 Descurmantation I15E

Fister tn this documentation articke for a step by step guidance

Ducripto (optona)

TBMpOrary MapicyMEnt Lssd 10T CRBOANING ks scrsanshot

What if my arganizEtion restricts Aecess 1o the Integration by P sddress? w
Setup Instructions

1. Diowrioac $he agent package or copy the install command 10 depioy the: [SE agent on your on-premises server. 1
a 2. Follow the prompts i erer your |SE oredentials. The agent will verify connectivity before sming.

3. Once the agent |s nnning, click the Agent is nnning butian below.

# Download ISE Agont Package

Q
~ I Copy Commana
@, This is: $has only B thasa cradontials wil be availabio — § you navigate away without downioading the package of copying

the command, you will peed 1o resel The agent credentials 1o generale new anes.

3. Install the agent on premises

Use a dedicated, access-controlled directory. Do not run the installer from a directory
containing unrelated environment, certificate, Compose, or launcher files.

Option A — one-line install command

nkdir -p ~/ise-agent
cd ~/ise-agent
## Paste the conplete conmand copied from Ci sco Identity, then press Enter

The installer downloads the released host tools, creates the deployment files, completes the
one-time agent setup, and starts credential and pxGrid configuration in the terminal.

Do not edit tenant IDs, agent IDs, the loT endpoint, topic prefix, certificate, or private key

Option B — downloaded ZIP
1. Copy the ZIP to the agent host using your organization-approved secure transfer method

2. Extract it into a dedicated directory. Change into the directory that contains . env,
start.sh, docker-conpose. ym , and certs

3. Restore executable permissions if necessary and start the agent
cd ~/ise-agent

chnmod +x ./start.sh
./start.sh



ISE agent — first run

What the credential setup validates

ISE Host, Username, Password, Port

HTTPS Proxy (optional)

ERS API verified

Endpoints API verified

HTTP 401

HTTP 403

Other HTTP error

Connection error or timeout
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Saved in an encrypted credential store under
certs. The password is not written to .env

Used for AWS IoT Core and signed S3
egress. Leave blank for direct access and
use an htt p:// URL when configured

The agent reached ISE and the account had
access to the required ERS API

The account had access to the endpoint
information required by the integration

The username or password was rejected.
Nothing is saved

Authentication reached ISE, but the account
lacks access to the identified API. Nothing is
saved

ISE returned an unexpected response.
Nothing is saved

The agent host cannot reach the configured
ISE host and API port. Nothing is saved
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Proxy connection verified Setup established an authenticated

connection to AWS loT Core through the
configured proxy

4. Configure required pxGrid access

pxGrid is required to ingest real-time session events and the complete session information
expected by Cisco Identity. First-run setup proceeds directly to pxGrid configuration.

Ensure password-based pxGrid account create is enabled. See [ISE side preparations]
section above for more info.

Register a new pxGrid client
1.

2.

Choose a pxGrid node name. Accept ci i - agent or enter a deployment-specific name
When asked whether you already have an approved pxGrid client, answer N

Start the agent and note the client name shown in the logs

In ISE, go to Administration > pxGrid Services > Client Management > Clients

Find and approve the displayed client

Follow the logs and confirm account activation, WebSocket connection, session
synchronization, and session-topic subscription

Use existing pxGrid credentials

1.

2.

Enter the approved pxGrid node name

Answer Y when asked whether approved credentials already exist
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3. Enter the pxGrid password
4. Start the agent and verify successful activation and subscription
Reconfigure pxGrid later

./start.sh --enabl e-pxgrid

This replaces the stored pxGrid configuration and restarts the deployment.

5. Verify the first connection
1. Find the generated container name. Read the cont ai ner _nane line from
docker - conpose. ym . Do NOT assume a fixed suffix

2. Confirm the container is running. Use the Compose or Podman status command for your
runtime

3. Follow agent logs. Look for the healthy markers below and investigate any errors before
continuing

4. Confirm loT Core connectivity as well as pxGrid activation and session subscription. A
heartbeat starts immediately and then repeats every 60 seconds by default. Verify
Connected to lot Core and Agent connected, pxGrid account activated and WebSocket
connected, Last Heartbeat, ISE Reachable, agent version, nodes, and current session
information synchronized

5. Complete the setup page by returning to the Integrations page within Cisco Identity.
Select the existing ISE integration and select Agent is running after the first heartbeat is
visible

grep 'contai ner_name:' docker-conpose. yni

## Docker
docker conpose ps
docker logs --tail 200 -f

## Podman
podnman ps
podnman logs --tail 200 -f
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o0 ISE agent — healthy startup markers

You will now see something similar to the screenshot below when you navigate to the ISE
menu item in Cisco Identity:

Identity Intelligence

ISE deployments

Fame

4 - Lab ISE 01 vA.6.0.260
4 Lab ISE 02
# Lab ISE 03
# Lab ISE 04
= Production ISE v3.5.0527 610 A
- Production ISE - Linux v3.5.0527

- & Lab ISE 05

6. Supported host commands
Command

Use
./start.sh

Pull the released image once, run first-time setup when needed, and start the agent

./start.sh --reconfigure
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Re-enter ISE credentials and the optional outbound proxy; restart with the new encrypted
values

./start.sh --enable-pxgrid

Configure or replace pxGrid state, then restart

./start.sh --update

Pull ghcr.io/duosecurity/ise-agent:latest and restart the deployment
./start.sh --no-pull

Start using an already-loaded local image. Use only for offline or explicitly preloaded-image
environments

./start.sh --update --no-pull
Skip the pull and restart the already-loaded local image
./start.sh --stop

Stop and remove the Compose-managed agent container without deleting the installation
files or encrypted credentials

Safely reconfigure ISE credentials

Stop the running deployment before replacing ISE credentials or proxy settings.

.Istart.sh --stop
.Istart.sh --reconfigure

Note: COMMAND RULE Use only one action flag at a time. - - no- pul | is the exception: itis a
modifier that can accompany startup or - - updat e.

7. Troubleshooting workflow
Step 1 — establish the local state

pwd

Is -la

test -f .env & echo '.env present'’

test -f certs/certificate.pemcrt &% echo 'certificate present'’
test -f certs/private. pemkey && echo 'private key present'’
grep 'container_nane:' docker-conpose.yn

Warning: DO NOT ATTACH SECRETS Never include . env, certs/ privat e. pem key,
certificate bundles, . credenti al s. enc, .pxgri d. enc, or the one-line bootstrap command
in a support ticket. Be sure to always redact tenant IDs, agent IDs, hostnames, usernames,
and loT endpoint prefixes from logs when required by policy.
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Step 2 - inspect container status and logs

## Docker

docker conpose ps
docker logs --tail 200
## Podman

podnman ps -a
podman | ogs --tail 200

Symptom

Next action

No container runtime found

Install Docker with Compose or Podman with a Compose provider, then rerun ./start.sh
Required file not found

Re-extract the complete package or reset agent credentials in the Ul and deploy the
replacement package. Do not reconstruct the missing file

Container repeatedly restarts

Read the first fatal error in logs. Common causes are missing env values, missing encrypted
ISE credentials, authentication failure, or unreachable endpoints

Image pull fails

Verify access to ghcr.io and proxy/firewall policy. Use --no-pull only when the exact image is
already present locally

Deployment material cannot be used

Generate replacement deployment material in Cisco Identity and redeploy the package

Step 3 — interpret the first relevant log error
Log / symptom

Meaning and next action

HTTP 401 / authentication failed

Rerun ./start.sh --reconfigure and enter the current ISE service-account credentials
HTTP 403 / access denied

Ask the ISE administrator to confirm the account has the required ERS API access

Connection error or timeout
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Verify the configured ISE hostname and port, then confirm DNS, routing, and firewall access
from the agent host

JSON or unexpected-response error

Capture the timestamp and surrounding redacted log lines, then contact support. Do not run
diagnostic commands inside the container

Image pull failed

Verify registry and proxy access. Use --no-pull only when the released image is already
present locally

To replace credentials safely, refer to the steps in the [Safely reconfigure ISE credentials]
section above

Step 4 — diagnose outbound loT / proxy failures

» Look for Connected to IoT Core. Repeated CONNACK timeouts or connect-attempt
failures mean the cloud path is not healthy

» If direct access is expected, confirm outbound TCP 443 to the IOT_ENDPOINT value in
. env

» If a proxy is required, rerun ./ start.sh --reconfi gure and enter the proxy as
http://host: port (with credentials only if required). Setup performs an authenticated
MQTT validation through the proxy before saving

* Allowlist the | OT_ENDPO NT hostname, not a resolved IP address. Large batches also
require HTTPS access to the host in the short-lived signed S3 URL

grep 'l OT_ENDPO NT=' .env
.Istart.sh --stop
.Istart.sh --reconfigure

Step 5 — diagnose pxGrid
Log / symptom

Meaning and response
Waiting for admin approval

Approve the displayed client under Administration > pxGrid Services > Client Management >
Clients

Account disabled by ISE admin
Re-enable or recreate the pxGrid client, then rerun --enable-pxgrid if credentials changed

Activation timed out
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Verify approval, node name, password, ISE reachability, and pxGrid service availability
Session service not found / pubsub service not found

Verify pxGrid services are enabled and advertised by the deployment

WebSocket connection failed

Verify TCP 8910 connectivity, routing, and pxGrid node availability

pxGrid activation failed

Correct the approval, credentials, TCP 8910 connectivity, or pxGrid service configuration,
then restart the agent

After correcting pxGrid configuration, run:

./start.sh --enabl e-pxgrid

Step 6 — agent is connected but the dashboard is stale

1. Confirm loT Core connectivity. Look for Connected to loT Core and command /
bulk-upload subscriptions

2. Confirm heartbeat health. Look for Started heartbeat loop (interval=60) and ISE health
warnings

3. Check ISE reachability. Failed to collect ISE health means the heartbeat can reach the
cloud while ISE itself is unavailable

4. Use the dashboard refresh button. Refresh re-queries cloud-side integration,
health-history, and node-metric data; it does not replace local log validation

5. Update an old agent. Run . / st art.sh --updat e, then verify the reported agent version
and fresh heartbeat

docker logs --since 10m 2>&1 | \
grep -E 'Connected to | oT Core| heartbeat|Failed to collect |ISE health|pxGid| Connection fail ed

Step 7 — collect safe support details

docker | ogs --since 30m
## Copy only the relevant tinme wi ndow and redact it before sharing.

» Include the agent version, approximate failure time with timezone, container state, and the
first relevant error chain

» State whether the failure affects ISE access, loT Core, pxGrid, bulk S3 upload, or only the
cloud dashboard

» Do not include the installation bundle, private keys, encrypted credential files, passwords,
or unreviewed log output
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AWS Identity Center

Overview

If your AWS integration was created before March 2025 and has an Access Key ID field in
its setup page, see [AWS User-Based Access].

Cisco Identity can connect directly to AWS environments that use AWS IAM Identity Center
and collect data regarding user accounts, activity, and more.

Requirements

This integration requires the following:

« AWS IAM Identity Center is the replacement for the former AWS Single Sign-on (SSO)
functionality (see article). The use of AWS IAM Identity Center is a hard requirement for
this integration. User data will not be collected without it.

» |AM Identity Center is configured for your AWS enterprise account at a parent level
(organization), with child AWS accounts managed by that IAM Identity Center instance
(example shown below)

« If IAM Identity Center is configured separately or discretely with individual AWS account
instances, then you will need to set up a Cisco Identity AWS integration for each account.

a_V_V_S MFA devices  Sign out

Search
AWS Account (€
¥ development
accounts+development
W Identity
accounts+identity
¥} management
accounts
AdministratorAccess Management console | Command line or programmatic access
billing Management console | Command line or programmatic access
e
AdministratorAccess Management console | Command line or programmatic access
¥ staging
AWS Configuration

Note - This connection method requires only a role and policy. For ease of deployment, these
are provided as a CloudFormation template within the Cisco Identity Ul. If you are unable to


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
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apply CloudFormation templates in your environment, speak to your support representative
about configuring the role and policy manually.

1. In Cisco Identity, go to Integrations, click Add Integration, select AWS, and open the
Initial Setup tab. Click Generate External ID and save the generated value.

8§ Dashboard 2% Users Q) Checks (@ Integrations v

OORT =

Integrations / Add Integration

Providers

& e

AuthO is a flexible, drop-in
solution to add authentication
and authorization services to
your applications.

+ Add Integration

Lo

Okta is a customizable, secure,
and drop-in solution to add
authentication and
authorization services to your
apps.

+ Add Integration

aws aws

Amazon Web Services offers
reliable, scalable, and
inexpensive cloud computing
services

+ Add Integration

& salesforce

Salesforce provides customer
relationship management
software and applications
focused on sales, customer

service, marketing automation,

analytics, and application
development

+ Add Integration

L

Duo Security is a cloud-based
security platform that protects
access to all applications, for
any user and device, from
anywhere.

+ Add Integration

\rl\\l Workday

Workday is a popular cloud-
hosted HRIS service. Oort
ingests regular and contingent
worker data from Workday to
enrich user details.

+ Add Integration

O GitHub Beta

GitHub is an Internet hosting
service for software
development and version
control using Git. It provides
the distributed version control
of Git plus access control, bug
tracking, software feature
requests, task management,
continuous integration, and
wikis for every project

+ Add Integration

& Manual Uploads

Upload a CSV or JSON file to
supplement your integration
data and analyze the data
within Oort.

£ Upload file

a‘ Google Workspace

Google Workspace is a

collection of cloud computing,

productivity and collaboration
tools, software and products
developed by Google:

+ Add Integration

) Microsoft Entra ID

The Microsoft Entra ID
(formerly Azure AD) enterprise
identity service provides SSO
and MFA to help protect your
users from cybersecurity
attacks.

+ Add Integration

Notification Targets

oortio Privacy Policy ~ Terms of Use  Documentation ~ SOC2 Report /A This environment reloads hourly.

Setup @

Identity Intelligence Search

f— Integrations > Add Integration > AWS IAM Identity Center

New AWS IAM Identity Center Integration

a
Initial Setup Where can | see a step by step configuration guide?
2 —
. q q . . 5 hi tati rticl i 5

- @ Complete this AWS setup before creating the integration. Cll needs an AWS role with the required read Refer to this documentation article for a step by step guidance

permissions before it can collect AWS data. For this, the Cll-generated external ID must be associated

with the AWS role so that your AWS account allows Cll to assume that role.

L]

What if my organization restricts access to the integration by |

¢ Generate an external ID and use it when applying the CloudFormation template in AWS, then save it so
you can enter the same value in the General settings. If you've previously created an External ID but have
natusad ityvat vou con ckin this step and use the External ID previously created.

Generate External ID
*  Download and apply the CloudFormation template in the AWS account that contains the data Cll needs to
collect. Applying this template creates the ClI role and grants the required read permissions. Use the

external ID generated in the previous step in this template.

¥ Download CloudFormation template

Yy B @ O 9

Completing setup in ClI:

*  After finalizing the setup in your AWS console, gather the following details to proceed with the integration
setup: AWS account ID, AWS region, optional CloudWatch log group name, and the External ID
generated in this setup.

()

Cancel Complete Setup

2. On the same Initial Setup tab, download the CloudFormation template. You will need this
template to create the Cisco ldentity role and policy in your AWS account. You do not
need to be signed in to Cisco Identity during the AWS part of the setup process. When
you get back to Cisco ldentity you can click to add an AWS integration and pick up where
you left off.
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3. Navigate to the AWS CloudFormation service in the parent AWS account that has SSO
confgured. Make sure you are in the same region where IdentityCenter is configured.

aws | i | Q Search [Option+S] B 4 0 @
e CloudFormation Stacks [c]

CloudFormation < Stacks (16) @

Filter status

Stacks
StackSets Q_ Filter by stack name Active v | @ vView nested 1 ]
Exports Stack name Status Created time Description

Infrastructure Composer

laC generator

Hooks overview New

Hooks New

¥ Registry
Public extensions
Activated extensions

Publisher

Spotlight

Feedback

4. At the top right, click “create stack” and choose “with new resources” from the
dropdown. On the next page, select “Use an existing template” and “Upload a template
file” and then use the “Choose file” button to select the template you downloaded from
Cisco Identity. Click Next.

aws | i | Q Search [Option+S] B 4 0 ©
AWS Console Home
g CloudFormation Stacks Create stack O ®
CloudFormation < Step 1
@ Create stack Create stack
Stacks
StackSets Step 2 .
Specify stack details Prerequisite - Prepare template
Exports You can also create a template by scanning your existing resources in the laC generator [7
Step3
Configure stack options Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.
Infrastructure Composer steps
aC generator Review and create © Choose an existing template Build from Infrastructure Composer
Upload or choose an existing template. Create a template using a visual builder.
Hooks overview New
Hooks New Specify template info
This GitHub repository [2 contains sample CloudFormation templates that can help you get started on new infrastructure projects. Learn more [2
¥ Registry Template source
Selecting a template generates an Amazon S3 URL where it will be stored. A template is a JSON or YAML file that describes your stack's resources and properties.
Public extensions
) ) Amazon S3 URL © Upload a template file Sync from Git
Activated extensions Provide an Amazon S3 URL to your template. Upload your template directly to the console. Sync a template from your Git repository.
Publisher
Upload a template file
7 Choose file
Spotlight T
[ cross-account-role.json XJ
JSON or YAML formatted file
Feedback
S3URL: _https://s3.us-east-2. com/cf-templat - us-east-2/2025-02-11T143828.97120qv-cross-account-role.json

View in Infrastructure Composer

Cancel Next

5. On the next page, choose a descriptive nhame for your stack and enter the Cisco
Identity-generated External ID. You will need the same External ID when finishing the
setup in Cisco ldentity.
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[Option+S]

e CloudFormation > Stacks > Create stack ® o
CloudFormation < Step 1
@ Create stack Specify stack details
Stacks
StackSets Step 2 . .
(@ Specify stack details Provide a stack name
Exports
Steps Stack name
Configure stack options [ Cisco-Identity-Intelligence-Monitoring ]
Infrastructure Composer Stepa Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 38/128.
IaC generator Review and create
Parameters

Hooks overview New
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Hooks New
roleExternalld
External ID that must be supplied to assume the role (hard-to-guess value)
¥ Registry ( jutydchxcgvhkbjl56739HGBN| }

Public extensions

Activated extensions
cancet Nt
Publisher

Spotlight

Feedback

6. None of the options on the next page need to change. Check off the acknowledgement at
the bottom of the page and click “Next.”

© cousromation > stacks > create stack ®o ®
— s A

CloudFormation <
stacks . )

Stack failure options
Stacksets

Behavior on provisioning failure
Exports Specty the roll back behavirfor a sackfllure, Leamn more (2

O Follback al stack resources

ol back the sackt th st known stable state.

Infrastructure Composer O Preserve successflly provisioned resources

aC generator Preserves the state of successfully provisioned resources, whie roling back failed resources
Known stablestate will be deleted upon the next stack operation.
Delete newly created resources during a rollback
Hooks overview New Specify whether resources that ir afaled operation sh their deletion policy. Learm more [
Hooks New © Use deletion policy
Retains or deletes crested resources according to their attached deletion policy.

O Delete all newly created resources
Deletes created resources during a rolback regardless o their attached deletion policy

 Registry
Public extensions
Activated extansions Advanced options
pulper You can set additional aptions for your stack, ke notiication options an  stack plicy. Learn more (2
» Stack policy - optional
Spotlight Defines the resources that you want to protect from unintentional updates during a stack update.
Feedback » Rollback configuration - optional

Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold, CloudFormation rolls it back.

» Notification options - optional
Specify  new or existing Amazon Service topic about stack s

» Stack creation options - optional

pe termination for stack creation.

Capabilities

o]

o and Check that y have the minimum required permissions. In addition,
they have custom names. Check that the custom names are unique within your AWS account. Learn more [

' g AWs cl ion might create 1AM

7. None of the options on the next page need to change. Scroll to the bottom and click
“Submit.”
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Stack failure options

CloudFormation < Rollback on failure
Activated
Stacks
Stackets Delete newly created resources during a rollback
Euports Deactivated
Infrastructure Composer Stack policy

aC generator No stack policy

There is no stack policy defined

Hooks overview New

Hooks New

Rollback configuration

Monitoring time

CloudWatch alarm ARN

Spotlight
Notification options

Feedback SNS topic ARN

No notification options

‘There are no notification options defined

Stack creation options

Timeout

Termination protection
Deactivated

Quick-create link

Use quick- get stacks up and iy from the AWS C! le with this stack. Copy the URL on the link to share. Learn more (2

Open quick-create link [2

——— —
Cancel Previous  submit

sy | arch
(= > Stacks > G
CloudFormation < @ Stacks (17) @ Cisco-Identity-Intelligence-Monitoring
Stacks Filter status
Stack details (1@ Fitter by stack name Active v ] © viewnested 1
Drif Stack inf

Cisco-Identity-Intelligence-Monitoring

© CREATE_COMPLETE

Events (1)

(Q search events ] ®

Timestamp status Detailed status |

2025-02-11 09:51:42 UTC-

CREATE_cOMPLETE
0500 ©

Recommended) Configure AWS CloudTrail Lake

We recommend utilizing AWS CloudTrail Lake queries to overcome API rate limit issues when
collecting CloudTrail SSO events using the CloudTrail Lookup API.

About CloudTrail Lake

Below are the reasons that we recommend using CloudTrail Lake:

- Bypasses rate limits: The CloudTrail LookupEvents API is subject to strict rate limits,
which can result in incomplete event collection or delays—especially when monitoring at
scale.

« Provides continuous and reliable collections: CloudTrail Lake is built for high-volume,
scalable querying. With it, Cisco Identity can collect all required events in near-time,
without being blocked by API throttling.

¢ Provides custom retention: CloudTrail Lake allows you to choose how long to retain
events (e.g., 1 year), aligning to your organization's compliance and audit needs.

» Provides security and control: You control exactly what is shared. Cisco Identity will only
receive the event types chosen within the eventDataStore you create for the purpose of


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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this integration.
Note: AWS only charges for storage and bytes scanned during queries. For more info, refer to
AWS's CloudTrail pricing documentation.

Configuration Steps

Set Up a CloudTrail Lake Event Data Store
1. Login to your AWS Console and go to CloudTrail.

2. In the left menu, select Lake.
3. Select Data stores, then select Create.

4. Give your data store aname (e.g., Ci sco I dentity-Integration-Events).

« Under Event types, select Management events (All).

» Optionally, you can also add Data events or Insights events if you wish to include
them.

6. Set your retention period (e.g., 1 year).

7. Select Create.
Important: Only events generated after the data store is created are included. Historical
events prior to setup are not available in the new data store.

Configure the IAM Policy to Allow Access
You must create an IAM role for Cisco ldentity with cross-account access and attach a policy
that lets Cisco Identity query your CloudTrail Lake data store.

1. Go to IAM > Roles > Create role.
2. Choose Another AWS account and enter our AWS Account ID (provided by us).
3. If AWS asks for an External ID, use the same Cisco Identity-generated External ID.

4. Attach the policy from the codeblock below. Be sure to replace the placeholders for , ,
and ™ with your actual values.


https://aws.amazon.com/cloudtrail/pricing/
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"Version": "2012-10-17",
"Statenment": [

{
"Effect": "Alow',

"Action": [
"cloudtrail:Start Query",
"cloudtrail: Get QueryResul ts",
"cloudtrail:ListQueries",
"cloudtrail:DescribeQuery"

1.

"Resource": "arn:aws:cloudtrail:::eventdatastore/"

"Effect": "Allow',

"Action": [
"cloudtrail :Li st Event Dat aSt or es",
"cl oudtrail: Get Event Dat aSt or e"

1.

"Resource": "*"

}

5. Complete role creation and take note of the Role ARN

Cisco Identity Configuration

1. Log in to Cisco Identity. Navigate to the Integrations page, select the Add Integration
button, select AWS, and open the General tab.

OORT «

Integrations / Add Integration

85 Dashboard 2% Users (@) Checks (@ Integrations M

Providers

5 oo

AuthO is a flexible, drop-in
solution to add authentication
and authorization services to
your applications.

+ Add Integration

Okta is a customizable, secure,
and drop-in solution to add
authentication and
authorization services to your
apps.

+ Add Integration

Notification Targets

oortio Privacy Policy ~ Terms of Use

aws aws

Amazon Web Services offers
reliable, scalable, and
inexpensive cloud computing
services

+ Add Integration

& salesforce

Salesforce provides customer
relationship management
software and applications
focused on sales, customer

service, marketing automation,

analytics, and application
development.

+ Add Integration

Documentation  SOC2 Report

o

Duo Security is a cloud-based
security platform that protects
access to all applications, for
any user and device, from
anywhere.

+ Add Integration

\/I\\l Workday

Workday is a popular cloud-
hosted HRIS service. Oort
ingests regular and contingent
worker data from Workday to
enrich user details.

+ Add Integration

2. Enter a display name for the integration

O GitHub Beta

GitHub is an Internet hosting
service for software
development and version
control using Git. It provides
the distributed version control
of Git plus access control, bug
tracking, software feature
requests, task management,
continuous integration, and
wikis for every project

+ Add Integration

€ Manual Uploads

Upload a CSV or JSON file to
supplement your integration
data and analyze the data
within Oort.

£ Upload file

a‘ Google Workspace

Google Workspace is a

collection of cloud computing,

productivity and collaboration
tools, software and products
developed by Google.

+ Add Integration

) Microsoft Entra ID

The Microsoft Entra ID
(formerly Azure AD) enterprise
identity service provides SSO
and MFA to help protect your
users from cybersecurity
attacks.

+ Add Integration

/A This environment reloads hourly.

3. Enter the AWS region where the CloudFormation stack was created, in us- east - 2 format
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4. Enter the 12-digit account ID of the AWS account where you set up the CloudFormation
template

5. Enter the Cisco Identity-generated External ID used in the CloudFormation stack. If you
need to confirm it, it is visible in the CloudFormation stack parameters.

6. If you set up [CloudTrail Lake], enter the value of eventDataStoreld.

7. Select Connect

Integrations > Add Integration > AWS IAM Identity Center

New AWS IAM Identity Center Integration
Initial Setup General Settings

Name

AWS Region

CloudWatch Log Group Name
Account ID

External ID N3

To ensure security, always use the least privileged key.
If you need help getting your credentials, see the AWS Documentation.
To send CloudTrail events to CloudWatch Logs, see the AWS documentation.

Test Connectivity

Once saved, on the Integrations page, you can click the 3-dot menu on the right side for your
AWS integration and click Test Connectivity.

If successful with a “Connected” message in the lower left of the screen, you can click the
3-dot menu again and select Collect Now to begin collection.
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dORT Q B3 Dashboard 2% Users () Checks (@ Integrations

Request Integration + AddIntegration [i¢]

/\ There is one integration with data collection disabled

Providers
Name + Collection Status Recent Usage Average Traffic Last Collected (UTC) Last Updated (UTC)
> v Success B 8 records Aug 29, 2023 17:39:22 Aug 18, 2023 20:04:08
Traffic detected
aws v Success ~— 177 records Aug 29, 2023 17:39:18 Aug 18
Traffic detected /' Edit Settings
£ Test Connectivity @
© Disabled ———— —— 11720 records Aug 7, 2023 12:09:20 Aug18. @ Collect Now

Data collection disabled

© Disable Collection

o 0 <

¥ Success A AN 3 records Aug 29,2023 17:09:24 Augts, R Viewlogs
Traffic detected
W Delete
« Success
—~—~———————— . . T
Trafho detected 7 records Aug 29, 2023 16:54:23 AUg 'S 2023 TESESY
G ;afifzgiizd —_—  ~ A 1records Aug 29, 2023 17:09:23 Aug 18, 2023 20:04:32
(@) v Success —_— 941 records Aug 29, 2023 17:09:23 Aug 23, 2023 06:33:19
Traffic detected
Fo3 v Success —_— 410 records Aug 29, 2023 17:38:21 Aug 18, 2023 20:06:32
Traffic detected
oortio Privacy Policy  Terms of Use  Documentation ~ SOC2 Report /A This environment reloads hourly

AuthO
AuthO Data Integration

Note: Go Back to All Integrations

Overview

The Cisco Identity identity security platform reads a variety of user account data and event
data to build a full picture of the identity security posture of your AuthO tenant.

Goal

The goal of this document is to serve as a guide to set up Cisco Identity with a data
integration to your AuthO tenant.

Note - Once this initial integration has been configured, AuthO Log Streaming via the Cisco
Identity app on the AuthO Marketplace can be configured for near-real time analysis of events
and identity-based threats.

For more information, please see the authO-streaming-integration.md article.

AuthO Data Integration

AuthO data integration is configured using a read-only API token.

Permission requirements

To add the necessary configuration in AuthO, you need the Admin role.
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AuthO Configuration Steps

1. Create a Machine to Machine Application in AuthO for use with Cisco ldentity using the
steps in the AuthO documentation.

2. Select the AuthO Management API as the API (this exists by default)

3. Add the following permission scopes:

Scope Description Purpose

read:users Read Users Get a list of Users

read:logs Read Logs Read AuthO Event logs

read:logs_users Read logs relating to users Read AuthO User logs

read:guardian_factors Read Guardian factors Get a list of Users and
configuration Authenticator configurations

4. From the Application Settings tab, collect the Domain, Client ID, and Client Secret
Cisco Identity Console Configuration
The rest of the configuration is completed in the Cisco Identity console.

1. Login to your Cisco ldentity tenant

2. From the Integrations tab, click Add Integration and select AuthO

3. Enter a display name, the AuthO Domain URL, the Client ID and Client Secret from your
Machine to Machine app created above.

4. Click Save.
5. On the Integrations screen, click the 3 dot menu and select Test Connectivity.

6. Once successfully verified, click the same menu again and click Collect Now to begin
initial data collection.
NOTE - Due to AuthO API rate limiting, the initial data collection, including historical log data,
may take up to 24 hrs. Your Cisco ldentity technical contact will assist with any questions in
this process.

AuthO Log Streaming & Marketplace App

Overview

The Cisco Identity identity security platform integrates with AuthO tenants to collect user
account information, sign-on, and application activity.

To enable near-real time analysis of user activity and events, Cisco ldentity can leverage
AuthO log streaming to an AWS EventBridge streaming model. Then the Cisco Identity
platform can capture the events in real-time.


https://auth0.com/docs/get-started/auth0-overview/create-applications/machine-to-machine-apps
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UPDATE: The Cisco Identity log streaming functionality is now supported as an app in the
AuthO Marketplace. This enables even faster setup and time to value of the Cisco ldentity
near-real time analysis capabilities.

For more information, please see the Cisco Identity Security app on the AuthO Marketplace.

Prerequisites

You must already have an active AuthO API-based integration configured in your Cisco
Identity tenant setup. For more information, please see the AuthO Data Integration article.

AuthO Log Streaming Configuration

Permission requirements

This document assumes that you have the Admin role, which is required to modify the
Monitoring section configuration of your AuthO tenant.

AuthO Setup Steps

These are the steps you need to go through to set up the AuthO log streaming to Cisco
Identity.

1. Navigate to the AuthO Marketplace entry for AWS EventBridge and add the integration.
2. Log in to your AuthO Dashboard, if you have not already.

3. Navigate to Monitoring -> Streams

4. Click + Create Stream

5. Note - if you have reached the maximum number of streams for you AuthO tenant, please
contact AuthO support to discuss options for adding additional streams.

6. Select Amazon EventBridge and enter a unique name for your new Amazon EventBridge
Event Stream.

~

. Create the AWS Event Source by providing your AWS Account ID and AWS Region.
8. For Cisco Identity Production, the AWS Account ID is 988897525199
9. For Cisco Identity Staging, the AWS Account ID is 909617834444

10. If you are unsure which account ID to use, please open a support case
11. All Cisco ldentity environments are in AWS Region US East (Ohio)

Note - this information can be viewed in your Cisco ldentity tenant in step 1 below.


https://marketplace.auth0.com/integrations/oort
https://docs.oort.io/docs/auth0dataintegration
https://marketplace.auth0.com/integrations/amazon-log-streaming
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< Back to Streams

aws Amazon EventBridge -

Amazon EventBridge

Tutorial Settings Health

Name *

Amazon EventBridge -

AWS Account ID*

909817834444

AWS Region *

US East (Ohio)

Event Source Name
aws.partner/auth@.com/oort-staging-dbeaec5d-be3e-439c-9f1c-4686 [y

The generated event source name is used to associate to an event bus in Amazon
EventBridge. For more information, see the Amazon EventBridge onboarding guide.

7. Click Save. AuthO provides you with an Event Source Name. Make sure to save your
Event Source Name value.

8. Complete the Cisco Identity steps below.

Cisco Identity Integration Steps

Within your Cisco Identity tenant where the existing AuthO data connection resides, complete
the following steps:

1. Navigate to Integrations -> AuthO -> Edit Settings and click the Event Streaming tab
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GORT Q BE Dashboard 2% Users @ Checks

Integrations / Edit Settings

Edit AuthO Settings

General Settings Event Streaming Advanced Settings

(U Use Logs Streaming
If you need help configuring Log Streaming, refer to this documentation article.

AWS Account ID
D 909617834444

AWS Region
US East (Ohio)

| installed AWS EventBridge integration and created a Stream in AuthQ with the above data

Event Source Name

Cancel B Save

2. Enter your Event Source Name from the AuthO configuration above.
3. Check the box to indicate that you've created the associated stream in AuthO.
4. Click Save.

5. Cisco Identity will complete the remaining configuration for your Cisco Identity tenant and
inform you once the log streaming is in place and functioning.

PingFederate

Cisco ldentity supports the ingestion of user and group objects from PingFederate directory
deployments via its SCIM Provisioner and the Cisco Identity [SCIM integration].

Please refer to both sets of documentation linked above for more information.

SCIM Provisioning

Overview

Cisco Identity can receive user and group data via the System for Cross-domain Identity
Management (SCIM) protocol from various identity providers, such as PingFederate. This
integration enables automated user and group lifecycle management, ensuring that Cisco
Identity has up-to-date identity context for enhanced security and analytics. These
instructions will guide you through the process of configuring your Identity Provider to
provision data to Cisco ldentity.

NOTE - This integration is intended to support data ingestion from identity providers and
sources that Cisco Identity does not already natively support or that don't offer public APIs for


https://docs.pingidentity.com/integrations/scim/pf_scim_connector.html
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sharing identity data. In the case of Microsoft Entra ID and Okta, you should use the existing
direct API integrations and data streaming options to integrate with Cisco Identity as these
integrations provide more robust functionality.

Before you begin...
Make sure you have the following:

» A Cisco Identity account with Full Admin permissions that can manage integrations.

« An Identity Source (e.g. Identity Provider, such as PingFederate, or another identity
source, like an HRIS System, that supports outbound SCIM provisioning) configured and
ready to provision users/groups.

» Necessary administrative privileges within your chosen Identity Provider to configure SCIM
applications.

The Cisco Identity SCIM Provisioning function does NOT support Bearer Token authentication
at this time. Contact your Duo IAM representative if your identity source does not support
OAuth client credentials as a SCIM authentication protocol.

Configuration Steps

The setup process involves two main phases: first, configuring Cisco Identity to provide
credentials for its SCIM endpoint, and second, configuring your Identity Provider to send data
to that endpoint.

Phase 1: Configure Cisco Identity for SCIM
Enable SCIM Provisioning in Cisco ldentity:

1. Navigate to the “Integrations” section within your Cisco Identity tenant and click Add
Integration in the top right corner.

2. Locate and click the “SCIM Provisioning” tile.
» Display name - for use within Cisco ldentity Console to identify the integration

» Description (optional) - for use within Cisco ldentity console to provide additional info
about the data source and purpose of the integration for record keeping

« Source Type (optional, but highly recommended) - Defines what type of source the
data is coming from. Cisco Identity will use this value to impact how the data from this
source is treated, such as impacting check logic, user classifications, feature
availability, etc. NOTE: if your SCIM source type is not listed, choose Unknown

« Source (optional) - Provides Cisco Identity with more specific info on the data source
provider. NOTE: if your SCIM source is not listed, choose None.

4. Select Save and Generate Credentials

» SCIM Base URL: This is the endpoint where your Identity Provider will send SCIM
requests (e.g., htt ps:///scim v2).



| SCIM Provisioning | 119

« Enter Token URL and Client Credentials

. Test Connection: Most Identity Providers offer a “Test Connection” button. Use this to

verify that the Identity Provider can successfully authenticate and communicate with the
Cisco Identity SCIM endpoint.

. Configure Attribute Mappings: Map the standard user and group attributes from your

Identity Provider to the corresponding SCIM attributes expected by Cisco Identity (e.g.,
user Name, di spl ayName, enai | s[type eq “work"].val ue, acti ve, gr oups). Ensure
that mandatory attributes are mapped correctly.

. Define Scope: Specify which users and groups should be provisioned to Cisco Identity.

This might involve assigning users/groups to the application or configuring filters.

. Enable Provisioning: Once all settings are configured and tested, enable the provisioning

service. Users and groups will begin to synchronize with Cisco Identity based on your
defined scope and mapping.

Specific Notes for Identity Providers

PingFederate

Refer to PingFederate's official documentation for detailed steps on configuring SCIM
outbound provisioning and OAuth clients. In the event of any conflicts between this
document and the Pingldentity documents, use Pingldentity.
https://docs.pingidentity.com/integrations/scim/pf_scim_connector.html

PingFederate acts as a SCIM client for outbound provisioning.

Create an OAuth Client (Recommended): For secure authentication, create an OAuth
client in PingFederate under Applications > OAuth Clients. This client will be used by the
SCIM Outbound Provisioner to obtain an access token for Cisco Identity.

Configure Outbound Provisioning:
Navigate to Applications > Outbound Provisioning.

Add a new SCIM 2.0 Client instance.

« Base URL: Enter the SCIM Base URL obtained from Cisco Identity (e.g.,
https:///scimv2).

+ Authentication: Select “OAuth” and configure it to use the OAuth client you created.

Attribute Mapping: Map the attributes from your PingFederate data store (e.g., LDAP
directory) to the SCIM attributes required by Cisco Identity. Ensure that unique identifiers
like user Nane are correctly mapped.

Provisioning Rules: Define the rules for which users and groups are provisioned (e.g.,
based on group membership or attribute values).

Activation: Enable the provisioning connection.

Phase 3: Verify Provisioning in Cisco Identity


https://docs.pingidentity.com/integrations/scim/pf_scim_connector.html
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1. Monitor Provisioning Status: After enabling provisioning in your Identity Provider, allow
some time for the initial synchronization to complete. The time taken depends on the
number of users/groups and the IdP's sync cycle.

2. Check User/Group Inventories: Navigate to the Integrations page or Overview
Dashboard to check the status of the SCIM integration. If users have been provisioned
from the source IDP, then the Users page within your Cisco Identity console will contain

those users.

3. Confirm Data Ingestion: Verify that users and groups from your configured Identity
Provider are appearing in Cisco Identity with the correct attributes and group
memberships.

4. Review Logs: Check provisioning logs in both your Identity Provider and, if available, in
Cisco Identity for any errors, warnings, or failed synchronizations. These logs are crucial
for troubleshooting.

Processing New Data

Cisco Identity will automatically process new SCIM data pushed to it from the identity source
every 24 hrs on a regular schedule, but if you would like to manually trigger the processing of
any data that has been pushed within the past 24 hrs, you can use the Process New Dat a
menu option in the Integrations page for that integration.

Edit Settings

Test Connectivity

Process New Data i

Disable Integration
View Logs

Delete

19:36:33 Jun 17, 2025 22:05:35

Managing SCIM Credentials
If desired, the SCIM Client secret used for authentication can be rotated or updated for
security purposes.
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1. Generate New Secret in Cisco Identity:

2. In Cisco Identity, navigate to the Integrations page and click Edit from the SCIM
provisioning integration settings

3. Select the Rotate Client Secret option\

4. Click Save

5. The new Client Secret will be shown. Copy it securely.
6. Click Finish

7. Update the Client Secret in the configuration of your source IDP.

Bloodhound Enterprise

Note: ## This integration is currently in Beta release phase.

Overview

Cisco Identity integrates with BloodHound Enterprise to ingest attack path findings and related
identity exposure insights. This enables Cisco ldentity to help identify users that appear on
identity-based attack paths—paths that represent sequences of relationships and permissions
an adversary could abuse to escalate privileges or reach high-value assets (for example, by
chaining group memberships, delegated rights, and administrative roles).

Requirements

To complete this integration, you must have Administrative access to BloodHound Enterprise
to generate API credentials.

You must also have administrative access to your Cisco Identity tenant.

Get Your Bloodhound Domain

You can find your BloodHound Domain by:
» Checking your BloodHound Enterprise welcome email or onboarding documentation
» Contacting your BloodHound administrator

» Looking at the URL in your browser when logged into BloodHound Enterprise

Create a BloodHound Enterprise APl Token

In BloodHound Enterprise, navigate to Settings (gear icon) > Administration > Users > Manage
Users.

You can generate an API token under your own user account if you have admin privileges, or,
as a best practice, create a dedicated service user account—such as “cii_svc" —with admin
rights specifically for integration with Cisco Identity.
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To generate the token, locate the user account intended for integration, click the three-dot
menu next to that user, select “Generate APl Token,” provide a name for the token, and copy
the displayed Token ID and Token Key.

For more detailed guidance, refer to the BloodHound Enterprise product documentation.

The Token Key is shown only once. If you lose it, you must revoke the token and create a new
one. Store these credentials in a secure location.

Note: For security, Cisco recommends using the least privileged token that still allows the
integration to function.

Configure the BloodHound Enterprise integration in Cisco
Identity

1. In Cisco Identity, go to Integrations.
2. Click Add Integration.

3. For BloodHound Enterprise, click Add Integration.

BloodHound uses graph theory to reveal hidden
and often unintended relationships within Active
Directory, Entra ID (formerly Azure AD), and
Microsoft Azure laaS.

+ Add Integration

1. In General Settings, enter:

2. Name for this integration instance.

3. BloodHound Domain: Your BloodHound Enterprise domain name.
4. Token ID: API token ID you found earlier.

5. Token Key: API token key you found earlier.

6. Click Connect.
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7. To verify the connection, open the integration’s 3-dot menu and click Test Connectivity.
The message Connect ed! displays to indicate that everything is working.

CrowdStrike

Cisco ldentity can integrate with CrowdStrike Falcon NGSIEM (Falcon LogScale) to retrieve
log data created by CrowdStrike agents on endpoints. This article explains how to create the
required CrowdStrike API client and connect it to Cisco Identity.

Warning: The CrowdStrike integration is currently in Alpha and can only be enabled by the
Cisco Identity team. Please contact Support to have it enabled for your account.

Overview

To connect CrowdStrike to Cisco Identity:
1. Confirm that your CrowdStrike environment meets the prerequisites

2. Create a Falcon API client with the required NGSIEM permissions and, if approved, the
recommended read permissions for planned capabilities

3. Copy the API client ID and secret
4. Add the CrowdStrike integration in Cisco Identity

5. Verify the connection and configure network allowlisting if required

Prerequisites

Before you begin, make sure that:
« An active CrowdStrike NGSIEM (Falcon LogScale) license is provisioned
* You have access to the Falcon Console
* You are a Falcon administrator, or have permission to manage Falcon API clients

* You have the necessary permissions to manage integrations in your Cisco Identity tenant

CrowdStrike configuration

Create a dedicated Falcon API client for the Cisco Identity integration:
1. Sign in to the Falcon Console with a Falcon Administrator role
2. Open Support and resources from the left navigation

3. Under Resources and tools, select API clients and keys
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5. Enter a descriptive client name, for example, ci i - crowdstri ke-integration
6. Optionally, add a description to identify the client’s purpose
7. In the scope search field, enter ngsi em

8. On the NGSIEM row, select both the Read and Write checkboxes. These selections grant
NGSI EM READ and NGSI EM WRI TE
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9. Grant the r ead permissions described in Recommended permissions for piaﬁned
capabilities. Granting them now will reduce the need to update the API client when the
planned capabilities become available in the near future

10. Select Create

11. Copy the Client ID and Client Secret, and store them securely. Proceed to the section,
to enter these values in Cisco Identity and complete the integration process

Warning: Your client secret is sensitive. Do not include it in your org's internal documentation,
source control, or support tickets. Use a dedicated client for Cisco Identity and follow your
organization’s credential-rotation policy.

Required permissions

Permission Purpose

NGSI EM WRI TE Required by the integration to send queries
to the CrowdStrike cloud and retrieve
relevant NGSIEM data.

NGSI EM READ Allows the integration to read or query
NGSIEM data and receive the query results.

Recommended permissions for planned capabilities

To prepare for expanded CrowdStrike data collection, consider granting the following read
permissions when you create the API client.
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Recommended approach: Grant Hosts - Read if you want the integration to be ready for
planned endpoint inventory collection. Policy permissions are recommended; grant read
scopes for policy types whose IDs you want Cisco ldentity to resolve to friendly names.

Note: These permissions are optional for the current integration and do not enable
additional endpoint or policy collection today. They are intended to support capabilities
planned for approximately the next 3-6 months, though the delivery timeline may change.

Planned capability Falcon scope Access Potential future use

Endpoint inventory  Hosts Read Core permission for

- recommended collecting endpoint
inventory.

Policy name Prevention policies Read Resolve prevention

resolution policy IDs to friendly
names.

Policy name Firewall Read Resolve firewall

resolution management policy IDs to friendly
names.

Policy name Sensor update Read Resolve sensor

resolution policies update policy IDs to

friendly names.

Policy name Device control Read Resolve device
resolution policies control policy IDs to
friendly names.

Policy name Response policies Read Resolve response
resolution policy IDs to friendly
names.

Cisco Identity configuration

1. Log in to Cisco Identity with an Admin role and navigate to Integrations

2. Select the Add Integration button

3. Find the CrowdStrike tile and select Add Integration in the respective tile
4. Enter a name for the integration, such as CrowdSt ri ke- producti on

5. Enter the API client ID created in the Falcon Console

6. Enter the corresponding API client secret when prompted

7. Enter the CrowdStrike account ID for the Falcon environment you want to monitor
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8. If needed, enter the CrowdStrike API base URL for your Falcon API region. The API
clients and keys page displays this value as Base URL. This field is optional. For example:

https://api.us-2.crowdstrike.com

9. Select Save

Verify the integration

After saving the integration:
1. Confirm that the integration appears in the Cisco Identity integrations list
2. Confirm that its connection status is successful or connected

3. Return to the product in the next 24 hours to review that CrowdStrike data begins
appearing in the Cisco ldentity views that use this integration

If the connection fails, check the troubleshooting list below before creating a new client

IP allowlisting

If your organization restricts access to CrowdStrike by source IP address, add the Cisco
Identity egress addresses to the relevant allowlist:

18. 119. 58. 52
3.135.12. 148
18.116. 228. 18
3. 140. 6. 181

Confirm the current addresses shown in your Cisco Identity integration setup screen before
applying an allowlist. Egress addresses can be environment- or region-specific.

Troubleshooting checklist

If Cisco Identity is not receiving CrowdStrike data, verify the following:
» The CrowdStrike NGSIEM license is active
¢ The API client was created in the Falcon environment you intend to monitor
» The API client has both NGSI EM V\RI TE and NGSI EM READ permissions
* The Client ID and Client Secret were copied correctly
« The CrowdStrike account ID is correct

» The API base URL is correct for the CrowdStrike region, or is left blank when the default is
appropriate

» Any required Cisco Identity IP addresses are allowlisted by your organization

 The API client remains enabled in CrowdStrike
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Rotate CrowdStrike credentials

When the Falcon API client secret must be rotated:

1. Create or regenerate the credentials for the dedicated Falcon API client in the Falcon
Console

2. In Cisco Identity, navigate to Integrations, and select Edit Settings for the relevant
CrowdStrike integration

3. Resetting credentials removes the current stored credentials from the integration, so keep
the replacement secret available before starting the reset

4. Select Reset Credentials
5. Enter the new Client ID and Client Secret
6. Select Save

7. Confirm that the integration reconnects successfully

Datadog

Note: This integration is currently in Beta.

Overview

This article provides a step-by-step guide to setting up the integration between Cisco Identity
and Datadog, enabling enhanced identity security monitoring and analytics. Cisco ldentity
aggregates identity data from multiple identity providers (IdPs) and applications to deliver
comprehensive visibility into identity activity and risks.

Datadog API Information
General information about Datadog API authentication can be found here.

More specifically, APl and Application Keys information can be found in the Datadog docs
here.

API keys API keys are unique to your organization. An API key is required by the Datadog
Agent to submit metrics and events to Datadog.

Application keys Application keys, in conjunction with your organization’s API key, give users
access to Datadog’s programmatic API. Application keys are associated with the user account
that created them and by default have the permissions of the user who created them.

Datadog API Setup

Create an APl key
1. Go to https://app.datadoghqg.com/organization-settings/api-keys, OR


https://docs.datadoghq.com/api/latest/authentication/
https://docs.datadoghq.com/account_management/api-app-keys/
https://app.datadoghq.com/organization-settings/api-keys
https://app.datadoghq.com/organization-settings/application-keys
https://app.datadoghq.com/organization-settings/api-keys
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search for “API Keys” in the global search (" search on the top of the right side drawer" ) and
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2. Then click “+ New Key", give it a name and click “Create Key”

3. Copy the value, save it somewhere secure and close.

API Keys \

Your API Keys are unique to your organization. An API key is required by the Datadog Agent to submit metrics and events to Datadog.

Q |\ ilter by name, id, or creator ‘

Showing 1-6 of 6 API Keys

T2 NAME KEY ID KEY CREATED ON LAST USED
AWS-development Oct 23,2023, 9:13 am In the past hour
AWS-production Oct 27,2023, 9:02 am In the past hour
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New API Key

Name

Demo Key

New API Key X

Name Demo Key

Finish

Create the Application Key
Go to https://app.datadoghg.com/organization-settings/application-keys, or use any of the
methods described above, such as:

LIULL Ly ui uavn

{?) Metrics a . . SWITCH ORGANIZATIONS
Personal Settings Organization Settings

'b Logs Oort
Plan & Usage
Log In to Mobile Users
My Profile Teams
My Preferences Roles
My Organizations Service Accounts

My Application Keys API Keys

P¥- Integrations

e Theme: Light T Application Keys
i =~ | Audit Trail

Increase Contrast Sensitive Data Scanner



https://app.datadoghq.com/organization-settings/application-keys
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Then click “+ New Key", give it a name and click “Create Key”

Click “Edit” next to the “Scopes” section and check the scopes:
e audit_l ogs_read
e events_read

« user_access_read

api _keys read

« org_app_keys_read (use the search bar to filter for these values)
Copy the Key and save it to a secure location.

Application Key X
L ®

Owner [

Owner Roles Datadog Admin Role

Scope audit_logs_read events_read user_access_read Edit

Created on Nov 13, 2025, 2:24 pm

Last used No recent usage

Name Demo App Key Edit

KeyID =

Actions API Access ® Disabled Enable

Datadog APl URLs

The default value is dat adoghq. com You can consult this page for other Datadog app or API
URLs.

Cisco Identity Integration Setup
1. Under Integrations, select Add Integration in the top right corner

2. Select the Datadog integration


https://docs.datadoghq.com/getting_started/site/
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Datadog Beis

Datadog i= a monitoring and analytics platform for
cloud-scale applications, providing observability

across your entire stack.

-+ Add Integration

w

Provide a display name and enter both the APl key and App key. Change the Site URL if
your Datadog tenant is located under a different URL.

ntegr: ration > Datadog
New Datadog Integration

General Settings

Mame

Datadog Site LRL

datadoghg.com

API Key

App Key

To ensure security, always use the least privileged key
If you need help getting your credentials, see the Datadog Documentation

4. Select Connect

Github

Warning: The Cisco Identity Github integration is currently being moved away from it's
previous classic PAT installation to a Github app installation, which is currently in Beta.

New PAT installations have been disabled, and existing Github integration customers will soon
be notified to start migrating to the new installation method.



| Github | 133

Overview

Cisco Identity can connect to Github Enterprise tenants and provide insights into user
identities and activity on that platform.

This document will walk you through the process of setting up access from Cisco Identity to
Github Enterprise.

Requirements
The following requirements are necessary for the Github integration -

1. Github Enterprise subscription
2. The integration currently does NOT support GitHub Enterprise Managed Users (EMU)

3. A Github Enterprise admin account capable of creating and installing Github Apps on the
enterprise.

4. SSO from your Identity Provider to each Github org is set to “Enforced” (mandatory) and
not “Configured” (optional), otherwise Cisco ldentity cannot retrieve the emails for users
in the “configured” org and they will not merge with their own record in the “enforced”

org.
Github API Permission Structure

Enterprise vs. Org

Cisco Identity has chosen to connect to Github environments at the Enterprise level rather
than per Organization. This allows for the use of one Github app for an entire customer
environment, instead of a Github app being required for each Org.

Therefore, an Enterprise Admin account or an Enterprise service account is required.

Only Include Specific Github Orgs
Please see [Github Configuration Steps, step 8] to see how to configure Cisco Identity to only
collect the data for specific orgs under your enterprise.

Compatible Checks

Currently, 17 security posture and threat detection Checks are compatible with the Github
integration. Cisco Identity is continuously adding to this list, based on customer requests and
also new and emerging identity-based threats for Github.


https://docs.github.com/en/enterprise-cloud@latest/admin/managing-github-apps-for-your-enterprise/creating-github-apps-for-your-enterprise
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= A Compatibility:GitHub X X Request check @ Runchecksnow <« C
~ Compatibility Al
[ s Aws 6
0 Autho 1 All Checks Last run: Nov 4, 2024 04:37:44 UTC
3 © ow 2
Check #Failing #Excluded Report Channels
O Gt o
~ G Google Workspace 15 Noen \ .
© No MFA Configured — Nochange since last weet
2 2 34n 15: + Add
&% HRIS 2 < Grllcal ) End Users - Gomplianco,identty Posturs Insight 7~ Nochange since last month ° ©
s > Microsoft Entra ID a2
£ ona m
New Country for Tenant — Nochange since last week
& saksiorce 13 84n Y a7 0 + Add )
@ ~ Moderals ) End Users - identty Threat Insight ~ Nochange since last month
& it Slack 2
@ Workday 3
— No change since last week
~ o) Access From Dormant Account . 0 o + add ©
- Compliance Al ~ Moderale ) End Users - Compliancs, Ity Threat Insight ~ No change since last month
o, o Ful 1
. — Nochange since last week
Partial 10 o) Inactive Users s 0 0 + Add ©
~ Moderale ) End Users - Compliance, Ity Posture Insight ~ No change since last month
O ~ Severity A
« Grtical 4 Rare Browser Activit — Nochange since last week
96 Y 0 + Add (o)
Moderate 7 ~ Moderale ) End Users - Compliancs, Idntiy Threat Insight — No change since last month
~ Topic an
Allow/Block Email Logins — Nochange since last week
i 99, + Add
dentity Posture Insight
dentity Threat Insight 6 roeh } .
~ Nochange since last wee
) Admin Role Assigned to User 0 o + ada ©
- Frameworks al « Moderale | End Users - Compllancs, Ity Threat Insight — No change since last month
~ Scopes A Coto Extiitration By Guest Account —+ No change snce last week
) Code Exfiltration By Guest Account 0 o + add ©
End Users 1 « Moderats ) End Usars - idantiy Thast Insight ~ No change since last month
— Nochange since last week
o) Inactive Guest Users 0 o + add ©
« Griical ) End Users - Gompliance,Identty Posture Insight — Nochange since last month
— Nochange since last week
7.) Unusual Repo Access 0 o + add ©
« Moderals ) End Users - identty Threat Insight — No change since last month

Github Configuration Steps

1. Login to Github with an Enterprise admin account. If you navigate to
Github.com/settings/enterprises, it should look something like the following:

- C' @& github.com/settings/enterprises

Search or jump to... Pull requests Issues Codespaces Marketplace Explore

' Your personal account & Switch to another account +

& Public profile Enterprises
80 Account

& Appearance Oort Inc.  Owner

Tt Accessibility %

L\ Notifications

N

. Enable displaying IP addresses in the Github Audit Log for your enterprise tenant as
described in this article

3. Follow the steps for registering a GitHub app as outlined in this Github article
4. In step 2 make sure you follow the directions for apps owned by an enterprise.
5. In step 7 enter the URL to your Cisco Identity dashboard.

6. Skip steps 8-13.

7. Complete step 14 to disable the webhook.
* Administration

* Dependabot secrets


https://github.com/settings/enterprises
https://docs.github.com/en/enterprise-cloud@latest/admin/monitoring-activity-in-your-enterprise/reviewing-audit-logs-for-your-enterprise/displaying-ip-addresses-in-the-audit-log-for-your-enterprise#enabling-display-of-ip-addresses-in-the-audit-log
https://docs.github.com/en/enterprise-cloud@latest/apps/creating-github-apps/registering-a-github-app/registering-a-github-app

Secrets

Administration

Blocking users

Custom organization roles
Custom repository roles

GitHub Copilot Business
Members

Organization dependabot secrets
Personal access tokens

Secrets

Custom enterprise roles

Enterprise Al controls

Enterprise custom organization roles
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Enterprise organization installation repositories (read and write for automatic

organization installation; otherwise optional)

Enterprise organization installations (read and write for automatic organization

installation; otherwise optional)
Enterprise people

Enterprise single sign-on

9. Once you have registered your new app you will need to generate and save a private key.
Once you generate the key, the file should automatically be downloaded for you. Save this

key as you will need to input it into Cisco Identity later

10. Press save changes in the Github app screen. In the general page, note the app ID at

the top of the page, as you will need this later

11. Go to the Install App page inside your new app. Your screen should look something like

this:
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General Demo Cll App

&) Permissions & events Install Demo ClI App

5- Optional features

} Advanced Demo Cll App can be installed on the following enterprise:

, Install App

Ax App managers . Install

Profile page

Choose an account to install Demo Cll App on:

. Install

12. Press install on your enterprise and accept the permissions that you configured in step
3.
« Automatic installation: The Enterprise organization installation repositories and
Enterprise organization installations permissions must both be set to Read and
write.

« Manual installation: If you do not grant these read/write permissions, go back to the
Install App screen in the Github app's settings and install it on every organization you
would like Cisco Identity to monitor.

14. Note the slug for your Enterprise Github tenant. This can be found under your enterprise
profile tab.

Oort Inc.
Enterprise profile ~ Custom footer

Organizations ) ,
Your enterprise profile URL is https://github.com/enterprises/oort.

R People The oort slug in the URL was set when your enterprise was created and cannot be changed.

&5 Policies Enterprise display name *

Cisco Identity Configuration Steps

Sign in to your Cisco Identity tenant and perform the following steps:

Note: If you installed your Github app on multiple Github enterprises you will have to repeat
this section once per enterprise.

1. From the Integrations page, click Add Integration and select Github.
2. Enter a display name for the integration, such as _Github _.
3. Enter the value of your Github Enterprise slug, obtained in Step 9 above.

4. If you are migrating to the app installation type, select app as the authentication type.
Otherwise, this will automatically be done for you.

5. Enter the Github app's application ID from step 5 above.
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6. Enter the Github app's secret value that was downloaded for you in step 4 above.

Integrations > Edit Settings

Edit GitHub Settings

General Settings Event Streaming Advanced Settings

Name

Oort GitHub Integration Development (New One)

GitHub Enterprise Name

oort-gh-dev

Authentication Type

APP

GitHub Enterprise Application 1D

Automatic Application Install

Manual - Installation of the application on an organization will be handled manually

C' Reset Credentials

The reset button will delete your current credentials and you will need to provide new ones.

7. Once the configuration connection is successful, go back to the main Integrations page,

click the 3-dot menu on the Github integration and select Collect Now. Collection may
take some time, depending on the size of the environment.

Integrations
. Providers
Name + Connectivity Collection Status Recent Usage
2
 Success _
aws pemo AWS N/A
& mo Traffc detected
« Success
S —
| EY §9 Demo Autho NiA Trafic detected
 Success
> Demo Azure AD N/A Trafic dotected
»
« Success
—— ———————
o, @ pemobuo NiA Trafic detected
~ v Success
{5 pemoGsuite N/A Trafic detected
« Success
-
) pemo GitHub N/A Trafic detected
+ Success
% Demo Okta N/A Trafic detected
« Success
Del Salesf N/A _
& Demo Salesforce Traffic detected
W Demo Workday N/A 7 eess

Traffic detected

Github Event Streaming (Beta)

Warning: GitHub has no plans to take audit log streaming out of private beta. So if you are not
already in the beta program you will not be able to use this feature.

Average Traffic

26 records

45 records

25 records

59 records

65 records

19 records

133 records

44 records

43 records

Last Collected (UTC)

Nov 4, 2024 04:10:59

Nov 4, 2024 04:10:51

Nov 4, 2024 04:10:29

Nov 4, 2024 04:10:34

Nov 4, 2024 04:10:38

Nov 4, 2024 04:10:55

Nov 4, 2024 04:10:21

Nov 4, 2024 04:10:47

Nov 4, 2024 04:10:43

[T+ Add Integration c

Last Updated (UTC)

Nov 4, 2024 04:10:58

Nov 4, 2024 04:10:49

Nov 4, 2024 04:10:24.

Nov 4, 2024 04:10:31

Nov 4, 2024 04:10:37

Nov ¢
/' Edit Settings

47 Test Gonnectivity
Nov¢ @ Collect Now

© Disable Gollection
Nov¢ iR ViewLogs

W Delete

Nov 4, 2024 04:10:41

Github has the capability to stream the audit log events. This is currently in Beta. If you do not

see the option in your Github Enterprise tenant, contact your Github representative.


https://docs.github.com/en/enterprise-cloud@latest/admin/monitoring-activity-in-your-enterprise/reviewing-audit-logs-for-your-enterprise/streaming-the-audit-log-for-your-enterprise
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Note: The Github base configuration above must already be completed. This step is highly
recommended.

1. Within Cisco Identity, navigate to Integrations and click Edit Settings on the existing
Github integration.

2. Click the Event Streaming tab.
3. Slide the button to Use Audit Log Streaming.

4. Note the Domain, Path, and Port information for use in the Github setup.

5. Create a strong value for the Webhook Secret and enter it in the config.

Edit Settings

Edit GitHub Settings

General Settings Event Streaming Advanced Settings

® Use Audit Log Streaming

If you need help configuring audit log streaming, refer to GitHub's webhook documentation.

Use the following values in your GitHub audit log streaming configuration:

Domain
D api.stage.oort.io

Path
D ingest/gh/4cb a4f7-a01d9116d64e__ GIT_HUB__ 3c2dc1e8

Port
D 443

SSL Verification
Make sure to check this option on GitHub side

The following secret will be used to verify webhook payloads from GitHub. This value needs to be added to your GitHub audit log streaming configuration as Token:

Webhook Secret

| have configured audit log streaming in GitHub with the above data

The reset button will delete your current credentials and you will need to provide new ones.

Cancel B save

6. Within Github, navigate to Settings > Audit Log > Settings. Ensure that Enabl e API
Request Event s is checked.

= O Qort Inc. Q Type [/]to search

() Overview [ Organizations A People B Policies (& GitHub Connect (0 Security 3 Biling and licensing £ Settings [} Compliance |~ Insights

Settings Audit log

@ Profile [N
R B Events  Log streaming  Settings
@ Authentication security

@) Advanced Security

& Verified & approved domains Disclose actor IP addresses in audit logs
| 2 Auditlog
« i
uﬁj Hooks [ Enable source IP disclosure

Enabling will allow you to view IP addresses of current members for enterprise and organization audit log events. As this feature makes your users' IP addresses automatically availat

£ Hosted compute networking legal team to determine whether any user notification is required

e GitHub Apps Save
nouncement
(@ Support API Requests

Enable API Request Events
Enable API request events to be streamed via audit log streaming. These events have a retention period of 24 hours.

Save
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7. On the Log Streaming tab, select HTTP Event Col | ect or from the Configure stream
dropdown list.

Audit log

Events Log streaming  Settings

Configure audit log streaming

Set up streaming of audit data from GitHub to an external database management system like Splunk or Azure Event Hubs.
Amazon 53
Azure Blob Storage
Azure Event Hubs
Datadog

Google Cloud Storage

HTTP:#@Event Collector

Splunk

8. Enter the Domain, Path, Port, and Token (Webhook secret above).

9. Check the Enabl e SSL veri fi cati on button.
Audit log
Events Log streaming  Settings

Configure Audit log streaming to customer endpoint

Stream audit logs to customer HTTPS Event Collector (HEC) endpoint. Make sure the endpoint is configured to accept HTTPS connections.

Domain

oleg-cnt-dev-api.dev.oort.io

Path

ingest/gh/bef65c5b-684e-4301-89d4-ee8be3f0508b__GIT_HL

Port

443

Enable SSL verification
S5L verification helps ensure your events are sent to your HTTPS Event Collector endpoint securely.

Check endpoint & Check endpoint before saving

Cancel

10. Back in the Cisco Identity integration settings, click the checkbox to confirm that you
have configured Github streaming in that platform and then click Save.
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Port
0 443

S5L Verification
Make sure to check this option on GitHub side

The following secret will be used to verify webhook payloads from GitHub. This value needs to be added to your GitHub audit
log streaming configuration as Token:

Wabhook Secral

.......... ©

& | have configured audit log streaming in GitHub with the above data

ﬂ The reset button will delete your current credentials and you will need to provide new ones.

Cancel

11. Back on the Github streaming configuration page, click the Check endpoi nt button.
Once successful, click Save.

Taken

L

Enable SSL verification
S50 verification helps ensure your events are sent to your HTTPS Event Collector endpoint securely.

Check endpoint

12. That's it. It should be all set.

) Endpoint check successful

Jamf

Overview

Cisco Identity can read user and device information from Jamf to determine management
status and other security information about your organization's devices to provide additional
visibility.

The goal of this document is to serve as a guide to set up a data integration between Cisco
Identity and your organization's Jamf environment.

JAMF Data Integration



Permission requirements
You will need the Admin role in Jamf to add the necessary configuration in Jamf, you will need
the Admin role.

Jamf Pro Configuration Steps
1. Login to Jamf using your Admin account and navigate to Settings > System

2.

Select API roles and clients

%4 pro

83 Dashboard SettingS

0 Computers >

(b Devices > (Sea"ih ]

s

it

o

Al System Global Jamfapps ~Self Service Server Network

Blueprints —_—
' Set Jamf Pro user privileges, Directory Service accounts, and
Compliance readiness
password policies
Settings

{3 Cloud identity providers

Configure and manage Google or Entra ID cloud identity
providers

B Change management

Track the changes that happen in Jamf Pro and view log files

(5] Log flushing
s

Set a log flushing schedule or manually flush database logs
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Full Jamf Pro ~ l? 2

Display icons

Computer Device User

Set SSO for Jamf Pro, macOS Self Service, and user-initiated
enrollment

£} SMTP server

Integrate a server to allow Jamf Pro to send emails and
invitations

& Maintenance pages

Customize messages displayed to users when Jamf Pro is
unavailable

APl roles and clients

Configure access for API clients and define permission sets

Configure, manage, and test settings for LDAP servers

/> Activation code

Update the activation code or organization name and view
licensing

® oo

Display dynamic tips, highlights, and important notices in the
interface

Login page

Configure a customized disclaimer message that must be
accepted before logging in to Jamf Pro.

3. Create a new API role with the following permissions: Read Mobi | e Devi ces Read

Conput ers

Add the following permissions to enable Device Lockout functionality: Send Conput er
Renot e Lock Command Send MDM conmand i nformation in Janf Pro APl View NDM
command i nformation in Janf Pro API

Full Jamf Pro 1? ES

%4 rro
- Settings : System > APl roles and clients
Os

< New API Role

=}
() Display name
-
& |
© [X] Privilege documentation Find out which privileges are required for each AP endpoint.
& Jamf Pro APl documentation | Classic API documentation |

Privileges Privileges to be granted for Jamf Pro objects, settings, and actions
( read mobile device|

Read Mobile Device App Maintenance Settings

Read Mobile Device Applications

Read Mobile Device Enrollment Invitations

Read Mobile Device Extension Attributes

Read Mobile Device Inventory Collection

Read Mobile Device Managed App Configurations

Read Mobile Device PreStage Enrollments

Read Mobile Device Self Service

Read Mobile Devices

® @

cancel save
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4. Once the new role is created, navigate back to the API roles and clients page and create
a new client using the role you configured in Step 3

Settings : System > APl roles and clients

< New API Client

Display name
Display name for the API Client

ClII API Client

Required

API roles Assign roles to determine privileges for the client. Adding multiple roles combines their privileges.

Cll Test X <4«——— Choose the role that -
was created in the

Access token lifetime prior step
The duration in seconds that a token allows access. Revoking the token or disabling the client does not end the ifetime of an active token.

| 60

Enable/disable API Client
o Enable/disable en Ensure that the

| Disable API client <«—— APIClientis
: Enabled

(if it says
“Enable API
Client” click the
button until it
says “Disable
API Client”)

5. Copy the Client ID and Client Secret for later use in Cisco Identity

Cisco Identity Configuration Steps

1. Login to your Cisco ldentity tenant and navigate to the Integrations menu item in the left
hand navigation bar

2. Select Add Integration
3. Select Jamf

4. Enter your desired display name, your Jamf Instance URL (ex:
https://foo.janfcloud. con, and the Jamf Client ID and Client Secret referenced
above in Step 5

5. Select Save

OpenAl

Overview

Cisco Identity can integrate with OpenAl to gather data via their OpenAl Compliance API to
surface users who have access to OpenAl models, how those models are being used, how
they are configured and what tools they have access to.

Using this data, Cisco Identity can generate beneficial insights regarding the users and
Non-Human Identities (NHIs) within OpenAl, such as improperly configured tools, improper
use of tools, privilege escalation, data loss prevention, and more.

Requirements

The following are necessary to configure the OpenAl integration:


https://chatgpt.com/admin/api-reference#tag/Introduction
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1. OpenAl Enterprise subscription
2. OpenAl workspace(s)

3. An OpenAl Enterprise Platform admin account capable of creating API keys

OpenAl API Permission Structure

Cisco Identity requests the minimal scopes necessary to complete the required operations to
support the integration. For this integration, Cisco Identity requires a ‘read-only” API token.

Note: The OpenAl Compliance API currently utilizes a coarse-grained permission structure
that only supports either r ead- onl y orread- w i t e permissions, and requires you to grant
the API token permission to the whole API. It does not support granting a token access to
limited portions of the API at this time.

Managing Conversation Data Collection Preferences for ChatGPT & Codex

The OpenAl Compliance API contains both conversation metadata and conversation logs
regarding the conversations happening between end-users and your organization's instance
of ChatGPT or Codex, which Cisco ldentity can retrieve via this integration. The conversation
logs from these tools contain valuable data and information that Cisco Identity can then
analyze to generate and surface interesting insights about potential issues or risks associated
with the OpenAl usage within your organization, such as detecting improper tool use or
assisting with data loss prevention initiatives.

However, we understand that this data may be sensitive and your org may not want, or allow,
Cisco ldentity to retain conversation logs between your end-users and OpenAl models. For
that reason, there are three setting options available that enable you to configure what
conversation data Cisco Identity is allowed to process so that you can select the preferred
data handling method for your org.

These three settings are:
1. Do not collect ChatGPT or Codex conversation logs
2. Cisco Identity will not retain any conversation metadata or logs

3. [Default Setting]Collect conversation metadata only without conversation message
content

4. Cisco ldentity will retain conversation log metadata only, but will not retain any fields that
contain data regarding user prompts or model responses

5. Collect conversation metadata and conversation content

6. Cisco Identity will collect and retain full conversation data, including all metadata, user
prompts and model responses
The following table depicts the different capabilities and functionality that Cisco Identity can
perform based on the available Conversation Log settings.
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Note: Note: The insights and capabilities listed below may represent future functionality that
will be developed for the General Availability release, or after, and do not have guaranteed
availability during Alpha

Baseline visibility

Option 1: Do not collect ChatGPT or Codex conversation logs

0

Option 2: Collect conversation metadata only without conversation message content
0

Option 3: Collect conversation metadata & conversation content

0

Account directory-based data and insightsEg: Account activity, dormant accounts, admin
privileges, etc.

Option 1: Do not collect ChatGPT or Codex conversation logs

0

Option 2: Collect conversation metadata only without conversation message content
0

Option 3: Collect conversation metadata & conversation content

0

GPT definition-based data and insightsEg: Known risky tools, broadly defined tools, tools
available to users who shouldn’t have access, etc.

Option 1: Do not collect ChatGPT or Codex conversation logs

0

Option 2: Collect conversation metadata only without conversation message content
0

Option 3: Collect conversation metadata & conversation content

0

Basic tool usage insightsEg: Which tools were executed, what tool replied, etc.

Option 2: Collect conversation metadata only without conversation message content

I
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Option 3: Collect conversation metadata & conversation content
[

Deeper insights based on detailed conversation logsEg: Tool misuse, Al drift, data exfiltration,
etc.

Option 3: Collect conversation metadata & conversation content

I

OpenAl Configuration Steps

Note: To configure this integration, OpenAl will first need to grant your organization custom
Compliance API Scopes. This process, outlined in the OpenAl docs referenced in Step 1
(below), requires OpenAl support team involvement and may take several days depending on
their availability and responsiveness. We encourage you to start this step as early as possible
to avoid delays.

1. Reference the Authentication section of the OpenAl docs and follow the steps to obtain
and save your API key. Copy down this APl key somewhere secure as you will need it to
complete the integration set up process in Cisco ldentity and you cannot generate the full
API key again after it has been generated

2. Make sure that you have created the API key under a service account and not as your
own user or the integration will not work correctly

3. Then navigate to the Organization Admin keys setting page and select Create new
admin key. Give the key a name that is easy to recognize as linked to Cisco Identity (eg:
Cisco ldentity Admin APl Key

4. Note: OpenAl does not provide the option to create an admin API key linked to a service
account

5. Select restricted permissions and grant read audit log scope and read organization
administration scope. The settings should look like this:


https://chatgpt.com/admin/api-reference#tag/Introduction
https://platform.openai.com/settings/organization/admin-keys
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Create new admin key
Name Opt

entity Intelligence Admin API Key

Permissions

All Restricted

Fine-tuning Checkpoints &
Audit Logs Scope ©
Usage API Scope

Organization Administration @

Cancel Create admin key

6. Once you have applied the correct permissions and scopes, select Create Admin Key.
After you have successfully created the key, make sure to save the secret value. You will
need this for later steps and you will not be able to see it again

7. Navigate to the data controls settings section in OpenAl and enable audit logging

8. Then, navigate to the Workspace Admin Settings section in OpenAl. Review the
workspace name to confirm that you have selected the correct workspace

9. On the Workspace Admin Settings page, you will find an Organization ID and a
Workspace ID (screenshot example below). Copy both of these down as you will need
them to complete the integration set up process in Cisco Identity


https://platform.openai.com/settings/organization/data-controls/data-retention
https://chatgpt.com/admin
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{ Back to chat

o General

Cisco Compliance Sandb...

Appearance
@} General
28 Members Workspace name Cisco Compliance Sandbox
228 Groups
Logo ]
= Permissions & roles
B Billing (P
o0
8a GPTs Drop file here to upload
8 Apps Browse files

4 Workspace analytics

@ Identity & access

Workspace details

Wotcpsce® (G )

Cisco Identity Configuration Steps

After you have completed the OpenAl configuration steps outlined above, navigate to the
Integrations page within your Cisco Identity tenant and perform the following steps :

1. From the Integrations page, select the Add Integration button. Locate and select
OpenAl Enterprise from the list of possible integration sources

2. Enter an easily recognizable display name for this integration (eg: QpenAl ). This display
name will be used throughout Cisco Identity to identify the integration among your other
connected sources

3. Enter the workspace ID and organization ID that you copied during Step 5 of the [OpenAl
Configuration Steps] section above into their respective fields
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General Settings

Name
Workspace 1D

Organization ID

Conversation log collection
O Do net collect ChatGPT and Codex conversation logs
@ Collect only conversation metadata without conversation message content

O Collect conversation metadata and conversation content

4

Compliance API Token

Admin API Token

El To ensure security, always use the least privileged key
If you need help getting your credentials, see the OpenAl Compliance APl Documentation

4. Select the desired Conversation Log Collection setting

5. More detailed info on the available settings are provided above in the [Managing
Conversation Data Collection Preferences] section

6. Enter both the Compliance key and Admin API key generated previously in OpenAl into
their respective fields

7. Select the Connect button to test the configuration connection
8. Once the connection test is successful, navigate back to the main Integrations landing
page, locate the OpenAl integration in your list of integrations. Select the 3-dot menu
button on right-hand side of the relevant row to open the menu, then select Collect Now
to begin the OpenAl data ingestion process
6. Note: Data collection can take some time, depending on the size of your environment.
We recommend giving data ingestion a few days to stabilize before closely examining
the results

Request Integration + Add Integration

Integrations

Provigers

Harma Connectivity Gallection Status Recent Usage Bverage Trashc Last Collected (UTC) Last Upduied [UTE)

@ €l OpenAl Sandbox nctad - - ~ OB recard: Agpr 3, 202 a
I 550203 records Agr 2, 2006 19:01:29

148 records Apr 3, 2026 110131

8 recon Agr 2, 2026 22:56:38

Polarity
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Cisco Identity can integrate with Polarity to provide enhanced user identity context for critical
security event triage and investigations.

Important Notes!
1. The Polarity app setup currently points to the US production environment.

If you are looking to integrate with a different geo deployment (AU, JP or EU), then please
consult your Polarity representative on how to change the configuration files to point to the
correct Cisco Identity environment.

Cisco Identity Integration Steps

1. From the Integrations tab, click Add Integration.

2. Scrolls down and click Add API Client.

API clients

API Client

Integrate with external services and

retrieve data on demand via |dentity
Intelligence public AP

+ Add API Client

3. Provide a Name and Description

4. Click Save and Generate credentials


https://polarity.io/
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st dentity Intelligence BY Dashboard &% Users ©) Checks

Integ ntegration / API Client

New API Client Integration

Hame

Polarity Test API

API credentials for Polarity integration

API Credentials

S will b here on

Cancel B Save and generate credentials

5. Use the details provided in your Polarity configuration (see below).

il 1dentity Intelligence BY Dashboard 2% Users () Checks

Integrations / Add Integration / API Client

New API Client Integration

Name

Polarity Test API

Description (oplional)

API credentials for Polarity integration

API| Credentials {1 Copy all

APl URL
@ hitps:/fapi.stage.oort.io/api

Token URL
@ hitps:/ogin.stage.oort io/oauth/token

Client ID

Audience
[ hitps:/idata.api.oort.io/genie/org_

Client Secret

6. After the Polarity steps below are complete, click Test Connectivity and Finish to

complete the integration.

Polarity Configuration Steps

For information around how to set up Polarity for your Cisco Identity tenant, please see
Polarity's Github documentation.

Salesforce
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Overview

The Cisco Identity identity security platform can integrate with your Salesforce instance or
instances to capture user account activity. This is valuable in particular for the following
reasons -

» |dentifying unused Salesforce accounts and reducing unnecessary licensing cost
» Review Salesforce authentication activity and maintain security compliance

» Detect unauthorized access or use of your Salesforce platform

Requirements

The following things are required to configure Salesforce integration with Cisco Identity:

« A Salesforce admin account

» Licensing - a user account with Salesforce edition of Enterprise or above, due to the
requirement for the Web Services API.

Developer edition and other lower tier editions will not work for this integration, as the API
Only User option is required for the necessary credential flow, and that setting doesn't exist
in those tiers.

Professional Enterprise Unlimited

Starter
$ 25 575 5150 $ 300
500 user) ronth® LSE userimonth® USE fuserfmonth® USEH user/month™

T ot R AR R R e e

+ Customize and automate processes.

—  Connect sales info to any app.

Email Integration with Cutlook v v v w
Email Integration with Grmail o v v w
Web Services API & Addiona 23 v v

USD fuser/maonth

» If access to Salesforce by API is restricted by IP address, please coordinate with your
Cisco Identity representative or open a TAC case

Salesforce API Limits

The Cisco Identity integration for Salesforce will monitor APl usage against your Salesforce
tenant's daily limit. If the Cisco ldentity detects that the API utilization is within 75% of the
Salesforce tenant daily quota, Cisco Identity will stop any further collection for that day and
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resume the following day.

Salesforce Configuration

Step 1 - Create API Only User Account
1. The first step in the process is to create an API only user for integration purposes using
the Salesforce documentation. Please note:
» As noted in the Salesforce KB article above, we recommend the user and permission
set (if used) have at least a Salesforce license
DO NOT USE the M ni num Access - APl Only | ntegration profile or the Salesforce
Integration license. They do not have the necessary permissions to collect the data required
by Cisco Identity.

(J Edit] Clone Minimum Access - API Only Integrations Salesforce Integration

JUAPI User

Permission Set Assignments[0] | Permission Set Assignments: Activation Required 0]

Permission Set Group Assignments [0] | Pe:

ion Set License Assignments [0] | Lightning Data Purchase Assignments [01

Personal Groups [0]

Public Group Membership [T

Managers in the Role Hierarchy [0] | Assigned Territories [0] | QAuth Connested Apps [0] | Third-Party Account Links [0] | Installed Mobile Apps [3] | Authentioation Setings for External Systems [0] | Login History [0+] | User Provisionin
User Detail Edit | | Sharing | |ResetPassword | |Freeze
% Mame APl User Role
Alias  auser User License  Salesforce
Email Profile  Api Only User
Usemame Active
Nickname Marketing User
Title Offline User
Company Flow User
Department Mobile Push Registrations  View
Division Accessibility Mode (Classic Only) i
Address Debug Mode =

» The Profile or Permission Set must have API Enabled and API Only User checked in
the Administrative Permissions area

SETUP
Profiles

Profile

Api Only User

| Q, Find Seffings

Profile Overview > System Permissions |«

*® “ Clone || Delete | | Edit Properties

System Permissions Edit
¥ System
Permission Name Enabled Description

Access Aclivities

Access drag-and-drop content builder
Access Experience Management
Access Libraries

Access Tracer for External Data Sources
Add People to Direct Messages

Allow Access fo Customized Actions
Allow blockchain data upload

Allow consumer key and secret rotation
Allow Inclusion of Code Snippets from Ul
Allow sending of List Emails

Allow users fo view MLModels and related Enfities
Allow user to access privacy data

Allow user to modify Private Connections

Apex REST Services

AP Enabled

Api Only User

Assign Topics

Author Apex

Access tasks, events, calendar, and email

Create and manage email templates and content in a drag-and-drop builder.
Access pages and dashboards available in Experience Management

Access libraries.

Access the Tracer fool for festing queries fo External Dala Sources.

Lets a user add others fo direct messages the user is in

Unsupporied. Use the paa’s layout editor to customize which actions show up in
Let the user upload blockchain data

Allows 3 user to rotate a connected app’s consumer key and secret

Allow users to post code snippsts from the Ul where available.

Allow users to create, edit and send List Emails

Allow api read only access for Unified Model Tree for an Al Application, namely
Allow user to access privacy data.

Allow users to modify Private Connections through the Metadata, Tooling, and C
Allow access to Apex REST services

Access any Salesforce.com AP

Access Salesforce.com only through a Salesforce.com APIL.

Assign exisfing topics to feed items. Remove topics from feed items.

Create Apex classes and triggers


https://help.salesforce.com/s/articleView?id=000386144\&type=1

| Salesforce | 153

+ Manage Internal Users and Manage External Users permission under the User
section is required to collect Login History of all users. Enabling this setting will
automatically check a number of other related permissions

-
Manage Entitlements E] i

Manage Experiences 0O

Manage External Users

Manage External Users (Limited) 0O
Manage Health Check E] i

Manage Heroku AppLink 0O

Manage Integration Connections E]

Manage Internal Users

Manage |IP Addresses
Manage Knowledge Article Import/Export O (3
Manage Letterheads E] ;
Manage Lightning Sync O (i

Manage Login Access Policies

Step 2 - Set up a Connected App

Create Connected App

1. In Salesforce set up go to Apps --> External Client App Manager and click New
External client App in the top right corner of the screen

EEE Setup Home Object Manager

> Subscription Management

SETUP

v Apps External Client App Manager

App Manager

AppExchange Marketplace
> Connected Apps 1items + Sorted by None
v External Client Apps External Client App Name

External Client App 1 Integration

Manager
OAuth Usage
Settings
2. Fill in the connected app details, such as Name, Contact email, etc

3. Check Enable OAuth
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4. Fill in the Callback URL: https://localhost:3000/test/ The Cisco Identity API integration
does not use an redirects and does not need a functioning callback URL for that purpose.

5. Add Manage user data via APIs scope.

6. Check Enable Client Credentials Flow

Ef

[#] Enable OAuth

App Settings
*Callback URL

https://localhost:3000/test/

*OAuth Scopes
Available OAuth Scopes

Selected OAuth Scopes

Access the identity URL service (id, profile, emal, address, phone)
Manage user data via Web browsers (web)

Full access (full)

> | Manage user data via APIs (api)

<

Access Connect REST API resources (chatter_api)
Access Visualforce applications (visualforce)

Perform requests at any time (refresh_token, offline_access)

[] Introspect all Tokens

[ configure ID token

Flow Enablement
[] Enable Client Credentials Flow
[ Enable Authorization Code and Credentials Flow
[ Enable Device Flow
[[] Enable JWT Bearer Flow

[ Enable Token Exchange Flow

[ Require secret for Refresh Token Flow
Require Proof Key for Code Exchange (PKCE) extension for Supported Authorization Flows
[[] Enable Refresh Token Rotation

[J Issue JSON Web Token (JWT)-based access tokens for named users

7. Uncheck Require Secret for Web Server Flow and Require Secret for Refresh Token
Flow

8. Click Create. Click Continue if you see the warning: “Changes can take up to 10 minutes
to take effect. Deleting a parent org also deletes all connected apps with OAuth settings
enabled.”

Get Key and Secret
1. On the Settings tab of the new app, under App Settings, click Consumer Key and Secret


https://localhost:3000/test%5C
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Manage External Client Apps
Docs test app
Contact Email

andyw22 +sfdcdev@cisco.com

Type
Local

Polmesl Settings |Package Defaults

| S—

Configure basic settings for the external client app and plugins.

v Basic Information

* External Client App Name

Docs test app.

* Contact Email
andyw22+sfdcdev@cisco.com
Contact Phone

Enter a phone number.

Icon URL

Enter a URL.

Description

v OAuth Settings

* Callback URL

https:/localhost:3000/test/

2. Reauthenticate to proceed

3. Copy the Key and Secret to a secure temporary location or a key vault of your preference

Assign to APl user
1. Go back to the external app and go to the Policies tab. Click Edit
2. At the bottom, under Oauth Flows and External Client App Enhancements, click Enable
Client Credentials Flow and enter the username / email of the API user account created

above.
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Policies  Settings  Package Defaults

Configure policies to customize the external client app and plugins for this Salesforce organization.

~ App Policies

*Start Page @

None -

~ OAuth Policies

Plugin Policies
* Permitted Users OAuth Start URL
All users can self-authorize v Enter a URL...

Custom Scopes
You don't currently have any OAuth Custom Scopes defined. You can define them here before assigning to your app.

Apex Plugin Class

Search classes Q

N
OAuth Flows and External Client App Enhancements
Enable Client Credentials Flow
*Run As (Username)
com
v

3. Click Save

4. Find your Salesforce URL and save it for use in the next section. This will be under
Company Settings -> My Domain

Step 3 - Cisco Identity Dashboard Configuration
1. Login to your Cisco Identity Dashboard and go to the Integrations tab

2. Click on Add Integration

3. Click on Add Integration under Salesforce
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@ Salesforce

Salesforce provides customer
relationship management software
and applications focused on sales,
customer service, marketing
automation, analytics, and
application development.

+ Add Integration

4. Fill in the details for the Salesforce Integration. Enter the values saved from earlier on in
the Salesforce setup:

« Di splay Nane
» Sal esforce URL
¢« Consuner Key

« Consuner Secr et
doaT Q, Search users, IPs and more.. BE Dashboard a* Users &) Checks

Integrations / Add Integration [ Salesforce

New Salesforce Integration

General Settings Advanced Settings

Mame

Test Salesforce

Salesforce Instance URL

https://demo.salesforce.com

Client Key

] To ensure security, always use the least privileged credentials
If you need help getting your credentials, see the Salesforce Documentation

Cancel B save
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5. Click Save. You will now have a new integration listed on the Integrations page

6. For more details, click on integration name for details

7. You can also click the 3-dot menu drop-down and click Test Connectivity to test the API

connectivity with Salesforce

' 03

' 03

# Edit Settings

£+ Test Connectivity
(+: Collect Now

() Disable Collection
-a, View logs

B Delete

8. If you see “Connected!” everything is working

U

9. Now click the Salesforce integration bar again and click Collect Now to begin the first

data collection
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# Edit Settings

+r Test Connectivity

3 (+: Collect Now | o
o

() Disable Collection
-, View logs

B Delete

10. Initial data collection may take up to 24 hours, depending on the size of the environment

Cisco Secure Access Data Integration

Overview

Cisco Identity integrates with Cisco Secure Access to ingest and display data associated with
Application and User and Entity Behavior Analytics events (UEBA).

For information on configuring Secure Access to consume Trust Level data from Cisco Identity
via Security Cloud Control (SCC), please refer to the Secure Access documentation guide,
which contains information about connecting both an existing or new Cisco Identity tenant to
your Secure Access organization. If you already have an Cisco Identity tenant via Duo, please
follow the “Existing Tenant” set up steps.

Configuration Steps
Follow the instructions below in the order written

Generate an API Key in Secure Access
You will first need to generate an API key with the necessary permissions within Secure
Access. To do so:

1. Log in to your Secure Access org with a Full Admin or Security Administrator role

2. Navigate to the Admin menu item and select APl Keys


https://securitydocs.cisco.com/docs/csa/olh/136576.dita
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= Admin X
'S Organization
SecurityDemo > Management
API Keys v t

& Platform menu

Third-party Integrations
Secure Access
Log Management

7>  Home >

& Experience Insights

&  Connect >
2= Resources >
' Secure >
[
a Monitor > |
20 Admin

*+= Workflows |
3. Select Add, then enter a easily recognizable name and a description for the key
4. Assign the key the required scopes by selecting the respective check boxes:
1. Deployments (Identities and Networks)

2. Reports

API Key Name Description (Optional)

[ Cll access key

Created on Apr 14, 2026

Key Scope 3 selected Remove All
Select the appropriate access scopes to define what this API key can do. e
O Admin 7 Deployments / Networks X
& Deployments 23> Deployments / Identities X
O Investigate 2> Reports 7 X
O Policies 30 >
Reports 17 >

5. Select Read- Onl y for each selected scope and resource

6. For Expiry Date choose an expiration date or select Never Expire. Do NOT enter any
information in the Network Restrictions area

7. Select Create Key. Then copy and save your API Key and Key Secret in a secure location,
as you will need this information to complete the integration steps within Cisco Identity

8. Select Accept and Close

Cisco Identity Configuration Steps
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1. Sign in to Cisco Identity with an Administrator role
2. Navigate to Integrations and select Add Integration from the Secure Access tile

3. Enter a name for the integration. This name will be reused through Cisco Identity to
identify the source

4. Paste the APl Key and Key Secret generated in Secure Access into their respective fields

in the form

Ad nagrton > Sacure Access
New Secure Access Integration

Which Secure Access keys should | configure?

General Settings

What s the Secure Access API key used for?

= What if my organization restricts access to the inogration by IP address?

5. Select Save to finish setting up the integration

6. Your integration has been created! Cisco Identity will test the connectivity automatically,
and if there are no errors, will begin the data ingestion process

Snowflake

Overview

Cisco Identity can connect directly to Snowflake warehouses to gather data on user accounts,
activity, and other events. These instructions will guide you through the process of connecting
your Snowflake account to Cisco Identity.

Before you begin...

Make sure you have the following:

» An Cisco Identity account with Admin permissions that can add integrations to your Cisco
Identity tenant

» A Snowflake login that has ACCOUNTADM N privileges to grant read access to the
SNOWFLAKE database in your Snowflake account

* The name of your Snowflake warehouse

» The values for the AWS ARN and AWS Account Id that Cisco Identity will be using when
connecting to your Snowflake account. These can be found on the Intial Setup dialog
when creating a new Snowflake integration in Cisco Identity

Configuration Steps

Provision a Cisco Identity user in Snowflake

To provision the user, you will need to:
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1. Create arole for Cisco Identity to use and grant it the necessary privileges
2. Choose a name for the role that you will assign to the Cisco Identity user's role

3. In the examples below, replace wi t h t he nane you choose. Repl ace with the name
of your Snowflake warehouse.

4. Using the “Query Data” Ul in Snowflake, enter each of the following lines individually to
provision the role:

CREATE ROLE ;
GRANT | MPORTED PRI VI LEGES ON DATABASE SNOWLAKE TO ROLE ;

- This grant allows Cisco ldentity to read Trust Center events
CRANT APPLI CATI ON ROLE SNOWFLAKE. TRUST_CENTER_VI EVER TO ROLE ;

GRANT USAGE ON WAREHOUSE TO RCLE ;

2. Create a service account user identified by the AWS Workload Identity Federation and
give it access to the role

3. Choose a name for the role that you will assign to the Cisco Identity service account user
1. CREATE USER DEFAULT_ROLE = TYPE = SERVI CE WORKLOAD | DENTITY = (
TYPE = AWS ARN = “');

5. Next, execute the following commands to limit access to the new service account from
just the AWS account id for Cisco Identity. Replace wi t h t he nanme you choose.
Repl ace with the account id displayed in the Initial Setup dialog for snowflake in Cisco
Identity

6. CREATE AUTHENTI CATI ON PCLI CY WORKLOAD | DENTI TY_POLI CY = (
ALLONED _AWS_ACCOUNTS = ('"')); ALTER USER SET AUTHENTI CATI ON PCOLI CY ;

7. Next, execute the following command to give the new service account user access to the
role:

8. GRANT ROLE TO USER ;

9. If you would like to further secure Cisco ldentity's access to your warehouse by restricting
the allowed IP addresses, you may also add a network policy to the user you just created.
In the example below, replace the ™ placeholders with the IPs for your region (found in the
Initial Setup for Snowflake in Cisco Identity):

10. CREATE OR REPLACE NETWORK POLICY ALLOAED IP LIST = ("', ‘") COWENT =
‘Created for Cisco ldentity. Only allows access fromknown C sco
Identity NAT gateways'; ALTER USER SET NETWORK POLICY = ;

For more information, see the Snowflake documentation on network policies and the alter
user command


https://docs.snowflake.com/en/sql-reference/sql/create-network-policy
https://docs.snowflake.com/en/sql-reference/sql/alter-user
https://docs.snowflake.com/en/sql-reference/sql/alter-user
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Create your integration in Cisco Identity
The last step is to create your integration in Cisco Identity. For this, you will need:

2.

The name of the service account user you created in Snowflake
The name of the role you assigned to the service account user in Snowflake

The account locator and region for your Snowflake account. Please note that your
organization and account name will NOT work instead.

If you are having trouble finding this, you can run SELECT current _account (),
current _region(); inyour Snowflake account. You should see that the account is a
string of letters and numbers like SF12345 and the region is something like

AWS US VEST 2. For these values, the combined identifier would be

sf 12345. us-west - 2. aws

The name of your Snowflake warehouse

. Navigate to the Integrations page in Cisco Identity and click “Add Integration” at the top

right
Request Integration + Add Integration Cc
Last Collected (UTC) Last Updated (UTC)
Nov 18, 2024 01:39:13 Oct 9, 2024 14:53:02 see

Find the Snowflake tile and click “Add Integration”


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-account-locator-in-a-region
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>::°:< Snowflake

Snowflake is a cloud-based data
warehousing platform that allows
businesses to store, manage, and
analyze large amounts of data
efficiently.

+ Add Integration

3. Click “Complete Setup” below the instructions to go to the General Settings configuration

Integrations > Add Itegration > Snowflake
New Snowflake Integration

Initial Setup

(@ Tocreate Gl Snowflake integration, you must establish a dedicated Service Account that utiizes the AWS workioad identity provider. Ensure you have the necessary
Snowflake privileges to create users and roles, grant privileges, and set up network policies. If you possess these privileges, please proceed with the preliminary setup steps
outiined below. Otherwise, pl your Snowfiake to complete

quired setup.

Open your Snowflake web interfa

Create a dedicated role with the least privileges necessary for Cll:

D CREATE ROLE <cii_integration_role>;

Grant the necessary privileges to the role:
T GRANT IMPORTED PRIVILEGES ON DATABASE SNOWFLAKE TO ROLE <cii_integration_role>;

-- This grant allows CII to read Trust Center events
GRANT APPLICATION ROLE SNOWFLAKE.TRUST_CENTER_VIEWER TO ROLE <cii_integration_role>;

a

O GRANT USAGE ON WAREHOUSE <warehouse name> TO ROLE <cii_integration_role;

Create a dedicated service account for Cll:

CREATE USER <cii_service_user>

TYPE = SERVICE

DEFAULT_ROLE = <cii_integration_role>

[
WORKLOAD_IDENTITY = (
TYPE =
ARN = 'arn:aws:iam::989617834444 :role/cnt-staging-integration-lambda-invoker-name') ;

Assign the newly created role to this service account:

© GRANT ROLE <cii_integration_role> TO USER <cii_service_user>;

Create and assign the authentication policy to the service account:
CREATE AUTHENTICATION POLICY <cii_wif_auth_policy>
T WORKLOAD_IDENTITY_POLICY = (
ALLOWED_AWS_ACCOUNTS = ('989617834444")) ;

© ALTER USER <cii_service_user> SET AUTHENTICATION POLICY <cii wif auth_policy>;

Optional - Define network policies to restrict the IP addresses that can connect to the Snowflake account:

CREATE OR REPLACE NETWORK POLICY <cii_service_network_policy>
ALLOWED_IP_LIST = ('3.141.238.119', '3.20.68.81', '3.131.184.19', '18.189.109.237')

o
© ALTER USER <cii_service_user> SET NETWORK_POLICY = <cii_service_network_policy>;

Completing Setup in Cll

Alter finalizing the setup in your Snowlake web interface. gaihe the following details to proceed with the integration setup: the name of the dedicated service account for
cil, the t role, y , and the name of your Snowflake warehouse. Once you have these, click Done to be redirected to the
integration form and complete the integration setup.

[EUSI complete Setup

4. You should now see the form in the screenshot
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Integrations > Add Integration > Snowflake

New Snowflake Integration
Initial Setup General Settings

Name

Service Account Name for CII
Service Account Role

Your Snowflake Account Identifier

Your Snowflake Warehouse

4. Choose and enter a name for your integration within Cisco Identity that relates to the
specific Snowflake warehouse that will be monitored into the “Name” field

5. In the “Service Account Name for Cisco Identity” field, enter the name of the service
account user you created in Snowflake

6. In the “Service Account Role” field, enter the name of the role you assigned to the service
account user in Snowflake

7. In the “Your Snowflake Account Identifier” field, enter the account locator and region for
your Snowflake account

(o]

. In the “Your Snowflake Warehouse” field, enter the name of your Snowflake warehouse

©

. Once you have entered the necessary information, click “Connect” to initialize your
Snowflake integration and begin monitoring

Enable Cortex Agent Collection for Snowflake Integration

To allow Cisco Identity to collect Cortex Agent metadata and observability events, the
Snowflake role used by the existing Cisco ldentity integration service account (™) must be
granted privileges for:

1. Agent discovery (SHOW AGENTS | N ACCOUNT)
2. Agent inspection (DESCRI BE AGENT)
3. Observability event reads (SNONFLAKE. LOCAL. Al _OBSERVABI LI TY _EVENTS)

4. Optional un-redacted observability content reads, if you want Cisco Identity to collect
Cortex Agent conversation content such as user prompts, executed SQL queries, and
agent responses.

Why these grants are required


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-account-locator-in-a-region
https://docs.snowflake.com/en/sql-reference/sql/show-agents
https://docs.snowflake.com/en/sql-reference/sql/desc-agent
https://docs.snowflake.com/en/user-guide/snowflake-cortex/ai-observability/reference
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» Snowflake requires the executing role to have at least one privilege on each agent
(OWNERSHI P, USAGE, MONI TOR, or OPERATE) for SHOW AGENTS / DESCRI BE AGENT

» Snowflake also requires at least one privilege on the parent database and parent schema

for those commands

» Access to SNONFLAKE. LOCAL. Al _OBSERVABI LI TY_EVENTS requires Al Observability
access roles, specifically SNOANFLAKE. Al _ OBSERVABI LI TY_EVENTS_LOOKUP, and Cortex
access via SNONFLAKE. CORTEX_USER

» Access to un-redacted Cortex Agent conversation content requires the READ

UNREDACTED Al

OBSERVABI LI TY EVENTS TABLE account privilege

Managing Cortex Agent Conversation Data Collection Preferences

Snowflake Cortex Agent observability events can include both conversation metadata and
conversation content. Cisco ldentity can leverage conversation metadata to understand agent
usage patterns, tool execution, timing, errors, and other activity details. Conversation content

can provide deeper insight into user prompts, SQL queries executed by agents, and agent

responses.

Because conversation content may be sensitive, Cisco Identity provides collection settings
that let you determine what Cortex Agent conversation data Cisco Identity is allowed to

process and retain based on your org's needs.

The available settings are:

1. Do not collect Cortex Agent conversation logs

2. Cisco Identity will not retain Cortex Agent conversation metadata or content from

observability events

3. [Default Setting] Collect conversation metadata only without conversation content

4. Cisco ldentity will retain Cortex Agent conversation metadata and executed SQL queries,

but will not retain fields containing user prompts, or agent responses

5. Collect conversation metadata and conversation content

6. Cisco Identity will collect and retain Cortex Agent conversation metadata and content,
including user prompts, executed SQL queries, and agent responses

Capability / Data

Cortex Agent
inventory and

configuration (e.g.

agent name,

Option 1: Do not
collect Cortex Agent
conversation logs

Option 2: Collect
conversation
metadata only
without conversation
content

Option 3: Collect
conversation
metadata and
conversation content
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creation date, tools
and resources)

Conversation [ I
metadata (e.g.

timestamp, session

and record ids,

event name, status

code, actor user

name, SQL query id)

User prompts [
Executed SQL query Only if READ [
text UNREDACTED Al

OBSERVABI LI TY
EVENTS TABLE ON
ACCOUNT is granted
(see below)

Agent responses 0

Snowflake also controls whether unredacted observability content is visible to the integration
role.

If you select either Collect conversation metadata and conversation content, OR Collect
conversation metadata only without conversation content and you want Cisco Identity to
collect also the executed SQL queries, you must also grant the following Snowflake account
privilege to T :

GRANT READ UNREDACTED Al OBSERVABI LI TY EVENTS TABLE ON ACCOUNT TO ROLE ;

If this privilege is not granted, Snowflake will only expose metadata to the integration role
even if Cisco ldentity is configured to collect conversation content.
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Integrations > Edit Settings

Edit Snowflake Settings

Initial Setup General i A

Please confirm the following:

Do you have Trust Center access enabled? Has your Snowflake Cll Application been updated with the permissions required
@ Yes O No to collect Cortex agent data types?
@ Yes O No

Allow Cll to manage data types? ()

@ Managed

The following data types will be collected: (D
Required (3) v

Users Login History Event Logs

Trust Center (1) v

Trust Center Findings

Agents (2) v

Agent Instance Agent Event Logs

Conversation log collection
O Do not collect Cortex agent conversation logs
O Collect only conversation metadata without conversation message content

(® Collect conversation metadata and conversation content

Configuring the required grants

Using a role that can grant the necessary permissions (typically ACCOUNTADM N or equivalent
role with required grant authority), run the following:

-- 1) Existing agents: grant MONI TOR per agent. Repeat for each existing agent.
GRANT MONI TOR ON AGENT .. TO ROLE ;

-- 2) Future agents in each relevant schena. Repeat for each database/schena.
GRANT MONI TOR ON FUTURE AGENTS I N SCHEMA . TO ROLE ;

-- 3) Cortex database role
CRANT DATABASE ROLE SNOWFLAKE. CORTEX_USER TO ROLE ;

-- 4) Al Observability application role
GRANT APPL| CATI ON ROLE SNOWFLAKE. Al _OBSERVABI LI TY_EVENTS_LOOKUP TO ROLE ;

-- 5) Parent database access. Repeat for each database.
CRANT USACGE ON DATABASE TO ROLE ;

-- 6a) Option A1 grant all schemas in database. Repeat for each database.
GRANT USAGE ON ALL SCHEMAS | N DATABASE TO ROLE ;

-- 6b) Option B: grant only sel ected schenas. Repeat for each database/scherma you would Iike G

GRANT USACGE ON SCHEMA . TO ROLE ;

-- 7) Optional: only required if Cisco ldentity should collect Cortex Agent conversation conter

GRANT READ UNREDACTED Al OBSERVABI LI TY EVENTS TABLE ON ACCOUNT TO ROLE ;

Verification (optional)
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After grants are applied, use the following to test with the Cisco Identity integration role:

USE ROLE ;

SHOW AGENTS | N ACCOUNT;

DESCRI BE AGENT . . ;

SELECT * FROM SNOWFLAKE. LOCAL. Al _OBSERVABI LI TY_EVENTS LIM T 10;

WebeXx

Overview

The Cisco Identity integration for Webex allows you to synchronize user identity data from
your Webex organization into Cisco ldentity for comprehensive identity analytics and threat
detection. This integration connects to Webex's API to collect user directory information,
providing visibility into your Webex user base.

For documentation on configuring Webex as a notification target, please refer to our Webex
Notification documentation.

Integration with Webex

The integration uses Webex's API to retrieve user directory data from your Webex
organization. It performs incremental synchronization, collecting only users that have been
modified since the last collection, ensuring efficient data transfer and minimal API usage.

The integration runs on a scheduled basis within the Cisco Identity infrastructure,
automatically collecting user data and making it available for analysis in your Cisco Identity
tenant.

Permission Requirements within Webex

The integration uses Login with Webex and a Service Application to authenticate with Webex.
When you authorize the integration, you grant Cisco Identity permission to access:

» User Profile Information - Read user directory data via the API

» Organization Data - Access to your Webex organization's user list

The authorization is performed through Webex's secure OAuth login flow, ensuring your
credentials are never shared with Cisco Identity directly.

Add and Configure the Webex Integration

To set up the integration, perform the following steps:

1. Add Integration in Cisco Identity Portal

» Log in to your Cisco Identity Portal


webex-notification-integration.md
webex-notification-integration.md
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* Navigate to Integrations and click Add Integration

» Select Webex from the integration type list

» Click the Login with Webex button

* You will be redirected to Webex's secure login page

» Log in with your Webex administrator account credentials

* You will be redirected back to the Cisco Identity Portal

» A success message will confirm that the integration is now authorized
» Enter a descriptive Integration Name for this integration instance

» Click Connect to verify the integration is accessible

« After a successful connection, click Save

Data Collection Behavior

Incremental Collection

The Webex integration uses incremental collection to optimize performance:
» Initial Collection: On first run, all users in your Webex organization are collected

« Subsequent Collections: Only users modified since the last collection are retrieved using
the net a. | ast Modi f i ed filter

» Monthly Full Rebase: On the 10th of each month, a complete collection runs to ensure
data consistency Collapse

Shared Signals Framework (SSF) and SSF Receivers
What is the Shared Signals Framework (SSF)?

Cisco Identity can ingest signals from security products and platforms that have adopted
Shared Signals Framework through an SSF receiver that you configure in the product. These
external detections and risk signals are then surfaced in Cisco ldentity to support centralized
visibility, investigation, and identity threat insights.

The Shared Signals Framework (SSF) is an open, standardized approach for exchanging
identity and security signals between systems. It enables a signal provider (for example, a
security platform) to publish events and a signal consumer (such as Cisco Identity) to receive
and act on those events in near real time.

What is an SSF receiver in Cisco Identity?

An SSF receiver is the integration component in Cisco Identity that allows it to connect to an
SSF-adopting provider and ingest the provider’s signals. Once configured, the receiver
continuously brings external signals into Cisco Identity so they can be used to drive
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detections, checks, and investigation workflows.

Benefits of using SSF in Cisco Identity
* Near real-time signal ingestion to shorten time to detect and respond.

» Centralized visibility by aggregating signals from multiple providers in one console.

* More actionable detections by enriching incoming signals with identity context and user
population data.

» Standards-based integrations that reduce custom integration effort and make it easier to
add new signal sources over time.

AppOmni Integration Using SSF

Note: ## This integration is currently in Beta release phase.

Overview

Cisco Identity can receive security events and signals from AppOmni using the Shared Signals
Framework (SSF). This integration allows Cisco ldentity to ingest security telemetry from
services monitored by AppOmni to enhance identity-based threat detection.

This document walks you through creating a long-lived OAuth token in AppOmni and
configuring the AppOmni Receiver using Cisco Identity.

Requirements

The following requirements are necessary for the AppOmni SSF integration:
* An AppOmni administrator account with access to Settings and API Settings
» Access to your Cisco Identity tenant with permissions to manage Integrations
« The base URL for your AppOmni instance (for example, https://\)
AppOmni Rate Limiting
The AppOmni API enforces rate limits to assure acceptable performance for all customers. By
default, AppOmni tenants have a rate limit of 2,000 API requests per hour. All API requests

include an X-RateLimit header in the response which displays your current rate limit and
usage.

If you're interested in increasing your API rate limit, contact your AppOmni Customer Success
Manager.

Create a Threat Detection Destination

Configure a Threat Detection destination that uses the access token to send Threat Detection
events to the Shared Signals Bridge.

1. Sign in to your AppOmni instance.
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2. In the left navigation, expand Settings and select API Settings.
Applica
o> Settings N
Ser
User Management
Authorization Settings bo
API Settings .
Vo'
Tags
3. On the API Settings page, click Add Application.
4. In the Create new OAuth application dialog box, enter a Name and an optional
Description.
5. Follow the prompts on your screen to save the changes.
6. In the API Settings table, select the application you just created to open its details.
7. Open the Manage Tokens tab page.
8. Click + OAuth Token.
9. In the Manually Create OAuth Token dialog box:
10. Enter a Description (for example, SSF token for Cisco Identity)

1

1

1

1

1

1. Set the Token Expiration date according to your security policy (for a long-lived token,
select an appropriately long expiration).

2. Click Submit. Copy the generated token immediately and store it securely. (The token
cannot be viewed again after closing the dialog box.)

3. In API Settings, select the application you just created to open its details.
4. Open the Manage Tokens tab page.

5. Click OAuth Token.

1. Enter a Description (for example, SSF token for Cisco Identity).

2. Set the Token Expiration date according to your security policy (for a long-lived token,
select an appropriately long expiration).
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3. Click Submit.

4. Copy the generated token immediately and store it securely. (The token cannot be
viewed again after you close the dialog box.)

Create an API application and access token

Requests to all AppOmni APIs are authenticated using OAuth access tokens. When
configuring tokens for your API applications, you can optionally create an access token with
an arbitrary expiration date, enabling you to create long-lived access tokens for use in
integrations that can't follow an OAuth refresh token flow.

This task shows how to create an API application and long-lived OAuth2 access token for the
SSF receiver.

1. Sign in to your AppOmni instance.

2. In the left navigation, expand Settings and select API Settings.

Applica
o> Settings A
Ser
User Management
Authorization Settings bo
API| Settings -

Tags
3. On the API Settings page, click Add Application.

4. In the Create new OAuth application dialog box, enter a Name and an optional
Description.

5. Follow the prompts on your screen to save the changes.

6. In the API Settings table, select the application you just created to open its details.
7. Open the Manage Tokens tab page.

8. Click + OAuth Token.

9. In the Manually Create OAuth Token dialog box:
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10. Enter a Description (for example, SSF token for Cisco Identity)

11. Set the Token Expiration date according to your security policy (for a long-lived token,
select an appropriately long expiration).

12. Click Submit. Copy the generated token immediately and store it securely. (The token
cannot be viewed again after closing the dialog box.)

13. In API Settings, select the application you just created to open its details.
14. Open the Manage Tokens tab page.

15. Click OAuth Token.
1. Enter a Description (for example, SSF token for Cisco Identity).

2. Set the Token Expiration date according to your security policy (for a long-lived token,
select an appropriately long expiration).

3. Click Submit.

4. Copy the generated token immediately and store it securely. (The token cannot be
viewed again after you close the dialog box.)

Add the AppOmni Receiver in Cisco Identity
1. Log in to your Cisco Identity tenant as an administrator.
2. Click Integrations.
3. Scroll to the Shared Signals section.

4. Locate the AppOmni Receiver card and click Add AppOmni Receiver.

il |dentity Intelligence

" Email
F ] .. SendGrid @ Mailgun
= SendGrid is an email delivery Mailgun is an email service that
service that provides cloud- offers APIs for sending,
based solutions for sending and receiving, and tracking emails,

8 managing marketing emails, providing developers with tools
transactional messages, and to manage and optimize email
other types of communications. delivery.

@ + Add SendGrid + Add Mailgun
Shared Signals
# Configure a shared signals receiver to accept security events and signals from external providers using the Shared Signals Framework (SSF).
SSF Receiver AppOmni Receiver
o, Configure a generic receiver Configure an AppOmni receiver
using Shared Signals using Shared Signals
O
+ Add Receiver + Add AppOmni Receiver

Privacy Pol

© 2026 Identity Intelligence

This environment reloads hourly

5. Enter the following information:
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6. Name and optional Description.
7. AppOmni URL: The base URL of your AppOmni instance.

8. Token: Paste the OAuth token you created earlier in AppOmni.

co' |dentity Intelligence earc O sep @ Q Michael Seltzer o

= Add Integration > AppOmni Receiver
New Shared Signals AppOmni Receiver

What is the AppOmni Shared Signal receiver? A~
F Name
- The AppOmni Shared Signal receiver allows you to receive security events from various services monitored
by AppOmni
Description (optional)
(]
AppOmni URL How do | obtain an authentication token? ~
© On the AppOmni console, under AP Settings generate a new Oauth Token
Token ®
> Cancel
~
Q,

©2026 Identity Intelligence Privacy Policy ~ Terms of Use Status  SOC2Report

is environment reloads hourly

6. Click Connect.

Workday

Workday can be integrated using APIs workday-report-as-a-service-integration.md or via a
flat file using how-to-import-workday-hris-data.md. API integration is preferred if both
options are available.

Report as a Service (RaaS)

Overview

The Cisco Identity security platform can integrate with Workday Report as a Service (RaaS)
functionality to ingest Workday HR data in an automated fashion.

Workday HR data provides a key element to managing identities and identity security in your
organization, as the HRIS system is frequently the source of truth for both internal and third
party B2B users.

This document will walk you through the process of setting up access to Workday and will
also walk you through the setup inside of the Cisco Identity console.
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New Workday Integration

General Settings  Advanced Settings

Name

Workday RaaS Test [

Raas Report URL

https:J workday.com/ccx/service/customreport2/customerl/ISU_OORT/RaaS_OORT_EmployeeData?format=json =

Usernama

[ 1]

ISU_OORT

To ensure security, always use the least privileged credentials

Cancel B save

Workday Report as a Service Configuration

NOTE - This article assumes some familiarity with Workday platform administration. The
purpose of the document is to provide the report structure and parameters, as well as provide
guidance in the Cisco ldentity configuration.

The high level steps to complete this task in Workday are as follows:

1. Create a Workday Integration System User (ISU) (example documentation) - this user will
act as the report owner and provide access to it from the Cisco Identity platform

2. Create the custom report as defined below

3. Enable the report as a web service in Advanced settings

4. Ensure that the ISU created in Step 1 is the owner of the report in the Share settings
5. Configure the Workday Report inside of the Cisco Identity console.

Create Workday ISU

To create the integration system user, follow the example documentation above or proceed
as follows:

1. Go to your Workday tenant and enter create integration system user in the search field.
Under Tasks & Reports, click Create Integration System User.

2. Enter a username and password for the new user.

3. Leave the Require New Password at Next Sign In option clear.

4. For Session Timeout Minutes, enter O.

5. Select Do Not Allow Ul Sessions to prevent this user from signing into Workday.

6. Click OK.


https://docs.pingidentity.com/bundle/pingone/page/yia1649796283042.html
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Ensure that the ISU created above is a member of the necessary security groups within
Workday to be an owner of the report to be created in the next step.

Create Custom Report

Create a custom report in Workday with the following properties:
¢ Report type - Advanced

« Data source - All users (active, terminated, pre-hire) - This will depend on your Workday
data structure.

» Data source type - Standard

» Primary business object - Worker
= MENU w Q Ssearch [®] l? & &8

View Custom Report CR_imss®_RAAS_Oort Outbound €3

Report Name CR _RAAS_Oort_Outbound ReportTags  Integration Report
Report Type Advanced

Data Source 8 All Active and Terminated Workers

Data Source Type Standard

Primary Business Object  Worker

> Additional Info

Columns Sort Fiter  Prompts Output  Share  Advanced

2 tems AR=0. =2E

Business Object Field Column Heading Override Column Heading Override XML Alias Format Options

Worker @ Legal Name - First Name first_name first_name

Worker [l Legal Name - Middle Name middle_name middle_name

Worker @ Legal Name - Last Name last_name last.name @
Add the following columns to the report, in this order. Some of the columns will be Workday
native or static fields and some will be calculated fields.

NOTE - Please ensure that the Column Heading Override and Column Heading Override
XML Alias columns use these specific names, so that the product can map the attributes
correctly.

1. user_id

2. first_name

3. middle_name
4. last_name

5. nickname

6. email

7. active

8. org_name

9. business_title



10. super_ref - (Manager ID)

11. managername

12. position_title

13. division
14. city
15. state

16. country

17. hire_date

18. termination_date

19. category

22item

Business Object

Worker
Worker
Worker
Worker
Worker
Worker
Worker
Worker

Worker

Worker

Field

H Legal Name - Middle Name

I Legal Name - Last Name

I Email - Primary Work

Location Address- Country

[l CF_INTO29_EVAL Worker Active

[B] CF_INT020_EVAL Hire Date

B Original Hire Date

[E] CF_INT029_EVAL First Day of Work

[ CF_INT029_EVAL Terminated (based on report date)

[Bl CFINT029_EVAL_Employee_Termination_Date

Column Heading Override

middle_name

last_name

email

country

active

hire_date

original_hire_date

first day_of_work

terminated

termination_date

Work Report Properties & Examples

Note: Please note that value names are case sensitive!

Name

user_id

first_name

middle_nam
e

last_name
nickname

email

Description
Employee/User
ID

First Name

Middle Name

Last Name
Nickname

Email Address

Value Examples
[Usage Notes]

14651848

Robert

Douglas

McGurrin

Bob

dmcgurrin@personal.

com

Column Heading Override XML Alias Format

middle_name
last name

email

country

active

hire_date
original_hire_date
first day_of_work

terminated

termination_date

Type/For
mat

Is Req
uired

Numeric Yes

String No

String No

String No

String No

String No
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AE=0. EE

Options.

How used in
Cisco Identity



active

org_name

business_titl
e

super_ref

managerna
me

position_title

division

city
state
country

hire_date

termination_
date

category

Is User Active?

Organization
Name

Business Title

Employee/User
ID of the Super
visor/Manager

Name of the Su
pervisor/Manag
er

Position Title

Company
Division

City
State
Country

Initial Hire Date

Termination
Date

Category of
User

true or false

P&S Broadcast

Partner Account
Director [Combined
with position_title]

91601870

Marc Heady

SW Development
Eng [Combined with
business_title]

Belgium Division

Sacramento
CA
United States

2022-10-26 or 2022
-10-26T17:30:00.00
0

2022-10-26 or 2022
-10-26T17:30:00.00
0

Contingent Worker

Boolean

String

String

String

String

String

String

String
String
String

ISO
8601
Date
Format

ISO
8601
Date
Format

String

No

No

No

No

No

No

No

No

No

No

Yes

Yes, if

user
is not
active

Yes
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Maps to Title

Maps to Start
Date (verify)

Used as User
Type and to
determine
User Type
Classification
(internal/exte



Enable this Report as a Web Service in the Advanced tab.

Primary Business Object  Worker

> Additional Info

Columns Sort Filter Prompts Qutput Share

Specify advanced options for the report  (empiy)
v Report Performance

Optimized for Performance
v View Options

Freeze First Column

Enable Preferred Currency

Enable Save Parameters

Exclude Execution Link from Search
v Web Services Options

A save and re-open is required to see and modify the web service aliases if they are not shown.
Enable As Web Service
Web Service APl Version

Namespace

(empty)

Yes _

v37.2

urn:com.workday.report/CR_INT029_RAAS_Oort_Outbound
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rnal)

Ensure that the ISU user created above is listed as the Owner of the report in the Share tab.

Note - The ISU user will need access to ALL of the data fields in the report.

> Additional Info

Columns Sort Filter Prompts Output Share

Specify sharing options for the report definition

Report Definition Sharing Options  (empty)

lare |\

Advanced

o Share with specific authorized groups and users

Authorized Groups HR Analyst

Authorized Users wd-support

Report Owned by ISU_INT029_RAAS_Oort_Outbound _

3

Copy the Report URL in JSON format for use in the Cisco Identity integration configuration.
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Note - the Report URL can be obtained at the following location in the Workday report

console.

The report URL must be for the JSON format.

Open the list of Report URLs in a new tab and right-click -> copy the JSON URL link below.

REST  Workday XML
XSD XsD

WSDL  WSDL
Simple XML

Simple XML Simple XML

XSD XSD
csv

csv CSVIE

RSS h
RSS RSS

GData

GData GData

JSON

sson  Json «ffmmmmmm Right-click and copy this URL

Cisco Identity Configuration
Within the Cisco Identity console, navigate to -

Integrations -> New Integration -> Workday

Enter the following information according to the instructions below.
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New Workday Integration

General Settings  Advanced Settings

Name

Workday RaaS Test [
Raas Report URL

https:J workday.com/ccx/service/customreport2/customerl/ISU_OORT/RaaS_OORT_EmployeeData?format=json =
Usernama

ISU_OORT <
Password

.................. | (T:) or

To ensure security, always use the least privileged credentials

Cancel B save

1. Enter a Nane for the integration (just a display name)
2. Enter your Workday Report JSON URL created previously

3. Enter the ISU username and password for the Workday ISU service account that was
created previously

4. Click Save.

Start Collection for the Workday Integration

Data collection for new integrations occurs automatically every 24 hrs overnight, but to
manually start the collection process, do the following.

Click the three dot option menu on the newly created Workday RaaS integration and select
Collect Now.

This process may take some time depending on the size of the Workday user population.
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# Edit Settings

+r Test Connectivity

Collect Now

B Delete Integration

Manual Import (CSV)

Overview

Cisco Identity’s platform can ingest and analyze HRIS data from a number of platforms,
including Workday. One way to integrate with Workday HRIS is to periodically upload
exported reports from Workday into the Cisco Identity console.

Once HRIS data is integrated, Cisco Identity users can compare user HR records with
accounts in their IDPs and IAM systems. Cisco ldentity provides a number of built-in checks
for discrepancies and missing data, which can be clear indicators of identity vulnerabilities.

Goal

The goal of this document is to provide instructions on importing Workday HRIS data into the
Cisco Identity console via a Workday report CSV file.

Benefits

Mismatches between identity sources such as an HRIS system and a primary identity platform
(IDP) or IAM system are a common and significant source of security vulnerabilities.

In many cases, discrepancies may arise, €.g. a user moves departments or managers in HR
and the IDP system is not updated (or vice versa).

Importing this data provides the Cisco Identity platform with the ability to analysis and provide
insights into these types of identity issues.

Workday HRIS File Format
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There are two options for generating HRIS data from Workday for upload into Cisco Identity.

1. Cisco Identity has defined a Workday report format which can be configured in Workday
and then exported as a CSV, for upload into the Cisco Identity console

2. Export in SCIM format. For more background on this topic, please see the Understanding
HRIS Data and SCIM Overview article. Note that for Workday the template file to be used
is listed below. Please work with your Cisco Identity Customer Success team to enable
SCIM.

Workday CSV Data Structure Template

The template CSV file below can be viewed in Excel or other spreadsheet applications. The
intent of the file is to show the structure of the Workday report to be exported.

The file structure is as follows -

user _id,first_nane, m ddl e_name, | ast _nane, enui | , acti ve, org_nane, busi ness_titl e, super_ref, manager
21f91774-0000- 41d3- bf d1- 70f 6d378ce23, Robert, Dougl as, Sni t h, Bob, robert. sm t h@i mubi z. com tr ue, P&S

The template file can be downloaded here

Work Report Properties & Examples

Note: Please note that value names are case sensitive!

Name Description Value Examples Type/For IsReq How usedin
mat uired Cisco Identity
user_.id Employee/User 14651848 Numeric  Yes
ID
first_name First Name Robert String No
middle_nam  Middle Name Douglas String No
e
last_name Last Name McGurrin String No
nickname Nickname Bob String No
email Email Address dmcgurrin@personal.  String No
com
active Is User Active? true or false Boolean No
org_name Organization P&S Broadcast String No

Name


https://s3.us-east-2.amazonaws.com/assets.oort.io/docs/oort_workday_template.csv

business_titl
e

super_ref

managerna
me

position_title

division

city
state
country

hire_date

termination_
date

category

Business Title

Employee/User
ID of the Super
visor/Manager

Name of the Su
pervisor/Manag
er

Position Title

Company
Division

City
State
Country

Initial Hire Date

Termination
Date

Category of
User

Importing the File

To import the file, navigate to the Integrations tab and select Add Integration.

Select the Manual Uploads tile.

Partner Account
Director

91601870

Marc Heady

SW Development
Eng

Belgium Division

Sacramento
CA
United States

2022-10-26 or 2022
-10-26T17:30:00.00
0

2022-10-26 or 2022
-10-26T17:30:00.00
0

Contingent Worker

String

String

String

String

String

String
String
String

ISO
8601
Date
Format

ISO
8601
Date
Format

String

No

No

No

No

No

No
No
No

Yes

Yes, if
user

is not
active

Yes
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Maps to Title

Maps to Start
Date (verify)

Used as User
Type and to
determine
User Type
Classification
(internal/exte
rnal)
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o Manual Uploads

Upload a C5V or JSON file to
supplement your integration data
and analyze the data within Oort

4+ Upload file

Within the File Upload screen, complete the following -

1. Provide a Name and Description for the file

2. Select the date that the HRIS data was exported from Workday. This is important
because certain Checks will key off this date for calculating discrepancies (e.g. if a user
was hired after the export date, then they will not be expected to be present in the file)

3. Select Users as the type of data in the file
4. For the source type, select Legacy (deprecated)
5. Drag and drop or select the file to be uploaded

6. Click Save
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Integrations [ Add Integration / Manual Uploads

File Upload

Name

Workday HRIS Data

Description

Export of Workday HR data for Oort

Date exported {optional)

05/10/2022 m]

‘What kind of data appears In this flle?

IP CIDR List g Users

Source type

Legacy (deprecated) -

Drag and drop your CSV or JSON or click here to upload

After the file is uploaded, the Cisco Identity team will verify the structure of the data within the
file and complete the import into the tenant, typically in less than one business day.

Once the data is accepted and processed, the Manual integration will show success.

Name « Status ~ DataType 1 Source » Upload Date (UTC) Last Updated (UTC)

+ Uploaded Users Legacy (deprecated) Feb 7, 2022 13:40:30 Feb 7,2022 13:40:30

Uploading a New File Version

To upload a new file of the updated data from the Workday system, simply click the 3 dots
menu at the right side of the integration and select Upload new file version.

This will replace the existing Workday HRIS data with the newer export of data.

If data is obtained from a different HR system, then create an entirely new HRIS integration
object in the console.

UKG (via SCIM)

Overview

This project focuses on synchronizing user data from UKG (UltiPro) to Cisco Identity using the
[SCIM integration]. This is accomplished using a script which collects the data from the UKG
API and effectively “pushes” it to the Cisco Identity tenant using the SCIM API endpoint.

While the principles may apply to other SCIM implementations, this tool has been specifically
tested and optimized for Cisco Identity's SCIM interface.
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The script and associated collateral are provided as part of the Cisco Open Source repository.
They can be found here - https://github.com/cisco-open/cisco-cii-ukg2scim

Note: Please review the README.md file within the repository for the most current information
on how to configure and run the tool.

Customization

This tool was designed to work locally but is highly adaptable to different environments and
requirements. You can use it as a core component and wrap it with whatever infrastructure is
needed for your specific use case. You can customize various aspects to fit your specific:

» Organizational structure and user data model

» Field mappings between UKG and SCIM

» Execution environment (servers, containers, schedulers, cloud functions)
» Performance requirements via concurrency and batch size settings

» Error handling and logging preferences

 Integration with your existing automation workflows

Key customization points are highlighted throughout this documentation, especially in the
“Field Mapping” and “Configuration” sections.

Key Information

» Daily Synchronization: This script should be configured to run daily to maintain proper
synchronization between UKG and Cisco Identity. Each run recreates all user records on
Cisco ldentity, ensuring the most up-to-date information is always reflected. Note that this
is a full refresh approach where users are entirely replaced rather than incrementally
updated.

» Handling Deleted Users: Currently, this tool does not have a mechanism to detect and
remove users that were completely deleted from UKG. If a user's record status
(enpl oyeeSt at usCode) in UKG changes from active ('A') or leave ('L') to terminated ('T"),
the tool correctly updates their status on Cisco Identity. However, if a user is completely
removed from the UKG system, their record will persist in Cisco Identity as this tool has no
way to identify such deletions.

» Cisco Identity Integration Setup: Before using this script, you must create a SCIM
integration on your Cisco ldentity tenant. Use the integration API credentials (Base URL,
Token URL, Client ID and Client Secret) to configure this script via the . env file. Important
Security Note: The Client Secret is highly sensitive and should be treated as a credential.
Never share it, commit it to public repositories, or expose it in logs.

» UKG Pro REST API: This project utilizes the UKG Pro REST API to fetch user data from
UltiPro. You can learn more about this API, its endpoints, and authentication requirements
at the UKG Pro APl Documentation.


https://github.com/cisco-open/cisco-cii-ukg2scim
https://developer.ukg.com/hcm/reference/welcome-to-the-ukg-pro-api
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This tool provides an automated solution for synchronizing user data between systems with
configurable settings for pagination, rate limiting, and concurrency.

Email Notifications

Email notifications are one of the quickest and easiest ways to get started with outbound
notifications for Cisco Identity.

Setup

Setting up an email notification target requires the full administrator role.
1. From the Integrations page, click Add Integration.

2. Select Add Email Target

3. Enter a target display name and description, if desired

Integrations > Add Integration > Email

New Notification Target

Name

Test Email

Description (optional)

Test email target

Use this target for:

4 Check failures

Communication

secops@company.com

Send copy to (optional)

Cancel B save ‘

4. Choose the desired notification types to send to the notification target. A notification
target can be used for one or multiple purposes. There are 3 options available:

« Check Failures - Notification Target will be used to alert on check failures where the target
is configured via the[ Check Settings ]

« Data Collection - Notification Target will be used to alert when errors are encountered
when collecting data from the integrations or when an on-demand collection is finished
(via “Collect Now” button for an integration)

« Communication - Notification Target will be used as the “Reply-To” header value to the
address in the configured notification target instead of a generic no-reply Cisco Identity
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email address. Learn more in the [Mailgun] or [SendGrid] documentation

5. Enter the email address or distribution list, and any additional copy-to addresses. Use a
comma-separated list to support multiple addresses

« Select Checks Manually: Check the box next to everything to check for. Use the search
field to search for checks by name.

When you're finished, click Add Checks and select the check box next to each check to add.
* Select Checks by Category: Check the box next to every Severity (or click All to select all
severities), then check the box next to every Topic (or click All to select all topics).

Example:

Name

Sample email notification

Description (optional)

Use notifications for:
Check failures
Receive alerts on new check failures for any checks configured via the settings below or an individual check’s settings

Integration data collection
Receive alers when data collection errors occur with any integrations or when an admin-initiated data collection is completed

Use as Reply-To address
Change the "Reply-To™ header value in the Identity Intelligence emails to use the email address(es) configured in this notification target, instead of a generic, no-reply
Identity Intelligence email address

Emailto

@
user@example.com e
Send copy to (optional) @

Send notifications for the following checks

@ Select checks manually O Select checks by category (This will apply to existing and future checks)

Weak MFA Was Used To Successfully Sign In x  Accounts With Unusually High Activity X No MFA Configured x

User in IDP but not in HRIS % + Add Checks

5. Select Save
6. To test the new target from the Integrations page, select the 3-dot menu for it on the right
and select Test Connectivity

Notification Targets

Description Type Last Updated (UTC)

&S Okta Workflow Check failures Aug 29, 2024 04:10:40

B Test Email Test email target Check failures Aug 29, 2024 12:41:35
Edit Settings

Test Connectivity

5t oort-demo Check failures May 16, 2022 09:02:07

¥ Delete

Add the Email Target to One or More Checks

1. With the new email notification target in place, navigate to the Checks page.

2. Select the Add + button in the column and select one or more Checks where you would
like email notifications for new failing users. You can also test the functionality from this
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Request check C© Run checks now -<: (€

All Checks Last run: Aug 29, 2024 04:45:30 UTC

Check # Failing # Excluded Report Channels

No MFA Configured

End Users - Compliance, Identity Posture Insight

Notification Settings

Unused Application for a User Send failure reports to:
o Low ) End Users - Compliance, Identity Posture Insight

O Okta Workflow
User in IDP but not in HRIS

End Users - Compliance, Identity Posture Insight

Test Email

Registered Location Mismatch

<1 Y
o Low ) End Users - Identity Threat Insight [0 <% oort-demo

Weak MFA Was Used To Successfully Sign In No change since last week
End Users - Identity Posture Insight No change since last month

No Strong MFA Configured No change since last week
« Moderate | End Users - Compliance, Identity Posture Insight No change since last month

Notification Format and Frequency

Email notifications differ slightly from chat app notifications like
[slack-natification-integration.md] and [microsoft-teams-notification-integration.md] in the
following way:

1. By default, one email is sent per check per day, with a summary report of up to 20 users.

2. If more than 20 new users failed that particular check in a 24 hr period, then use the “See
Report” link at the bottom of the email to view the list of users in the Cisco Identity
dashboard

Mailgun

Overview

Many organizations elect to trigger an email notification or email-based workflow when the
Cisco ldentity security platform has a new finding or actionable alert. Please see the section
below for more details.

Up to this point, this email would come from a cisco.com domain. For a more flexible
seamless process, Cisco ldentity has introduced the ability to configure several of the top mail
providers.

In the integrations tab, there is a new section for “Email”, which includes options to set up
integrations for your own Mailgun service.

Prerequisites
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This article assumes that your organization has a Mailgun implementation and you have

necessary admin rights to configure it.

Mailgun Configuration

1.

2.

3.

Go to the Integrations tab and select Add Integration
Scroll to the Email section and select the SendGrid Integration

Fill in the following fields and click Save when completed:
Name - this is a display name in the Cisco Identity Ul for the integration

Description - optional
From Address - an email address that exists on the verified domain

Base URL - API base URL, corresponding to your geographic region, e.g.
https://api.mailgun.net, https://api.eu.mailgun.net/ - please see this article
https://documentation.mailgun.com/en/latest/api-intro.html#base-url

Domain - this should be a verified Mailgun domain, as explained in https://help.mailgun.c
om/hc/en-us/articles/360026833053-Domain-Verification-Walkthrough

Default email service (toggle) - enable this option to make this email integration the
default provider from which email notifications will be sent

API Key - An API key (secret), as explained in https://help.mailgun.com/hc/en-us/articles
/203380100-Where-Can-l-Find-My-API-Key-and-SMTP-Credentials-

Integrations [ Add Integration / Mallgun

New Mailgun Integration

Name

Mailgun Test A

Description (optional)

Test email provider service for Mailgun

From Address

sender@domain.com
Base URL

https://api.mailgun.net -

Domaln

mail.yourdomain.com|

@D Default email service

APl Key ® o

Cancel

Test Connectivity - Mailgun


https://api.mailgun.net/
https://api.eu.mailgun.net/
https://documentation.mailgun.com/en/latest/api-intro.html#base-url
https://help.mailgun.com/hc/en-us/articles/360026833053-Domain-Verification-Walkthrough
https://help.mailgun.com/hc/en-us/articles/360026833053-Domain-Verification-Walkthrough
https://help.mailgun.com/hc/en-us/articles/203380100-Where-Can-I-Find-My-API-Key-and-SMTP-Credentials-
https://help.mailgun.com/hc/en-us/articles/203380100-Where-Can-I-Find-My-API-Key-and-SMTP-Credentials-
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After the integration is created, you can test connectivity to the service using the 3-dot menu
option on the integration row and select Test Connectivity -

dORT Q B§ Dashboard 2% Users (@ Checks (@ Integrations v

Instant Messaging

Team App

Slack Update

Notification Targets

Name v Description + Type Last Updated (UTC)

& Okta Workflow Check failures Dec 12, 2023 04:10:17

Check failures May 16, 2022 09:02:07

Ticketing

Service v Description Last Updated (UTC) ~

S Jira Dec 12, 2023 04:10:14

ServiceNow Instance Dec 12, 2023 04:10:42

Emall

service Description Last Updated (UTC)

¢ Edit Setti
© Mmalgun Test © Test email provider service for Mailgun Dec 12, 2023 18:50:13 4 FditSettings

£3 Test Connectivity

=2 View Logs

oortio Privacy Policy  Terms of Use  Documentation  SOC2 Report

Example Use Case - Mailgun

Organizations may find that their users are connecting to corporate systems and applications
while using personal 3rd party VPN services like NordVPN or ExpressVPN, or less reputable
ones than that. This is a bad security practice and many companies prohibit this within their
acceptable use policy.

Cisco ldentity surfaces personal VPN usage in the [personal-vpn-usage.md] check. Using the
check settings menu, you can configure Cisco Identity to send email messages to users (or
their managers, if defined in the primary IDP), informing them of this policy violation.

With the Mailgun integration configured above and set to Default Email Service, this email will
now originate via Mailgun from the sending From address list.
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Check Settings -

# Custom Detection Settings 2 Edit

Consider only managed devices: false

Number of Activities from Personal VPN: 5

= Notification Settings # Customize messages

Send fallure reports to:

[ & Okta Workflow Test
] st ocort-demo Test
(send direct messages on fallure: send test message to me h\

Who should be messaged

User -

Massage channels

Email -

X Discard changes B Save settings

.

= List Settings

® Ignore list 4 Edit

3items ¥

You can also customize the message sent to the end user per Check via the [Check Settings].

Customize Notification Messages

Falled Check Reports Send test reportto me

Description

+ Add more

Recommended Actions

+ Add more

Direct messages send test message to me &
Users

[INSERT CUSTOM MESSAGE FOR END USER HERE]

Managers

£ Restore defaults Cancel

Microsoft Teams Notification

Note: The Microsoft Teams bot for Cisco ldentity is currently only available within the US Duo
deployment, for architectural reasons related to Teams app requirements. Cisco is working to
expand access within Microsoft's framework for Teams apps and the Teams marketplace.
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Overview

Cisco Identity can integrate with one or more Microsoft Teams instances to provide
notifications and in some cases automation of frequently recurring identity tasks.

Audience

This document is intended for identity security, IAM, and IT administrators responsible for
integrations between identity, security, and collaboration platforms, including notifications,
alerting, and incident remediation.

Benefits

Integrating the Cisco Identity platform with your Teams environment allows for fast notification
and remediation of both failed identity health checks and also individual user identity issues or
investigations.

For more information, please see the corresponding article detailing different types of
notifications and collaboration available from Cisco Identity.

Requirements
The following requirements exist for the Teams notifications integration:

1. Azure AD must first be configured in your Cisco Identity tenant for Azure tenant that
underlies your Teams environment

2. A Teams admin account is required to upload the Cisco ldentity Bot for Teams via the
Teams admin center

3. A Team or Channel owner role is required to add the Cisco Identity Bot app to the desired
channel

Important Notes

1. The Teams app cannot be added to a private Teams channel, due to Microsoft
restrictions on third party apps

2. The current Teams app only connects with US production Cisco Identity tenants. See
notice above.

High-level Integration Steps
The current steps to configure this functionality are as follows.
1. Configure the Azure AD integration for your Cisco Identity team to the corresponding
Azure tenant where the Teams environment resides (required)

2. Download the Cisco Identity Production Teams App (zip file below). If you have any issues
downloading the file, contact your Cisco Support representative

3. Install the Cisco Identity Teams communication bot in your Teams tenant as an
administrator


https://docs.oort.io/docs/azuread
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4. Configure Teams notifications for the desired checks and events in the Cisco Identity
console

Installing the Cisco Identity app in your Teams environment
1. From within the Teams admin center console, select Teams apps -> Manage apps
2. Click + Upload and then Upload again
3. Select the ZIP file, provided above, and upload it
4. After successful upload, click the link to manage the app
5. From here you will be see the details of the app

Adding the Cisco Identity app to a Teams channel or team

To add the app to a Team or Channel, perform the following steps.

Note - You must be signed into Teams with an account that has the Owner role for the
Team and Channel where you want to install the Cisco Identity Bot for use in your
organization.

1. Select the desired Team and click the three dot menu. Select Manage team

2. Select the Apps tab and then More apps button on the right. Click the Cisco Identity Bot.
If there are many apps under Built for your org, then click See all on the right side

3. Click Add to a team
4. Select the desired Team and channel and click Install bot

5. If you a receive a Something went wrong message, this means that the account you're
signed into Teams with is not an owner of that Team or channel and doesn't have
permissions to install applications. Sign out and sign in with an account that is an owner of
the desired Team

6. From the Manage channel -> Apps tab, you should now see the Cisco Identity Bot in your
app list
You must now proceed to the next section to add Teams as a notification target within Cisco
Identity.

Adding a Teams notification target in Cisco Identity

1. Within your Cisco Identity tenant console, navigate to Integrations and Add Integration.
You should now see a Microsoft Teams tile under the Notification Targets category.

2. Click + Add MS Teams Target

3. Provide a Name and Description for the notification target. NOTE: more than one target
can be configured to the same Teams tenant

4. Select either Failed checks or Data collection, or both, for the types of notifications to
send to this target


https://admin.teams.microsoft.com/
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5. Failed checks notifications provide Teams notifications on a daily basis of net-new users
failing specific health checks. Please see below

6. Data collection provides a daily update notification upon successful user data collection
from one or more integrations

7. Select the desired Microsoft Teams environment

8. Enter the desired channel name OR specific person via UPN (e.g.
firstname.lastname@company.com) where the notifications should go to
Select Checks Manually: Check the box next to everything to check for. Use the search field
to search for checks by name.

When you're finished, click Add Checks and select the check box next to each check to add.

Select Checks by Category: Check the box next to every Severity (or click All to select all
severities), then check the box next to every Topic (or click All to select all topics). 7. Click
Save 8. You will now see a Teams entry for both Instant Messaging (direct msgs to users or
their managers) and Notification targets 9. You can test connectivity using the three dot menu
on the right side of the integration object 10. A successful test message will be sent to the
target indicating this is a “verification” message

Note: Using the Test button for a notification target on a specific check page will send a test
message to the signed in user, NOT the configured channel, to verify any custom messages
look as intended

Configuring Teams Notifications for Cisco Identity Checks

Now that the Teams integration is in place, configure one or more check types to send
notifications to the configured channel.

For example, for the Inactive Users check, you can send Failure Reports to the Teams
notification targets once a day. This occurs when data is collected and processed by Cisco
Identity.

You can also send direct messages to users or their manager upon failure of a particular
check. This is useful when the user or the manager can take direct action to remediate the
issue.

For example, a manager of an inactive user can submit a ticket or begin the process to

deactivate an inactive user account if that user no longer needs access.

Deleting the Cisco Identity app for Teams

Should it be necessary to delete the Cisco ldentity app from your Teams environment, simply
find it in the Manage apps screen and click it to see details.

From this screen, the three dot menu will provide an option for Actions -> Delete.
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SendGrid

Overview

Many organizations elect to trigger an email notification or email-based workflow when the
Cisco ldentity security platform has a new finding or actionable alert. Please see the section
below for more details.

Up to this point, this email would come from a cisco.com domain. For a more flexible
seamless process, Cisco ldentity has introduced the ability to configure several of the top mail
providers.

In the Integrations tab, there is a new section for “Email”, which includes options to set up
integrations for your own SendGrid service.

Prerequisites

This article assumes that your organization has a Sendgrid implementation and you have
necessary admin rights to configure it.

SendGrid Configuration

1. Go to the Integrations tab and select Add Integration
2. Scroll to the Email section and select the SendGrid Integration

3. Fill in the following fields and click Save when completed:
+ Name - this is a display name in the Cisco Identity Ul for the integration

» Description - optional
» From Address - this can take the form of either of the following:

» An email address on an authenticated domain as explained in https://docs.sendgrid.com/
ui/account-and-settings/how-to-set-up-domain-authentication

» A verified Single Sender Identity as explained in
https://docs.sendgrid.com/ui/sending-email/sender-verification

« Default email service (toggle) - enable this option to make this email integration the
default provider from which email notifications will be sent

+ API Key - Create an API Key as described in this article, with Full Access.


https://docs.sendgrid.com/ui/account-and-settings/how-to-set-up-domain-authentication
https://docs.sendgrid.com/ui/account-and-settings/how-to-set-up-domain-authentication
https://docs.sendgrid.com/ui/sending-email/sender-verification
https://docs.sendgrid.com/ui/account-and-settings/api-keys#creating-an-api-key
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Integrations [/ Add Integration [ SendGrid

New SendGrid Integration

Name

SendGrid Test ]

Description {optional)

Test email provider service
From Address

@D Default email service

APl Key ® o

Cancel

Test Connectivity

After the integration is created, you can test connectivity to the service using the 3-dot menu
option on the integration row and select Test Connectivity.

dORT a B Dashboard 2% Users Q) Checks (@ Integrations v

Instant Messaging

Team App

Slack Update

Notification Targets

Name ¢ Descrlption Type Last Updated (UTC)
& Okta Workflow Check failures Dec 12, 2023 04:10:17
Check failures May 16, 2022 09:02:07
Ticketing
Service ¢ Description + Last Updated (UTE) +
o Dec 12,2023 04:10:14
ServiceNow Instance Dec 12,2023 041012
Emall
Service Description Last Updated UTC)
* Edit Setti
M sendarid Test () Test email provider service Dec 12, 2023 16:04:51 4 Bt Setings ﬂ
& Test Connectivity
Q. View Logs
oortio Privacy Policy  Terms of Use  Documentation  SOC2 Report _ oads hourly,

Example Use Case - SendGrid

Organizations may find that their users are connecting to corporate systems and applications
while using personal 3rd party VPN services like NordVPN or ExpressVPN, or less reputable
ones than that. This is a bad security practice and many companies prohibit this within their
acceptable use policy.
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Cisco ldentity surfaces personal VPN usage in the [personal-vpn-usage.md] check. Using the
check settings menu, you can configure Cisco Identity to send email messages to users (or
their managers, if defined in the primary IDP), informing them of this policy violation.

With the SendGrid integration configured above and set to Default Email Service, this email
will now originate via SendGrid from the sending From address list.

Check Settings -

# Custom Detectlon Settings # Edit

Consider enly managed devices: false

Number of Activities from Personal VPN: 5

£ Notification Settings # Customize messages

send fallure reports to

O & Okta Workflow Test
] 5% oort-demo Test
(Send direct messages on fallure: Send test message to me 0\\

Who should be messaged

User -

Message channels

Email -

X Discard changes B save settings

.

= List Settings

& Ignore list # Edit

3 items ¥

You can also customize the message sent to the end user per Check via the [Check Settings].

Customize Notificatlon Messages

Falled Check Reports Send test report to me &

Description

+ Add more

Recommended Actions

+ Add more

Direct messages Send test message to me &
Users

[INSERT CUSTOM MESSAGE FOR END USER HERE]

lanagers

£ Restore defaults Cancel
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Slack

Overview

Cisco Identity can integrate with one or more Slack tenants to both ingest Slack identities as a
source AND provide notifications to Slack channels and users.

Privacy Policy

For information on Cisco Identity Privacy Policy, please see this resource.

Integration with Slack

To enable the integration with Slack, you will need to add the Cisco Identity Bot for Slack
available on the Slack Marketplace to your Slack workspace.

Cisco Identity can have multiple target notification channels configured for the same Slack org

Permission requirements within Slack

By default, any workspace member can install apps to Slack. However, many organizations
have restricted the ability to install 3rd party apps to only administrators or via an approval
process. If you don’t have permission to install apps, you may be able to submit an app
request instead.

If installing new apps is restricted to Slack Admins, you can also ask your Slack Admin to
pre-approve the Cisco Identity Bot app and then install it yourself once it has been approved.

NOTE - While Cisco ldentity asks for permission to view email addresses of people in your
workspace for account identification purposes (shown in screenshot below), Cisco Identity
does not use the emails from Slack to actually send emails to users.

Geographic Distribution
Cisco ldentity maintains different bots for Slack for different geographic deployments (names
listed below).

During the setup process, you will be automatically directed to the correct bot for Slack
based on your tenant location. This is for informational purposes only and no action is
required on your part.

« Cisco Identity Bot (this is our main bot, the U.S. deployment)
» Cisco Identity Bot AU
» Cisco Identity Bot EU
» Cisco Identity Bot JP

» Cisco Identity Bot UK


https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://slack.com/help/articles/360001537467-Guide-to-apps-in-Slack
https://slack.com/help/articles/222386767-Manage-app-approval-for-your-workspace
https://slack.com/help/articles/202035138-Add-apps-to-your-Slack-workspace#install-apps
https://slack.com/help/articles/202035138-Add-apps-to-your-Slack-workspace#install-apps
https://slack.com/help/articles/222386767-Manage-app-approval-for-your-workspace#pre-approve-or-restrict-apps
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» Cisco Identity Bot SG

High-level Setup Steps

There are 3 steps you need to go through to set up the integration with Slack for your Cisco
Identity tenant to start receiving alerts about check failures:

1. Add the Cisco Identity Bot for Slack to your Slack workspace
2. Configure the destination Slack channel for notifications within your Slack workspace
3. In Cisco Identity, create a new Integration for Slack

4. Enable the Slack notification as a target in one or more Cisco Identity Checks (none are
selected by default - you must opt-in for specific Check failure notification messages)

Add Cisco Identity Bot to Slack
To add the Cisco Identity Bot for Slack, perform the following steps:

1. Login to Cisco Identity with a Cisco Identity full admin account that meets these
requirements:

2. The admin's account also exists in the desired Slack organization under the same user
login

3. The admin's account has permissions to install applications within your Slack organization
(or the Cisco Identity bot has been pre-approved for your org by a Slack Admin)

4. From the Integrations tab, click on Add Integration

5. From the Notification Targets list, select Add Slack Target
6. Provide the following details for the integration

7. Display name

8. Description (optional)

1. Check failures - notifications will be sent for the configured Checks. Additional
instructions on how to can be found below

2. Data collection - notifications will be sent to this channel if any the data collection fails
for any of the integrations

10. Select Install Cisco Identity Bot on your Slack Workspace
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New Notification Target

Name

Demo test

Description (optional)

Test channel

Use this target for:
Check failures

Data collection

Select a Workspace

Install Identity Intelligence Bot on your Slack Workspace

11. On the next screen, check the box to confirm that the Cisco Identity signed in user is a
member of the target Slack org and then click Install Cisco Identity Bot for Slack button

asco Identity Intelligence

This will install our bot in your Slack Workspace. You will be redirected to Slack to authorize the application, then you will be back to Slack configuration form. After this step is ready, you can customize the channel you want to
receive messages in.

planning to install

Yes, user is a member of Slack workspace

Cancel <% Install Identity Intelligence Bot for Slack

12. The browser will redirect Slack to accept permissions for the Cisco Identity Bot for
Slack. Click Allow Note: * You must be signed into the Slack workspace where you want
to install the Cisco Identity Bot for Slack. * To select a different workspace, use the
drop-down menu in the upper right corner of the browser window.

78 Testworkspace v

5% slack

This app is not approved by Slack. Learn more.

d;\'.

Cisco Identity Intelligence Staging is requesting
permission to access the Test workspace Slack
workspace

What will Cisco Identity Intelligence Staging be able to

view?

Gl Content and info about channels & conversations »
0o .

B8 Content and info about your workspace »

‘What will Cisco Identity Intelligence Staging be able to do?

& Perform actions in channels & conversations »

Cancel Allow

8. The browser will redirect back to the Cisco Identity console and the name of your Slack
workspace will now show in the Notification Target configuration screen. Select a target
Channel or an individual user (required).
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9. Channel can be either a public channel OR a private channel the Cisco Identity Bot for
Slack was added to already.

1. If you do not see the name of a private channel, add the Cisco Identity Bot to the
channel first and then use the Please refresh channel button show below.

Notify

Channel from selected workspace

User from selected workspace

Refresh channel kst

(& Please refresh channel list if you don't see your new channel

2. You can only add the Cisco Identity Bot for Slack to channels that your user on the
Slack workspace can access.

3. User is the email address of a member of the Slack workspace.

« As mentioned above, the “Use this target for” can be a combination of Failed Check
and/or Data Collection.

- Failed Check means the notification target will be notified after checks are evaluated with
the failed check results.

- Data Collection means the notification target will be notified after a manually-triggered
collection of an integration ends, or whenever a manual or scheduled data collection fails
with an error. (shown below)
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1t bot-test v

+ Add a bookmark
q Cisco Identity Intelligence Bot Dev APP 2:42 pMm
Data Collection is Disabled

Monday, July 8th v

Collection for "Demo Azure AD" has been disabled for 7 or more days. Re-enable the
connection to ensure accurate data in checks and reports. If you are no longer using this
integration, please delete it.
Open in Cisco Identity Intelligence
n Cisco Identity Intelligence Bot Dev AP 3:09 PM
Data Collection Done
Collection for "Slack - Test workspace" is complete. Open in Cisco Identity Intelligence
n Cisco Identity Intelligence Bot Dev APP 4:44 PM
Data Collection is Disabled
Collection for "Demo Azure AD" has been disabled for 7 or more days. Re-enable the
connection to ensure accurate data in checks and reports. If you are no longer using this
integration, please delete it.
Open in Cisco Identity Intelligence
n Cisco Identity Intelligence Bot Dev APP 5:24 PM
Data Collection is Disabled
Collection for "Demo Azure AD" has been disabled for 7 or more days. Re-enable the

connection to ensure accurate data in checks and reports. If you are no longer using this
integration, please delete it.

Open in Cisco Identity Intelligence

B I §|¢&|:= = = 0

Message #bot-test

+AA® @ ¢
» Select checks manually: Check the box next to everything to check for. Use the search
field to search for checks by name. When you're finished, click Add Checks

« Select checks by category: Check the box next to every Severity (or click All to select all
severities), then check the box next to every Topic (or click All to select all topics).

9. Click Save in the upper right corner of the screen. The new integration with Slack will
now be shown on the main Integrations screen

10. Repeat this process for any other Slack orgs OR to create new notification target
channels within the SAME Slack org. Cisco Identity can have multiple target notification
channels configured for the same Slack org

As shown below, you can have multiple notification target types. To see the configured
Checks for a particular target, click the blank space in that row to see the slide out on the right
hand side.
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dids’ Identity Intelligence Q. search Sk :MainSlack

desc

“test Check failures

Notification Targets Jul 26, 2024 12:30:47 UTC
Last updated

Description Type Last Updated (UTC)
8:29 UTC
ided

©

[

¢ Duo webhook Check failures Apr 10, 2024 15:08:51

Check failures Oct 3, 2023 12:27:45

[E

Main Slack Check failures Jul 26, 2024 12:30:47

SOC and Customer Success Check failures Mar 9, 2023 12:08:29

<
[
@

testing and demo Check failures Oct 10, 2023 18:01:47

“test-webex Check failures Feb 23, 2024 15:24:25

collection-data Data collection Feb 16, 2023 09:33:57

Check failures Feb 23, 2024 15:35:42

Check failures Nov 14, 2023 09:17:54

/' Edit Settings

Ticketing £ Test Connectivity

escriptior U P
Description Last Updated (UTC) § Delete

Enable Notifications via Slack for Checks

The next, optional, step is to enable Slack notifications for one or more checks. By default, a
notification target configured for “Failed checks” will get a message for each check that has
users failing the check conditions. A notification target can be configured to be notified only
for specific checks.

Navigate to the Checks page from the left side menu and then click on a specific Check type,
such as Weak MFA Configured.

On the right side of the page, check the box to enable notifications for the Slack workspace
and channel you configured.

el 1dentity Intelligence

= Checks > Weak MFA Was Used To Successfully Sign in

Weak MFA Was Used To Successfully Signin @@  critcal

Details

Check Settings

Detects users that have successfully logged in with a weak form of Multi-Factor Authentication (MFA). Last Report Update = Notification Settings

The National Institute of Standards and Technology (NIST) recommends using one-time password solutions or cryptographical  AUg 8 2024 15:54:16 UTC S T

solutions such as Google Authenticator, Duo Security, Okta Verify, or Microsoft Authenticator as the second factor of Topics
authentication, as SMS and voice calls are susceptible to attacks. Identity Posture Insight

(m}

@ ¢

Leamn More About the Risk Frameworks
CIS 6.3, CIS 6.4, CIS 6.5, ASD Level 3,

CMMC IA.3.084 o

Compatibility Last data collection

= Main Slack
£3 Okta @ Duo 4 Microsoft EntralD

Tags

o 06

Recommended Actions + Addtag

Encourage users to use stronger authentication on a more regular basis. If that is not possible, we recommend tagging users with
administrative privileges in critical services like Okta and Workday, and providing them with physical authentication solutions like
Yubikey.

Check has been added to notification
channel

The Slack workspace will now show as enabled for that Check type.
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Within each individual Check details pane, you will be able to pick one or more notification
targets for Slack channels or individual users.

Test Slack Notifications

To test the connectivity of the Slack notifications app:
1. Go to the Integrations page

2. Select the Slack notification target or use the 3 dot menu button

»

3. Select the Test Connectivity button in the side panel or the menu to send a “verification
test message to the configured Slack channel

To test what a custom message for a specific failing check will look like:
1. Go to a specific check page and click Customize Messages
2. Customize the message as desired and select Save

3. Click the Test button for the Slack Notification Target to send a test message to the
signed in user, NOT the configured channel, to verify the custom message looks as
intended

Webex Notification

Overview

Cisco Identity can integrate with Webex to provide notifications and in some cases
automation of frequently recurring identity tasks.

Goal

The goal of this document is to walk through configuration of a Webex space as a notification
target and test notifications from one or more Cisco Identity identity health metrics.

Audience

This document is intended for identity security, IAM, and IT administrators responsible for
integrations between identity, security, and collaboration platforms, including notifications,
alerting, and incident remediation.

Next Steps

After Webex integration is complete, notifications can be tuned to meet your specific
organizational needs.

Webex Integration

To enable Webex integration, you will need to add the Cisco Identity Bot for Webex to your
Webex space and send an invite message to the bot.
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Permission requirements within Webex
By default, any space moderator member can add people (and bots) to a space.

High-level Setup Steps
There are 3 steps you need to go through to set up the Webex integration with your Cisco
Identity tenant

1. Addthe Ci sco Identity Bot toyour Webex space

2. Send an invite message to the bot from the Webex space

3. Enable the Webex notification as a target in one or more Cisco Identity health checks
Add Cisco Identity Bot to Webex
To add the Cisco Identity Bot to Webex, perform the following steps.

1. Login to the Cisco Identity Dashboard

2. From the Integrations tab, click on Add Integration

3. From the Notification Targets list, select Add Webex Target

4. Copy the Cisco Identity Bot username

5. Add the Cisco Identity Bot to your Webex space by inviting the bot username to the
Webex space

6. Click Generate Configuration Message to generate the bot invite message
7. Copy the invite message shown on the page
8. Mention the bot in your Webex space followed by the copied invite message

Configure Webex Notification Target Details

Webex will send the invite message to Cisco Identity, which will create a new Webex
notification target, and send a message to the Webex space when setup is complete. The
Webex notification target name will be the name of the Webex space it was added to.

After getting a message stating the notification target has been added to your Cisco Identity
account, open the Integrations page in Cisco Identity to view the new Webex notification
target. You may need to refresh the list of integrations to see the new notification target.

You can update the Webex notification target Name, Description (optional) and the use of
this target.

* Uses can be a combination of Failed Check and Data Collection.

» Failed Check means the notification target will be notified after checks are evaluated with
the failed check results.

+ Data Collection means the notification target will be notified after a manually-triggered
collection of an integration ends, or whenever a manual or scheduled data collection fails


https://help.webex.com/en-us/article/n35gqwcb/Webex-App-|-Add-people-to-a-space
https://help.webex.com/en-us/article/n35gqwcb/Webex-App-|-Add-people-to-a-space
https://help.webex.com/en-us/article/n35gqwcb/Webex-App-|-Add-people-to-a-space
https://help.webex.com/en-us/article/p5k20o/Webex-App-|-Get-someone's-attention-with-@Mentions
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with an error.

Click Save in the upper right corner of the screen.

Enable Notifications via Webex for a Health Check

The next, optional, step is to enable Webex notifications for one or more checks. A
notification target should be configured to be notified for specific checks to be operational.

Navigate to the Checks page from the left side menu and then click on a specific Check type,
such as Weak MFA Configured.

On the right side of the page, check the box to enable notifications for the Webex
notification target you configured.

The Webex workspace will now show as enabled for that Check type.

Test Webex Notifications

To test the connectivity of the Webex notification target:
1. Go to the Integrations page
2. Select the Webex notification target or use the 3 dot menu button

3. Select the Test Connectivity button in the side panel or the menu to send a test
“verification” message to the configured Webex space

To test what a custom message for a specific failing check will look like:

1. Go to a specific check page and click Customize Messages
2. Customize the message as desired and select Save

3. Click the Test button for the Webex notification target to send a test message to the
signed in user, NOT the configured space, to verify the custom message looks as
intended

Adding Multiple Webex Spaces

To add more than one space as a notification target, repeat the process above starting with
Add Integration to add a new Webex notification target.

Within each individual Check details pane, you will be able to pick one or more Webex target
integrations.

Removing the Cisco Identity Bot from a Webex space

Should it be necessary to delete the Cisco Identity Bot from your Webex space follow the
following steps:

1. Login to the Cisco ldentity Dashboard

2. From the Integrations tab, click on the three dots menu next to the Webex notification
target you with to delete
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3. Click Delete

4. Remove the Bot from the space

Webhooks

Overview

In addition to notification destinations like Microsoft Teams, Slack channels, and email
destinations, Cisco Identity supports webhooks as a target for Failed Check findings.

This article explains how to configure webhooks in Cisco Identity and provides several basic
examples.

Requirements
The following is required to leverage webhooks with Cisco Identity -
« IMPORTANT: The webhook destination, such as a SIEM like Splunk Enterprise Security,

must have a valid public trusted certificate. At this time, a certificate from a private PKI will
not work.

« If you are filtering inbound network traffic to the destination, please add the AWS IP
ranges for your specific Duo-Cisco Identity region (e.g. Europe) as outlined here.

+ Moderate familiarity with webhooks (external overview) as a method of
platform-to-platform communication

» A platform capable of receiving webhooks and ideally parsing a JSON payload for
resulting categorization or desired action(s)

Design Considerations

To successfully leverage Cisco Identity webhooks, it is best to first fully conceptualize a
desired outcome when a user object within the Cisco Identity platform is flagged for a
particular Check.

A basic use case might be:

1. Configure a webhook destination to an automation platform, such as Okta Workflows or a
SOAR solution and assign it to a particular Cisco Identity Check, such as No MFA

2. Once a day, Cisco Identity will send an event to a webhook with a payload including the
list of new users failing this check

3. For each user account in the list, send an email from a specific company-specific email
address with instructions for the user to enroll in MFA
The possibilities are endless and very specific to the context of the Cisco Identity Check upon
which you want to take action.


https://help.webex.com/en-us/article/n161k3p/Webex-App-|-Remove-someone-from-a-space
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://swimlane.com/blog/security-automation-webhooks/
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Also, we send test messages labeled Det ai | Type: WebhookTest during the webhook
connectivity test. You can see the value in the existing docs.

Consumers should filter these to prevent unintended actions.

API Authorization

One key design consideration is how the Cisco Identity webhook communication will
authenticate and be authorized to the recipient platform. Cisco Identity supports the following
methods:

+ Basic (username and password)
. APl Key

* OAuth Client Credentials
Each of these types are explored in more detail in the examples below. The main determining
factor here is the type(s) of authorization supported by the target platform.

Cisco Identity Configuration

To create a webhook naotification integration, perform the following steps:
1. Navigate to Integrations -> Add Integration -> Webhooks

B3 Dashboard 2%, Users () Checks a_ Integrations

JORT =«

Integrations / Add Integration
S — Cypcrecoay A

in
pr

<+ Add Integration

Okta is a customizable, secure, and
drop-in solution to add
authentication and authorization
services to your apps

=+ Add Integration

Netification Targets

X eman

Email address to be used for Oort
notifications. Adding a different
address as CC is supported.

+ Add Emall Target

Ticketing

Oort integrates with ticketing services to open

oortio Privacy Policy  Terms of Use

<+ Add Integration

w salesforce

Salesforce provides customer
relationship management software
and applications focused on sales,
customer service, marketing
automation, analytics, and
application development.

=+ Add Integration

ﬁ Microsoft Teams

Install our bot in your Microsoft
Teams to get all the latest updates
in any public channel you choose

+ Add MS Teams Target

Documentation ~ SOC2 Report

+ Add Integration

Workda)
w Y

Workday is a popular cloud-hosted
HRIS service. Oort ingests regular
and contingent worker data from
Workday to enrich user details.

+ Add Integration

."- slack
Install our app in your Slack
Workspace to get all the latest
updates directly or in any channel
you choose.

+ Add Slack Target

new tickets and discover existing tickets related to discovered users.

+ Add Integration

o Manual Uploads

Upload a CSV or JSON file to
supplement your integration data
and analyze the data within Oort.

£ Upload file

é: Webhook

Connect Oort failed check
notifications with your automated
processes via webhooks.

+ Add Webhook Target

N

. Provide the following:

w

. Display name

4. Description (optional)
5. Webhook URL


https://docs.oort.io/integrations/webhooks#testing-the-webhook-integration
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doRT Q B Dashboard 2% Users () Checks (@ Integrations ::r:i YVD‘:‘E’S“' o

Integrations / Add Integration / Webhook

New Notification Target

Nama

How can | configure this target to recelve notifications on specific checks? A
Test Webhook

You can configure this target to receive updates in any of your checks. To do so, navigate to the check page that you
Description (optional) want to subscribe to, and then select this notification target in the Notification Settings section.

Webhook description

What Is the webhook URL? v
Webhook URL &
Authorization Type What are QAuth HTTP Parameters? v
@® Basic O APIKey (O OAuth Client Credentials.
" What are Invocation HTTP Parameters? ~
sername. .
Invocation HTTP parameters are additional parameters that can be sent to a webhook and used during request
authorization.
Passwort d o

Invocation HTTP Parameters

No parameters are configured.

Add parameter

cancel m

oortio Privacy Policy ~ Terms of Use  Documentation  SOC2 Report /A This environment reloads hourly

6. Choose the appropriate Authorization Type for your webhook integration

7. Basic - provide the Username and Password, as shown above
8. API Key - provide the API key name and API key value

Webhook URL &

Authorization Type

O Basic (@ APIKey (O OAuth Client Credentials

APl key name *

APl key value or

Invocation HTTP Parameters

Mo parameters are configured.

Add parameter

Cancel B save

9. OAuth Client Credentials
1. Enter the Authorization endpoint URL

2. Select HTTP method - POST, PUT, GET
3. Enter Client ID and Client secret

4. Add any necessary OAuth HTTP Parameters - OAuth HTTP parameters are additional
credentials used to sign the request to the authorization endpoint to exchange the
OAuth Client information for an access token.
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Authorization Type

O Basic (O APIKey (® OAuth Client Credentials

Authorization endpolnt

https: {oauth/token )

HTTP method

POST -

Client ID

(& Reset Credentlals

OAuth HTTP Parameters

Parameter
Key name Key value

Bod: -
EI Y audience httpszy Jorg_84ImuBQ  pemove

Add parameter

Invocation HTTP Parameters

10. Add any necessary Invocation HTTP Parameters - Invocation HTTP parameters are
additional parameters that can be sent to a webhook and used during request
authorization.

Click one of the following:

» Select checks manually: Check the box next to everything to check for. Use the
search field to search for checks by name.

When you're finished, click Add Checks and select the check box next to each check to add.
* Select checks by category: Check the box next to every Severity (or click All to select all
severities), then check the box next to every Topic (or click All to select all topics). * Click All
failed checks to limit notifications to failed checks only. 5. Click Save.

Testing the Webhook Integration

NOTE: we send test messages labeled Det ai | Type: WebhookTest during the webhook
connectivity test.

Consumers should filter these to prevent unintended actions.

To test the connectivity of the Webhook:

1. On the Integrations page, find the row under Notifications section corresponding to the
Webhook notification target you just created
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Notification Targets I
Name & Description Type Last Updated (UTC)
Check failures Jul 25, 2023 17:26:43
=2 Check failures Mar 9, 2023 12:08:29
% Check failures Jun 4, 2023 15:01:42
& Webhook-apikey A\ Check failures Jul 26, 2023 15:23:42 —
& Webhook-basic /\ Check failures Aug 1, 2023 18:29:13
Check failures Jul 25, 2023 17:26:19
Data collection Feb 16, 2023 09:33:57
& webhook-oauth A\ Check failures Jul 26, 202314:22:26

2. Select the Webhook naotification target or click 3-dot menu on the righthand side and
select Test Connectivity

# Edit Settings

+r Test Connectivity

B Delete

3. This will send a basic test message to the webhook destination to confirm that
connectivity is successful. The contents of the message will be:
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"version": "0",
"id": "9d26ad04- 2db5- e72c- db29- b5e4935e3cal",
"detail -type": "WebhookTest",
"source": "ad4ccde2-4c41-45e5-92be- 8edaf 81a9796__ 5¢c836a54",
"account": "227542035969",
"time": "2025-04-20T07: 06: 562",
"region": "us-east-2",
"resources": [],
"detail": {
"id": "b54e4399- d7ad- 45d3-9526- 424a18c5ddd3",
"checkld": "oort-test-check-id",
"title": "Cisco ldentity Failing Check Event Test",
"severity": "critical",
"l ogin": "userl@xanple.cont,
"explainabilityDetails": [
{
"key": "userTitle",
"val ue": "Tester"

"key": "userTrustLevel ",
"val ue": "QUESTI ONABLE"
}
1
"user Trust Level ": " QUESTI ONABLE",
"checkTopi cs": [
"identity_threat_insight"
1
"checkTags": [
"tagl",
"tag2"
]

ramewor ks": [
"framewor k1",
"franmewor k2"

P
"published": "2025-04-20T07: 06: 56. 251Z"

To test what a custom message for a specific failing check will look like:
1. Go to a specific check page and click Customize Messages
2. Customize the message as desired and select Save
3. Click the Test button for the Webhook Notification Target to send a test message to verify

the custom message looks as intended

Enabling Webhook Notifications for Checks

When the webhook integration is created, it is not assigned to any check notifications by
default. Nothing will be sent via the webhook until it is enabled in the desired Cisco Identity
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Check(s).

To enable it, navigate to the desired Check details page and expand the dropdown next to
Check Settings on the top-right corner of the page. Select the checkbox for the webhook
target that you would like enabled for the given check.

GORT Q B5 Dashboard 2% Users (@) Checks (@ Integrations m
Checks / No MFA Configured
No MFA Configured @D  Critical <
Detalls Check Settings N
Detects users with no Multi-Factor Authentication (MFA) enabled. Last Report Update # Custom Detection Settings 7/ Edt
MFA requires users to provide something you know, lie a password or PIN, or something you have, ike an out-of-band device or a Aug 4, 2023 214311 UTC Grace period for new accounts (days): 10
one-time password provider. All users should be using MFA to gain access to the system. Toplcs
Users will not fail this check if they fall within the grace period of 10 days. Compliance, Identity Posture Insight, NIST = Notification Settings. / Customize messages
800-63-3, CIS 63, CIS 6.4, CIS 65, NIST
Learn More About the Risk CSF PRAC-7, ASD Essential 8, CMMC Send fallure reports to:
1A.3.083, PCI DSS 8.2, Mitre Mitigation
Mi032 o
Compatibility
Azure AD £¥ Okta @ Duo (=]
G Google Workspace ) GitHub
Tags 0w
Recommended Actions o) ) (+ Aaao

Some system accounts may not have MFA. We recommend categorizing those for easy detection. Consider using solutions like

expired passwords to block access to these accounts. / O & Webhook-apikey

0 & Webhook-basic

A Automated notifications for this check are not configured.
Please configure notifications If you wish to recelve automated reports about users fallng this check o @

0 & webhook-oauth

43 falling users i Viewusers & Download List
Send direct messages on fallure:
User First Reported (UTC) Admin Notified User/Manager Notified Who shouid be messaged
Nobody v
[} May 4,2023 16:38:45 A Not notified Not notified
Message channels
oortio Privacy Policy  Terms of Use  Documentation  SOC2 Report /A This environment reloads hourly

New Features
2024.09.19

Cisco Identity has added “checkTags™ to the webhook event payload. This allows
organizations to add custom tags to specific checks (see below), and then pass these through
the events to their webhook destination for further automation or classification.

alialr,

asco Identity Intelligence

New Country for Tenant

New Country for Tenant @@ | Moderale

Details

Detects users successfully logging in, starting sessions, or authenticating from new locations with no operation, which may indicate an account takeover Last Report Update
attempt. Sep 18, 2024 04:50:15 UTC
Auser will fail this check if they have any anomalous activities in the past 24 hours. Topics

Anew country is defined as one that has not been associated with a login in more than 90 days. Identity Threat Insight

To reduce false positive alerts, accounts that were created less than 3 days prior to the check run are excluded. Access from a managed device will be Frameworks
excluded for customers with Microsoft Entra ID (formerly Azure AD) with InTune. Mitre ATT&CK T1078.004, Mitre ATT&CK
T1586.002, NIST CSF ID.RA-3

Recommended Actions
Compatibility Last data collection

Okla 4 MicrosofEntralD @ Duo
& Salesforce () GitHub AWS

We recommend contacting the end user to verify the origin of the actions.

Tags
Anomalous Travel x  High Severity x

+ Addtag

Add al Resources

Example Event Payload
As of April 17, 2025, we have added the following fields to the new payload:
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- login - the login value of the user failing the check - userTrustLevel - the trust level of the
user https://docs.oort.io/user-trust-level - checkTopics - as appears on the check page in
Cisco Identity - frameworks - as appears on the check page in Cisco ldentity - checkTags -
tags added to the check by the customer

An example of the payload for new users failing the Unused Application for a User check
would look as follows:

"version": "0O"
"id": "3a9f 6ca8- 08af - 43f 0- 827a- ceda239d16f 9",
"detail-type": "FAI LED CHECK"
"source": "908040f 3-da74- 4a58- 8029- e5b57f 80c5e8__969f 9802"
"account": "227542035969"
“"tine": "2025-04-10TO06: 26: 402"
"region": "us-east-2"
"resources": [],
"detail": {
"id": "8cab60986- 39ae-4b43-b512-f594271a3971",
"checkl d": "unused- user-apps"
"title": "Unused Application for a User"
"severity": "l ow'
"l ogin": "zdrojewski.ryker @i nubi z. cont
"checkTags": [],
"checkTopi cs": [
"conpl i ance"
"identity_posture_insight"

]

ramewor ks": |
"nist_csf_pr_ac_4"
|
"explainabilityDetails": [
{
"val ue": "devops engi neer",
"key": "userTitle"

"val ue": "FAVORABLE",
"key": "userTrustLevel "

"value": "{\"applications\":[{\"nanme\":\"workday\"}, {\"nanme\":\"five9 plus adapter for
"key": "context"

P
"user Trust Level ": "FAVORABLE",
"published": "2025-04-10T06: 26: 40. 577Z"

In most cases, the receiving platform will need to do some level of parsing of this content,
unless the intent is simply to store the information in a 3rd party SIEM or security data lake.


https://docs.oort.io/user-trust-level
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(Note that Cisco Identity has direct integrations for [Azure Sentinel] or Snowflake security data
lakes.)

Direct Message payload example

An example of the payload for a direct message to a specific end user, or the end user's
manager, who is failing a check would look as follows:

recipient: recipientEnail,

checkl d: checkMet adat a. i d,

title: checkMetadata.title,
severity: checkMet adata. severity,
di rect Message,
referenceVideoUrls: W zerVideoUrl

Splunk

Overview

As organizations face growing complexity in identity management, Cisco Identity provides a
centralized platform to detect, monitor, and gain actionable insights into identity-based
threats. By correlating identity data and leveraging Al-powered Identity Threat Detection and
Response (ITDR) and Security Posture Management, it offers deep visibility into user
behaviors and risks, enabling security teams to mitigate threats proactively. To channel these
critical insights directly into your security operations workflow, the Cisco Security Cloud
application for Splunk offers a seamless integration engineered for reliability and actionability.
It provides comprehensive event logging with assigned severity levels to help teams prioritize
efforts, and crucially, it pinpoints the specific user information for each failed security check,
delivering the granular, context-rich data needed to maintain operational integrity and
accelerate response.

Why Is This Integration Useful for You?

Integrating Cisco Identity with Splunk empowers your security operations by centralizing
critical identity context within your primary analysis platform. This provides two key benefits:

1. Deeper User Insights: By sending Cisco Identity detections and events to Splunk, your
security teams can correlate this data with other sources (e.g., firewall logs, endpoint
data). This enables deeper analysis and helps you detect, investigate, and respond to
sophisticated threats more effectively.

2. Faster Incident Response: Centralizing identity data in Splunk allows you to leverage its
powerful search capabilities and automate workflows. This accelerates investigations,
reduces manual effort, and shortens the time from detection to remediation.

Prerequisites
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Before you begin, please ensure you have the following:

1. Administrative access to your Cisco Identity

2. Administrative access to your Splunk Enterprise or Splunk Cloud (Minimum Cisco Security
Cloud version 3.0.0, Splunk Enterprise & Splunk Cloud 9.4, 9.3, 9.2, 9.1)

3. The Cisco Security Cloud application installed from Splunkbase
4. Appropriate permissions to configure a Splunk HTTP Event Collector (HEC) or manage

AWS S3 buckets and Splunk data inputs

Configuration Methods

There are two primary methods to forward data from Cisco Identity to Splunk. Choose the
method that best fits your operational needs and infrastructure.

1. Method 1: Webhooks

2. Method 2: AWS S3 Bucket (Highly recommended for large-scale organizations)

Test Connectivity Between Splunk and Cisco Identity

In Splunk:
1. Verify Test Application in Splunk:
1. Navigate to Splunk and ensure the test application (test_splunk_demo) is listed in the
My Apps table.

2. Go to App Analytics and select the Cisco Identity Dashboard from the list of available
dashboards.

Datalntegrity  Resource Utllization  Alerts & Detection  Application Setup  App Analytics . Cisco Security Cloud

Application Setup Secure Malware Analytics Dashboard

Duo Dashboard
My Apps
Cisco Multicloud Defense Dashboard

[a searn Secure Firewall Dashbozrd
earc

XDR Dashboard
> inputName Product Cisco Secure Email Threat Defense Host Enabled status Source Type. Index: @
Dashboard

> test_splunk_demo Cisco lde, O Connect ted ciscoxcii cisco._cii ‘ i ‘
Secure Network Analytics Dashboard

Cisco Secure Endpoint Dashboard

Cisco Products ASADashboard /
Cisco Identiy Intelligence Dashboard

Q  search

Cisco Vulnerability Intelligence Dashboard

Cisco Al Defense Dashboard

Duo __ Secure Malware Analytics 1 Secure Firewall
Network Security App = Network Security App 1| Firewall App

without impacting the

‘ Learn More ‘ Configure Application Learn More | Configure Application Learn More ‘ Configure Application

2. Check the Dashboard Data:
1. If this is your first time using the dashboard, it is expected that no data will be
displayed.

2. If there is existing data, you could filter it by the index if you used a unique index
during the setup process.


https://splunkbase.splunk.com/app/7404
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Cisco Identity Intelligence ~ Deplay  135% v  Actionss  Edi >
Overview

Users with most amount of failed checks

No search results returned

Events logging /

In Cisco Identity:
1. Go to Cisco Identity and navigate to the Integrations section.

2. Under Notifications Targets table locate the integration entry:

3. If you are using Webhook, search for the input named test_splunk_demo

4. If you are using AWS S3, search for the input name s3-splunk-cii-demo-set-up (or s3-\)
5. Click on the three dots (menu icon) next to the integration entry.

6. Select Test Connectivity from the menu options.

7. A popup will appear in the lower left of the screen indicating the status Success

& SecDemo-EntralD e Sseia B 17828 records Jul 3, 2025 14:55:17 MNov 12, 2024 13:41:28

Notification Targets

Type Last Updated (UTC)

< CHRIVAND WEBHOOK 2025 Check failures. Mar 21, 2025 09:22:54
02 SecurityDemoNet-Oort-Messages Check failures. Jan 29, 2025 09:14:10
& Serhil_cloud_test 2 Splunk 51764d3d-dc91-4763-be07-613d90127c29 Check failures Jan 29, 2025 10:38:07
& Serhl_test_cloud Splunk 63dc1710-860-4d45-9123-e41b812C69C0 Check failures: Jan 29, 2025 10:30:46
& TEMP-TEST © Disabled Check failures: Apr 18, 2025 12:42:01
& cli-splunk-rsa Check fallures Apr 8, 2025 16:43:16

S s3-my-test-bucket-11-2Mcb02d-6403a62b Check fallures. Jun 18, 2025 08:58:14

S s3-olga-s3-test-709ci7r2 Check fallures Jun 17, 2025 19:15:05

S s3-splunk-cil-demo-set-up-931b3539 Check failures Jul 4, 2025 05:43
Edit Settings

Test Conneciivity

& test_splunk_cll Splunk 63dc171d-1660-4045-9123-841b812069C0 [ Jan 29, 2025 10: e

Delete

API clients

View the Test Event in Splunk
1. Go back to the Cisco ldentity Dashboard in Splunk.

2. Look for the test event that was activated during the connectivity test.

3. Upon successful integration, the test event should be visible within the dashboard.
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splunk Apps * pym—— Memiges> Sewognv | Acthiyv  Hepv (IEBd Q

. Cisco Security Cloud

Overview

Users with most amount of failed checks

User 3 Count 2

userl@example.com 1

Events logging

Time 2 Severity % Title % Type % Users Failed 2 Frameworks %

2025-07-04T05:57:25.663Z critical Cisco Identity Intelligence Failing S3NotificationTest useri@example.com framework], framework2
Check Event Test

AWS S3 Splunk Integration

Overview

To establish an integration between Splunk and Cisco Identity, please refer to the setup guide
section in this document. This integration method utilizes the Splunk Add-on for AWS to
ingest log data from your AWS S3 bucket. This method is frequently employed for batch
processing of historical or high-volume log data for large organizations. It requires setting up
AWS credentials and the accurate specification of the SQS queue region and URL.

Prerequisites

Before you begin, please ensure you have the following:
1. Administrative access to your Cisco Identity
2. Administrative access to your Splunk Enterprise or Splunk Cloud

3. The Cisco Security Cloud application installed from Splunkbase
Note: The minimum required version of the Cisco Security Cloud application is 3.4.0 or higher

4. The Splunk Add-on for AWS application installed from Splunkbase

5. Appropriate permissions to manage AWS S3 buckets and Splunk data inputs

Setup Guide

Generate External ID

1. In Cisco Identity, create/select an S3 notification target.
2. On Initial Setup, click Generate External ID.

3. Copy/save that value.


https://splunkbase.splunk.com/app/7404
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4. Use a fresh generated ID per S3 notification target

Integrations > Add Integration > AWS S3
New Notification Target

Initial Setup

@ Complete this setup before creating the S3 notification target. Cll needs an AWS role with permission to
write to the target S3 bucket before it can deliver S3 notifications.

¢ Generate an External ID and follow AWS S3 instructions to associate it with the AWS IAM role that allows
ClI to assume the role and write to the target S3 bucket. Save this value, as it will be needed when creating
the notification target in either the General Settings or in the Splunk application. If you've previously created
an External ID but have not used it yet, you can skip this step and use the External ID previously created.
Generate External ID
If completing setup in Splunk:

*  After finalizing the setup in your AWS console, gather the following details to proceed with the notification
target setup in the Splunk interface: AWS S3 Bucket Name, optional AWS S3 folder name, AWS account
ID, AWS region, and the External ID generated in this setup. API client credentials generated in Cll are
also required for Splunk to register the notification target through the Cll public API. To complete setup, sign
in to your Splunk application and follow the instructions from the AWS S3 Splunk Integration
documentation article.

If completing setup in ClI:

«  After finalizing the setup in your AWS console, gather the following details to proceed with the notification
target setup in Cll: AWS S3 Bucket Name, optional AWS S3 folder name, AWS account ID, AWS region,

and the External ID generated in this setup.
Cancel Complete Setup

Configure AWS S3
1. Create an S3 Bucket

a. Go to the Amazon S3 console
b. Click Create bucket

c. Provide a name for the bucket, such as “splunk-cii-demo-set-up" for this example. Keep
this name handy, it will be used throughout the setup process.

d. Click Create bucket to complete the process 2. Create an |IAM Policy

a. Navigate to IAM > Policies > Create Policy
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© i > potcis

Identity and Access
Management (IAM)

Q. search 1AM

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers
Account settings

Root access management New

v Access reports
Access Analyzer
Resource analysls New
Unused access
Analyzer settings
Credential report
Organization activity
Service control policies

Resource control policies New

1AM Identity Center [2
AWS Organizations [2

< Pol S (1366) it
A policy Is an object in AWS that defines permissions.
Filter by Type
Q. search | | Atttypes v | 1
Policy name & | Type | usedas v |
# AccessAnalyzerServiceRolePolicy AWS managed None

[ ¥ AdministratorAccess

[ W AdministratorAccess-Amplify

\dministratorAccess-AWSElasticBeanstalk

I0psAssistantPolicy

B AlOpsConsoleAdminPolicy
WF AIOpsOperatorAccess
¥ AIOpsReadOnlyAccess

# AlexaForBusinessDevicesetup

AlexaForBusinessFullAccess

]
3]
]
=
]
=

lexaForBusinessGatewayExecution

i AlexaForBusinessetworkProfileservicepolicy

AlexaForBusinessPolyDelegate dAccessPolicy

AlexaForBusinessReadOnlyAccess
# AmazonAPIGatewayAdministrator

¥ AmazonAPIGatewaylnvokeFullAccess

# AmazonAPIGatewayPushToCloudWatchLogs

]
]
c:]
]
]
[c]

mazonAppFlowFullAccess

AWS managed - job function
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
WS managed
AWS managed
WS managed
AWS managed
AWS managed
AWS managed
AWS managed
WS managed
WS managed
AWS managed

AWS managed

Permissions policy (1)
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None

None

b. Select JSON in the policy editor and paste the following JSON:

Note: Note: Replace ${ BUCKET NANE} with a suitable name, such as
spl unk-ci i - deno- set - up

"Ver
" St a

{

sion": "2012-10-17",
tement": [

"Effect": "Allow',
"Action": [

"s3: Put Obj ect ™
e

" Resour ce":

"arn:aws: s3::: ${ BUCKET_NAME}/ *"

Description

Allow Access Analyzer to analyze resou.

Provides full access to AWS services an...
Grants account administrative permiss...
Grants account administrative permiss...

Provides ReadQnly permissions requi

Grants full access to Amazon Al Opera.
Grants access to the Amazon Al Opera...
Grants Readonly permissions to the A,
Provide device setup access to AlexaFo...
Grants full access to AlexaForBusiness ..
Provide gateway execution access to A...
Provide access to Lifesize AVS devices
This policy enables Alexa for Business ...
Provide access to Poly AVS devices
Provide read only access to AlexaForB...
Provides full access to create/edit/dele...
Provides full access to Invoke APIsin A...
Allows AP Gateway to push logs to us...

Provides full access to Amazon AppFlo...



= 1AM > Policies > Create policy

step
@ specify permissions

Select JSON

Add permissions by selecting services, actions, resources, and conditions. Bulld permission statements using the JSON editor.,

sup2
Review and create
Policy editor
1w
2 “Version": "2012-10-17",
3v “Statement": [
4
5 “Effect™: "Allow",
6v “Action": [
7 "s3:PutObject”
8 .
9 “Resource”: “arn:aws:s3:::splunk-cii-demo-set-up/*"
10 }
11 1
2 ]

+ Add new statement

JSON a2, Col 1

replace splunk-cii-demo-set-up with your bucket name

[ visual
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Edit statement

Select a statement

Selectan existing statement in the policy or
add a new statement.

+ Add new statement

6010 of 6144 characters remaining

c. Click Next and provide the policy with a name (In this example, we will use S3WritePolicy)

= 1AM > Polides > Createpolicy

step1
@ Specify permissions Review and create ..«

. Review the permissions, specify details, and tags.
-

(@) Review and create

Policy details

Policy name
Enter ameaningful name to id

¥ this policy.

( sawritepoliy &~

Maximum 128 characters, Use slphanumeric and '+=, @-_' characters

Description - aptional

Add a short explanation for this policy.

Maximum 1,000 characters. Use alphanumeric and '+=,.@-_" characters.

Permissions defined in this policy i

Permissions defined In this policy document specify which actions are allowed or denled. To define permissions for an IAM identity (user, user group, or role), attach a policy to it

Q search

Allow (1 of 443 services)

Service A | Access level

53 Limited: Write

Add tags - optional .o

v

Resource | Request condition
BucketName| string like [splunk-
cil-demo-set-up, ObjectPath|
string like JAll

Mone

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags assoclated with the resource.

You ean add up to 50 more tags

d. Click Create policy

3. Create an IAM Role

a. Navigate to IAM > Roles > Create Role

P Show remaining 442 services

Cancel



e 1AM > Roles

Identity and Access
Management (1AM)

| @ seareh am

Dashboard

v Access management
User groups
Users
Roles
Policies
Identity providers
Account settings

Root access management New

¥ Access reports
Access Analyzer
Resource analysls New
Unused access
Analyzer settings.
Credential report
Organization activity
Service control policies

Resource control policies New

1AM Identity Center [3
AWS Organizations [2
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o @

< Roles (3) o @ veere ) (Cratareia)

An 1AM role is an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can be assumed by entities that you trust.

) Q. search 1 a
(]| Role name a | Trusted entities | Lastactivity v
[)  AwsServiceRoleForSupport AWS Service: support (Service-Linker -
[0  AwsServiceRoleForTrustedAdvisor AWS Service: trustedadvisor (Service -
(W) EC2-FULL AWS Service: ec2 177 days ago

Roles Anywhere i

Authenticate your non AWS workloads and securely provide access to AWS services.

tge J = =

= o= &=

r =] &

Access AWS from your non AWS workloads X.509 Standard Temporary credentials

Operate your non AWS workloads using the same authentication and Use your own existing PKI infrastructure or use AWS Certificate Manager Use temporary credentials with ease and benefit from the enhanced security
authorization strategy that you use within AWS. Private Certificate Autharity [2 to authenticate identities. they provide.

b. Select Custom trust policy and paste the following JSON:

Note: Notes:

» Replace ${ Cl | _ACCOUNT | D} with the Cisco Identity account ID for Splunk
988897525199

» Replace ${ UNI QUE_EXTERNAL | D} with the External ID generated in Cisco Identity for
this S3 notification target

" Ver
"Sta

{

sion": "2012-10-17",
tement": [

"Effect": "Alow',
"Principal": {

"AWS': "arn:aws:iam:${Cl|_ACCOUNT_I D}: root"
}
"Action": "sts:AssuneRol e",
"Condition": {

"For AnyVal ue: Stri ngEqual s": {

"sts:External Id": "${UN QUE_EXTERNAL_I| D} "



= 1AM > Roles > Create role

step 1
(@ select trusted entity

step2
Add permissions

Step3
Name, review, and create

Select trusted entity ..

Trusted entity type

AWS service
Allow AWS services like EC2, Lambda, or others to
perform actions in this account.

AWS account
Allow entities in other AWS accounts belonging to
you or a 31d party to perform actions in this
account.

SAML 2.0 federation
Allow users federated with SAML 2.0 from a
corporate directory to perfarm actions In this

© custom trust policy
Create a custom trust policy to enable athers to
perform actions In this account

Web identity
Allows users federated by the specified extemal
web identity provider to assume thi role to
perform actions in this account.

account

Custom trust policy
Create a custom trust policy to enable others to perform actions in this account.

1w
2 “Version": "2012-10-17",

3v  Ustatement”: [

4v 1

5 Effect”: “Allon",

6v "Principal’: {

7 "ANS": "arn:aws :iam: :988897525199 root"” 1
8 h

9 Action": "sts:AssumeRole”,

10 Condition": {

11+ “ForAnyValue: StringEquals”: {

12 sts:Externalld’: “any-autogenerated-{d-value"

13 3

14 3

15 3

16 bl

c. Click Next.

d. Attach the (S3WritePolicy) policy (created earlier)

= 1AM > Roles > Createrole

Step 1

@ Select trusted entity Add permissions .

Step 2

(® Add permissions Permissions policies (1/1056) it

Choose one or more policies to attach to your new role.

Policy name [

Steps
Name, review, and create

Q S3WritePolicy

a | Type

Filter by Type
| Alltypes

v | 1match
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Edit statement

Select a statement

Select an existing statement in the policy or
add a new statement.

+ Add new statement

% | Description

L [ sswriteolicy

Customer managed

» Set permissions boundary - optional

-

e. Provide the role with the name CrossAccountS3WriteRole (This name is required and must

not be changed)
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= 1AM > Roles > Createrole © ®
@ Add permissions Role details
cL Role name
(@ Name, review, and create Enter a meaningful name ta identify this role.
[ CrossAccounts3WiriteRold 4 ]

Maximum 64 characters. Use alphanumeric and '+=, @-_ characters.

Description
AAd a short explanation for this role.

Maximum 1000 characters. Use letters (A-Z and a-), numbers (0-), tabs, new lines, or any of the following characters: _v=,. @-/\[0]1#§%6"0

Step 1: Select trusted entities

Trust policy

1-(f

2 "Version": "2012-10-17",
3. “Statement: [

4 {

9 "Action”: "sts:AssumeRole”,
10- “Condition": {

1- “ForAnyValue:StringEquals™: {

12 "sts:Externalld": "any-autogenerated-id-value”
13 1

14 }

Step 2: Add permissions

Permissions policy summary

Policy name [2 a | Type v | Attached as v
S3WritePolicy Customer managed Permissions policy
f. Click Create role
4. Update the S3 Bucket Policy
a. Go to the Amazon S3 console and select the splunk-cii-demo-set-up bucket.
b. Navigate to the Permissions tab > Bucket Policy > Edit
e Amazon$3 ) Buckets > splunk-cil-demo-set-up ® @ 8
Amazon S3 ¢ splunk-cii-demo-set-up i
:;::::::::::Mms Objects Properties Permissions Metrics Management Access Points
Acress Grants Permissions overview
Access Points for general purpose Access finding
:::;‘;m o ety ket A s rs ridd b Ul s . e e s At g e 2]

Object Lambda Access Points
Multi-Region Access Points

Batch Operations Block public access (bucket settings)

IAM Access Analyzer for 53 Public access is granted to buckets and objects through access control lists (ACLs), bucket palicies, access point policies, or all. In order to ensure that public access to all your 53 buckets and objects is blocked, tum on Block all public access. These settings apply only to this bucket
andits access paints. AWS recomimends that you turn on Block all public access, but befare applying any of these settings, ensure that your L work. blic access. If of public access to your buckets or abjects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more.

Block Public Access settings for this Block all public access
account @on

v Storage Lens » Individual Block Public Access settings for this bucket

Dashboards

Storage Lens groups / \

AWS Organizations settings Bucket policy
The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn mare [2

Feature spotiight (Rl [

(@ Public access is blocked because Block Public Access settings are turned on for this bucket
To determine which settings are turned on, check your Block Public Access settings for this bucket. Learn more about using Amazon 53 Block Public Access [2

> AWS Marketplace for S3

c. Paste the following JSON into the bucket policy editor:
Notes:
+ Replace ${S3_ACCOUNT_ID} with your AWS account ID
+ Replace S{ROLE_NAME} with CrossAccountS3WriteRole

+ Replace ${BUCKET_NAME} with your bucket name, e.g. splunk-cii-set-up
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Alow',
"Principal": {
"AWS': "arn:aws:iam:${S3_ACCOUNT_I D}: rol e/ ${ ROLE_NAME} "
s
"Action": [
"s3: Put oj ect ™

I
"Resource": "arn:aws:s3:::${ BUCKET_NAME}/*"

e Amazons3 > Buckets > splunk-cil-demo-set-up > Edit bucket policy @ 8 6
< 2 n
Amazon 3 Edit bucket policy .
General purpose buckets
Directory buckets Bucket policy
Table buckets C Policy examples m) ( Policy generator E)

Access Grants The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more [2

Access Points for general purpose
buckets

Bucket ARN
15 arn:aws:s3:zsplunk-cil-demo-set-up
Access Points for directory buckets

Object Lambda Access Points Policy
Multi-Region Access Foints
1vff S3_ACOUNT_ID
Batch Operatians 2 Version®: “2012-10-17°, Edit statement
1AM Access Analyzer for 53 3% “Seatement’: [
4 fi
5 "Effect”: "Allow",
Block Public Access settings for this (A THLERRE
account 7 AWS": "arn:aws:iam::061039773750: role/CrossAccounts3NriteRole”
8 Select a statement
v Storage Lens 9v " [
Dashboards » FLER]ect Select an existing statement In the policy or
u 1 add a new statement.
Starage Lens groups 12 "Resource”: "arn:ans:s3::isplunk-cii-demo-set-up/*” ROLE_NAME
s ryctiors s B
|15}

Feature spotiight [l
BUCKET_NAME

» AWS Marketplace for S3

d. Save changes
5. Create an SNS Topic

a. Go to the Amazon SNS console > Create Topic



(@ New Feature

Amazon SNS now supports High Throughput FIFO topics. Learn more [2

tion Integration

Amazon Simple Notification Service
Pub/sub messaging for microservices

and serverless applications.

Benefits and features

Reliably deliver messages with durability

Amazon SN uses cross availability zone message storage to
provide high message durability. Amazon SNS reliably delivers

messages to valid AWS endpoints, such as Amazon SQS queues

and AWS Lambda functions.

Simplify your architecture with Message Filtering

Amazon SNS helps you simplify your pub/sub messaging

architecture by offloading the message filtering logic from your
subscriber systems, and message routing logic from your publisher

systems.

Use cases

b. Provide a name: SplunkSNS

Automatically scale your workload

Amazon SNS leverages the proven AWS cloud to dynamically scale
with your application. Amazon SN is a fully managed service,
taking care of the heavy lifting related to capacity planning,
provisioning, monitoring, and patching.

Keep messages private and secure

Amazon SNS topic owners can set topic policies that restrict who
can publish and subscribe to a topic. Amazon SNS also ensures.
that data is encrypted in transit and at rest, and provides VPC
endpoints for message privacy.

Create topic

Topic name

Atopicis a message channgl When you
publish a mess:

message to

Next step

Start with an overview

Pricing

Amazon SNS has no upfront costs. You
pay based on the number of messages
you publish, the number of messages
you deliver, and any additional API calls
for managing topics and subscriptions.
Delivery pricing varies by endpoint
type.

Learn more [2

Documentation (2
Developer Guide

AP Reference

FAQs

Support forums

c. In the Access Policy, select Advanced and paste the following JSON:

Note: Replace ${ BUCKET NAME} with your bucket name, e.g. splunk-cii-set-up

"Version": "2008-10-17",
"1d": "PolicyFor S3Access",
"Statenment”: [
{
"Sid": "AllowS3Publish",
"Effect": "Alow',
"Principal": {
"AWE';
b
"Action": "SNS:Publish",
"Resource": "*",
"Condition": {
"ArnLi ke": {

"aws: SourceArn": "arn:aws:s3:::${S3 BUCKET NAME}"
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Amazon SNS > Topics > Create topic

Name
SplunksNs

Maximum 256 characters. Can Include alphanumeric characters, hyphens (-) and underscares ()

Display name - optional | info
To use this topic with SMS subscriptions, enter a display name. Only the first 10 characters are displayed in an SMS message.
My Topic

Maximum 100 characters.

» Encryption - optional

Amazon SNS provides in-transit encryption by default. Enabling server-side encryption adds at-rest encryption to your topic.

¥ Access policy - optional i

This policy defines who can access your topic. By default, only the topic owner can publish or subscribe to the topic.

Choose method
Basic O Advances 4
Use simple citeriato define a basic acces policy Use 2 JSON object to define an advanced access policy.

JSON editor
5 {
6 “sid": “Allows3publish®,
7 "Effect"s "Allow",

BUCKET_NAME

“ArnLike": {
“aws:SourceArn": “arn:aws:s3:::splunk-cii-demo-set-up"

» Data protection policy - optional 1.

d. Click Create topic

6. Configure S3 Event Notifications for the SNS Topic

» Go to the Amazon S3 console and select your splunk-cii-set-up bucket.

» Navigate to the Properties tab > Event Notifications

e Amazon S3 > Buckets > splunk-cii-demo-set-up

Amazon $3 <

General purpose buckets
Directory buckets

Table buckets

Access Grants

Access Points for general purpase
buckets

Access Points for directory buckets
Object Lambda Access Polnts
Multi-Region Access Points

Batch Operations

1AM Access Analyzer for 53

Block Public Access settings for this
account

v Storage Lens
Dashboards
Storage Lens groups

AWS Organizations settings

Feature spotlight

» AWS Marketplace for 53

Server-side encryption with Amazon 53 managed keys (SSE-S3)

Bucket Key
When KMS encryption is used to encrypt new objects in this bucket, the bucket key reduces encryption costs by lowering calls to AWS KS. Learn more (2
Enabled

Intelligent-Tiering Archive configurations (0)

View details

Edit

| Splunk | 230

Delete Create configuration

Enable objects stored in the Intelligent-Tiering storage class to tier-down to the Archive Access tier or the Deep Archive Access tier which are optimized for objects that will be rarely accessed for long periods of time. Learn more [3

Name | status | scope

No archive configurations
No configurations to display.

Create configuration

Server access logging
Log requests for access ta your bucket. Use CloudWatch [7 to check the health of your server access logging. Learn more [%

Server access logging
Disabled

AWS CloudTrail data events (0) o

Configure CloudTrall data events to log Amazon S3 object-level API operations I the CloudTrail console, Learn more [2
Name a | Access

No data events
No data events to display.

Configure in CloudTrail [2

Event notifications (1)

Send a notification when specific events occur In your bucket. Learn more (3

(| Name Event types Filters

« Click Create event notification

» Configure the event notification:

* Event name: Provide any name.

| Days until transition to Archive Access... | Days until transition to Deep Archive ...

Edit

Destination type

+ Prefix (optional): Use if you want to trigger events for specific folders.

» Event types: Select Put and Post.

Configure in CloudTrail (7

Delete Create event notification

Destination



« Destination: Select SNS

= AmazonS3 > Buckets > splunk-cii-demo-set-up > Create event notification

Create event notification i
To enable you must first add a

General configuration

Event name

Topic and choose SplunkSNS.

that identifies the events you want Amazon 53 to publish and the destinations where you want Amazon 53 to send the notifications.

[ splunkciEvent 4~

Event name can contain up to 255 characters.

Prefix - optional

Limit the natifications to objects with key starting with specified characters.

images/

Suffix - optional
Limit the notifications to objects with key ending with specified characters.

g

Event types

Specify at least one event for which you want to receive notifications. For each group, you can choose an event type for all events, or you can choose one or more individual events.

Object creation

All object create events
sEObjectCreated:

Object removal

) All object removal events
s3:0bjectRemoved:

= AmazonS3 > Buckets > splunk-cil-d p > Create

(] Uifecycle transition events
<ELifecycleTransition

] All lifecycle expiration events
s3iLifecycleExpiration:*

Intelligent-Tiering

(] Intelligent-Tiering archive events

SintelligentTiering

Destination

Put
s3:ObjectCreatedput
Post

S3:0bjectCreated:Post

Copy

s3:0bjectCreated:Copy

) Multipart upload completed
53:0bjectCreated:CompleteMultipartUpload

) Permanently deleted
s3:0bjectRemoved:Delete

Object expired

sBiLifecycleExpiration:Delete

Delete marker added by Lifecycle for a versioned object
s3LifecycleExpiration:DeleteMarkerCreated
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[ (@ Before Amazon 53 can publish messages to a destination, you must grant the Amazon S3 principal the necessary permissions to call the relevant API to publish messages to an SNS topic, an SQS queue, or a Lambda function. Learn ]
more [2

Destination

Choose a destination to publish the event. Leam mare [
Lambda functior
Run a Lambda cript b T events.

© sNs topic

Fanout messages to systems for parallel processing or directly to people.

5QS queue

Send notifications to an SQS queve to be read by a server,

‘Specify SNS topic
O choose from your SNS topics
Enter SNS topic ARN

SNS topic
| SplunkSNS

» Save changes
7. Create Two SQS Queues

o Create Dead-Letter Queue (DLQ):

* Go to the Amazon SQS console > Create Queue

» Provide the name: Splun

* Set Vi

« Click Create Queue

kDLQ

ity Timeout to 300 seconds

Cancel

Save changes



= AmazonSQS > Queues > Create queue
wreale yusus
Details

Type
Choose

the queus type for your application or cloud Infrastructure

© standard info

o Atdeast
o Besteeffort

[ (@ You can't change the queue type after you create a queue.

Name /

| splunkoLe

Configuration i
Set the maximum message size, visibil

Visibility timeout  info

Seconds v
Delivery delay | infe
| o Seconds v
Should be between 0 seconds and 15 minutes.
Receive message wait time | infs
o Seconds

Should be between 0 and 20 seconds.

Encryption i

770 other consumers, and message retention.

Message retention period | info

nd 14 days.

Maximum message size | Info
256

Should be between 1 KB and 256 KB,

Amazon SQS provides in-transit encryption by default. To add at-rest encryption to your queue, enable server-side encryption.

8. Create Main Queue:

* Go to the Amazon SQS console > Create Queue

» Provide the name: SplunkMain

» Set Visibility Timeout to 300 seconds

* Under Dead-letter queue, select Enable and choose SplunkDLQ

« Click Create Queue

KB
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Important: Configure the SQS visibility timeout to prevent multiple inputs from receiving and
processing messages in a queue more than once. Set your SQS visibility timeout to 5 minutes
or longer. If the visibility timeout for a message is reached before the message is fully
processed by the SQS-based S3 input, the message reappears in the queue and is retrieved
and processed again, resulting in duplicate data)

= AmazonsQs > Queues > Create queue

Name

[ SplunkMain r—

A queue name is case-sensitive and can have up to 80 characters. You can use alphanumeric characters, hyphens (-, and underscores

Configuration i
Set the maximum message size ility to other consumers, and message retention.
Visibility timeout s

300 | seconds v |

Should be betw hours.

Delivery delay  info

o Seconds v
Should be between 0 seconds and 15 minutes.
Recelve message walt time | info

o Seconds

Should be between O and 20 seconds.

Encryption it

Message retention period | Info

Maximum message size | info

256
Should be between 1 KB and 256 KB.

Amazon 5QS provides In-transit encryption by default. To add at-rest encryption to your queue, enable server-side encryption.

Server-side encryption
Disabled
© Enabled

Encryption key type
O Amazon 5Q5 key (SSE-SQS)
An encryption key that Amazon SQ creates, manages, and uses for you

AWS Key Management Service key (SSE-KMS)
An encryption key protected by AWS Key Management Service (AWS KMS).

Access policy e
Define who can access your queue.

Choose method

(& race

| pays

KB
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= AmazonsQS > Queues > Createqueue loREC]

"Resource": "arn:aws:sqs:eu-north-
1:061039773750: SplunkMain"
3

Redrive allow policy - opionat infs
Identify which source queues can use this queue as the dead-letter queue.

select use this queue as the dead queue.
© Oisabled
Enabled

Dead-letter queue - optional nfo
Send undeliverable messages to a dead-letter queue.

Set this queue to receive undeliverable messages.
Disabled
O Enabled

Choose queue

( 1039 v /

\ Maximum receives

Should be between 1 and 1000

Tags - optional infe
Atag s a label assigned to an AWS resource. Use tags to search and filter your resources or track your AWS costs.

Key Value - optional

[ @ Enter key | | @ enter vatue
-

You can add 48 more tags.

9. Create an SNS Subscription for SQS

» Go to the Amazon SNS console > Subscriptions > Create Subscription.

Amazon SNS > Subscriptions O i 6
Amazon SNS < Subscriptions (0) Edit Detete Request confirmation confirm subscription ) (| Create subseription )
Dashboard | @ searen ) 1 @
Topies

D 4 | Endpoint v | status @ | Protocol v | Topic v

Subscriptions
¥ Mobile No subscriptions found

Push notifications Create subscription

Text messaging (SMs)

» Configure the subscription:
+ Topic ARN: Select SplunkSNS (created earlier)
» Protocol: Select Amazon SQS
» Endpoint: Select SplunkMain
= Ammos > sumapoor > s © @0

@ New Feature X
Amazon SNS now supports High Throughput FIFO topi

Create subscription

Details

Topic ARN

[a rth-1:061039: - X

Protocol
‘The type of endpaint to subscribe

[ Amazon sQs — v

Endpoint
Oy Amazon 505 scandard queues wil b lsted and can receve notication from an AzewSWS Fardard topk

[ Q rth-1:0610397; - X ]

(] Enable raw message delivery

[ @ After your subscription s created, you must confirm . info ]

v

Subscription filter policy - optional i

This policy filters the messages that a subscriber receives.

Redrive policy (dead-letter queue) - optional 1.
Send undeliverable messages to a dead-letter queue \

v

» Click Create Subscription.
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10. Generate Access Key and Secret Key
» Go to IAM > Users and select your user.
» Navigate to the Security Credentials tab.

* Under Access Keys, click Create Access Key.

© 1 > users > wserspl ® ®
Identity and Access < user_spl i
Management (IAM)
Q_ Search IAM | Summary
ARN Console access Access ke
TE) am:awslam:061059773750user/user_spl £ Enabled without MFA AKIAQNSBBAS I7YEWAS2 - Active
Dashboard
Created Last console sign-in Access key 2
v
Access management June 25, 2025, 10:47 (UTC+03:00) @ Today Create access key
User groups
Users
Roles
Permissions | GrOUPS | TagS | o v credentiak | LastAccessed
Policies ) @

Consol sign-n

Console sign-in link Console password
¥ Access reports 1T https;/ prod- ignin. Updated 22 hours ago (2025-06-25 10:47 GMT#3)

Identity providers.
Account settings

ROOT access management New

Access Analyzer Last console sign-in
Resource analysis New @ 37 minutes ago (2025-06-26 08:53 GMT+3)
Unused access

Analyzer settings

Credential report Multi-factor authentication (MFA) (0) Remove Resync

Organization activity Use MFA to increase the security of your AWS environment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a maximum of 8 MFA devices assigned. Learm more [

Service control policies Type Identifier Certifications Created on
Resource control policies New
No MFA devices. Assign an MFA device to Improve the securlty of your AWS environment

AWS Organizations [2 \

—

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for Powershell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active of Inactive) at a time. Learn mare [

» Select Command Line Interface (CLI) and follow the instructions.

IAM > Users > userspl > Create access key ©'®

® :::E‘ss key best practices & Access key best practices & alternatives ...

alternatives Avoid using lang-term credentials like access keys to Improve your security. Consider the following use cases and alternatives.

Step 2 - optional

Set description tag Use case
Step3 © Ccommand Line Interface (CLI)
Retrieve access keys Vou plan to uss this access key to en3bla the AWS CLI o access your AWS account
Local code
You plan to use this access key to enable application code in a local development environment to access your
AWS account

Application running on an AWS compute service
You plan to use this access key to enable Funming on an AWS comp Amazon EC2.
Amazan ECS, or AWS Lambida to access your AWS account.

Third-party service
You plan to use this access key to anable aceess for a third-party application or service that monitors or manages
your AWS resources.

Application running outside AWS
Vou plan to use this access key to suthenticate workloads running in your data center or other Infrastructure
outside of AWS that needs to access your AWS resources.

Other

Your use case s not listed here.

£ Alternatives recommended

+ Use AWS Cloudshell, a browser-based CLI, to run commands. Learn more [2
= Use the AWS CLI V2 and enable authentication through a user in IAM Identity Center. Learn more [

Confirmation
Iunderstand the above recommendation and want to proceed to create an access key.

» Download the .csv file containing the Access Key ID and Secret Access Key.
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= 1AM > Users > userspl ) Create access key @ o

© Access key created
This Is the only time that the secret access key can be viewed or downloaded. You cannot recover It later. However, you can create a new access key any time.

step 1
@ Access key best practices & Retrieve access keys i

altematives

Step 2 - optional Access key

@ Setdescription tag If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive.

steps Access key Secret access key
(®) Retrieve access keys

O AKIAQANSBEASMHQSWVAG [ Show

Access key best practices

« Never store your access key In plain text, in a code repository, or in code.
« Disable or delete access key when no longer needed.

« Enable least-privilege permissions.

« Rotate access keys regularly.

For more detalls about managing access keys, see the best practices for managing AWS access keys.

Download .csv file Done

Configure Splunk

Note: Starting September 2025, Cisco Identity no longer provides the audience value when
creating an API client. However, the audience field is still required in the Splunk application.
Until the application is updated, please use the default audience value

https://api.oort.i o for this field. We will update this documentation once the application
no longer requires an audience value.

1. Log in to Splunk.

2. Under Apps, click Cisco Security Cloud.

3. On the Application Setup page, click Configure Application.

splunk

S gty Aerts & Ortecinn Appdication Setup

Application Setup

L

Duia Secure Makenre Analytics -k Sacure Firewall
BuS ... Vi "

iy Bep et Secuiiy Aop

Lanm Mzra Corinurs Appizssnn

Confpun: Apelication [y ey R oo sopicaon |

1. When prompted, enter the following values:
» AWS Access Key ID: From the .csv file.

+ AWS Secret Access Key: From the .csv file.


https://api.oort.io/
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+ SQS Queue URL: Go to the Amazon SQS console, select SplunkMain, and copy the
queue URL.

» External ID: Use the same Cisco Identity-generated External ID that you added to the
AWS IAM role trust policy.

» S3 Bucket URL: Enter a value in the format s3:// bucket-name.s3.
region-code.amazonaws.com. You got this value in the previous section.

« S3 Bucket Region: The AWS region where your S3 bucket is hosted (e.g., us-east-1).

Cisco Identity Intelligence API credentials

APl Credentils @

KNTSSWOUx7adlhvcaIM3EAmMUTXmCA.

Enter the client D for Cll connections

*APIURL

https:/api.integration.oort.o/api

Enter the API URL for Cll connections

*Token URL

https:flogin.dev.oort io/oauth/token

Enter the token URL for CIl connections

* AWS Access Key ID
| Axiaqanseeazs7YEW:
Enter the AWS Access Key ID

*53 Bucket URL

Enter the 53 bucket URL in the format s3://bucket-name/path, where /path s optional

Troubleshooting
In Splunk:

1. Navigate to Apps in Splunk and open the Splunk Add-on for AWS.

2. Go to the Inputs tab and verify if a new input named test_splunk_demo has been created.

splunk Apps v JU— Messagesv  Setingse  Actvyv  Hepv | Find Q

saset  Splunk Add-on for AWS

Crebte da  Cisc
+ Splu

Ingesting

Data Man{ ~ Splu

Read our |

isting with AWS and/or Kinesis TAs.

Upg

Q Activate all Deactivate all
Find More Apps
PR S——

3. Select the Account tab and find the entry for test_splunk_demo.

e Input Type % Account 3 Assume Role 3 Index 3 Status % Source Type 4 Actions

a. Ensure the account details are correct and match the credentials used during the
integration setup.
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s Splunk Add-on for AWS

25572 | & OpenaPljson

Configuration

Configure your AWS acsoull proxy settings and logging level

Account 1AM Role Add-on Global Settings Proxy Logging

Private Account

e
Name = / KeyID 2 / Autodiscovere dIAM Role & Region Category Actions
No Globai -

test_splunk_demo AKIAQANSBBAZJTYEWAS2

In AWS S3:
1. Check the S3 Bucket:

a. Log in to your AWS console and go to the S3 service.

b. Locate the bucket named splunk-cii-demo-set-up (or the bucket name used during the
integration setup). 2. Verify Data in the S3 Bucket:

a. Check if data appears in the bucket after clicking Test Connectivity in Cisco ldentity.

Amazons3 > Buckets > splunk-cii-demo-set-up

splunk-cii-demo-set-up .

Objects  Properties i Metrics Access Points

Objects (1) © (Temsson) (T emon) (& oowmtors ) (open ) (e 7 s

Objects are the fundamental entities stored In Amazon S3. You can use Amazon S3 Inventory [7 to get a list of all objects In your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [

Q. Find objects by prefix 1 [
Name T Type v | Lastmodified v | size v | storage class v

117dbbes-808e-4db3-bf28-
96479‘“4,;56 : - July 4, 2025, 08:57:26 (UTC+03:00) 77108 Standard

Webhook Splunk Integration

Overview

To establish an integration between Splunk and Cisco Identity, please refer to the setup guide
section in this document. This integration method, the Splunk HTTP Event Collector (HEC), is
utilized to receive event data as Cisco ldentity publishes it, making it suitable for streaming
event data directly from Cisco Identity to Splunk and getting notified quickly about Near-Time
Compatible detections. Prior to implementation, it is important to construct the appropriate
HEC URL and ensure robust authentication and endpoint configuration.

Prerequisites
Before you begin, please ensure you have the following:

1. Administrative access to your Cisco Identity

2. Administrative access to your Splunk Enterprise or Splunk Cloud (Minimum Cisco
Security Cloud version 3.0.0, Splunk Enterprise & Splunk Cloud 9.4, 9.3, 9.2, 9.1)

3. The Cisco Security Cloud application installed from Splunkbase

4. Appropriate permissions to configure a Splunk HTTP Event Collector (HEC)
Warning: If your organization has a large number of users or non-human identities, it is
HIGHLY encouraged to use the S3 bucket solution instead of webhooks. This ensures that
you can receive all data associated with failing detections. Webhooks are susceptible to


https://splunkbase.splunk.com/app/7404
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hitting maximum thresholds which can cause errors or unexpected data loss

Setup Guide

1. Login to your Splunk Enterprise or Splunk Cloud instance and select Cisco Security Cloud
from the Apps section

2. Under Cisco Products section go to Cisco Identity and click Configure Application

Application Setup

My Apps

mgga Duo Secure Malware Analytics
BUS oo secunny nor ¥ etwork Securty Aoy

Secure Firewall
Fuewal A

213 Cisco identity Intelligence % XDR

/=, Multicloud Defense
D Cioud Securty A

3. To get the HTTP Event Collector parameters, follow the instructions under the Set up
Guide in the Splunk app for Cisco Identity section.

Cisco Identity API Credentials

You will need API credentials from Cisco Identity to complete the setup. To generate Cisco
Identity API credentials, follow below steps

4. Sign in to Cisco ldentity
5. Go to the Integrations tab and click Add Integration
6. Scroll down and click Add API Client

7. Provide a Name and Description

8. Click Save and generate credentials
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‘dees’ Identity Intelligence

— integrations > Add infegration > API Clent
‘New API Client Integration ]
n
MNamae
i test_splunk_cii
= Descrpiion (aptional)
test_splunk_cil
L]
L s
@) D
> API Credentials
Credentials will be shown here once generated
Gal
Cancel [ O Save and generate credentials ]
~

9. Once saved, click Copy all to copy the credentials to a secure location for use in the
Splunk app.

10. Go back to Splunk and paste the copied credentials under the Cisco Identity API
Credentials section

Note: Starting September 2025, Cisco Identity no longer provides the audience value when
creating an API client. However, the audience field is still required in the Splunk application.
Until the application is updated, please use the default audience value
https://api.oort.io for this field. We will update this documentation once the application
no longer requires an audience value.


https://api.oort.io/
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Cisco Identity Intelligence API credentials

API Credentials () /

[ - |
Paste all API credentials from Cll
*Client ID

clientidValue ]

Enter the client ID for Cll connections

*API URL

https://api.integration.oort.io/api ]

Enter the APl URL for Cll connections

*Token URL

{ https:/login.dev.oort.io/oauth/token ]

Enter the token URL for Cll connections

*Audience

[ https://api.oort.io ]

Enter the audience for Cll connections

*Client Secret

{ ................ ]

Enter the client secret for Cll connections

11. Once API credentials are entered, the next step is to select the connection method.
Select Webhook as the connection method from the drop down.

Connection

*Choose the connection method (§)

[ Select... -

Cancel Save

12. Next, enter the Splunk HTTP Event Collector (HEC) URL. This URL will handle incoming
events from Cisco Identity. Please ensure that the URL is correct and properly formatted.
Once confirmed, click Save.

Connection

*Choose the connection method ()

‘. Webhook - - |

*HTTP Event Collector URL /

‘ https://splunkexample link:8088/services/collector/raw

Enter the Splunk HTTP Event Collector (HEC) URL for Cll connections

Troubleshooting

Required Permissions: Ensure you have sc_admin or equivalent permissions in Splunk.
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Part 1: Basic HEC Setup and Direct curl Test
This checks if your Splunk HEC is configured and listening.

U have s aamin or equivaient permissions in Spiunk Add Data

A You do not have the capability to add data. Please contact your administrator

HTTP Event Collector "
Configure a new token for receiving data over HTTP. Learn More [2

Configure tokens that cllents can use 1o sand data over HTTP or
HTTPS.

MName
AWS Billing
Collect and index billing report of AWS in CSV format located ir
AWS S3 Ducke! Source name override optional
AWS Billing (Cost And Usage Report) Description optianal
AWS CloudTrail
Collect and ingex log files produced by AWS CloudTrail. CloudTral Enable indexer _'\
iogging must be enabled and published to SNS topics and an 5G5S acknowledgement

queue

aws_cloudtrail_lake

FAQ

> What is the HTTP Event Collector?

CloudTrail Lake

AWS CloudWatch Metrics N y
> How do | set up the HTTP Event Collector?

AWS CloudWatch Logs > How do | view and configure the tokens that | can use to send data to the HTTP Event
Collect and index events in AWS CloudWatch Logs Collector?
> What clients can send data to the HTTP Event Collector?
AWS Config
Collect notifications produced by AWS Config The feature must be > What port and protocol does the HTTP Event Collector receive data on and how can | change
nust be subscribed to an SQS queue that?

Enable and Configure HTTP Event Collector (HEC) in Splunk

Data inputs
41 U cala nputs from Hes and drecioes. hetwork ports, nd scrpted mpULS. I you want 10 sat L forwarding &nd 1eceng Debween wo Sahink stances, go 1o Fowardrg and receving.
Local Inputs x
Type npats Actons
il
It
a4 Dl
dox 8 local e

' repat of AW in CSV formt ocaned in AWS 53 bucket

1. Navigate to Settings > Data Inputs

2. Under “Local Inputs", click on HTTP Event Collector.

3. If HEC is not enabled, click Global Settings in the top right.

4. Toggle All Tokens to “Enabled" .

5. Optionally, set a Source type and Default index for all HEC inputs.

6. Click Save.

7. Back on the HTTP Event Collector page, click New Token to create a new HEC token.

8. Give your token a Name (e.g., HEC_Test_Token).
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9. (Optional) Set Source type, Input settings (e.g., index, host field value). For a basic test,
default settings are often fine.

10. Click Review, then Submit.

11. After the token is created, Splunk will display the Token Value. Copy Token Value.

Construct Your HEC Endpoint URL

1. The HEC endpoint URL typically follows this format:
https://\:8088/services/collector/event

2. Replace \ with the hostname or IP address of your Splunk instance.

3. The default HEC port is 8088. Ensure this port is open on your Splunk server and
accessible from where you are running the curl command.

4. For example, if your Splunk host is splunk.example.com, your URL would be
https://splunk.example.com:8088/services/collector/raw

HTTP Event Collector B Giobel setings m

a Inputs » HTTP Event Collector

1 Tokens App: All » 1 Q 20 per page

Name * Actions Token Value ¢ Source Type Index Status

Delete Copy T e main Disabled

Send a Test Event using curl

1. Open a terminal or command prompt on a machine that has network access to your
Splunk instance.

2. Use the following curl command, replacing {Token Value} and {HEC URL} with your
specific details:

curl -k -H “Authorization: Splunk {Token Value}” -d ‘{"event": “Hello,
Spl unk HEC Test!"}' {HEC URL} 3. URI Formats for Splunk Cloud Platform: 1. Standard
URI format for Splunk Cloud Platform free trials:
https://http-inputs-example.splunkcloud.com:8088/services/collector/raw 2. Standard URI
format for Splunk Cloud Platform:
https://http-inputs-example.splunkcloud.com:443/services/collector/raw 3. Standard URI
format for Splunk Cloud Platform on Google Cloud:
https://http-inputs.example.splunkcloud.com:443/services/collector/raw 4. Standard URI
format for Splunk Cloud Fedramp Moderate on AWS Govcloud:
https://http-inputs.example.splunkcloudgc.com:443/services/collector/raw 4. URI Formats
for Splunk Enterprise: Standard URI format:
https://splunkexample.link:8088/services/collector/raw

Example:
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~ % curl -k -H "Authorization: Splunk b76lcd12-9e@a-4f0f-]
b57d-c78d42f41da3" -d '{"event": "Hello, Splunk Cloud!", "sourcetype": "malwar
e"}' https://http-inputs-cisco-duobu-cii.splunkcloud.com:443/services/collecto

r/raw
{"text":"Success","code":0} o

Verify Success

1. A successful response is {" text":" Success"," code" :0}.
2. Search in Splunk for the event: index=\ “Hello, Splunk HEC Test!”

Part 2: Troubleshooting External System Integration

1. If the Splunk input was successfully created and the webhook on Cisco Identity was also
created, you can proceed with a connectivity test.

2. However, if no data appears in Splunk after the test, a potential issue could be associated
with IP allowlisting.

3. To enable incoming data, Splunk may require the inclusion of the Cisco Identity IP
address within its allowlist (whitelist).

4. In some cases, adding a broad range such as 0.0.0.0/0 to the allowlist might be
considered temporarily for testing, but this is not recommended for production due to
security risks.

5. To secure and for successful data ingestion, it is advisable to obtain the precise Cisco
Identity cloud IP addresses or ranges from Cisco and include only those in the Splunk
allowlist. (https://docs.oort.io/integrations/webhooks). Specifically, please add the AWS
IP ranges for your specific Duo-Cisco Identity region (e.g. Europe) as outlined here.

IP Allow List Management

Server Settings » IP Allow List Management

IP allow list management lets you control which IP addresses on your network have access to Splunk Cloud Platform features. Select a use case and add IP
subnets to grant access to the specified feature. IP allow list changes can take some time to propagate through the system. Note that token authentication
must be enabled to modify the IP allow list. Learn more (2

HEC access for ingestion Indexer ingestion Search head AP| access IDM API IDM Ul access Search head Ul access

['oooe-o J X

+ Add IP subnet

S m

Jira Integration

Overview

The Cisco Identity security platform can integrate with Atlassian Jira to open tickets in
response to failed Checks for various security configuration and identity threat events.


https://docs.oort.io/integrations/webhooks
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
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This document will walk you through the process of setting up access to Jira and will also
walk you through the setup inside of the Cisco Identity console.

Jira Configuration

To add the necessary configuration in Jira, you need to have admin access to create a service
account for the integration.

From the Jira admin console, create a new user account that will act as the dedicated service
account for the integration following this article.

Set the password according to your organization’s service account password policy and store
it securely.

Add this user account to the Jira project where you intend to send Cisco Identity related
issues and tasks.

Provide the user account that you created with a role or permissions that allow it to create,
read, and modify issues.

This article covers the various permission schemes available in Jira.

The next step is to login with that user account and create an API token.

Copy the API token to a secure location for input into the Cisco Identity console below.
Cisco Identity Configuration

Within the Cisco Identity console, navigate to -

Integrations -> New Integration -> Jira

Enter the following information according to the instructions below:

Enter an integration name and description.\

Enter your Jira instance URL. \

Enter the Project Key for the Jira project where you wish to open Cisco Identity related
issues. The project key can be obtain in Jira by navigating to the Project page -> Project
Settings.

Enter the email address of the service account you created.
Enter the API token created above.

Click Save.

Test the Jira Integration


https://confluence.atlassian.com/adminjiraserver/create-edit-or-remove-a-user-938847025.html
https://confluence.atlassian.com/adminjiracloud/managing-project-permissions-776636362.html
https://support.atlassian.com/atlassian-account/docs/manage-api-tokens-for-your-atlassian-account/
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To test the integration, navigate to a user that is failing a particular check, such as Inactive
Users. Go to the Checks tab for that user.

Click the three dot option menu for a failing check and select Open Ticket.
Select your Jira ticketing service instance and click Confirm.

The ticket will appear in the lower section.

ServiceNOW Integration

Overview

The Cisco Identity security platform can integrate with ServiceNOW to open tickets in
response to failed Checks for various security configuration and identity threat events.

This document will walk you through the process of setting up access to ServiceNOW and will

also walk you through the setup inside of the Cisco Identity console.

ServiceNOW Configuration

To add the necessary configuration in ServiceNOW, you need to have admin access to the
following:

From the ServiceNOW admin console, select User Administration.

Create a new account for the Cisco Identity integration. Set the password according to your
organization’s service account password policy and store it securely.

Check the Web service access only option.
Give it the incident_manager role.

Click Save.

Cisco Identity Configuration

Within the Cisco Identity console, navigate to -
Integrations -> New Integration -> ServiceNOW
Enter the following information:

Enter a name and description. Enter your ServiceNOW instance URL. It may be a custom URL
if you have that configured. Enter the username and password of the account that you
created.

Click Save.
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To test the integration, navigate to a user that is failing a particular check, such as Inactive
Users. Go to the Checks tab for that user.

Click the three dot option menu for a failing check and select Open Ticket. The ticket will
appear in the lower section.

After testing successfully, click the Collect Now button to begin initial data collection

immediately.

Data Payload Details

The following table shows an overview of JSON styled payload that will be sent from Cisco
Identity out to ServiceNow

Field
login
displayName

status

userTypeClassification

ipAddresses

lastSigninLocation

managerLogin
phoneNumber

unusedApplications

usedApplications

Description
end user login
User's Display Name

Status, such as
Active or Inactive

Valid values:
INTERNAL,
EXTERNAL,
MISSING,
UNCLASSIFIED,
INCONSISTENT,
SERVICE_ACCOUNT

Upto5IP
addresses recently
used by the user

Last geolocation the
user signed in from

Manager LoginlD
Phone Number

Up to 2 applications
the user is assigned
to but not using

Up to 5 applications
used by the user

Type
string
string

string

string

list of IP addresses
along with geo
location

city, country, state if
available

string
string

Csv

Csv

Is Required

true

true

true

true

false

false

false

false

false

false
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Up to 5 factors used CSV string false

by the user

Example Ticket Description with End User Digest

kar sch. heuck@i nubi z.com failing C sco Identity Check: |IP Threat Detected

User Details:

Di spl ay Nane

Logi n

St at us

Type

Manager

Phone

Used | P Addresses
Used Applications
Unused Applications
Used Factors

Last Sign-in Location :

Recommended Acti ons:

Kar sch Heuck

kar sch. heuck@i nmubi z. com

ACTI VE

| NTERNAL

N A

N A

2600: 1017: b808: d190: 4641: e114: b3al: 430a (US: New Yor k: New York) 2601: 28C
cisco asa vpn (burlington), Ci sco Identity Corp Okta instance, |ognein

push, totp
us

We recommend contacting the end-user to purge the machine originating the traffic. We only tag

See user in Cisco ldentity:
htt ps://dashboard. ci . oort.i o/ go?or g=Hh8hsedcx4CqYJOp&t ype=user s& ogi n=kar sch. heuck%0si nubi z. cc
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