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Cisco Identity How-to Guides

How-to Guides

Explore our in-depth guides on how to achieve your goals in Cisco ldentity.
¢ Using Response Actions
+ Manage Tenant Settings
» Control and Monitor Access
» Linking User Accounts
* Investigating Users

» Creating Advanced Queries

Accessing and Securing your Cisco Identity Tenant

Overview

This article describes several critical aspects of the Cisco Identity security solution -
¢ Understanding tenant types
e Accessing your tenant

e Securing access to your tenant

Tenant Types

The Cisco Identity cloud platform leverages several different tenant tiers and editions, as well
as geolocations, which is not unusual for SaaS solutions. From an client perspective, the
different environments do not have different development cycles or characteristics.

Cisco Identity Production Environment

The Production environment is refreshed with the latest build on a weekly cycle.

Social authentication platforms are not allowed for Production tenants. Only SSO from a
client's IdP or IAM solution, such as Azure, Okta, Duo Security SSO, etc., is allowed. For this
reason, users are not required to enroll and use MFA via the Cisco Identity customer auth
platform.

Accessing your Tenant from Duo Security

If your Cisco Identity tenant has been provisioned from your Duo tenant, then you can access
Cisco Identity from the Launch Cisco Identity button under the Monitoring tab.


https://duo.com/docs/identity-security#provision-your-cisco-identity-intelligence-tenant
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Creating a Bookmark or Shortcut for Direct Tenant Access

For Duo Security customers, to create a direct URL bookmark in Duo Central or another IDP or
SSO platform for users to launch the Cisco Identity console, simply right click the Launch
button shown above and copy the URL to the clipboard.

This URL will have both the tenant name (" slug") and the SSO connection name for your
tenant appended to it. It will take users directly to your SSO and into the Cisco Identity tenant
after authentication.

If you are not a Duo Security customer with an integrated Cisco Identity tenant, you can copy
a bookmark URL via Tenant Settings, or simply copy a share link from one of many locations in
the console, such as the Dashboard page, to use when creating a browser bookmark. This
will be of the form (note the base URL is geo deployment zone specific, see below for the
list):

htt ps://dashboard. oort.i o/ go?sl ug=t enant nane

Use this as your bookmark. Users will need to select your SSO login button and then
authenticate.


https://duo.com/docs/duo-central

| Accessing and Securing your Cisco Identity Tenant | 3

««s«  Actions

Share Page

Accessing your Tenant Directly

There are several ways to access your tenant.
1. Navigate to the following URLs, depending on your tenant location:

US Production: https://dashboard.oort.io/

EU Production: https://dashboard.eu.oort.io/ Australia Production:
https://dashboard.au.oort.io/ Japan Production: https://dashboard.jp.oort.io/ United
Kingdom: https://dashboard.uk.oort.io/ Canada: https://dashboard.ca.oort.io/ Singapore:
https://dashboard.sg.oort.io/ India: https://dashboard.in.oort.io/ 2. Click the Login button in
the top right and then enter your tenant name. Then click Continue.


https://dashboard.oort.io/
https://dashboard.eu.oort.io/
https://dashboard.au.oort.io/
https://dashboard.jp.oort.io/
https://dashboard.ca.oort.io/
https://dashboard.sg.oort.io/
https://dashboard.in.oort.io/
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CONNECTING TO CISCO IDENTITY INTELLIGENCE
Enter Organization

Select your organization to continue

Organization Name

3. At this point, you will be presented with the available logon options, which will include your
enterprise SSO method.

One or more login options for Cisco Support will also be present, but are unused unless
permissions is granted by the client.

Welcome

Loginto fo continue to Cisco Identity
Intelligence Production Login.

Continue with Entra
ID

Al Continue with Cisco CX & Support

@ Continue with Oort Support Okta

4. Select your enterprise SSO login option and conti
be redirected to the Dashboard page when complete. Note - Cisco Identity does not provide
a local username and password login option.
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Securing your Cisco Identity Tenant
There are several important concepts related to securing your Cisco ldentity tenant.

« Multi-factor authentication (MFA) - Cisco requires this in all tenants. It is discussed
further below.

« Session idle timeouts - Cisco has a default 15 min session idle timeout.

« Role-based Access Controls (RBAC) - Cisco recommends RBAC be implemented in all
Production tenants. Role-based access options and configuration is discussed in this
article - role-based-access-and-access-logs.md.

MFA in Production Tenants

Cisco relies solely on customer IAM platforms for customer authentication and SSO into
production tenants. Cisco insists on some form of MFA for these connections, but it is the
customer's responsibility to implement and enforce it via their IAM platform.

MFA enrollment with the Cisco customer authentication platform is not required for this
reason.

Can Cisco Identity analyze behavior and fail checks
more frequently?

While the short answer to this question is “yes", there are several important things to consider
and requirements that must be met for Cisco ldentity to change the frequency of its data
collection and analysis.

First, it is important to understand how Cisco ldentity works out of the box.

Note: There is no setting that can be manually enabled or disabled by customers within their
own Cisco Identity tenants. The Cisco Identity team will make the change for you

How Cisco Identity works

Step 1: Data Collection

Generally speaking, by default, your Cisco Identity tenant pulls data regularly throughout the
day from all of the identity sources connected to your tenant via their respective APls. We
refer to this as Data Collection. In many cases, Cisco Identity only pulls the delta of data -
anything new or anything that has changed - compared to the previous data collection.

This data collection process happens in the background, approximately every hour or so.

Although data is being collected frequently throughout the day, Cisco Identity does not do
anything immediately with that data - new check failures are not recorded, user activity logs
are not updated, check failure notifications are not sent, User Trust Levels and Identity
Posture Score are not recalculated, just to name a few examples.



| Can Cisco Identity analyze behavior and fail checks more frequently? | 6

Step 2: Data Analysis

That is because the data collection alone is not sufficient to trigger those different events to
happen. To support all these events (and more) Cisco Identity must run a full analysis of the
data that was collected throughout the day to examine the individual data points, analyze data
points across identity sources, compare the new data points to historical data points (ie: data
from previous days), evaluate the data and events against each check's logic, etc. It is
important to note that after the Data Analysis is complete for a given identity source, user
check failures will still not be updated.

As you can imagine, this is quite a complex, time consuming and resource intensive process,
which is why the Data Analysis runs once every 24 hours for each identity source. There is
no set timing for when each identity source's data analysis runs, they are distributed
throughout the day at random.

Step 3: Data Updates and Notifications

User data and check failures are updated once a day on a scheduled 24-hour cycle for ALL
connected identity sources. It is during this step that the platform is updated with new records
and you will start seeing updates and the new information populated in the platform. If
notification targets are enabled on checks, then alerts for new check failures will be sent at
this time as well. The timing of the notification task can be modified to fit your organization's
preferences.

You can customize the time that check notification occurs to fit your organization's
preferences. To do so, navigate to the Tenant Settings menu item and select the Checks
Timing option. For example, some customers prefer that notifications be sent before the start
of their work day so that they can start their day by reviewing all the new check failures.

Be sure to build in some buffer time to ensure that all checks can be updated before the team
is online as this process can take some time, especially for larger tenants. If the process is still
running when your team starts accessing the platform, the platform may still be updating, so
the results can change from one minute to the next, which can create confusion.

The exception - Near Time Checks

All that being said, there are certain instances where the check analysis and notifications
update outside of the 24 hour cycle. This happens with “near time” compatible checks

What are “Near Time” compatible checks

Cisco Identity has a small number of checks today that are considered “near time”
compatible, which means that the platform will detect and alert on failures for these checks
much closer to the time that the actual event happened. Rather than wait for the 24-hour
analysis cycle, “near time” checks will typically notify about a failure within approximately an
hour of the user event occurring.
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For the compatible checks to process events in near time, event streaming must be enabled
for the compatible source(s). Event Streaming is managed per identity provider. Below are
links to documentation about how to configure event streaming documentation for each
source:

e Okta
* Entra Event Hub

* Duo
It is important to note that certain checks may be near time compatible with one identity
source, but not another. Compatibility is determined based on the format of the data received
from the identity source and any associated limitations that allow or prohibit us from making
the check near time compatible.

Important things to consider before increasing detection
frequency

Cisco Identity can change a tenant's setting so that user activity logs and check failures are
updated more often throughout the day instead of the default 24 hour cycle. We refer to this
updated setting as Threat Di scovery Mode (TDV): H gh

While this may sound great at first, there are a few very important things to consider before
switching your tenant to TDM  Hi gh .

As we described above, for Cisco Identity to support all the events and data displayed in the
Ul, it must run a full analysis of the data it has collected throughout the day. With TDM Hi gh,
Cisco Identity must run the full analysis on an hourly basis in order to update all the data
displayed in the platform.

Risks of Threat Discovery Mode: High

We often find that after enabling this setting, many customers come back to us and ask us to
turn it off. This is because even with the best intentions, for most teams TDM Hi gh is too
frequent. Before the team has had a chance to finish reviewing, investigating, triaging and
remediating the detections from 10 AM, the analysis runs again at 11 AM and now, there are a
whole batch of new failures to investigate. This can be very overwhelming and stressful for
teams to manage, and even counterproductive to their success with Cisco Identity.

That is why we highly recommend that you consider how your team is set up (size, level of
experience/expertise, etc), how they would manage and work with this frequency of check
failures, how they would balance this alongside their other responsibilities, as well as ensure
that the team has a very well tested and established process in place for investigating and
triaging detections, before making the change, so that your team can make the most of TDM
H gh.
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Below are some example questions you should ask yourself/the team to determine if TDM
H gh makes sense for the team at their current stage of adoption and operationalization:

* Who will be responsible for reviewing, investigating and triaging check failures?

* Who will be responsible for reviewing all the detections that come in during the team's
“offline” or “non-business” hours?

» What is the current volume of check failures seen on a daily basis across all checks?
Across the checks of most importance?

* Would the team be able to get the number of failing users down to 0 in one day on only
the checks that are most important to your organization?

» What notification system is in place to ensure that the team can proactively review any
detections as soon as they are reported?

* How does your team currently manage the detections that Cisco Identity reports daily?

» What processes do the team follow today to operationalize the information provided by
Cisco Identity?

» Does your team have sufficient resourcing to review new user failures every hour?

» \What other tools or responsibilities does the team have that they will need to balance
alongside the work created by Cisco Identity? How does this fit in with the increased
workload associated with TDM  Hi gh ?

» If the team cannot successfully operationalize the data received at this level of frequency,
what is the intended value or benefit your team gains by receiving the data at this rate?
If your organization cannot properly operationalize and manage the frequency, and volume, of
detections that would occur by being in TDM Hi gh , then the value your team will get from
updating this setting is incredibly limited. Even worse, if the team is not ready, changing to
TDM Hi gh is more likely to hurt your team's adoption and usage of Cisco Identity than it is to
help.

If this is the case, it is best to hold off on making the change and continue working with the 24
hour schedule, until the team is able to really benefit from having data updated more
frequently throughout their day.

Prerequisites to enable Threat Discovery Mode: High

As we discussed, because of the increased frequency of data collection and the general risk
associated with enabling TDM Hi gh , there are a few requirements that must be met before
TDM Hi gh can be enabled on a tenant.

Prerequisites

1. You have at least 1 additional identity source connected to your Cisco Identity
tenant
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The more identity sources that are connected to your Cisco Identity tenant, the better the
platform works. It is critical to connect your primary Identity Provider (IdP) to your tenant get a
holistic view of your users and to identify users who may not exist in Duo. If you connect
additional sources, your view on a user gets even wider. When you connect your Human
Resource Information System (HRIS) data, you get additional context about a user that is also
valuable.

Cisco Identity leverages the additional user context, data and activity from these sources to
reduce the number of false positives reported. This is important when utilizing TDM  Hi gh
because the detection analysis is happening very frequently, so low-fidelity results can create
a lot of additional, time consuming and low value work for your team compared to
high-fidelity results that are worth the investigation. If Duo is the only integration connected to
your Cisco Identity tenant, the detection results are much more likely to be noisy, so you will
get less value not just from Cisco Identity overall, but also less value from TDM Hi gh.

2. Notification Target must be enabled

Setting up and configuring Notification Targets is an important step to general
operationalization of Cisco ldentity, and is an even more critical component to get meaningful
value from TDM Hi gh. With TDM Hi gh, checks will start failing on an hourly basis. If your
tenant does not have a notification target connected and configured on checks, then the team
will not be able to receive proactive alerts about new users failing throughout the day and they
will need to sign in to the platform repeatedly to see what has changed from the previous
hour. Additionally, without an alerting mechanism, there will be a delay between when a
detection was reported, when the team logs into the Ul to see that a detection was reported
and the team starting an investigation.

These delays diminish the value of TDM Hi gh because even though the data analysis is
running frequently throughout the day, the team isn't able to easily investigate the issues at
the same pace since they won't know about the detection as soon as Cisco Identity reports it.

We highly recommend using a messaging system (ex: Slack, Teams, Webex) or using
Webhooks to send the alerts to a SIEM, rather than using an email notification target.
Notifications sent to messaging systems include more details about the user failure and triage
options, making it easier to manage and interact with the alerts than email, while SIEMs are
great options for teams managing a large volume of notifications, consolidating logs and
alerts across multiple tools, or working with a Security Operations (SOC) team.

3. Streaming must be enabled for all compatible connected identity sources

If you would like to enable TDM Hi gh you must first enable Streaming on all connected
identity sources that support streaming (currently Duo, Entra ID, Okta). This is for a few
reasons:

» There are certain data points that Cisco Identity only receives via Streaming that are
needed to determine check failures
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» Streaming ensures that data can be sent to Cisco Identity without overloading the identity
source's APIs or causing rate limiting/throttling issues that could impact other tools in your
environment

» Note: Microsoft Event Hub does incur an additional cost for Microsoft. You will need to
speak with your Microsoft rep to learn about pricing. Streaming for Entra is required to
support TDM  Hi gh because it is very common for Cisco Identity to experience rate
limiting on Microsoft's GraphQL API as it is shared across multiple Microsoft services.
Because their APl is shared across multiple services, if Microsoft starts to rate limit the
API, it can also cause unpredictable and unexpected results in other Microsoft services
(ex: Sharepoint)

» |If Streaming is not currently enabled, there is no near-time alerting for checks that are
already near-time compatible without TDM Hi gh . We recommend that you enable
streaming and use the small number of near time compatible checks to simulate the
experience and gauge the volume and frequency associated withTDM: High . This will
help you better understand if the team is prepared to properly operationalize the check
results of a few checks, before enabling TDM Hi gh across ALL checks.

Enabling Threat Discovery Mode: High

If you have read all the documentation above, your tenant meets the requirements listed, and
you would like to have TDM Hi gh enabled on your tenant, contact your Duo representative
team or Support. They will reach out to the Cisco Identity team directly who will verify the
requirements are met and enable the TDM Hi gh setting.

There is currently not a way to manually enable or disable this setting within your own tenant.
If you would like to disable the setting, you will need to follow the same process to request
that it be turned off.

Cisco Identity in Cloud Control

Cisco Identity in Cisco Cloud Control

Welcome to the Cisco Identity documentation for Cisco Cloud Control.

This guide provides comprehensive information for understanding, configuring, and using
Identity to bring identity context to your network.

Table of Contents

» Overview
» Getting Started
 Identity for Al Canvas

+ |dentity in Cisco Cloud Control Inventory
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Overview
Note: Cisco Cloud Control is only available in the US at this time.

What is Cisco Identity?

Cisco Identity brings identity context to the network through Cisco Cloud Control. It's an
analytics hub that aggregates identity, device, network, application, and agentic activity into
one operational view.

Cisco Identity helps you:

» See the actors behind access: Identify humans, devices, apps, workloads, service
accounts, and Al agents

« Evaluate posture and change: Use Trust Levels, anomaly signals, and timelines to
understand risk

» Investigate with context: Use Al Canvas to bring identity, device, network, and
application context into guided investigations

« Turn context into action: Use actor context to inform network policy, segmentation, and
access decisions

Getting Started

Prerequisites

Before using Cisco ldentity, ensure you have:
+ Tenant Full Admin is required to add, edit, test, or remove Cisco Identity integrations

* Note: The Cisco Cloud Control Integration Admin role does not currently grant
integration-management permissions within Cisco Identity

» Tenant Read-Only users can view Cisco ldentity data but cannot configure
integrations or take any other actions

2. Atleast one connected product: Cisco Identity requires your org to have at least one
product (e.g.: Secure Access, Meraki, Splunk, or more) already connected in Cisco Cloud
Control - an empty Cisco Cloud Control tenant alone is not sufficient

License Requirements

« All Customers: Can integrate Cisco Identity with Cisco product integrations (Duo, ISE,
Secure Access, Webex, Splunk)

« Duo Advantage+ or ISE Advantage+: Required to integrate external (non-Cisco) sources

To verify your edition for paid access, open a support case with Cisco Support.

Access & Roles

Cisco Identity uses Cisco Cloud Control roles to control access:

» Tenant Full Admin: Can access Cisco ldentity and configure integrations


https://www.cisco.com/c/en/us/td/docs/ai/cisco-cloud-control/articles/cisco-cloud-control-getting-started.html
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» Tenant Read-Only: Can view Cisco ldentity data but cannot make configuration changes
or take any other write actions

» Integration Admin: This Cisco Cloud Control role is not currently supported for managing
integrations within Cisco Identity

If you need to add or manage an integration, ask a Cisco Cloud Control Tenant Full Admin to
assign you the Tenant Full Admin role through Admin Console > Users.

Accessing Identity
1. Log in to Cisco Cloud Control via any supported product

2. Navigate to Platform Services and select Identity
3. Your tenant will automatically be provisioned for you to start using Cisco Identity

Initial Configuration

Warning: The following configuration steps require the Tenant Full Admin role. Tenant
Read-Only users can view integrations but cannot add or modify them. The Integration Admin
role is not currently supported for these actions.

Step 1: Review Integrations

1. In Identity, navigate to Settings > Integrations

» Cisco: Duo, ISE, Secure Access, Webex, Splunk

» External: Okta, Entra, Active Directory, Google, Slack, GitHub and more
Step 2: Configure Data Collection

For each integration:
1. Select Add Integration for the desired source from the Integrations list.

2. Integrations that are not available for your organization based on Licensing will be greyed
out. Contact Support if you believe your organization should be entitled to these
integrations per your licensing

3. Follow the integration configuration steps found in documentation article for the
respective integration that you have selected

4. After you have completed the necessary steps, select Save to store your changes and to
trigger the automated connectivity test. The connectivity test can take several minutes but
you do not have to stay on this screen for it to continue processing

5. If the test completes successfully, the integration is configured and data collection will
start automatically within the next ___. If the connectivity test fails (Connecti vity

Status: Fail ed) , review the errors in the system logs and the current configuration to
resolve the issue

Step 3: Explore the Dashboard


https://docs.oort.io/integrations
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Warning: The data ingestion process can take over 24 hours or up to a week to complete and
stabilize as it collects historical data. In very large environments, this can even take up to 2
weeks. For this reason, we highly recommend not reviewing data before 7 days as it can still
contain data inconsistencies.

1. Navigate to the Identity dashboard

« Total actors and entities (humans, devices, apps, non-humans, agents)
» Trust Level distribution
» Posture Score
» Top risk factors and insights
3. Drill into specific actors, entities, detections or trends

What's Next

Now that you've done your initial setup, learn more about how you can improve your identity
security posture score and clean up identities.

Identity for Al Canvas

Note: Identity for Al Canvas is currently in beta and is only available to customers on
Cisco Cloud Control.

The functionality is still evolving and subject to change. Before using the results, verify them
for accuracy and completeness.

What is Al Canvas?

Al Canvas brings identity, device, network, and application context into guided investigations
using natural language.

Al Canvas is an Al-powered investigation assistant that answers natural language questions
about your Cisco Cloud Control products.

For Cisco Identity, you can ask about identity and access, correlate data across identity
sources, network telemetry, and application logs, receive guided investigation paths, and
generate investigation summaries.

Using Al Canvas

Al Canvas provides guidance for common investigations including compromised credentials,
suspicious access, and posture degradation. Start with broad questions, use actor identifiers,
specify timeframes, and build on previous responses to deepen investigations.

Access Al Canvas by navigating to Al Canvas from the header in Cisco Cloud Control. Ask
questions about:

* Actors: High-risk users, service account status, access patterns, anomalies

» Devices: Compliance status, unmanaged devices, device usage


https://docs.oort.io/best-practices/whats-next-how-to-use-identity-intelligence-effectively
https://docs.oort.io/best-practices/whats-next-how-to-use-identity-intelligence-effectively
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» Access: Resource access history, failed authentications, privilege assignments

« Al Agents: Agent activity, service account usage, resource access patterns

For comprehensive Al Canvas documentation including detailed examples, investigation
workflows, and best practices, see the Cisco Cloud Control Canvas guide.

Identity in Cisco Cloud Control Inventory

Cisco Cloud Control Inventory provides centralized visibility into networking devices, including
ISE infrastructure nodes (Primary Admin Nodes, Secondary Admin Nodes, Policy Service
Nodes, and Monitoring/Troubleshooting Nodes).

Once ISE is integrated with Cisco Identity, navigate to Inventory under Platform Services to
view node information including hostname, type, software version, health status, and sync
time. You can search, filter, and export inventory data.

For comprehensive Inventory documentation, see the Cisco Cloud Control Inventory
documentation.

Additional Resources

* Cisco Cloud Control Documentation

* Cisco Cloud Control Canvas User Guide

MFA FAQ

Overview

Cisco Identity collects MFA factor information from any available sources.

This article addresses some frequently asked questions around MFA factor usage and
classification.

MFA Factor Strength

Cisco Identity categorizes different types of MFA factors by strength according to the
guidelines set forth in the latest NIST 800-63B standard, specifically the Authenticator
Assurance Levels (AAL).

In the chart below, shown the Dashboard, authenticators may have an assurance level of Low,
Medium, or High, which corresponds to AAL 1, 2, and 3, respectively.

A level of Unknown means that the identity source likely is using a 3rd party MFA provider or
platform and the authenticator strength is not reported in the event details.

See the #mfa-factor-strength-mapping list below for specific identity providers and factor
types.


https://www.cisco.com/c/en/us/td/docs/ai/cisco-cloud-control/articles/cisco-cloud-control-canvas.html
https://www.cisco.com/c/en/us/td/docs/ai/cisco-cloud-control/articles/cisco-cloud-control-inventory.html
https://www.cisco.com/c/en/us/td/docs/ai/cisco-cloud-control/articles/cisco-cloud-control-inventory.html
https://www.cisco.com/c/en/us/td/docs/ai/cisco-cloud-control/articles/cisco-cloud-control-getting-started.html
https://www.cisco.com/c/en/us/td/docs/ai/cisco-cloud-control/articles/cisco-cloud-control-canvas.html
https://pages.nist.gov/800-63-3-Implementation-Resources/63B/AAL/
https://pages.nist.gov/800-63-3-Implementation-Resources/63B/AAL/
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MFA Factor Status

User MFA factors may have a variety of statuses reported by the identity system. Most factors

will typically show as ACTI VE or DI SABLED.
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Note that factors with a status of PENDING or PENDI NG ACTI VI ATI ON are NOT considered to
be fully enrolled and activated factors, so a user with only these factor statuses (besides

Passwor d as a first factor) will fail the No MFA Configured check.
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MFA Factor Strength Mapping

The list below provides the current factor mapping for each factor type encountered in the
primary IDP and IAM systems.

Passkeys

Based on the recent NIST publication around Syncable Authenticators, more commonly
known as Passkeys, which are capable of AAL2, Cisco Identity classifies Passkeys as Medi um
strength.

Factor Strength Table

NOTE: Factor types, names, and other details reported by the IDP and IAM systems are
constantly evolving and changing, so the actual user interface may differ slightly.


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63Bsup1.pdf
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[ AZURE_AD , 'alternateMbil ePhone', undefined, AssurancelLevel.Low,

[' AZURE_AD , 'appCode', undefined, AssurancelLevel.Mediun,

[" AZURE_AD , 'appNotification', undefined, AssurancelLevel.Mediuni,
["AZURE_AD , 'emmil', undefined, AssurancelLevel.LlLow],

[ AZURE_AD , 'nobil ePhone', undefined, AssurancelLevel.LlLow,

[" AZURE_AD , 'officePhone', undefined, AssurancelLevel.Low,

[' AZURE_AD , 'securityQuestion', undefined, AssurancelLevel.LlLow],

[' AZURE_AD , 'mcrosoftAuthenticator’', undefined, AssurancelLevel . Mediun,
[" AZURE_AD , 'password', undefined, AssurancelLevel.LlLow,

[ AZURE_AD , 'phone', undefined, AssurancelLevel.LlLow],

[ AZURE_AD , 'softwareCath', undefined, AssurancelLevel.Mediuni,

[ AZURE_AD , 'wi ndowsHel | oFor Busi ness', undefined, AssurancelLevel . High],

[" AZURE_AD , '509 Certificate', undefined, Assurancelevel.H gh],

[' AZURE_AD , 'Qher', undefined, AssurancelLevel . Unknown],

[" AZURE_AD , 'm crosoftAuthenticatorPasswordl ess', undefined, AssurancelLevel.H gh],
[ AZURE_AD , 'nobil eAppNotification', undefined, AssurancelLevel.Mediun,

[ AZURE_AD , 'tenporaryAccessPass', undefined, Assurancelevel.LlLow],
["AZURE_AD , 'QR code', undefined, AssurancelLevel.Mediun,

[" AZURE_AD , 'fido2', undefined, AssurancelLevel.High],

[' AZURE_AD , 'platfornCredential Aut henticati onMet hod', undefined, AssurancelLevel.Unknown],
['CUSTOM, 'clains_provider', 'Beyondl D MFA', AssurancelLevel . Unknown],
['CUSTOM , 'clainms_provider', 'Duo O DC MFA', AssurancelLevel . Unknown],
['CUSTOM , 'token:hotp', 'Feitian Hardware TOTP', AssurancelLevel . Unknown],
['DEL_OATH , 'token', 'On-Prem MFA', AssurancelLevel . Unknown],

["DUO, "d1', undefined, AssurancelLevel.Mediuni,

['DUO, 'bypass_code', undefined, AssurancelLevel.Low,

['DUO , 'duo_nobile_passcode', undefined, AssurancelLevel.Mediun,

["DUO, 'duo_push', undefined, AssurancelLevel.Mediumn,

['DUO, 'phone_call', undefined, AssurancelLevel.LlLow],

['DUO , 'Passkey', undefined, AssurancelLevel.Mediun,

["DUO, 'Platformauthenticator_(2fa)', undefined, AssurancelLevel.Mediuni,
['DUO, 'Platformauthenticator_(passwordless)', undefined, AssurancelLevel.Hi gh],
['DUO, "Security_Key', undefined, Assurancelevel.H gh],

['DUO, 'sns_passcode', undefined, AssurancelLevel.LlLow,

["DUO, 'Touch_ID, undefined, AssurancelLevel.H gh],

["DUO , "u2ftoken', undefined, AssurancelLevel.H gh],

['DUO, "web', 'DUO, AssurancelLevel.Unknown],

['DUO, 'WebAut hn_Chronme_Touch_ ID , 'DUO, AssurancelLevel.H gh],

['DUO, '"yk', '"DUO, Assurancelevel.H gh],

["DUO, 'verified_duo_push', undefined, AssurancelLevel.Mediun,
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["FIDO, '"webauthn', 'YubiKey 5', Assurancelevel.High],

['"FIDO, '"webauthn', 'Wndows Hell o Software Authenticator', AssurancelLevel.Hi gh],
['"FIDO, 'webauthn', 'FIDO, Assurancelevel.H gh],

['"FIDO, 'webauthn', 'MacBook Touch I D, AssurancelLevel.H gh],

["FIDO, '"webauthn', undefined, AssurancelLevel.Hi gh],

[' GOOGLE' , 'google otp', 'CGoogle Authenticator', AssurancelLevel.Mdiun,
[' GOOGLE' , 'token:software:totp', 'GOOGLE , AssurancelLevel . Mediuny,

[' GOOGLE , 'token:software:totp', undefined, AssurancelLevel.Mediun,

[' GUARDI AN , 'push', undefined, AssurancelLevel.Unknown],

[ GUARDI AN, 'totp', undefined, AssurancelLevel.Unknown],

[ GUARDI AN, 'webauthn-platform, undefined, AssurancelLevel.Unknown],

['OKTA', 'call', 'OKTA', Assurancelevel.LlLow],

[ OKTA', 'duo', 'Duo Security', AssurancelLevel.Unknown],

['OKTA', 'email', "Enmil', Assurancelevel.Low,

["OKTA'", 'emmil', undefined, Assurancelevel.LlLow],

[ OKTA', 'google otp', 'Google Authenticator', AssurancelLevel.Mediuni,
['OKTA', 'okta_emmil', '"Email', AssurancelLevel.LlLow,

[ OKTA', 'okta_password', 'Password', AssurancelLevel.Low,

[ OKTA', 'okta_verify', '"Okta Verify', AssurancelLevel.Mediuni,

[ OKTA', 'password', 'Password', Assurancelevel.LlLow],

[ OKTA', 'push', 'OKTA', Assurancelevel.Mediuni,

[ OKTA, 'push', "'Okta Verify', AssurancelLevel . Mediun,

[ OKTA', 'push', undefined, AssurancelLevel . Mediun,

[ OKTA', 'question', 'OKTA', Assurancelevel.LlLow],

[ OKTA', 'security_question', 'Security Question', AssurancelLevel.LlLow],
[ OKTA', 'signed_nonce', 'OCkta Verify', Assurancelevel.H gh],

["OKTA'", 'sms', 'OKTA', Assurancelevel.LlLow,

[ OKTA', 'sms', undefined, Assurancelevel.Low],

[ OKTA', 'token:software:totp', 'OKTA , AssurancelLevel.Mediuni,

[ OKTA', 'token:software:totp', undefined, AssurancelLevel.Mediuni,

[ OKTA', "webauthn', 'Security Key By Yubico with NFC , AssurancelLevel.Hi gh],
[' OKTA', 'webauthn', 'YubiKey 5CG ', AssurancelLevel.H gh],

[" OKTA', 'vyubi key_token', 'Yubikey', AssurancelLevel.H gh],

["YUBICO, 'token:hardware', 'YUBICO,6 AssurancelLevel.H gh],

["YUBICO, 'token:hardware', undefined, AssurancelLevel.H gh],
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'"AZURE_AD , 'OGther', undefined, AssurancelLevel . Unknown],
' AZURE_AD , 'platfornCredential Aut henti cati onMet hod', undefined, AssurancelLevel . Unknown],
"AZURE_AD , 'SMS Sign-in', undefined, AssurancelLevel.LlLow],

' AZURE_AD , 'Tenporary Access Pass', undefined, Assurancelevel.Low],
'CLAIMS', 'external _idp', 'DUO O DC MFA', AssurancelLevel . Unknown],
"CLAIMS', 'clainms_provider', undefined, AssurancelLevel.Unknown],

' , 'duo', 'Duo Security', AssurancelLevel.Unknown],

' "h6', undefined, AssurancelLevel . Unknown],

"web', undefined, AssurancelLevel . Unknown],

, 'webaut hn', 'Security Key By Yubico', AssurancelLevel.H gh],
, 'otp', 'FEITIAN c200 Token', AssurancelLevel.Mediun,

otp', 'Legacy TOTP Token', AssurancelLevel.Mediuni,

, 'call', undefined, AssurancelLevel.Low,

, 'customotp', 'FEITIAN c200 Token', AssurancelLevel . Mediuni,
, 'customotp', 'Token2 Cl105', AssurancelLevel.Mediun,
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, "webauthn', 'YubiKey 5 FIPS with NFC , AssurancelLevel.Hi gh],
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Okta Workflows Webhook Example

Overview

Okta Workflows provide a flexible and extensible platform for orchestrating common
operations within an Okta environment. Now with the Cisco Identity webhook feature, you can
combine the power of Cisco ldentity analytics and Okta Workflow automation to accomplish
numerous things.

This article provides a basic example of how to use Cisco Identity webhook destinations with
Okta Workflows.

Assumptions

This article assumes the following:
» General familiarity with the Okta Workflows platform
« An Okta tenant capable of supporting the Workflows module (not a Developer tenant)

» Additional downstream or adjacent platform integrations in Okta Workflows, such as
Slack, Microsoft 365, ServiceNOW, etc.


https://www.okta.com/platform/workflows/
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» Okta Super Admin role

High-Level Design
This example traces the following design:

1. Creation of an API Endpoint in Okta Workflow for ingesting Cisco Identity notification
events

2. Parsing of the JSON event message, including event type, criticality, and list of users
failing

3. Invoking a For Each function for each user listed in the notification, which invokes a
Helper flow to evaluate specific logic and perform certain actions

4. Sending a Slack message with the output of the failed check notification

Import Pre-Configured Workflows

Cisco Identity has exported the Okta Workflows for this example, which can then be imported
into your Workflow console for review and testing.

Configuration Steps

1. Create a new flow and provide a suitable name for it

2. Add a new event type of API Endpoint

Pick an app to start y

Q, Search apps

My Connected Apps

Q@ o« =t

Office 365 Okta Slack
Mail
Okta Apps
L
j @ (-} | &fc
s Y o
Schedule Helper Flow API Endpoint Delegated
Flow

All Apps A Flow that 1s invoked over HTTP

3. Select Expose as Webhook and copy the Invoke URL and Client Token. These will be
used in the Cisco ldentity configuration.


https://help.okta.com/wf/en-us/Content/Topics/Workflows/function-reference/HTTP/http_accept.htm
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API Endpoint Settings

nvoke URL
https:i/f workflows. oktapreview com/api/flo/
Vihat's this?

workflows_ oktapreview com/apifflo/
Wihat's this?

d900da3
What's this? regenerate

What's this? regenerate copy

Security Level™:

Expose as Webhook

This Flow can be registered as a webhook by providing client token to
identify that server to Okta. To invoke this Flow use the Flow's URL. For
security reasons, it is recommended to regenerate this Flow's Client
Token when switching to the webhook endpoint setting.

Expose as Public Service
This Flow will be publicly available and can be invoked using the Flow's
URL.

4. Next add an API Connector - Close action.

x x
+ h‘_k,\- L B | ins i Tas L == PUUFRE. S

@ sean a @ API Connector

o Most Popular
Close

For API Endpoint Flos, send a response to the caller and close the HTTP connection. Use when the caller
does not need to wait for the Flow to complete or to avoid a connection timeout.
e Branching

Delete
&) Error Handling Perform an HTTP DELETE request, returning the result of this request and the response headers
OF\ow Control Get
Perform an HTTP GET request, returning the result of this request and the response headers.
Text Patch
Perform an HTTP PATCH request, returning the result of this request and the response headers.
Number
Post
Perform an HTTP POST request, returning the result of this request and the response headers.
True/False
. Put
@Da‘e & Time Perform an HTTP PUT request, returning the result of this request and the response headers.
Object Raw Request
Perform a raw HTTP request, with complete control over the request and the response. Useful for calling
QF"Q XML services, and other advanced HTTP usage.
List
@F\ows Can't find the function you want? Suggest a function 7

@ Folders
@Tables

@ reiesiRctor
@ ISON

5. Set the status code value to 200. Because the workflow is async and may take time, this
will return a value to Cisco Identity and allow the action to close.
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S x . x
API Endpoint ” Close ‘ F

raw & ® API Connector v string*
| headers Response | Qbo
Status Code 123+
200 | out
4
| body Headers O~ | Jetai
| query ¢ z | che
el Body B8+ |
title
&
4
des
headers |
e » Q &
| use
query | put
| rec
context
| Execution ID | sev

(2] < Q&

6. Next add a JSON Parse action, using the Body from the APl endpoint as input. Structure
the output fields as shown below.

[ Demo
Webhook &

Flow Execution History  Flow Chart O Show mappings @) Help

On Demand x APl Connecto * pite x
API Endpoint Close Parse

& ® AP Connector -

raw string™ Aa~v
| headers Response | Ob:‘.c}
e e b Status Code 123+
200 output
P | utpu
| body Headers B | e
| 0 |
e 4 checkld
box Body B+ |
h] s
N £
f | description -
heade o»r an
= | usersFailing -
Execution ID | .
7 Q ¢ |

If using the Test Connectivity action in Cisco Identity to test the API endpoint and workflow,
the specific event message sent will be:



"version": "0",
"id": "abf0607d-3856-b397-5138-0131ec1b63d7",
"detail -type": "WebhookTest",

"source":

"account": "000000000000",
"time": "2023-08-08T13:27: 227",

"region": "us-east-2",
"resources": [],
"detail": {

}

"id": "11111111-2222-3333-4444-555555555555",
"checkld": "oort-test-check-id",
"title": "OORT Failing Check Event Test",
"description": [
"descriptionl",
"descri ption2"
1
"recomendedActions": [
"actionl",
"action2"
P
"severity": "critical",
"usersFailing": [
"user 1@xanpl e. cont',
"user 2@xanpl e. cont
1,
"published": "2023-08-08T13:27:22.416Z"
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"11111111-2222- 3333- 4444-555555555555__ 66666666" ,

5. Add several List actions to convert the JSON strings to text, for later use in the workflow.

5. At this point, it's useful to Save this flow and create a 2nd flow of type Helper to execute
specific actions for each failing user, referenced in the next step. See the #helper-flow
section. This will act as a placeholder.

6. In this example, we want to invoke a Helper workflow named Deno - Di spat cher for
each user listed in the check failure event message, so a For Each is added to do this.

Note that the email address listed is specified as type | TEM
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Lst * &+
For Each

For each item in this list
list -

| o usersFailing

Run this Flow
Helper Flow B~
Demo - Dispatcher =

With these options
concurrency 123+

10

With the following values

email Aav

Item L3

checkld Aav

| °checkld v

title Aav

| °tite v

description Aav
@de:cmpt\on v

o) Q &

7. Additional actions for the primary API flow are added at this point. This includes 1. Using
Compose Test to create a message block with the Lists created in previous actions 2. Using
the output of the Compose action to send a Slack message to a channel (requires a Slack app

L 1y FlowisON oo
Text b 4 .' Slack x
Compose + .-' »  Send Message to
g Channel

& .+~ Slack Demo -

connector)

A failing check notification was received from Cort.

*Check*: title 3= v Options

=

description Message
*Failing Users*: Text* Aa-
users
eou:D_.‘_
Slackbot
output @ Aaw Name Aa~
Okta Workflows
4
o» Q &
Message
Timestamp
o» Q &

Helper Flow
The Demo - Dispatcher Helper flow reference above is constructed of the following:
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1. The on-demand Helper flow that receives the input of the List - For Each action in the
primary API flow

2. Okta Actions to
3. Read the Okta user ID based on the email provided
4. Revoke any existing sessions

5. Suspend the user

Flow Flow Chart Execution History O Show mappings @ Help

On Demand l v View Qutputs 3¢
Helper Flow

| I severity == "critical” v View Outputs 3%
ema
o Clear User o
| checkld Read User . Suspend User
Sessions

| title & v Okta preview v & v Okta preview v & v Okta preview -
| descrition User User User

ID or Login* Aav ID* Aav ID or Login* Aav
| T | °%P13 | £ D | £ D
| severit Revoke oauthTokens? T/F+

System Properties True Response
| published

| ID | status code

status code

context |
| Inde
| Erro

Cisco Identity Configuration

Using the API Endpoint Invoke URL and Client Token from above, create a webhook
notification target in your Cisco ldentity tenant.

Note:
* The auth method should be API Key
» The API Key name will be x- api - cl i ent -t oken as described in Okta documentation
* You can use the Test Connectivity function to trigger event messages to your webhook

* When ready, make sure to enable the Webhook notification target in the specific Check or
Checks you want to use it with. You can review this list in the oort-insights section.

Tips

Workflow Execution History

Execution history is very helpful for troubleshooting your workflow.


https://help.okta.com/wf/en-us/Content/Topics/Workflows/execute/flow-api-endpoint.htm
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9 Demo . FlowisON _ 0o
Demo Webhook 2 save | © Run ® 88 v

Flow  Flow Chart i @ stowmappings @ Help © 08/10/2023 114953 ar < Back to flow

> Execution History [ Clear data

it

o Search text within execution...
List to Text Q

List
List to Text

API Endpoint

raw string Aa list list

Status Start Duration  Details @
headers {versio ["description?”,"description2"] ["action","action2"]

{"host™ workflis 047c-aab5-adcb- Ll 3 J— Q@ Success 11:49 AM 4s L
forwarded- a98a66a70ece","detail- J— o B

for'"3.135.245.59,100.110.¢ type":"WebhookTest","source’ e r 11:41 AM 4 1]

9fd3-4133-a3a1-
342d1b378b46_ Obde3c7f","a
08-

forwarded- channel_not_found

reccomendedActions

Showing 2 records

description

amzn-trace-id":"Root=1- 10T15:49:49Z" "region":"us- actiont
64d5071d- east-2 s": description1 description2 action2
781dd66d7eac8e0e6921fdf [],"detai 765c245-

length":"569", "user- 4864-4a06-9b08- o> Q & o»

550d37abcec”,"checkld":"oor
test-check-id","title":"OORT
Failing Check Event
Test","description”:
["description1”,"description2”
["action1","action2"],"severity
["user1@example.com","user2
08-10T15:49:49.210Z"}}

“ >

mazon/EventBrid¢
api-client-
token":"8af5f47617b10549:
1048575","
type":"application/json;
charset=utf-8","accept-
encoding":"gzip,deflate","x-
envoy-external-
address":"100.110.86.0","x-
request-id""1 ec5a6bb-
461e-456f-9318-
97db7f53fa96"
attempt-count":
forwarded-client-

output

-envoy-

{"versiol
047c-aab5-adch-

~QOABEAT A"t ntnil

o>

Run Flow with Test Data
You can use the Run button to run the flow with manually input data.

Copy the body of the JSON Parse string from a previously sent test message and use it as the
Body input to the Run Test function.

Simulate a flow by entering sample data for the event
“API Endpoint’ and click “Run test.”

raw
headers
&
body
["usert com",
"published":"2023-08-10T15:49:49.210Z"}}

qoery

Learn more ('

() save inputs

Webhooks in Action

Understanding HRIS Data and SCIM
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Overview

Cisco ldentity can ingest data from HRIS or HCM (human capital management) systems and
compare it to other identity sources in order to highlight inconsistencies or security risks, such
as improperly deprovisioned or terminated users.

The common format for exchange of user identity data or objects between systems is SCIM or
System for Cross-domain Identity Management.

Aligning your HRIS or HCM data output format to SCIM allows for faster and more consistent
mapping of user identities between systems.

Goal

The goal of this document is to outline the elements of the core SCIM model for the “user”
resource, which is used in the Cisco Identity platform.

Benefits

Mismatches between identity sources such as an HRIS system and a primary identity platform
(IDP) or IAM system are a common and significant source of security vulnerabilities.

In many cases, discrepancies may arise, €.g. a user moves departments or managers in HR
and the IDP system is not updated (or vice versa)

This problem often propagates itself to a more serious problem of a user account not being
deprovisioned in the IDP when the user leaves the organization

User Account Examples

In the case where user account information doesn't match between two identity sources,
Cisco Identity will provide an indication in the User 360 view

In the scenario where a user account record is missing from the HRIS file, we suggest
opening a ticket or emailing the user's manager to determine why the user record might be
missing in the HR system.

SCIM User Resource Properties

The Cisco Identity platform leverages the following User properties or elements from the
SCIM RFC 7643.

» schema
e id

» externalld
* meta

e username


https://www.okta.com/blog/2017/01/what-is-scim/
https://datatracker.ietf.org/doc/html/rfc7643#page-19

name
displayname
nickname
profileurl

title

usertype
preferredlanguage
locale

timezone

active
phonenumbers
emails

addresses

user
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Note that these properties are of different types - some are singular values and some can

contain an array of values.

They will also have different formats, as defined in the RFC. For example, “timezone” is
formatted according to IANA Time Zone database format [RFC6557].

The “user” property (last in the list above) is defined as part of the Enterprise User Schema
Extension. Please see the format below for included sub-attributes, such as costCenter and
department.

Cisco Identity SCIM JSON Format

The format below represents an ideal SCIM data model for import into Cisco Identity.

Note - copy this block into your JSON viewer or editor of choice for better viewing.

You can also download this template file here.


https://datatracker.ietf.org/doc/html/rfc7643#section-4.3
https://datatracker.ietf.org/doc/html/rfc7643#section-4.3
https://s3.us-east-2.amazonaws.com/assets.oort.io/docs/oort_hris_scim.json

H

"nanme":
"type":

nanme" :
"type":
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"schemas",
"array<string>"

lli dll’
"string"

"externalid",
"string"

"meta”,
"struct <resourceType: string, created: string,|astMdified:string,|ocation:string,vers

"user nane",
"string"

name",
"struct<formatted: string, fam | yNane: string, gi venNane: stri ng, m ddl eNane: stri ng, honor

"di spl aynane"
"string"

"ni cknane",
"string"

"profileurl™,
"string"

"title",
"string"



[
{
"nanme":
"type":
b -
{
"nane"
"type":
be
{
"nane":
"type":
b
{
"nanme":
"type":
b -
{
"nane"
"type":
be
{
"nanme":
"type":
b
{
"nanme":
"type":
b -
{
"nane"
"type":
be
{
"nanme":
"type":
}H
Next Steps
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"usertype",
"string"

"preferredl anguage",
"string"

"] ocal e",
"string"

"timezone"
"string"

"active",
"bool ean"

"phonenunber s*"
"array<struct<type:string, val ue: string>>"

"email s",
"array<struct<type:string, val ue:string, pri mary: bool ean>>"

"addresses",
"array<struct<formatted: string, street Address:string,locality:string,region:string,r

"user"
"struct <enpl oyeeNunber: string, cost Center:string, organi zati on: string, di vision:string

You can upload HRIS data via the Manual Uploads option within the Add Integration page.
Further information is available under “How to Import Workday HRIS Data" .

Please reach out to your Cisco Identity representative for further information or with any

questions on this feature.
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