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This document provides information about two easy deployment options for Secure Firewall Threat Defense
devices, low-touch provisioning for Cisco Defense Orchestrator (CDO) customers and low-touch provisioning
for cloud-delivered Firewall Management Center customers.

This document is targeted for the following device models:

• Firepower 1000 series devices with software version 7.2 or later installed.

• Firepower 2100 series devices with software version 7.2 or later installed.

• Secure Firewall 3100 series devices with software version 7.2 or later installed.

The cloud-delivered Firewall Management Center supports current CDO users and devices configured for
FDM. Devices must be running version 7.2 and later. For earlier versions, you can use CDO's device manager
functionality. See the low-touch provisioning procedure in the Managing FDM Devices with CDO guide.

Note

Branch Manager: Prepare and Connect a New Secure Firewall Threat
Defense Device to Your Network

Low-touch provisioning allows anybody to connect a new Firepower 1000, Firepower 2100, or Secure Firewall
3100 series device to their network so that their IT department can onboard the device to CDO and configure
it remotely.

Do you need to reimage your device?

If you device is not already running version 7.2, you can reimage the device and set it up for low-touch
provisioning. This process does remove all existing policy configurations. To reimage your device to version
7.2, see the appropriate guide for your device model:

• Firepower 1010 series devices.

• Firepower 1100 series devices.

• Firepower 2100 series devices.
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• Secure Firewall 3100 services devices.

Note that low-touch provisioning requires that the device has not been registered to, or previously associated
with, a managing platform such as the Firepower Device Manager or a . If the device is currently registered
to a manager, onboarding with low-touch provisioning fails.

Connect a New FTD to Your Network
As a branch manager, use the following procedures to correctly cable the device and connect to the network:

1. Before you rack the device or throw away the shipping carton, record your device's serial number and
send it to your IT department. They need it to manage the device. The serial number of the device is
located on the shipping carton the device came in, and on a label affixed to the device itself. See Find
Your Device's Serial Number, on page 4 for more information.

2. Unpack the box and take inventory of the contents. Keep the shipping carton until you have plugged in
the device, you have connected it to your network, and the device has successfully contacted the Cisco
cloud.

3. Connect the device to power.

4. Connect the network cable from the Ethernet 1/1 interface to your WAN modem. Your WAN modem is
your branch's connection to the internet and your firewall's route to the internet as well.

Do not connect the network cable from the device's Management interface to your WAN.Note

Figure 1: Firepower 1010 Cabling
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Figure 2: Firepower 1100 Cabling

Figure 3: Firepower 2100 Cabling

Figure 4: Secure Firewall 3100 Cabling
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5. Observe the Status, SYS, or M LED on the device to determine if the device has reached the Cisco cloud.
The table below provides the LED statuses and the approximate time they occur after the you connect the
ethernet cables. It may take a little more time or a little less time for the firewall to reach the Cisco cloud
based on network conditions and the firewall model you are working with.

Time After Device Powered
On (minutes:seconds)

DescriptionLED Status

01:00The device is booting up
correctly.

Fast flashing green

Seen on Status or SYS LED on all
models.

01:00The device failed to boot
correctly.

Fast flashing amber

Seen on Status or SYS LED on all
models.

10:00The application is loaded on the
device.

Solid green

Seen on Status or SYS LED on all
models.

10:00The application failed to load
correctly on the device.

Solid amber

Seen on Status or SYS LED on all
models.

15:00The device is connected to the
Cisco cloud.

Slow flashing green

Seen on Status or SYS LED on
Firepower 1000 and Firepower 2100
series devices.

Seen on M LED of Secure Firewall
3100 series devices.

15:00The device failed to connect to
the Cisco cloud.

Alternating green and amber

Seen on Status or SYS LED on
Firepower 1000 and Firepower 2100
series devices.

Seen on M LED of Secure Firewall
3100 series devices.

After you complete this task, locate and supply the device's serial number to your IT administrator. The IT
admin will configure the firewall remotely.

Find Your Device's Serial Number
Your IT department needs your firewall's serial number to connect to the device and manage it remotely. You
can find the serial number in two different places.
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The Label on the Shipping Carton

The serial number is printed on the label on the shipping carton the firewall came in. Here is an example:

The Label on the Chassis

Firepower 1000: The serial number is on a label on the bottom of the device.

Firepower 1100: The serial number is on a label on the back of the device or on the bottom of the device.

Firepower 2100: The serial number is on a label on a pull-out tab on the front of the device.
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Secure Firewall 3100:The serial number is on a label on a pull-out tab on the front of the device.

(Optional) Connect to the Firewall Using a Console Cable

You can connect a console cable from a device such as a laptop to your firewall, open up a terminal window,
and enter a few commands to display the device's serial number.

This procedure connects a computer to the firewall using a console cable in order to retrieve the device's serial
number, it is for advanced users who are comfortable working with a command line interface and, possibly,
installing software drivers on their laptops.

Note
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1. See Connect to the Console Port for instructions on how to connect a laptop to your device using a console
cable. Though the commands are explained in the Firepower 1010 Hardware Installation Guide, they are
the same for all devices in the Firepower 1000 series, Firepower 2100 series, and Secure Firewall 3100
series devices

There are two types of console ports for the 1010 and 1100 series devices. You can use either the USB-A
to B console cable that came with the firewall or a DB-9 to RJ-45 serial cable.

There is one console port on 2100 and 3100 series devices. These devices ship with only a DB-9 to RJ-45
serial cable. When using the cable, you need a third party serial-to-USB cable to make the connection.
Be sure to install any necessary USB serial drivers for your operating system.

2. Log in to the device as the admin user. If the device has not been configured, you are asked to create a
new password for the admin.

3. At the firepower# prompt, enter show chassis detail. Here is an example of the output from a 1010
series device. Your device's model number will be listed in the Product Name field:
firepower# show chassis detail

Chassis:
Chassis: 1
Overall Status: Operable
Oper qualifier: N/A
Operability: Operable
Product Name: Cisco Firepower 1010 Security Appliance
PID: FPR-1010
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): JMX2405X0R9
HW Revision: 0.6
PCB Serial Number: JAD24040S6L
Power State: Ok
Thermal Status: Ok
Boot Status: OK
Current Task:

firepower#

The output shows two serial numbers. You must report the value of the Serial (SN) field to your IT
department to complete the onboarding process.

Administrator: Onboard a Device to CDO
If you are a CDO administrator and someone at a branch office has connected an already configured 1000,
2100, or 3100 series device to their network, and your job is to onboard it to CDO using its serial number,
see the procedure below.

If you are a CDO administrator and your task is to onboard a fully configured new Cisco Firepower 1000,
2100, or Secure Firewall 3100 series device, use either the CLI registration key or serial number method that
does not use low-touch-provisioning to onboard the device. Read and review these procedures in theManaging
FDMDevices with CiscoDefenseOrchestrator guide to determinewhether these procedures aremore applicable
for your scenario.

Easy Deployment Guide for Cisco Secure Firewall 1000, 2100, and 3100 Series
7

Easy Deployment Guide for Secure Firewall Threat Defense 1000, 2100, and 3100 Series
Administrator: Onboard a Device to CDO

https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/guide/hw-install-1010/console.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html


Onboard a Secure Firewall Threat Defense to CDO Using Its Serial Number
If you are a CDO administrator and someone at a branch office has connected a new and unconfigured, Cisco
Firepower 1000, 2100, or Secure Firewall 3100 series device to their network, and your job is to onboard it
to CDO using its serial number, we strongly recommend using low-touch provisioning to onboard the device.

Ensure the device has the following environment:

• The device has at least veriosn 7.2 installed. To use the CLI to check the software version, and to install
a new version, see the getting started guide for your model.

• The device must be new and unconfigured, or freshly instealled with at least version 7.2.

Procedure

Step 1 Log in to CDO.
Step 2 In the navigation pane, click Inventory and click the blue plus button.
Step 3 Select the FTD tile.
Step 4 Under Management Mode, be sure FTD is selected.

At any point after selecting FTD as the management mode, you can click Manage Smart License to enroll
in or modify the existing smart licenses avialable for your device. If you currently do not have any smart
licenses available for your tenant, you can opt for the 90-day Evaluation License. If you have already activated
the 90-day evaluation mode, the onboarding wizard displays how many days are left.

Step 5 Enter the Device Serial Number and the Device Name. Select Next.
Step 6 Password Reset. Select the Yes, this new device has never been logged into or configured for a manager

option.
Step 7 Click Next.
Step 8 In the Policy Assignment step, use the drop-down menu to select an access control policy to deploy once the

device is onboarded. If you have no policies configured, select the Default Access Control Policy.
Step 9 Select the base licenses you want applied to the device. Click Next.

What to do next

From the Inventory page, select the device you just onboarded and select any of the option listed under the
Management pane located to the right. We strongly recommend the following actions:

• Create a custom access control policy to customize the security for your environment. See the Access
Control Policies chapter for more information.

• Enable Cisco Security Analytics and Logging (SAL) to view events in the CDO dashboard or register
the device to an Firepower Management Center for security analytics. See the Cisco Security Analytics
and Logging chapter for more information.
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Remote Branch Office Deployment of Secure Firewall Threat Defense
Devices for Management by the Firepower Management Center

You can deploy the Secure Firewall Threat Defense device low-touch provisioning for CDO customers and
remote branch deployment for Firepower Management Center users.

Use one of the following methods to provision your device:

• An administrator at the central headquarters pre-configures the device at the CLI or using the threat
defense device manager, and then sends the device to the remote branch office.

• The branch office administrator cables and powers on the device.

• The central administrator completes configuration of the device using the FirepowerManagement Center.

See the getting started guide for your model for more information:

• Cisco Firepower 1010

• Cisco Firepower 1100

• Cisco Firepower 2100

• Secure Firewall 3100
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