Hardware Specifications

Management Centers are delivered on a variety of platforms to meet the needs of your organization.

Rack and Cabinet Mounting Options

You can mount Management Centers in racks and server cabinets. The appliance comes with a
rack-mounting kit. For information on mounting the appliance in a rack, refer to the instructions
delivered with the rack-mounting kit.

You can purchase rack and cabinet mounting kits for other appliances separately.

Management Centers

See the following sections for more information about your Management Center:
e MC750, page 2-1
e MCI1500, page 2-5
e MC3500, page 2-9
e MC2000 and MC4000, page 2-15

MC750

The MC750 is a 1U appliance. See the following sections for more information:
e MC750 Chassis Front View, page 2-1
e MC750 Chassis Rear View, page 2-3
e MC750 Physical and Environmental Parameters, page 2-4

MC750 Chassis Front View

The front of the MC750 chassis contains the front panel controls.
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Table 2-2

Figure 2-1 MC750
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Ports Controls
The following diagram illustrates the front panel controls and LEDs for the MC750. The hard disk drive
and system status icons, the numbers for the NIC (1, 2, 3, and 4) activity status, and the power button
are also the LEDs.
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Figure 2-2 MC750
A B C D E F
|t
2,4 ]
SRECEY
ottt st e
] | g
G H | J 5
Table 2-1 Front Panel Components
A ID button with ID LED Hard disk drive status LED

NIC 1 activity status LED
NIC 3 activity status LED
System status LED

Non-maskable interrupt button
NIC 2 activity status LED
NIC 4 activity status LED
Reset button
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Power button with power LED

The front panel of the chassis houses five LEDs which you can view to display the system’s operating
state. The following table describes the LEDs on the front panel.

MC750 Front Panel LEDs

LED

Description

System status

Indicates system status:
e A green light indicates the system is operating normally.
e A blinking green light indicates the system is operating in a degraded condition.

For more information, see Table 2-3 on page 2-3.

Power

Indicates whether the system has power or is sleeping:
e A green light indicates the system is operating normally.
e No light indicates the system is off.
e A blinking green light indicates the system is sleeping.

The sleep indication is maintained on standby by the chipset. If the system is powered down without going
through BIOS, the state in effect at the time of power off will be restored when the system is powered on
until the BIOS clears it. If the system is not powered down normally, it is possible that the power light
will be blinking at the same time that the system status light is off due to a failure or configuration change
that prevents the BIOS from running.
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Table 2-2 MC?750 Front Panel LEDs (continued)
LED Description

Hard drive Indicates hard drive activity:
activity

e A blinking green light indicates the fixed disk drive is active.
e No light indicates no drive activity, or the system is powered off or sleeping.

Drive activity is determined from the onboard hard disk controllers. The server board also provides a
header giving access to this light for add-in controllers.

NIC activity

Indicates activity between the system and the network:
e A blinking green light indicates there is activity.

e No light indicates there is no activity.

The following table describes the conditions where the system status LED might be lit.

Table 2-3 MC750 System Status
Condition Description
Critical Any critical or non-recoverable threshold crossing associated with the following events:

e temperature, voltage, or fan critical threshold crossing
e power subsystem failure

e the system is unable to power up due to incorrectly installed processors or processor
incompatibility

e critical event logging errors, including System Memory Uncorrectable ECC error and
fatal/uncorrectable bus errors, such as PCI SERR and PERR

Non-critical

A non-critical condition is a threshold crossing associated with the following events:
e temperature, voltage, or fan non-critical threshold crossing
e chassis intrusion

¢ Set Fault Indication command from system BIOS; the BIOS may use the command to
indicate additional, non-critical status such as system memory or CPU configuration

changes
Degraded A degraded condition is associated with the following events:
e one or more processors are disabled by Fault Resilient Boot (FRB) or BIOS
e BIOS has disabled or mapped out some of the system memory
MC750 Chassis Rear View

The rear of the chassis contains the power supply and connection ports for the MC750.
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The following table describes the features that appear on the rear of the appliance.

Table 2-4

MC750 System Components: Rear View

Feature Description

Power supply

Provides power to the Management Center through an AC power source.

Serial port, VGA port
USB ports

Allows you to attach a monitor, keyboard, and mouse to the device.

10/100/1000Mbps Ethernet |Provides for an out-of-band management network connection. The management interface is

management interface
traffic.

used for maintenance and configuration purposes only and is not intended to carry service

Alternate eStreamer
interface

Provides an alternate interface for the eStreamer client.

The 10/100/1000Mbps management interface is located on the rear of the appliance. The following table

describes the LEDs associated with the management interface.

Table 2-5

MC750 Management Interface LEDs

LED

Description

Left (link)

Indicates whether the link is up:

e If the light is on, the link is up.

e No light indicates there is no link.

Right (activity)

Indicates activity on the port:

e A blinking light indicates activity.

e No light indicates there is no link.

MC750 Physical and Environmental Parameters

The following table describes the physical attributes and the environmental parameters for the appliance.

Table 2-6 MC?750 Physical and Environmental Parameters
Parameter MC750
Form factor 10

Dimensions (D x W x H)

21.81in. x 17.25in. x 1.67 in. (55.37 cm x 43.82 cm x 4.24 cm)
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Table 2-6 MC750 Physical and Environmental Parameters (continued)
Parameter MC750

Max weight 33 Ibs (15 kg)

Power supply 250 W power supply for 120 VAC

6.0 Ampere maximum at 110 volts, 50/60 Hz
3.0 Ampere maximum at 220 volts, 50/60 Hz

Operating temperature 50°F to 95°F (10°C to 35°C) with the maximum rate of change not to exceed 18°F (10°C)
per hour

Non-operating temperature -40°F to +158°F (-40°C to +70°C)

Non-operating humidity 90%, non-condensing at 95°F (35°C)

Acoustic noise 7 BA in an idle state at typical office ambient temperature (73°F +/- 4°F, 23°C +/- 2°C)

Operating shock No errors with half a sine wave shock of 2G (with 11 ms duration)

Package shock Operational after 24 in. (60 cm) free fall although cosmetic damage may be present; chassis
weight of 40 to 80 1bs (18 to 36 kg)

ESD +/- 12 kV for air discharge and 8 K for contact

Airflow Front to back

System cooling requirements | 1660 BTU/hour

MC1500

The MC1500 is a 1U appliance. See the following sections for more information:
e MCI1500 Chassis Front View, page 2-5
e MCI1500 Chassis Rear View, page 2-7
e MCI1500 Physical and Environmental Parameters, page 2-9

MC1500 Chassis Front View

The front of the chassis contains the hard drives and the front panel controls.
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Hard Drives (RAID-1) Front Panel Controls
The following diagram illustrates the front panel controls and LEDs.
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Table 2-7 Front Panel Components
A NIC 2 activity LED G ID LED
B NIC 1 activity LED H ID button
C Power button I Video connector (not available)
D Power/sleep LED J Non-maskable interrupt button
E Fixed disk drive status K USB 2.0 connector
F System status LED L Reset button

The front panel of the chassis houses six LEDs, which you can view with or without the front bezel to
display the system’s operating state. The following table describes the LEDs on the front panel.

Table 2-8 MC1500 Front Panel LEDs

LED

Description

NIC 1 activity
NIC 2 activity

Indicates activity between the system and the network:
¢ A blinking green light indicates activity.

e No light indicates no activity.

Power/sleep

Indicates whether the system has power or is sleeping:
e A green light indicates the system is operating normally.
e A blinking green light indicates the system is sleeping.
e No light indicates the system does not have power.

The sleep indication is maintained on standby by the chipset. If the system is powered down
without going through BIOS, the state in effect at the time of power off will be restored when
the system is powered on until the BIOS clears it. If the system is not powered down normally,
it is possible that the power light will be blinking at the same time that the system status light is
off due to a failure or configuration change that prevents the BIOS from running.

Hard drive activity

Indicates hard drive activity:
e A blinking green light indicates the fixed disk drive is active.
e An amber light indicates there is a fixed disk drive fault.
¢ No light indicates there is no drive activity, or the system is powered off or sleeping.

Drive activity is determined from the onboard hard disk controllers. The server board also
provides a header giving access to this light for add-in controllers.
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Table 2-8 MC1500 Front Panel LEDs (continued)
LED Description
System status Indicates system status:

e A green light indicates the system is operating normally.

e A blinking green light indicates the system is operating in a degraded condition.

e An amber light indicates the system is in a critical or non-recoverable condition.

e A blinking amber light indicates the system is in a non-critical condition.

¢ No light indicates the Power On Self Tests (POST) is underway or the system has stopped.
Note The amber status light takes precedence over the green status light. When the amber

light is on or blinking, the green light is off.

For more information, see Table 2-3 on page 2-3.

System ID Helps identify a system installed in a high-density rack with other similar systems:

e A blue light indicates the ID button is pressed and a blue light is on at the rear of the
appliance.

e No light indicates the ID button is not pressed.

The following table describes the conditions under which the system status LED might be lit.

Table 2-9 MC1500 System Status
Condition Description
Critical Any critical or non-recoverable threshold crossing associated with the following events:

e temperature, voltage, or fan critical threshold crossing
e power subsystem failure

e the system is unable to power up due to incorrectly installed processors or processor
incompatibility

e critical event logging errors, including System Memory Uncorrectable ECC error and
fatal/uncorrectable bus errors, such as PCI SERR and PERR

Non-critical A non-critical condition is a threshold crossing associated with the following events:
e temperature, voltage, or fan non-critical threshold crossing
e chassis intrusion

e Set Fault Indication command from system BIOS; the BIOS may use the command to
indicate additional, non-critical status such as system memory or CPU configuration
changes

Degraded A degraded condition is associated with the following events:

e one or more processors are disabled by Fault Resilient Boot (FRB) or BIOS

e BIOS has disabled or mapped out some of the system memory

MC1500 Chassis Rear View

The rear of the chassis contains the connection ports and power supply.

Cisco Firepower Management Center 750, 1500, 2000, 3500, and 4000 Hardware Installation Guide g



Chapter2  Hardware Specifications |

Il Management Centers

Management Interface

O
OO0 000000000 [m]m]

Y\ il

4 [ o [ [ o [ | : .
BB DDD%%B%B%! E]EIE["‘;DEDEDEDEDCD — a
40 [ cw@e == [ 0,1 HEE e B

Serial VGA  USB Alternate eStreamer Power &
Port Port Ports Interface Supply 5
The following table describes the features that appear on the rear of the appliance.
Table 2-10 MC1500 System Components: Rear View
Feature Description

Power supply

Provides power to the Management Center through an AC power source.

VGA port
USB ports

Allows you to attach a monitor, keyboard, and mouse to the Management Center.

10/100/1000Mbps Ethernet

management interface

Provides for an out-of-band management network connection. The management interface is

used for maintenance and configuration purposes only and is not intended to carry service
traffic.

Alternate eStreamer
interface

Provides an alternate interface for the eStreamer client.

RJ45 serial port

Allows you to establish a direct workstation-to-appliance connection (using an RJ45 to DB-9
adapter) for direct access to all of the management services on the appliance. The RJ45 serial

port is used for maintenance and configuration purposes only and is not intended to carry service
traffic.

Note  You cannot use the front and the rear panel serial ports at the same time.

The 10/100/1000Mbps management interface is located on the rear of the appliance. The following table
describes the LEDs associated with the management interface.

Table 2-11 MC1500 Management Interface LEDs

LED

Description

Left (link) Indicates whether the link is up:

e If the light is on, the link is up.

e No light indicates there is no link.

Right (activity) Indicates activity on the port:

e A blinking light indicates activity.

e No light indicates there is no activity.

The serial port is located on the rear of the appliance. The following table describes the signal present
on the DB-9 connector.
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Table 2-12 MC1500 Serial Port Pin Assignments

Pin Signal Description

1 DCD Carrier detect

2 RD Received data

3 TD Transmitted data
4 DTR Data terminal ready
5 GND Ground

6 DSR Data set ready

7 RTS Request to send
8 CTS Clear to send

9 RI Ring indicator

MC1500 Physical and Environmental Parameters

The following table describes the physical attributes and the environmental parameters for the appliance.

Table 2-13 MC1500 Physical and Environmental Parameters

Parameter

Description

Form factor

10

Dimensions (D x W x H)

27.2in.x 16.93 in. x 1.7 in. (69.1 cm x 43.0 cm x 4.3 cm)

Max weight

34 1bs (15.4 kg)

Power supply

600 W power supply for 120 VAC
9.5 Ampere maximum at 110 volts, 50/60 Hz
4.75 Ampere maximum at 220 volts, 50/60 Hz

Operating temperature

50°F to 95°F (10°C to 35°C)

Non-operating temperature

-40°F to +158°F (-40°C to +70°C)

Non-operating humidity

90%, non-condensing at 82.4°F (28°C)

Acoustic noise

7 BA (rack mount) in an idle state at typical office ambient temperature (73°F +/- 4°F,
23°C +/- 2°C)

Operating shock

No errors with half a sine wave shock of 2G (with 11 ms duration)

Package shock

Operational after 24 in. (60 cm) free fall although cosmetic damage may be present;
chassis weight of 40 to 80 lbs (18 to 36 kg)

ESD

+/- 15 kV (I/0 port +/-8 KV) per Intel environment test specification

Airflow

Front to back

System cooling requirements

2550 BTU/hour

MC3500

The MC3500 is a 1U appliance. See the following sections for more information:

e MC3500 Chassis Front View, page 2-10
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MC3500 Chassis Rear View, page 2-12

MC3500 Physical and Environmental Parameters, page 2-14

MC3500 Chassis Front View

The front of the chassis contains the hard drives and the front panel.
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The front of the appliance includes controls and LED displays for the front panel.

The following diagram illustrates the front panel controls and LEDs.
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Table 2-14 Front Panel Components

A ID LED E ID button

B System status LED F Reset button
C Power LED G Power button
D USB port

The front panel of the chassis houses three LEDs, which display the system’s operating state. The

following table describes the LEDs on the front panel.
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Table 2-15 MC3500 Front Panel LEDs
LED Description
Power Indicates whether the system has power:

A green light indicates that the system has power.

No light indicates the system does not have power.

System status

Indicates the system status:

Note

A green light indicates the system is operating normally.

A blinking green light indicates the system is operating in a degraded condition.
A blinking amber light indicates the system is in a non-critical condition.

An amber light indicates the system is in a critical or non-recoverable condition.
No light indicates the system is starting up or off.

The amber status light takes precedence over the green status light. When the amber
light is on or blinking, the green light is off.

See Table 2-16 on page 2-12 for more information.

Hard drive activity

Indicates the hard drive status:

A blinking green light indicates the fixed disk drive is active.
An amber light indicates a fixed disk drive fault.

No light indicates there is no drive activity or the system is powered off.

NIC activity

Indicates whether there is any network activity:

A green light indicates there is network activity.

No light indicates there is no network activity.

System ID

Helps identify a system installed in a high-density rack with other similar systems:

A blue light indicates the ID button is pressed and a blue light is on at the rear of the
appliance.

No light indicates the ID button is not pressed.

The following table describes the conditions under which the system status LED might be lit.
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Table 2-16 MC3500 System Status
Condition Description
Critical

Any critical or non-recoverable threshold crossing associated with the following events:
e temperature, voltage, or fan critical threshold crossing

e power subsystem failure

e system inability to power up due to incorrectly installed processors or processor incompatibility

e critical event logging errors, including System Memory Uncorrectable ECC error and

fatal/uncorrectable bus errors, such as PCI SERR and PERR

Non-critical A non-critical condition is a threshold crossing associated with the following events:

e temperature, voltage, or fan non-critical threshold crossing

e chassis intrusion

e Set Fault Indication command from system BIOS; the BIOS may use the command to indicate
additional, non-critical status such as system memory or CPU configuration changes

Degraded A degraded condition is associated with the following events:

e one or more processors are disabled by Fault Resilient Boot (FRB) or BIOS
e some system memory disabled or mapped out by BIOS
e one of the power supplies unplugged or not functional

Tip If you observe a degraded condition indication, check your power supply connections first.

Power down the appliance, disconnect both power cords, reconnect the power cords to re-seat
them, and then restart the appliance.

A

Caution  To power down safely, use the procedure in the Managing Devices chapter in
the Firepower Management Center Configuration Guide, or the shutdown -h
now command from the Management Center’s shell.

MC3500 Chassis Rear View
The rear of the chassis contains the connection ports and power supplies.

Management Interface

2P [ [ [ o o o o o o 0 [ [ | I o
HA BECERER Ty o : = @
E@ Ef;j o@Be =3 3 Ef;]j %@Q@ 0 COmob o0 2\ A

OO O000 O0o000

| | —

Serial VGA USB Alternate eStreamer Power
Port Port Ports Interface Supplies

The following table describes the features that appear on the rear of the appliance.
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Table 2-17

Management Centers

MC3500 System Components: Rear View

Feature

Description

PS/2 mouse connector
PS/2 keyboard connector
VGA port

USB ports

Allows you to attach a monitor, keyboard, and mouse to the appliance, as an alternative to using
the RJ45 serial port, to establish a direct workstation-to-appliance connection. You also must

use a USB port to restore the appliance to its original factory-delivered state, using the thumb
drive delivered with the appliance.

RJ45 serial port

Allows you to establish a direct workstation-to-appliance connection (using an RJ45 to DB-9
adapter) for direct access to all of the management services on the appliance. The RJ45 serial
port is used for maintenance and configuration purposes only and is not intended to carry service
traffic.

Note  You cannot use the front and the rear panel serial ports at the same time.

10/100/1000Mbps Ethernet
management interface

Provides for an out-of-band management network connection. The management interface is
used for maintenance and configuration purposes only and is not intended to carry service
traffic.

Alternate eStreamer
interface

Provides an alternate interface for the eStreamer client.

Redundant power supplies

Provides power to the appliance through an AC power source.

The 10/100/1000Mbps management interface is located on the rear of the appliance. The following table

describ

es the LEDs associated with the management interface.

Table 2-18 MC3500 Management Interface LEDs
LED Description
Left (activity) Indicates activity on the port:

A blinking light indicates activity.

e No light indicates there is no activity.

Right (link)

Indicates whether the link is up:
[ )

A light indicates the link is up.

No light indicates there is no link.

The power supply modules are located on the rear of the appliance. The following table describes the
LEDs associated with the dual power supplies.

Table 2-19 MC3500 Power Supply LEDs

LED Description

Off The power supply is not plugged in.
Amber No power supplied to this module.

or

A power supply critical event such as module failure, a blown fuse, or a fan
failure; the power supply shuts down.

Blinking amber

A power supply warning event, such as high temperature or a slow fan; the
power supply continues to operate.
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Table 2-19

MC3500 Power Supply LEDs (continued)

LED

Description

Blinking green

AC input is present; volts on standby, the power supply is switched off.

Green

The power supply is plugged in and on.

The serial port is located on the rear of the appliance. The following table describes the signal present
on the DB-9 connector.

Table 2-20 MC3500 Serial Port Pin Assignments

Pin Signal Description

1 DCD Carrier detect

2 RD Received data

3 TD Transmitted data
4 DTR Data terminal ready
5 GND Ground

6 DSR Data set ready

7 RTS Request to send
8 CTS Clear to send

9 RI Ring indicator

The USB ports are located on the rear of the appliance. The following table describes the signal present
on the USB connector.

Table 2-21 MC3500 Internal USB Connector Pin-Out

Pin Signal Name Description

1 USB2_VBUS4 USB power (port 4)

2 USB2_VBUSS USB power (port 5)

3 USB_ICH_P4N_CONN USB port 4 negative signal
4 USB_ICH_P5N_CONN USB port 5 negative signal
5 USB_ICH_P4P_CONN USB port 4 positive signal
6 USB_ICH_P5P_CONN USB port 5 positive signal
7 Ground

8 Ground

9 Key No pin

10 TP_ISB_ICH_NC Test point

MC3500 Physical and Environmental Parameters

The following table describes the physical attributes and the environmental parameters for the appliance.
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Table 2-22 MC3500 Physical and Environmental Parameters
Parameter Description
Form factor 1U

Dimensions (D x W x H)

26.2 in. x 16.93 in. x 1.7 in. (66.5 cm x 43.0 cm x 4.3 cm)

Weight

38 1bs (17.2 kg)

Power supply

Dual 650 W redundant power supplies for 120 VAC
8.5 Amp max at 110 volts, 50/60 Hz
4.2 Amp max at 220 volts, 50/60 Hz

Operating temperature

50°F to 95°F (10°C to 35°C)

Non-operating temperature

-40°F to 158°F (-40°C to 70°C)

Operating humidity

5% to 85%

Non-operating humidity

90%, non-condensing at 95°F (35°C)

Acoustic noise

7 BA (rack mount) in an idle state at typical office ambient temperature (73°F +/- 4°F,
23°C +/- 2°C)

Operating shock

No errors with half a sine wave shock of 2G (with 11 ms duration)

Packaged shock

Operational after 24 in. (60 cm) free fall although cosmetic damage may be present;
chassis weight of 40 to 80 lbs (18 to 36 kg)

ESD

+/- 15KV (I/O port +/-8KV) per Intel environment test specification

Airflow

Front to back

System cooling requirements

2550 BTU/hr

RoHS

Complies with RoHS Directive 2002/95/EC

MC2000 and MC4000

The MC2000 and MC4000 are 1U appliances. See the following sections for more information about the
appliances:

e MC2000 and MC4000 Chassis Front View, page 2-15
e MC2000 and MC4000 Chassis Rear View, page 2-18
e MC2000 and MC4000 Physical and Environmental Parameters, page 2-20

MC2000 and MC4000 Chassis Front View

The front of the chassis contains the storage drives, the front panel, and the KVM connector. The chassis
holds up to eight small form-factor (SFF) 2.5-inch storage drives.

e The MC2000 chassis ships with four serial attached SCSI (SAS) drives.
e The MC4000 chassis ships with six solid state drives (SSDs).

The following figure shows the front panel features of the appliance, including the front panel controls,
LEDs, and storage drive layout. For both the MC2000 and MC4000, the storage drive bays are numbered
left to right, starting on the top row and continuing left to right on the bottom row.
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| SSD7
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1 |Power button/Power status LED |6 |Power supply status LED

2 |Identification button/LED 7 |Network link activity LED

3 |System status LED 8 |Pull-out asset tag

4 |Fan status LED 9 |KVM connector (used with KVM cable that provides two
USB, one VGA, and one serial connector)

5 |Temperature status LED 10 |Drives, hot-swappable (up to eight 2.5-inch drives)

The front panel of the chassis houses seven LEDs, which display the system’s operating state. The
MC2000 and MC4000 Front Panel LEDs, Definitions of States table describes the LEDs on the front

panel.

Table 2-23 MC2000 and MC4000 Front Panel LEDs, Definitions of States

LED Name

State

Power button/Power status LED e Off—There is no AC power to the server.

components.

e Amber—The server is in standby power mode. Power is supplied only to the CIMC
and some motherboard functions.

e Green—The server is in main power mode. Power is supplied to all server

Identification

e Off—The Identification LED is not in use.
e Blue—The Identification LED is activated.
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Table 2-23 MC2000 and MC4000 Front Panel LEDs, Definitions of States (continued)
LED Name State
System status e Green—The server is running in normal operating condition.

e Green, blinking—The server is performing system initialization and memory check.
e Amber, steady—The server is in a degraded operational state. For example:

— Power supply redundancy is lost.

— CPUs are mismatched.

— At least one CPU is faulty.

— At least one DIMM is faulty.

— At least one drive in a RAID configuration failed.
e Amber, blinking—The server is in a critical fault state. For example:

- Boot failed.

— Fatal CPU and/or bus error is detected.

- Server is in over-temperature condition.

Fan status e Green—All fan modules are operating properly.
e Amber, steady—One fan module has failed.

¢ Amber, blinking—Ceritical fault, two or more fan modules have failed.

Temperature status e Green—The server is operating at normal temperature.

e Amber, steady—One or more temperature sensors have exceeded a warning

threshold.
e Amber, blinking—One or more temperature sensors have exceeded a critical
threshold.
Power supply status ¢ Green—All power supplies are operating normally.

e Amber, steady—One or more power supplies are in a degraded operational state.

e Amber, blinking—One or more power supplies are in a critical fault state.

Network link activity e Off—The Ethernet link is idle.
e Green—One or more Ethernet LOM ports are link-active, but there is no activity.

e Green, blinking—One or more Ethernet LOM ports are link-active, with activity.

Hard drive fault e Off—The hard drive is operating properly.
e Amber—This hard drive has failed.
e Amber, blinking—The device is rebuilding.

Hard drive activity e Off—There is no hard drive in the hard drive sled (no access, no fault).

e Green—The hard drive is ready.

e Green, blinking—The hard drive is reading or writing data.
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MC2000 and MC4000 Chassis Rear View

The rear of the chassis contains the connection ports and power supplies. The appliance provides one
1Gb Ethernet default management interface (LAN1), two 1Gb Base-T Ethernet ports, one RS-232 serial
port (RJ-45 connector), one 15-pin VGA connector, and two USB 2.0 connectors. The following diagram

illustrates the rear of the appliance.

1 |Power supplies (two) 6 |1Gb Ethernet port
2 |Low-profile PCle slot 2 on riser 7 |Dual 1-Gb Ethernet interfaces, LAN1 and LAN2
(half-height, half-length, x8 lane) Note LANI is the default management
interface for the Firepower Management
Center.
3 |Dual 10-Gb SFP+ Ethernet interfaces 8 |USB ports

Note  Use only the SFP+ transceiver
modules offered by the Cisco
ordering tool with these interfaces.
(FS2K-NIC-SFP/FS4K-NIC-SFP)

4 |VGA video connector 9 |Rear Identification button/LED

Serial port (RJ-45 connector) -

The following diagram identifies the LEDs associated with the connection ports and power supplies on
the rear of the appliance as well as the system identification button.
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Power supply fault LED

1Gb Ethernet link speed LED

Power supply status LED

1Gb Ethernet link status LED

1Gb Ethernet link status LED

Rear Identification button/LED

W N =

1Gb Ethernet link speed LED

The MC2000 and MC4000 Rear Panel LEDs, Definitions of States table describes the LEDs on the rear
of the chassis associated with the connection ports as well as default management interface, power
supplies, and system identification button located on the rear of the appliance.

~

Note  LANI is the default management interface for the Firepower Management Center.

Table 2-24 MC2000 and MC4000 Rear Panel LEDs, Definitions of States

LED Name

State

Power supply fault

e Off—The power supply is operating normally.

e Amber, blinking—An event warning threshold has been reached, but the power
supply continues to operate.

e Amber, solid—A critical fault threshold has been reached, causing the power
supply to shut down (for example, a fan failure or an over-temperature condition).

Power supply status

AC power supplies:
e Off—There is no AC power to the power supply.
¢ Green, blinking—AC power OK, DC output not enabled.
e Green, solid—AC power OK, DC outputs OK.

DC power supplies:
e Off—There is no DC power to the power supply.
e Green, blinking—DC power OK, DC output not enabled.
¢ Green, solid—DC power OK, DC outputs OK.

1Gb Ethernet link speed

e Off—Ilink speed is 10Mbps.
e Amber—Ilink speed is 100Mbps.
e Green—link speed is 1Gbps.

1Gb Ethernet link status

e Off—No link is present.
e Green—Link is active.

e Green, blinking—Traffic is present on the active link.

1Gb Ethernet link speed

e Off—Ilink speed is 10Mbps.
e Amber—link speed is 100Mbps.
e Green—link speed is 1Gbps.
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Table 2-24

MC2000 and MC4000 Rear Panel LEDs, Definitions of States (continued)

LED Name

State

1Gb Ethernet link status

e Off—No link is present.
e Green—Link is active.

e Green, blinking—Traffic is present on the active link.

Identification

e Off—The Identification LED is not in use.
e Blue—The Identification LED is activated.

MC2000 and MC4000 Physical and Environmental Parameters

The following table describes the physical attributes and the environmental parameters for the appliance.

Table 2-25 MC2000 and MC4000 Physical and Environmental Parameters
Parameter Description
Form factor 1U

Dimensions (D x W x H)

28.5in.x 16.91in. x 1.7 in. (72.4 cm x 42.9 cm x 4.3 cm)

Weight

35.6 Ibs (16.1 kg) maximum (8 SSDs, 2 CPUs, 16 DIMMSs, 2 power supplies)
22 1bs (10 kg) bare (0 SSDs, 0 CPUs, 0 DIMMSs, 1 power supply)

Power supply

Dual 650 W redundant power supplies

AC input voltage:

90 to 264 VAC self-ranging
100 to 120 VAC nominal
200 to 240 VAC nominal

AC input frequency:
47 to 63 Hz (single phase, 50 to 60 Hz nominal)

Maximum AC input current:
7.6 Amp max at 100 volts
3.65 Amp max at 208 volts

Maximum AC inrush current:
11A

Maximum output power:
650 W

Power Supply output voltage:
Main power: 12 VDC
Standby power: 12 VDC

Operating temperature

41°F to 104°F (5°C to 40°C)
Derate the maximum temperature by 33.8° F (1°C) per every 305 meters of altitude
above sea level.

Non-operating temperature

-40°F to 149°F (-40°C to 65°C)

Humidity (RH) non-operating,
non-condensing

10% to 90%

Operating altitude

0 to 10,000 ft (0 to 3,000 m)
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Table 2-25 MC2000 and MC4000 Physical and Environmental Parameters (continued)
Parameter Description

Non-operating altitude 0 to 40,000 ft (0 to 12,192 m)
Sound power level 5.4

Measure A-weighted per ISO7779

LwAd (Bels)

Operation at 73°F (23°C)

Sound pressure level 37

Measure A-weighted per ISO7779

LpAm (dBA)

Operation at 73°F (23°C)

Airflow Front to rear
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