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CHAPTER 1

Introduction to the Firepower Security Appliance

 About the Firepower Security Appliance, on page 1
« Firepower Chassis Manager Overview, on page 2
» Monitoring the Chassis Status, on page 3

About the Firepower Security Appliance

The Cisco Firepower 4100/9300 chassis is a next-generation platform for network and content security
solutions. The Firepower 4100/9300 chassis is part of the Cisco Application Centric Infrastructure (ACI)
Security Solution and provides an agile, open, secure platform that is built for scalability, consistent control,
and simplified management.

The Firepower 4100/9300 chassis provides the following features:

» Modular chassis-based security system—yprovides high performance, flexible input/output configurations,
and scalability.

« Firepower Chassis Manager—qgraphical user interface provides streamlined, visual representation of
current chassis status and simplified configuration of chassis features.

* FXOS CLI—provides command-based interface for configuring features, monitoring chassis status, and
accessing advanced troubleshooting features.

* FXOS REST APIl—allows users to programmatically configure and manage their chassis.

How the Logical Device Works with the Firepower

The Firepower runs its own operating system on the supervisor called the Firepower eXtensible Operating
System (FXOS). The on-the-box Firepower Chassis Manager provides simple, GUI-based management
capabilities. You configure hardware interface settings, smart licensing (for the ASA), and other basic operating
parameters on the supervisor using the Firepower Chassis Manager.

A logical device lets you run one application instance and also one optional decorator application to form a
service chain. When you deploy the logical device, the supervisor downloads an application image of your
choice and establishes a default configuration. You can then configure the security policy within the application
operating system.

Logical devices cannot form a service chain with each other, and they cannot communicate over the backplane
with each other. All traffic must exit the chassis on one interface and return on another interface to reach
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another logical device. For container instances, you can share data interfaces; only in this case can multiple
logical devices communicate over the backplane.

Supported Applications

Firepower

You can deploy logical devices on your chassis using the following application types.

Firepower Threat Defense

The FTD provides next-generation firewall services, including stateful firewalling, routing, VPN,
Next-Generation Intrusion Prevention System (NGIPS), Application Visibility and Control (AVC), URL
filtering, and Advanced Malware Protection (AMP).

You can manage the FTD using the FMC, a full-featured, multidevice manager on a separate server.

ASA

The ASA provides advanced stateful firewall and VPN concentrator functionality in one device. You can
manage the ASA using one of the following managers:

* ASDM—A single device manager included on the device.
e CLI
« Cisco Defence Orchestrator (CDO)—A cloud-based, multidevice manager.

« Cisco Security Manager—A multidevice manager on a separate server.

Radware DefensePro (Decorator)

You can install Radware DefensePro (vDP) to run in front of the ASA or FTD as a decorator application. vDP
is a KVM-based virtual platform that provides distributed denial-of-service (DDoS) detection and mitigation
capabilities on the Firepower . Traffic from the network must first pass through the vDP before reaching the
ASA or FTD.

Chassis Manager Overview

The Firepower eXtensible Operating System provides a web interface that makes it easy to configure platform
settings and interfaces, provision devices, and monitor system status. The navigation bar at the top of the user
interface provides access to the following:

» Overview—From the Overview page you can easily monitor the status of the Firepower chassis. For
more information, see Monitoring the Chassis Status, on page 3.

« Interfaces—From the Interfaces page, you can view the status of the installed interfaces on the chassis,
edit interface properties, enable or disable an interface, and create port channels. For more information,
see Interface Management, on page 127.

« Logical Devices—From the Logical Devices page, you can create, edit, and delete logical devices. You
can also view the current status of existing logical devices. For more information, see Logical Devices,
on page 137.
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* Security Modules/Security Engine—From the Security Modules/Security Engine page, you can view
the status of and can perform various functions on a security module/engine, such as power cycling,
reinitializing, acknowledging, and decommissioning. For more information, see Security Module/Engine
Management, on page 191.

« Platform Settings—From the Platform Settings page, you can configure chassis settings for the following:
date and time, SSH, SNMP, HTTPS, AAA, Syslog, and DNS. For more information, see Platform
Settings, on page 83.

« System Settings—From the System menu, you can manage the following settings:

* Licensing—From the Licensing page, you can configure Smart Call Home settings and register
your Firepower chassis with the Licensing Authority. For more information, see License Management
for the ASA, on page 11.

» Updates—From the Updates page, you can upload Platform Bundle and Application images to the
Firepower chassis. For more information, see Image Management, on page 41.

 User Management—~From the User Management page you can configure user settings and define
user accounts for the Firepower 4100/9300 chassis. For more information, see User Management,
on page 23.

Monitoring the Chassis Status

From the Overview page you can easily monitor the status of the Firepower 4100/9300 chassis. The Overview
page provides the following elements:

« Device Information—The top of the Overview page contains the following information about the Firepower
4100/9300 chassis:

* Chassis name—shows the name assigned to the chassis during initial configuration.

* IP address—shows the management IP address assigned to the chassis during initial configuration.
» Model—shows the Firepower 4100/9300 chassis model.

* Version—shows the FXOS version running on the chassis.

* Operational State—shows the operable status for the chassis.

* Chassis uptime—shows the elapsed time since the system was last restarted.

« Shutdown button—gracefully shuts down the Firepower 4100/9300 chassis (see Powering Off the
Firepower 4100/9300 Chassis, on page 80).

N

Note  You can power off/on a security module/engine from the Security
Modules/Security Engine page (see Power-Cycling a Security Module/Engine,
on page 193).

* Reboot button—gracefully shuts down the Firepower 4100/9300 chassis (see Rebooting the Firepower
4100/9300 Chassis, on page 79).
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* Uptime Information lcon—hover over the icon to see uptime for the chassis and for any installed
security module/engine.

« Visual Status Display—Below the Device Information section is a visual representation of the chassis
that shows the components that are installed in the chassis and provides a general status for those
components. You can hover over the ports that are shown in the Visual Status Display to get additional
information such as interface name, speed, type, admin state, and operational state. For models with
multiple security modules, you can hover over the security modules that are shown in the Visual Status
Display to get additional information such as device name, template type, admin state, and operational
state. If a logical device is installed on that security module, you can also see the management IP address,
software version, and logical device mode.

« Detailed Status Information—Below the Visual Status Display is a table containing detailed status
information for the chassis. The status information is broken up into five sections: Faults, Interfaces,
Devices, License, and Inventory. You can see a summary for each of those sections above the table and
you can see additional details for each of those sections by clicking on the summary area for the
information you want to view.

The system provides the following detailed status information for the chassis:

* Faults—L.ists the faults that have been generated in the system. The faults are sorted by severity:
Critical, Major, Minor, Warning, and Info. For each fault that is listed, you can see the severity, a
description of the fault, the cause, the number of occurrences, and the time of the most recent
occurrence. You can also see whether the fault has been acknowledged or not.

You can click on any of the faults to see additional details for the fault or to acknowledge the fault.

N

Note  Once the underlying cause of the fault has been addressed, the fault will
automatically be cleared from the listing during the next polling interval. If a user
is working on a resolution for a specific fault, they can acknowledge the fault to
let other users know that the fault is currently being addressed.

* Interfaces—L.ists the interfaces installed in the system. The All Interfaces tab shows the interface
name, operational status, administrative status, number of received bytes, and number of transmitted
bytes. The Har dwar e Bypass tab shows only interface pairs that are supported for the Hardware
Bypass feature on the FTD application. For each pair, the operational state is shown: disabled
(Hardware Bypass is not configured for the pair), standby (Hardware Bypass is configured, but not
currently active), and bypass (actively in Hardware Bypass).

» Devices—L.ists the logical devices configured in the system and provides the following details for
each logical device: device name, status, image version, management IP address.

* License—(For ASA logical devices) Shows whether smart licensing is enabled, provides the current
registration status of your Firepower license, and shows license authorization information for the
chassis.

* Inventory—L.ists the components installed in the chassis and provides relevant details for those
components, such as: component name, number of cores, installation location, operational status,
operability, capacity, power, thermal, serial number, model number, part number, and vendor.
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Step 2
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CHAPTER 2

Getting Started

* Task Flow, on page 5

« Initial Configuration Using Console Port, on page 5

« Log In or Out of the Firepower Chassis Manager, on page 8
« Accessing the FXOS CLI, on page 9

The following procedure shows the basic tasks that should be completed when configuring your Firepower
4100/9300 chassis.

Procedure

Configure the Firepower 4100/9300 chassis hardware (see the Cisco Firepower Security Appliance Hardware
Installation Guide).

Complete the initial configuration (see Initial Configuration Using Console Port, on page 5).

Log in to the Firepower Chassis Manager (see Log In or Out of the Firepower Chassis Manager, on page 8).
Set the Date and Time (see Setting the Date and Time, on page 83).

Configure a DNS server (see Configuring DNS Servers, on page 124).

Register your product license (see License Management for the ASA, on page 11).

Configure users (see User Management, on page 23).

Perform software updates as required (see Image Management, on page 41).

Configure additional platform settings (see Platform Settings, on page 83).

Configure interfaces (see Interface Management, on page 127).

Create logical devices (see Logical Devices, on page 137).

Initial Configuration Using Console Port

Before you can use Firepower Chassis Manager or the FXOS CLI to configure and manage your system, you
must perform some initial configuration tasks using the FXOS CLI accessed through the console port.Use the

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager Configuration Guide, 2.3(1) .


http://www.cisco.com/go/firepower9300-install
http://www.cisco.com/go/firepower9300-install

Getting Started ||
. Initial Configuration Using Console Port

following procedure to perform initial configuration using the FXOS CLI accessed through the console port.
The first time that you access the Firepower 4100/9300 chassis using the FXOS CLI, you will encounter a
setup wizard that you can use to configure the system.

\}

Note  To repeat the initial setup, you need to erase any existing configuration using the following commands:

Firepower-chassis# connect local-mgmt
firepower-chassis(local-mgmt)# erase configuration

You must specify only one IPv4 address, gateway, and subnet mask, or only one IPv6 address, gateway, and
network prefix for the single management port on the Firepower 4100/9300 chassis. You can configure either
an IPv4 or an IPv6 address for the management port IP address.

Before you begin

1. \Verify the following physical connections on the Firepower 4100/9300 chassis:

* The console port is physically connected to a computer terminal or console server.

* The 1 Gbps Ethernet management port is connected to an external hub, switch, or router.

For more information, refer to the Cisco Firepower Security Appliance Hardware Installation Guide.

2. Verify that the console port parameters on the computer terminal (or console server) attached to the console
port are as follows:

* 9600 baud
* 8 data bits
* No parity
* 1 stop bit

3. Gather the following information for use with the setup script:

» New admin password
» Management IP address and subnet mask
» Gateway IP address

* Subnets from which you want to allow HTTPS and SSH access (you are prompted for "IP block"
addresses)

» Hostname and domain name

* DNS server IP address

Procedure

Step 1 Power on the chassis.
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Step 2 Connect to the serial console port using a terminal emulator.

The Firepower includes an RS-232-to—RJ-45 serial console cable. You might need to use a third party
serial-to-USB cable to make the connection. Use the following serial parameters:

* 9600 baud
* 8 data bits
* No parity
« 1 stop bit

Step 3 Complete the system configuration as prompted.

Note You can optionally enter the debug menu at any time during initial configuration to debug any setup
issues or abort configurations and reboot the system. To enter the debug menu, press Ctrl-C. To
exit the debug menu, press Ctrl-D twice. Note that anything you type in the interim between pressing
Ctrl-D the first time and pressing it a second time will run after the second time Ctrl-D is pressed.

Example:

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y
Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin': Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
Do you want to configure IP block for ssh access? (yes/no) [v]: vy
SSH IP block address : 10.0.0.0
SSH 1Pv4 block netmask : 255.0.0.0
Do you want to configure IP block for https access? (yes/no) [v]: vy
HTTPS IP block address : 10.0.0.0

HTTPS 1Pv4 block netmask : 255.0.0.0
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Configure the DNS Server IP address? (yes/no) [n]: y
DNS IP address : 10.164.47.13

Configure the default domain name? (yes/no) [n]: y
Default domain name : cisco.com

Following configurations will be applied:

Switch Fabric=A
System Name=Ffirepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS 1P Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select "no" if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file — Ok

Cisco FPR Series Security Appliance

Ffirepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user "admin® : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

L---1

Ffirepower-chassis#

Log In or Out of the Firepower Chassis Manager

Before you can configure your Firepower 4100/9300 chassis using Firepower Chassis Manager, you must log
in using a valid user account. For more information on user accounts, see User Management, on page 23.

You are automatically logged out of the system if a certain period of time passes without any activity. By
default, the system will log you out after 10 minutes of inactivity. To configure this timeout setting, see
Configuring the Session Timeout, on page 32. You can also configure an absolute timeout setting that will
log users out of the system after a certain period of time even if the session is active. To configure the absolute
timeout setting, see Configuring the Absolute Session Timeout, on page 33.

For a list of all system changes that cause you to be automatically logged out of Firepower Chassis Manager,
see System Changes that Cause Firepower Chassis Manager Sessions to be Closed, on page 65.
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Note

Step 1

Step 2

You can optionally configure your Firepower Chassis Manager to allow only a certain number of unsuccessful
login attempts before the user is locked out of the system for a specified amount of time. For more information,
see Set the Maximum Number of Login Attempts, on page 34.

Procedure

To log in to the Firepower Chassis Manager:
a) Using a supported browser, enter the following URL in the address bar:

https://<chassis_mgmt_ip_address>

where <chassis mgmt_ip_address> is the IP address or host name of the Firepower 4100/9300 chassis
that you entered during initial configuration.

Note For information on supported browsers, refer to the release notes for the version you are using (see
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html).

b) Enter your username and password.

c) Click Login.

You are logged in and the Firepower Chassis Manager opens to show the Overview page.

To log out of the Firepower Chassis Manager, point at your username in the navigation bar and then select

L ogout.
You are logged out of the Firepower Chassis Manager and are returned to the login screen.

Accessing the FXOS CLI

\}

You can connect to the FXOS CLI using a terminal plugged into the console port. \erify that the console port
parameters on the computer terminal (or console server) attached to the console port are as follows:

* 9600 baud
* 8 data bits
* No parity
« 1 stop bit
You can also connect to the FXOS CLI using SSH and Telnet. The Firepower eXtensible Operating System

supports up to eight simultaneous SSH connections. To connect with SSH, you need to know the hosthame
or IP address of the Firepower 4100/9300 chassis.

Use one of the following syntax examples to log in with SSH, Telnet, or Putty:

Note

SSH log in is case-sensitive.
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From a Linux terminal using SSH:

« ssh ucs-auth-domain\\.user name@{UCSM-ip-address| UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\Jsmith@2001::1

* ssh -l ucs-auth-domain\\user name {UCSM-ip-address UCSM-ipv6-address UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ucs-auth-domain\\username
ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« ssh ucs-auth-domain\\.user name@{UCSM-ip-address] UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1

From a Linux terminal using Telnet:

\}

Note  Telnet is disabled by default. See Configuring Telnet, on page 89 for instructions on enabling Telnet.

* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-qa-10
login: ucs-I1dap23\blradmin

* telnet ucs-{UCSM-ip-address] UCSM-ipv6-address}ucs-auth-domain\user name
telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-I1dap23\blradmin
From a Putty client:

« Login as: ucs-auth-domain\username

Login as: ucs-example\jsmith

N

Note If the default authentication is set to local, and the console authentication is set
to LDAP, you can log in to the fabric interconnect from a Putty client using
ucs-local\admin, where admin is the name of the local account.
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License Management for the ASA

Cisco Smart Software Licensing lets you purchase and manage a pool of licenses centrally. You can easily
deploy or retire devices without having to manage each unit’s license key. Smart Software Licensing also lets
you see your license usage and needs at a glance.

\}

Note  This section only applies to ASA logical devices on the Firepower 4100/9300 chassis. For more information
on licensing for Firepower Threat Defense logical devices, see the Firepower Management Center Configuration
Guide.

» About Smart Software Licensing, on page 11

« Prerequisites for Smart Software Licensing, on page 15

« Guidelines for Smart Software Licensing, on page 15

« Defaults for Smart Software Licensing, on page 15

* Configure Regular Smart Software Licensing, on page 16

« Configure a Smart License Satellite Server for the Firepower 4100/9300 chassis, on page 18
« Configure Permanent License Reservation, on page 19

« History for Smart Software Licensing, on page 21

About Smart Software Licensing

This section describes how Smart Software Licensing works.

\}

Note  This section only applies to ASA logical devices on the Firepower 4100/9300 chassis. For more information
on licensing for Firepower Threat Defense logical devices, see the Firepower Management Center Configuration
Guide.

Smart Software Licensing for the ASA

For the ASA application on the Firepower 4100/9300 chassis, Smart Software Licensing configuration is split
between the Firepower 4100/9300 chassis supervisor and the application.
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* Firepower 4100/9300 chassis—Configure all Smart Software Licensing infrastructure in the supervisor,
including parameters for communicating with the License Authority. The Firepower 4100/9300 chassis
itself does not require any licenses to operate.

N

Note  Inter-chassis clustering requires that you enable the same Smart Licensing method
on each chassis in the cluster.

» ASA Application—Configure all license entitlements in the application.

)

Note  Cisco Transport Gateway is not supported on Firepower 4100/9300 security appliances.

Smart Software Manager and Accounts

When you purchase 1 or more licenses for the device, you manage them in the Cisco Smart Software Manager:
https://software.cisco.com/#module/SmartLicensing

The Smart Software Manager lets you create a master account for your organization.

\}

Note If you do not yet have an account, click the link to set up a new account. The Smart Software Manager lets
you create a master account for your organization.

By default, your licenses are assigned to the Default Virtual Account under your master account. As the
account administrator, you can optionally create additional virtual accounts; for example, you can create
accounts for regions, departments, or subsidiaries. Multiple virtual accounts let you more easily manage large
numbers of licenses and devices.

Offline Management

If your devices do not have Internet access, and cannot register with the License Authority, you can configure
offline licensing.

Permanent License Reservation

If your devices cannot access the internet for security reasons, you can optionally request permanent licenses
for each ASA. Permanent licenses do not require periodic access to the License Authority. Like PAK licenses,
you will purchase a license and install the license key for the ASA. Unlike a PAK license, you obtain and
manage the licenses with the Smart Software Manager. You can easily switch between regular smart licensing
mode and permanent license reservation mode.

You can obtain a license that enables all features: Standard tier with maximum Security Contexts and the
Carrier license. The license is managed on the Firepower 4100/9300 chassis, but you also need to request the
entitlements in the ASA configuration so that the ASA allows their use.
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Satellite Server

If your devices cannot access the internet for security reasons, you can optionally install a local Smart Software
Manager satellite server as a virtual machine (VM). The satellite provides a subset of Smart Software Manager
functionality, and allows you to provide essential licensing services for all your local devices. Only the satellite
needs to connect periodically to the main License Authority to sync your license usage. You can sync on a
schedule or you can sync manually.

Once you download and deploy the satellite application, you can perform the following functions without
sending data to Cisco SSM using the Internet:

« Activate or register a license
* View your company's licenses

« Transfer licenses between company entities

For more information, see the Smart Software Manager satellite installation and configuration guides on Smart
Account Manager satellite.

Licenses and Devices Managed per Virtual Account

Licenses and devices are managed per virtual account: only that virtual account’s devices can use the licenses
assigned to the account. If you need additional licenses, you can transfer an unused license from another
virtual account. You can also transfer devices between virtual accounts.

Only the Firepower 4100/9300 chassis registers as a device, while the ASA applications in the chassis request
their own licenses. For example, for a Firepower 9300 chassis with 3 security modules, the chassis counts as
one device, but the modules use 3 separate licenses.

Evaluation License

The Firepower 4100/9300 chassis supports two types of evaluation license:

* Chassis-level evaluation mode—Before the Firepower 4100/9300 chassis registers with the Licensing
Authority, it operates for 90 days (total usage) in evaluation mode. The ASA cannot request specific
entitlements in this mode; only default entitlements are enabled. When this period ends, the Firepower
4100/9300 chassis becomes out-of-compliance.

* Entitlement-based evaluation mode—After the Firepower 4100/9300 chassis registers with the Licensing
Authority, you can obtain time-based evaluation licenses that can be assigned to the ASA. In the ASA,
you request entitlements as usual. When the time-based license expires, you need to either renew the
time-based license or obtain a permanent license.

N

Note  You cannot receive an evaluation license for Strong Encryption (3DES/AES);
only permanent licenses support this entitlement.

Smart Software Manager Communication

This section describes how your device communicates with the Smart Software Manager.
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Device Registration and Tokens

For each virtual account, you can create a registration token. This token is valid for 30 days by default. Enter
this token ID plus entitlement levels when you deploy each chassis, or when you register an existing chassis.
You can create a new token if an existing token is expired.

At startup after deployment, or after you manually configure these parameters on an existing chassis, the
chassis registers with the Cisco License Authority. When the chassis registers with the token, the License
Authority issues an ID certificate for communication between the chassis and the License Authority. This
certificate is valid for 1 year, although it will be renewed every 6 months.

Periodic Communication with the License Authority

\}

The device communicates with the License Authority every 30 days. If you make changes in the Smart Software
Manager, you can refresh the authorization on the device so the change takes place immediately. Or you can
wait for the device to communicate as scheduled.

You can optionally configure an HTTP proxy.

The Firepower 4100/9300 chassis must have internet access either directly or through an HTTP proxy at least
every 90 days. Normal license communication occurs every 30 days, but with the grace period, your device
will operate for up to 90 days without calling home. After the grace period, you must contact the Licensing
Authority, or you will not be able to make configuration changes to features requiring special licenses; operation
is otherwise unaffected.

Note

If your device is unable to communicate with the license authority for one year, the device will enter an
unregistered state but will not lose any previously enabled strong encryption capabilities.

Out-of-Compliance State

The device can become out of compliance in the following situations:

« Over-utilization—When the device uses unavailable licenses.

* License expiration—When a time-based license expires.

« Lack of communication—When the device cannot reach the Licensing Authority for re-authorization.
To verify whether your account is in, or approaching, an Out-of-Compliance state, you must compare the
entitlements currently in use by your Firepower 4100/9300 chassis against those in your Smart Account.

In an out-of-compliance state, you will not be able to make configuration changes to features requiring special
licenses, but operation is otherwise unaffected. For example, existing contexts over the Standard license limit
can continue to run, and you can modify their configuration, but you will not be able to add a new context.

Smart Call Home Infrastructure

By default, a Smart Call Home profile exists in the FXOS configuration that specifies the URL for the Licensing
Authority. You cannot remove this profile. Note that the only configurable option for the License profile is
the destination address URL for the License Authority. Unless directed by Cisco TAC, you should not change
the License Authority URL.
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\}

Note  Cisco Transport Gateway is not supported on Firepower 4100/9300 security appliances.

Prerequisites for Smart Software Licensing

« Note that this chapter only applies to ASA logical devices on the Firepower 4100/9300 chassis. For more
information on licensing for Firepower Threat Defense logical devices, see the Firepower Management
Center Configuration Guide.

« Create a master account on the Cisco Smart Software Manager:
https://software.cisco.com/#module/SmartLicensing

If you do not yet have an account, click the link to set up a new account. The Smart Software Manager
lets you create a master account for your organization.

* Purchase 1 or more licenses from the Cisco Commerce Workspace. On the home page, search for your
platform in the Find Products and Solutions search field. Some licenses are free, but you still need to
add them to your Smart Software Licensing account.

« Ensure internet access or HTTP proxy access from the chassis, so the chassis can contact the Licensing
Authority.

* Configure a DNS server so the chassis can resolve the name of the Licensing Authority.
* Set the time for the chassis.

« Configure the Smart Software Licensing infrastructure on the Firepower 4100/9300 chassis before you
configure the ASA licensing entitlements.

Guidelines for Smart Software Licensing

ASA Guidelines for Failover and Clustering

Each Firepower 4100/9300 chassis must be registered with the License Authority or satellite server. There is
no extra cost for secondary units. For permanent license reservation, you must purchase separate licenses for
each chassis.

Defaults for Smart Software Licensing

The Firepower 4100/9300 chassis default configuration includes a Smart Call Home profile called “SLProfile”
that specifies the URL for the Licensing Authority.
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Configure Regular Smart Software Licensing

Step 1
Step 2
Step 3

To communicate with the Cisco License Authority, you can optionally configure an HTTP proxy. To register
with the License Authority, you must enter the registration token ID on the Firepower 4100/9300 chassis that
you obtained from your Smart Software License account.

Procedure
(Optional) Configure the HTTP Proxy, on page 16.

(Optional) Delete the Call Home URL, on page 16
Register the Firepower Security Appliance with the License Authority, on page 17.

(Optional) Configure the HTTP Proxy

\}

If your network uses an HTTP proxy for Internet access, you must configure the proxy address for Smart
Software Licensing. This proxy is also used for Smart Call Home in general.

Note

Step 1

Step 2
Step 3

Step 4

HTTP proxy with authentication is not supported.

Procedure

Choose System > Licensing > Call Home.

The Call Home page provides fields for configuring the destination address URL for the License Authority
and for configuring an HTTP proxy.

Note Unless directed by Cisco TAC, you should not change the License Authority URL.

In the Server Enable drop-down list, select on.

Enter the proxy IP address and port in the Server URL and Server Port fields. For example, enter port 443
for an HTTPS server.

Click Save.

(Optional) Delete the Call Home URL

Use the following procedure to delete a previously configured Call Home URL.
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Step 1
Step 2

Register the Firepower Security Appliance with the License Authority .

Procedure

Choose System > Licensing > Call Home.
In the Call home Configuration area, select Delete.

Register the Firepower Security Appliance with the License Authority

Step 1

Step 2
Step 3
Step 4

When you register the Firepower 4100/9300 chassis, the License Authority issues an ID certificate for
communication between the Firepower 4100/9300 chassis and the License Authority. It also assigns the
Firepower 4100/9300 chassis to the appropriate virtual account. Normally, this procedure is a one-time instance.
However, you might need to later re-register the Firepower 4100/9300 chassis if the ID certificate expires
because of a communication problem, for example.

Procedure

In the Smart Software Manager or the Smart Software Manager Satellite, request and copy a registration token
for the virtual account to which you want to add this Firepower 4100/9300 chassis.

For more information on how to request a registration token using the Smart Software Manager Satellite, see
the Cisco Smart Software Manager Satellite User Guide (https://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager-satellite.html).

In Firepower Chassis Manager, choose System > Licensing > Smart License.

Enter the registration token in the Enter Product Instance Registration Token field.

Click Register.

The Firepower 4100/9300 chassis attempts to register with the License Authority.
To unregister the device, click Unregister.

Deregistering the Firepower 4100/9300 chassis removes the device from your account. All license entitlements
and certificates on the device are removed. You might want to deregister to free up a license for a new Firepower
4100/9300 chassis. Alternatively, you can remove the device from the Smart Software Manager.

Change Cisco Success Network Enrollment

\}

You enable Cisco Success Network when you register the Firepower 4100/9300 with the Cisco Smart Software
Manager. After that, use the following procedure to view or change enrollment status.

Note

Cisco Success Network does not work in evaluation mode.
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Procedure
Step 1 Choose System > Licensing > Cisco Success Network.
Step 2 Under Cisco Success Network Preferences, read the information provided by Cisco, and click Click here

to check out the sample data that will be sent to Cisco.
Step 3 Choose whether you want to Enable Cisco Success Network, and click Save.

Configure a Smart License Satellite Server for the Firepower
4100/9300 chassis

The following procedure shows how to configure the Firepower 4100/9300 chassis to use a Smart License
satellite server.

Before you begin
» Complete all prerequisites listed in the Prerequisites for Smart Software Licensing, on page 15.
« Deploy and set up a Smart Software Satellite Server:

Download the Smart License Satellite OVA file from Cisco.com and install and configure it on a
VMwareESXi server. For more information, see the Smart Software Manager satellite Install Guide.

« Verify that the FQDN of the Smart Software Satellite Server can be resolved by your internal DNSserver.
« Verify whether the satellite trustpoint is already present:

scope security

show trustpoint

Note that the trustpoint is added by default in FXOS version 2.4(1) and later. If the trustpoint is not
present, you must add one manually using the following steps:

1. Goto http://www.cisco.com/security/pki/certs/clrca.cer and copy the entire body of the SSL certificate
(from "-----BEGIN CERTIFICATE-----" to "-----END CERTIFICATE-----") into a place you can
access during configuration.

2. Enter security mode:
scope security

3. Create and name a trusted point:
createtrustpoint trustpoint_name

4. Specify certificate information for the trust point. Note: the certificate must be in Base64 encoded
X.509 (CER) format.

set certchain certchain

For the certchain variable, paste the certificate text that you copied in step 1.
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Step 1
Step 2

Step 3

Configure Permanent License Reservation .

If you do not specify certificate information in the command, you are prompted to enter a certificate
or a list of trust points defining a certification path to the root certificate authority (CA). On the next
line following your input, type ENDOFBUF to finish.

5. Commit the configuration:

commit-buffer

Procedure

Choose System > Licensing > Call Home.

In the Call home Configuration area, replace the default URL in the Address field with the URL of your
Smart Software Satellite Server using information that you gathered in the prerequisites for this procedure,
using the following format: https://[FQDN of Satellite
server]/Transpor tgateway/ser vices/DeviceRequestHandler

Register the Firepower Security Appliance with the License Authority, on page 17. Note that you must request
and copy the registration token from the Smart License Manager satellite.

Configure Permanent License Reservation

N

You can assign a permanent license to your Firepower 4100/9300 chassis. This universal reservation allows
you to use any entitlement for an unlimited count on your device.

Note

Before you begin, you must purchase the permanent licenses so they are available in the Smart Software
Manager. Not all accounts are approved for permanent license reservation. Make sure you have approval from
Cisco for this feature before you attempt to configure it.

Install the Permanent License

Step 1
Step 2
Step 3

Step 4

The following procedure shows how to assign a permanent license to your Firepower 4100/9300 chassis.

Procedure

Choose System > Licensing > Permanent License.
Click Generateto generate a reservation request code. Copy the reservation request code to your clipboard.

Go to the Smart Software Manager Inventory screen in the Cisco Smart Software Manager portal, and click
the Licensestab:

https://software.cisco.com/#SmartLicensing-Inventory

The Licensestab displays all existing licenses related to your account, both regular and permanent.

Click License Reservation, and paste the generated reservation request code into the box.
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Step 5

Step 6
Step7

Step 8

Click Reserve License.

The Smart Software Manager generates an authorization code. You can download the code or copy it to the
clipboard. At this point, the license is now in use according to the Smart Software Manager.

If you do not see the License Reservation button, then your account is not authorized for permanent license
reservation. In this case, you should disable permanent license reservation and re-enter the regular smart
license commands.

In Firepower Chassis Manager, enter the generated authorization code into the Authorization Code text box.
Click I nstall.

Once your Firepower 4100/9300 chassis is fully licensed with PLR, the Permanent License page displays
your license status and offers the option to return your permanent license.

Enable feature entitlements on the ASA logical device. See the ASA licensing chapter to enable entitlements.

(Optional) Return the Permanent License

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

If you no longer need a permanent license, you must officially return it to the Smart Software Manager using
this procedure. If you do not follow all steps, the license stays in an in-use state and cannot be used elsewhere.

Procedure

Choose System > Licensing > Permanent License.
Click Return to generate a return code. Copy the return code to your clipboard.

The Firepower 4100/9300 chassis immediately becomes unlicensed and moves to the Evaluation state.

Go to the Smart Software Manager Inventory screen, and click on the Product I nstances tab:
https://software.cisco.com/#SmartLicensing-Inventory
Search for your Firepower 4100/9300 chassis using its universal device identifier (UDI).

Choose Actions > Remove, and paste the generated return code into the box.
Click Remove Product Instance.

The permanent license is returned to the available pool.

Reboot the system. For details on how to reboot your Firepower 4100/9300 chassis, see Rebooting the Firepower
4100/9300 Chassis, on page 79.
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History for Smart Software Licensing

Feature Name Platform Releases Description

Cisco Success Network 2.7.1 Cisco Success Network is a user-enabled
cloud service. When you enable Cisco
Success Network, a secure connection is
established between the Firepower
4100/9300 chassis and the Cisco cloud to
stream usage information and statistics.
Streaming telemetry provides a mechanism
that selects data of interest from the ASA
and transmits it in a structured format to
remote management stations to do the
following:

« Inform you of available unused
features that can improve the
effectiveness of the product in your
network

« Inform you of additional technical
support services and monitoring that
might be available for your product

« Help Cisco improve our products

Once you enroll in the Cisco Success
Network, the chassis establishes and
maintains the secure connection at all times.
You can turn off this connection at any time
by disabling Cisco Success Network, which
disconnects the device from the Cisco
Success Network cloud.

We introduced the following commands:
scopetelemetry {enable | disable}
We introduced the following screens:

System > Licensing > Cisco Success
Networ k
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Feature Name Platform Releases

Description

Cisco Smart Software Licensing forthe |1.1(1)
Firepower 4100/9300 chassis

Smart Software Licensing lets you purchase
and manage a pool of licenses. Smart
licenses are not tied to a specific serial
number. You can easily deploy or retire
devices without having to manage each
unit’s license key. Smart Software
Licensing also lets you see your license
usage and needs at a glance. Smart Software
Licensing configuration is split between the
Firepower 4100/9300 chassis supervisor
and the security module.

We introduced the following screens:
System > Licensing > Call Home

System > Licensing > Smart License
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User Management

» User Accounts, on page 23

* Guidelines for Usernames, on page 24

* Guidelines for Passwords, on page 25

« Guidelines for Remote Authentication, on page 26

« User Roles, on page 28

« Password Profile for Locally Authenticated Users, on page 28
* Configuring User Settings, on page 29

« Configuring the Session Timeout, on page 32

« Configuring the Absolute Session Timeout, on page 33

* Set the Maximum Number of Login Attempts, on page 34

« View and Clear User Lockout Status, on page 35

« Configure Minimum Password Length Check, on page 35

« Creating a Local User Account, on page 36

« Deleting a Local User Account, on page 38

« Activating or Deactivating a Local User Account, on page 38
« Clearing the Password History for a Locally Authenticated User, on page 38

User Accounts

User accounts are used to access the system. You can configure up to 48 local user accounts. Each user account
must have a unique username and password.

Admin Account

The admin account is a default user account and cannot be modified or deleted. This account is the system
administrator or superuser account and has full privileges. There is no default password assigned to the admin
account; you must choose the password during the initial system setup.

The admin account is always active and does not expire. You cannot configure the admin account as inactive.

Locally Authenticated User Accounts

A locally authenticated user account is authenticated directly through the chassis and can be enabled or disabled
by anyone with admin or AAA privileges. Once a local user account is disabled, the user cannot log in.
Configuration details for disabled local user accounts are not deleted by the database. If you reenable a disabled
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local user account, the account becomes active again with the existing configuration; however, the account
password must be reset.

Remotely Authenticated User Accounts

A remotely authenticated user account is any user account that is authenticated through LDAP, RADIUS, or
TACACS+. All remote users are initially assigned the Read-Only role by default.

If a user maintains a local user account and a remote user account simultaneously, the roles defined in the
local user account override those maintained in the remote user account.

The fallback authentication method is to use the local database. This fallback method is not configurable.

See the following topics for more information on guidelines for remote authentication, and how to configure
and delete remote authentication providers:

« Guidelines for Remote Authentication, on page 26
* Configuring LDAP Providers, on page 113

* Configuring RADIUS Providers, on page 117

« Configuring TACACS+ Providers, on page 119

Expiration of User Accounts

You can configure user accounts to expire at a predefined time. When the expiration time is reached, the user
account is disabled.

By default, user accounts do not expire.

After you configure a user account with an expiration date, you cannot reconfigure the account to not expire.
You can, however, configure the account with the latest expiration date available.

Guidelines for Usernames

The username is also used as the login ID for Firepower Chassis Manager and the FXOS CLI. When you
assign login IDs to user accounts, consider the following guidelines and restrictions:

* The login ID can contain between 1 and 32 characters, including the following:

* Any alphabetic character
* Any digit

* _(underscore)

* - (dash)

* . (dot)

* The login ID must be unique.

« The login ID must start with an alphabetic character. It cannot start with a number or a special character,
such as an underscore.

« The login ID is case-sensitive.
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* You cannot create an all-numeric login ID.

« After you create a user account, you cannot change the login ID. You must delete the user account and
create a new one.

Guidelines for Passwords

A password is required for each locally authenticated user account. A user with admin or AAA privileges can
configure the system to perform a password strength check on user passwords. If the password strength check
is enabled, each user must have a strong password.

We recommend that each user have a strong password. If you enable the password strength check for locally
authenticated users, the Firepower eXtensible Operating System rejects any password that does not meet the
following requirements:

* Must contain a minimum of 8 characters and a maximum of 80 characters.

Y

Note  You can optionally configure a minimum password length of 15 characters on
the system, to comply with Common Criteria requirements. For more information,
see Configure Minimum Password Length Check, on page 35.

» Must include at least one uppercase alphabetic character.

* Must include at least one lowercase alphabetic character.

» Must include at least one non-alphanumeric (special) character.

* Must not contain a space.

» Must not contain a character that is repeated more than 3 times consecutively, such as aaabbb.

* Must not contain three consecutive numbers or letters in any order, such as passwordABC or password321.
 Must not be identical to the username or the reverse of the username.

« Must pass a password dictionary check. For example, the password must not be based on a standard
dictionary word.

* Must not contain the following symbols: $ (dollar sign), ? (question mark), and = (equals sign).

N

Note  This restriction applies whether the password strength check is enabled or not.

» Must not be blank for local user and admin accounts.
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If a system is configured for one of the supported remote authentication services, you must create a provider
for that service to ensure that the Firepower 4100/9300 chassis can communicate with the system. The following
guidelines impact user authorization:

User Accountsin Remote Authentication Services
User accounts can exist locally in the Firepower 4100/9300 chassis or in the remote authentication server.

You can view the temporary sessions for users who log in through remote authentication services from
the Firepower Chassis Manager or the FXOS CLI.

User Rolesin Remote Authentication Services

If you create user accounts in the remote authentication server, you must ensure that the accounts include
the roles those users require for working in the Firepower 4100/9300 chassis and that the names of those
roles match the names used in FXOS. Based on the role policy, a user might not be allowed to log in, or
is granted only read-only privileges.

User Attributes in Remote Authentication Providers

For RADIUS and TACACS+ configurations, you must configure a user attribute for the Firepower 4100/9300
chassis in each remote authentication provider through which users log in to Firepower Chassis Manager or
the FXOS CLI. This user attribute holds the roles and locales assigned to each user.

When a user logs in, FXOS does the following:
1. Queries the remote authentication service.
2. \Validates the user.

3. Ifthe user is validated, checks the roles and locales assigned to that user.

The following table contains a comparison of the user attribute requirements for the remote authentication
providers supported by FXOS:

Authenication | Custom Schema Extension Attribute ID Requirements
Provider Attribute
LDAP Optional You can choose to do one of the The Cisco LDAP implementation

following: requires a unicode type attribute.

« Do not extend the LDAP schema
and configure an existing, unused
attribute that meets the
requirements.

If you choose to create the CiscoAVPair
custom attribute, use the following
attribute ID: 1.3.6.1.4.1.9.287247.1

A sample OID is provided in the

« Extend the LDAP schemaand | following section.

create a custom attribute with a
unique name, such as
CiscoAVPair.
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Authenication | Custom Schema Extension Attribute ID Requirements

Provider | Attribute

RADIUS | Optional You can choose to do one of the The vendor ID for the Cisco RADIUS
following: implementation is 009 and the vendor

« Do not extend the RADIUS ID for the attribute is 001.
schema and use an existing, unused | The following syntax example shows
attribute that meets the how to specify multiples user roles and
requirements. locales if you choose to create the

cisco-avpair attribute:

« Extend the RADIU_S schema and shell:roles="admin,aaa"
cre_ate a custom attrlbu_te with a _|shell-locales="L1,abc". Use
unique name, such as cisco-avpair. acomma"," as the delimiter to separate

multiple values.
TACACS+ |Required | You must extend the schema and create | The cisco-av-pair name is the string that

a custom attribute with the name
cisco-av-pair.

provides the attribute ID for the
TACACS+ provider.

The following syntax example shows
how to specify multiples user roles and
locales when you create the
cisco-av-pair attribute:
cisco-av-pair=shell :roles=""admin
aaa" shell:locales*"L1
abc''. Using an asterisk (*) in the
cisco-av-pair attribute syntax flags the
locale as optional, preventing
authentication failures for other Cisco
devices that use the same authorization
profile. Use a space as the delimiter to
separate multiple values.

Sample OID for LDAP User Attribute

The following is a sample OID for a custom CiscoAVPair attribute:

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair
distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4
uSNCreated: 26318654
attributelD: 1.3.6.1.4.1.9.287247.1
attributeSyntax: 2.5.5.12
isSingleValued: TRUE
showInAdvancedViewOnly: TRUE
adminDisplayName: CiscoAVPair
adminDescription: UCS User Authorization Field

oMSyntax: 64
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IDAPDisplayName: CiscoAVPair
name: CiscoAVPair
objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X

User Roles

The system contains the following user roles:
Administrator

Complete read-and-write access to the entire system. The default admin account is assigned this role by
default and it cannot be changed.

Read-Only
Read-only access to system configuration with no privileges to modify the system state.
Operations

Read-and-write access to NTP configuration, Smart Call Home configuration for Smart Licensing, and
system logs, including syslog servers and faults. Read access to the rest of the system.

AAA Administrator

Read-and-write access to users, roles, and AAA configuration. Read access to the rest of the system.

Password Profile for Locally Authenticated Users

The password profile contains the password history and password change interval properties for all locally
authenticated users. You cannot specify a different password profile for each locally authenticated user.

Password History Count

The password history count allows you to prevent locally authenticated users from reusing the same password
over and over again. When this property is configured, the Firepower chassis stores passwords that were
previously used by locally authenticated users up to a maximum of 15 passwords. The passwords are stored
in reverse chronological order with the most recent password first to ensure that the only the oldest password
can be reused when the history count threshold is reached.

A user must create and use the number of passwords configured in the password history count before being
able to reuse one. For example, if you set the password history count to 8, a locally authenticated user cannot
reuse the first password until after the ninth password has expired.

By default, the password history is set to 0. This value disables the history count and allows users to reuse
previously passwords at any time.

If necessary, you can clear the password history count for a locally authenticated user and enable reuse of
previous passwords.

Password Change Interval

The password change interval enables you to restrict the number of password changes a locally authenticated
user can make within a given number of hours. The following table describes the two configuration options
for the password change interval.
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Interval Configuration

Description

Example

No password change
allowed

This option does not allow passwords
for locally authenticated users to be
changed within a specified number of
hours after a password change.

You can specify a no change interval
between 1 and 745 hours. By default,
the no change interval is 24 hours.

For example, to prevent passwords from
being changed within 48 hours after a
locally authenticated user changes his
or her password, set the following:

 Change during interval to disable

* No change interval to 48

Password changes allowed
within change interval

This option specifies the maximum
number of times that passwords for
locally authenticated users can be
changed within a pre-defined interval.

You can specify a change interval
between 1 and 745 hours and a
maximum number of password changes
between 0 and 10. By default, a locally
authenticated user is permitted a
maximum of 2 password changes within
a 48 hour interval.

For example, to allow a password to be
changed a maximum of once within 24
hours after a locally authenticated user
changes his or her password, set the
following:

 Change during interval to enable
 Change count to 1

« Change interval to 24

Configuring User Settings

Step 1
Step 2
Step 3

Procedure

Choose System > User Management.

Click the Settingstab.

Complete the following fields with the required information:

Note

If Default Authentication and Console Authentication are both set to use the same remote

authentication protocol (RADIUS, TACACS+, or LDAP), you cannot change certain aspects of
that server’s configuration (for example, deleting that server, or changing its order of assignment)
without updating these user settings.
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Name

Description

Default Authentication field

The default method by which a user is authenticated during remote login.
This can be one of the following:

L ocal—The user account must be defined locally on the Firepower
chassis.

* Radius—The user account must be defined on the RADIUS server
specified for the Firepower chassis.

« TACACS—The user account must be defined on the TACACS+
server specified for the Firepower chassis.

* LDAP—The user account must be defined on the LDAP/MS-AD
server specified for the Firepower chassis.

« None—If the user account is local to the Firepower chassis, no
password is required when the user logs in remotely.

Note All Radius, TACACS, and L DAP settings must be
configured under Platform Settings. For more information,
see About AAA, on page 111 in the Platform Settings chapter.

Console Authentication field

The method by which a user is authenticated when connecting to the
FXOS CLI via the console port. This can be one of the following:

 Local—The user account must be defined locally on the Firepower
chassis.

¢ Radius—The user account must be defined on the RADIUS server
specified for the Firepower chassis.

« TACACS—The user account must be defined on the TACACS+
server specified for the Firepower chassis.

* LDAP—The user account must be defined on the LDAP/MS-AD
server specified for the Firepower chassis.

« None—If the user account is local to the Firepower chassis, no
password is required when the user connects to the FXOS CLI
using the console port.

Remote User Settings

Remote User Role Policy

Controls what happens when a user attempts to log in and the remote
authentication provider does not supply a user role with the
authentication information:

 Assign Default Role—The user is allowed to log in with a
read-only user role.

* No-L ogin—The user is not allowed to log in to the system, even
if the username and password are correct.

Local User Settings
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Name

Description

Password Strength Check check
box

If checked, all local user passwords must conform to the guidelines for
a strong password (see Guidelines for Passwords, on page 25).

History Count field

The number of unique passwords a user must create before the user can
reuse a previously used password. The history count is in reverse
chronological order with the most recent password first to ensure that
only the oldest password can be reused when the history count threshold
is reached.

This value can be anywhere from 0 to 15.

You can set the History Count field to 0 to disable the history count
and allow users to reuse previously used passwords at any time.

Change During Interval field

Controls when a locally authenticated user can change his or her
password. This can be:

« Enable—Locally authenticated users can change their passwords
based on the settings for Change Interval and Change Count.

« Disable—Locally authenticated users cannot change their
passwords for the period of time specified for No Change Interval.

Change Interval field

The number of hours over which the number of password changes
specified in the Change Count field are enforced.

This value can be anywhere from 1 to 745 hours.

For example, if this field is set to 48 and the Change Count field is set
to 2, a locally authenticated user can make no more than 2 password
changes within a 48 hour period.

Change Count field

The maximum number of times a locally authenticated user can change
his or her password during the Change Interval.

This value can be anywhere from 0 to 10.

No Change Interval field

The minimum number of hours that a locally authenticated user must
wait before changing a newly created password.

This value can be anywhere from 1 to 745 hours.

This interval is ignored if the Change During I nterval property is not
set to Disable.

Click Save.
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Configuring the Session Timeout

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

You can use the FXOS CLI to specify the amount of time that can pass without user activity before the
Firepower 4100/9300 chassis closes user sessions. You can configure different settings for console sessions
and for HTTPS, SSH, and Telnet sessions.

You can set a timeout value up to 3600 seconds (60 minutes). The default value is 600 seconds. To disable
this setting, set the session timeout value to 0.

Procedure

Enter security mode:

Firepower-chassis # scope security

Enter default authorization security mode:

Firepower-chassis /security # scope default-auth

Set the idle timeout for HTTPS, SSH, and Telnet sessions:

Firepower-chassis /security/default-auth # set session-timeout seconds

(Optional) Set the idle timeout for console sessions:

Firepower-chassis /security/default-auth # set con-session-timeout seconds

Commit the transaction to the system configuration:

Firepower-chassis /security/default-auth # commit-buffer

(Optional) View the session and absolute session timeout settings:
Firepower-chassis /security/default-auth # show detail

Example:

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout(in secs): 600
Serial Console Absolute Session timeout(in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No
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Configuring the Absolute Session Timeout

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

The Firepower 4100/9300 chassis has an absolute session timeout setting that closes user sessions after the
absolute session timeout period has passed, regardless of session use. This absolute timeout functionality is
global across all forms of access including serial console, SSH, and HTTPS.

You can separately configure the absolute session timeout for serial console sessions. This allows for disabling
the serial console absolute session timeout for debugging needs while maintaining the timeout for other forms
of access.

The absolute timeout value defaults to 3600 seconds (60 minutes) and can be changed using the FXOS CLI.
To disable this setting, set the absolute session timeout value to 0.

Procedure

Enter security mode:

Firepower-chassis # scope security

Enter default authorization security mode:

Firepower-chassis /security # scope default-auth

Set the absolute session timeout:

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

(Optional) Set a separate console absolute session timeout:

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

Commit the transaction to the system configuration:

Firepower-chassis /security/default-auth # commit-buffer

(Optional) View the session and absolute session timeout settings:
Firepower-chassis /security/default-auth # show detail

Example:

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout(in secs): 600

Serial Console Absolute Session timeout(in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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Set the Maximum Number of Login Attempts

You can configure the maximum number of failed login attempts allowed before a user is locked out of the
Firepower 4100/9300 chassis for a specified amount of time. If a user exceeds the set maximum number of
login attempts, the user is locked out of the system. No notification appears indicating that the user is locked
out. In this event, the user must wait the specified amount of time before attempting to log in.

Perform these steps to configure the maximum number of login attempts.

Note

Step 1

Step 2

Step 3

Step 4

« All types of user accounts (including admin) are locked out of the system after exceeding the maximum
number of login attempts.

« The default maximum number of unsuccessful login attempts is 0. The default amount of time the user
is locked out of the system after exceeding the maximum number of login attemps is 30 minutes (1800
seconds).

« For steps to view a user's lockout status and to clear the user’s locked out state, see View and Clear User
Lockout Status, on page 35.

This option is one of a number offered for achieving Common Criteria certification compliance on your
system. For more information, see Security Certifications Compliance, on page 49.

Procedure

From the FXOS CLI, enter security mode:

scope security

Set the maximum number of unsuccessful login attempts.
set max-login-attempts num_attempts

The num_attempts value is any integer from 0-10.

Specify the amount of time (in seconds) the user should remain locked out of the system after reaching the
maximum number of login attempts:

set user-account-unlock-time
unlock_time
Commit the configuration:

commit-buffer
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View and Clear User Lockout Status

Step 1

Step 2

Step 3

Admin users can view and clear the locked out status of users that have been locked out of the Firepower
4100/9300 chassis after exceeding the maximum number of failed login attempts specified in the Maximum
Number of Login Attempts CLI setting. For more information, see Set the Maximum Number of Login
Attempts, on page 34.

Procedure

From the FXOS CLI, enter security mode:

scope security

Display the user information (including lockout status) of the user in question:
Firepower-chassis /security # show local-user user detail
Example:

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

(Optional) Clear the user's lock out status:
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

Configure Minimum Password Length Check

If you enable minimum password length check, you must create passwords with the specified minimum
number of characters. For example, if the min_length option is set to 15, you must create passwords using 15
characters or more. This option is one of a number that allow for Common Criteria certification compliance
on your system. For more information, see Security Certifications Compliance, on page 49.

Perform these steps to configure the minimum password length check.
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Step 1
Step 2

Step 3

Creating a

Step 1
Step 2
Step 3
Step 4
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Procedure

From the FXOS CLI, enter security mode:

scope security

Specify the minimum password length:

set min-passwor d-length min_length

Commit the configuration:

commit-buffer

Local User Account

Procedure

Choose System > User Management.
Click the Local Userstab.

Click Add User to open the Add User dialog box.
Complete the following fields with the required information about the user:

User Management |

Name Description

User Name field The account name that is used when logging into this account. This
name must be unique and meet the guidelines and restrictions for user
account names (see Guidelines for Usernames, on page 24).

After you save the user, the login ID cannot be changed. You must delete
the user account and create a new one.

First Name field The first name of the user. This field can contain up to 32 characters.
Last Name field The last name of the user. This field can contain up to 32 characters.
Email field The email address for the user.

Phone Number field The telephone number for the user.




| User Management
Creating a Local User Account .

Name Description

Password field The password associated with this account. If password strength check
is enabled, a user's password must be strong and the Firepower
eXtensible Operating System rejects any password that does not meet
the strength check requirements (see Guidelines for Passwords, on page

25).

Note Passwords must not contain the following symbols: $ (dollar
sign), ? (question mark), and = (equals sign). This restriction
applies whether the password strength check is enabled or
not.

Confirm Password field The password a second time for confirmation purposes.
Account Status field If the status is set to Active, a user can log into Firepower Chassis

Manager and the FXOS CLI with this login ID and password.

User Role list The role that represents the privileges you want to assign to the user
account (see User Roles, on page 28).

All users are assigned the Read-Only role by default and this role cannot
be deselected. To assign multiple roles, hold down Ctr 1 and click the
desired roles.

Note Changes in user roles and privileges do not take effect until
the next time the user logs in. If a user is logged in when you
assign a new role to or remove an existing role from a user
account, the active session continues with the previous roles
and privileges.

Account Expires check box If checked, this account expires and cannot be used after the date
specified in the Expiration Date field.

Note After you configure a user account with an expiration date,
you cannot reconfigure the account to not expire. You can,
however, configure the account with the latest expiration date
available.

Expiry Date field The date on which the account expires. The date should be in the format
yyyy-mm-dd.

Click the calendar icon at the end of this field to view a calendar that
you can use to select the expiration date.

Step 5 Click Add.
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Deleting a Local User Account

Procedure
Step 1 Choose System > User Management.
Step 2 Click the Local Userstab.
Step 3 In the row for the user account that you want to delete, click Delete.
Step 4 In the Confirm dialog box, click Yes.

Activating or Deactivating a Local User Account

You must be a user with admin or AAA privileges to activate or deactivate a local user account.

Procedure
Step 1 Choose System > User Management.
Step 2 Click the L ocal Userstab.
Step 3 In the row for the user account that you want to activate or deactivate, click Edit (pencil icon).
Step 4 In the Edit User dialog box, do one of the following:

« To activate a user account, click the Active radio button in the Account Status field. Note that when
you reactivate a user account, the account password must be reset.

* To deactivate a user account, click the I nactive radio button in the Account Status field.

The admin user account is always set to active. It cannot be modified.

Step 5 Click Save.
Step 6 Commit the transaction to the system configuration:

Firepower-chassis /security/local-user # commit-buffer

Clearing the Password History for a Locally Authenticated User

Procedure

Step 1 Enter security mode:

Firepower-chassis # scope security
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Step 2 Enter local user security mode for the specified user account:

Firepower-chassis /security # scope local-user user-name

Step 3 Clear the password history for the specified user account:

Firepower-chassis /security/local-user # clear password-history

Step 4 Commit the transaction to the system configuration:

Firepower-chassis /security/local-user # commit-buffer

Example

The following example clears the password history and commits the transaction:

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager Configuration Guide, 2.3(1) .



User Management |
. Clearing the Password History for a Locally Authenticated User
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CHAPTER 5

Image Management

« About Image Management, on page 41

» Downloading Images from Cisco.com, on page 42

* Uploading an Image to the Firepower Security Appliance, on page 42

« Verifying the Integrity of an Image, on page 42

« Upgrading the Firepower eXtensible Operating System Platform Bundle, on page 43

» Downloading a Logical Device Software Image to the Firepower 4100/9300 chassis, on page 44
« Updating the Image Version for a Logical Device, on page 46

« Firmware Upgrade, on page 47

» Manually Downgrading to \Version 2.0.1 or Lower, on page 47

About Image Management

The Firepower 4100/9300 chassis uses two basic types of images:

\}

Note  All images are digitally signed and validated through Secure Boot. Do not modify the image in any way or
you will receive a validation error.

* Platform Bundle—The Firepower platform bundle is a collection of multiple independent images that
operate on the Firepower Supervisor and Firepower security module/engine. The platform bundle is a
Firepower eXtensible Operating System software package.

« Application—Application images are the software images you want to deploy on the security
module/engine of the Firepower 4100/9300 chassis. Application images are delivered as Cisco Secure
Package files (CSP) and are stored on the supervisor until deployed to a security module/engine as part
of logical device creation or in preparation for later logical device creation. You can have multiple
different versions of the same application image type stored on the Firepower Supervisor.

N

Note If you are upgrading both the Platform Bundle image and one or more Application images, you must upgrade
the Platform Bundle first.
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. Downloading Images from Cisco.com

Downloading Images from Cisco.com

Step 1

Step 2

Download FXOS and application images from Cisco.com so you can upload them to the Firepower chassis.

Before you begin

You must have a Cisco.com account.

Procedure

Using a web browser, navigate to http://www.cisco.com/go/firepower9300-software or http://www.cisco.com/
go/firepower4100-software.
The software download page for the Firepower 4100/9300 chassis is opened in the browser.

Find and then download the appropriate software image to your local computer.

Uploading an Image to the Firepower Security Appliance

Step 1

Step 2
Step 3
Step 4

Step 5

You can upload FXOS and application images to the chassis.

Before you begin

Make sure the image you want to upload is available on your local computer.

Procedure

Choose System > Updates.
The Available Updates page shows a list of the Firepower eXtensible Operating System platform bundle
images and application images that are available on the chassis.

Click Upload Image to open the Upload Image dialog box.
Click Choose File to navigate to and select the image that you want to upload.

Click Upload.
The selected image is uploaded to the Firepower 4100/9300 chassis.

For certain software images you will be presented with an end-user license agreement after uploading the
image. Follow the system prompts to accept the end-user license agreement.

Verifying the Integrity of an Image

The integrity of the image is automatically verified when a new image is added to the Firepower 4100/9300
chassis. If needed, you can use the following procedure to manually verify the integrity of an image.
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Step 1

Step 2

Upgrading the Firepower eXtensible Operating System Platform Bundle .

Procedure

Choose System > Updates.
The Available Updates page shows a list of the Firepower eXtensible Operating System platform bundle
images and application images that are available on the chassis.

Click Verify (check mark icon) for the image you want to verify.

The system will verify the integrity of the image and display the staus in the Image Integrity field.

Upgradingthe Firepower eXtensible Operating SystemPlatform

Bundle

\}

Before you begin

Download the platform bundle software image from Cisco.com (see Downloading Images from Cisco.com,
on page 42) and then upload that image to the Firepower 4100/9300 chassis (see Uploading an Image to the
Firepower Security Appliance, on page 42).

Note

Step 1

Step 2

Step 3

The upgrade process typically takes between 20 and 30 minutes.

If you are upgrading a Firepower 9300 or Firepower 4100 Series security appliance that is running a standalone
logical device or if you are upgrading a Firepower 9300 security appliance that is running an intra-chassis
cluster, traffic will not traverse through the device while it is upgrading.

If you are upgrading Firepower 9300 or a Firepower 4100 Series security appliance that is part of an inter-chassis
cluster, traffic will not traverse through the device being upgraded while it is upgrading. However, the other
devices in the cluster will continue to pass traffic.

Procedure

Choose System > Updates.
The Available Updates page shows a list of the Firepower eXtensible Operating System platform bundle
images and application images that are available on the chassis.

Click Upgrade for the FXOS platform bundle to which you want to upgrade.

The system will first verify the software package that you want to install. It will inform you of any
incompatibility between currently installed applications and the specified FXOS platform software package.
It will also warn you that any existing sessions will be terminated and that the system will need to be rebooted
as part of the upgrade.

Click Yesto confirm that you want to proceed with installation, or click No to cancel the installation.
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The Firepower eXtensible Operating System unpacks the bundle and upgrades/reloads the components.

Downloadingalogical Device Software Image tothe Firepower
4100/9300 chassis

You can use FTP, SCP, SFTP, or TFTP to copy the logical device software image to the Firepower 4100/9300
chassis.
Before you begin
Collect the following information that you will need to import a configuration file:
« |P address and authentication credentials for the server from which you are copying the image

« Fully qualified name of the software image file

Procedure

Step 1 Enter Security Services mode:

Firepower-chassis # scope ssa
Step 2 Enter Application Software mode:
Firepower-chassis /ssa # scope app-software

Step 3 Download the logical device software image:
Firepower-chassis /ssa/app-software # download image URL
Specify the URL for the file being imported using one of the following syntax:
« ftp://username@hostname/path

* scp://user name@hostname/path
« sftp://username@hostname/path
* tftp://hostname: port-nunvpath

Step 4 To monitor the download process:

Firepower-chassis /ssa/app-software # show download-task

Step 5 To view the downloaded applications:

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Step 6 To view details for a specific application:
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Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

Example

The following example copies an image using the SCP protocol:

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:

Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 NZA Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
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Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

Updating the Image Version for a Logical Device

Use this procedure to upgrade the ASA application image to a new version, or set the Firepower Threat Defense
application image to a new startup version that will be used in a disaster recovery scenario.

When you change the startup version on a Firepower Threat Defense logical device using Firepower Chassis
Manager or the FXOS CLI, the application does not immediately upgrade to the new version. The logical
device startup version is the version that Firepower Threat Defense reinstalls to in a disaster recovery scenario.
After initial creation of a FTD logical device, you do not upgrade the FTD logical device using Firepower
Chassis Manager or the FXOS CLI. To upgrade a FTD logical device, you must use Firepower Management
Center. See the Firepower System Release Notes for more information: http://www.cisco.com/c/en/us/support/
security/defense-center/products-release-notes-list.html.

Also, note that any updates to the FTD logical device will not be reflected on the L ogical Devices > Edit and
System > Updates pages in Firepower Chassis Manager. On these pages, the version shown indicates the
software version (CSP image) that was used to create the FTD logical device.

When you change the startup version on an ASA logical device, the ASA upgrades to that version and all
configuration is restored. Use the following workflows to change the ASA startup version, depending on your
configuration:

ASA High Availability -
1. Change the logical device image version(s) on the standby unit.
2. Make the standby unit active.

3. Change the application version(s) on the other unit.

ASA Inter-Chassis Cluster -
1. Change the startup version on the data unit.
2. Make the data unit the control unit.

3. Change the startup version on the original control unit (now data).

Before you begin

Download the application image you want to use for the logical device from Cisco.com (see Downloading
Images from Cisco.com, on page 42) and then upload that image to the Firepower 4100/9300 chassis (see
Uploading an Image to the Firepower Security Appliance, on page 42).
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Step 1

Step 2

Step 3
Step 4

Firmware Upgrade .

If you are upgrading both the Platform Bundle image and one or more Application images, you must upgrade
the Platform Bundle first.

Procedure

Choose L ogical Devicesto open the Logical Devices page.
The Logical Devices page shows a list of configured logical devices on the chassis. If no logical devices have
been configured, a message stating so is shown instead.

Click Update Version for the logical device that you want to update to open the Update I mage Version
dialog box.

For the New Version, choose the software version.
Click OK.

Firmware Upgrade

For information about upgrading the firmware on your Firepower 4100/9300 chassis, see the Cisco Firepower
4100/9300 FXOS Firmware Upgrade Guide.

Manually Downgrading to Version 2.0.1 or Lower

)

Follow these CLI steps to manually downgrade the CIMC image on a security module.

Note

Step 1

This procedure is used specifically to downgrade to version 2.0.1 or lower, from version 2.1.1 or higher.

Before you begin

Ensure the application image you want to downgrade to has been downloaded to the Firepower 4100/9300
chassis (see Downloading Images from Cisco.com, on page 42 and Downloading a Logical Device Software
Image to the Firepower 4100/9300 chassis, on page 44).

Procedure

Disable image version comparison before downgrading the CIMC image.
Follow the steps in this example to clear the default platform image version:

Example:

firepower# scope org

firepower /org # scope fw-platform-pack default

firepower /org/fw-platform-pack # set platform-bundle-version "'

Warning: Set platform version to empty will result software/firmware incompatibility issue.
firepower /org/fw-platform-pack* # commit-buffer
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Step 2

Step 3

firepower /org/fw-platform-pack #

Downgrade the module image.
Follow the steps in this example to change the CIMC image:

Example:

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version_num>
firepower /chassis/server/cimc* # activate firmware <version_num>
firepower /chassis/server/cimc* # commit-buffer

firepower /chassis/server/cimc #

Repeat this step as necessary to update other modules.

Install the new firmware bundle.
Follow the steps in this example to install the downgrade image:

Example;

firepower# scope firmware

firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version_num>
The currently installed FXOS platform software package is <version_num>

WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):

What to do next

You can use the show fsm statusexpand command in firmware/auto-instal I mode to monitor the installation
process.
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CHAPTER 6

Security Certifications Compliance

« Security Certifications Compliance, on page 49

* Generate the SSH Host Key, on page 50

« Configure IPSec Secure Channel, on page 51

« Configure Static CRL for a Trustpoint, on page 56
 About the Certificate Revocation List Check, on page 57
* Configure CRL Periodic Download, on page 61

« Set the LDAP Key Ring Certificate, on page 63

« Enable Client Certificate Authentication, on page 63

Security Certifications Compliance

United States federal government agencies are sometimes required to use only equipment and software
complying with security standards established by the U.S. Department of Defense and global certification
organizations. The Firepower 4100/9300 chassis supports compliance with several of these security certification
standards.

See the following topics for steps to enable features that support compliance with these standards:
« Enable FIPS Mode, on page 124
« Enable Common Criteria Mode, on page 125
* Configure IPSec Secure Channel, on page 51
« Configure Static CRL for a Trustpoint, on page 56
» About the Certificate Revocation List Check, on page 57
« Configure CRL Periodic Download, on page 61
« Configure NTP authentication: Setting the Date and Time Using NTP, on page 84
« Set the LDAP Key Ring Certificate, on page 63
« Configure the IP Access List, on page 125
« Enable Client Certificate Authentication, on page 63

« Configure Minimum Password Length Check, on page 35

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager Configuration Guide, 2.3(1) .



Security Certifications Compliance |

. Generate the SSH Host Key

\}

* Set the Maximum Number of Login Attempts, on page 34

Note

Note that these topics discuss enabling certifications compliance on the Firepower 4100/9300 chassis only.
Enabling certification compliance on the Firepower 4100/9300 chassis does not automatically propagate
compliance to any of its attached logical devices.

Generate the SSH Host Key

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step7

Prior to FXOS release 2.0.1, the existing SSH host key created during initial setup of a device was hard-coded
to 1024 bits. To comply with FIPS and Common Criteria certification, you must destroy this old host key and
generate a new one. See Enable FIPS Mode, on page 124 or Enable Common Criteria Mode, on page 125 for
more information.

Perform these steps to destroy the old SSH host key and generate a new certifications-compliant one.

Procedure

From the FXOS CLLI, enter services mode:
scope system

scope services

Delete the SSH host key:

delete ssh-server host-key

Commit the configuration:

commit-buffer

Set the SSH host key size to 2048 bits:
set ssh-server host-key rsa 2048

Commit the configuration:

commit-buffer

Create a new SSH host key:
create ssh-server host-key

commit-buffer

Confirm the new host key size:
show ssh-server host-key
Host Key Size: 2048
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Configure IPSec Secure Channel

You can configure IPSec on your Firepower 4100/9300 chassis to provide end-to-end data encryption and
authentication service on data packets going through the public network. This option is one of a number
offered for achieving Common Criteria certification compliance on your system. For more information, see
Security Certifications Compliance, on page 49.

Note « If you elect to configure enforcement of matching cryptographic key strength between IKE and SA
connections (set sa-strength-enforcement to yes in the below procedure):

If SA enforcement is enabled then when IKE negotiated key size is less then ESP
negotiated key size, the connection fails.

then when IKE negotiated key size is large or equal
than ESP negotiated key size, SA enforcement
check passes and the connection is successful.

If SA enforcement is disabled then SA enforcement check passes and the
connection is successful.

Perform these steps to configure an IPSec secure channel.

Procedure

Step 1 From the FXOS CLI, enter security mode:
scope security
Step 2 Create the keyring:

enter keyring ssp
I create certreq subject-name subject-nameip ip

Step 3 Enter the associated certificate request information:
enter certreq
Step 4 Set the country:

set country country

Step 5 Set the DNS:
set dnsdns
Step 6 Set the email:

set e-mail email

Step 7 Set the IP information:
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

Step 19

Step 20
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set fi-a-ip fi-a-ip

set fi-a-ipv6 fi-a-ipve
set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6
set ipv6 ipv6

Set the locality:

set locality locality

Set the organization name:

set org-name org-name

Set the organization unit name:
set org-unit-name org-unit-name
Set the password:

| set password

Set the state:

set state state

Set the subject name for the certreq:
set subject-name subject-name
Exit:

exit

Set the modulus:

set modulus modulus

Set the regeneration for the certificate request:

set regenerate{ yes| no}

Set the trustpoint:

set trustpoint interca

Exit:

exit

Enter the newly created trustpoint:

enter trustpoint interca

Generate certificate signing request:
set certchain

Example:

Security Certifications Compliance |
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MIIF3TCCA8WgAwWIBAgIBADANBgkghkiGOWOBAQSFADBWMQswCQYDVQQGEwWJIVUZEL
MAKGALUECAWCQOEXDDAKBgNVBACMAINKQzEOMAWGAIUECgwWFQ2IzY28xDTALBgNV
BAsSMBFNUQIUxCzAIBgNVBAMMAKNBMRowGAY JKoZIhveNAQKBFgtzc3BAc3NwLmMS5I
dDAeFWOXNJEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAXCzAIBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMA0GAIUEBwWwWDUOpDMQ4wWDAYDVQQKDAVDaXNjbhzENMASG
ALUECWWEU1RCVTELMAKGALUEAWWCQOEXGjAY BgkghkiGOWOBCQEWC3NzcEBzc3Au
bmVOMIICIJANBgkghkiGOWOBAQEFAAOCAGSAMIICCgKCAGEA2ukWYMLQuULgTvhq?
zFb30z/iyDG/uiemrL1Y n8WE3E39XcXAL/X9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYr129yuyOrlqoid9k9gL/oRBzH18BwBWGHBOz3hGrSK
Yc2yhsq9y/6y13nSuLZméybmUKjTa+B4YuhDTz4hl/19x/35nbGiab3vLDKss1nO
XP9+1+Lc690VI8/mMNPWAjCjDI+U/L9keY s/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Yw1g/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKKpfDv3oH
cMPgI12T9rCOD8NNcgPXjIPFKfexoGNGWNTO85fK3kjgMOdWhdeMG3EihxEEOUPDO
FduOHrTM5Ivwb+vrSwE9HsAIMJI8UuujmHgH5mIwyy3Me+cEDHoOhLeNs+AFrgEXQ
€9S+KZC/dq/9zOLpRsVqSflsAuVI/QdPDbWShjfIE/fP2Wj01PgXywQydzymVvgE
WEZaoFg+mIGImO+g4RDvnpzEvViOYNSAGmMOKILh5HQ/eY Dexvd0gbORWbH31H32ySlI
11a6UTT9+vnND1f838fxvNvr8nyGD2S/L VaxnZI04jcSIvtdizbbT8u5B4VcLKIC
X0vkgjo6RVNZJ52sUaD9C3Uod TUCAWEAAaOBYTB/MC8GAL1UdHWQOMCYWJIKAiI0CCG
HmMhOdHAGLY8XOTIUMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpXx8UOAPK76pVTY QQ5AWHWY DVROjBBgwFoAU7Jg01A74jpx8UOAPK76pVTY QQ5AW
DAYDVROTBAUwWAWEB/zANBgkghkiGOWOBAQSFAAOCAQEAVI8Ky2jiXcawPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwWY RudsyXbv7INR3rJ/X1cRQj9+KidWWVxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/D1pBQ29yweChUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuUNJQszJiVVsY JfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5R18n

BNXY HgxuoNMmgbS3KjCLXcH6xIN8t+UkfP89hvJt/flul+s/\VISVZWKAtAWVR7wI
QngCKRJW6FYpzeyNBctiJ07wO+Wtde3Kh1jIDYVAShFixWcVGDf2r6 QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmfhqqN/3f+sS1fM4qWORJIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCXIfFKXKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rjloulk+/ZyPtBvFHUKFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmMSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCA5CgAwWIBAgIBBDANBgkghkiGOWOBAQSFADBWMQswCQYDVQQGEwJIVUZEL
MAKGALUECAWCQOEXDDAKBgNVBACMAINKQzEOMAWGAIUECgwWFQ2IzY28xDTALBgNV
BAsSMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQKBFgtzc3BAC3NwLmMSI
dDAeFWOXNJEyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAIBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGALUECgwGbhbmV3c3RNMRAWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOXLWNhMSgwlgYJKoZlhveNAQkBFhIpbnRIcmOxLWNh
QGludGWhbTEtY2EubmVOMIICIJANBgkghkiGOWOBAQEFAAOCAGSAMIICCgKCAQEA
wLpNnyEx514P8uDoWKWF31ZsegjhLANsodxuAUmMhmwKekd0OpZZxHMw1wSO41BX5
4itJSOxy XFzPmeptG30XVNqCcsT+4BXI3DoGgPMULccc4NesHeg2z8+g3SPA6uZh
iseWNvKfUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/082J309GW2j0eHIN84sgulEDL812R0OejQvpmfqGUQqllstklluh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5YUaRJIMak/t8kCahtGXfuLll
E2AkxKXeeveRIN6cpQd5JiNzCT/tIQL/T/CCqMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8Q17/50WNXIlolb96hHIJ7RPbG7RXYgmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIBlazCmMmdPcBO6chUQfCj5hSmk3StVQKgJCjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcl IXRAIPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4COFthw1JrRxH1yeHJHrLIZgJ5txSaVUIgrgVClaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAYgP7JcaQpvdpuDgg++NgBtygigECAWEAAaNBMD8wWDAYDVROT
BAUwWAWEB/zAVBgNVHRSEKDAMMCSglgAghh50dHRwOi8VMTkyLjE20C40LjI5L21u
dGWybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/Xujlh5G5UWo+cwTSitAezZWhJA
h1dAiXZ/OYWZSxKFRIErKdupLgLOThjnX/wRFFEXbrBQwWm5kWAUUDr97D1Uz+2A
8LC518SWKXmyf0jutsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+Y Razal T9xj9KH
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PE7nHCJIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc3IZ10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHMA3gFKmW{3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1TId7UxaqVd8CD5W
ATjNs+ifkJSIh5ERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI6ItCd8Ph3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGEIOXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVVgNnqvpuz06kqgyubh4+ZgGKZ5LNEXYmMGNz30ED1rUN636Tw
SjGAPHgeROzy TFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0dj TKFUM8uBO3f+II
/cbuyBO1+JrDM@8NkAjxKIJIplc3WbfCue/qcwtcfUBY Z4i53a56 UNF5EfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

Step 21 Show the certificate signing request:
show certreq
Example:

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAWVTELMAKGALUEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBA0MBUNpc2NvMQOwWCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
U1AwggEIMAOGCSqGSIh3DQEBAQUAA4IBDWAWGYEKA0IBAQDG292Rq3t0laoxPbfE
p/ITKr6rxFhPgSShtm6sXer//VZFiDTWODockDItuf4Kja215mISORyVEY VeRgAs
wbN459wm0BASd8xCjlhsuHDV7yHU539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkVO

60duzY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmvcZjDjkMm2nDFsPIX9
39TYPItDkIE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjju5YnR1
giR4q7j1RmzVVFxCDY 3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGQJzAIBgkghkiGOwW0BCQ4xGDAWMBQGALIUJEQQNMAUCALINTUICEWKgA
rjJANBgkghkiGOWOBAQSFAAOCAQEARtRBoINxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRMYujTnp67BWuUZZI03dGP4/IbN6bCIP3CvkZdKUsIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL 7gqg/1ShF
RJIh6sq5W9Ip6EQS) YefK62E7MatRjDjS8DX0xj6gfn9DgK15i1VpkK2QqT5rmeSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVczmTxXEkJIBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8R9IMcBQ==

Step 22 Enter IPSec mode:
scope ipsec
Step 23 Set the log verbose level:
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Step 24

Step 25

Step 26

Step 27

Step 28

Step 29

Step 30

Step 31

Step 32

Step 33

Step 34

Step 35

Step 36

Step 37

Configure IPSec Secure Channel .

set log-level log_level

Create and enter an IPSec connection:
enter connection connection_name
Set IPSec mode to tunnel or transport:

set modetunnel_or_transport

Set the local IP address:

set local-addr ip_address

Set the remote IP address:

set remote-addr ip_address

If using tunnel mode, set the remote subnet:

set remote-subnet ip/mask

(Optional) Set the remote identity:

set remote-ike-ident remote_identity name

Set the keyring name:

set keyring-name name

(Optional) Set the keyring password:

set keyring-passwd passphrase

(Optional) Set the IKE-SA lifetime in minutes:

set ike-rekey-time minutes

The minutes value can be any integer between 60-1440, inclusive.
(Optional) Set the Child SA lifetime in minutes (30-480):

set esp-rekey-time minutes

The minutes value can be any integer between 30-480, inclusive.
(Optional) Set the number of retransmission sequences to perform during initial connect:
set keyringtriesretry _number

The retry_number value can be any integer between 1-5, inclusive.
(Optional) Enable or disable the certificate revocation list check:
set revoke-policy { relaxed | strict }

Enable the connection:

set admin-state enable

Reload connections:

reload-conns
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. Configure Static CRL for a Trustpoint

Step 38

Step 39

Connections that were previously not established are retried. Established connections remain untouched.

(Optional) Add the existing trustpoint name to IPsec:

create authority trustpoint_name

Configure the enforcement of matching cryptographic key strength between IKE and SA connections:

set sa-strength-enforcement yes or_no

Configure Static CRL for a Trustpoint

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Revoked certifications are kept in the Certification Revocation List (CRL). Client applications use the CRL
to check the authentication of a server. Server applications utilize the CRL to grant or deny access requests
from client applications which are no longer trusted.

You can configure your Firepower 4100/9300 chassis to validate peer certificates using Certification Revocation
List (CRL) information. This option is one of a number offered for achieving Common Criteria certification
compliance on your system. For more information, see Security Certifications Compliance, on page 49.

Perform these steps to validate peer certificates using CRL information.

Procedure

From the FXQOS CLLI, enter security mode:

scope security

Enter trustpoint mode:

scopetrustpoint trustname

Enter revoke mode:

scoperevoke

Download the CRL file(s):

import crl protocol://user _id@CA or CRL issuer_|P/tmp/DoDCALICRL1.crl
(Optional) Show the status of the import process of CRL information:

show import-task detail

Set the certificate revocation method to CRL-only:

set certrevokemethod {crl}
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About the Certificate Revocation List Check

You can configure your Certificate Revocation List (CRL) check mode to be either strict or relaxed in IPSec,
HTTPS, and secure LDAP connections.

FXOS harvests dynamic (non-static) CRL information from the CDP information of an X.509 certificate,
which indicates dynamic CRL information. System administration downloads static CRL information manually,
which indicates local CRL information in the FXOS system. FXOS processes dynamic CRL information
against the current processing certificate in the certificate chain. The static CRL is applied to the whole peer
certificate chain.

For steps to enable or disable certificate revocation checks for your secure IPSec, LDAP, and HTTPS
connections, see Configure IPSec Secure Channel, Creating an LDAP Provider and Configuring HTTPS.

\}

Note

« If the Certificate Revocation Check Mode is set to Strict, static CRL is only applicable when the peer
certificate chain has a level of 1 or higher. (For example, when the peer certificate chain contains only
the root CA certificate and the peer certificate signed by the root CA.)

» When configuring static CRL for IPSec, the Authority Key Identifier (authkey) field must be present in
the imported CRL file. Otherwise, IPSec considers it invalid.

« Static CRL takes precedence over Dynamic CRL from the same issuer. When FXOS validates the peer
certificate, if a valid (determined) static CRL of the same issuer exists, FXOS ignores the CDP in the
peer certificate.

« Strict CRL checking is enabled by default in the following scenarios:
» Newly created secure LDAP provider connections, IPSec connections, or Client Certificate entries

» Newly deployed FXOS Chassis Managers (deployed with an initial starting version of FXOS 2.3.1.x
or later)

The following tables describe the connection results, depending on your certificate revocation list check setting
and certificate validation.

Table 1: Certificate Revocation Check Mode set to Strict without a local static CRL

Without local static CRL

LDAP Connection

IPSec Connection

Client Certificate
Authentication

Checking peer certificate
chain

Full certificate chain is
required

Full certificate chain is
required

Full certificate chain is
required

Checking CDP in peer
certificate chain

Full certificate chain is
required

Full certificate chain is
required

Full certificate chain is
required

CDP checking for Root
CA certificate of the peer
certificate chain

Yes

Not applicable

Yes
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Without local static CRL

LDAP Connection

IPSec Connection

Client Certificate
Authentication

Any certificate validation
failure in the peer
certificate chain

Connection fails with
syslog message

Connection fails with
syslog message

Connection fails with
syslog message

Any certificate revoked in
the peer certificate chain

Connection fails with
syslog message

Connection fails with
syslog message

Connection fails with
syslog message

One CDP is missing in the
peer certificate chain

Connection fails with
syslog message

Peer certificate:
connection fails with
syslog message

Intermediate CAs:
connection fails

Connection fails with
syslog message

One CDP CRL is empty
in the peer certificate
chain with valid signature

Connection succeeds

Connection succeeds

Connection fails with
syslog message

Any CDP in the peer
certificate chain cannot be
downloaded

Connection fails with
syslog message

Peer certificate:
Connection fails with
syslog message

Intermediate CA:
connection fails

Connection fails with
syslog message

Certificate has CDP, but
the CDP server is down

Connection fails with
syslog message

Peer certificate:
Connection fails with
syslog message

Intermediate CA:
connection fails

Connection fails with
syslog message

Certifcate has CDP, server
isup, and CRL ison CDP,
but the CRL has an
invalid signature

Connection fails with
syslog message

Peer certificate:
Connection fails with
syslog message

Intermediate CA:
connection fails

Connection fails with
syslog message

Table 2: Certificate Revocation Check Mode set to Strict with a local static CRL

With local static CRL

LDAP Connection

IPSec Connection

Checking peer certificate chain

Full certificate chain is required

Full certificate chain is required

Checking CDP in peer certificate
chain

Full certificate chain is required

Full certificate chain is required

CDP checking for Root CA
certificate of the peer certificate
chain

Yes

Not applicable
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About the Certificate Revocation List Check .

With local static CRL

LDAP Connection

IPSec Connection

Any certificate validation failure in
the peer certificate chain

Connection fails with syslog
message

Connection fails with syslog
message

Any certificate revoked in the peer

Connection fails with syslog

Connection fails with syslog

certificate chain message message

One CDP is missing in the peer | Connection succeeds Connection succeeds
certificate chain (Certificate Chain

level is 1)

One CDP CRL is empty in the peer | Connection succeeds Connection succeeds
certificate chain (Certificate Chain

level is 1)

Any CDP in the peer certificate | Connection succeeds Connection succeeds
chain cannot be downloaded

(Certificate Chain level is 1)

Certificate has CDP, but the CDP | Connection succeeds Connection succeeds
server is down (Certificate Chain

level is 1)

Certificate has CDP, server is up, | Connection succeeds Connection succeeds
and CRL is on CDP, but the CRL
has an invalid signature (Certificate

Chain level is 1)

Peer Certificate Chain level is
higher than 1

If combined with CDP, connection
succeeds

Connection fails with syslog
message

If there is no CDP, connection fails
with syslog message

Table 3: Certificate Revocation Check Mode set to Relaxed without a local static CRL

Client Certificate
Authentication

Without local static CRL | LDAP Connection IPSec Connection

Checking peer certificate | Full certificate chain Full certificate chain Full certificate chain

chain

Checking CDP in the peer | Full certificate chain Full certificate chain Full certificate chain

certificate chain

CDP checking for Root | Yes
CA certificate of the peer
certificate chain

Not applicable Yes

Connection fails with
syslog message

Connection fails with
syslog message

Any certificate validation | Connection fails with
failure in the peer syslog message
certificate chain
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Without local static CRL

LDAP Connection

IPSec Connection

Client Certificate
Authentication

Any certificate revoked in
the peer certificate chain

Connection fails with
syslog message

Connection fails with
syslog message

Connection fails with
syslog message

One CDP is missing in the
peer certificate chain

Connection succeeds

Connection succeeds

Connection fails with
syslog message

Connection succeeds

Connection succeeds

Connection succeeds

One CDP CRL is empty
in the peer certificate
chain with valid signature

Any CDP in the peer Connection succeeds Connection succeeds Connection succeeds

certificate chain cannot be
downloaded

Certificate has CDP, but | Connection succeeds Connection succeeds Connection succeeds

the CDP server is down

Certificate has CDP, Connection succeeds Connection succeeds Connection succeeds
server is up, and CRL is
on CDP, but the CRL has

an invalid signature

Table 4: Certificate Revocation Check Mode set to Relaxed with a local static CRL

With local static CRL LDAP Connection IPSec Connection

Checking peer certificate chain Full certificate chain Full certificate chain

Checking CDP in the peer Full certificate chain Full certificate chain

certificate chain

CDP checking for Root CA
certificate of the peer certificate
chain

Yes Not applicable

Any certificate validation failure in
the peer certificate chain

Connection fails with syslog
message

Connection fails with syslog
message

Any certificate revoked in the peer
certificate chain

Connection fails with syslog
message

Connection fails with syslog
message

One CDP is missing in the peer | Connection succeeds Connection succeeds
certificate chain (Certificate Chain

level is 1)

One CDP CRL is empty in the peer | Connection succeeds Connection succeeds
certificate chain (Certificate Chain

level is 1)
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Configure CRL Periodic Download .

With local static CRL

LDAP Connection

IPSec Connection

Any CDP in the peer certificate
chain cannot be downloaded
(Certificate Chain level is 1)

Connection succeeds

Connection succeeds

Certificate has CDP, but the CDP
server is down (Certificate Chain
level is 1)

Connection succeeds

Connection succeeds

Certificate has CDP, server is up,
and CRL is on CDP, but the CRL
has an invalid signature (Certificate
Chain level is 1)

Connection succeeds

Connection succeeds

Peer Certificate Chain level is
higher than 1

Connection fails with syslog
message

If combined with CDP, connection
succeeds

If there is no CDP, connection fails
with syslog message

Configure CRL Periodic Download

You can configure your system to periodically download a (CRL) so that a new CRL is used every 1 to 24

hours to validate certificates.

You can use the following protocols and interfaces with this feature:

«FTP
« SCP
« SFTP
« TFTP
- USB

Note

)

* SCEP and OCSP are not supported.

* You can only configure one periodic download per CRL.

 One CRL is supported per trustpoint.

Note

You can only configure the period in one-hour intervals.

Perform these steps to configure CRL periodic download.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step7
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Ensure that you have already configured your Firepower 4100/9300 chassis to validate peer certificates using
(CRL) information. For more information, see Configure Static CRL for a Trustpoint, on page 56.

Procedure

From the FXOS CLI, enter security mode:

scope security

Enter trustpoint mode:
scope trustpoint
Enter revoke mode:

scoperevoke

Edit the revoke configuration:

sh config

Set your preferred configuration:

Example:

set certrevokemethod crl

set crl-poll-filename rootCA .crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

I set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

Exit the configuration file:
exit

(Optional) Test the new configuration by downloading a new CRL.:

Example:

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:

File Name Protocol Server Port

rootCA.crl Scp  182.23.33.113 0
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Set the LDAP Key Ring Certificate .

Set the LDAP Key Ring Certificate

\}

You can configure a secure LDAP client key ring certificate to support a TLS connection on your Firepower
4100/9300 chassis. This option is one of a number offered for achieving Common Criteria certification
compliance on your system. For more information, see Security Certifications Compliance, on page 49.

Note

Step 1

Step 2

Step 3

Step 4

Step 5

If Common Criteria mode is enabled, you must have SSL enabled, and you must use the server DNS information
to create the key ring certificate.

If SSL is enabled for the LDAP server entry, key ring information is referenced and checked when forming
a connection.

LDAP server information has to be DNS information in the CC mode for the secure LDAP connection (with
SSL enabled).

Perform these steps to configure a secure LDAP client key ring certificate:.

Procedure

From the FXOS CLlI, enter security mode:
scope security

Enter LDAP mode:

scope ldap

Enter LDAP server mode:

enter server {server_ip|server_dns}

Set the LDAP key ring:

set keyring keyring_name

Commit the configuration:

commit-buffer

Enable Client Certificate Authentication

You can enable your system to use a client certificate in conjunction with LDAP to authenticate a user for
HTTPS access. The default authentication configuration on the Firepower 4100/9300 chassis is credential-based.
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. Enable Client Certificate Authentication

\}

Note

Step 1

Step 2

Step 3

Step 4

If certificate authentication is enabled, that is the only form of authentication permitted for HTTPS.

Certificate revocation check is not supported with the FXOS 2.1.1 release of the client certificate authentication
feature.

The following requirements must be met by the Client Certificate to use this feature:

« The username must be included in the X509 attribute Subject Alternative Name - Email.

« The client certificate must be signed by a root CA that has had its certificate imported into a trustpoint
on the Supervisor.

Procedure

From the FXOS CLI, enter services mode:

scope system

scope services

(Optional) View your options for HTTPS authentication:
set https auth-type

Example:

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

Set your HTTPS authentication to client-based:
set https auth-type cert-auth

Commit the configuration:

commit-buffer
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System Administration

« System Changes that Cause Firepower Chassis Manager Sessions to be Closed, on page 65
* Changing the Management IP Address, on page 66

« Changing the Application Management IP, on page 67

« Changing the Firepower 4100/9300 Chassis Name, on page 70

« Install a Trusted Identity Certificate, on page 71

* Pre-Login Banner, on page 77

« Rebooting the Firepower 4100/9300 Chassis, on page 79

« Powering Off the Firepower 4100/9300 Chassis, on page 80

« Restoring the Factory Default Configuration, on page 80

System Changes that Cause Firepower Chassis Manager
Sessions to be Closed

The following system changes can cause the system to automatically log you out of Firepower Chassis
Manager:

* If you modify the system time by more than 10 minutes.
« If the system is rebooted or shut down using Firepower Chassis Manager or the FXOS CLI.
« If you upgrade the FXOS version on Firepower 4100/9300 chassis.

« If you enable or disable FIPS or Common Criteria mode.

)

Note In addition to the above changes, you are automatically logged out of the system if a certain period of time
passes without any activity. By default, the system will log you out after 10 minutes of inactivity. To configure
this timeout setting, see Configuring the Session Timeout, on page 32. You can also configure an absolute
timeout setting that will log users out of the system after a certain period of time even if the session is active.
To configure the absolute timeout setting, see Configuring the Absolute Session Timeout, on page 33.
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. Changing the Management IP Address

Changing the Management IP Address

N

Before you begin

You can change the management IP address on the Firepower 4100/9300 chassis from the FXOS CLI.

Note

Step 1
Step 2

Step 3

After changing the management IP address, you will need to reestablish any connections to Firepower Chassis
Manager or the FXOS CLI using the new address.

Procedure

Connect to the FXOS CLI (see Accessing the FXOS CLI, on page 9).
To configure an IPv4 management IP address:

a)

b)

c)

d)

Set the scope for fabric-interconnect a:

Firepower-chassis# scope fabric-interconnect a

To view the current management IP address, enter the following command:
Firepower-chassis /fabric-interconnect # show

Enter the following command to configure a new management IP address and gateway:

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network_mask gw
gateway ip_address

Commit the transaction to the system configuration:

Firepower-chassis /fabric-interconnect* # commit-buffer

To configure an IPv6 management IP address:

a)

b)

c)

d)

Set the scope for fabric-interconnect a:

Firepower-chassis# scope fabric-interconnect a

Set the scope for management IPv6 configuration:

Firepower-chassis /fabric-interconnect # scope ipv6-config

To view the current management IPv6 address, enter the following command:
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Enter the following command to configure a new management IP address and gateway:

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-prefix
prefix_length ipv6-gw gateway address

Note Only IPv6 Global Unicast addresses are supported as the chassis’s IPv6 management address.

Commit the transaction to the system configuration:
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Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

Example

The following example configures an IPv4 management interface and gateway:

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID O00B IP Addr 00B Gateway 00B Netmask 00B IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1

Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

The following example configures an IPv6 management interface and gateway:

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management 1Pv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 2001::8999
ipv6-prefix 64 ipv6-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

Changing the Application Management IP

\}

You can change the management IP address on the application(s) attached to your Firepower 4100/9300
chassis from the FXOS CLI. To do so, you must first change the IP information at the FXOS platform level,
then change the IP information at the application level.

Note

Changing the application management IP will result in a service interruption.
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Procedure

Step 1 Connect to the FXOS CLI. (See Accessing the FXOS CLI, on page 9).
Step 2 Scope to the logical device:

scope ssa
scope logical-device logical_device_name

Step 3 Scope to the management bootstrap and configure the new management bootstrap parameters. Note that there
are differences between deployments:

For standalone configuration of an ASA logical device:
a) Enter the logical device management bootstrap:
scope mgmt-bootstrap asa
b) Enter the IP mode for the slot:
scopeipv4_or_6 slot_number default
c) (IPv4 only) Set the new IP address:
set ip ipv4_address mask network mask
d) (IPv6 only) Set the new IP address:
set ip ipv6_address prefix-length prefix_length_number
e) Setthe gateway address:
set gateway gateway _ip_address
f) Commit the configuration:

commit-buffer

For a clustered configuration of ASA logical devices:

a) Enter the cluster management bootstrap:
scope cluster-bootstrap asa

b) (IPv4 only) Set the new virtual IP:
set virtual ipv4 ip_address mask network mask
c) (IPv6 only) Set the new virtual IP:
set virtual ipv6 ipv6_address prefix-length prefix_length_number
d) Setthe new IP pool:
set ip pool start_ipend ip
e) Setthe gateway address:
set gateway gateway _ip_address
f) Commit the configuration:

commit-buffer
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Step 4

Step 5

Step 6

Changing the Application Management IP .

For standalone and clustered configurations of Firepower Threat Defense:
a) Enter the logical device management bootstrap:
scope mgmt-bootstrap ftd
b) Enter the IP mode for the slot:
scopeipv4_or_6 slot_number firepower
c) (IPv4 only) Set the new IP address:
set ip ipv4_address mask network mask
d) (IPv6 only) Set the new IP address:
set ip ipv6_address prefix-length prefix_length_ number
e) Setthe gateway address:
set gateway gateway _ip_address
f) Commit the configuration:
commit-buffer
Note For a clustered configuration, you must set the new IP address for each application attached to the

Firepower 4100/9300 chassis. If you have an inter-chassis cluster or a HA configuration, you must
repeat these steps for each application on both chassis.

Clear the management bootstrap information for each application:
a) Scope to ssa mode:
scope ssa
b) Scope to the slot:
scope slot dot_number
c) Scope to the application instance:
scope app-instance asa_or_ftd
d) Clear the management bootstrap information:
clear-mgmt-bootstrap
e) Commit the configuration:

commit-buffer

Disable the application:
disable
commit-buffer

Note For a clustered configuration, you must clear and disable the management bootstrap information
for each application attached to the Firepower 4100/9300 chassis. If you have an inter-chassis cluster
or a HA configuration, you must repeat these steps for each application on both chassis.

When the application is offline and the slot comes online again, re-enable the application.
a) Scope back to ssa mode:
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scope ssa
b) Scope to the slot:
scope slot slot_number
c) Scope to the application instance:
scope app-instance asa_or_ftd
d) Enable the application:
enable

e) Commit the configuration:

commit-buffer

Note For a clustered configuration, you must repeat these steps to re-enable each application attached to
the Firepower 4100/9300 chassis. If you have an inter-chassis cluster or a HA configuration, you
must repeat these steps for each application on both chassis.

Changing the Firepower 4100/9300 Chassis Name

You can change the name used for your Firepower 4100/9300 chassis from the FXOS CLI.

Procedure

Step 1 Connect to the FXOS CLI (see Accessing the FXOS CLI, on page 9).
Step 2 Enter the system mode:

Firepower-chassis-A# scope system

Step 3 To view the current name:

Firepower-chassis-A /system # show

Step 4 To configure a new name:

Firepower-chassis-A /system # set name device_name

Step 5 Commit the transaction to the system configuration:

Firepower-chassis-A /fabric-interconnect* # commit-buffer

Example

The following example changes the devices name:

Firepower-chassis-A# scope system
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Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address
New-name  Stand Alone 192.168.100.10

New-name-A /system #

Install a Trusted Identity Certificate

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

After initial configuration, a self-signed SSL certificate is generated for use with the Firepower 4100/9300
chassis web application. Because that certificate is self-signed, client browsers do not automatically trust it.
The first time a new client browser accesses the Firepower 4100/9300 chassis web interface, the browser will
throw an SSL warning, requiring the user to accept the certificate before accessing the Firepower 4100/9300
chassis. You can use the following procedure to generate a Certificate Signing Request (CSR) using the FXOS
CLI and install the resulting identity certificate for use with the Firepower 4100/9300 chassis. This identity
certificate allows a client browser to trust the connection, and bring up the web interface with no warnings.

Procedure

Connect to the FXOS CLI. (See Accessing the FXOS CLI, on page 9).
Enter the security module:

scope security

Create a keyring:

create keyring keyring_name

Set a modulus size for the private key:

set modulussize

Commit the configuration:

commit-buffer

Configure the CSR fields. The certificate can be generated with basic options (for example, a subject-name),
and optionally more advanced options that allow information like locale and organization to be embedded in
the certificate. Note that when you configure the CSR fields, the system prompts for a certificate password.

create certreq certreq subject_name
password

set country country

set state state

set locality locality

set org-name organization_name
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

set org-unit-name organization_unit_name

set subject-name subject_name

Commit the configuration:

commit-buffer

System Administration |

Export the CSR to provide to your certificate authority. The certificate authority uses the CSR to create your
identity certificate.

a)

b)

Show the full CSR:
show certreq

Copy the output starting with (and including) "-----BEGIN CERTIFICATE REQUEST-----", ending with

(and including) "-----END CERTIFICATE REQUEST-----":

Example:

————— BEGIN CERTIFICATE REQUEST-----
M11C6zCCAAMCAQAWdZzELMAKGALUEBhMCVVMXEZARBgNVBAgGMCKNhbG Imb3JuaWEx
ETAPBgNVBACMCFNhb i BKb3N IMRYWFAYDVQQKDA1DaXN jbyBTeXNOZW1zMQwwCgYD
VQQLDANUQUMXG jAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMI 1B1jANBgkghkiG
9WOBAQEFAAOCAQ8AMI IBCgKCAQEASOONS5gagkFZ2Fi4JVEANG+7YGgcHbnUt7LpV
yMChnKOPJ j BWkUMNQA1mQsRQDcbJ232/sKOFfMSnyqOL8JzC7 i txeVEZRyz7/ax7W
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwgqDSLoShtBEV10hhT4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrvVq3B+u2DsooPVq76mTm8BwYMgHbJEVA4APmu
RJWEB8YEVVWH7JTE j90vxbatjDjVSIHZBURtCanvyBvGUuLP/Q/Nmv3Lo3G91TbL
L5g1YZVatTxp6HTUezH2M1 1z0avU6d1tBI9rnyxgGth5dPVOdhQIDAQABOCSWLQYJ
KoZ IhveNAQkOMSAwWH j AcBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDANBgkq
hkiGOwWOBAQsSFAAOCAQEAZUTCbwx9vt5aVDcL+tATuSXFE3LA310ck6Gj INVEW/6r
JBNLxusYi1rzZcW+CgnvNs4ArqYGyNVBySOavJ0/VvQ1KFyxxJ101kyx3RzEjgKO
zzyoyrG+EZXC5Shi raS8HuWvE2wFM2wwWNtHWtvcQy55+/hDPD2Bv8pQ0C2Zng31
KLFG1dxWFIxXAXLzF5J+Aul QOCM5HZM9Zm8zREOWT+xHtLSgAqg/aCuomN9/vEwyU
0YFfoJIMVAqQC6AZyUnMFUFCoyuLpLwgkxBOgyaRdnea5RhiGjYQ2IDXYDJEXp7rCx9
+6bvDI11n70JCegHdCWtP75SaNyaBEPKO0365rTckbw==

————— END CERTIFICATE REQUEST-----

Exit the certreq mode:

exit

Exit the keyring mode:

exit

Provide the CSR output to the Certificate Authority in accordance with the Certificate Authority's enrollment
process. If the request is successful, the Certificate Authority sends back an identity certificate that has been
digitally signed using the CA's private key.

Note

All identity certificates must be in Base64 format to be imported into FXOS. If the identity certificate

chain received from the Certificate Authority is in a different format, you must first convert it with

an SSL tool such as OpenSSL.

Create a new trustpoint to hold the identity certificate chain.

create trustpoint trustpoint_name

Enter the identity certificate chain you received from the Certificate Authority in step 11, following the
instructions on screen.
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Step 14

Step 15

Step 16

Step 17

Step 18

Step 19

Install a Trusted Identity Certificate .

Note For a Certificate Authority that uses intermediate certificates, the root and intermediate certificates
must be combined. In a text file, paste the root certificate at the top, followed by each intermediate
certificate in the chain, including all BEGIN CERTIFICATE and END CERTIFICATE flags. Copy
and paste that entire text block into the trustpoint.

set certchain

Example:

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

>M11CDTCCAbOgAwWIBAg QY 1utxPDPw6BOp3uKNgJHZDAKBggghk jOPQQDA jBTMRUW
>SEwWYKCZ ImiZPyLGQBGRYFbG9 j YWwXxGDAWBgoJkiaJk/ 1SZAEZFghuYWF1c3RpbjEg
>MB4GALUEAXMXbmFhdXNOaW4tTkFBVVNUSU4tUEMtQOEWHhcNMTUWNZ 14MTC1INjU2
>WhcNMjAwWNZ 14MTgwNj U2WjBTMRUWEWYKCZ Imi ZPyLGQBGRYFbG9j YWwxGDAWBgoJ
>kiaJk/1sZAEZFghuYWF1c3Rpbj EgMB4GALUEAXMXbmFhdXNOaW4tTKFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQ1BBggghkjOPQMBBWNCAASVEA27V1ENqlgMtLkvI6rx
>GXRpXWI1EyuiBM4eQRogZKnkeJUkm1xmqglubaDHPJ5TMGFIQYszLBRIPg+mdrKeDI
>02kwZzATBgkrBgEEAY I 3FA1EBh4EAEMAQTAOBgNVHQ8BATFSEBAMCAYYwWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUY I nbDHPrFWEEBChXGSgQW7pOV I KWEAYJKwWYB
>BAGCNXUBBAMCAQAWCGY 1KoZ 1 zj OEAW I DSAAWRQ I hAP++QJTUmn i B/AXPDDN63Lgy
>180dMDOFTKkG4p3Th/2yMATATMYhIsv1gCxsQVOwOxZVRugSdoOak6n7wCjTFX9jr

>RA==
p SR END CERTIFICATE-----
>ENDOFBUF

Commit the configuration:

commit-buffer

Exit the trustpoint mode:

exit

Enter the keyring mode:

scope keyring keyring_name

Associate the trustpoint created in step 13 with the keyring that was created for the CSR:

set trustpoint trustpoint_name

Import the signed identity certificate for the server.

set cert

Paste the contents of the identity certificate provided by the Certificate authority:

Example:

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

Semm BEGIN CERTIFICATE-----
>M11E8DCCBJagAwlBAg I TRQAAAAreh lUWg i TzZvgAAAAAAC jAKBggghk JOPQQDAJ BT
>MRUWEWYKCZ Imi ZPyLGQBGRYFbG9 j YWwxGDAWBgoJkiaJk/ I sZAEZFghuYWF1c3Rp

>b j EgMB4GALUEAXMXbmFhdXNOaW4tTkFBVVNUSU4tUEMEQOEWHhCNMTYWND 14MTMw
>0TUOWhcNMTgwND I4MTMwOTUOW j B3MQswCQYDVQQGEwWJVUzETMBEGALUECBMKQ2Fs
>aWZvcm5pYTERMABGALUEBXxMIU2Ful Epvc2UxF jJAUBgNVBAOTDUNpc2NVIFN5c3R1
>bXMxDDAKBgNVBAsSTA1RBQzEaMBgGALUEAXMRZNAOMT IwLnR 1c3QubG9 j YWwwggE i
>MAOGCSQqGS 1b3DQEBAQUAA4 1 BDWAWgQEKAO IBAQCzQ43mBqCRINZ+LglUQAOb7tga
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Step 20

Step 21

Step 22

Step 23

Step 24

Step 25

Step 26

>BwdudS3su I X1wKGco48mMHCRQW1ADWZCxFANxsnbfb+wrR8xKFKo4vwnMLUK3F5U
>RIHLPVIrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoN luhKGOERXXSGF/j43D
>1koJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOy 1 g9WrvgZObwHBg
>yo0dskS/g+a5GNYTzz 1 SOXAFsIMSKPO6/Ftg2MONV 1 kdkFRGOJge/ 1G8a4s/9D82a
>/cujcbOhNssvmAhh1Vg1PGnodNR7MFYwgjM5q9Tp3WOH2uFLGAa2HI 09XR2FAgMB
>AAGJggJYMI ICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D 1 ZWcuHZwPtu5QwHwYDVRO j BBgwFoAUy I nbDHPrFWEEBChx
>GSgQW7p0OV 1 kwgdwGA1UdHWSB1DCBOTCBzqCBy6CBY 1 aBxWxkYXA6LY8vQ049bmFh
>dXNOaW4tTkFBVVNUSU4tUEMtQOEsQ049bmFhdXNOaW4tcGMsQO049QORQLENOPVB1
>YmxpYyUyMEt1eSUYMFNIcnZpY2VzLENOPVNIcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>p24sREM9bmFhdXNOaW4sREMObGI J YWw/Y2VydG ImaWNhdGVSZXZvY2F0aWouTGl z
>dD9i YXNIP29iamVjdENSYXNzPWNSTERpc3RyawJ1dGlvbIBvaW50M IHMBggrBgEF
>BQcBAQSBvzCBvDCBUQY IKwYBBQUHMAKGgaxsZGFwO i 8vLONOPW5hYXVzdGluLU5B
>QVVTVEIOLVBDLUNBLENOPUFJQSXDT j 1QdWJsaWMIMjBLZXkIMjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWNIcyxDTj1Db25maWd1cmFOaW9uLERDPW5hYXVzdG IULERDPWxVY2Fs
>P2NBQ2VydG ImaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWw9uQXVo
>aG9yaXR5MCEGCSsGAQQBg jcUAgQUHh IAVWBIAG IAUWB IAHI AdgB I AHIwDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJIQQMMAOGCCsGAQUFBWMBMAOGCCqGSM49BAMCAOgAMEUC
>1Few7NcJirEtFRvyxjkQ4/dVo2016CRB308WQbYHNUU/ATIEA7UdObiSIBG/PBZjm
>sgo1K60akb jotO0TvUdUd9b6K1Uw=

>ENDOFBUF

Exit the keyring mode:

exit

Exit the security mode:

exit

Enter the system mode:

scope system

Enter the services mode:

scope services

Configure the FXOS web service to use the new certificate:
set https keyring keyring_name

Commit the configuration:

commit-buffer

System Administration |

Display the keyring associated with the HTTPS server. It should reflect the keyring name created in step 3 of
this procedure. If the screen output displays the default keyring name, the HTTPS server has not yet been

updated to use the new certificate:
show https

Example:

fp4120 /system/services # show https
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower_cert

Cipher suite mode: Medium Strength

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager Configuration Guide, 2.3(1)



| System Administration
Install a Trusted Identity Certificate .

Cipher suite: ALL:YADH:!EXPORT40: 'EXPORT56: 'LOW: YRC4: IMD5: ' IDEA: +HIGH : +MEDIUM: +EXP :+eNULL

Step 27 Display the contents of the imported certificate, and verify that the Certificate Statusvalue displays as Valid:
scope security
show keyring keyring_name detail

Example;

fp4120 /security # scope security
fp4120 /security # show keyring Firepower_cert detail
Keyring firepower_cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower_chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:f3:be:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, 0=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b3:43:8d:€6:06:a0:91:f6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:¢8:c0:
al:9c:a3:8f:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1f:31:29:f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:1e:
d6:18:db:de:83:f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:e6:03:b1:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7f:8f:8d:c3:8a:4a:09:9f:
9e:49:29:12:26:44:c1:d5:91:da:29:5F:5b:b6:d6:
20:de:47:fF:50:45:14:82:4Ff:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:ef:a9:93:9b:c0:70:60:ca:
87:6c:91:2F:e0:19:ae:46:35:84:F3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6F:1la:e2:cf:fd:0f:
cd:9a:fd:cb:a3:71:bd:21:36:cb:2¥:98:08:61:95:
5a:b5:3c:69:e8:74:d4:7b:31:¥6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key ldentifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key ldentifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:-54:89
X509v3 CRL Distribution Points:
Full Name:
URI : 1dap:///CN=naaustin-NAAUST IN-PC-CA,CN=naaustin-pc,CN=CDP,
CN=Publ ic%20Key%20Services,CN=Services,CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
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Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Publ i c%20Key%20Services,CN=Services,CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:b1:2d:15:1b:¥2:¢c6:39:10:
e3:17:55:a3:6a:08:€8:24:41:df:4f:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e:6e€:24:89:04:6F:cf:05:98:e6:b2:0a:08:
2b:ad:1a:91:b8:e8:b4:e4:ef:51:d5:1d:f5:be:8a:d5:4c

M1 1E8DCCBJagAw I BAg I TRQAAAAreh IUWg i TzvgAAAAAAC jAKBggghk jOPQQDAjBT
MRUWEWYKCZ ImiZPyLGQBGRYFbG9j YWwxGDAWBgoJkiaJk/ ISZAEZFghuYWF1c3Rp
bj EgMB4GALUEAXMXbmFhdXNOaW4tTkFBVVNUSU4tUEMEQOEWHhCNMTYWND 14MTMw
OTUOWhcNMTgwND I14MTMwOTUOWj B3MQswCQYDVQQGEwWJVUzETMBEGALUECBMKQ2Fs
aWZvem5pYTERMASGALUEBXMIU2Ful Epvc2UxF jAUBgNVBAOTDUNpC2NvV I FNSc3R1
bXMXDDAKBgNVBASTA1RBQzEaMBgGALUEAXMRZNAOMT IwLnR I c3QubG9j YWwwggE i
MAOGCSqGS I b3DQEBAQUAA4 I BDWAWgGEKAO I BAQCZQ43mBgCRINZ+Lg IUQAOb7tga
BwdudS3sulX1wKGco48mMHCRQW1ADWZCXFANXsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPVOrHtYY296D9c/7N3Tee3gZczrcWysOw+YDsSTCCoN lUhKGOERXXSGF/ 43D
ikoJIn55JKRImRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyig9WrvgZObwHBg
yodskS/g+a5GNYTzz 1 SOXATs IMSKP06/Ftq2MONV I kdkFRGOJge/ 1G8a4s/9D82a
/cujcbOhNssvmAhhIVgQ1PGnodNR7MFYwg jM5q9Tp3WOH2uFLGAa2H 1 09XR2FAgMB
AAGjJggJYMI ICVDACBGNVHREEFTATghFmcDQxMj AudGYzdC5sb2NhbDAdBgNVHQAE
FgQU/1Wpsti EYExs8D 1 ZWcuHZwPtu5QwHWYDVRO j BBgwFoAUy I nbDHP rFWEEBChx
GSgQW7pOV 1 kwgdwGA1UdHWSB1DCBOTCBzgCBY6CBY 1aBxWxkYXA6LYy8vQ049bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQOEsQ049bmFhdXNOaW4tcGMsQO49QORQLENOPVB1
YmxpYyUyMEt 1eSUyMFN I cnZpY2VzLENOPVN I cnZpY2VzLENOPUNVbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4sREMIObGI j YWw/Y2VydG ImaWNhdGVSZXZvY2F0aWouTGl z
dD9i YXNIP29iamVjdENSYXNzPWNSTERpc3RyaWwJ1dGIlvblBvaWs50MIHMBggrBgEF
BQcBAQSBvzCBvDCBUQY I KwYBBQUHMAKGgaxsZGFwO 1 8vLONOPW5hYXVzdGluLU5B
QVVTVEIOLVBDLUNBLENOPUFJQSXDT j1QdWJsaWMIMjBLZXkIMjBTZXJ2aWNIcyxD
Tj1TZXJI2aWNIcyxDT j1Db25maWd1cmFOaWQuLERDPW5hYXVzdGIuLERDPWxVY2Fs
P2NBQ2VydGImaWNhdGU/YmFzZT9vYmpl Y3RDbGFzcz1 jZXJ0aWZpY2F0aW9uQXV0o
aG9yaXR5MCEGCSSGAQQBg j cCUAgQUHN IAVWB IAG 1 AUWB 1 AH I AdgB I AH IwDgYDVROP
AQH/BAQDAgWgMBMGA1UdJIQQMMAOGCCSGAQUFBWMBMAOGCCGSMA9BAMCAOgAMEUC
IFew7NcJirEtFRvyxjkQ4/dVo2016CRB308WQbYHNUU/ATEA7UdObiSIBG/PBZjm
sgo1K60akbjotOTvUdUd9b6K1UW=

————— END CERTIFICATE--—---

Zeroized: No

What to do next

To verify that the new trusted certificate is presented, navigate to the Firepower Chassis Manager by entering
https://<FQDN_or_IP>/ in the address bar of a web browser.

\}

Note  Browsers also verify the subject-name of a certificate against the input in the address bar. If the certificate is
issued to the fully qualified domain name, it must be accessed that way in the browser. If it is accessed via IP
address, a different SSL error is thrown (Common Name Invalid) even if the trusted certificate is used.
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Pre-Login Banner

With a pre-login banner, when a user logs into Firepower Chassis Manager, the system displays the banner
text and the user must click OK on the message screen before the system prompts for the username and
password. If a pre-login banner is not configured, the system goes directly to the username and password
prompt.

When a user logs into the FXOS CLI, the system displays the banner text, if configured, before it prompts
for the password.

Creating the Pre-Login Banner

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Procedure

Connect to the FXOS CLI (see Accessing the FXOS CLI, on page 9).
Enter security mode:

Firepower-chassis# scope security

Enter banner security mode:

Firepower-chassis /security # scope banner

Enter the following command to create a pre-login banner:

Firepower-chassis /security/banner # create pre-login-banner

Specify the message that FXOS should display to the user before they log into Firepower Chassis Manager
or the FXOS CLI:

Firepower-chassis /security/banner/pre-login-banner* # set message

Launches a dialog for entering the pre-login banner message text.

At the prompt, type a pre-login banner message. You can enter any standard ASCII character in this field.
You can enter multiple lines of text with each line having up to 192 characters. Press Enter between lines.

On the line following your input, type ENDOFBUF and press Enter to finish.

Press Ctrl and C to cancel out of the set message dialog.

Commit the transaction to the system configuration:

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Example

The following example creates the pre-login banner:

Firepower-chassis# scope security
Firepower-chassis /security # scope banner
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Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**nauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Modifying the Pre-Login Banner

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Procedure

Connect to the FXOS CLI (see Accessing the FXOS CLI, on page 9).
Enter security mode:

Firepower-chassis# scope security

Enter banner security mode:

Firepower-chassis /security # scope banner

Enter pre-login-banner banner security mode:

Firepower-chassis /security/banner # scope pre-login-banner

Specify the message that FXOS should display to the user before they log into Firepower Chassis Manager
or the FXOS CLI:

Firepower-chassis /security/banner/pre-login-banner # set message

Launches a dialog for entering the pre-login banner message text.

At the prompt, type a pre-login banner message. You can enter any standard ASCII character in this field.
You can enter multiple lines of text with each line having up to 192 characters. Press Enter between lines.

On the line following your input, type ENDOFBUF and press Enter to finish.

Press Ctr1 and C to cancel out of the set message dialog.

Commit the transaction to the system configuration:

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Example

The following example modifies the pre-login banner:

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
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Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**nauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Deleting the Pre-Login Banner

Step 1
Step 2

Step 3

Step 4

Step 5

Procedure

Connect to the FXOS CLI (see Accessing the FXOS CLI, on page 9).
Enter security mode:

Firepower-chassis# scope security

Enter banner security mode:

Firepower-chassis /security # scope banner

Delete the pre-login banner from the system:

Firepower-chassis /security/banner # delete pre-login-banner

Commit the transaction to the system configuration:

Firepower-chassis /security/banner* # commit-buffer

Example

The following example deletes the pre-login banner:

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Rebooting the Firepower 4100/9300 Chassis

Step 1
Step 2
Step 3

Procedure

Choose Overview to open the Overview page.
Click Reboot next to the Chassis Uptime in the upper-right corner of the Overview page.
Click Yesto verify that you want to power off the Firepower 4100/9300 chassis.

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager Configuration Guide, 2.3(1) .



System Administration |

. Powering Off the Firepower 4100/9300 Chassis

The system will gracefully shut down any logical devices configured on the system and then power down
each security module/engine before finally powering down and then restarting the Firepower 4100/9300
chassis. This process takes approximately 15-20 minutes.

Powering Off the Firepower 4100/9300 Chassis

Step 1
Step 2
Step 3

Procedure

Choose Overview to open the Overview page.
Click Shutdown next to the Chassis Uptime in the upper-right corner of the Overview page.

Click Yesto verify that you want to power off the Firepower 4100/9300 chassis.
The system will gracefully shut down any logical devices configured on the system and then power down
each security module/engine before finally powering down the Firepower 4100/9300 chassis.

Restoring the Factory Default Configuration

\}

You can use the FXOS CLI to restore your Firepower 4100/9300 chassis to factory default configuration.

Note

Step 1

Step 2

Step 3

This process erases all user configuration from the chassis including any logical device configuration. After
completing this procedure, you will need to reconfigure the system (see Initial Configuration Using Console
Port, on page 5).

Procedure

(Optional) The erase configuration command does not remove the Smart License configuration from the
chassis. If you also want to remove the Smart License configuration, perform the following steps:

scope license
deregister

Deregistering the Firepower 4100/9300 chassis removes the device from your account. All license entitlements
and certificates on the device are removed.

Connect to the local-management shell:

connect local-mgmt

Enter the following command to erase all user configuration from your Firepower 4100/9300 chassis and
restore the chassis to its original factory default configuration:

erase configuration
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The system prompts you to verify that you are sure you want to erase all user configuration.

Step 4 Confirm that you want to erase the configuration by entering yes at the command prompt.
The system will erase all user configuration from your Firepower 4100/9300 chassis and then reboot the
system.
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Platform Settings

« Setting the Date and Time, on page 83

* Configuring SSH, on page 86

* Configuring TLS, on page 87

« Configuring Telnet, on page 89

« Configuring SNMP, on page 90

* Configuring HTTPS, on page 99

* Configuring AAA, on page 111

« Configuring Syslog, on page 121

« Configuring DNS Servers, on page 124

* Enable FIPS Mode, on page 124

« Enable Common Criteria Mode, on page 125
« Configure the IP Access List, on page 125

Setting the Date and Time

Use the NTP page to configure the network time protocol (NTP) on the system, to set the date and time
manually, or to view the current system time.

NTP settings are automatically synced between the Firepower 4100/9300 chassis and any logical devices
installed on the chassis.

Note

If you are deploying Firepower Threat Defense on the Firepower 4100/9300 chassis, you must configure NTP
on the Firepower 4100/9300 chassis so that Smart Licensing will work properly and to ensure proper timestamps
on device registrations. You should use the same NTP server for both the Firepower 4100/9300 chassis and
the Firepower Management Center, but note that you cannot use Firepower Management Center as the NTP
server for the Firepower 4100/9300 chassis.

If you are using NTP, you can view the overall synchronization status on the Current Time tab, or you can
view the synchronization status for each configured NTP server by looking at the Server Status field in the
NTP Server table on the Time Synchronization tab. If the system is unable to synchronize with a particular
NTP server, you can hover over the information icon next to the Server Status for more information.
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Viewing the Configured Date and Time

Procedure

Step 1 Choose Platform Settings> NTP.
Step 2 Click the Current Time tab.

The system shows the date, time, and time zone that are configured on the device.

If you are using NTP, you can also view the overall synchronization status on the Current Time tab. You
can view the synchronization status for each configured NTP server by looking at the Server Status field in
the NTP Server table on the Time Synchronization tab. If the system is unable to synchronize with a particular
NTP server, you can hover over the information icon next to the Server Status for more information.

Setting the Time Zone

Procedure

Step 1 Choose Platform Settings> NTP.
Step 2 Click the Current Time tab.
Step 3 Choose the appropriate time zone for the Firepower chassis from the Time Zone drop-down list.

Setting the Date and Time Using NTP

NTP is used to implement a hierarchical system of servers that provide a precisely synchronized time among
network systems. This kind of accuracy is required for time-sensitive operations, such as validating CRLs,
which include a precise time stamp. You can configure up to four NTP servers.

N

Note * FXOS uses NTP version 3.

« If the stratum value of an external NTP server is 13 or greater, the application instance cannot sync to
the NTP server on the FXOS chassis. Each time a NTP client syncs to a NTP server, the stratum value
increases by one.

If you have set up your own NTP server, you can find its stratum value in the /etc/ntp.conf file on the
server. If the NTP server has stratum value of 13 or greater you can either change the stratum value in
the ntp.conf file and restart the server, or use a different NTP server (for example: pool.ntp.org).
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Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

Deleting an NTP Server .

Before you begin

If you use a hostname for the NTP server, you must configure a DNS server. See Configuring DNS Servers,
on page 124.

Procedure

Choose Platform Settings> NTP.
The Time Synchronization tab is selected by default.

Under Set Time Source, click Use NTP Server.

(Optional) Check the NTP Server Authentication: Enable check box if you need to authenticate with the
NTP server.

Click Yesto require an authentication key ID and value.

Only SHAL1 is supported for NTP server authentication.

Click Add to identify up to 4 NTP servers by IP address or hostname.

(Optional) Enter the NTP server's Authentication Key ID and Authentication Value.

Obtain the key ID and value from the NTP server. For example, to generate the SHA1 key on NTP server
Version 4.2.8p8 or later with OpenSSL installed, enter the ntp-keygen -M command, and then view the key
ID and value in the ntp.keys file. The key is used to tell both the client and server which value to use when
computing the message digest.

Click Save.

You can view the synchronization status of each server by looking at the Server Status field in the NTP Server
table. If the system is unable to synchronize with a particular NTP server, you can hover over the information
icon next to the Server Status for more information.

Note If you modify the system time by more than 10 minutes, the system will log you out and you will
need to log in to the Firepower Chassis Manager again.

Deleting an NTP Server

Step 1
Step 2
Step 3
Step 4

Procedure

Choose Platform Settings> NTP.

Click the Time Synchronization tab.

For each NTP server that you want to remove, click the Delete icon for that server in the NTP Server table.
Click Save.
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Setting the Date and Time Manually

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

This section describes how to set the date and time manually on the Firepower chassis. Note that after you
manually set the Firepower chassis date and time, it could take some time for the change to be reflected in
the installed logical device(s).

Procedure

Choose Platform Settings> NTP.
Click the Time Synchronization tab.
Under Set Time Source, click Set Time Manually.

Click the Date drop-down list to display a calendar and then set the date using the controls available in the
calendar.

Use the corresponding drop-down lists to specify the time as hours, minutes, and AM/PM.

Tip You can click Get System Timeto set the date and time to match what is configured on the system
you are using to connect to the Firepower Chassis Manager.

Click Save.

The Firepower chassis is configured with the date and time specified.

Note If you modify the system time by more than 10 minutes, the system will log you out and you will
need to log in to the Firepower Chassis Manager again.

Configuring SSH

Step 1
Step 2

Step 3

Step 4

The following procedure describes how to enable or disable SSH access to the Firepower chassis, how to
enable the FXOS chassis as an SSH client, and how to configure the various algorithms used by SSH for
encryption, key exchange, and message authentication for both the SSH server and SSH client.

SSH is enabled by default.

Procedure

Choose Platform Settings> SSH > SSH Server.

To enable SSH access to the Firepower chassis, check the Enable SSH check box. To disable SSH access,
uncheck the Enable SSH check box.

For the server Encryption Algorithm, check the check boxes for each allowed encryption algorithm.

Note » 3des-cbc is not supported in Common Criteria. If Common Criteria mode is enabled on the
FXOS chassis, you cannot use 3des-cbc as an encryption algorithm.

For the server Key Exchange Algorithm, check the check boxes for each allowed Diffie-Hellman (DH) key
exchange. The DH key exchange provides a shared secret that cannot be determined by either party alone.
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Step 5
Step 6

Step 7
Step 8

Step 9
Step 10
Step 11

Step 12

Step 13

Step 14
Step 15

Step 16

Step 17

Configuring TLS .

The key exchange is combined with a signature and the host key to provide host authentication. This
key-exchange method provides explicit server authentication. For more information about using DH
key-exchange methods, see RFC 4253.

For the server Mac Algorithm, check the check boxes for each allowed integrity algorithm.
For the server Host Key, enter the modulus size for the RSA key pairs.

The modulus value (in bits) is in multiples of 8 from 1024 to 2048. The larger the key modulus size you
specify, the longer it takes to generate an RSA key pair. We recommend a value of 2048.

For the server Volume Rekey Limit, set the amount of traffic in KB allowed over the connection before
FXOS disconnects from the session.

For the server Time Rekey Limit, set the minutes for how long an SSH session can be idle before FXOS
disconnects the session.

Click Save.
Click the SSH Client tab to customize the FXOS chassis SSH client.
For the Strict Host Keycheck, choose enable, disable, or prompt to control SSH host key checking.

« enable-The connection is rejected if the host key is not already in the FXOS known hosts file. You must
manually add hosts at the FXOS CLI using the enter ssh-host command in the system/services scope.

 prompt-You are prompted to accept or reject the host key if it is not already stored on the chassis.

« disable-(The default) The chassis accepts the host key automatically if it was not stored before.

For the client Encryption Algorithm, check the check boxes for each allowed encryption algorithm.

Note » 3des-chc is not supported in Common Criteria. If Common Criteria mode is enabled on the
FXOS chassis, you cannot use 3des-cbc as an encryption algorithm.

For the client Key Exchange Algorithm, check the check boxes for each allowed Diffie-Hellman (DH) key
exchange. The DH key exchange provides a shared secret that cannot be determined by either party alone.
The key exchange is combined with a signature and the host key to provide host authentication. This
key-exchange method provides explicit server authentication. For more information about using DH
key-exchange methods, see RFC 4253.

For the client Mac Algorithm, check the check boxes for each allowed integrity algorithm.

For the client Volume Rekey Limit, set the amount of traffic in KB allowed over the connection before FXOS
disconnects from the session.

For the client Time Rekey Limit, set the minutes for how long an SSH session can be idle before FXOS
disconnects the session.

Click Save.

Configuring TLS

The Transport Layer Security (TLS) protocol provides privacy and data integrity between two communicating
applications. You can use the FXOS CLI to configure the minimum TLS version allowed when the FXOS
chassis communicates with external devices. Newer TLS versions provide more secure communications, older
TLS versions allow for backward compatibility with older applications.
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For example, if the minimum TLS version configured on your FXOS chassis is v1.1, and a client browser is
configured to only run v1.0, then the client will not be able to open a connection with the FXOS Chassis
Manager via HTTPS. As such, peer applications and LDAP servers must be configured appropriately.

This procedure shows how to configure and view the minimum version of TLS allowed for communication
between FXOS chassis and an external device.

\}

Note * As of the FXOS 2.3(1) release, the default minimum TLS version for the FXOS chassis is v1.1.

Procedure

Step 1 Enter system mode:

Firepower-chassis# scope system

Step 2 View the TLS version options available to your system:
Firepower-chassis /system # set servicestls-ver

Example:

Firepower-chassis /system #

Firepower-chassis /system # set services tls-ver
vli 0O vi.0
vil1l vi.1
vl 2 vi1.2

Step 3 Set the minimum TLS version:
Firepower-chassis /system # set servicestls-ver version

Example:

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl_2

Step 4 Commit the configuration:

Firepower-chassis /system # commit-buffer
Step 5 Show the minimum TLS version configured on your system:
Firepower-chassis /system # scope services

Firepower-chassis /system/services # show

Example:
Firepower-chassis /system/services # show
Name: ssh

Admin State: Enabled

Port: 22

Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Chc,Aes256 Chc,Aes128 Chc,Aes192 Cbc,Aes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa
Host Key Size: 2048
Volume: None Time: None
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Name: telnet
Admin State: Disabled
Port: 23
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength
Cipher suite: ALL:'ADH:!EXPORT40:1EXPORT56:1LOW:1RC4:IMD5: VIDEA:+HIGH:+MEDIU
M:+EXP:+eNULL
Https authentication type: Cert Auth
Crl mode: Relaxed
TLS:
TLS version: v1.2

Configuring Telnet

The following procedure describes how to enable or disable Telnet access to the Firepower chassis. Telnet is
disabled by default.

\}

Note  Telnet configuration is currently only available using the CLI.

Procedure

Step 1 Enter system mode:
Firepower-chassis # scope system

Step 2 Enter system services mode:

Firepower-chassis /system # scope services

Step 3 To configure Telnet access to the Firepower chassis, do one of the following:
* To allow Telnet access to the Firepower chassis, enter the following command:
Firepower-chassis /system/services # enable telnet-server
« To disallow Telnet access to the Firepower chassis, enter the following command:

Firepower-chassis /system/services # disable telnet-server

Step 4 Commit the transaction to the system configuration:

Firepower /system/services # commit-buffer
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Example

The following example enables Telnet and commits the transaction:

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

Configuring SNMP

About SNMP

Use the SNMP page to configure the Simple Network Management Protocol (SNMP) on the Firepower chassis.
See the following topics for more information:

The Simple Network Management Protocol (SNMP) is an application-layer protocol that provides a message
format for communication between SNMP managers and agents. SNMP provides a standardized framework
and a common language used for the monitoring and management of devices in a network.

The SNMP framework consists of three parts:

« An SNMP manager—The system used to control and monitor the activities of network devices using
SNMP.

* An SNMP agent—The software component within the Firepower chassis that maintains the data for the
Firepower chassis and reports the data, as needed, to the SNMP manager. The Firepower chassis includes
the agent and a collection of MIBs. To enable the SNMP agent and create the relationship between the
manager and agent, enable and configure SNMP in the Firepower Chassis Manager or the FXOS CLI.

» A managed information base (MIB)—The collection of managed objects on the SNMP agent.

The Firepower chassis supports SNMPv1, SNMPv2c and SNMPv3. Both SNMPv1 and SNMPv2c use a
community-based form of security. SNMP is defined in the following:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
« RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
« RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
» RFC 3584 (http://tools.ietf.org/html/rfc3584)
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\}

Note Be aware that SNMP versions 1 and 2¢ have serious known security issues: they transmit all information
without encryption, including the community string, which serves as the only form of authentication in these
versions.

SNMP Notifications

A key feature of SNMP is the ability to generate notifications from an SNMP agent. These notifications do
not require that requests be sent from the SNMP manager. Notifications can indicate improper user
authentication, restarts, the closing of a connection, loss of connection to a neighbor router, or other significant
events.

The Firepower chassis generates SNMP notifications as either traps or informs. Traps are less reliable than
informs because the SNMP manager does not send any acknowledgment when it receives a trap, and the
Firepower chassis cannot determine if the trap was received. An SNMP manager that receives an inform
request acknowledges the message with an SNMP response protocol data unit (PDU). If the Firepower chassis
does not receive the PDU, it can send the inform request again.

However, informs are available only with SNMPv2c, which is considered insecure, and is not recommended.

SNMP Security Levels and Privileges

SNMPv1, SNMPv2c, and SNMPV3 each represent a different security model. The security model combines
with the selected security level to determine the security mechanism applied when the SNMP message is
processed.

The security level determines the privileges required to view the message associated with an SNMP trap. The
privilege level determines whether the message needs to be protected from disclosure or authenticated. The

supported security level depends upon which security model is implemented. SNMP security levels support
one or more of the following privileges:

* noAuthNoPriv—No authentication or encryption
« authNoPriv—Authentication but no encryption

« authPriv—Authentication and encryption
SNMPv3 provides for both security models and security levels. A security model is an authentication strategy
that is set up for a user and the role in which the user resides. A security level is the permitted level of security

within a security model. A combination of a security model and a security level determines which security
mechanism is employed when handling an SNMP packet.

Supported Combinations of SNMP Security Models and Levels

The following table identifies what the combinations of security models and levels mean.
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Table 5: SNMP Security Models and Levels

Platform Settings |

Model | Level Authentication | Encryption | What Happens
vl noAuthNoPriv | Community No Uses a community string match for authentication.
string
v2c¢ | noAuthNoPriv | Community No Uses a community string match for authentication.
string
v3 noAuthNoPriv | Username No Uses a username match for authentication.
Note While you can configure it, FXOS does not
support use of noAuthNoPriv with SNMP
version 3.
v3 authNoPriv. | HMAC-SHA No Provides authentication based on the HMAC Secure
Hash Algorithm (SHA).
v3 authPriv HMAC-SHA DES Provides authentication based on the HMAC-SHA
algorithm. Provides Data Encryption Standard (DES)
56-bit encryption in addition to authentication based
on the Cipher Block Chaining (CBC) DES (DES-56)
standard.

SNMPv3 Security Features

SNMPv3 provides secure access to devices by a combination of authenticating and encrypting frames over
the network. SNMPv3 authorizes management operations only by configured users and encrypts SNMP
messages. The SNMPv3 User-Based Security Model (USM) refers to SNMP message-level security and offers

the following services:

» Message integrity—Ensures that messages have not been altered or destroyed in an unauthorized manner
and that data sequences have not been altered to an extent greater than can occur non-maliciously.

» Message origin authentication—Ensures that the claimed identity of the user on whose behalf received
data was originated is confirmed.

» Message confidentiality and encryption—Ensures that information is not made available or disclosed to
unauthorized individuals, entities, or processes.

SNMP Support

The Firepower chassis provides the following support for SNMP:

Support for MIBs

The Firepower chassis supports read-only access to MIBs.

For information about the specific MIBs available and where you can obtain them, see the Cisco FXOS MIB
Reference Guide.
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Authentication Protocol for SNMPv3 Users

The Firepower chassis supports the HMAC-SHA-96 (SHA) authentication protocol for SNMPV3 users.

AES Privacy Protocol for SNMPv3 Users

The Firepower chassis uses Advanced Encryption Standard (AES) as one of the privacy protocols for SNMPv3
message encryption and conforms with RFC 3826.

The privacy password, or priv option, offers a choice of DES or 128-bit AES encryption for SNMP security
encryption. If you enable AES-128 configuration and include a privacy password for an SNMPv3 user, the
Firepower chassis uses the privacy password to generate a 128-bit AES key. The AES privacy password can
have a minimum of eight characters. If the passphrases are specified in clear text, you can specify a maximum
of 64 characters.

Enabling SNMP and Configuring SNMP Properties

Procedure

Step 1 Choose Platform Settings> SNMP.

Step 2 In the SNM P area, complete the following fields:
Name Description
Admin State check box Whether SNMP is enabled or disabled. Enable this service only if your

system includes integration with an SNMP server.

Port field The port on which the Firepower chassis communicates with the SNMP
host. You cannot change the default port.
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Name

Description

Community/User name field

(Optional) The community string used for polling in SNMP v1 and v2.

When you specify an SNMP community name, you are also
automatically enabling SNMP versions 1 and 2c for polling requests
from the SNMP remote manager. This field is not applicable to SNMP
V3.

Be aware that SNMP versions 1 and 2c have serious known security
issues: they transmit all information without encryption, including the
community string, which serves as the only form of authentication in
these versions.

Enter an alphanumeric string between 1 and 32 characters. Do not use
@ (at sign), \ (backslash), " (double quote), ? (question mark) or an
empty space. The default is public.

If the Community/Username field is already set, the text to the right
of the empty field reads Set: Yes. If the Community/Username field
is not yet populated with a value, the text to the right of the empty field
reads Set: No.

Note You can use the CLI command set snmp community to
delete an existing community string, thereby disabling SNMP
versions 1 and 2c¢ for polling requests from the SNMP remote
manager.

System Administrator Namefield

The contact person responsible for the SNMP implementation.

Enter a string of up to 255 characters, such as an email address or a
name and telephone number.

L ocation field

The location of the host on which the SNMP agent (server) runs.

Enter an alphanumeric string up to 510 characters.

Step 3 Click Save.

What to do next
Create SNMP traps and users.

Creating an SNMP Trap

The following procedure describes how to create SNMP traps.

\}

Note  You can define up to eight SNMP traps.
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Procedure

Step 1 Choose Platform Settings> SNMP.
Step 2 In the SNMP Trapsarea, click Add.
Step 3 In the Add SNM P Trap dialog box, complete the following fields:

Name Description

Host Name field The hostname or IP address of the SNMP host to which the Firepower
chassis should send the traps.

Community/User name field Enter the SNMPv1/v2c community string, or the SNMPv3 user name,
needed to permit access to the trap destination. This must be the same
as the community or user name that is configured for the SNMP service.

Enter an alphanumeric string between 1 and 32 characters. Do not use
@ (at sign), \ (backslash), " (double quote), ? (question mark) or an
empty space.

Port field The port on which the Firepower chassis communicates with the SNMP
host for the trap.

Enter an integer between 1 and 65535.

Version field The SNMP version and model used for the trap. This can be one of the
following:

V1
V2
*V3
Note Be aware that SNMP versions 1 and 2¢ have serious known
security issues: they transmit all information without

encryption, including the community string, which serves as
the only form of authentication in these versions.

Type field Specify the type of trap to send:
e Traps

« Informs (only valid when Version is V2)

v3 Privilege field If you selected V3 for the version, specify the privilege level associated
with the trap:

» Auth—Authentication but no encryption.

« Noauth—No authentication or encryption. Note that while you
can select it, FXOS does not support this security level with
SNMPv3.

» Priv—Authentication and encryption.
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Step 4 Click OK to close the Add SNMP Trap dialog box.
Step 5 Click Save.

Deleting an SNMP Trap

Procedure

Step 1 Choose Platform Settings> SNMP.
Step 2 In the SNM P Trapsarea, click the Deleteicon in the row in the table that corresponds to the trap you want
to delete.

Creating an SNMPv3 User

Procedure

Step 1 Choose Platform Settings> SNMP.
Step 2 In the SNM P Usersarea, click Add.
Step 3 In the Add SNMP User dialog box, complete the following fields:

Name Description

Name field The user name assigned to the SNMPv3 user.

Enter up to 32 characters. The name must begin with a letter. Valid
characters include letters, numbers, _ (underscore), . (period), @ (at
sign), and - (hyphen).

Auth Typefield The authorization type: SHA.

Use AES-128 check box If checked, this user uses AES-128 encryption.
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Name

Description

Password field

The password for this user.

The Firepower eXtensible Operating System rejects any password that
does not meet the following requirements:

* Must contain a minimum of 8 characters and a maximum of 80
characters.

* Must contain only letters, numbers, and the following characters:
~1@#%NE&*()_-+{3H\:; <>

« Must not contain the following symbols: $ (dollar sign), ? (question
mark), or = (equals sign).

» Must contain at least five different characters.

« Must not contain too many consecutively incrementing or
decrementing numbers or letters. For example, the string *12345"
has four such characters, and the string "ZYXW™" has three. If the
total number of such characters exceeds a certain limit (typically
more than around 4-6 such occurrences), the simplicity check will
fail.

Note The consecutively incrementing or decrementing
character count is not reset when non-incrementing or
decrementing characters are used in between. For
example, abcd&!21 will fail the password check, but
abcd&!25, will not.

Confirm Password field

The password again for confirmation purposes.
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Name

Description

Privacy Password field

The privacy password for this user.

The Firepower eXtensible Operating System rejects any password that
does not meet the following requirements:

* Must contain a minimum of 8 characters and a maximum of 80
characters.

» Must contain only letters, numbers, and the following characters:
~1@#%NNE&*()_-+{3H\:; <>

« Must not contain the following symbols: $ (dollar sign), ? (question
mark), or = (equals sign).

» Must contain at least five different characters.

« Must not contain too many consecutively incrementing or
decrementing numbers or letters. For example, the string *12345"
has four such characters, and the string "ZYXW™" has three. If the
total number of such characters exceeds a certain limit (typically
more than around 4-6 such occurrences), the simplicity check will
fail.

Note The consecutively incrementing or decrementing
character count is not reset when non-incrementing or
decrementing characters are used in between. For
example, abcd&!21 will fail the password check, but
abcd&!25, will not.

Confirm Privacy Password field

The privacy password again for confirmation purposes.

Step 4 Click OK to close the Add SNMP User dialog box.

Step 5 Click Save.

Deleting an SNMPv3 User

Procedure

Step 1 Choose Platform Settings> SNMP.
Step 2 In the SNM P Usersarea, click the Delete icon in the row in the table that corresponds to the user you want

to delete.
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Configuring HTTPS

\}

This section describes how to configure HTTPS on the Firepower 4100/9300 chassis.

Note

You can change the HTTPS port using Firepower Chassis Manager or the FXOS CLI. All other HTTPS
configuration can only be done using the FXOS CLI.

Certificates, Key Rings, and Trusted Points

|

HTTPS uses components of the Public Key Infrastructure (PKI) to establish secure communications between
two devices, such as a client's browser and the Firepower 4100/9300 chassis.

Encryption Keys and Key Rings

Each PKI device holds a pair of asymmetric Rivest-Shamir-Adleman (RSA) encryption keys, one kept private
and one made public, stored in an internal key ring. A message encrypted with either key can be decrypted
with the other key. To send an encrypted message, the sender encrypts the message with the receiver's public
key, and the receiver decrypts the message using its own private key. A sender can also prove its ownership
of a public key by encrypting (also called 'signing) a known message with its own private key. If a receiver
can successfully decrypt the message using the public key in question, the sender's possession of the
corresponding private key is proven. Encryption keys can vary in length, with typical lengths from 512 bits
to 2048 bits. In general, a longer key is more secure than a shorter key. FXOS provides a default key ring
with an initial 2048-bit key pair, and allows you to create additional key rings.

The default key ring certificate must be manually regenerated if the cluster name changes or the certificate
expires.

Certificates

To prepare for secure communications, two devices first exchange their digital certificates. A certificate is a
file containing a device's public key along with signed information about the device's identity. To merely
support encrypted communications, a device can generate its own key pair and its own self-signed certificate.
When a remote user connects to a device that presents a self-signed certificate, the user has no easy method
to verify the identity of the device, and the user's browser will initially display an authentication warning. By
default, FXOS contains a built-in self-signed certificate containing the public key from the default key ring.

Trusted Points

To provide stronger authentication for FXOS, you can obtain and install a third-party certificate from a trusted
source, or trusted point, that affirms the identity of your device. The third-party certificate is signed by the
issuing trusted point, which can be a root certificate authority (CA) or an intermediate CA or trust anchor that
is part of a trust chain that leads to a root CA. To obtain a new certificate, you must generate a certificate
request through FXOS and submit the request to a trusted point.

Important

The certificate must be in Base64 encoded X.509 (CER) format.
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Creating a Key Ring

Step 1

Step 2

Step 3

Step 4

FXOS supports a maximum of 8 key rings, including the default key ring.

Procedure

Enter security mode:

Firepower-chassis # scope security

Create and name the key ring:

Firepower-chassis # create keyring keyring-name

Set the SSL key length in bits:
Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}

Commit the transaction:

Firepower-chassis # commit-buffer

Example
The following example creates a keyring with a key size of 1024 bits:

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus mod1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

What to do next

Create a certificate request for this key ring.

Regenerating the Default Key Ring

Step 1

Step 2

The default key ring certificate must be manually regenerated if the cluster name changes or the certificate
expires.

Procedure

Enter security mode:

Firepower-chassis # scope security

Enter key ring security mode for the default key ring:

Firepower-chassis /security # scope keyring default
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Step 3

Step 4

Creating a Certificate Request for a Key Ring .

Regenerate the default key ring:

Firepower-chassis /security/keyring # set regenerate yes

Commit the transaction:

Firepower-chassis # commit-buffer

Example

The following example regenerates the default key ring:

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

Creating a Certificate Request for a Key Ring

Creating a Certificate Request for a Key Ring with Basic Options

Step 1

Step 2

Step 3

Step 4

Step 5

Procedure

Enter security mode:

Firepower-chassis # scope security
Enter configuration mode for the key ring:
Firepower-chassis /security # scope keyring keyring-name

Create a certificate request using the IPv4 or IPv6 address specified, or the name of the fabric interconnect.
You are prompted to enter a password for the certificate request.

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |subject-name name}
Commit the transaction:

Firepower-chassis /security/keyring/certreq # commit-buffer

Display the certificate request, which you can copy and send to a trust anchor or certificate authority:

Firepower-chassis /security/keyring # show certreq

Example

The following example creates and displays a certificate request with an 1Pv4 address for a key ring,
with basic options:
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Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----

M1 1BFTCB5w I BADARMQ8WDQYDVQQDEWZZYW1 j MDQwgZ8wDQYJIKoZ I hveNAQEBBQAD
gYOAMIGJAOGBALpKN1t8gMZ04UGq I LKFXQQc2c8b/vW2rnRF80OPhKbhghLA1YZ1F
JgcYEG5Y 11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5ZngF45YtX1Wsy IwUwv4
Ore/zgTk/WCA56RTOBVWR2Dtztu2pGA14sd761zLxt29K7R8mzj 6CAUVAgMBAAGY
LTArBgkghk i GOWOBCQ4xH j AcMBoGA1UJEQEB/WQQMAGCBNNhbWMWN I CECSE i XjAN
Bgkghk i G9WOBAQQFAAOBgQCSXNOqUHYGFoQw56RwQueL TNPnrndgUwuZHUOO3Teg
nhsyu4dsatpyiPqVVOviKZ+spvc6x5PWI1cTWgHhH8B 1mOb/00KuUG8kwFIGGSED 1AV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1Hej iQGxIDNgoN+odCXPc5kjoXDOIZTLO9H
BA==

Firepower-chassis /security/keyring #

What to do next

« Copy the text of the certificate request, including the BEGIN and END lines, and save it in a file. Send
the file with the certificate request to a trust anchor or certificate authority to obtain a certificate for the
key ring.

« Create a trusted point and set the certificate chain for the certificate of trust received from the trust anchor.

Creating a Certificate Request for a Key Ring with Advanced Options

Step 1

Step 2

Step 3

Step 4

Procedure

Enter security mode:

Firepower-chassis # scope security

Enter configuration mode for the key ring:
Firepower-chassis /security # scope keyring keyring-name
Create a certificate request:

Firepower-chassis /security/keyring # create certreq

Specify the country code of the country in which the company resides:

Firepower-chassis /security/keyring/certreq* # set country country name
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Step 5 Specify the Domain Name Server (DNS) address associated with the request:

Firepower-chassis /security/keyring/certreq* # set dns DNS Name

Step 6 Specify the email address associated with the certificate request:

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Step 7 Specify the IP address of the Firepower 4100/9300 chassis:
Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

Step 8 Specify the city or town in which the company requesting the certificate is headquartered:

Firepower-chassis /security/keyring/certreq™ # set locality locality name (eg, city)

Step 9 Specify the organization requesting the certificate:

Firepower-chassis /security/keyring/certreq* # set or g-name organization name

Step 10 Specify the organizational unit:

Firepower-chassis /security/keyring/certreq* # set or g-unit-name organizational unit name

Step 11 Specify an optional password for the certificate request:

Firepower-chassis /security/keyring/certreq™ # set password certificate request password

Step 12 Specify the state or province in which the company requesting the certificate is headquartered:

Firepower-chassis /security/keyring/certreq™ # set state state, province or county

Step 13 Specify the fully qualified domain name of the Firepower 4100/9300 chassis:

Firepower-chassis /security/keyring/certreq™ # set subject-name certificate request name

Step 14 Commit the transaction:

Firepower-chassis /security/keyring/certreq # commit-buffer

Step 15 Display the certificate request, which you can copy and send to a trust anchor or certificate authority:

Firepower-chassis /security/keyring # show certreq

Example

The following example creates and displays a certificate request with an 1Pv4 address for a key ring,
with advanced options:

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreq* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreq* # set subject-name sjc04
Firepower-chassis /security/keyring/certreq* # set country US
Firepower-chassis /security/keyring/certreq* # set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreq* # set email test@cisco.com
Firepower-chassis /security/keyring/certreq* # set locality new york city
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Firepower-chassis /security/keyring/certreq* # set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreq* # set org-unit-name Testing
Firepower-chassis /security/keyring/certreq* # set state new york
Firepower-chassis /security/keyring/certreq* # commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

————— BEGIN CERTIFICATE REQUEST-----

M1 1BFTCB5w I BADARMQ8WDQYDVQQDEWZZ YW1 j MDQwgZ8wDQYJKoZ IhveNAQEBBQAD
gYOAMIGJAOGBALpKN1t8gMZ04UGq I LKFXQQc2c8b/vW2rnRF80OPhKbhghLA1YZ1F
JgcYEG5Y 11+vgohLBTd45s0GC8m4RTLIWHOo4SwccAUXQ5ZngF45YtX1Wsy IwUwv4
Ore/zgTk/WCd56RTOBVWR2Dtztu2pGA14sd761zLxt29K7R8mzj 6CAUVAgMBAAGY
LTArBgkghkiGOwOBCQ4xHjAcMBoGALUJEQEB/WQQMA6CBNNhbWMwN I CECSEi XjAN
Bgkghk i G9WOBAQQFAAOBgQCSXNOqUHYGFoQw56RwQueL TNPnrndgUwuzZHUOO3Teg
nhsyu4dsatpyiPqVV9viKZ+spvc6x5PWI1cTWgHhH8B 1mOb/00KuUG8kwFIGGSED 1AV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1Hej iQGxIDNgoN+odCXPc5kjoXDOIZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

What to do next

« Copy the text of the certificate request, including the BEGIN and END lines, and save it in a file. Send
the file with the certificate request to a trust anchor or certificate authority to obtain a certificate for the
key ring.

« Create a trusted point and set the certificate chain for the certificate of trust received from the trust anchor.

Creating a Trusted Point

Step 1

Step 2

Step 3

Procedure

Enter security mode:

Firepower-chassis # scope security

Create a trusted point:

Firepower-chassis /security # create trustpoint name

Specify certificate information for this trusted point:
Firepower-chassis /security/trustpoint # set certchain [certchain]

If you do not specify certificate information in the command, you are prompted to enter a certificate or a list
of trustpoints defining a certification path to the root certificate authority (CA). On the next line following
your input, type ENDOFBUF to finish.

Important The certificate must be in Base64 encoded X.509 (CER) format.
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Step 4 Commit the transaction:

Firepower-chassis /security/trustpoint # commit-buffer

Example
The following example creates a trusted point and provides a certificate for the trusted point:

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

> - BEGIN CERTIFICATE-----

M11DMDCCApmgAw 1 BAg I BADANBgkghk i GOWOBAQQFADBOMQswCQYDVQQGEWJIVUZEL
BxMMU2Fu I Epvc2Us | ENBMRUWEWYDVQQKEwxFeGFtcGx 1 IENuYy4xEzARBgNVBAST
CIRIc3QgR3JvdXAXGTAXBgNVBAMTEHR 1 c3QuZXhhbXBsZS5 jb20xHzAdBgkghki G
9WOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZ lhveNAQEBBQADgYOAMIGJ
AoGBAMZw4nTepNIDhVzb0j722Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgh/6CjQtsofvtrmC/eAehuK3/SINV7wd6Vv2pBt6ZpXgD4VBNKONDI
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgMBAAGGJITAjBgkg
hkiGOwWOBCQcxFhMUQSB jaGFsbGVuzZ2UgcGFzc3dvemQwDQYJKoZ lhveNAQEFBQAD
gYEAG61CaJoJaVMhzCl190306Mg51zgl1zXcz75+VFj216rH9asckCld3mkOvVx5gJu
Ptt5CVQpNgNLdVvbDPSsXretysOhgHmp9+CLVv8FDuy1CDYfual tvIWvfhevskV0j6
JtcEMyZ+¥7+3yh421i1do3n04M1GeBgNVHSMEQZYwgZOAFL INj tcEMyZ+¥7+3yh42
1lido3n04oXikdjBOMQswCQYDVQQGEWJIVUzELMAKGA1UECBMCQOEXFDASBgNVBACT
CAINhbnRh1ENSYXJhMRswWGQYDVQQKExJOdW92YSBTeXNOZW1z I EluYy4xFDASBgNV
BASTCOVuZ2 luZWVyaW5nMQ8wDQYDVQQDEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/zANBgkghk i GOWOBAQQFAAOBgQAhWaRwWXNR6B4g6Lsnr+fptHv+WVhB5FKgGQgXc
wR4pYi04z42/j91 jenh75tCKMhW51az8copP1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhD 1 ZIwK5+N3x/kfa2EHUGidlavt
4YL5Jg==
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> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

What to do next

Obtain a key ring certificate from the trust anchor or certificate authority and import it into the key ring.

Importing a Certificate into a Key Ring

Before you begin

« Configure a trusted point that contains the certificate chain for the key ring certificate.

« Obtain a key ring certificate from a trust anchor or certificate authority.

\}

Note If you change the certificate in a key ring that has already been configured on HTTPS, you must restart HTTPS
in order for the new certificate to take effect. For more informaiton, see: Restarting HTTPS, on page 1009.
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Step 1

Step 2

Step 3

Step 4

Step 5

Procedure

Enter security mode:

Firepower-chassis # scope security

Enter configuration mode for the key ring that will receive the certificate:
Firepower-chassis /security # scope keyring keyring-name

Specify the trusted point for the trust anchor or certificate authority from which the key ring certificate was
obtained:

Firepower-chassis /security/keyring # set trustpoint name

Launch a dialog for entering and uploading the key ring certificate:
Firepower-chassis /security/keyring # set cert

At the prompt, paste the certificate text that you received from the trust anchor or certificate authority. On the
next line following the certificate, type ENDOFBUF to complete the certificate input.

Important The certificate must be in Base64 encoded X.509 (CER) format.

Commit the transaction:

Firepower-chassis /security/keyring # commit-buffer

Example
The following example specifies the trust point and imports a certificate into a key ring:

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

> ————e BEGIN CERTIFICATE-----
M11B/zCCAWgCAQAWgZkxCzAJIBgNVBAYTAIVTMQswCQYDVQQ I EwIDQTEVMBMGALUE
BXMMU2Fu I Epvc2Us I ENBMRUWEWYDVQQKEwxFeGFtcGx 1 1ENuYy4xEzARBgNVBAST
CIR1c3QgR3JIVAXAXGTAXBgNVBAMTEHR 1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9WOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZ lhveNAQEBBQADgYOAMIGJ
AOGBAMZw4nTepNI1DhVzb0j7722Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDI
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgMBAAGGJITAjBgkqg
hkiGOwOBCQcxFhMUQSBjaGFsbGVuz2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzCl90306Mg51zqlzXcz75+VFj216rH9asckCld3mkOVx5gJu
Ptt5CVQpPNgNLdvbDPSsXretysOhqHmp9+CLVv8FDuy1CDYfualLtvIWvfhevskV0j6
mK3Ku+Y iORnv6DhxrOogau8r/hy1/L43171PN1HhOi30ha4=
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> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
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What to do next
Configure your HTTPS service with the key ring.

Configuring HTTPS

A

Caution

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

After you complete the HTTPS configuration, including changing the port and key ring to be used by HTTPS,
all current HTTP and HTTPS sessions are closed without warning as soon as you save or commit the transaction.

Procedure

Enter system mode:

Firepower-chassis# scope system
Enter system services mode:
Firepower-chassis /system # scope services
Enable the HTTPS service:
Firepower-chassis /system/services # enable https
(Optional) Specify the port to be used for the HTTPS connection:
Firepower-chassis /system/services # set https port port-num
(Optional) Specify the name of the key ring you created for HTTPS:
Firepower-chassis /system/services # set https keyring keyring-name
(Optional) Specify the level of Cipher Suite security used by the domain:
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode can be one of the following keywords:

« high-strength

* medium-strength

* low-strength

« custom—Allows you to specify a user-defined Cipher Suite specification string.
(Optional) If cipher-suite-mode is set to custom, specify a custom level of Cipher Suite security for the
domain:

Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string can contain up to 256 characters and must conform to the OpenSSL Cipher Suite
specifications. You cannot use any spaces or special characters except ! (exclamation point), + (plus sign), -
(hyphen), and : (colon). For details, see http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite.
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Step 8

Step 9

For example, the medium strength specification string FXOS uses as the default is:
ALL:YADH: IEXPORT56: 1LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP - +eNULL

Note This option is ignored if cipher-suite-mode is set to anything other than custom.

(Optional) Enable or disable the certificate revocation list check:

set revoke-policy { relaxed | strict }

Commit the transaction to the system configuration:

Firepower-chassis /system/services # commit-buffer

Example

The following example enables HTTPS, sets the port number to 443, sets the key ring name to
kring7984, sets the Cipher Suite security level to high, and commits the transaction:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

Changing the HTTPS Port

Step 1
Step 2

Step 3

The HTTPS service is enabled on port 443 by default. You cannot disable HTTPS, but you can change the
port to use for HTTPS connections.

Procedure

Choose Platform Settings> HTTPS.

Enter the port to use for HTTPS connections in the Port field. Specify an integer between 1 and 65535. This
service is enabled on port 443 by default.

Click Save.
The Firepower chassis is configured with the HTTPS port specified.

After changing the HTTPS port, all current HTTPS sessions are closed. Users will need to log back in to the
Firepower Chassis Manager using the new port as follows:

https://<chassis_mgmt_ip_address>:<chassis_mgmt_ port>

where <chassis mgmt_ip_address> is the IP address or host name of the Firepower chassis that you entered
during initial configuration and <chassis mgmt_port> is the HTTPS port you have just configured.
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Restarting HTTPS

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

If you change the certificate in a key ring that has already been configured on HTTPS, you must restart HTTPS
in order for the new certificate to take effect. Use the following procedure to reset HTTPS with an updated
keyring.

Procedure

Enter system mode:

Firepower-chassis# scope system
Enter system services mode:

Firepower-chassis /system # scope services

Set the HTTPS key ring back to its default value:
Firepower-chassis /system/services # set httpskeyring default

Commit the transaction to the system configuration:

Firepower-chassis /system/services # commit-buffer

Wait five seconds.
Set HTTPS with the key ring you created:

Firepower-chassis /system/services # set httpskeyring keyring-name

Commit the transaction to the system configuration:

Firepower-chassis /system/services # commit-buffer

Deleting a Key Ring

Step 1

Step 2

Step 3

Procedure

Enter security mode:

Firepower-chassis # scope security

Delete the named key ring:

Firepower-chassis /security # delete keyring name

Commits the transaction:

Firepower-chassis /security # commit-buffer
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Example

The following example deletes a key ring:

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Deleting a Trusted Point

Before you begin

Ensure that the trusted point is not used by a key ring.

Procedure

Step 1 Enters security mode:

Firepower-chassis# scope security

Step 2 Delete the named trusted point:

Firepower-chassis /security # delete trustpoint name

Step 3 Commits the transaction:

Firepower-chassis /security # commit-buffer

Example

The following example deletes a trusted point:

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Disabling HTTPS
Procedure

Step 1 Enter system mode:

Firepower-chassis# scope system

Step 2 Enter system services mode:
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Step 3

Step 4

Configuring AAA .

Firepower-chassis /system # scope services

Disable the HTTPS service:

Firepower-chassis /system/services # disable https

Commit the transaction to the system configuration:

Firepower-chassis /system/services # commit-buffer

Example

The following example disables HTTPS and commits the transaction:

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Configuring AAA

About AAA

This section describes authentication, authorization, and accounting. See the following topics for more
information:

Authentication, Authorization and Accounting (AAA) is a set of services for controlling access to network
resources, enforcing policies, assessing usage, and providing the information necessary to bill for services.
Authentication identifies the user. Authorization implements policies that determine which resources and
services an authenticated user may access. Accounting keeps track of time and data resources that are used
for billing and analysis. These processes are considered important for effective network management and
security.

Authentication

Authentication provides a way to identify each user, typically by having the user enter a valid user name and
valid password before access is granted. The AAA server compares the user’s provided credentials with user
credentials stored in a database. If the credentials are matched, the user is permitted access to the network. If
the credentials do not match, authentication fails and network access is denied.

You can configure the Firepower 4100/9300 chassis to authenticate administrative connections to the chassis,
including the following sessions:

« HTTPS
* SSH

« Serial console
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Authorization

Authorization is the process of enforcing policies: determining what types of activities, resources, or services
each user is permitted to access. After authentication, a user may be authorized for different types of access
or activity.

Accounting

Accounting measures the resources a user consumes during access, which may include the amount of system
time or the amount of data that a user has sent or received during a session. Accounting is carried out through
the logging of session statistics and usage information, which is used for authorization control, billing, trend
analysis, resource utilization, and capacity planning activities.

Interaction Between Authentication, Authorization, and Accounting

You can use authentication alone, or with authorization and accounting. Authorization always requires a user
to be authenticated first. You can use accounting alone, or with authentication and authorization.

Supported Types of Authentication
FXOS supports the following types of user Authentication:
* Remote — The following network AAA services are supported:
* LDAP
* RADIUS
* TACACS+
* Local — The Firepower chassis maintains a local database that you can populate with user profiles. You

can use this local database instead of AAA servers to provide user authentication, authorization, and
accounting.

User Roles

FXOS supports local and remote Authorization in the form of user-role assignment. The roles that can be
assigned are:

« Admin — Complete read-and-write access to the entire system. The default admin account is assigned
this role by default and it cannot be changed.

* AAA Administrator — Read-and-write access to users, roles, and AAA configuration. Read access to
the rest of the system.

 Operations— Read-and-write access to NTP configuration, Smart Call Home configuration for Smart
Licensing, and system logs, including syslog servers and faults. Read access to the rest of the system.

» Read-Only — Read-only access to system configuration with no privileges to modify the system state.

See User Management, on page 23 for more information about local users and role assignments.
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Setting Up AAA

These steps provide a basic outline for setting up Authentication, Authorization and Accounting (AAA) on a
Firepower 4100/9300 appliance.

1. Configure the desired type(s) of user authentication:
* Local — User definitions and local authentication are part of User Management, on page 23.
* Remote — Configuring remote AAA server access is part of Platform Settings, specifically:
« Configuring LDAP Providers, on page 113
* Configuring RADIUS Providers, on page 117
« Configuring TACACS+ Providers, on page 119

A\

Note If you will be using remote AAA servers, be sure to enable and configure AAA
services on the remote servers before configuring remote AAA server access on
the Firepower chassis.

2. Specify the default authentication method—this also is part of User Management, on page 23.

\}

Note If Default Authentication and Console Authentication are both set to use the same remote authentication
protocol (RADIUS, TACACS+, or LDAP), you cannot change certain aspects of that server’s configuration
(for example, deleting that server, or changing its order of assignment) without updating these user settings.

Configuring LDAP Providers

Configuring Properties for LDAP Providers

The properties that you configure in this task are the default settings for all provider connections of this type.
If an individual provider includes a setting for any of these properties, the Firepower eXtensible Operating
System uses that setting and ignores the default setting.

If you are using Active Directory as your LDAP server, create a user account in the Active Directory server
to bind with the Firepower eXtensible Operating System. This account should be given a non-expiring password.

Procedure

Step 1 Choose Platform Settings> AAA.
Step 2 Click the LDAP tab.
Step 3 In the Propertiesarea, complete the following fields:
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Name

Description

Timeout field

The length of time in seconds the system will spend trying to contact
the LDAP database before it times out.

Enter an integer from 1 to 60 seconds. The default value is 30 seconds.
This property is required.

Attribute field

An LDAP attribute that stores the values for the user roles and locales.
This property is always a name-value pair. The system queries the user
record for the value that matches this attribute.

Base DN field

The specific distinguished name in the LDAP hierarchy where the server
should begin a search when a remote user logs in and the system attempts
to get the user’s DN based on their user name. The length of the base
DN can be a maximum of 255 characters minus the length of cn=%userid,
where $userid identifies the remote user attempting to access the
Firepower chassis using LDAP authentication.

This property is required for LDAP providers. If you do not specify a
base DN on this tab, then you must specify one for each LDAP provider
that you define.

Filter field

Enter the filter attribute to use with your LDAP server, for example
cn=%userid or sAMAccountName=3$userid. The LDAP search is
restricted to those user names that match the defined filter. The filter
must include $userid.

This property is required. If you do not specify a filter on this tab then
you must specify one for each LDAP provider that you define.

Step 4 Click Save.

What to do next

Create an LDAP provider.

Creating an LDAP Provider

Follow these steps to define and configure a LDAP provider—that is, a specific remote server providing
LDAP-based AAA services for this Firepower appliance.

\}

Note  The Firepower eXtensible Operating System supports a maximum of 16 LDAP providers.

Before you begin

If you are using Active Directory as your LDAP server, create a user account in the Active Directory server
to bind with the Firepower eXtensible Operating System. This account should be given a non-expiring password.
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Step 1
Step 2
Step 3

Procedure

Choose Platform Settings > AAA.
Click the LDAP tab.

Creating an LDAP Provider .

For each LDAP provider that you want to add:

a) Inthe LDAP Providersarea, click Add.
b) Inthe Add LDAP Provider dialog box, complete the following fields:

Name

Description

Hostname/FQDN (or IP
Address) field

The hostname or IP address of the LDAP server. If SSL is enabled,
this field must exactly match a Common Name (CN) in the security
certificate of the LDAP database.

Order field

The order in which the Firepower eXtensible Operating System uses
this provider to authenticate users.

Enter an integer between 1 and 16, or enter lowest-avai lable
or O (zero) if you want the Firepower eXtensible Operating System
to assign the next available order based on the other providers defined
in Firepower Chassis Manager or the FXOS CLI.

Bind DN field

The distinguished name (DN) for an LDAP database account that has
read and search permissions for all objects under the base DN.

The maximum supported string length is 255 ASCII characters.

Base DN field

The specific distinguished name in the LDAP hierarchy where the
server should begin a search when a remote user logs in and the
system attempts to get the user’s DN based on their user name. The
length of the base DN can be set to a maximum of 255 characters
minus the length of CN=$userid, where $userid identifies the remote
user attempting to access Firepower Chassis Manager or the FXOS
CLI using LDAP authentication.

This value is required unless a default base DN has been set on the
L DAP tab.

Port field

The port through which Firepower Chassis Manager or the FXOS
CLI communicates with the LDAP database. The standard port
number is 389.

Enable SSL check box

If checked, encryption is required for communications with the LDAP
database. If unchecked, authentication information will be sent as
clear text.

LDAP uses STARTTLS. This allows encrypted communication using
port 389.

Note STARTTLS operation requires the CA cert of the LDAP
provider to be installed on the FXOS certificate chain.
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Step 5
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Name Description

Filter field

must include $userid.

tab.

Enter the filter attribute to use with your LDAP server, for example
cn=%userid or sAMAccountName=$userid. The LDAP search is
restricted to those user names that match the defined filter. The filter

This value is required unless a default filter has been set on the LDAP

Attribute field

L DAP tab.

An LDAP attribute that stores the values for the user roles and locales.
This property is always a name-value pair. The system queries the
user record for the value that matches this attribute name.

This value is required unless a default attribute has been set on the

Key field

The password for the LDAP database account specified in the Bind
DN field. You can enter any standard ASCII characters except for
space, § (section sign), ? (question mark), or = (equal sign).

Confirm Key field

The LDAP database password repeated for confirmation.

Timeout field

the LDAP database before it times out.

seconds.

The length of time in seconds the system will spend trying to contact

Enter an integer from 1 to 60 seconds, or enter 0 (zero) to use the
global timeout value specified on the L DAP tab. The default is 30

Vendor field

provider or server details:

AD.

Open LDAP.

The default is Open L DAP.

This selection identifies the vendor that is providing the LDAP

« If the LDAP provider is Microsoft Active Directory, select M S

« If the LDAP provider is not Microsoft Active Directory, select

c) Click OK to close the Add LDAP Provider dialog box.

Click Save.
(Optional) Enable the certification revocation list check:

Firepower-chassis /security/Idap/server # set revoke-policy {strict | relaxed}

Note

This configuration only takes effect if the SSL connection is enabled.

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager Configuration Guide, 2.3(1)



| Platform Settings
Deleting an LDAP Provider .

Deleting an LDAP Provider

Procedure

Step 1 Choose Platform Settings> AAA.
Step 2 Click the LDAP tab.

Step 3 In the LDAP Providersarea, click the Deleteicon in the row in the table that corresponds to the LDAP
Provider you want to delete.

Configuring RADIUS Providers

Configuring Properties for RADIUS Providers

The properties that you configure in this task are the default settings for all provider connections of this type.
If an individual provider includes a setting for any of these properties, the Firepower eXtensible Operating
System uses that setting and ignores this default setting.

Procedure

Step 1 Choose Platform Settings> AAA.
Step 2 Click the RADIUS tab.

Step 3 In the Propertiesarea, complete the following fields:
Name Description
Timeout field The length of time in seconds the system will spend trying to contact

the RADIUS database before it times out.
Enter an integer from 1 to 60 seconds. The default value is 5 seconds.

This property is required.

Retriesfield The number of times to retry the connection before the request is
considered to have failed.

Step 4 Click Save.

What to do next
Create a RADIUS provider.

Creating a RADIUS Provider

Follow these steps to define and configure a RADIUS provider—that is, a specific remote server providing
RADIUS-based AAA services for this Firepower appliance.
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Platform Settings |

Note  The Firepower eXtensible Operating System supports a maximum of 16 RADIUS providers.

Procedure

Step 1 Choose Platform Settings > AAA.
Step 2 Click the RADIUS tab.

Step 3 For each RADIUS provider that you want to add:
a) Inthe RADIUSProvidersarea, click Add.
b) Inthe Add RADIUS Provider dialog box, complete the following fields:

Name Description

Hostname/FQDN (or IP The hostname or IP address of the RADIUS server.

Address) field

Order field The order in which the Firepower eXtensible Operating System uses
this provider to authenticate users.
Enter an integer between 1 and 16, or enter lowest-avai lable
or O (zero) if you want the Firepower eXtensible Operating System
to assign the next available order based on the other providers defined
in Firepower Chassis Manager or the FXOS CLI.

Key field The SSL encryption key for the database. You can enter any standard

ASCII characters except for space, § (section sign), ? (question mark),
or = (equal sign).

Confirm Key field

The SSL encryption key repeated for confirmation.

Authorization Port field

The port through which Firepower Chassis Manager or the FXOS
CLI communicates with the RADIUS database. The valid range is 1
to 65535. The standard port number is 1700.

Timeout field

The length of time in seconds the system will spend trying to contact
the RADIUS database before it times out.

Enter an integer from 1 to 60 seconds, or enter 0 (zero) to use the
global timeout value specified on the RADIUS tab. The default is 5
seconds.

Retriesfield

The number of times to retry the connection before the request is
considered to have failed.

If desired, enter an integer between 0 and 5. If you do not specify a
value, Firepower Chassis Manager uses the value specified on the
RADIUS tah.

c) Click OK to close the Add RADIUS Provider dialog box.
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Step 4 Click Save.

Deleting a RADIUS Provider

Procedure

Step 1 Choose Platform Settings> AAA.
Step 2 Click the RADIUS tab.

Step 3 In the RADIUS Providersarea, click the Deleteicon in the row in the table that corresponds to the RADIUS
Provider you want to delete.

Configuring TACACS+ Providers

Configuring Properties for TACACS+ Providers

The properties that you configure in this task are default settings for all provider connections of this type. If
an individual provider configuration includes a setting for any of these properties, the Firepower eXtensible
Operating System uses that setting and ignores this default setting.

N

Note  The FXOS chassis does not support command accounting for the Terminal Access Controller Access-Control
System Plus (TACACS+) protocol.

Procedure

Step 1 Choose Platform Settings > AAA.
Step 2 Click the TACACS tab.

Step 3 In the Propertiesarea, complete the following fields:
Name Description
Timeout field The length of time in seconds the system will spend trying to contact

the TACACS+ database before it times out.
Enter an integer from 1 to 60 seconds. The default value is 5 seconds.

This property is required.

Step 4 Click Save.

What to do next
Create a TACACS+ provider.
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Platform Settings |

Follow these steps to define and configure a TACACS+ provider—that is, a specific remote server providing
TACACS-based AAA services for this Firepower appliance.

\}

Note  The Firepower eXtensible Operating System supports a maximum of 16 TACACS+ providers.

Procedure

Step 1 Choose Platform Settings > AAA.

Step 2 Click the TACACS tab.

Step 3 For each TACACS+ provider that you want to add:

a) Inthe TACACS Providersarea, click Add.
b) Inthe Add TACACS Provider dialog box, complete the following fields:

Name

Description

Hostname/FQDN (or IP
Address) field

The hostname or IP address of the TACACS+ server.

Order field

The order in which the Firepower eXtensible Operating System uses
this provider to authenticate users.

Enter an integer between 1 and 16, or enter lowest-avai lable
or O (zero) if you want the Firepower eXtensible Operating System
to assign the next available order based on the other providers defined
in Firepower Chassis Manager or the FXOS CLI.

Key field

The SSL encryption key for the database. You can enter any standard
ASCII characters except for space, § (section sign), ? (question mark),
or = (equal sign).

Confirm Key field

The SSL encryption key repeated for confirmation.

Port field

The port through which Firepower Chassis Manager or the FXOS
CLI communicates with this TACACS+ server.

Enter an integer between 1 and 65535. The default port is 49.

Timeout field

The length of time in seconds the system will spend trying to contact
the TACACS+ database before it times out.

Enter an integer from 1 to 60 seconds, or enter 0 (zero) to use the
global timeout value specified on the TACACSH+ tab. The default is
5 seconds.

c) Click OK to close the Add TACACS Provider dialog box.

Step 4 Click Save.
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Deleting a TACACS+ Provider

Procedure

Step 1 Choose Platform Settings> AAA.
Step 2 Click the TACACS tab.

Step 3 Inthe TACACS Providersarea, click the Deleteicon in the row in the table that corresponds to the TACACS+
Provider you want to delete.

Configuring Syslog

System logging is a method of collecting messages from devices to a server running a syslog daemon. Logging
to a central syslog server helps in aggregation of logs and alerts. A syslog service accepts messages and stores
them in files, or prints them according to a simple configuration file. This form of logging provides protected
long-term storage for logs. Logs are useful both in routine troubleshooting and in incident handling.

Procedure

Step 1 Choose Platform Settings > Syslog.
Step 2 Configure Local Destinations:

a) Click the Local Destinationstab.
b) On the Local Destinations tab, complete the following fields:

Name Description

Console Section

Admin State field Whether the Firepower chassis displays syslog messages on the
console.

Check the Enable check box if you want to have syslog messages
displayed on the console as well as added to the log. If the Enable
check box is unchecked, syslog messages are added to the log but are
not displayed on the console.

Level field If you checked the Enable check box for Console - Admin State,
select the lowest message level that you want displayed on the console.
The Firepower chassis displays that level and above on the console.
This can be one of the following:

» Emergencies
* Alerts

* Critical

Monitor Section
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Name

Description

Admin State field

Whether the Firepower chassis displays syslog messages on the
monitor.

Check the Enable check box if you want to have syslog messages
displayed on the monitor as well as added to the log. If the Enable
check box is unchecked, syslog messages are added to the log but are
not displayed on the monitor.

L evel drop-down list

If you checked the Enable check box for Monitor - Admin State,
select the lowest message level that you want displayed on the
monitor. The system displays that level and above on the monitor.
This can be one of the following:

« Emergencies
* Alerts

* Critical
*Errors

* Warnings

* Notifications
* Information

» Debugging

c) Click Save.

Step 3 Configure Remote Destinations:

a) Click the Remote Destinations tab.
b) Onthe Remote Destinationstab, complete the following fields for up to three external logs that can store
messages generated by the Firepower chassis:

By sending syslog messages to a remote destination, you can archive messages according to the available
disk space on the external syslog server, and manipulate logging data after it is saved. For example, you
could specify actions to be executed when certain types of syslog messages are logged, extract data from
the log and save the records to another file for reporting, or track statistics using a site-specific script.

Name

Description

Admin State field

Check the Enable check box if you want to have syslog messages
stored in a remote log file.
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Name Description

Level drop-down list Select the lowest message level that you want the system to store.
The system stores that level and above in the remote file. This can
be one of the following:

* Emergencies
* Alerts

* Critical
*Errors

* Warnings

* Notifications
* Information

* Debugging

Hostname/I P Address field The hostname or IP address on which the remote log file resides.

Note You must configure a DNS server if you use a hostname
rather than an IP address.

Facility drop-down list Choose a system log facility for syslog servers to use as a basis to
file messages. This can be one of the following:

* Local0
* Locall
* Local2
* Local3
* Local4
* Local5
* Local6
* Local7

c) Click Save.

Step 4 Configure Local Sources:
a) Click the Local Sourcestab.
b) On the Local Sourcestab, complete the following fields:

Name Description

Faults Admin State field Whether system fault logging is enabled or not. If the Enable check
box is checked, the Firepower chassis logs all system faults.
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Name Description

Audits Admin State field Whether audit logging is enabled or not. If the Enable check box is
checked, the Firepower chassis logs all audit log events.

Events Admin State field Whether system event logging is enabled or not. If the Enable check
box is checked, the Firepower chassis logs all system events.

c) Click Save.

Configuring DNS Servers

\}

You need to specify a DNS server if the system requires resolution of host names to IP addresses. For example,
you cannot use a hame such as www.cisco.com when you are configuring a setting on the Firepower chassis
if you do not configure a DNS server. You would need to use the IP address of the server, which can be either
an IPv4 or an IPv6 address. You can configure up to four DNS servers.

Note

Step 1
Step 2
Step 3

Step 4

When you configure multiple DNS servers, the system searches for the servers only in any random order. If
a local management command requires DNS server lookup, it can only search for three DNS servers in random
order.

Procedure

Choose Platform Settings > DNS.
Check the Enable DNS Server check box.

For each DNS server that you want to add, up to a maximum of four, enter the IP address of the DNS server
in the DNS Server field and click Add.

Click Save.

Enable FIPS Mode

Step 1
Step 2
Step 3
Step 4

Perform these steps to enable FIPS mode on your Firepower 4100/9300 chassis.

Procedure

Log into the Firepower 4100/9300 chassis as an admin user.

Choose Platform Settings to open the Platform Settings window.
Choose FIPS/CC mode to open the FIPS and Common Criteria window.
Check the Enable checkbox for FIPS.
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Step 5
Step 6

Enable Common Criteria Mode .

Click Save to save the configuration.
Follow the prompt to reboot the system.

What to do next

Prior to FXOS release 2.0.1, the existing SSH host key created during first-time setup of a device was hard
coded to 1024 bits. To comply with FIPS and Common Criteria certification requirements, you must destroy
this old host key and generate a new one using the procedure detailed in Generate the SSH Host Key, on page
50. If you do not perform these additional steps, you will not be able to connect to the Supervisor using SSH
after the device has rebooted with FIPS mode enabled. If you performed initial setup using FXOS 2.0.1 or
later, you do not have to generate a new host key.

Enable Common Criteria Mode

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Perform these steps to enable Common Criteria mode on your Firepower 4100/9300 chassis.

Procedure

Log into the Firepower 4100/9300 chassis as an admin user.

Choose Platform Settingsto open the Platform Settings window.
Choose FIPS/CC mode to open the FIPS and Common Criteria window.
Check the Enable checkbox for Common Criteria.

Click Save to save the configuration.

Follow the prompt to reboot the system.

What to do next

Prior to FXOS release 2.0.1, the existing SSH host key created during first-time setup of a device was hard
coded to 1024 bits. To comply with FIPS and Common Criteria certification requirements, you must destroy
this old host key and generate a new one using the procedure detailed in Generate the SSH Host Key, on page
50. If you do not perform these additional steps, you will not be able to connect to the Supervisor using SSH
after the device has rebooted with Common Criteria mode enabled. If you performed initial setup using FXOS
2.0.1 or later, you do not have to generate a new host key.

Configure the IP Access List

By default, the Firepower 4100/9300 chassis denies all access to the local web server. You must configure
your IP Access List with a list of allowed services for each of your IP blocks.

The IP Access List supports the following protocols:
* HTTPS

* SNMP
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* SSH

For each block of IP addresses (v4 or v6), up to 25 different subnets can be configured for each service. A
subnet of 0 and a prefix of 0 allows unrestricted access to a service.

Procedure

Step 1 Log into the Firepower 4100/9300 chassis as an admin user.

Step 2 Choose Platform Settingsto open the Platform Settings page.

Step 3 Select Access List to open the Access List area.

Step 4 In this area, you can view, add, and delete the IPv4 and IPv6 addresses listed in your IP Access List.

To add an IPv4 block, you must enter a valid IPv4 IP address, a prefix [0-32] length, and select a protocol.

To add an IPv6 block, you must enter a valid IPv6 IP address, a prefix [0-128] length, and select a protocol
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Interface Management

 About Firepower Interfaces, on page 127

* Guidelines and Limitations for Firepower Interfaces, on page 130
« Configure Interfaces, on page 130

« Monitoring Interfaces, on page 134

« History for Interfaces, on page 135

About Firepower Interfaces

The Firepower 4100/9300 chassis supports physical interfaces and EtherChannel (port-channel) interfaces.
EtherChannel interfaces can include up to 16 member interfaces of the same type.

Chassis Management Interface

\}

The chassis management interface is used for management of the FXQOS Chassis by SSH or Firepower Chassis
Manager. This interface appears at the top of the I nterfacestabas MGM T, and you can only enable or disable
this interface on the Interfacestab. This interface is separate from the mgmt-type interface that you assign
to the logical devices for application management.

To configure parameters for this interface, you must configure them from the CLI. See also Changing the
Management IP Address, on page 66. To view information about this interface in the FXOS CLI, connect to
local management and show the management port:

Firepower # connect local-mgmt
Firepower(local-mgmt) # show mgmt-port

Note that the chassis management interface remains up even if the physical cable or SFP module are unplugged,
or if the mgmt-port shut command is performed.

Note

The chassis management interface does not support jumbo frames.

Interface Types

Each interface can be one of the following types:
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» Data—Use for regular data. Data interfaces cannot be shared between logical devices, and logical devices
cannot communicate over the backplane to other logical devices. For traffic on Data interfaces, all traffic
must exit the chassis on one interface and return on another interface to reach another logical device.

» Mgmt—Use to manage application instances. These interfaces can be shared by one or more logical
devices to access external hosts; logical devices cannot communicate over this interface with other logical
devices that share the interface. You can only assign one management interface per logical device. For
ASA: You can later enable management from a data interface; but you must assign a Management
interface to the logical device even if you don't intend to use it after you enable data management.

« Firepower-eventing—Use as a secondary management interface for FTD devices. To use this interface,
you must configure its IP address and other parameters at the FTD CLI. For example, you can separate
management traffic from events (such as web events). See the FMC configuration guide for more
information. Firepower-eventing interfaces can be shared by one or more logical devices to access external
hosts; logical devices cannot communicate over this interface with other logical devices that share the
interface.

« Cluster—Use as the cluster control link for a clustered logical device. By default, the cluster control link
is automatically created on Port-channel 48. The Cluster type is only supported on EtherChannel interfaces.

FXOS Interfaces vs. Application Interfaces

The Firepower 4100/9300 manages the basic Ethernet settings of physical interfaces and EtherChannel
(port-channel) interfaces. Within the application, you configure higher level settings. For example, you can
only create EtherChannels in FXOS; but you can assign an IP address to the EtherChannel within the application.

The following sections describe the interaction between FXOS and the application for interfaces.

VLAN Subinterfaces

For all logical devices, you can create VLAN subinterfaces within the application.

Independent Interface States in the Chassis and in the Application

You can administratively enable and disable interfaces in both the chassis and in the application. For an
interface to be operational, the interface must be enabled in both operating systems. Because the interface
state is controlled independently, you may have a mismatch between the chassis and application.

Hardware Bypass Pairs

For the FTD, certain interface modules on the Firepower 9300 and 4100 series let you enable the Hardware
Bypass feature. Hardware Bypass ensures that traffic continues to flow between an inline interface pair during
a power outage. This feature can be used to maintain network connectivity in the case of software or hardware
failures.

The Hardware Bypass feature is configured within the FTD application. You do not need to use these interfaces
as Hardware Bypass pairs; they can be used as regular interfaces for both the ASA and the FTD applications.
Note that Hardware Bypass-capable interfaces cannot be configured for breakout ports. If you want to use
the Hardware Bypass feature, do not configure the ports as EtherChannels; otherwise, you can include these
interfaces as EtherChannel members in regular interface mode.

When Hardware Bypass is enabled on an inline pair, switch bypass is attempted first. If the bypass configuration
fails due a switch error, physical bypass is enabled.
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Jumbo Frame Support .

The FTD supports Hardware Bypass for interface pairs on specific network modules on the following models:

* Firepower 9300

« Firepower 4100 series

The supported Hardware Bypass network modules for these models include:
« Firepower 6-port 1G SX FTW Network Module single-wide (FPR-NM-6X1SX-F)
* Firepower 6-port 10G SR FTW Network Module single-wide (FPR-NM-6X10SR-F)
* Firepower 6-port 10G LR FTW Network Module single-wide (FPR-NM-6X10LR-F)
* Firepower 2-port 40G SR FTW Network Module single-wide (FPR-NM-2X40G-F)
« Firepower 8-port 1G Copper FTW Network Module single-wide (FPR-NM-8X1G-F)

Hardware Bypass can only use the following port pairs:
*1&2

«38&4
«5&6
«7&8

Jumbo Frame Support

\}

The Firepower 4100/9300 chassis has support for jumbo frames enabled by default. To enable jumbo frame
support on a specific logical device installed on the Firepower 4100/9300 chassis, you will need to configure
the appropriate MTU settings for the interfaces on the logical device.

The maximum MTU that is supported for the application on the Firepower 4100/9300 chassis is 9184.

Note

The chassis management interface does not support jumbo frames.

Inline Set Link State Propagation for the Firepower Threat Defense

An inline set acts like a bump on the wire, and binds two interfaces together to slot into an existing network.
This function allows the system to be installed in any network environment without the configuration of
adjacent network devices. Inline interfaces receive all traffic unconditionally, but all traffic received on these
interfaces is retransmitted out of an inline set unless explicitly dropped.

When you configure an inline set in the FTD application and enable link state propagation, the FTD sends
inline set membership to the FXOS chassis. Link state propagation means that the chassis automatically brings
down the second interface in the inline interface pair when one of the interfaces in an inline set goes down.
When the downed interface comes back up, the second interface automatically comes back up, also. In other
words, if the link state of one interface changes, the chassis senses the change and updates the link state of
the other interface to match it. Note that the chassis requires up to 4 seconds to propagate link state changes.
Link state propagation is especially useful in resilient network environments where routers are configured to
reroute traffic automatically around network devices that are in a failure state.
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Guidelines and Limitations for Firepower Interfaces

Inline Sets for FTD
« Supported for physical interfaces (both regular and breakout ports) and EtherChannels.

* Link state propagation is supported.

Hardware Bypass
« Supported for the FTD; you can use them as regular interfaces for the ASA.
» The FTD only supports Hardware Bypass with inline sets.
 Hardware Bypass-capable interfaces cannot be configured for breakout ports.

« You cannot include Hardware Bypass interfaces in an EtherChannel and use them for Hardware Bypass;
you can use them as regular interfaces in an EtherChannel.

 Hardware Bypass is not supported with High Availability.

Default MAC Addresses
Default MAC address assignments depend on the type of interface.

* Physical interfaces—The physical interface uses the burned-in MAC address.

« EtherChannels—For an EtherChannel, all interfaces that are part of the channel group share the same
MAC address. This feature makes the EtherChannel transparent to network applications and users,
because they only see the one logical connection; they have no knowledge of the individual links. The
port-channel interface uses a unique MAC address from a pool; interface membership does not affect
the MAC address.

Configure Interfaces

By default, physical interfaces are disabled. You can enable interfaces, add EtherChannels, edit interface
properties, and configure breakout ports.

\}

Note  If you remove an interface in FXOS (for example, if you remove a network module, remove an EtherChannel,
or reassign an interface to an EtherChannel), then the ASA configuration retains the original commands so
that you can make any necessary adjustments; removing an interface from the configuration can have wide
effects. You can manually remove the old interface configuration in the ASA OS.

Enable or Disable an Interface

You can change the Admin State of each interface to be enabled or disabled. By default, physical interfaces
are disabled.
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Procedure

Step 1 Choose I nterfacesto open the Interfaces page.
The Interfaces page shows a visual representation of the currently installed interfaces at the top of the page
and provides a listing of the installed interfaces in the table below.

Step 2 To enable the interface, click the disabled Slider disabled (CX%3) so that it changes to the enabled Slider
enabled ((¥1)).
Click Yesto confirm the change. The corresponding interface in the visual representation changes from gray
to green.

Step 3 To disable the interface, click the enbled Slider enabled (©#1) so that it changes to the disabled Slider
disabled ((C159),

Click Yesto confirm the change. The corresponding interface in the visual representation changes from green
to gray.

Configure a Physical Interface

You can physically enable and disable interfaces, as well as set the interface speed and duplex. To use an
interface, it must be physically enabled in FXOS and logically enabled in the application.

Before you begin

« Interfaces that are already a member of an EtherChannel cannot be modified individually. Be sure to
configure settings before you add it to the EtherChannel.

Procedure

Step 1 Choose I nterfacesto open the Interfaces page.

The All Interfaces page shows a visual representation of the currently installed interfaces at the top of the
page and provides a listing of the installed interfaces in the table below.

Step 2 Click Edit in the row for the interface you want to edit to open the Edit I nterface dialog box.
Step 3 To enable the interface, check the Enable check box. To disable the interface, uncheck the Enable check
box.

Step 4 Choose the interface Type:
» Data
e Mgmt
* Firepower-eventing—For FTD only.

* Cluster—Do not choose the Cluster type; by default, the cluster control link is automatically created
on Port-channel 48.
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Step 5
Step 6
Step 7
Step 8

(Optional) Choose the speed of the interface from the Speed drop-down list.

(Optional) If your interface supports Auto Negotiation, click the Yesor No radio button.
(Optional) Choose the duplex of the interface from the Duplex drop-down list.

Click OK.

Add an EtherChannel (Port Channel)

Step 1

Step 2
Step 3

An EtherChannel (also known as a port channel) can include up to 16 member interfaces of the same media
type and capacity, and must be set to the same speed and duplex. The media type can be either RJ-45 or SFP;
SFPs of different types (copper and fiber) can be mixed. You cannot mix interface capacities (for example
1GB and 10GB interfaces) by setting the speed to be lower on the larger-capacity interface. The Link
Aggregation Control Protocol (LACP) aggregates interfaces by exchanging the Link Aggregation Control
Protocol Data Units (LACPDUSs) between two network devices.

The Firepower 4100/9300 chassis only supports EtherChannels in Active LACP mode so that each member
interface sends and receives LACP updates. An active EtherChannel can establish connectivity with either
an active or a passive EtherChannel. You should use the active mode unless you need to minimize the amount
of LACP traffic.

LACP coordinates the automatic addition and deletion of links to the EtherChannel without user intervention.
It also handles misconfigurations and checks that both ends of member interfaces are connected to the correct
channel group.

When the Firepower 4100/9300 chassis creates an EtherChannel, the EtherChannel stays in a Suspended
state until you assign it to a logical device, even if the physical link is up. The EtherChannel will be brought
out of this Suspended state in the following situations:

« The EtherChannel is added as a data or management interface for a standalone logical device

« The EtherChannel is added as a management interface or cluster control link for a logical device that is
part of a cluster

« The EtherChannel is added as a data interface for a logical device that is part of a cluster and at least one
unit has joined the cluster

Note that the EtherChannel does not come up until you assign it to a logical device. If the EtherChannel is
removed from the logical device or the logical device is deleted, the EtherChannel will revert to a Suspended
state.

Procedure

Choose I nterfacesto open the Interfaces page.

The All Interfaces page shows a visual representation of the currently installed interfaces at the top of the
page and provides a listing of the installed interfaces in the table below.

Click Add Port Channel above the interfaces table to open the Add Port Channel dialog box.
Enter an ID for the port channel in the Port Channel 1D field. Valid values are between 1 and 47.

Port-channel 48 is reserved for the cluster control link when you deploy a clustered logical device. If you do
not want to use Port-channel 48 for the cluster control link, you can delete it and configure a Cluster type
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Configure Breakout Cables .

EtherChannel with a different ID. You can only add one Cluster type EtherChannel. For intra-chassis clustering,
do not assign any interfaces to the Cluster EtherChannel.

To enable the port channel, check the Enable check box. To disable the port channel, uncheck the Enable
check box.

Choose the interface Type:
» Data
* Mgmt
* Firepower-eventing—For FTD only.
* Cluster

Set the required Admin Speed for the member interfaces from the drop-down list.

If you add a member interface that is not at the specified speed, it will not successfully join the port channel.

Set the required Admin Duplex for the member interfaces, Full Duplex or Half Duplex.

If you add a member interface that is configured with the specified duplex, it will not successfully join the
port channel.

To add an interface to the port channel, select the interface in the Available Interface list and click Add
I nter face to move the interface to the Member ID list.

You can add up to 16 member interfaces of the same media type and capacity. The member interfaces must
be set to the same speed and duplex, and must match the speed and duplex that you configured for this port
channel. The media type can be either RJ-45 or SFP; SFPs of different types (copper and fiber) can be mixed.
You cannot mix interface capacities (for example 1GB and 10GB interfaces) by setting the speed to be lower
on the larger-capacity interface.

Tip You can add multiple interfaces at one time. To select multiple individual interfaces, click on the
desired interfaces while holding down the Ctrl key. To select a range of interfaces, select the first
interface in the range, and then, while holding down the Shift key, click to select the last interface
in the range.

To remove an interface from the port channel, click the Delete button to the right of the interface in the Member
ID list.

Click OK.

Configure Breakout Cables

The following procedure shows how to configure breakout cables for use with the Firepower 4100/9300
chassis. You can use a breakout cable to provide four 10 Gbps ports in place of a single 40 Gbps port.

Before you begin

Hardware Bypass-capable interfaces cannot be configured for breakout ports.
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Procedure

Step 1 Choose I nterfacesto open the Interfaces page.

The Interfaces page shows a visual representation of the currently installed interfaces at the top of the page
and provides a listing of the installed interfaces in the table below.

The interfaces that are capable of supporting breakout cables but are not currently configured as such are
indicated by a Breakout Port icon in the row for that interface. For interfaces that have already been configured
as using a breakout cable, the individual breakout interfaces are listed separately (for example, Ethernet 2/1/1,
2/1/2, 2/1/3, and 2/1/4).

Step 2 To convert a 40 Gbps interface into four 10 Gbps interfaces:
a) Click the Breakout Port icon for the interface that you want to convert.

The Breakout Port Creation dialog box opens asking you to confirm that you want to proceed and warning
you that the chassis will be rebooted.

b) Click Yesto confirm.

The Firepower chassis reboots and the specified interface is converted into four 10 Gbps interfaces.

Step 3 To convert the four 10 Gbps breakout interfaces back into a single 40 Gbps interface:
a) Click Delete for any of the breakout interfaces.

A confirmation dialog box opens asking you to confirm that you want to proceed and warning you that
all four breakout interfaces will be deleted and that the chassis will be rebooted.

b) Click Yesto confirm.

The Firepower chassis reboots and the specified interfaces are converted into a single 40 Gbps interface.

Monitoring Interfaces

From the Interfaces page of the Firepower Chassis Manager, you can view the status of the installed interfaces
on the chassis, edit interface properties, enable or disable an interface, and create port channels.

The Interfaces page is made up of two sections:

« The upper section shows a visual representation of the interfaces that are installed in the Firepower
chassis. You can hover over any of the interfaces to get additional information about the interface.

The interfaces are color coded to indicate their current status:

» Green—The interface is installed and enabled.
 Dark Grey—The interface is installed but disabled.
» Red—There is a problem with the operational state of the interface.

* Light Grey—The interface is not installed.
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N

History for Interfaces .

Note

Interfaces that act as ports in port channels do not appear in this list.

* The lower section contains two tabs: All Interfaces and Hardware Bypass. On the All I nterfaces tab:
For each interface, you can enable or disable the interface. You can also click Edit to edit the properties
of an interface, such as speed and interface type. For Har dwar e Bypass, see Hardware Bypass Pairs,
on page 128.

A\

Note

The port-channel 48 cluster type interface shows the Operation State as failed
if it does not include any member interfaces. For intra-chassis clustering, this
EtherChannel does not require any member interfaces, and you can ignore this
Operational State.

History for Interfaces

Feature Name Platform |Feature Information
Releases
Support for EtherChannels | 2.1.1 You can now use EtherChannels in a FTD inline set.
in FTD inline sets
Inline set link state 2.0.1 When you configure an inline set in the FTD application and enable link state propagation,
propagation support for the FTD sends inline set membership to the FXOS chassis. Link state propagation means
the FTD that the chassis automatically brings down the second interface in the inline interface pair
when one of the interfaces in an inline set goes down.
Support for Hardware 2.0.1 Hardware Bypass ensures that traffic continues to flow between an inline interface pair
bypass network modules during a power outage. This feature can be used to maintain network connectivity in the
for the FTD case of software or hardware failures.
New/Modified Firepower Management Center screens:
Devices> Device Management > | nterfaces > Edit Physical I nterface
Firepower-eventing type |1.1.4 You can specify an interface as firepower-eventing for use with the FTD. This interface is
interface for FTD a secondary management interface for FTD devices. To use this interface, you must configure
its IP address and other parameters at the FTD CLI. For example, you can separate
management traffic from events (such as web events). See the *"Management Interfaces"
section in the Firepower Management Center configuration guide System Configuration
chapter.
New/Modified Firepower Chassis Manager screens:
Interfaces> All Interfaces > Type
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Logical Devices

» About Logical Devices, on page 137

* Requirements and Prerequisites for Logical Devices, on page 138
* Guidelines and Limitations for Logical Devices, on page 140
« Add a Standalone Logical Device, on page 146

» Add a High Availability Pair, on page 151

* Add a Cluster, on page 152

« Configure Radware DefensePro, on page 170

« Manage Logical Devices, on page 175

« Logical Devices Page, on page 184

» Examples for Inter-Site Clustering, on page 186

« History for Logical Devices, on page 189

About Logical Devices

A logical device lets you run one application instance (either ASA or Firepower Threat Defense) and also one
optional decorator application (Radware DefensePro) to form a service chain .

When you add a logical device, you also define the application instance type and version, assign interfaces,
and configure bootstrap settings that are pushed to the application configuration.

Note  For the Firepower 9300, you must install the same application instance type (ASA or FTD) on all modules
in the chassis; different types are not supported at this time. Note that modules can run different versions of
an application instance type.

Standalone and Clustered Logical Devices

You can add the following logical device types:

« Standalone—A standalone logical device operates as a standalone unit or as a unit in a High Availability
pair.

« Cluster—A clustered logical device lets you group multiple units together, providing all the convenience
of a single device (management, integration into a network) while achieving the increased throughput
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and redundancy of multiple devices. Multiple module devices, like the Firepower 9300, support
intra-chassis clustering. For the Firepower 9300, all three modules must participate in the cluster.

Requirements and Prerequisites for Logical Devices

See the following sections for requirements and prerequisites.

Requirements and Prerequisites for Hardware and Software Combinations

The Firepower 4100/9300 supports multiple models, security modules, application types, and high availability
and scalability features. See the following requirements for allowed combinations.

Firepower 9300 Requirements

The Firepower 9300 includes 3 security module slots and multiple types of security modules. See the following
requirements:

« Security Module Types—All modules in the Firepower 9300 must be the same type.

« Clustering—All security modules in the cluster, whether it is intra-chassis or inter-chassis, must be the
same type. You can have different quantities of installed security modules in each chassis, although all
modules present in the chassis must belong to the cluster including any empty slots. For example, you
can install 2 SM-36s in chassis 1, and 3 SM-36s in chassis 2.

* High Availability—High Availability is only supported between same-type modules on the Firepower
9300.

» ASA and FTD application types—You can only install one application type on the chassis, ASA or FTD.

» ASA or FTD versions—You can run different versions of an application instance type on separate
modules. For example, you can install FTD 6.3 on module 1, FTD 6.4 on module 2, and FTD 6.5 on
module 3.

Firepower 4100 Requirements
The Firepower 4100 comes in multiple models. See the following requirements:
* Clustering—All chassis in the cluster must be the same model.
* High Availability—High Availability is only supported between same-type models.
» ASA and FTD application types—The Firepower 4100 can only run a single application type.

Requirements and Prerequisites for Clustering

Cluster Model Support

» ASA on the Firepower 9300—Maximum 16 modules. For example, you can use 1 module in 16 chassis,
or 2 modules in 8 chassis, or any combination that provides a maximum of 16 modules. Note that all
modules in a chassis must belong to the cluster. Supported for intra-chassis, inter-chassis, and inter-site
clustering.
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» ASA on the Firepower 4100 series—Maximum 16 chassis. Supported for inter-chassis and inter-site
clustering.

 FTD on the Firepower 9300—Maximum 6 modules. For example, you can use 2 modules in 3 chassis,
or 3 modules in 2 chassis, or any combination that provides a maximum of 6 modules. Note that all
modules in a chassis must belong to the cluster. Supported for intra-chassis and inter-chassis clustering.

« FTD on the Firepower 4100 series—Maximum 6 chassis. Supported for inter-chassis clustering.
» Radware DefensePro—Supported for intra-chassis clustering with the ASA.

» Radware DefensePro—Supported for intra-chassis clustering with the FTD.

Clustering Hardware and Software Requirements
All chassis in a cluster:

« For the Firepower 4100 series: All chassis must be the same model. For the Firepower 9300: All security
modules must be the same type. For example, if you use clustering, all modules in the Firepower 9300
must be SM-40s. You can have different quantities of installed security modules in each chassis, although
all modules present in the chassis must belong to the cluster including any empty slots.

« Must run the identical FXOS software except at the time of an image upgrade.

» Must include the same interface configuration for interfaces you assign to the cluster, such as the same
Management interface, EtherChannels, active interfaces, speed and duplex, and so on. You can use
different network module types on the chassis as long as the capacity matches for the same interface 1Ds
and interfaces can successfully bundle in the same spanned EtherChannel. Note that all data interfaces
must be EtherChannels in inter-chassis clustering. If you change the interfaces in FXOS after you enable
clustering (by adding or removing interface modules, or configuring EtherChannels, for example), then
perform the same changes on each chassis, starting with the data units, and ending with the control unit.

« Must use the same NTP server. For Firepower Threat Defense, the Firepower Management Center must
also use the same NTP server. Do not set the time manually.

« ASA: Each FXOS chassis must be registered with the License Authority or satellite server. There is no
extra cost for data units. For permanent license reservation, you must purchase separate licenses for each
chassis. For Firepower Threat Defense, all licensing is handled by the Firepower Management Center.

Switch Requirements for Inter-Chassis Clustering

* Be sure to complete the switch configuration and successfully connect all the EtherChannels from the
chassis to the switch(es) before you configure clustering on the Firepower 4100/9300 chassis.

« For supported switch characteristics, see Cisco FXOS Compatibility.

Sizing the Data Center Interconnect for Inter-Site Clustering

You should reserve bandwidth on the data center interconnect (DCI) for cluster control link traffic equivalent
to the following calculation:

# of cluster members per site

2

X cluster control link size per member
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If the number of members differs at each site, use the larger number for your calculation. The minimum
bandwidth for the DCI should not be less than the size of the cluster control link for one member.

For example:
* For 4 members at 2 sites:

* 4 cluster members total
» 2 members at each site

* 5 Gbps cluster control link per member

Reserved DCI bandwidth = 5 Gbps (2/2 x 5 Gbps).
* For 6 members at 3 sites, the size increases:

* 6 cluster members total
» 3 members at site 1, 2 members at site 2, and 1 member at site 3

* 10 Gbps cluster control link per member

Reserved DCI bandwidth = 15 Gbps (3/2 x 10 Ghps).
« For 2 members at 2 sites:

« 2 cluster members total
» 1 member at each site

* 10 Gbps cluster control link per member

Reserved DCI bandwidth = 10 Gbps (1/2 x 10 Gbps = 5 Gbps; but the minimum bandwidth should not
be less than the size of the cluster control link (10 Gbps)).

Requirements and Prerequisites for High Availability

* The two units in a High Availability Failover configuration must:
* Be on a separate chassis; intra-chassis High Availability for the Firepower 9300 is not supported.
* Be the same model.
 Have the same interfaces assigned to the High Availability logical devices.

* Have the same number and types of interfaces. All interfaces must be preconfigured in FXOS
identically before you enable High Availability.

* For High Availability system requirements, see the application configuration guide chapter for High
Availability.

Guidelines and Limitations for Logical Devices

See the following sections for guidelines and limitations.
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General Guidelines and Limitations

Firewall Mode

You can set the firewall mode to routed or transparent in the bootstrap configuration for the FTD. For the
ASA, you can change the firewall mode to transparent after you deploy. See Change the ASA to Transparent
Firewall Mode, on page 178.

High Availability
* Configure high availability within the application configuration.

* You can use any data interfaces as the failover and state links.

Context Mode
» Multiple context mode is only supported on the ASA.

« Enable multiple context mode in the ASA after you deploy.

Clustering Guidelines and Limitations

Switches for Inter-Chassis Clustering

» Make sure connected switches match the MTU for both cluster data interfaces and the cluster control
link interface. You should configure the cluster control link interface MTU to be at least 100 bytes higher
than the data interface MTU, so make sure to configure the cluster control link connecting switch
appropriately. Because the cluster control link traffic includes data packet forwarding, the cluster control
link needs to accommaodate the entire size of a data packet plus cluster traffic overhead.

« For Cisco 10S XR systems, if you want to set a non-default MTU, set the 10S interface MTU to be 14
bytes higher than the cluster device MTU. Otherwise, OSPF adjacency peering attempts may fail unless
the mtu-ignore option is used. Note that the cluster device MTU should match the 10S IPv4 MTU. This
adjustment is not required for Cisco Catalyst and Cisco Nexus switches.

« On the switch(es) for the cluster control link interfaces, you can optionally enable Spanning Tree PortFast
on the switch ports connected to the cluster unit to speed up the join process for new units.

« On the switch, we recommend that you use one of the following EtherChannel load-balancing algorithms:
sour ce-dest-ip or source-dest-ip-port (see the Cisco Nexus OS and Cisco 10S port-channd load-balance
command). Do not use a vlan keyword in the load-balance algorithm because it can cause unevenly
distributed traffic to the devices in a cluster.

« If you change the load-balancing algorithm of the EtherChannel on the switch, the EtherChannel interface
on the switch temporarily stops forwarding traffic, and the Spanning Tree Protocol restarts. There will
be a delay before traffic starts flowing again.

» Some switches do not support dynamic port priority with LACP (active and standby links). You can
disable dynamic port priority to provide better compatibility with Spanned EtherChannels.

« Switches on the cluster control link path should not verify the L4 checksum. Redirected traffic over the
cluster control link does not have a correct L4 checksum. Switches that verify the L4 checksum could
cause traffic to be dropped.
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« Port-channel bundling downtime should not exceed the configured keepalive interval.

« On Supervisor 2T EtherChannels, the default hash distribution algorithm is adaptive. To avoid asymmetric
traffic in a VSS design, change the hash algorithm on the port-channel connected to the cluster device
to fixed:

router(config)# port-channel id hash-distribution fixed

Do not change the algorithm globally; you may want to take advantage of the adaptive algorithm for the
VSS peer link.

* Firepower 4100/9300 clusters support LACP graceful convergence. So you can leave LACP graceful
convergence enabled on connected Cisco Nexus switches.

» When you see slow bundling of a Spanned EtherChannel on the switch, you can enable LACP rate fast
for an individual interface on the switch. FXOS EtherChannels have the LACP rate set to fast by default.
Note that some switches, such as the Nexus series, do not support LACP rate fast when performing
in-service software upgrades (ISSUs), so we do not recommend using ISSUs with clustering.

EtherChannels for Inter-Chassis Clustering

« For connecting switches, set the EtherChannel mode to Active; On mode is not supported on the Firepower
4100/9300 chassis, even for the cluster control link.

« In Catalyst 3750-X Cisco 10S software versions earlier than 15.1(1)S2, the cluster unit did not support
connecting an EtherChannel to a switch stack. With default switch settings, if the cluster unit EtherChannel
is connected cross stack, and if the control unit switch is powered down, then the EtherChannel connected
to the remaining switch will not come up. To improve compatibility, set the stack-mac persistent timer
command to a large enough value to account for reload time; for example, 8 minutes or 0 for indefinite.
Or, you can upgrade to more a more stable switch software version, such as 15.1(1)S2.

* Spanned vs. Device-Local EtherChannel Configuration—Be sure to configure the switch appropriately
for Spanned EtherChannels vs. Device-local EtherChannels.

» Spanned EtherChannels—For cluster unit Spanned EtherChannels, which span across all members
of the cluster, the interfaces are combined into a single EtherChannel on the switch. Make sure each
interface is in the same channel group on the switch.
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« Device-local EtherChannels—For cluster unit Device-local EtherChannels including any
EtherChannels configured for the cluster control link, be sure to configure discrete EtherChannels
on the switch; do not combine multiple cluster unit EtherChannels into one EtherChannel on the

switch.
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Inter-Site Clustering

See the following guidelines for inter-site clustering:

« The cluster control link latency must be less than 20 ms round-trip time (RTT).

« The cluster control link must be reliable, with no out-of-order or dropped packets; for example, you
should use a dedicated link.

« Do not configure connection rebalancing; you do not want connections rebalanced to cluster members

at a different site.

 The ASA does not encrypt forwarded data traffic on the cluster control link because it is a dedicated link,
even when used on a Data Center Interconnect (DCI). If you use Overlay Transport Virtualization (OTV),
or are otherwise extending the cluster control link outside of the local administrative domain, you can
configure encryption on your border routers such as 802.1AE MacSec over OTV.

« The cluster implementation does not differentiate between members at multiple sites for incoming
connections; therefore, connection roles for a given connection may span across sites. This is expected
behavior. However, if you enable director localization, the local director role is always chosen from the
same site as the connection owner (according to site ID). Also, the local director chooses a new owner
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at the same site if the original owner fails (Note: if the traffic is asymmetric across sites, and there is
continuous traffic from the remote site after the original owner fails, then a unit from the remote site
might become the new owner if it receives a data packet within the re-hosting window.).

For director localization, the following traffic types do not support localization: NAT or PAT traffic;
SCTP-inspected traffic; Fragmentation owner query.

For transparent mode, if the cluster is placed between a pair of inside and outside routers (AKA
North-South insertion), you must ensure that both inside routers share a MAC address, and also that both
outside routers share a MAC address. When a cluster member at site 1 forwards a connection to a member
at site 2, the destination MAC address is preserved. The packet will only reach the router at site 2 if the
MAC address is the same as the router at site 1.

For transparent mode, if the cluster is placed between data networks and the gateway router at each site
for firewalling between internal networks (AKA East-West insertion), then each gateway router should
use a First Hop Redundancy Protocol (FHRP) such as HSRP to provide identical virtual IP and MAC
address destinations at each site. The data VLANS are extended across the sites using Overlay Transport
Virtualization (OTV), or something similar. You need to create filters to prevent traffic that is destined
to the local gateway router from being sent over the DCI to the other site. If the gateway router becomes
unreachable at one site, you need to remove any filters so traffic can successfully reach the other site’s
gateway.

For routed mode using Spanned EtherChannel, configure site-specific MAC addresses. Extend the data
VLANS across the sites using OTV, or something similar. You need to create filters to prevent traffic
that is destined to the global MAC address from being sent over the DCI to the other site. If the cluster
becomes unreachable at one site, you need to remove any filters so traffic can successfully reach the
other site’s cluster units. Dynamic routing is not supported when an inter-site cluster acts as the first hop
router for an extended segment.

Additional Guidelines

When adding a unit to an existing cluster, or when reloading a unit, there will be a temporary, limited
packet/connection drop; this is expected behavior. In some cases, the dropped packets can hang
connections; for example, dropping a FIN/ACK packet for an FTP connection will make the FTP client
hang. In this case, you need to reestablish the FTP connection.

If you use a Windows 2003 server connected to a Spanned EtherChannel interface, when the syslog
server port is down, and the server does not throttle ICMP error messages, then large numbers of ICMP
messages are sent back to the cluster. These messages can result in some units of the cluster experiencing
high CPU, which can affect performance. We recommend that you throttle ICMP error messages.

We recommend connecting EtherChannels to a VVSS or vPC for redundancy.

Within a chassis, you cannot cluster some security modules and run other security modules in standalone
mode; you must include all security modules in the cluster.

For decrypted TLS/SSL connections, the decryption states are not synchronized, and if the connection

owner fails, then decrypted connections will be reset. New connections will need to be established to a
new unit. Connections that are not decrypted (they match a do-not-decrypt rule) are not affected and are
replicated correctly.
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Defaults

« The cluster health check feature is enabled by default with the holdtime of 3 seconds. Interface health
monitoring is enabled on all interfaces by default.

« The cluster auto-rejoin feature for a failed cluster control link is set to unlimited attempts every 5 minutes.

« The cluster auto-rejoin feature for a failed data interface is set to 3 attempts every 5 minutes, with the
increasing interval set to 2.

« Connection replication delay of 5 seconds is enabled by default for HTTP traffic.

Add a Standalone Logical Device

Standalone logical devices can be used alone or as high availability units. For more information about high
availability usage, see Add a High Availability Pair, on page 151.

Add a Standalone ASA

Standalone logical devices work either alone or in a High Availability pair. On the Firepower 9300 with
multiple security modules, you can deploy either a cluster or standalone devices. The cluster must use all
modules, so you cannot mix and match a 2-module cluster plus a single standalone device, for example.

You can deploy a routed firewall mode ASA from the Firepower 4100/9300 chassis. To change the ASA to
transparent firewall mode, complete this procedure, and then see Change the ASA to Transparent Firewall
Mode, on page 178.

For multiple context mode, you must first deploy the logical device, and then enable multiple context mode
in the ASA application.

Before you begin

» Download the application image you want to use for the logical device from Cisco.com, and then upload
that image to the Firepower 4100/9300 chassis.

N

Note  For the Firepower 9300, you must install the same application instance type (ASA
or FTD) on all modules in the chassis; different types are not supported at this
time. Note that modules can run different versions of an application instance type.

« Configure a management interface to use with the logical device. The management interface is required.
Note that this management interface is not the same as the chassis management port that is used only for
chassis management (and that appears at the top of the Interfacestab as MGMT).

« Gather the following information:

« Interface IDs for this device
» Management interface IP address and network mask

» Gateway IP address

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager Configuration Guide, 2.3(1)



| Logical Devices

Step 1
Step 2

Step 3

Step 4

Step 5

Add a Standalone ASA .

Procedure

Choose Logical Devices.
Click Add Device, and set the following parameters:

Add Device Pl
Device Name: asal
Template: Cisco: Adaptive Security Appliance v
Image Version: 9.12.0.59 v
Instance Type: Native L'
Usage: ) Standalone | Cluster
oK Cancel
a) Provide a Device Name.

b)
c)
d)
€)

This name is used by the chassis supervisor to configure management settings and to assign interfaces; it
is not the device name used in the application configuration.

For the Template, choose Cisco: Adaptive Security Appliance.
Choose the Image Version.

For the Usage, click the Standalone radio button.

Click OK.

You see the Provisioning - device name window.

Expand the Data Portsarea, and click each port that you want to assign to the device.

You can only assign data interfaces that you previously enabled on the I nterfaces page. You will later enable
and configure these interfaces on the ASA, including setting the IP addresses.

Click the device icon in the center of the screen.

A dialog box appears where you can configure initial bootstrap settings. These settings are meant for initial
deployment only, or for disaster recovery. For normal operation, you can later change most values in the
application CLI configuration.

On the General Information page, complete the following:

a)

b)

c)
d)

€)
f)

(For the Firepower 9300) Under Security M odule Selection click the security module that you want to
use for this logical device.

Choose the Management Interface.

This interface is used to manage the logical device. This interface is separate from the chassis management
port.

Choose the management interface Address Type: | Pv4 only, I Pv6 only, or | Pv4 and | Pv6.
Configure the Management | P address.

Set a unique IP address for this interface.

Enter a Network Mask or Prefix Length.
Enter a Network Gateway address.
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Step 6
Step 7

Step 8
Step 9

Step 10

Click the Settings tab.
Enter and confirm a Password for the admin user and for the enable password.

The pre-configured ASA admin user/password and enable password is useful for password recovery; if you
have FXOS access, you can reset the admin user password/enable password if you forget it.

Click OK to close the configuration dialog box.

Click Save.

The chassis deploys the logical device by downloading the specified software version and pushing the bootstrap
configuration and management interface settings to the application instance. Check the L ogical Devices page

for the status of the new logical device. When the logical device shows its Statusas online, you can start
configuring the security policy in the application.

System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

&P |l 8

Status
@ online (_L;:' #* (455

See the ASA configuration guide to start configuring your security policy.

Add a Standalone Firepower Threat Defense

Standalone logical devices work either alone or in a High Availability pair. On the Firepower 9300 with
multiple security modules, you can deploy either a cluster or standalone devices. The cluster must use all
modules, so you cannot mix and match a 2-module cluster plus a single standalone device, for example.

Before you begin

» Download the application image you want to use for the logical device from Cisco.com, and then upload
that image to the Firepower 4100/9300 chassis.

N

Note  For the Firepower 9300, you must install the same application instance type (ASA
or FTD) on all modules in the chassis; different types are not supported at this
time. Note that modules can run different versions of an application instance type.

« Configure a management interface to use with the logical device. The management interface is required.
Note that this management interface is not the same as the chassis management port that is used only for
chassis management (and that appears at the top of the Interfacestab as MGMT).
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* You must also configure at least one Data type interface. Optionally, you can also create a
firepower-eventing interface to carry all event traffic (such as web events). See Interface Types, on page
127 for more information.

« Gather the following information:
* Interface IDs for this device
» Management interface IP address and network mask
» Gateway IP address
* FMC IP address and/or NAT ID of your choosing
» DNS server IP address

* FTD hostname and domain name

Procedure

Choose Logical Devices.
Click Add Device, and set the following parameters:
a) Provide a Device Name.

This name is used by the chassis supervisor to configure management settings and to assign interfaces; it
is not the device name used in the application configuration.

b) For the Template, choose Cisco Firepower Threat Defense.
c) Choose the Image Version.

d) For the Usage, click the Standalone radio button.

e) Click OK.

You see the Provisioning - device name window.

Expand the Data Portsarea, and click each interface that you want to assign to the device.

You can only assign data interfaces that you previously enabled on the I nterfaces page. You will later enable
and configure these interfaces in FMC, including setting the IP addresses.

Hardware Bypass-capable ports are shown with the following icon: € . For certain interface modules, you
can enable the Hardware Bypass feature for Inline Set interfaces only (see the FMC configuration guide).
Hardware Bypass ensures that traffic continues to flow between an inline interface pair during a power outage.
This feature can be used to maintain network connectivity in the case of software or hardware failures. If you
do not assign both interfaces in a Hardware Bypass pair, you see a warning message to make sure your
assignment is intentional. You do not need to use the Hardware Bypass feature, so you can assign single
interfaces if you prefer.

Click the device icon in the center of the screen.

A dialog box appears where you can configure initial bootstrap settings. These settings are meant for initial
deployment only, or for disaster recovery. For normal operation, you can later change most values in the
application CLI configuration.

On the General I nformation page, complete the following:
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Step 8
Step 9

a)

b)

c)
d)

€)
f)

(For the Firepower 9300) Under Security M odule Selection click the security module that you want to
use for this logical device.

Choose the Management Interface.

This interface is used to manage the logical device. This interface is separate from the chassis management
port.

Choose the management interface Address Type: | Pv4 only, 1Pv6 only, or |Pv4 and | Pv6.
Configure the Management | P address.

Set a unique IP address for this interface.

Enter a Network Mask or Prefix Length.
Enter a Network Gateway address.

On the Settings tab, complete the following:

a)
b)
c)

d)

€)
f)

9)
h)

Enter the Firepower M anagement Center 1P of the managing FMC.
Enter the Search Domainsas a comma-separated list.
Choose the Firewall Mode: Transparent or Routed.

In routed mode, the FTD is considered to be a router hop in the network. Each interface that you want to
route between is on a different subnet. A transparent firewall, on the other hand, is a Layer 2 firewall that
acts like a “bump in the wire,” or a “stealth firewall,” and is not seen as a router hop to connected devices.

The firewall mode is only set at initial deployment. If you re-apply the bootstrap settings, this setting is
not used.

Enter the DNS Serversas a comma-separated list.
The FTD uses DNS if you specify a hostname for the FMC, for example.

Enter the Fully Qualified Hostname for the FTD.
Enter a Registration Key to be shared between the FMC and the device during registration.

You can choose any text string for this key between 1 and 37 characters; you will enter the same key on
the FMC when you add the FTD.

Enter a Passwor d for the FTD admin user for CLI access.

Choose the Eventing I nterface on which Firepower events should be sent. If not specified, the management
interface will be used.

This interface must be defined as a Firepower-eventing interface.

On the Agreement tab, read and accept the end user license agreement (EULA).
Click OK to close the configuration dialog box.
Click Save.

The chassis deploys the logical device by downloading the specified software version and pushing the bootstrap
configuration and management interface settings to the application instance. Check the L ogical Devices page
for the status of the new logical device. When the logical device shows its Statusas online, you can start
configuring the security policy in the application.
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See the FMC configuration guide to add the FTD as a managed device and start configuring your security
policy.

Add a High Availability Pair

Step 1
Step 2

Step 3
Step 4

or ASA High Availability (also known as failover) is configured within the application, not in FXOS. However,
to prepare your chassis for high availability, see the following steps.

Before you begin

See Requirements and Prerequisites for High Availability, on page 140.

Procedure

Allocate the same interfaces to each logical device.
Allocate 1 or 2 data interfaces for the failover and state link(s).

These interfaces exchange high availability traffic between the 2 chassis. We recommend that you use a 10
GB data interface for a combined failover and state link. If you have available interfaces, you can use separate
failover and state links; the state link requires the most bandwidth. You cannot use the management-type
interface for the failover or state link. We recommend that you use a switch between the chassis, with no other
device on the same network segment as the failover interfaces.

Enable High Availability on the logical devices.

If you need to make interface changes after you enable High Availability, perform the changes on the standby
unit first, and then perform the changes on the active unit.

Note For the ASA, if you remove an interface in FXOS (for example, if you remove a network module,
remove an EtherChannel, or reassign an interface to an EtherChannel), then the ASA configuration
retains the original commands so that you can make any necessary adjustments; removing an interface
from the configuration can have wide effects. You can manually remove the old interface
configuration in the ASA OS.
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Add a Cluster

Clustering lets you group multiple devices together as a single logical device. A cluster provides all the
convenience of a single device (management, integration into a network) while achieving the increased
throughput and redundancy of multiple devices. The Firepower 9300, which includes multiple modules,
supports intra-chassis clustering where you group all modules within a single chassis into a cluster. You can
also use inter-chassis clustering, where multiple chassis are grouped together; inter-chasis clustering is the
only option for single module devices like the Firepower 4100 series.

About Clustering on the Firepower 4100/9300 Chassis

The cluster consists of multiple devices acting as a single logical unit. When you deploy a cluster on the
Firepower 4100/9300 chassis, it does the following:

« Creates a cluster-control link (by default, port-channel 48) for unit-to-unit communication.

For intra-chassis clustering (Firepower 9300 only), this link utilizes the Firepower 9300 backplane for
cluster communications.

For inter-chassis clustering, you need to manually assign physical interface(s) to this EtherChannel for
communications between chassis.

« Creates the cluster bootstrap configuration within the application.

When you deploy the cluster, the chassis supervisor pushes a minimal bootstrap configuration to each
unit that includes the cluster name, cluster control link interface, and other cluster settings. Some parts
of the bootstrap configuration may be user-configurable within the application if you want to customize
your clustering environment.

« Assigns data interfaces to the cluster as Spanned interfaces.

For intra-chassis clustering, spanned interfaces are not limited to EtherChannels, like it is for inter-chassis
clustering.The Firepower 9300 supervisor uses EtherChannel technology internally to load-balance traffic
to multiple modules on a shared interface, so any data interface type works for Spanned mode. For
inter-chassis clustering, you must use Spanned EtherChannels for all data interfaces.

A\

Note Individual interfaces are not supported, with the exception of a management
interface.

« Assigns a management interface to all units in the cluster.

The following sections provide more detail about clustering concepts and implementation.

Primary and Secondary Unit Roles

One member of the cluster is the primary unit. The primary unit is determined automatically. All other members
are secondary units.

You must perform all configuration on the primary unit only; the configuration is then replicated to the
secondary units.
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Cluster Control Link

The cluster control link is automatically created using the Port-channel 48 interface.

For intra-chassis clustering, this interface has no member interfaces. This Cluster type EtherChannel utilizes
the Firepower 9300 backplane for cluster communications for intra-chassis clustering. For inter-chassis
clustering, you must add one or more interfaces to the EtherChannel.

For a 2-member inter-chassis cluster, do not directly connect the cluster control link from one chassis to the
other chassis. If you directly connect the interfaces, then when one unit fails, the cluster control link fails, and
thus the remaining healthy unit fails. If you connect the cluster control link through a switch, then the cluster
control link remains up for the healthy unit.

Cluster control link traffic includes both control and data traffic.

Size the Cluster Control Link for Inter-Chassis Clustering

\}

If possible, you should size the cluster control link to match the expected throughput of each chassis so the
cluster-control link can handle the worst-case scenarios.

Cluster control link traffic is comprised mainly of state update and forwarded packets. The amount of traffic
at any given time on the cluster control link varies. The amount of forwarded traffic depends on the
load-balancing efficacy or whether there is a lot of traffic for centralized features. For example:

« NAT results in poor load balancing of connections, and the need to rebalance all returning traffic to the
correct units.

» When membership changes, the cluster needs to rebalance a large number of connections, thus temporarily
using a large amount of cluster control link bandwidth.

A higher-bandwidth cluster control link helps the cluster to converge faster when there are membership changes
and prevents throughput bottlenecks.

Note

If your cluster has large amounts of asymmetric (rebalanced) traffic, then you should increase the cluster
control link size.

Cluster Control Link Redundancy for Inter-Chassis Clustering

The following diagram shows how to use an EtherChannel as a cluster control link in a Virtual Switching
System (VSS) or Virtual Port Channel (vPC) environment. All links in the EtherChannel are active. When
the switch is part of a VSS or vPC, then you can connect Firepower 4100/9300 chassis interfaces within the
same EtherChannel to separate switches in the VSS or vPC. The switch interfaces are members of the same
EtherChannel port-channel interface, because the separate switches act like a single switch. Note that this
EtherChannel is device-local, not a Spanned EtherChannel.
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Cluster Control Link Reliability for Inter-Chassis Clustering

To ensure cluster control link functionality, be sure the round-trip time (RTT) between units is less than 20
ms. This maximum latency enhances compatibility with cluster members installed at different geographical
sites. To check your latency, perform a ping on the cluster control link between units.

The cluster control link must be reliable, with no out-of-order or dropped packets; for example, for inter-site
deployment, you should use a dedicated link.

Cluster Control Link Network

The Firepower 4100/9300 chassis auto-generates the cluster control link interface IP address for each unit
based on the chassis ID and slot ID: 127.2.chassis id.dlot_id. You cannot set this IP address manually, either
in FXOS or within the application. The cluster control link network cannot include any routers between units;
only Layer 2 switching is allowed. For inter-site traffic, Cisco recommends using Overlay Transport
Virtualization (OTV).

Management Network

We recommend connecting all units to a single management network. This network is separate from the cluster
control link.

Management Interface

You must assign a Management type interface to the cluster. This interface is a special individual interface
as opposed to a Spanned interface. The management interface lets you connect directly to each unit.

For the ASA, the Main cluster IP address is a fixed address for the cluster that always belongs to the current
primary unit. You must configure a range of addresses so that each unit, including the current primary unit,
can use a Local address from the range. The Main cluster IP address provides consistent management access
to an address; when a primary unit changes, the Main cluster IP address moves to the new primary unit, so
management of the cluster continues seamlessly. The Local IP address is used for routing, and is also useful
for troubleshooting. For example, you can manage the cluster by connecting to the Main cluster IP address,
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