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K-Block

k-Block [}

Description K-Block protects unattended logged-in terminals from unauthorized

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags

Risk Very Low

Business Relevance Medium
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. K9 Web Protection

K9 Web Protection

Description Security and Malware protection.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags User-Agent Exclusion
Risk Low
Business Relevance Low
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KAD

kan i

Description P2P network that uses the Kademlia algorithm.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags file sharing/transfer,share media,allows remote connect,eDonkey

Risk Very High

Business Relevance Very Low
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B xaixinoo1

Kaixin001

Description Chinese based social networking service.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,web chat
Risk High
Business Relevance Very Low
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Kakaku

Kakaku .

Description Japanese website for price comparison on various products.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags encrypts communications,displays ads

Risk Very Low

Business Relevance Very Low
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. Kakao Story

Kakao Story

Description Keeping blogs on Kakao.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,displays ads,share photos
Risk Low
Business Relevance Medium
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KakaoTalk

KakaoTalk [JJj

Description Mobile messaging for smartphones.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol,instant chat

Risk Medium

Business Relevance Very Low
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B KakaoTalk Audio

KakaoTalk Audio

Description KakaoTalk voice chat.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk Medium
Business Relevance Medium
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Kali

kali [}

Description An IPX network emulator for DOS and Windows.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags

Risk Medium

Business Relevance Medium
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. KapanLagi

KapanLagi

Description Indonesia's internet forum.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags encrypts communications,displays ads
Risk Very Low
Business Relevance Very Low
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KASKUS

kaskus i

Description Indonesian internet forum.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags displays ads

Risk Very Low

Business Relevance Very Low
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. Kaspersky

Kaspersky

Description Kaspersky Antivirus/Security software download and updates.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags file sharing/transfer
Risk Very Low
Business Relevance High
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Kaspersky Network Agent .

Kaspersky Network Agent

Description Kaspersky Network Agent facilitates interaction between the Administration
server and Kaspersky lab products.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags file sharing/transfer
Risk High
Business Relevance High
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. Kay Jewelers

Kay Jewelers

Description Retail jeweller.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,displays ads,not work related
Risk Low
Business Relevance Very Low
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Kayak

Kayak .

Description Online Flight and Hotel reservation/deals website.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol,displays ads,streaming feed

Risk Very Low

Business Relevance Low

Applications: K .



Applications: K |

B «ss

KBS

Description Korean Broadcasting Syste, radio station.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags displays ads
Risk Medium
Business Relevance Very Low
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Kerberos

Kerberos .

Description Kerberos is a network authentication protocol designed to provide

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags encrypts communications

Risk Very Low

Business Relevance High
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. Kerberos Administration

Kerberos Administration

Description Kerberos is a network authentication protocol.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk Medium
Business Relevance Medium
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Key Server

Key Server .

Description A system that receives and then serves existing cryptographickeysto users.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags

Risk Medium

Business Relevance Medium
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. keyholetv

keyholetv

Description An online television portal that links to Japanese television channels, radio
stations, and user-made channels.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk High
Business Relevance Very Low
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KFTP

(G |

Description File Transfer Protocol with Kerberos authentication and encryption.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags file sharing/transfer

Risk Medium

Business Relevance Medium
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[l «rFeoATA

KFTPDATA

Description File Transfer Protocol with Kerberos authentication and encryption.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags file sharing/transfer
Risk Medium
Business Relevance Medium
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Kickass Torrents .

Kickass Torrents

Description Torrent site.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,file sharing/transfer,BitTorrent
Risk High
Business Relevance Very Low
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. Kickstarter

Kickstarter

Description Platform for creative projects with funding goal and deadline.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,encrypts communications
Risk Very Low
Business Relevance Medium
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Kik Messenger .

Kik Messenger

Description Instant messenger for Smartphones.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol
Risk Medium
Business Relevance Medium
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. King.com

King.com

Description Web-based gaming.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags high bandwidth,SSL protocol,web gaming,Flash,Facebook game
Risk Low
Business Relevance Very Low
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KinoGo

KinoGo .

Description Russsian website for online movies.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags displays ads

Risk Very Low

Business Relevance Very Low
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. Kinopoisk

Kinopoisk

Description Russian website for cinema related news and reviews.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags displays ads
Risk Very Low
Business Relevance Very Low
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KIS

ks [

Description KIS Protocol.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags

Risk Very Low

Business Relevance Medium
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. Kismet

Kismet

Description Communication between network sniffer clients and a GUI server.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk Medium
Business Relevance Medium
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KissAnime

KissAnime .

Description Online streaming video.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags displays ads

Risk Low

Business Relevance Very Low

Applications: K .
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. Kiwoom

Kiwoom

Description Investment firm.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,business impact
Risk Very Low
Business Relevance Medium
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Klogin

Klogin .

Description Registered with IANA on port 543 TCP/UDP.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags

Risk Medium

Business Relevance Medium
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Applications: K |

B i

KMail

Description KDE email client.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,encrypts communications,sends mail
Risk Low
Business Relevance Medium
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Kmart

Kmart .

Description Discount department store/retailer.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol,displays ads,not work related

Risk Low

Business Relevance Very Low
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B «nercwp

KNETCMP

Description KNET/VM Command/Message Protocol.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags allows remote control
Risk Very Low
Business Relevance Medium
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Kodi

Kodi [J|

Description Open source media player.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol

Risk Medium

Business Relevance Very Low
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. Kogan Technologies

Kogan Technologies

Description Australian retailer of consumer electronic devices.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,displays ads,not work related
Risk Low
Business Relevance Very Low
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Kohl's

koh's [Jj

Description Department store/retailer.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol,displays ads,not work related

Risk Low

Business Relevance Very Low

Applications: K .
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B Xomli Media

Komli Media

Description Online marketing and advertising.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,displays ads
Risk Very Low
Business Relevance Medium
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Kompas.com .

Kompas.com

Description Indonesian newspaper portal.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags displays ads
Risk Very Low
Business Relevance Very Low
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. Kongregate

Kongregate

Description Website for hosting and playing games.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags displays ads,web gaming,console gaming
Risk Medium
Business Relevance Very Low
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Konqueror

Konqueror .

Description KDE web browser.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol,User-Agent Exclusion

Risk Low

Business Relevance Medium

Applications: K .
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. Konspire2b

Konspire2b

Description A content distribution system.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk Medium
Business Relevance Medium
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Kontiki

Kontiki [}

Description Cloud based enterprise for video platform.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol

Risk Low

Business Relevance High

Applications: K .
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. Kooora.com

Kooora.com

Description Webportal for Sports related news.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,displays ads
Risk Low
Business Relevance Very Low
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Kotaku

Kotaku .

Description Video game focused blog.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol,displays ads,not work related,blog

Risk Very Low

Business Relevance Very Low

Applications: K .
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. kpasswd

kpasswd

Description Kerberos change-password protocol (kpasswd) is a password changing service.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk Medium
Business Relevance Medium
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KProxy

KProxy .

Description Anonymous proxy service.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol

Risk High

Business Relevance Very Low
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. Kraken

Kraken

Description A web crawler.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk Low
Business Relevance Medium
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Krux

Krux .

Description Cloud-based online marketing and monetization service.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium

Applications: K .
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. Kryptolan

Kryptolan

Description Registered with IANA on port 398 tcp/udp.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk Very Low
Business Relevance Medium
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ksfetch

ksfetch .

Description Google update app. Runs in the background and checks latest version of
installed Google apps.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags autostarts/stays resident

Risk Low

Business Relevance Very High
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B shen

kshell

Description Registered with IANA on port 544 TCP/UDP.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags
Risk Medium
Business Relevance Medium
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Ktelnet

Ktelnet .

Description Telnet with Kerberos authentication and encryption.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags encrypts communications

Risk Very Low

Business Relevance High

Applications: K .
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. Kugou

Kugou

Description Peer-to-peer music.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags evasive,high bandwidth,file sharing/transfer,recent vulnerabilities,adds/installs
other software,stealth tactics,User-Agent Exclusion

Risk High

Business Relevance Low
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KVM

kvm i

Description KVM (Keyboard/Video/Mouse) over IP Management Service.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags allows remote control

Risk Very Low

Business Relevance High

Applications: K .
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B «voAcom

KVOA.com

Description NBC-affiliated news channel for Tucson, Arizona.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active

Directory
Tags SSL protocol,displays ads
Risk Medium
Business Relevance Low
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KWDB

kwoe i

Description Remote Kernel debugger communication.

Categories network protocols/services,network protocols/services,network
protocols/services,network protocols/services,network
protocols/services,network protocols/services,email,network
protocols/services,Active Directory,network protocols/services,Active
Directory

Tags allows remote control

Risk Very Low

Business Relevance Medium

Applications: K .
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B xwos
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