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B ro

P10

Description An extension to Internet Relay Chat protocol (IRC) for server to server
communications.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Packet Radio Measurement

Packet Radio Measurement .

Description Registered with IANA as IP Protocol 21.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B racs

PACS

Description Medical imaging to save and retrieve files from server economically.
Categories web services provider,PACS

Tags

Risk Very Low

Business Relevance Low
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PaleMoon

PaleMoon .

Description A web browser.

Categories web browser

Tags adds/installs other software, Windows installer,User-Agent Exclusion
Risk Low

Business Relevance Medium

Applications: P .
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Paltalk Chat

Applications: P |

Description Paltalk internet chat.
Categories instant messaging

Tags instant chat,web chat,Flash
Risk Low

Business Relevance Medium

. Applications: P
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Paltalk File Transfer

Paltalk File Transfer .

Description Paltalk peer to peer file transfer.
Categories peer to peer

Tags file sharing/transfer,share media,Flash
Risk Low

Business Relevance Medium

Applications: P .



. Paltalk Messenger

Paltalk Messenger

Applications: P |

Description An internet, voice, and video chat system.
Categories instant messaging

Tags instant chat,Flash

Risk Low

Business Relevance Medium

. Applications: P
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Paltalk Video

Paltalk Video [}

Description Paltalk video chat.

Categories instant messaging

Tags instant chat,Flash,video conferencing
Risk Low

Business Relevance Medium

Applications: P .
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Paltalk Voice

Applications: P |

Description Paltalk voice chat.
Categories instant messaging, VoIP
Tags instant chat,Flash

Risk Low

Business Relevance Medium

. Applications: P
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Panda

Panda .

Description Panda Security Antivirus/Security software download and updates.
Categories security management

Tags SSL protocol,file sharing/transfer

Risk Very Low

Business Relevance High
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. PandaTv

PandaTv

Description Live-streaming video platform for gamers.

Categories gaming,multimedia (TV/video),multimedia (music/audio)
Tags SSL protocol,displays ads

Risk High

Business Relevance Very Low
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Pando

Pando .

Description File upload and download helper.
Categories remote file storage,download manager
Tags high bandwidth,file sharing/transfer
Risk Medium

Business Relevance High

Applications: P .
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B rendora
Pandora
Description Audio streaming.
Categories multimedia (music/audio)
Tags high bandwidth,SSL protocol,displays ads,Flash
Risk Low
Business Relevance Very Low

. Applications: P
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Pandora Audio

Pandora Audio .

Description Online Audio streaming.
Categories multimedia (music/audio)

Tags high bandwidth,displays ads,Flash
Risk Medium

Business Relevance Very Low

Applications: P .



. Pandora TV

Pandora TV

Applications: P |

Description Pandora streaming TV service.
Categories multimedia (TV/video)

Tags SSL protocol,streaming feed
Risk Very Low

Business Relevance Very Low

. Applications: P
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Panoramio

Panoramio .

Description Social network for sharing interesting places through photo.
Categories web services provider,social networking

Tags SSL protocol,encrypts communications,share links

Risk Medium

Business Relevance Very Low

Applications: P .
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PAP
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Description Password Authentication Protocol, for securing PPP links.
Categories network protocols/services

Tags

Risk Low

Business Relevance Very High

. Applications: P
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PAPI

rarl i

Description Process Application Programming Interface, used by Aruba Networks in their
network management tools to control and manage access points.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Parallels

Parallels

Description Cloud services enablement and virtual access.

Categories remote file storage,remote desktop control,mobile application
Tags SSL protocol,allows remote control

Risk Low

Business Relevance High

. Applications: P
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PARC Universal Packet

PARC Universal Packet .

Description An early transport protocol.
Categories network protocols/services
Tags

Risk Very Low

Business Relevance Medium

Applications: P .
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. Parsec Gameserver

Parsec Gameserver

Description Parsec is a fast-paced non-commercial network space-shooter.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P
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PartyPoker .

PartyPoker

Description Web based poker.

Categories gaming

Tags evasive,encrypts communications,business impact,web gaming
Risk Very Low

Business Relevance Very Low

Applications: P .



. PassGo Technologies Service

PassGo Technologies Service

Applications: P |

Description Software for web access management.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P
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Password Change .

Password Change

Description Services Kerberos Change Password and Set Password Protocol requests.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



. Pastebin.com

Pastebin.com

Applications: P |

Description Online whiteboard application.
Categories web services provider

Tags SSL protocol,displays ads
Risk Low

Business Relevance Medium

. Applications: P
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Patch.com

Patch.com .

Description Local news website.
Categories web services provider
Tags SSL protocol,displays ads
Risk Very Low

Business Relevance Low

Applications: P .



. Pathtest

Pathtest

Applications: P |

Description An AppNeta performance metric tool.
Categories web services provider

Tags

Risk Low

Business Relevance Low

. Applications: P
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Pathview

Pathview .

Description An AppNeta performance metric tool.
Categories web services provider

Tags

Risk Low

Business Relevance Low

Applications: P .
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B rawserv

PAWSERV

Description Allows you to analyze transaction performance and behavioral problems by
providing a platform for investigating logs and other historical data.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium

. Applications: P
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Paybill

Paybill [J|]

Description Online secure payment and billing service.
Categories web services provider,e-commerce

Tags SSL protocol

Risk Very Low

Business Relevance Low

Applications: P .



. PayPal

PayPal

Applications: P |

Description E-commerce website for handling online transactions.
Categories e-commerce

Tags SSL protocol

Risk Medium

Business Relevance Medium

. Applications: P
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Paytm

Paytm .

Description Indian electronic payment and e-commerce company based out of Delhi.
Categories e-commerce,financial

Tags SSL protocol,displays ads

Risk Medium

Business Relevance Low

Applications: P .
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B s

PBS

Description Official website for Public Broadcasting Service, an American television
network.

Categories web services provider,multimedia (TV/video)

Tags

Risk Low

Business Relevance Medium

. Applications: P
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PC Connection

PC Connection .

Description Computer and electronic products retailer.
Categories e-commerce

Tags SSL protocol,encrypts communications
Risk Medium

Business Relevance Medium

Applications: P .



B rcwvan

PC Mall

Applications: P |

Description Computer and electronic products retailer.
Categories e-commerce

Tags not work related

Risk Very Low

Business Relevance Low

. Applications: P



| Applications: P

PC-Duo

pc-ouo i

Description PC remote control software.

Categories remote desktop control

Tags allows remote connect,allows remote control
Risk Medium

Business Relevance High

Applications: P .



. PcAnywhere

PcAnywhere

Applications: P |

Description PC remote control software.

Categories remote desktop control

Tags allows remote connect,allows remote control
Risk Medium

Business Relevance High

. Applications: P
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Pchome

Pchome .

Description Computer and electronics retailer.
Categories e-commerce

Tags displays ads

Risk Very Low

Business Relevance Medium

Applications: P .
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PCMAIL

Applications: P |

Description PCMail Server.
Categories email

Tags sends mail
Risk Very Low
Business Relevance Medium

. Applications: P
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PColP

pcolP I

Description A remote desktop system.

Categories network protocols/services,remote administration
Tags high bandwidth,allows remote connect,Flash
Risk High

Business Relevance High

Applications: P .



B roar

PDAP

Applications: P |

Description Prospero data access protocol.
Categories network protocols/services
Tags

Risk Very Low

Business Relevance Medium

. Applications: P
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PDBox

poBox |

Description Korean file-sharing site.

Categories e-commerce

Tags SSL protocol,file sharing/transfer,share media
Risk Very High

Business Relevance Very Low

Applications: P .
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PDBox P2P

Applications: P |

Description Peer-to-peer client for PDBox.

Categories peer to peer

Tags high bandwidth,file sharing/transfer,share media
Risk Very High

Business Relevance Very Low

. Applications: P
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PDF Expert

POF Expert

Description App for iPad to view and endit PDF files.
Categories web services provider,mobile application
Tags

Risk Low

Business Relevance Medium

Applications: P .



. PDL data streaming port

PDL data streaming port

Applications: P |

Description Registered with IANA on port 9100 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P
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PDRE

rore ||

Description Peer Direct Replication Engine, allows for distribution of databases
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium

Applications: P .
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. PeerCast

PeerCast

Description P2P file sharing service.
Categories peer to peer
Tags high bandwidth,file sharing/transfer,share media,share video,allows remote

connect,share music

Risk Low

Business Relevance Low

. Applications: P
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PeerEnabler

PeerEnabler .

Description Peer-to-peer protocol.

Categories peer to peer

Tags file sharing/transfer,User-Agent Exclusion
Risk Very High

Business Relevance Very Low

Applications: P .



. Penultimate

Applications: P |

Penultimate
Description Handwriting app for iPad.
Categories multimedia (other)
Tags
Risk Very Low
Business Relevance High

. Applications: P
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People Of Walmart

People Of Walmart .

Description Website for Walmart customer posted photos.
Categories web services provider,multimedia (TV/video)
Tags share photos

Risk High

Business Relevance Very Low

Applications: P .



. People's Daily

People's Daily

Applications: P |

Description Chinese news website.

Categories multimedia (TV/video),news,government services
Tags SSL protocol,content provider

Risk Medium

Business Relevance High

. Applications: P
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People.com

People.com .

Description Web portal for the Weekly magazine People.
Categories web services provider,multimedia (TV/video),news
Tags SSL protocol,displays ads,Flash

Risk Very Low

Business Relevance Low

Applications: P .
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PerfectIBE

Applications: P |

Description An air travel booking consolidation engine.
Categories e-commerce

Tags SSL protocol

Risk Very Low

Business Relevance Medium

. Applications: P
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Perforce

Perforce .

Description Revision Control software devloped by Perforce.
Categories web services provider

Tags

Risk Low

Business Relevance Medium

Applications: P .
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. Periscope

Periscope

Description Mobile app for live video streaming.

Categories social networking,mobile application

Tags SSL protocol,streaming feed,User-Agent Exclusion
Risk Medium

Business Relevance Low

. Applications: P
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Personal Link

Personal Link .

Description Registered with IANA on port 281 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .
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B rer

PFTP

Description Port-FTP transfers files, directories and data to other hosts running
Categories remote file storage,network protocols/services

Tags file sharing/transfer

Risk Medium

Business Relevance Medium

. Applications: P
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PGM RTP

pemrTP JJj

Description Pragmatic General Multicast Reliable Transport Protocol, a multicast protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .
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. Phanfare

Phanfare

Description Subscription based photo and video sharing service.
Categories remote file storage

Tags SSL protocol,file sharing/transfer,share video,share photos
Risk Medium

Business Relevance Low

. Applications: P
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Pharos psrserver

Pharos psrserver .

Description Registered with IANA on port 2351 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .
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Il rhilips Hue

Philips Hue

Description Remote controller for wireless light effects.

Categories web services provider,remote administration,mobile application
Tags SSL protocol,encrypts communications,allows remote connect
Risk Medium

Business Relevance Very Low

. Applications: P
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Philips Video-Conferencing .

Philips Video-Conferencing

Description Used by Philips Electronics in their video conferencing products.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



. Phoca

Phoca

Applications: P |

Description Software components useful for web design.
Categories web services provider

Tags SSL protocol,displays ads

Risk Low

Business Relevance Low

. Applications: P
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Phonebook

Phonebook .

Description Registered with IANA on port 767 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



. Photo Stream

Photo Stream
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Description Photo sharing from iCloud with other devices.
Categories web services provider,mobile application

Tags share media,share photos,User-Agent Exclusion
Risk Low

Business Relevance Very Low

. Applications: P
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Photobucket .

Photobucket

Description An image hosting, video hosting, slideshow creation and photo sharing
Categories remote file storage

Tags SSL protocol,share photos

Risk Medium

Business Relevance Very Low

Applications: P .



. Photuris

Photuris
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Description A session-key management protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P
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PHP

rir i

Description Scripting language for developing server based web applications.
Categories web services provider

Tags

Risk Low

Business Relevance Low

Applications: P .
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. PHP Proxy

PHP Proxy

Description A web proxy using PHP.

Categories web services provider,network protocols/services,anonymizer/proxy
Tags

Risk High

Business Relevance High

. Applications: P
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PHP-SOAP

pHp-soAP [

Description SOAP client written in PHP.
Categories web spider/search crawler
Tags

Risk Low

Business Relevance High

Applications: P .
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phpBB
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Description PHP based open source bulletin board software.
Categories web services provider

Tags SSL protocol,displays ads

Risk Low

Business Relevance Low

. Applications: P
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Picasa

Picasa .

Description Google picasa is an image organizer and image viewer for organizing
Categories remote file storage

Tags SSL protocol,share photos,User-Agent Exclusion

Risk Medium

Business Relevance Very Low

Applications: P .



. Picsearch

Picsearch

Applications: P |

Description Image search engine.

Categories web services provider,search engine,multimedia (other)
Tags SSL protocol,safesearch unsupported

Risk Low

Business Relevance Medium

. Applications: P
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Piksel

Piksel [Jj

Description Video streaming service.

Categories web content aggregators,multimedia (TV/video)
Tags SSL protocol

Risk Low

Business Relevance Very Low

Applications: P .
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B rm

PIM

Description Protocol-Independent Multicast is a family of multicast routing protocols for
IP.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P
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PIM-RP-DISC

pim-rP-Disc [

Description Registered with IANA on port 496 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



. Pinboard

Pinboard
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Description Social bookmarking portal.

Categories social networking

Tags SSL protocol,file sharing/transfer,encrypts communications
Risk Medium

Business Relevance Very Low

. Applications: P
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Pingdom

Pingdom .

Description A website monitoring crawler.
Categories web spider/search crawler
Tags

Risk Low

Business Relevance Very High

Applications: P .



. Pinger

Pinger
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Description Allows SMS text messaging via a data connection.
Categories instant messaging, SMS tools

Tags SSL protocol,instant chat

Risk Medium

Business Relevance Medium

. Applications: P
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Pinterest

Pinterest .

Description Social photo sharing website.
Categories social networking

Tags SSL protocol,share media,share photos
Risk Low

Business Relevance Low

Applications: P .
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B rr

PIP

Description Presence Information Protocol. Registered with IANA on port 321 tcp/udp.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P
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PIPE

|

Description Private IP Encapsulation within IP is an [P-within-IP tunneling protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .
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. pirp

pirp

Description Public Information Retrieval Protocol is a method of publishing information.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P
88
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Pivotal Tracker

Pivotal Tracker .

Description Project management and collaborative software.
Categories web services provider,business

Tags SSL protocol,encrypts communications

Risk Medium

Business Relevance Low

Applications: P .
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. PixaBay

PixaBay

Description Website for sharing high quality public domain photos, illustrations, vector
graphics, and film footage.

Categories social networking,multimedia (other)

Tags SSL protocol

Risk High

Business Relevance Very Low

. Applications: P
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PixelMags .

PixelMags

Description Content delivery network for digital versions of magazine.
Categories web services provider,news

Tags SSL protocol,encrypts communications

Risk Low

Business Relevance Low

Applications: P .
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Pixiv
Description Japanese online community for artists.
Categories social networking,multimedia (other)
Tags SSL protocol
Risk Very Low
Business Relevance Medium

. Applications: P
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Pixnet

Pixnet .

Description Online Taiwanese mobile photo sharing, blogging, and social networking
service.

Categories social networking,multimedia (other)

Tags SSL protocol,blog

Risk High

Business Relevance Very Low

Applications: P .
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B re

PJL

Description Printer Job Language, an HP technology for changing the language a printer
is printing.

Categories network protocols/services

Tags

Risk High

Business Relevance Low

. Applications: P
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PKIX Timestamp .

PKIX Timestamp

Description The PKIX TS specifies the format of packets, along with some possible
Categories network protocols/services,security management

Tags

Risk Very Low

Business Relevance Medium

Applications: P .
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PKIX-3 CA/RA

Applications: P |

Description IANA tcp/udp port 829.
Categories network protocols/services
Tags

Risk Very Low

Business Relevance Medium

. Applications: P
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Planetarium .

Planetarium
Description Planetarium for the Chrome browser.
Categories gaming,multimedia (other),browser plugin
Tags displays ads,web gaming,not work related
Risk Very Low
Business Relevance Very Low

Applications: P .
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. Plaxo

Plaxo

Description An online address book and social networking service that provides
Categories social networking

Tags SSL protocol

Risk Medium

Business Relevance High

. Applications: P
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Playstation Games

Playstation Games .

Description Playstation game traffic.
Categories gaming

Tags SSL protocol,console gaming
Risk Medium

Business Relevance Low

Applications: P .
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. Playstation Match

Playstation Match

Description A service that connected Playstation gamers for online games.
Categories gaming

Tags instant chat,console gaming

Risk Medium

Business Relevance Low

. Applications: P
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Playstation Store

Playstation Store .

Description Sony Playstation online marketplace.
Categories e-commerce,virtual worlds

Tags recent vulnerabilities,console gaming
Risk Low

Business Relevance Very Low

Applications: P .



. Playstation.com

Playstation.com

Applications: P |

Description Sony Playstation related e-commerce.
Categories e-commerce,gaming

Tags SSL protocol,console gaming

Risk Low

Business Relevance Very Low

. Applications: P
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Plex TV

PlexTV [

Description Allows users to stream their own media from one device to others over the
Plex TV network.

Categories multimedia (TV/video)

Tags SSL protocol

Risk Medium

Business Relevance Very Low

Applications: P .
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Plista
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Description Marketing analytics site.
Categories web services provider
Tags SSL protocol,displays ads
Risk Low

Business Relevance High

. Applications: P
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Pluribus Packet Core

Pluribus Packet Core .

Description Registered with IANA as IP Protocol 67.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .
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Plus Fives MUMPS

Applications: P |

Description Registered with IANA on port 188 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P
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PNAS

pnAs I

Description Offical journal from United States National Academy of Sciences.
Categories web services provider,multimedia (TV/video)

Tags SSL protocol,displays ads

Risk Low

Business Relevance Very Low

Applications: P .
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PNC Bank

Applications: P |

Description Banking and Financial services.
Categories business, financial

Tags SSL protocol,encrypts communications
Risk Low

Business Relevance Very Low

. Applications: P
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PNNI

pnni i

Description Private Network-to-Network Interface is an ATM-related suite of protocols.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



. Po.st

Po.st

Applications: P |

Description Social sharing platform.
Categories social networking

Tags share links

Risk Low

Business Relevance Very Low

. Applications: P



| Applications: P

Pocket

Pocket .

Description App to save web pages.

Categories web services provider,multimedia (TV/video),mobile application
Tags SSL protocol,encrypts communications

Risk Medium

Business Relevance Low

Applications: P .



Applications: P |

. Poco

Poco

Description P2P file sharing program.
Categories peer to peer
Tags high bandwidth,file sharing/transfer,share media,share video,allows remote

connect,share music

Risk Very High

Business Relevance Very Low

. Applications: P



| Applications: P

Podio

Podio I

Description Project Management software.
Categories web services provider,business

Tags SSL protocol,encrypts communications
Risk Medium

Business Relevance Low

Applications: P .



. Pogo

Pogo

Applications: P |

Description Online games.
Categories gaming

Tags web gaming
Risk Low
Business Relevance Very Low

. Applications: P



| Applications: P

PointRoll

PointRoll [

Description Advertising company.

Categories web services provider,collaboration,ad portal
Tags SSL protocol

Risk Medium

Business Relevance Low

Applications: P .



Applications: P |
. Pokemon Go

Pokemon Go

Description A popular mobile augmented reality game.

Categories web services provider,gaming,multimedia (other),mobile application
Tags web gaming

Risk Medium

Business Relevance Low

. Applications: P



| Applications: P
poTico.com [

POLITICO.com

Description News portal.

Categories web services provider,multimedia (TV/video),news
Tags SSL protocol,displays ads,Flash

Risk Very Low

Business Relevance Low

Applications: P .



B roidaday

Polldaddy

Applications: P |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low

. Applications: P



| Applications: P

Pool Live

Pool Live .

Description Facebook billiards game.

Categories gaming

Tags web gaming,social network game,not work related,Facebook game
Risk High

Business Relevance Very Low

Applications: P .



. Pop Salad

Pop Salad

Applications: P |

Description Social gaming based on Celebrities.
Categories web services provider,multimedia (TV/video)
Tags share photos

Risk High

Business Relevance Very Low

. Applications: P



| Applications: P

POP2

ror2 i

Description Post Office Protocol, used by local e-mail clients to retrieve e-mail
Categories email

Tags allows remote connect

Risk Medium

Business Relevance High

Applications: P .



Applications: P |

B ror:

POP3

Description POP (Post Office Protocol) is a protocol used by local email clients
Categories email

Tags allows remote connect

Risk Medium

Business Relevance High

. Applications: P



| Applications: P

POP3S

porzs I}

Description POP3 protocol over TLS/SSL.
Categories email

Tags SSL protocol,allows remote connect
Risk Medium

Business Relevance Medium

Applications: P .



. PopAds

PopAds

Applications: P |

Description Adbvertising network specialized in popunders on the Internet.
Categories ad portal

Tags SSL protocol,displays ads

Risk High

Business Relevance Very Low

. Applications: P



| Applications: P

PopCap Games

PopCap Games .

Description Online games website.
Categories gaming

Tags displays ads,web gaming
Risk Low

Business Relevance Very Low

Applications: P .



. PopCash

PopCash

Applications: P |

Description Advertising platform.
Categories ad portal

Tags SSL protocol,displays ads
Risk High

Business Relevance Very Low

. Applications: P



| Applications: P

PopUrls

PopUrls .

Description Website that aggregates headlines from various popular social news
Categories web content aggregators,news

Tags displays ads,share links

Risk Very Low

Business Relevance Low

Applications: P .



. PornHub

PornHub

Applications: P |

Description Adult videos.

Categories multimedia (TV/video)
Tags SSL protocol,adult content
Risk Very High

Business Relevance Very Low

. Applications: P



| Applications: P

PornVideos .

PornVideos
Description Adult videos.
Categories multimedia (TV/video)
Tags SSL protocol
Risk Very High
Business Relevance Very Low

Applications: P .



. PostgreSQL

PostgreSQL

Applications: P |

Description An open source object-relational database system.
Categories database

Tags

Risk Very Low

Business Relevance High

. Applications: P



| Applications: P

POV-Ray

pov-Ray [

Description Persistence of Vision Raytracer (POV-Ray), a ray tracing program.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



Applications: P |

. Power BI

Power Bl

Description Power BI is a business analytics service by Microsoft which aims to provide
interactive visualizations and business intelligence capabilities.

Categories business,mobile application

Tags SSL protocol,business impact

Risk Very Low

Business Relevance Very High

. Applications: P



| Applications: P
PowerChute .

PowerChute

Description A control system for uninterruptible power supplies.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



Applications: P |
. Powermarks

Powermarks

Description Bookmark extension for browsers like Netscape, IE, Mozilla, Opera and
NetCaptor.

Categories web services provider

Tags

Risk Low

Business Relevance Medium

. Applications: P



| Applications: P

Ppomppu

Ppomppu .

Description South Korean news/blogs portal.
Categories social networking,news

Tags blog

Risk High

Business Relevance Very Low

Applications: P .



Applications: P |

B e

PPP

Description Point to Point Protocol, a data link layer protocol used on WAN links.
Categories network protocols/services

Tags

Risk Low

Business Relevance Very High

. Applications: P



| Applications: P

PPStream

PPStream .

Description Chinese video streaming software.

Categories multimedia (TV/video)

Tags evasive,high bandwidth,SSL protocol,recent vulnerabilities,business
impact,displays ads,stealth tactics

Risk Very Low

Business Relevance High

Applications: P .



Applications: P |

B rerr

PPTP

Description Used in VPNs. PPTP uses a control channel over TCP and a GRE tunnel
Categories VPN/tunnel

Tags

Risk Very High

Business Relevance Medium

. Applications: P



| Applications: P

PPTV

N |

Description Chinese file-streaming app.
Categories multimedia (TV/video)
Tags SSL protocol,streaming feed
Risk Medium

Business Relevance Very Low

Applications: P .



Applications: P |
. Premier Football

Premier Football

Description Facebook fantasy football game.

Categories gaming,social networking

Tags web gaming,social network game,Facebook,Facebook game
Risk High

Business Relevance Very Low

. Applications: P



| Applications: P

Presto

Presto .

Description Printable emails and photos.

Categories web services provider

Tags SSL protocol,encrypts communications,displays ads,share links,webmail
Risk Medium

Business Relevance Very Low

Applications: P .



. Prezi

Applications: P |

Prezi
Description Presentation tool.
Categories business
Tags SSL protocol,encrypts communications,share links,Flash
Risk Very Low
Business Relevance Very High

. Applications: P



| Applications: P
Priceline.com .

Priceline.com

Description Travel services company focused on offering discount rates.
Categories e-commerce

Tags SSL protocol,displays ads,User-Agent Exclusion

Risk Low

Business Relevance Low

Applications: P .



Applications: P |
. Prime Video

Prime Video

Description Amazon video streaming site.

Categories multimedia (TV/video)

Tags high bandwidth,SSL protocol,User-Agent Exclusion
Risk Medium

Business Relevance Low

. Applications: P



| Applications: P

Princess Polly

Princess Polly .

Description Online clothing store
Categories e-commerce

Tags

Risk Very Low

Business Relevance Low

Applications: P .



. Printer Pro Desktop

Printer Pro Desktop

Applications: P |

Description Software to print using the printer connected to Mac.
Categories web services provider,network utilities

Tags share media

Risk High

Business Relevance Very Low

. Applications: P



| Applications: P

PrivateHomeClips .

PrivateHomeClips
Description Adult videos.
Categories multimedia (TV/video)
Tags adult content
Risk Very High
Business Relevance Very Low

Applications: P .



Applications: P |
[l PRM Node Man

PRM Node Man

Description Prospero Resource Manager is a scalable resource allocation systemi.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P



| Applications: P
PRM Sys Man I}

PRM Sys Man

Description The system manager manages the full set of resources that exist in a system.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



. Proclivity

Proclivity

Applications: P |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low

. Applications: P



| Applications: P
Prodigy Games .

Prodigy Games

Description Online educational games

Categories gaming

Tags business impact,web gaming,Flash,not work related
Risk Low

Business Relevance Very Low

Applications: P .



[l rrofiE

PROFILE

Applications: P |

Description PROFILE Naming System.
Categories network protocols/services
Tags old/obsolete

Risk Very High

Business Relevance Medium

. Applications: P



| Applications: P

ProFlowers

ProFlowers .

Description United States' flower retailer.
Categories e-commerce

Tags SSL protocol,not work related
Risk Low

Business Relevance Very Low

Applications: P .



. Progressive

Progressive

Applications: P |

Description Insurance company.
Categories e-commerce,financial
Tags SSL protocol

Risk Very Low

Business Relevance High

. Applications: P



| Applications: P

prosPEr0 ]
PROSPERO
Description Prospero Directory Service is a name server based on the virtual
Categories network protocols/services
Tags
Risk Very Low
Business Relevance Medium

Applications: P .



. ProxEasy

ProxEasy

Applications: P |

Description Anonymous web based proxy service.
Categories anonymizer/proxy

Tags SSL protocol,encrypts communications
Risk High

Business Relevance Very Low

. Applications: P



| Applications: P

Proxifier

Proxifier .

Description Software that allows a host to route its internet traffic though an external
proxy server.

Categories VPN/tunnel,anonymizer/proxy

Tags evasive,tunnels

Risk High

Business Relevance Medium

Applications: P .



. Proxistore

Applications: P |

Proxistore
Description Advertising and analytics site.
Categories ad portal
Tags SSL protocol,displays ads
Risk Low
Business Relevance Very Low

. Applications: P



| Applications: P

PS3 Community Agent

PS3 Community Agent .

Description PS3 social networking client.
Categories gaming,social networking
Tags

Risk Low

Business Relevance Low

Applications: P .



. PS3 Downloads

PS3 Downloads

Applications: P |

Description Sony Playstation software updates and downloads.
Categories gaming

Tags console gaming

Risk Low

Business Relevance Very Low

. Applications: P



| Applications: P
Ps3 Home Client [J]

PS3 Home Client

Description Client on a PS3 for interacting with Playstation Home.
Categories e-commerce,gaming,multimedia (TV/video),virtual worlds
Tags displays ads,console gaming,User-Agent Exclusion

Risk Low

Business Relevance Very Low

Applications: P .



. PS3 Messenger

PS3 Messenger

Applications: P |

Description Messaging system in Sony Playstation Home.
Categories instant messaging,virtual worlds

Tags User-Agent Exclusion

Risk Low

Business Relevance Very Low

. Applications: P



| Applications: P

PS3 Updater

PS3 Updater .

Description Playstation software update client.
Categories gaming

Tags console gaming,User-Agent Exclusion
Risk Low

Business Relevance Very Low

Applications: P .



Applications: P |
. PS3 web browser

PS3 web browser

Description Web browser for Sony Playstation 3.

Categories web browser

Tags adds/installs other software, Windows installer,User-Agent Exclusion
Risk Very Low

Business Relevance High

. Applications: P



| Applications: P

PScribe

Pscribe [J]

Description Medical transcription management and transmission software.
Categories network protocols/services,healthcare services

Tags

Risk Very Low

Business Relevance Very High

Applications: P .



. Psiphon

Psiphon

Applications: P |

Description Web proxy/anonymizer.

Categories web services provider, VPN/tunnel,anonymizer/proxy
Tags encrypts communications,tunnels,stealth tactics

Risk High

Business Relevance Medium

. Applications: P



| Applications: P

PSP Activity Agent

PSP Activity Agent [JJj

Description PSP social networking client.
Categories gaming,social networking
Tags

Risk Low

Business Relevance Low

Applications: P .



. PSP Community Agent

PSP Community Agent

Applications: P |

Description PSP social networking client.
Categories gaming,social networking
Tags

Risk Low

Business Relevance Low

. Applications: P



| Applications: P
PTC Name Service .

PTC Name Service

Description Used by Parametric Technology Corporation (PTC) in their products.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



B e

PTP

Applications: P |

Description Performance Transparency Protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P



| Applications: P

PTP Event

PTPEvent ]

Description Precision Time Protocol is a protocol used to synchronize clocks throughout
a computer network.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



Applications: P |
. PTP General

PTP General

Description Precision Time Protocol, used to synchronize clocks throughout a computer
network.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: P



| Applications: P

Publishers Clearing House

Publishers Clearing House .

Description Online marketing company.
Categories e-commerce,business

Tags SSL protocol

Risk Low

Business Relevance Very Low

Applications: P .



. Pubmatic

Pubmatic

Applications: P |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags SSL protocol,displays ads

Risk Low

Business Relevance Medium

. Applications: P



| Applications: P

PubNub

PubNub [

Description Cloud-based system for apps that require data to be pushed in real time.
Categories web services provider,network protocols/services

Tags SSL protocol

Risk Very Low

Business Relevance High

Applications: P .



[l PubSubHubbub

PubSubHubbub

Applications: P |

Description A distributed publish/subscribe protocol.
Categories network protocols/services

Tags file sharing/transfer

Risk Low

Business Relevance High

. Applications: P



| Applications: P

pump

pump [l

Description Registered with IANA on port 751 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



Applications: P |

. PureNoise
PureNoise
Description Registered with IANA on port 663 TCP/UDP.
Categories network protocols/services
Tags
Risk Medium
Business Relevance Medium

. Applications: P



| Applications: P

PureVPN

pureVPN ]

Description Traffic generated by PureVPN.

Categories VPN/tunnel,anonymizer/proxy,mobile application
Tags evasive,SSL protocol,tunnels

Risk High

Business Relevance Low

Applications: P .



. Pushover

Pushover

Applications: P |

Description Push notification services.

Categories mobile application

Tags SSL protocol,encrypts communications
Risk Medium

Business Relevance Very Low

. Applications: P



| Applications: P

Putlocker

Putlocker .

Description Online file hosting service.
Categories remote file storage

Tags file sharing/transfer

Risk Medium

Business Relevance Low

Applications: P .



[ A

PuTTY

Applications: P |

Description SSH client.

Categories remote administration

Tags encrypts communications,allows remote connect
Risk Low

Business Relevance Medium

. Applications: P



| Applications: P

PVP

T |

Description Packet Video Protocol (PVP) is a set of extensions to the Network Voice
Protocol.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: P .



Bl rwocen

PWDGEN

Applications: P |

Description Password Generator Protocol, rfc 972.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium

. Applications: P



| Applications: P
Python urllib ]

Python urllib

Description Python library for opening URLs.
Categories network protocols/services,web browser
Tags

Risk Very Low

Business Relevance Very High

Applications: P .



B Python-heplib

Python-httplib

Applications: P |

Description Update Software Center.

Categories software update

Tags high bandwidth,autostarts/stays resident,adds/installs other
software,User-Agent Exclusion

Risk Medium

Business Relevance Low

. Applications: P
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