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H&M

Applications: H |

Description Website of a clothing-retail company.
Categories e-commerce

Tags encrypts communications, not work related
Risk Very Low

Business Relevance Low
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H&R Block

HaR Block |

Description Tax service provider.

Categories web services provider,financial

Tags SSL protocol,encrypts communications
Risk Medium

Business Relevance Low

Applications: H .



. ha-cluster

ha-cluster

Applications: H |

Description Protocol for High Availability systems.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Habbo

Habbo [

Description Social networking site aimed at teenagers.
Categories social networking

Tags SSL protocol,web chat

Risk High

Business Relevance Very Low
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. Haber?

Haber?

Description Turkish news Website.

Categories multimedia (TV/video), news

Tags encrypts communications, displays ads, not
Risk Low

Business Relevance Low
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Haiku Learning Systems

Haiku Learning Systems .

Description Online tool for teaching and learning.
Categories web services provider,collaboration
Tags share media,share links

Risk Low

Business Relevance High

Applications: H .



. Hamachi

Hamachi

Applications: H |

Description A hosted, secure VPN service.
Categories VPN/tunnel,network protocols/services
Tags instant chat,tunnels

Risk Very High

Business Relevance Medium
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HandyCafe

HandyCafe .

Description Internet Cafe Software.

Categories multimedia (other)

Tags encrypts communications, adds/installs othe
Risk High

Business Relevance Low
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B Hangame

Hangame
Description Korean online game portal.
Categories gaming
Tags SSL protocol,displays ads
Risk High
Business Relevance Very Low
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Hao123.com

Hao123.com .

Description Chinese website for personalized local news.
Categories web services provider,news

Tags displays ads

Risk Medium

Business Relevance Low
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B vee

HAP

Description Host Access Protocol is a network layer protocol that defines different types
of host-to-network control messages.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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HardSexTube

HardSexTube .

Description Adult Videos.

Categories multimedia (TV/video)

Tags SSL protocol,not work related,adult content
Risk Very High

Business Relevance Very Low

Applications: H .



. Hardware Control Protocol Wismar

Hardware Control Protocol Wismar

Applications: H |

Description Registered with IANA on port 686 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: H
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Harvard University .

Harvard University

Description Official website for Harvard University, Educational Institute.
Categories web services provider

Tags SSL protocol

Risk Low

Business Relevance Low
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Applications: H |

. Hassle

Hassle

Description A networking application that allows to execute remote jobs that have a
transfer component built in.

Categories network protocols/services

Tags file sharing/transfer,allows remote connect,

Risk Very Low

Business Relevance Medium
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Hatena Blog

Hatena Blog .

Description Internet services company in Japan.
Categories web services provider, social networking
Tags blog

Risk Low

Business Relevance Very Low

Applications: H .
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Il teo

HBO

Description Offical website for HBO shows.

Categories web services provider,multimedia (TV/video),multimedia (music/audio)
Tags SSL protocol,encrypts communications,display

Risk Low

Business Relevance Very Low
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| Applications: H

HBO GO

HeoGo |[Jjj

Description Mobile app for HBO subscribers to watch HBO programming.
Categories multimedia (TV/video)

Tags

Risk Low

Business Relevance Very Low
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B HBo Nordic

HBO Nordic

Description A video on demand service serving Norway, Denmark, Sweden and Finland.
Categories web services provider, multimedia (TV/video), multimedia (music/audio)
Tags SSL protocol, encrypts communications, displays ads, content provider,

streaming feed

Risk Low

Business Relevance Very Low
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HDAP

HoAr i

Description Microsoft HDA Protocol.
Categories network protocols/services
Tags

Risk Very Low

Business Relevance Medium

Applications: H .



[l HoFc Bank

HDFC Bank

Applications: H |

Description Indian banking and financial services company.
Categories business, financial

Tags encrypts communications

Risk Low

Business Relevance Low

. Applications: H
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Hello

Hello [J|§

Description Hello is a social networking service.

Categories remote file storage, social networking, mobile application
Tags file sharing/transfer, share media

Risk High

Business Relevance Medium

Applications: H .



[l HEwo Port

HELLO Port

Applications: H |

Description Part of Dynamic Tunnel Configuration Protocol (DTCP).
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Helpshift

Helpshift [Jj

Description Customer service platform
Categories business, collaboration

Tags share media, sends mail, web chat
Risk Very Low

Business Relevance High

Applications: H .



B uems

HEMS

Applications: H |

Description High-Level Entity Management System.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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Heroix Longitude

Heroix Longitude .

Description A performance monitoring solution.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: H .



B s

hi5

Applications: H |

Description Social networking and social gaming platform.
Categories gaming,social networking

Tags displays ads,web chat,web gaming

Risk Medium

Business Relevance Very Low
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Hide My Ass!

Hide My Ass! I}

Description Web surfing anonymizer.

Categories VPN/tunnel

Tags evasive,SSL protocol,recent vulnerabilities
Risk Medium

Business Relevance Medium

Applications: H .
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Hide.me VPN

Applications: H |

Description VPN traffic generated by Hide.me vpn.
Categories VPN/tunnel

Tags SSL protocol

Risk High

Business Relevance Low
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Hideman Login

Hideman Login .

Description Logging into Hideman internet anonymizer.
Categories VPN/tunnel

Tags evasive,SSL protocol,recent vulnerabilities
Risk Very High

Business Relevance Medium

Applications: H .



Il Hidemyip ven

HideMylp VPN

Applications: H |

Description VPN traffic generated by HideMyIp vpn.
Categories VPN/tunnel

Tags SSL protocol

Risk High

Business Relevance Low
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Hierarchical Access System for Sequence Libraries in Europe .

Hierarchical Access System for Sequence Libraries in Europe

Description Registered with IANA on port 375 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: H .



B tightail

Hightail

Applications: H |

Description Secure file transfer service. Formerly Yousendit.
Categories email

Tags share media,sends mail

Risk High

Business Relevance Medium
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HIKE

HIKE [J|i

Description Mobile App for Instant Messaging.
Categories instant messaging, mobile application
Tags SSL protocol, encrypts communications
Risk Low

Business Relevance Very Low

Applications: H .
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[l HIKE Media

HIKE Media

Description Voice and Video calls between HIKE users.

Categories instant messaging, multimedia (music/audio), mobile application ,VoIP
Tags share media

Risk Low

Business Relevance Very Low
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HIP

Hre i

Description Host Identity Protocol, host identification technology.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: H .



Bl Hipchat

HipChat

Applications: H |

Description An instant messaging / web chat platform.
Categories instant messaging

Tags instant chat, web chat

Risk Medium

Business Relevance High
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Hitachi Universal Storage Platform

Hitachi Universal Storage Platform .

Description Hitachi brand enterprise storage arrays.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: H .
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. HiveStor
HiveStor
Description HiveStor Distributed File System.
Categories remote file storage
Tags file sharing/transfer
Risk Very Low
Business Relevance Low
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HL7

IV |

Description Health Level 7, a protocol for the electronic exchange of healthcare
information.

Categories network protocols/services,healthcare services

Tags

Risk Very Low

Business Relevance Very High

Applications: H .



B nn

HLN

Applications: H |

Description CNN's Headline News website.
Categories news

Tags

Risk Very Low

Business Relevance Medium
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HMMP Indication

HMMP Indication ]

Description Registered with IANA on port 612 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: H .



. HMMP Operation

HMMP Operation

Applications: H |

Description Registered with IANA on port 613 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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HMP

hve i

Description Host Monitoring Protocol is a connectionless transport protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: H .



. Hola

Hola

Applications: H |

Description An open source VPN.
Categories VPN/tunnel

Tags network protocols/services
Risk High

Business Relevance Low

. Applications: H
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HOLACOM

Hotacom I}

Description Spanish news Website.

Categories multimedia (TV/video), news

Tags encrypts communications, displays ads, not
Risk Low

Business Relevance Low

Applications: H .
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. Home Depot

Home Depot

Description Retailer for home improvement and construction goods/products.
Categories e-commerce

Tags displays ads

Risk Low

Business Relevance Very Low
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Honey

Honey .

Description Digital tool to find the best savings, perks, and all around value, coupons and
discounts

Categories browser plugin

Tags SSL protocol,not work related,adult content

Risk Very Low

Business Relevance Very Low

Applications: H .



. Honeywell Control Station/NIF Server

Honeywell Control Station/NIF Server

Applications: H |

Description Honeywell Protocol Detector for Control station.
Categories network utilities

Tags SCADA protocol

Risk Very Low

Business Relevance High

. Applications: H
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Honeywell Experion DSA Server Monitor .

Honeywell Experion DSA Server Monitor

Description Honeywell Protocol Detector for Experion DSA server.
Categories network utilities

Tags SCADA protocol

Risk Very Low

Business Relevance High

Applications: H .



. HootSuite

HootSuite

Applications: H |

Description Social Network management.

Categories web services provider,collaboration

Tags instant chat,share photos, Twitter post/tweet
Risk Medium

Business Relevance Very Low

. Applications: H
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Hopster

Hopster .

Description A couponing site.

Categories web services provider,e-commerce
Tags

Risk Medium

Business Relevance Very Low

Applications: H .
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. HostGator

HostGator

Description Web hosting portal.

Categories web services provider,multimedia (TV/video),multimedia (music/audio)
Tags share media,displays ads

Risk Very Low

Business Relevance Low

. Applications: H



| Applications: H
Hostname server .

Hostname server

Description Service for translating a hostname to a network address.
Categories network protocols/services

Tags opens port

Risk Low

Business Relevance Very High

Applications: H .



. Hotels.com

Hotels.com

Applications: H |

Description Webportal for finding hotel deals and booking it online.
Categories web services provider

Tags SSL protocol,encrypts communications,display

Risk Medium

Business Relevance Very Low

. Applications: H



| Applications: H

Hotline

Hotline .

Description P2P file sharing and community-building application.
Categories peer to peer

Tags high bandwidth,file sharing/transfer,share m

Risk Very High

Business Relevance Very Low

Applications: H .



[l Hotspot Shield

Hotspot Shield

Applications: H |

Description Anonymizer and tunnel that encrypts communications.
Categories VPN/tunnel,anonymizer/proxy

Tags evasive,encrypts communications,tunnels,stea

Risk High

Business Relevance Low

. Applications: H
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Hotstar

Hotstar .

Description Video streaming app for Star India.
Categories web services provider, multimedia (TV/video)
Tags

Risk Low

Business Relevance Very Low

Applications: H .



. House of Fraser

House of Fraser

Applications: H |

Description British department store.
Categories e-commerce

Tags displays ads

Risk Low

Business Relevance Very Low

. Applications: H
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HowardForums .

HowardForums
Description Cellular phone forums.
Categories news
Tags blog
Risk Very Low
Business Relevance Very Low

Applications: H .
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Bl tHoxxvpen

Hoxx VPN

Description An anonymizer and tunnelling software that encrypts web traffic.
Categories VPN/tunnel

Tags evasive,SSL protocol

Risk High

Business Relevance Low

. Applications: H
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HP Home & Home Office Store .

HP Home & Home Office Store

Description HP's online store for computers and related products.
Categories e-commerce

Tags not work related

Risk Low

Business Relevance Very Low

Applications: H .



. HP Network Management Center.

HP Network Management Center.

Applications: H |

Description Network and systems management product.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: H
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HP Perf

Hrperi JJ|

Description Performance Data Collector for HP OpenVMS.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium

Applications: H .



B vrvvm

HP VMM

Applications: H |

Description HP Virtual Machine Manager.
Categories remote administration

Tags

Risk Very Low

Business Relevance Very High
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HSBC

(T |

Description Global banking and financial services company.
Categories business, financial

Tags SSL protocol,encrypts communications

Risk Low

Business Relevance Medium

Applications: H .
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B nsre

HSRP

Description Hot Standby Routing Protocol, a protocol that enables redundant gateways
for LANS.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Very High
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HTFacile

HTFacile [

Description Advertising and analytics site.
Categories ad portal

Tags displays ads

Risk Low

Business Relevance Very Low

Applications: H .



Applications: H |

B ure

HTTP

Description HTTP (HyperText Transfer Protocol) the principal transport protocol for the
World Wide Web.

Categories network protocols/services

Tags file sharing/transfer,allows remote connect,

Risk Very Low

Business Relevance Medium
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HTTP 2.0

Hrr20 i

Description Enhanced protocol for World wide web.
Categories network protocols/services

Tags file sharing/transfer

Risk Low

Business Relevance High

Applications: H .
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HTTP Proxy

Applications: H |

Description Traffic generated by generic HTTP proxy applications
Categories VPN/tunnel,network protocols/services

Tags tunnels

Risk High

Business Relevance Medium

. Applications: H
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HTTP RPC Ep Map [J|§

HTTP RPC Ep Map

Description The http-rpc-epmap endpoint mapper provides CIS parameters for Remote
Procedure Call.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

Applications: H .



Il HTTP Tunel

HTTP Tunnel

Applications: H |

Description Traffic tunneled over HTTP via the CONNECT method.
Categories VPN/tunnel,network protocols/services

Tags tunnels

Risk High

Business Relevance Very High
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HTTP/SSL Tunnel [J]

HTTP/SSL Tunnel

Description Using HTTP to open an SSL connection on port 443.
Categories VPN/Tunnel, network protocols/services

Tags evasive, SSL protocol

Risk Very High

Business Relevance High

Applications: H .
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B nemer

HTTPMGT

Description HTTP Management.
Categories network protocols/services
Tags

Risk Very Low

Business Relevance Medium
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HTTPS

wrres i

Description HTTP protocol over TLS/SSL.

Categories network protocols/services

Tags SSL protocol,file sharing/transfer,allows re
Risk Medium

Business Relevance Medium

Applications: H .
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. Huangiu

Huangqiu
Description Chinese dialy newspaper.
Categories multimedia (TV/video), news
Tags encrypts communications, displays ads, not
Risk Low
Business Relevance Low

. Applications: H
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HubPages

HubPages .

Description Social blogging site.

Categories e-commerce,web content aggregators,collaboration,social networking
Tags share media,content provider

Risk Very Low

Business Relevance Very Low

Applications: H .
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. HubSpot

HubSpot

Description Developer/Marketer of software products for inbound marketing and sales.
Categories business

Tags business impact, bundles software

Risk Very Low

Business Relevance Very High
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HugeDomains.com .

HugeDomains.com
Description Domain hosting service.
Categories web services provider,business
Tags SSL protocol,displays ads
Risk Low
Business Relevance Low

Applications: H .



. Hulu

Hulu

Applications: H |

Description Video streaming.
Categories multimedia (TV/video)
Tags displays ads,share video
Risk Low

Business Relevance Very Low

. Applications: H
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Hulu Video

Hulu Video [}

Description Hulu Video streaming.
Categories multimedia (TV/video)
Tags

Risk Medium

Business Relevance Low

Applications: H .



. Hupu

Hupu

Applications: H |

Description Sports news website.
Categories news

Tags streaming feed

Risk Very Low

Business Relevance Very Low

. Applications: H
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Hurriyet

Hurriyet .

Description Turkish news Website.

Categories multimedia (TV/video), news

Tags encrypts communications, displays ads, not
Risk Low

Business Relevance Very Low

Applications: H .
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. Hushmail

Hushmail

Description Web mail service providing encrypted and virus scanned e-mail.
Categories email

Tags encrypts communications,webmail

Risk Low

Business Relevance Medium

Applications: H
88
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HWCDN

hweon i

Description Advertising and analytics site.
Categories ad portal

Tags displays ads

Risk Low

Business Relevance Very Low

Applications: H .
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. Hybrid Point of Presence

Hybrid Point of Presence

Description Takes TCP/IP packets from the Internet, modulates them into standard TV
channels and feeds them to a TV system.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Hyper-G

Hyper-G .

Description A publishing system designed to offer features more advanced than HTTP.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium

Applications: H .
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. Hyperwave-ISP

Hyperwave-ISP

Description Hyperwave-ISP focuses on document and knowledge management in intranet
environments.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Applications: H
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Hyves

Hyves .

Description Dutch social networking site.
Categories social networking

Tags displays ads

Risk Very Low

Business Relevance Very Low

Applications: H .



Applications: H |

. Hyves

. Applications: H
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