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About the Cisco Vulnerability Database Library

The Cisco Vulnerability Database (VDB) library provides links to the Cisco Firepower Application Detector Reference for each
VDB release.

\}

Note Beginning with VDB Release 344, all application detector information is available through Cisco Secure Application Detectors.
This site includes a searchable database of application detectors. The Release Notes provide an update on the newest VDB
release.

About the Cisco Vulnerability Database

The Cisco vulnerability database (VDB) is a database of known vulnerabilities to which hosts may be susceptible, as well as fingerprints
for operating systems, clients, and applications. The system uses the VDB to help determine whether a particular host increases your
risk of compromise.

Cisco issues periodic updates to the VDB. The time it takes to update the VDB and its associated mappings on the Firepower
Management Center depends on the number of hosts in your network map. As a rule of thumb, divide the number of hosts by 1000
to determine the approximate number of minutes to perform the update.

You can find VDB updates on the VDB Software Downloads page on Cisco.com.

About the Cisco Firepower Application Detector Reference

The Cisco Firepower Application Detector Reference contains the release notes and information about the application detectors
supported in VDB releases up to and including release 343. For VDB releases 344 and later, see Cisco Secure Application Detectors.

For each application listed in this reference, you can find the following information:

* Description—A brief description of the application.

» Categories—A general classification for the application that describes its most essential function. Example categories include
web services provider, e-commerce, ad portal, and social networking.

*» Tags—Predefined tags that provide additional information about the application. Example tags include webmail, SSL protocol,
file sharing/transfer, and displays ads. An application can have zero, one, or more tags.

» Risk—The likelihood that the application is used for purposes that might be against your organization’s security policy. The
risk levels are Very High, High, Medium, Low, and Very Low.

* Business Relevance—The likelihood that the application is used within the context of your organization’s business operations,
as opposed to recreationally. The relevance levels are Very High, High, Medium, Low, and Very Low.

Cisco Firepower Application Detector References for VDB Releases

The following table provides a link to the Cisco Firepower Application Detector Reference for each listed VDB Release.


https://appid.cisco.com/home
https://software.cisco.com/download/home/286259687/type/286321931/release/VDB
https://appid.cisco.com/home

VDB Release Cisco Firepower Application Detector Reference
VDB 344 and later See Cisco Secure Application Detectors.
This site includes a searchable database of application detectors. The Release Notes
provide an update on the newest VDB release.

VDB 343 Cisco Firepower Application Detector Reference - VDB 343
VDB 342 Cisco Firepower Application Detector Reference - VDB 342
VDB 341 Cisco Firepower Application Detector Reference - VDB 341
VDB 340 Cisco Firepower Application Detector Reference - VDB 340
VDB 339 Cisco Firepower Application Detector Reference - VDB 339
VDB 338 Cisco Firepower Application Detector Reference - VDB 338
VDB 337 Cisco Firepower Application Detector Reference - VDB 337
VDB 336 Cisco Firepower Application Detector Reference - VDB 336
VDB 335 Cisco Firepower Application Detector Reference - VDB 335
VDB 334 Cisco Firepower Application Detector Reference - VDB 334
VDB 333 Cisco Firepower Application Detector Reference - VDB 333
VDB 332 Cisco Firepower Application Detector Reference - VDB 332
VDB 330 Cisco Firepower Application Detector Reference - VDB 330
VDB 329 Cisco Firepower Application Detector Reference - VDB 329
VDB 328 Cisco Firepower Application Detector Reference - VDB 328
VDB 327 Cisco Firepower Application Detector Reference - VDB 327
VDB 325 Cisco Firepower Application Detector Reference - VDB 325
VDB 324 Cisco Firepower Application Detector Reference - VDB 324
VDB 323 Cisco Firepower Application Detector Reference - VDB 323
VDB 319 Cisco Firepower Application Detector Reference - VDB 319
VDB 309 Cisco Firepower Application Detector Reference - VDB 309
VDB 308 Cisco Firepower Application Detector Reference - VDB 308
VDB 307 Cisco Firepower Application Detector Reference - VDB 307
VDB 305 Cisco Firepower Application Detector Reference - VDB 305
VDB 304 Cisco Firepower Application Detector Reference - VDB 304



https://appid.cisco.com/home
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-343/cisco_firepower_application_detector_reference_343.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-342/cisco_firepower_application_detector_reference_342.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-341/cisco_firepower_application_detector_reference_341.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-340/cisco_firepower_application_detector_reference_340.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-339/cisco_firepower_application_detector_reference_339.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-338/cisco_firepower_application_detector_reference_338.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-337/cisco_firepower_application_detector_reference_337.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-336/cisco_firepower_application_detector_reference_336.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-335/cisco_firepower_application_detector_reference_335.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-334/cisco_firepower_application_detector_reference_334.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-333/cisco_firepower_application_detector_reference_333.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-332/cisco_firepower_application_detector_reference_332.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-330/cisco_firepower_application_detector_reference_330.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb-329/cisco_firepower_application_detector_reference_329.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_328/cisco_firepower_application_detector_reference_328.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_327/cisco_firepower_application_detector_reference_327.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_325/cisco_firepower_application_detector_reference_325.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_324/cisco_firepower_application_detector_reference_324.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_323/cisco_firepower_application_detector_reference_323.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb319/cisco_firepower_application_detector_reference_vdb319.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_309/cisco_firepower_application_detector_reference_309.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_308/cisco_firepower_application_detector_reference_308.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_307/cisco_firepower_application_detector_reference_307.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_305/cisco_firepower_application_detector_reference_305.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_304/cisco_firepower_application_detector_reference_304.html

VDB Release

Cisco Firepower Application Detector Reference

VDB 303 Cisco Firepower Application Detector Reference - VDB 303
VDB 300 Cisco Firepower Application Detector Reference - VDB 300
VDB 299 Cisco Firepower Application Detector Reference - VDB 299
VDB 298 Cisco Firepower Application Detector Reference - VDB 298
VDB 297 Cisco Firepower Application Detector Reference - VDB 297



https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_303/cisco_firepower_application_detector_reference_303.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_300/cisco_firepower_application_detector_reference_300.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_299/cisco_firepower_application_detector_reference_299.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_298/cisco_firepower_application_detector_reference_298.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Application_Detectors/vdb_297/cisco_firepower_application_detector_reference_297.html

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2018-2021 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html
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