Regular Firewall Interfaces for Firepower Threat
Defense

This chapter includes regular firewall Firepower Threat Defense interface configuration including
EtherChannels, VLAN subinterfaces, I[P addressing, and more.

N

Note For initial interface configuration on the Firepower 4100/9300, see Configure Interfaces.

* Requirements and Prerequisites for Regular Firewall Interfaces, on page 1

* Configure Firepower 1010 Switch Ports, on page 2

* Configure EtherChannel and Redundant Interfaces, on page 11

* Configure VLAN Subinterfaces and 802.1Q Trunking, on page 19

* Configure Routed and Transparent Mode Interfaces, on page 21

* Configure Advanced Interface Settings, on page 36

* History for Regular Firewall Interfaces for Firepower Threat Defense, on page 46

Requirements and Prerequisites for Regular Firewall Interfaces

Model Support
FTD

User Roles

* Admin
» Access Admin

* Network Admin
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Configure Firepower 1010 Switch Ports

You can configure each Firepower 1010 interface to run as a regular firewall interface or as a Layer 2 hardware
switch port. This section includes tasks for starting your switch port configuration, including enabling or
disabling the switch mode and creating VLAN interfaces and assigning them to switch ports. This section
also describes how to customize Power over Ethernet (PoE) on supported interfaces.

About Firepower 1010 Switch Ports

This section describes the switch ports of the Firepower 1010.

Understanding Firepower 1010 Ports and Interfaces

Ports and Interfaces

For each physical Firepower 1010 interface, you can set its operation as a firewall interface or as a switch

port.

See the following information about physical interface and port types as well as logical VLAN interfaces

to which you assign switch ports:

Physical firewall interface—In routed mode, these interfaces forward traffic between networks at Layer
3, using the configured security policy to apply firewall and VPN services. In transparent mode, these
interfaces are bridge group members that forward traffic between the interfaces on the same network at
Layer 2, using the configured security policy to apply firewall services. In routed mode, you can also
use Integrated Routing and Bridging with some interfaces as bridge group members and others as Layer
3 interfaces. By default, the Ethernet 1/1 interface is configured as a firewall interface. You can also
configure these interfaces to be IPS-only (inline sets and passive interfaces).

Physical switch port—Switch ports forward traffic at Layer 2, using the switching function in hardware.
Switch ports on the same VLAN can communicate with each other using hardware switching, and traffic
is not subject to the FTD security policy. Access ports accept only untagged traffic, and you can assign
them to a single VLAN. Trunk ports accept untagged and tagged traffic, and can belong to more than
one VLAN. By default, Ethernet 1/2 through 1/8 are configured as access switch ports on VLAN 1. You
cannot configure the interface as a switch port.

Logical VLAN interface—These interfaces operate the same as physical firewall interfaces, with the
exception being that you cannot create subinterfaces, [IPS-only interfaces (inline sets and passive
interfaces), or EtherChannel interfaces. When a switch port needs to communicate with another network,
then the FTD device applies the security policy to the VLAN interface and routes to another logical
VLAN interface or firewall interface. You can even use Integrated Routing and Bridging with VLAN
interfaces as bridge group members. Traffic between switch ports on the same VLAN are not subject to
the FTD security policy, but traffic between VLANSs in a bridge group are subject to the security policy,
so you may choose to layer bridge groups and switch ports to enforce the security policy between certain
segments.

Power Over Ethernet

Ethernet 1/7 and Ethernet 1/8 support Power over Ethernet+ (PoE+).
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Auto-MDI/MDIX Feature

For all Firepower 1010 interfaces, the default auto-negotiation setting also includes the Auto-MDI/MDIX
feature. Auto-MDI/MDIX eliminates the need for crossover cabling by performing an internal crossover when
a straight cable is detected during the auto-negotiation phase. Either the speed or duplex must be set to
auto-negotiate to enable Auto-MDI/MDIX for the interface. If you explicitly set both the speed and duplex
to a fixed value, thus disabling auto-negotiation for both settings, then Auto-MDI/MDIX is also disabled.
When the speed and duplex are set to 1000 and full, then the interface always auto-negotiates; therefore
Auto-MDI/MDIX is always enabled and you cannot disable it.

Guidelines and Limitations for Firepower 1010 Switch Ports

High Availability and Clustering

* No cluster support.

* You should not use the switch port functionality when using High Availability. Because the switch ports
operate in hardware, they continue to pass traffic on both the active and the standby units. High Availability
is designed to prevent traffic from passing through the standby unit, but this feature does not extend to
switch ports. In a normal High Availability network setup, active switch ports on both units will lead to
network loops. We suggest that you use external switches for any switching capability. Note that VLAN
interfaces can be monitored by failover, while switch ports cannot. Theoretically, you can put a single
switch port on a VLAN and successfully use High Availability, but a simpler setup is to use physical
firewall interfaces instead.

* You can only use a firewall interface as the failover link.

Logical VLAN Interfaces
* You can create up to 60 VLAN interfaces.

* If you also use VLAN subinterfaces on a firewall interface, you cannot use the same VLAN ID as for a
logical VLAN interface.

* MAC Addresses:

* Routed firewall mode—All VLAN interfaces share a MAC address. Ensure that any connected
switches can support this scenario. If the connected switches require unique MAC addresses, you
can manually assign MAC addresses. See Configure the MAC Address, on page 42.

* Transparent firewall mode—Each VLAN interface has a unique MAC address. You can override
the generated MAC addresses if desired by manually assigning MAC addresses. See Configure the
MAC Address, on page 42.

Bridge Groups

You cannot mix logical VLAN interfaces and physical firewall interfaces in the same bridge group.

VLAN Interface and Switch Port Unsupported Features
VLAN interfaces and switch ports do not support:

* Dynamic routing
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* Multicast routing

* Equal-Cost Multi-Path routing (ECMP)

* Inline sets or Passive interfaces

* EtherChannels

* Redundant Interfaces; the Firepower 1010 does not support redundant interfaces for any interface type.
* Failover and state link

* Security group tagging (SGT)

Other Guidelines and Limitations

* You can configure a maximum of 60 named interfaces on the Firepower 1010.

* You cannot configure the interface as a switch port.

Default Settings

* Ethernet 1/1 is a firewall interface.
* Ethernet 1/2 through Ethernet 1/8 are switch ports assigned to VLAN 1.

* Default Speed and Duplex—By default, the speed and duplex are set to auto-negotiate.

Configure Switch Ports and Power Over Ethernet

To configure switch ports and PoE, complete the following tasks.

Enable or Disable Switch Port Mode

You can set each interface independently to be either a firewall interface or a switch port. By default, Ethernet
1/1 is a firewall interface, and the remaining Ethernet interfaces are configured as switch ports.

Procedure

Step 1 Select Devices > Device Management and click Edit (#") for your Firepower Threat Defense device. The
I nterfaces page is selected by default.

Step 2 Set the switch port mode by clicking the slider in the SwitchPort column so it shows as Slider enabled (%))

or Slider disabled (.9

By default, switch ports are set to access mode in VLAN 1. You must manually add a logical VLAN 1 interface
(or whichever VLAN you set for these switch ports) for traffic to be routed and to participate in the FTD
security policy (see Configure a VLAN Interface, on page 5). You cannot set the interface to switch port
mode. When you change the switch port mode, all unsupported configuration is removed:
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Please confirm

Enabling/Disabling of the

2 : :
\._‘/ SwitchPort will remove all of the
interface configurations except PoE
and Hardware configurations. Do you want

to continue ?

Configure a VLAN Interface

Step 1

Step 2
Step 3

Configure a VLAN Interface .

This section describes how to configure VLAN interfaces for use with associated switch ports. By default,
switch ports are assigned to VLANT1; however, you must manually add the logical VLANI interface (or
whichever VLAN you set for these switch ports) for traffic to be routed and to participate in the FTD security

policy.

Procedure

Select Devices > Device Management and click Edit (#") for your Firepower Threat Defense device. The

I nterfaces page is selected by default.

Click Add Interfaces> VLAN Interface.
On General, set the following VLAN-specific parameters:

Add VLAN Interface

IPv4 IPV6 Advanced

Name:

Description:

Mode:

Security Zone:

MTU:

VLAN ID *:

Disable Forwarding on
Interface Vlan:

Associated Interface

inside

None
inside_zone
1500

100

None

Enabled

(64 - 9198)

(1 - 4070)

Port Mode

QK Cancel

If you are editing an existing VLAN interface, the Associated | nterface table shows switch ports on this

VLAN.
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a) Setthe VLAN ID, between 1 and 4070, excluding IDs in the range 3968 to 4047, which are reserved for
internal use.

You cannot change the VLAN ID after you save the interface; the VLAN ID is both the VLAN tag used,
and the interface ID in your configuration.

b) (Optional) Choose a VLAN ID for Disable Forwarding on Interface VLAN to disable forwarding to
another VLAN.

For example, you have one VLAN assigned to the outside for internet access, one VLAN assigned to an
inside business network, and a third VLAN assigned to your home network. The home network does not
need to access the business network, so you can disable forwarding on the home VLAN; the business
network can access the home network, but the home network cannot access the business network.

Step 4 To complete the interface configuration, see one of the following procedures:

* Configure Routed Mode Interfaces, on page 24

* Configure General Bridge Group Member Interface Parameters, on page 28

Step 5 Click OK.
Step 6 Click Save.

You can now go to Deploy > Deployment and deploy the policy to assigned devices. The changes are not
active until you deploy them.

Configure Switch Ports as Access Ports

To assign a switch port to a single VLAN, configure it as an access port. Access ports accept only untagged
traffic. By default, Ethernet1/2 through Ethernet 1/8 switch ports are assigned to VLAN 1.

\)

Note The Firepower 1010 does not support Spanning Tree Protocol for loop detection in the network. Therefore
you must ensure that any connection with the FTD does not end up in a network loop.

Procedure

Step 1 Select Devices > Device Management and click Edit (#) for your Firepower Threat Defense device. The
I nterfaces page is selected by default.

Step 2 Click Edit (#") for the interface you want to edit.
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Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Configure Switch Ports as Access Ports .

Edit Physical Interface (-]

General IPvd IPv6 Advanced Hardware Configuration

Name:

Ethernetl

Enabled
Management Only

Description:

Mode:

None v

Security Zone:

Propagate Security Group Tag:

CSPICE‘I m

Enable the interface by checking the Enabled check box.
(Optional) Add a description in the Description field.

The description can be up to 200 characters on a single line, without carriage returns.
Set the Port M ode to Access.

In the VLAN ID field, set the VLAN for this switch port, between 1 and 4070.

The default VLAN ID is 1.

(Optional) Check the Protected check box to set this switch port as protected, so you can prevent the switch
port from communicating with other protected switch ports on the same VLAN.

You might want to prevent switch ports from communicating with each other if: the devices on those switch
ports are primarily accessed from other VLANS; you do not need to allow intra-VLAN access; and you want
to isolate the devices from each other in case of infection or other security breach. For example, if you have
a DMZ that hosts three web servers, you can isolate the web servers from each other if you enable Protected
on each switch port. The inside and outside networks can both communicate with all three web servers, and
vice versa, but the web servers cannot communicate with each other.

(Optional) Set the duplex and speed by clicking Har dwar e Configuration.
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Edit Physical Interface (2]
General 1Pv4 IPv6 Advanced Hardware Configuration

Duplex:
auto v

Speed:
auto v

Check the Auto-negotiation check box (the default) to auto-detect the speed and duplex. If you uncheck it,
you can set the speed and duplex manually:

* Duplex—Choose Full or Half.
* Speed—Choose 10mbps, 100mbps, or 1gbps.

Step 9 Click OK.
Step 10 Click Save.

You can now go to Deploy > Deployment and deploy the policy to assigned devices. The changes are not
active until you deploy them.

Configure Switch Ports as Trunk Ports

This procedure describes how to create a trunk port that can carry multiple VLANs using 802.1Q tagging.
Trunk ports accept untagged and tagged traffic. Traffic on allowed VLANSs pass through the trunk port
unchanged.

When the trunk receives untagged traffic, it tags it to the native VLAN ID so that the ASA can forward the
traffic to the correct switch ports, or can route it to another firewall interface. When the ASA sends native

VLAN ID traffic out of the trunk port, it removes the VLAN tag. Be sure to set the same native VLAN on

the trunk port on the other switch so that the untagged traffic will be tagged to the same VLAN.

Procedure

Step 1 Select Devices > Device M anagement and click Edit (#) for your Firepower Threat Defense device. The
I nterfaces page is selected by default.

Step 2 Click Edit (#") for the interface you want to edit.
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Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Configure Switch Ports as Trunk Ports .

. Edit Physical Interface ? x
" BELLCC TN Hardware Configuration
|| Interface ID: Et ¢ Enabled

Description:

Port Mode: Trunk 7

Native VLAN ID: 1 (1 -4070)

Allowed VLAN IDs: 100,200,300 (1 - 4070)

Protected:

QK Cancel

Enable the interface by checking the Enabled check box.
(Optional) Add a description in the Description field.

The description can be up to 200 characters on a single line, without carriage returns.

Set the Port Mode to Trunk.

In the Native VLAN ID field, set the native VLAN for this switch port, between 1 and 4070.

The default native VLAN ID is 1.

Each port can only have one native VLAN, but every port can have either the same or a different native VLAN.

In the Allowed VL AN | Ds field, enter the VLANS for this trunk port between 1 and 4070.
You can identify up to 20 IDs in one of the following ways:
* A single number (n)
* A range (n-x)
» Numbers and ranges separated by commas, for example:
5,7-10,13,45-100
You can enter spaces instead of commas.
If you include the native VLAN in this field, it is ignored; the trunk port always removes the VLAN tagging

when sending native VLAN traffic out of the port. Moreover, it will not receive traffic that still has native
VLAN tagging.

(Optional) Check the Protected check box to set this switch port as protected, so you can prevent the switch
port from communicating with other protected switch ports on the same VLAN.

You might want to prevent switch ports from communicating with each other if: the devices on those switch
ports are primarily accessed from other VLANS; you do not need to allow intra-VLAN access; and you want
to isolate the devices from each other in case of infection or other security breach. For example, if you have
a DMZ that hosts three web servers, you can isolate the web servers from each other if you enable Protected
on each switch port. The inside and outside networks can both communicate with all three web servers, and
vice versa, but the web servers cannot communicate with each other.
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Step 9

Step 10
Step 11

(Optional) Set the duplex and speed by clicking Har dwar e Configuration.

. Edit Physical Interface ? %

Duplex: auto w

Speed: auto w

Auto-negotiation:

QK Cancel

Check the Auto-negotiation check box (the default) to auto-detect the speed and duplex. If you uncheck it,
you can set the speed and duplex manually:

* Duplex—Choose Full or Half.
* Speed—Choose 10mbps, 100mbps, or 1gbps.

Click OK.
Click Save.

You can now go to Deploy > Deployment and deploy the policy to assigned devices. The changes are not
active until you deploy them.

Configure Power Over Ethernet

Step 1

Ethernet 1/7 and Ethernet 1/8 support Power over Ethernet (PoE) for devices such as IP phones or wireless
access points. The Firepower 1010 supports both IEEE 802.3af (PoE) and 802.3at (PoE+). PoE+ uses Link
Layer Discovery Protocol (LLDP) to negotiate the power level. PoE+ can deliver up to 30 watts to a powered
device. Power is only supplied when needed.

If you shut down the switch port, or configure the port as a firewall interface, then you disable power to the
device.

PoE is enabled by default on Ethernet 1/7 and Ethernet 1/8. This procedure describes how to disable and
enable PoE and how to set optional parameters.

Procedure

Select Devices > Device Management and click Edit (#) for your Firepower Threat Defense device. The
I nter faces page is selected by default.
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Step 2 Click Edit (#") for Ethernet1/7 or 1/8.
Step 3 Click PoE.

Edit Physical Interface ? X

General m Hardware Configuration

Enable PoE:

Auto Negotiate
Consumption Wattage:

(4000 - 30000)mW

0K Cancel

Step 4 Check the Enable PoE check box.
PoE is enabled by default.

Step 5 (Optional) Uncheck the Auto Negotiate Consumption Wattage check box, and enter the Consumption
Wattage if you know the exact wattage you need.

By default, PoE delivers power automatically to the powered device using a wattage appropriate to the class
of the powered device. The Firepower 1010 uses LLDP to further negotiate the correct wattage. If you know
the specific wattage and want to disable LLDP negotiation, enter a value from 4000 to 30000 milliwatts.

Step 6 Click OK.
Step 7 Click Save.

You can now go to Deploy > Deployment and deploy the policy to assigned devices. The changes are not
active until you deploy them.

Configure EtherChannel and Redundant Interfaces

This section tells how to configure EtherChannels and redundant interfaces.

\}

Note For the Firepower 4100/9300, you configure EtherChannels in FXOS. See Add an EtherChannel (Port Channel)
for more information.

\}

Note Only ASA 5500-X models support redundant interfaces; Firepower models do not support them.
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About EtherChannels

This section describes EtherChannels.

About Redundant Interfaces (ASA Platform Only)

A logical redundant interface consists of a pair of physical interfaces: an active and a standby interface. When
the active interface fails, the standby interface becomes active and starts passing traffic. You can configure a
redundant interface to increase the Firepower Threat Defense device reliability.

You can configure up to 8 redundant interface pairs.

Redundant Interface MAC Address

The redundant interface uses the MAC address of the first physical interface that you add. If you change the
order of the member interfaces in the configuration, then the MAC address changes to match the MAC address
of the interface that is now listed first. Alternatively, you can assign a manual MAC address to the redundant
interface, which is used regardless of the member interface MAC addresses. When the active interface fails
over to the standby, the same MAC address is maintained so that traffic is not disrupted.

About EtherChannels

An 802.3ad EtherChannel is a logical interface (called a port-channel interface) consisting of a bundle of
individual Ethernet links (a channel group) so that you increase the bandwidth for a single network. A port
channel interface is used in the same way as a physical interface when you configure interface-related features.

You can configure up to 48 EtherChannels, depending on how many interfaces your model supports.

Channel Group Interfaces

Each channel group can have up to 8 active interfaces, except for ASA models and the ISA 3000, which
supports 16 active interfaces. For switches that support only 8 active interfaces, you can assign up to 16
interfaces to a channel group: while only 8 interfaces can be active, the remaining interfaces can act as standby
links in case of interface failure.

All interfaces in the channel group must be the same type and speed. The first interface added to the channel
group determines the correct type and speed.

The EtherChannel aggregates the traffic across all the available active interfaces in the channel. The interface
is selected using a proprietary hash algorithm, based on source or destination MAC addresses, IP addresses,
TCP and UDP port numbers and VLAN numbers.

Connecting to an EtherChannel on Another Device

The device to which you connect the FTD EtherChannel must also support 802.3ad EtherChannels; for
example, you can connect to the Catalyst 6500 switch or the Cisco Nexus 7000.

When the switch is part of a Virtual Switching System (VSS) or Virtual Port Channel (vPC), then you can
connect FTD interfaces within the same EtherChannel to separate switches in the VSS/vPC. The switch
interfaces are members of the same EtherChannel port-channel interface, because the separate switches act
like a single switch.
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Figure 1: Connecting to a VSS/vPC
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Note Ifthe FTD device is in transparent firewall mode, and you place the FTD device between two sets of VSS/vPC
switches, then be sure to disable Unidirectional Link Detection (UDLD) on any switch ports connected to the
FTD device with an EtherChannel. If you enable UDLD, then a switch port may receive UDLD packets
sourced from both switches in the other VSS/vPC pair. The receiving switch will place the receiving interface
in a down state with the reason "UDLD Neighbor mismatch".

If you use the FTD device in an Active/Standby failover deployment, then you need to create separate
EtherChannels on the switches in the VSS/VPC, one for each FTD device. On each FTD device, a single
EtherChannel connects to both switches. Even if you could group all switch interfaces into a single EtherChannel
connecting to both FTD devices (in this case, the EtherChannel will not be established because of the separate
FTD system IDs), a single EtherChannel would not be desirable because you do not want traffic sent to the
standby FTD device.

Figure 2: Active/Standby Failover and VSS/vPC
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Primary Firewall Secondary Firewall
Link Aggregation Control Protocol

The Link Aggregation Control Protocol (LACP) aggregates interfaces by exchanging the Link Aggregation
Control Protocol Data Units (LACPDUs) between two network devices.

You can configure each physical interface in an EtherChannel to be:
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* Active—Sends and receives LACP updates. An active EtherChannel can establish connectivity with
either an active or a passive EtherChannel. You should use the active mode unless you need to minimize
the amount of LACP traffic.

* Passive—Receives LACP updates. A passive EtherChannel can only establish connectivity with an active
EtherChannel. Not supported on hardware models.

* On—The EtherChannel is always on, and LACP is not used. An “on” EtherChannel can only establish
a connection with another “on” EtherChannel.

LACP coordinates the automatic addition and deletion of links to the EtherChannel without user intervention.
It also handles misconfigurations and checks that both ends of member interfaces are connected to the correct
channel group. “On” mode cannot use standby interfaces in the channel group when an interface goes down,
and the connectivity and configurations are not checked.

The FTD device distributes packets to the interfaces in the EtherChannel by hashing the source and destination
IP address of the packet (this criteria is configurable). The resulting hash is divided by the number of active
links in a modulo operation where the resulting remainder determines which interface owns the flow. All
packets with a hash_value mod active _linksresult of 0 go to the first interface in the EtherChannel, packets
with a result of 1 go to the second interface, packets with a result of 2 go to the third interface, and so on. For
example, if you have 15 active links, then the modulo operation provides values from 0 to 14. For 6 active
links, the values are 0 to 5, and so on.

If an active interface goes down and is not replaced by a standby interface, then traffic is rebalanced between
the remaining links. The failure is masked from both Spanning Tree at Layer 2 and the routing table at Layer
3, so the switchover is transparent to other network devices.

EtherChannel MAC Address

All interfaces that are part of the channel group share the same MAC address. This feature makes the
EtherChannel transparent to network applications and users, because they only see the one logical connection;
they have no knowledge of the individual links.

Firepower Hardware

The port-channel interface uses the MAC address of the internal interface Internal-Data 0/1. Alternatively
you can manually configure a MAC address for the port-channel interface. All EtherChannel interfaces on a
chassis use the same MAC address, so be aware that if you use SNMP polling, for example, multiple interfaces
will have the same MAC address.

N

Note Member interfaces only use the Internal-Data 0/1 MAC address after a reboot. Prior to rebooting, the member
interface uses its own MAC address. If you add a new member interface after a reboot, you will have to
perform another reboot to update its MAC address.

ASA Hardware

The port-channel interface uses the lowest numbered channel group interface MAC address as the port-channel
MAC address. Alternatively you can manually configure a MAC address for the port-channel interface. We
recommend manually configuring a unique MAC address in case the group channel interface membership
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changes. If you remove the interface that was providing the port-channel MAC address, then the port-channel
MAC address changes to the next lowest numbered interface, thus causing traffic disruption.

Guidelines for EtherChannels

Bridge Group

In routed mode, FMC-defined EtherChannels are not supported as bridge group members. EtherChannels on
the Firepower 4100/9300 can be bridge group members.

High Availability

» When you use an EtherChannel interface as a High Availability link, it must be pre-configured on both
units in the High Availability pair; you cannot configure it on the primary unit and expect it to replicate
to the secondary unit because the High Availability link itself isrequired for replication.

» If you use an EtherChannel interface for the state link, no special configuration is required; the
configuration can replicate from the primary unit as normal. For the Firepower 4100/9300 chassis, all
interfaces, including EtherChannels, need to be pre-configured on both units.

* You can monitor EtherChannel interfaces for High Availability. When an active member interface fails
over to a standby interface, this activity does not cause the EtherChannel interface to appear to be failed
when being monitored for device-level High Availability. Only when all physical interfaces fail does the
EtherChannel interface appear to be failed (for an EtherChannel interface, the number of member interfaces
allowed to fail is configurable).

* If you use an EtherChannel interface for a High Availability or state link, then to prevent out-of-order
packets, only one interface in the EtherChannel is used. If that interface fails, then the next interface in
the EtherChannel is used. You cannot alter the EtherChannel configuration while it is in use as a High
Auvailability link. To alter the configuration, you need to temporarily disable High Availability, which
prevents High Availability from occurring for the duration.

Model Support

* You cannot add EtherChannels in the FMC for the Firepower 4100/9300 or the FTDv. The Firepower
4100/9300 supports EtherChannels, but you must perform all hardware configuration of EtherChannels
in FXOS on the chassis.

* You cannot use Firepower 1010 switch ports or VLAN interfaces in EtherChannels.

General EtherChannel Guidelines

* You can configure up to 48 EtherChannels, depending on how many interfaces are available on your
model.

* Each channel group can have up to 8 active interfaces, except for ASA models and the ISA 3000, which
supports 16 active interfaces. For switches that support only 8§ active interfaces, you can assign up to 16
interfaces to a channel group: while only 8 interfaces can be active, the remaining interfaces can act as
standby links in case of interface failure.

* All interfaces in the channel group must be the same media type and speed capacity. The media type can
be either RJ-45 or SFP; SFPs of different types (copper and fiber) can be mixed. You cannot mix interface
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capacities (for example 1GB and 10GB interfaces) by setting the speed to be lower on the larger-capacity
interface.

* The device to which you connect the FTD EtherChannel must also support 802.3ad EtherChannels.

* The FTD device does not support LACPDUs that are VLAN-tagged. If you enable native VLAN tagging
on the neighboring switch using the Cisco 10S vlan dot1Q tag native command, then the FTD device
will drop the tagged LACPDUs. Be sure to disable native VLAN tagging on the neighboring switch.

* Devices do not support LACP rate fast, except for ASA models and the ISA 3000; LACP always uses
the normal rate. This setting is not configurable. Note that the Firepower 4100/9300, which configures
EtherChannels in FXOS, has the LACP rate set to fast by default; on these platforms, the rate is
configurable.

* In Cisco IOS software versions earlier than 15.1(1)S2, FTD did not support connecting an EtherChannel
to a switch stack. With default switch settings, if the FTD EtherChannel is connected cross stack, and if
the primary switch is powered down, then the EtherChannel connected to the remaining switch will not
come up. To improve compatibility, set the stack-mac persistent timer command to a large enough
value to account for reload time; for example, 8 minutes or 0 for indefinite. Or, you can upgrade to more
a more stable switch software version, such as 15.1(1)S2.

* All the FTD configuration refers to the logical EtherChannel interface instead of the member physical
interfaces.

Configure a Redundant Interface (ASA Platform Only)

A logical redundant interface consists of a pair of physical interfaces: an active and a standby interface. When
the active interface fails, the standby interface becomes active and starts passing traffic. You can configure a
redundant interface to increase the Firepower Threat Defense reliability. By default, redundant interfaces are
enabled.

* You can configure up to 8 redundant interface pairs.

* Both member interfaces must be of the same physical type. For example, both must be GigabitEthernet.

\}

Note Redundant interfaces are not supported on the Firepower platform; only ASA 5500-X models support redundant
interfaces.

Before you begin

* You cannot add a physical interface to the redundant interface if you configured a name for it. You must
first remove the name.

A

Caution  If you are using a physical interface already in your configuration, removing the
name will clear any configuration that refers to the interface.
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Procedure

Step 1 Select Devices > Device Management and click Edit (#") for your Firepower Threat Defense device. The
I nterfaces page is selected by default.

Step 2 Enable the member interfaces according to Enable the Physical Interface and Configure Ethernet Settings.
Step 3 Click Add Interfaces> Redundant I nterface.
Step 4 On the General tab, set the following parameters:

a) Redundant |D—Set an integer between 1 and 8.

b) Primary Interface—Choose an interface from the drop-down list. After you add the interface, any
configuration for it (such as an IP address) is removed.

¢) Secondary Interface—The second interface must be the same physical type as the first interface.

Step5  Click OK.
Step 6 Click Save.

You can now go to Deploy > Deployment and deploy the policy to assigned devices. The changes are not
active until you deploy them.

Step 7 (Optional) Add a VLAN subinterface. See Add a Subinterface, on page 20.

Step 8 Configure the routed or transparent mode interface parameters. See Configure Routed Mode Interfaces, on
page 24 or Configure Bridge Group Interfaces, on page 28.

Configure an EtherChannel

This section describes how to create an EtherChannel port-channel interface, assign interfaces to the
EtherChannel, and customize the EtherChannel.

Guidelines
* You can configure up to 48 EtherChannels, depending on the number of interfaces for your model.

* Each channel group can have up to 16 active interfaces, except for the Firepower 1000 or 2100, which
supports 8 active interfaces. For switches that support only 8 active interfaces, you can assign up to 16
interfaces to a channel group: while only 8 interfaces can be active, the remaining interfaces can act as
standby links in case of interface failure.

* All interfaces in the channel group must be the same type, speed, and duplex. Half duplex is not supported.

)

Note  For the Firepower 4100/9300, you configure EtherChannels in FXOS. See Add an EtherChannel (Port Channel)
for more information.

Before you begin

* You cannot add a physical interface to the channel group if you configured a name for it. You must first
remove the name.
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. Configure an EtherChannel

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

\}

Note If you are using a physical interface already in your configuration, removing the
name will clear any configuration that refers to the interface.

Procedure

Select Devices > Device Management and click Edit (#) for your Firepower Threat Defense device. The
I nterfaces page is selected by default.

Enable the member interfaces according to Enable the Physical Interface and Configure Ethernet Settings.
Click Add Interfaces> Ether Channel Interface.

On the General tab, set the Ether Channel 1D to a number between 1 and 48 (1 and 8 for the Firepower
1010).

In the Available I nterfacesarea, click an interface and then click Add to move it to the Selected I nterfaces
area. Repeat for all interfaces that you want to make members.

Make sure all interfaces are the same type and speed. The first interface you add determines the type and
speed of the EtherChannel. Any non-matching interfaces you add will be put into a suspended state. The FMC
does not prevent you from adding non-matching interfaces.

(Optional) Click the Advanced tab to customize the EtherChannel. Set the following parameters on the
I nformation sub-tab:

* (ASA 5500-X models only) L oad Balancing—Select the criteria used to load balance the packets across
the group channel interfaces. By default, the Firepower Threat Defense device balances the packet load
on interfaces according to the source and destination IP address of the packet. If you want to change the
properties on which the packet is categorized, choose a different set of criteria. For example, if your
traffic is biased heavily towards the same source and destination IP addresses, then the traffic assignment
to interfaces in the EtherChannel will be unbalanced. Changing to a different algorithm can result in
more evenly distributed traffic. For more information about load balancing, see Load Balancing, on page
14.

* LACP Mode—Choose Active, Passive, or On. We recommend using Active mode (the default).

* (ASA 5500-X models only) Active Physical I nterface: Range—From the left drop-down list, choose
the minimum number of active interfaces required for the EtherChannel to be active, between 1 and 16.
The default is 1. From the right drop-down list, choose the maximum number of active interfaces allowed
in the EtherChannel, between 1 and 16. The default is 16. If your switch does not support 16 active
interfaces, be sure to set this command to 8 or fewer.

* Active Mac Address—Set a manual MAC address if desired. The mac_address is in H.H.H format,
where H is a 16-bit hexadecimal digit. For example, the MAC address 00-0C-F1-42-4C-DE is entered
as 000C.F142.4CDE.

(Optional) Click the Har dware Configuration tab and set the Duplex and Speed to override these settings
for all member interfaces. This method provides a shortcut to set these parameters because these parameters
must match for all interfaces in the channel group.

Click OK.
Click Save.
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Step 10
Step 11

Configure VLAN Subinterfaces and 802.1Q Trunking .

You can now go to Deploy > Deployment and deploy the policy to assigned devices. The changes are not
active until you deploy them.

(Optional) Add a VLAN subinterface. See Add a Subinterface, on page 20.

Configure the routed or transparent mode interface parameters. See Configure Routed Mode Interfaces, on
page 24 or Configure Bridge Group Interfaces, on page 28.

Configure VLAN Subinterfaces and 802.1Q Trunking

VLAN subinterfaces let you divide a physical, redundant, or EtherChannel interface into multiple logical
interfaces that are tagged with different VLAN IDs. An interface with one or more VLAN subinterfaces is
automatically configured as an 802.1Q trunk. Because VLANS let you keep traffic separate on a given physical
interface, you can increase the number of interfaces available to your network without adding additional
physical interfaces or devices.

Guidelines and Limitations for VLAN Subinterfaces

Model Support
* Firepower 1010—VLAN subinterfaces are not supported on switch ports or VLAN interfaces.

High Availability

You cannot use a subinterface for the failover or state link. The exception is that you can use a subinterface
defined on the Firepower 4100/9300 chassis for container instances.

Additional Guidelines

* Preventing untagged packets on the physical interface—If you use subinterfaces, you typically do not
also want the physical interface to pass traffic, because the physical interface passes untagged packets.
This property is also true for the active physical interface in a redundant interface pair and for EtherChannel
links. Because the physical, redundant, or EtherChannel interface must be enabled for the subinterface
to pass traffic, ensure that the physical, redundant, or EtherChannel interface does not pass traffic by not
configuring a name for the interface. If you want to let the physical, redundant, or EtherChannel interface
pass untagged packets, you can configure the name as usual.

* You cannot configure subinterfaces on the interface.

+ All subinterfaces on the same parent interface must be either bridge group members or routed interfaces;
you cannot mix and match.

* The FTD does not support the Dynamic Trunking Protocol (DTP), so you must configure the connected
switch port to trunk unconditionally.

* You might want to assign unique MAC addresses to subinterfaces defined on the FTD, because they use
the same burned-in MAC address of the parent interface. For example, your service provider might
perform access control based on the MAC address. Also, because IPv6 link-local addresses are generated
based on the MAC address, assigning unique MAC addresses to subinterfaces allows for unique IPv6
link-local addresses, which can avoid traffic disruption in certain instances on the FTD.
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Maximum Number of VLAN Subinterfaces by Device Model

The device model limits the maximum number of VLAN subinterfaces that you can configure. Note that you
can configure subinterfaces on data interfaces only, you cannot configure them on the management interface.

The following table explains the limits for each device model.

Model Maximum VLAN Subinterfaces
Firepower 1010 60
Firepower 1120 512
Firepower 1140, 1150 1024
Firepower 2100 1024
Firepower 4100 1024
Firepower 9300 1024
FTDv 50
ASA 5508-X 50
ASA 5516-X 100
ISA 3000 100

Add a Subinterface

Add one or more subinterfaces to a physical, redundant, or port-channel interface.

For the Firepower 4100/9300, you can configure subinterfaces in FXOS for use with container instances; see
Add a VLAN Subinterface for Container Instances. These subinterfaces appear in the the FMC interface list.
You can also add subinterfaces in FMC, but only on parent interfaces that do not already have subinterfaces

defined in FXOS.

)

Note The parent physical interface passes untagged packets. You may not want to pass untagged packets, so be
sure not to include the parent interface in your security policy.

Procedure

Step 1 Select Devices > Device M anagement and click Edit (#) for your Firepower Threat Defense device. The

I nterfaces page is selected by default.

Step 2 Enable the parent interface according to Enable the Physical Interface and Configure Ethernet Settings.

Step 3 Click Add Interfaces> Sub Interface.
Step 4 On General, set the following parameters:
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Step 5
Step 6

Step 7

Configure Routed and Transparent Mode Interfaces .

a) Interface—Choose the physical, redundant, or port-channel interface to which you want to add the
subinterface.

b) Sub-Interface | D—Enter the subinterface ID as an integer between 1 and 4294967295. The number of
subinterfaces allowed depends on your platform. You cannot change the ID after you set it.

¢) VLAN ID—Enter the VLAN ID between 1 and 4094 that will be used to tag the packets on this
subinterface.

This VLAN ID must be unique.
Click OK.
Click Save.

You can now go to Deploy > Deployment and deploy the policy to assigned devices. The changes are not
active until you deploy them.

Configure the routed or transparent mode interface parameters. See Configure Routed Mode Interfaces, on
page 24 or Configure Bridge Group Interfaces, on page 28.

Configure Routed and Transparent Mode Interfaces

This section includes tasks to complete the regular interface configuration for all models in routed or transparent
firewall mode.

About Routed and Transparent Mode Interfaces

Firewall mode interfaces subject traffic to firewall functions such as maintaining flows, tracking flow states
at both IP and TCP layers, IP defragmentation, and TCP normalization. You can also optionally configure
IPS functions for this traffic according to your security policy.

The types of firewall interfaces you can configure depends on the firewall mode set for the device: routed or
transparent mode. See Transparent or Routed Firewall Mode for Firepower Threat Defense for more information.

* Routed mode interfaces (routed firewall mode only)—Each interface that you want to route between is
on a different subnet.

* Bridge group interfaces (routed and transparent firewall mode)—You can group together multiple
interfaces on a network, and the Firepower Threat Defense device uses bridging techniques to pass traffic
between the interfaces. Each bridge group includes a Bridge Virtual Interface (BVI) to which you assign
an [P address on the network. In routed mode, the Firepower Threat Defense device routes between BVIs
and regular routed interfaces. In transparent mode, each bridge group is separate and cannot communicate
with each other.

Dual IP Stack (IPv4 and IPv6)

The FTD device supports both IPv6 and IPv4 addresses on an interface. Make sure you configure a default
route for both IPv4 and IPv6.
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31-Bit Subnet Mask

For routed interfaces, you can configure an IP address on a 31-bit subnet for point-to-point connections. The
31-bit subnet includes only 2 addresses; normally, the first and last address in the subnet is reserved for the
network and broadcast, so a 2-address subnet is not usable. However, if you have a point-to-point connection
and do not need network or broadcast addresses, a 31-bit subnet is a useful way to preserve addresses in I[Pv4.
For example, the failover link between 2 FTDs only requires 2 addresses; any packet that is transmitted by
one end of the link is always received by the other, and broadcasting is unnecessary. You can also have a
directly-connected management station running SNMP or Syslog.

31-Bit Subnet and Clustering
You can use a 31-bit subnet mask for cluster interfaces, excluding the management interface and the Cluster
Control Link.

31-Bit Subnet and Failover

For failover, when you use a 31-bit subnet for the FTD interface IP address, you cannot configure a standby
IP address for the interface because there are not enough addresses. Normally, an interface for failover should
have a standby IP address so the active unit can perform interface tests to ensure standby interface health.

Without a standby IP address, the FTD cannot perform any network tests; only the link state can be tracked.

For the failover and optional separate state link, which are point-to-point connections, you can also use a
31-bit subnet.

31-Bit Subnet and Management
If you have a directly-connected management station, you can use a point-to-point connection for SSH or
HTTP on the FTD, or for SNMP or Syslog on the management station.

31-Bit Subnet Unsupported Features
The following features do not support the 31-Bit subnet:

» BVI interfaces for bridge groups—The bridge group requires at least 3 host addresses: the BVI, and two
hosts connected to two bridge group member interfaces. you must use a /29 subnet or smaller.

* Multicast Routing

Guidelines and Limitations for Routed and Transparent Mode Interfaces

High Availability, Clustering, and Multi-Instance

* Do not configure failover links with the procedures in this chapter. See the High Availability chapter for
more information.

* For cluster interfaces, see the clustering chapter for requirements.

* For multi-instance mode, shared interfaces are not supported for bridge group member interfaces (in
transparent mode or routed mode).

* When you use High Availability, you must set the IP address and standby address for data interfaces
manually; DHCP and PPPoE are not supported. Set the standby IP addresses on the Devices> Device
Management > High Availability tab in the Monitored Interfaces area. See the High Availability
chapter for more information.
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Guidelines and Limitations for Routed and Transparent Mode Interfaces .

IPv6
* [Pv6 is supported on all interfaces.
* You can only configure IPv6 addresses manually in transparent mode.

* The FTD device does not support [Pv6 anycast addresses.

Model Guidelines
* For the FTDv on VMware with bridged ixgbevf interfaces, bridge groups are not supported.

* For the Firepower 2100 series, bridge groups are not supported in routed mode.

Transparent Mode and Bridge Group Guidelines
* You can create up to 250 bridge groups, with 64 interfaces per bridge group.
* Each directly-connected network must be on the same subnet.

* The FTD device does not support traffic on secondary networks; only traffic on the same network as the
BVI IP address is supported.

* An IP address for the BVI is required for each bridge group for to-the-device and from-the-device
management traffic, as well as for data traffic to pass through the FTD device. For IPv4 traffic, specify
an IPv4 address. For [Pv6 traffic, specify an IPv6 address.

* You can only configure [Pv6 addresses manually.

» The BVI IP address must be on the same subnet as the connected network. You cannot set the subnet to
a host subnet (255.255.255.255).

* Management interfaces are not supported as bridge group members.

 For multi-instance mode, shared interfaces are not supported for bridge group member interfaces (in
transparent mode or routed mode).

* For the FTDv on VMware with bridged ixgbevf interfaces, transparent mode is not supported, and bridge
groups are not supported in routed mode.

* For the Firepower 2100 series, bridge groups are not supported in routed mode.

* For the Firepower 1010, you cannot mix logical VLAN interfaces and physical firewall interfaces in the
same bridge group.

* For the Firepower 4100/9300, data-sharing interfaces are not supported as bridge group members.
* In transparent mode, you must use at least 1 bridge group; data interfaces must belong to a bridge group.

* In transparent mode, do not specify the BVI IP address as the default gateway for connected devices;
devices need to specify the router on the other side of the FTD as the default gateway.

« In transparent mode, the default route, which is required to provide a return path for management traffic,
is only applied to management traffic from one bridge group network. This is because the default route
specifies an interface in the bridge group as well as the router IP address on the bridge group network,
and you can only define one default route. If you have management traffic from more than one bridge
group network, you need to specify a regular static route that identifies the network from which you
expect management traffic.
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* In transparent mode, PPPoE is not supported for the interface.

* Transparent mode is not supported on threat defense virtual instances deployed on Amazon Web Services,
Microsoft Azure, Google Cloud Platform, and Oracle Cloud Infrastructure.

* In routed mode, to route between bridge groups and other routed interfaces, you must name the BVI.

* In routed mode, FTD-defined EtherChannel interfaces are not supported as bridge group members.
EtherChannels on the Firepower 4100/9300 can be bridge group members.

* Bidirectional Forwarding Detection (BFD) echo packets are not allowed through the FTD when using
bridge group members. If there are two neighbors on either side of the FTD running BFD, then the FTD
will drop BFD echo packets because they have the same source and destination IP address and appear
to be part of a LAND attack.

Additional Guidelines and Requirements

* The FTD supports only one 802.1Q header in a packet and does not support multiple headers (known as
Q-in-Q support) for firewall interfaces.Note: For inline sets and passive interfaces, the FTD supports
Q-in-Q up to two 802.1Q headers in a packet, with the exception of the Firepower 4100/9300, which
only supports one 802.1Q header.

Configure Routed Mode Interfaces

This procedure describes how to set the name, security zone, and [Pv4 address.

Before you begin
* Firepower 4100/9300

1. Configure a Physical Interface

2. (Optional) Configure any special interfaces.

* Add an EtherChannel (Port Channel)
* Add a VLAN Subinterface for Container Instances in FXOS

* Add a Subinterface, on page 20 in FMC

* (Optional) All other models:
* Configure a Redundant Interface (ASA Platform Only), on page 16

* Configure an EtherChannel, on page 17
* Add a Subinterface, on page 20
* Firepower 1010: Configure a VLAN Interface, on page 5
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Configure Routed Mode Interfaces .

Procedure

Select Devices > Device Management and click Edit (#") for your Firepower Threat Defense device. The
I nterfaces page is selected by default.

Click Edit (#") for the interface you want to edit.
In the Name field, enter a name up to 48 characters in length.
Enable the interface by checking the Enabled check box.

(Optional) Set this interface to Management Only to limit traffic to management traffic; through-the-box
traffic is not allowed.

(Optional) Add a description in the Description field.

The descr