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               This document contains release information for Version 6.2.3 of Cisco Firepower Threat
                        											Defense, Firepower Management Center,
                  Firepower Device
                        											Manager, and Firepower Classic devices (Firepower 7000/8000 series, NGIPSv, ASA
                     with FirePOWER Services).
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                  	Sharing Data with Cisco
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            Sharing Data with Cisco

            
            
            
               
               
               The following features share data with Cisco.

               
               
                  Cisco Success Network

                  
                  
                  Cisco Success Network sends usage
                        information and statistics to Cisco, which are essential
                        to provide you with technical support.

                  
                  During initial setup and upgrades, you may be asked to enroll. You can also change
                     your enrollment at any time.
                  

                  
                  
               
               
               
               
                  Web Analytics

                  
                  
                  Web analytics provides
                        non-personally-identifiable usage data to Cisco,
                        including but not limited to page interactions, browser
                        versions, product versions, user location, and
                        management IP addresses or hostnames of your FMCs.
                     
                  

                  
                  
                  You are enrolled by
                     default
                     but you can change your enrollment at any time after you complete initial setup.
                     Note that ad blockers can block web analytics, so if you choose to remain enrolled,
                     please disable ad blocking for the hostnames/IP addresses of your Cisco
                     appliances.
                  

                  
               
               
            

            
         
      

   
      
         
            
            Chapter 2. System Requirements
            

            
            
            
               
               
                  
                  This document includes the system requirements for Version 6.2.3.
                  

                  
               
               
            

            
            
            
               
                  	FMC Platforms

                  	Device Platforms

                  	Device Management

               

            
            
         
      

   
      
         
            
            Chapter 3. Features
            

            
            
            
               
               
               This document describes the new and deprecated features for
                  Version 6.2.3.
               

               
               
               For earlier releases, see Cisco Secure Firewall
                        											Management Center New Features by
                        									Release and Cisco Secure Firewall
                        											Device Manager New Features by Release.
               

               
               
               
               
                  Upgrade Impact

                  
                  
                  A feature has upgrade impact
                        if upgrading and deploying can cause the system to process traffic or otherwise
                        act differently without any other action on your part; this is especially common
                        with new threat detection and application identification capabilities. A feature
                        can also have upgrade impact if upgrading requires that you take action before
                        or after upgrade; for example, if you must change a configuration.

                  
                  
                  
               
               
               
                  Snort

                  
                  
                  Snort 3 is the default inspection engine for FTD starting in Version 6.7 (with FDM) and Version 7.0 (with FMC). Snort 3 features for FMC deployments also apply to FDM, even if they are not listed as new FDM features. However, keep in mind that the FMC may offer more configurable options than FDM.
                  

                  
                  
                     
                        	
                           Important

                        
                        	
                           
                              
                              If you are still using the Snort 2 inspection engine, switch to Snort 3 now for
                                 improved detection and performance. Snort 2 will be deprecated in a future
                                 release and will eventually prevent threat defense upgrade.
                              

                              
                              
                           

                        
                     

                  

                  
                  
               
               
               
                  Intrusion Rules and Keywords

                  
                  
                  
                  Upgrades can import and auto-enable new and updated intrusion rules and preprocessor
                     rules, modified states for existing rules, and modified default intrusion policy
                     settings. If a newer intrusion rule uses keywords that are not supported in your
                     current version, that rule is not imported when you update the SRU/LSP. After you
                     upgrade and those keywords become supported, the new intrusion rules are imported
                     and, depending on your IPS configuration, can become auto-enabled and thus start
                     generating events and affecting traffic flow.
                  

                  
                  For details on new keywords, see the Snort release notes:
                     https://www.snort.org/downloads.
                  

                  
               
               
               
                  FlexConfig

                  
                  
                  Upgrades can add web interface or Smart CLI support for features that previously
                     required FlexConfig. The upgrade does not convert FlexConfigs. After upgrade,
                     configure the newly supported features in the web interface or Smart CLI. When you
                     are satisfied with the new configuration, delete the deprecated FlexConfigs.
                  

                  
                  The feature descriptions below include information on
                     deprecated FlexConfigs when appropriate. For a full list of deprecated FlexConfigs,
                     see your configuration guide.
                  

                  
                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              Although you cannot newly assign or create FlexConfig objects using deprecated
                                 commands, in most cases existing FlexConfigs continue to work and you can still
                                 deploy. However, sometimes, using deprecated commands can cause deployment
                                 issues.
                              

                              
                           

                        
                     

                  

                  
               
               
            

            
            
            
               
                  	FMC Features in Version 6.2.3

                  	FDM Features in Version 6.2.3

               

            
            
         
      

   
      
         
            FMC Features in Version 6.2.3

            
            
               
               
                  FMC Features in Version 6.2.3 Patches
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Feature

                           
                        
                        
                        	
                           
                           Details

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           Version 6.2.3.13

                           
                           Detection of rule conflicts in FTD NAT policies

                           
                        
                        
                        	
                           
                           After you upgrade to Version 6.2.3.13+, you can no longer create FTD
                              NAT policies with conflicting rules (often referred to as
                              duplicate or overlapping rules). This fixes an
                              issue where conflicting NAT rules were applied out-of-order.
                           

                           
                           If you currently have conflicting NAT rules, you will be able to
                              deploy post-upgrade. However, your NAT rules will continue to be
                              applied out-of-order.
                           

                           
                           Therefore, we recommend that after the upgrade, you inspect your FTD
                              NAT policies by editing (no changes are needed) then attempting to
                              resave. If you have rule conflicts, the system will prevent you from
                              saving. Correct the issues, save, and then deploy.
                           

                           
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       
                                       Upgrading to Version 6.3.0 or 6.4.0 deprecates this fix. The
                                          issue is addressed in Version 6.3.0.4 and 6.4.0.2.
                                       

                                       
                                    

                                 
                              

                           

                           
                           Supported platforms: FTD

                           
                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Version 6.2.3.8

                           
                           EMS extension support

                           
                        
                        
                        	
                           
                           Both the Decrypt-Resign and
                              Decrypt-Known Key SSL policy actions now
                              support the EMS extension during ClientHello negotiation, enabling
                              more secure communications. The EMS extension is defined by RFC 7627.
                           

                           
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       
                                       Version 6.2.3.8 was removed from the Cisco Support & Download
                                             									site on 2019-01-07. Upgrading to Version 6.2.3.9 also enables EMS
                                          extension support. Version 6.3.0 discontinues EMS extension
                                          support. In FMC deployments, this feature depends on the device
                                          version. Upgrading the FMC to Version 6.3.0 does not discontinue
                                          support, but upgrading the device does. Support is reintroduced
                                          in Version 6.3.0.1.
                                       

                                       
                                    

                                 
                              

                           

                           
                           Supported platforms: Any

                           
                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Version 6.2.3.7 

                           
                           TLS v1.3 downgrade CLI command for FTD

                           
                        
                        
                        	
                           
                           A new CLI command allows you to specify when to downgrade TLS v1.3
                              connections to TLS v1.2.
                           

                           
                           Many browsers use TLS v1.3 by default. If you are using an SSL policy
                              to handle encrypted traffic, and people in your monitored network
                              use browsers with TLS v1.3 enabled, websites that support TLS v1.3
                              fail to load.
                           

                           
                           For more information, see the system
                                    support  commands in the Cisco Secure Firewall Threat Defense
                                    											Command Reference. We recommend you use these commands only after consulting with
                              Cisco TAC.
                           

                           
                           Supported platforms: FTD

                           
                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Version 6.2.3.3 

                           
                           Site-to-site VPN with clustering

                           
                        
                        
                        	
                           
                           You can now configure site-to-site VPN with clustering. Site-to-site
                              VPN is a centralized feature; only the control unit supports VPN
                              connections.
                           

                           
                           Supported platforms: Firepower 4100/9300

                           
                           
                        
                        
                     

                     
                  
               

               
               
                  FMC Features in Version 6.2.3
                  
                     
                     
                  
                  
                     
                     
                        
                        	
                           
                           Feature

                           
                        
                        
                        	
                           
                           Details

                           
                        
                        
                     

                     
                  
                  
                     
                     
                        
                        	
                           
                           Platform

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           FTD on the ISA 3000.

                           
                           
                        
                        
                        	
                           
                           You can now run FTD on the ISA 3000 series.

                           
                           Note that the ISA 3000 supports the Threat license only. It does not
                              support the URL Filtering or Malware licenses. Thus, you cannot
                              configure features that require the URL Filtering or Malware
                              licenses on an ISA 3000. Special features for the ISA 3000 that were
                              supported with the ASA, such as Hardware Bypass, Alarm ports, and so
                              on, are not supported with FTD in this release.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Support for VMware ESXi 6.5.

                           
                           
                        
                        
                        	
                           
                           You can now deploy FMCv, FTDv, and NGIPSv virtual appliances on
                              VMware vSphere/VMware ESXi 6.5.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Firepower Threat Defense: Encryption and VPN

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           SSL hardware acceleration for Firepower 4100/9300

                           
                           
                        
                        
                        	
                           
                           Firepower 4100/9300 with FTD now support SSL encryption and
                              decryption acceleration in hardware, greatly improving performance.
                              SSL hardware acceleration is disabled by default for all appliances
                              that support it.
                           

                           
                           
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       
                                       This feature is renamed TLS crypto acceleration in Version
                                          6.4.0+.
                                       

                                       
                                    

                                 
                              

                           

                           
                           Supported platforms: Firepower 4100/9300

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Certificate enrollment
                              improvements
                           

                           
                           
                        
                        
                        	
                           
                           Non-blocking work flow for certificate enrollment operation allows
                              certificate enrollment on multiple FTD devices in parallel:
                           

                           
                           
                              
                              	
                                 
                                 The administrator can now choose to have the Remote Access
                                    VPN Policy wizard enroll certificates for all devices in the
                                    policy by checking Enroll the selected
                                       certificate object on the target devices
                                    check box in the Access &
                                       Certificate step. If this is chosen, only
                                    deployment needs to be done after the wizard finishes. This
                                    is selected by default.
                                 

                                 
                              

                              
                              	
                                 
                                 Administrators no longer have to initiate Remote Access VPN
                                    certificate enrollment on devices one at a time. The
                                    enrollment process for each device is now independent and
                                    can be done in parallel.
                                 

                                 
                              

                              
                              	
                                 
                                 In the event of a PKS12 certificate enrollment failure, the
                                    administrator no longer needs to re-upload the PKS12 file
                                    again to retry enrollment, since it is now stored in the
                                    certificate enrollment object.
                                 

                                 
                              

                              
                           

                           
                           Supported platforms: FTD

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Firepower Threat Defense: High Availability and Clustering

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Automatically rejoin the FTD cluster after an internal failure

                           
                           
                        
                        
                        	
                           
                           Formerly, many internal error conditions caused a cluster unit to be
                              removed from the cluster, and you were required to manually rejoin
                              the cluster after resolving the issue. Now, a unit will attempt to
                              rejoin the cluster automatically at the following intervals: 5
                              minutes, 10 minutes, and then 20 minutes. Internal failures include:
                              application sync timeout; inconsistent application statuses; and so
                              on.
                           

                           
                           New/modified command: show cluster info
                                 auto-join

                           
                           Supported platforms: Firepower 4100/9300

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           FTD High Availability Hardening

                           
                           
                        
                        
                        	
                           
                           Version 6.2.3 introduces the following features for FTD devices in
                              high availability:
                           

                           
                           
                              
                              	
                                 
                                 Whenever active or standby FTD devices in a high availability
                                    pair restart, the FMC may not display accurate high
                                    availability status for either managed device. However, the
                                    status may not upgrade on the FMC because the communication
                                    between the device and the FMC is not established yet. The
                                    Refresh Node Status option on the Devices > Device Management page allows you to refresh the high
                                    availability node status to obtain accurate information
                                    about the active and standby device in a high availability
                                    pair.
                                 

                                 
                              

                              
                              	
                                 
                                 The Devices > Device Management page of the FMC UI has a new
                                    Switch Active Peer icon.
                                 

                                 
                              

                              
                              	
                                 
                                 Version 6.2.3 includes a new REST API object,
                                    Device High Availability Pair
                                       Services, that contains four functions:
                                 

                                 
                                 
                                    
                                    	
                                       
                                       DELETE ftddevicehapairs

                                       
                                    

                                    
                                    	
                                       
                                       PUT ftddevicehapairs

                                       
                                    

                                    
                                    	
                                       
                                       POST ftddevicehapairs

                                       
                                    

                                    
                                    	
                                       
                                       GET ftddevicehapairs

                                       
                                    

                                    
                                 

                                 
                              

                              
                           

                           
                        
                        
                     

                     
                     
                     
                        
                        	
                           
                           Administration and Troubleshooting

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           FMC High Availability Messaging

                           
                           
                        
                        
                        	
                           
                           FMC high availability pairs have improved UI messaging. The UI now
                              displays interim status messages while FMC pairs are being
                              established and rephrased UI messaging to be more intuitive.
                           

                           
                           Supported platforms: FMC

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           External Authentication added for FTD SSH Access

                           
                           
                        
                        
                        	
                           
                           You can now configure external authentication for SSH access to FTD
                              devices using LDAP or RADIUS.
                           

                           
                           New/modified screen: Devices > Platform Settings > External Authentication
                              
                           

                           
                           Supported platforms: FTD

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Enhanced Vulnerability Database (VDB) Installation

                           
                           
                        
                        
                        	
                           
                           The FMC now warns you before you install a VDB that installing
                              restarts the Snort process, interrupting traffic inspection and,
                              depending on how the managed device handles traffic, possibly
                              interrupting traffic flow. You can cancel the install until a more
                              convenient time, such as during a maintenance window.
                           

                           
                           These warnings can appear:

                           
                           
                              
                              	
                                 
                                 After you download and manually install a VDB.

                                 
                              

                              
                              	
                                 
                                 When you create a scheduled task to install the VDB.

                                 
                              

                              
                              	
                                 
                                 When the VDB installs in the background, such as during a
                                    previously scheduled task or as part of a Firepower software
                                    upgrade.
                                 

                                 
                              

                              
                           

                           
                           Supported platforms: FMC

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Upgrade Package Push

                           
                        
                        
                        	
                           
                           You can now copy (or push) an upgrade package from the FMC to a
                              managed device before you run the actual upgrade. This is useful
                              because you can push during times of low bandwidth use, outside of
                              the upgrade maintenance window.
                           

                           
                           When you push to high availability, clustered, or stacked devices,
                              the system sends the upgrade package to the active/control/primary
                              first, then to the standby/data/secondary.
                           

                           
                           New/modified screens: System > Updates

                           
                           Supported platforms: FMC

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           FTD serviceability

                           
                           
                        
                        
                        	
                           
                           Version 6.2.3 improves the show fail over CLI
                              command. The new keyword, -history, details to
                              help troubleshooting.
                           

                           
                           
                              
                              	
                                 
                                 Show fail over history displays failure
                                    reason along with its specific details.
                                 

                                 
                              

                              
                              	
                                 
                                 Show fail over history details displays
                                    fail over history from the peer unit.
                                 

                                 
                                 
                                    
                                       	
                                          Note

                                       
                                       	
                                          
                                             
                                             This command includes fail over state changes and the
                                                reason for the state change for the peer unit.
                                             

                                             
                                          

                                       
                                    

                                 

                                 
                              

                              
                           

                           
                           Supported platforms: FTD

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Device list sorting

                           
                        
                        
                        	
                           
                           On the Devices > Devices Management page, you can use the View by
                              drop-down list to sort and view the device list by any of the
                              following categories: group, license, model, or access control
                              policy. In a multidomain deployment, you can also sort and view by
                              domain, which is the default display category in that deployment.
                              Devices must belong to a leaf domain.
                           

                           
                           Supported platforms: FMC

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Audit log improvements

                           
                           
                        
                        
                        	
                           
                           The audit log now denotes if a policy changed on the FTD Platform
                              Settings Devices > Platform Settings page.
                           

                           
                           Supported platforms: FMC with FTD

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Updated FTD CLI commands

                           
                        
                        
                        	
                           
                           The asa_mgmt_plane and
                              asa_dataplane options for FTD device CLI
                              commands are renamed to management-plane and
                              data-plane respectively.
                           

                           
                           Supported platforms: FTD

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Cisco Success Network

                           
                           
                        
                        
                        	
                           
                           Upgrade impact.

                           
                           Cisco Success Network sends usage
                                 information and statistics to Cisco, which are essential
                                 to provide you with technical support.

                           
                           During initial setup and upgrades, you may be asked to enroll. You
                              can also change your enrollment at any time. For more information, see Sharing Data with Cisco.

                           
                           Supported platforms: FMC

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Web Analytics Tracking

                           
                           
                        
                        
                        	
                           
                           Upgrade impact.

                           
                           Web analytics provides
                                 non-personally-identifiable usage data to Cisco,
                                 including but not limited to page interactions, browser
                                 versions, product versions, user location, and
                                 management IP addresses or hostnames of your FMCs.

                           
                           Initial setup enrolls you in web analytics tracking by default, but
                              you can change your enrollment at any time after that. Upgrades can
                              also enroll or re-enroll you in web analytics tracking. For more information, see Sharing Data with Cisco.

                           
                           Supported platforms: FMC

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Performance

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Snort restarts reduced for FTD devices

                           
                           
                        
                        
                        	
                           
                           In Version 6.2.3, fewer FTD configuration changes restart the Snort
                              process on FTD devices.
                           

                           
                           The FMC now warns you before you deploy if the configuration
                              deployment restarts the Snort process, interrupting traffic
                              inspection and, depending on how the managed device handles traffic,
                              possibly interrupting traffic flow.
                           

                           
                           
                           Supported platforms: FTD

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Traffic Drop on Policy Apply

                           
                           
                        
                        
                        	
                           
                           Version 6.2.3 adds the configure snort preserve-connection
                                 {enable | disable} command to the FTD CLI. This
                              command determines whether to preserve existing connections on
                              routed and transparent interfaces if the Snort process goes down.
                              When disabled, all new or existing connections are dropped when
                              Snort goes down and remain dropped until Snort resume. When enabled,
                              connections that were already allowed remain established, but new
                              connections cannot be established until Snort is again
                              available.
                           

                           
                           Note that you cannot permanently disable this command on a FTD device
                              managed by FDM; existing connections may drop when the settings
                              revert to default during the next configuration deployment.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Increased memory capacity for lower-end appliances

                           
                           
                        
                        
                        	
                           
                           Versions 6.1.0.7, 6.2.0.5, 6.2.2.2, and 6.2.3 increase the memory
                              capacity for lower-end Firepower appliances. This reduces the number
                              of health alerts.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Faster ISE pxGrid discovery

                           
                           
                        
                        
                        	
                           
                           If an ISE pxGrid deployed in high availability fails or becomes
                              unreachable, the FMC now discovers the new active pxGrid faster.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           New result limits in reports.

                           
                        
                        
                        	
                           
                           Upgrade can change report settings.

                           
                           Version 6.2.3 limits the number of results you can use or include in
                              a report section. For table and detail views, you can include fewer
                              records in a PDF report than in an HTML/CSV report.
                           

                           
                           For HTML/CSV report sections, the new limits are:

                           
                           
                              
                              	
                                 
                                 Bar and pie charts: 100 (top or bottom)

                                 
                              

                              
                              	
                                 
                                 Table views: 400,000

                                 
                              

                              
                              	
                                 
                                 Detail views: 1,000

                                 
                              

                              
                           

                           
                           For PDF report sections, the new limits are:

                           
                           
                              
                              	
                                 
                                 Bar and pie charts: 100 (top or bottom)

                                 
                              

                              
                              	
                                 
                                 Table views: 100,000

                                 
                              

                              
                              	
                                 
                                 Detail views: 500

                                 
                              

                              
                           

                           
                           If, before you upgrade the FMC, a section in a report template
                              specifies a larger number of results than the HTML/CSV maximum, the
                              upgrade process lowers the setting to the new maximum value.
                           

                           
                           For report templates that generate PDF reports, if you exceed the PDF
                              limit in any template section, the upgrade process changes the
                              output format to HTML. To continue generating PDFs, lower the
                              results limit to the PDF maximum. If you do this after the upgrade,
                              set the output format back to PDF.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Firepower Management Center REST API

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           FMC REST API Improvements

                           
                           
                        
                        
                        	
                           
                           The new FMC REST APIs support the use of CRUD (create, retrieve,
                              upgrade, and delete) operations for NAT rules, static routing
                              configuration, and corresponding objects while migrating from ASA
                              FirePOWER to FTD.
                           

                           
                           Newly introduced APIs for NAT:

                           
                           
                              
                              	
                                 
                                 NAT rules

                                 
                              

                              
                              	
                                 
                                 FTD NAT policies

                                 
                              

                              
                              	
                                 
                                 Auto NAT rules

                                 
                              

                              
                              	
                                 
                                 Manual NAT rules

                                 
                              

                              
                           

                           
                           When deploying FTD devices in Cisco ACI, APIs enable APIC controller
                              to add proper static routes in place, along with other configuration
                              settings that are needed for a particular service graph. It also
                              enables PBR service graph insertion, which is currently the most
                              flexible way of inserting FTD in ACI.
                           

                           
                           Newly introduced APIs for Static Route:

                           
                           
                              
                              	
                                 
                                 IPv4 static routes

                                 
                              

                              
                              	
                                 
                                 IPv6 static routes

                                 
                              

                              
                              	
                                 
                                 SLA monitors

                                 
                              

                              
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Deprecated Features

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Expired CA certificates for dynamic analysis with AMP for
                              Networks.
                           

                           
                        
                        
                        	
                           
                           On June 15, 2018, some Firepower deployments stopped being able to
                              submit files for dynamic analysis. This occurred due to an expired
                              CA certificate that was required for communications with the AMP
                              Threat Grid cloud. Version 6.3 is the first major version with the
                              new certificate.
                           

                           
                           If you do not want to upgrade to Version 6.3+, you can patch to
                              obtain the new certificate and reenable dynamic analysis, as
                              follows:
                           

                           
                           
                              
                              	
                                 
                                 Version 6.2.3 → patch to Version 6.2.3.4

                                 
                              

                              
                              	
                                 
                                 Version 6.2.2 → patch to Version 6.2.2.4

                                 
                              

                              
                              	
                                 
                                 Version 6.2.1 → no patches available

                                 
                              

                              
                              	
                                 
                                 Version 6.2 → patch to Version 6.2.0.6

                                 
                              

                              
                              	
                                 
                                 Version 6.1 → patch to Version 6.1.0.7

                                 
                              

                              
                              	
                                 
                                 Version 6.0 → no patches available

                                 
                              

                              
                           

                           
                           You can also apply a hotfix. For available hotfixes, see the Cisco Secure Firewall Threat
                                    											Defense/Firepower Hotfix Release Notes. Find the hotfix for your version and platform that applies to
                              CSCvj07038: Firepower devices need
                                 to trust Threat Grid certificate.
                           

                           
                           If this is your first time installing the patch or hotfix, make sure
                              your firewall allows outbound connections to
                              fmc.api.threatgrid.com (replacing
                              panacea.threatgrid.com) from both the FMC and
                              its managed
                              devices.
                           

                           
                           Note that upgrading a patched or hotfixed deployment to either
                              Version 6.2.0 or Version 6.2.3 reverts to the old certificate and
                              you must patch or hotfix again.
                           

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           Deprecated: Geolocation details.

                           
                           
                        
                        
                        	
                           
                           
                              
                              
                              In May 2022 we split the GeoDB into two packages: a country code
                                 package that maps IP addresses to countries/continents, and an
                                 IP package that contains additional contextual data associated
                                 with routable IP addresses. The contextual data in the IP
                                 package can include additional location details, as well as
                                 connection information such as ISP, connection type, proxy type,
                                 domain name, and so on.
                              

                              
                              The new country code package has the same file name as the old
                                 all-in-one package: Cisco_GEODB_Update-date-build.
                                 This allows deployments running Version 7.1 and earlier to
                                 continue to obtain GeoDB updates. If you manually download GeoDB
                                 updates—for example, in an air-gapped deployment—make sure you
                                 get the country code package and not the IP package.
                              

                              
                              
                                 
                                    	
                                       Important

                                    
                                    	
                                       
                                          
                                          This split does not affect geolocation rules or traffic
                                             handling in any way—those rules rely only on the data in the
                                             country code package. However, because the country code
                                             package essentially replaces the all-in-one package, the
                                             contextual data is no longer updated and will grow stale. To
                                             obtain fresh data, upgrade or reimage the FMC to Version
                                             7.2+ and update the GeoDB.
                                          

                                          
                                       

                                    
                                 

                              

                              
                           

                           
                        
                        
                     

                     
                  
               

               
            

         
      

   
      
         
            
            FDM Features in Version 6.2.3

            
            
               
               
                  FDM Features in Version 6.2.3
                  
                     
                     
                  
                  
                     					
                     
                        						
                        	
                           							
                           Feature

                           						
                        
                        						
                        	
                           							
                           Description

                           						
                        
                        					
                     

                     				
                  
                  
                     					
                     
                        						
                        	
                           							
                           SSL/TLS decryption.

                           						
                        
                        						
                        	
                           							
                           You can decrypt SSL/TLS connections so that you can inspect the
                              								contents of the connection. Without decryption, encrypted
                              								connections cannot be effectively inspected to identify intrusion
                              								and malware threats, or to enforce compliance with your URL and
                              								application usage polices. We added the Policies > SSL Decryption page and Monitoring > SSL Decryption dashboard.
                           

                           							
                           
                              
                                 	
                                    Attention

                                 
                                 	
                                    
                                       								
                                       Identity policies that implement active authentication
                                          									automatically generate SSL decryption rules. If you upgrade from
                                          									a release that does not support SSL decryption, the SSL
                                          									decryption policy is automatically enabled if you have this type
                                          									of rule. However, you must specify the certificate to use for
                                          									Decrypt-Resign rules after completing the upgrade. Please edit
                                          									the SSL decryption settings immediately after upgrade.
                                       

                                       							
                                    

                                 
                              

                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Security Intelligence blocking.

                           						
                        
                        						
                        	
                           							
                           From the new Policies > Security Intelligence page you can configure a Security Intelligence
                              								policy, which you can use to drop unwanted traffic based on
                              								source/destination IP address or destination URL. Any allowed
                              								connections will still be evaluated by access control policies and
                              								might eventually be dropped. You must enable the Threat license to
                              								use Security Intelligence.
                           

                           							
                           We also renamed the Policies dashboard to
                              									Access And SI Rules, and the dashboard
                              								now includes Security Intelligence rule-equivalents as well as
                              								access rules.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Intrusion rule tuning.

                           						
                        
                        						
                        	
                           							
                           You can change the action for intrusion rules within the pre-defined
                              								intrusion policies you apply with your access control rules. You can
                              								configure each rule to drop or generate events (alert) matching
                              								traffic, or disable the rule. You can change the action for enabled
                              								rules only (those set to drop or alert); you cannot enable a rule
                              								that is disabled by default. To tune intrusion rules, choose Policies > Intrusion.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Automatic network analysis policy (NAP) assignment based on intrusion policy.

                           						
                        
                        						
                        	
                           							
                           In previous releases, the Balanced Security and Connectivity network
                              								analysis policy was always used for preprocessor settings,
                              								regardless of the intrusion policy assigned to a specific
                              								source/destination security zone and network object combination.
                              								Now, the system automatically generates NAP rules to assign the
                              								same-named NAP and intrusion policies to traffic based on those
                              								criteria. Note that if you use Layer 4 or 7 criteria to assign
                              								different intrusion policies to traffic that otherwise matches the
                              								same source/destination security zone and network object, you will
                              								not get perfectly matching NAP and intrusion policies. You cannot
                              								create custom network analysis policies.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Drill-down reports for the Threats, Attackers, and Targets dashboards.

                           						
                        
                        						
                        	
                           							
                           You can now click into the Threats, Attackers, and Targets dashboards
                              								to view more detail about the reported items. These dashboards are
                              								available on the Monitoring page.
                           

                           							
                           Because of these new reports, you will lose reporting data for these
                              								dashboards when upgrading from a pre-6.2.3 release.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Web Applications dashboard.

                           						
                        
                        						
                        	
                           							
                           The new Web Applications dashboard shows the top web applications,
                              								such as Google, that are being used in the network. This dashboard
                              								augments the Applications dashboard, which provides
                              								protocol-oriented information, such as HTTP usage.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           New Zones dashboard replaces the Ingress Zone and Egress Zone
                              								dashboards.
                           

                           						
                        
                        						
                        	
                           							
                           The new Zones dashboard shows the top security zone pairs for traffic
                              								entering and then exiting the device. This dashboard replaces the
                              								separate dashboards for Ingress and Egress zones.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           New Malware dashboard.

                           						
                        
                        						
                        	
                           							
                           The new Malware dashboard shows the top Malware action and
                              								disposition combinations. You can drill down to see information on
                              								the associated file types. You must configure file policies on
                              								access rules to see this information.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Self-signed internal certificates, and Internal CA certificates.

                           						
                        
                        						
                        	
                           							
                           You can now generate self-signed internal identity certificates. You
                              								can also upload or generate self-signed internal CA certificates for
                              								use with SSL decryption policies. Configure these features on the Objects > Certificates page.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Ability to edit DHCP server settings when editing interface properties.

                           						
                        
                        						
                        	
                           							
                           You can now edit settings for a DHCP server configured on an
                              								interface at the same time you edit the interface properties. This
                              								makes it easy to redefine the DHCP address pool if you need to
                              								change the interface IP address to a different subnet.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           The Cisco Success Network sends usage and statistics data to Cisco to improve the product
                              								and provide effective technical support.
                           

                           						
                        
                        						
                        	
                           							
                           You can connect to the Cisco Success Network to send data to Cisco.
                              								By enabling Cisco Success Network, you are providing usage
                              								information and statistics to Cisco which are essential for Cisco to
                              								provide you with technical support. This information also allows
                              								Cisco to improve the product and to make you aware of unused
                              								available features so that you can maximize the value of the product
                              								in your network. You can enable the connection when you register the
                              								device with the Cisco Smart Software Manager, or later at your
                              								choice. You can disable the connection at any time.
                           

                           							
                           Cisco Success Network is a cloud service. The Device > System Settings > Cloud Management page is renamed Cloud
                                 								Services. You can configure Cisco Defense Orchestrator
                              								from the same page.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           
                              								FTDv for Kernel-based Virtual Machine (KVM) hypervisor device
                              								configuration.
                           

                           						
                        
                        						
                        	
                           							
                           You can configure Firepower Threat Defense on FTDv for KVM devices using FDM. Previously, only VMware was supported.
                           

                           							
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       								
                                       You must install a new 6.2.3 image to get FDM support. You cannot upgrade an existing virtual machine from
                                          									an older version and then switch to FDM.
                                       

                                       							
                                    

                                 
                              

                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Support for VMware ESXi 6.5.

                           							
                           						
                        
                        						
                        	
                           							
                           You can now deploy FTDv on VMware vSphere/VMware ESXi 6.5.

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           ISA 3000 (Cisco 3000 Series Industrial Security Appliances) device configuration.

                           							
                           						
                        
                        						
                        	
                           							
                           You can configure Firepower Threat Defense on ISA 3000 devices using FDM. Note that the ISA 3000 supports the Threat license only. It does
                              								not support the URL Filtering or Malware licenses. Thus, you cannot
                              								configure features that require the URL Filtering or Malware
                              								licenses on an ISA 3000.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Optional deployment on update of the rules database or VDB.

                           						
                        
                        						
                        	
                           							
                           When you update the intrusion rules database or VDB, or configure an
                              								update schedule, you can prevent the immediate deployment of the
                              								update. Because the update restarts the inspection engines, there is
                              								a momentary traffic drop during the deployment. By not deploying
                              								automatically, you can choose to initiate the deployment at a time
                              								when traffic drops will be least disruptive.
                           

                           							
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       								
                                       A VDB download can also restart Snort all by itself, and then
                                          									again cause a restart on deployment. You cannot stop the restart
                                          									on download.
                                       

                                       							
                                    

                                 
                              

                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Improved messages that indicate whether a deployment restarts Snort. Also, a reduced need
                              								to restart Snort on deployment.
                           

                           						
                        
                        						
                        	
                           							
                           Before you start a deployment, FDM indicates whether the configuration updates require a Snort
                              								restart. Snort restarts result in the momentary dropping of traffic.
                              								Thus, you now know whether a deployment will not impact traffic and
                              								can be done immediately, or will impact traffic, so that you can
                              								deploy at a less disruptive time.
                           

                           							
                           In addition, in prior releases, Snort restarted on every deployment.
                              								Now, Snort restarts for the following reasons only:
                           

                           							
                           
                              								
                              	
                                 									
                                 you enable or disable SSL decryption policies

                                 								
                              

                              								
                              	
                                 									
                                 an updated rules database or VDB was downloaded

                                 								
                              

                              								
                              	
                                 									
                                 you changed the MTU on one or more physical interface (but
                                    										not subinterface)
                                 

                                 								
                              

                              							
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           CLI console in FDM.
                           

                           						
                        
                        						
                        	
                           							
                           You can now open a CLI Console from FDM. The CLI Console mimics an SSH or console session, but allows a
                              								subset of commands only: show ,
                              										ping ,
                              									traceroute , and
                              										packet-tracer . Use the CLI Console
                              								for troubleshooting and device monitoring.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Support for blocking access to the management address.

                           						
                        
                        						
                        	
                           							
                           You can now remove all management access list entries for a protocol
                              								to prevent access to the management IP address. Previously, if you
                              								removed all entries, the system defaulted to allowing access from
                              								all client IP addresses. On upgrade to 6.2.3, if you previously had
                              								an empty management access list for a protocol (HTTPS or SSH), the
                              								system creates the default allow rule for all IP addresses. You can
                              								then delete these rules as needed.
                           

                           							
                           In addition, FDM will recognize changes you make to the management access list
                              								from the CLI, including if you disable SSH or HTTPS access.
                           

                           							
                           Ensure that you enable HTTPS access for at least one interface, or
                              								you will not be able to configure and manage the device.
                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           EMS extension support.

                           							
                           						
                        
                        						
                        	
                           							
                           Both the Decrypt-Resign and
                              									Decrypt-Known Key SSL policy actions now
                              								support the EMS extension during ClientHello negotiation, enabling
                              								more secure communications. The EMS extension is defined by RFC 7627.
                           

                           							
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       								
                                       Version 6.2.3.8 was removed from the Cisco Support & Download
                                             									site on 2019-01-07. Upgrading to Version 6.2.3.9 also enables EMS
                                          									extension support. Version 6.3.0 discontinues EMS extension
                                          									support. Support is reintroduced in Version 6.3.0.1.
                                       

                                       							
                                    

                                 
                              

                           

                           							
                           Minimum FTD: Version 6.2.3.8

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           TLS v1.3 downgrade CLI command for FTD.

                           							
                           						
                        
                        						
                        	
                           							
                           A new CLI command allows you to specify when to downgrade TLS v1.3
                              								connections to TLS v1.2.
                           

                           							
                           Many browsers use TLS v1.3 by default. If you are using an SSL policy
                              								to handle encrypted traffic, and people in your monitored network
                              								use browsers with TLS v1.3 enabled, websites that support TLS v1.3
                              								fail to load.
                           

                           							
                           For more information, see the system
                                    									support  commands in the Cisco Secure Firewall Threat Defense
                                    											Command Reference. We recommend you use these commands only after consulting with
                              									Cisco TAC.
                           

                           							
                           Minimum FTD: Version 6.2.3.7 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           Smart CLI and FlexConfig for configuring features using the device CLI.

                           						
                        
                        						
                        	
                           							
                           Smart CLI and FlexConfig allows you to configure features that are not yet directly
                              								supported through FDM policies and settings. FTD uses ASA configuration commands to implement some features. If
                              								you are a knowledgeable and expert user of ASA configuration
                              								commands, you can configure these features on the device using the
                              								following methods:
                           

                           							
                           
                              								
                              	
                                 									
                                 Smart CLI—(Preferred method.) A Smart CLI template is a
                                    										pre-defined template for a particular feature. All of the
                                    										commands needed for the feature are provided, and you simply
                                    										need to select values for variables. The system validates
                                    										your selection, so that you are more likely to configure a
                                    										feature correctly. If a Smart CLI template exists for the
                                    										feature you want, you must use this method. In this release,
                                    										you can configure OSPFv2 using the Smart CLI.
                                 

                                 								
                              

                              								
                              	
                                 									
                                 FlexConfig—The FlexConfig policy is a collection of
                                    										FlexConfig objects. The FlexConfig objects are more
                                    										free-form than Smart CLI templates, and the system does no
                                    										CLI, variable, or data validation. You must know ASA
                                    										configuration commands and follow the ASA configuration
                                    										guides to create a valid sequence of commands.
                                 

                                 								
                              

                              							
                           

                           							
                           
                              
                                 	
                                    Caution

                                 
                                 	
                                    
                                       								
                                       Cisco strongly recommends using Smart CLI and FlexConfig only if
                                          									you are an advanced user with a strong ASA background and at
                                          									your own risk. You may configure any commands that are not
                                          									blacklisted. Enabling features through Smart CLI or FlexConfig
                                          									may cause unintended results with other configured features.
                                          								
                                       

                                       							
                                    

                                 
                              

                           

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           FTD REST API, and an API Explorer.
                           

                           						
                        
                        						
                        	
                           							
                           You can use a REST API to programmatically interact with a Firepower Threat Defense device that you are managing locally through FDM. There is an API Explorer that you can use to view object models
                              								and test the various calls you can make from a client program. To
                              								open the API Explorer, log into FDM, and then change the path on the URL to /#/api-explorer, for
                              								example, https://ftd.example.com/#/api-explorer.
                           

                           						
                        
                        					
                     

                     				
                  
               

               
            

         
      

   
      
         
            
            Chapter 4. Upgrade Guidelines
            

            
            
            
               
               
               
                  
                  
                  This document provides critical and release-specific upgrade guidelines for Version 6.2.3.
                  

                  
               
               
            

            
            
            
               
                  	Minimum Version to Upgrade

                  	Unresponsive Upgrades

                  	Time and Disk Space

               

            
            
         
      

   
      
         
            
            Unresponsive Upgrades

            
            
            
               
               Do not make or deploy configuration changes during upgrade. Even if the system appears
                  inactive, do not manually reboot or shut down during upgrade. You could place the system
                  in an unusable state and require a reimage. If you
                     encounter issues with the upgrade, including a failed upgrade or unresponsive
                     appliance, contact Cisco TAC.

               
               
            

            
         
      

   
      
         
            
            Time and Disk Space

            
            
            
               
               
               
                  Time to Upgrade

                  
                  
                  We recommend you track and record your own upgrade times so you can use them as
                     future benchmarks. The following table lists some things that can affect upgrade
                     time.
                  

                  
                  
                     
                        	
                           Caution

                        
                        	
                           
                              
                              
                              Do not make or deploy configuration changes during upgrade. Even if the system
                                 appears inactive, do not manually reboot or shut down. In most cases, do not
                                 restart an upgrade in progress. You could place the system in an unusable state
                                 and require a reimage. If you encounter issues with the upgrade, including a
                                 failed upgrade or unresponsive appliance,.
                              

                              
                           

                        
                     

                  

                  
                  
                     Upgrade Time Considerations
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Consideration

                              
                           
                           
                           	
                              
                              Details

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Versions

                              
                           
                           
                           	
                              
                              Upgrade time usually increases if your upgrade skips
                                 versions.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Models

                              
                           
                           
                           	
                              
                              Upgrade time usually increases with lower-end models.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Virtual appliances

                              
                           
                           
                           	
                              
                              Upgrade time in virtual deployments is highly hardware
                                 dependent.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              High availability and
                                    clustering

                              
                           
                           
                           	
                              
                              In a high availability
                                    or clustered configuration, devices upgrade one at a
                                 time to preserve continuity of operations, with each device
                                 operating in maintenance mode while it upgrades. Upgrading a
                                 device pair or entire
                                    cluster, therefore, takes longer than upgrading a
                                 standalone device.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Configurations

                              
                           
                           
                           	
                              
                              Upgrade time can increase with the complexity of your
                                 configurations, size of event
                                       databases, and whether/how they are affected by the
                                    upgrade. For example, if you use a lot of access control
                                    rules and the upgrade needs to make a backend change to how
                                    those rules are stored, the upgrade can take
                                    longer.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Components

                              
                           
                           
                           	
                              
                              You may need additional time to perform operating system or
                                 virtual hosting upgrades, upgrade package transfers, readiness
                                 checks, VDB and intrusion rule (SRU/LSP) updates, configuration
                                 deployment, and other related tasks.
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
               
               
                  Disk Space to Upgrade

                  
                  
                  
                  To upgrade, the upgrade package
                     must be on the appliance. For device upgrades with management center, you must also
                     have enough space on the management center (in either /Volume or /var) for the
                     device upgrade package. Or, you can use an internal server to store them. Readiness
                     checks should indicate whether you have enough disk space to perform the upgrade.
                     Without enough free disk space, the upgrade fails.
                  

                  
                  
                  
                  
                     Checking Disk Space
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Platform

                              
                           
                           
                           	
                              
                              Command

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Management center

                              
                              
                           
                           
                           	
                              
                              Choose System ([image: system gear icon]) > Monitoring > Statistics and select the FMC.
                              

                              
                              Under Disk Usage, expand the By Partition details.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Threat defense

                              
                           
                           
                           	
                              
                              Choose System ([image: system gear icon]) > Monitoring > Statistics and select the device you want to check.
                              

                              
                              Under Disk Usage, expand the By Partition details.

                              
                           
                           
                        

                        
                        
                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Chapter 5. Install the Software
            

            
            
            
               
               If you cannot or do not want to upgrade to Version 6.2.3, you can freshly install major
                  releases. This is also called reimaging. We do not provide installation packages
                  for patches. To run a particular patch, install the appropriate major release, then apply the patch.
               

               
            

            
            
            
               
                  	Installation Guidelines

                  	Installation Guides

               

            
            
         
      

   
      
         
            
            Installation Guidelines

            
            
            
               
               These guidelines can prevent common reimage issues, but are not comprehensive. For
                  detailed checklists and procedures, see the appropriate installation guide.
               

               
               
               
               
                  Backups

                  
                  
                  Before you reimage, we strongly recommend you back up to a secure remote
                     location and verify transfer success. Reimaging returns most settings to factory
                     defaults, including the system password. It deletes any backups left on the
                     appliance. 
                  

                  
                  
                     
                        	
                           Note

                        
                        	
                           
                              
                              If you want to reimage so that you don't have to upgrade, due to version
                                 restrictions you cannot use a backup to import your old configurations. You must
                                 recreate your configurations manually.
                              

                              
                           

                        
                     

                  

                  
               
               
               
                  Appliance Access

                  
                  
                  
                  
                  For devices, make sure traffic from your location does not have to traverse the
                     device itself to access the device's management interface. In FMC deployments, you should also able to access the FMC's management interface without traversing the device.
                  

                  
               
               
               
                  Unregistering from Smart Software Manager

                  
                  
                  Before you reimage any appliance or switch device management, you may need to
                     unregister from the Cisco Smart Software Manager (CSSM). This is to avoid accruing orphan entitlements, which can prevent you from
                     reregistering.
                  

                  
                  Unregistering removes an appliance from your virtual account, unregisters it from the
                     cloud and cloud services, and releases associated licenses so they can be can be
                     reassigned. When you unregister an appliance, it enters Enforcement mode. Its
                     current configuration and policies continue to work as-is, but you cannot make or
                     deploy any changes.
                  

                  
                  If you plan to restore from backup, do not unregister before you reimage and do not
                     remove devices from the FMC. Instead, manually revert any licensing changes made since you took the backup.
                     After the restore completes, reconfigure licensing. If you notice licensing
                     conflicts or orphan entitlements, contact Cisco TAC.
                  

                  
                  
                     Scenarios for Unregistering from CSSM (Not Restoring from Backup)
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Scenario

                              
                           
                           
                           	
                              
                              Action

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Reimage the FMC.
                              

                              
                           
                           
                           	
                              
                              Unregister manually.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Model migration for the FMC.
                              

                              
                           
                           
                           	
                              
                              Unregister manually, before you shut down the source FMC.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Reimage FTD with FMC.
                              

                              
                           
                           
                           	
                              
                              Unregister automatically, by removing the device from the FMC.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Reimage FTD with FDM.
                              

                              
                           
                           
                           	
                              
                              Unregister manually.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Switch FTD from FMC to FDM.
                              

                              
                           
                           
                           	
                              
                              Unregister automatically, by removing the device from the FMC.
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Switch FTD from device manager to FMC.
                              

                              
                           
                           
                           	
                              
                              Unregister manually.

                              
                           
                           
                        

                        
                     
                  

                  
               
               
               
                  Removing Devices from the FMC

                  
                  
                  In FMC deployments, if you plan to manually configure the reimaged appliance, remove
                     devices from the FMC before you reimage either. If you plan to restore from backup, you do not need to
                     do this.
                  

                  
                  
                     Scenarios for Removing Devices from the FMC (Not Restoring from Backup)
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Scenario

                              
                           
                           
                           	
                              
                              Action

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Reimage the FMC.
                              

                              
                           
                           
                           	
                              
                              Remove all devices from management.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Reimage FTD.
                              

                              
                           
                           
                           	
                              
                              Remove the one device from management.

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Switch FTD from FMC to FDM.
                              

                              
                           
                           
                           	
                              
                              Remove the one device from management.

                              
                           
                           
                        

                        
                     
                  

                  
               
               
               
                  Fully Reimaging FTD Hardware to Downgrade FXOS
                  

                  
                  
                  For FTD hardware models that use the FXOS operating system, reimaging to an earlier
                     software version may require a full reimage, regardless of whether FXOS is bundled
                     with the software or upgraded separately.
                  

                  
                  
                     Scenarios for Full Reimages
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              Model

                              
                           
                           
                           	
                              
                              Details

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              
                              Firepower 2100 series

                              
                              
                              
                           
                           
                           	
                              
                              If you use the erase configuration 
                                 method to reimage, FXOS may not downgrade along with
                                 the software. This can cause failures, especially in high
                                 availability deployments. We recommend that you perform full
                                 reimages of these devices.
                              

                              
                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              Firepower 4100/9300

                              
                           
                           
                           	
                              
                              Reverting FTD does not downgrade FXOS.
                              

                              
                              
                                 
                                 For the Firepower 4100/9300, major FTD versions have a specially qualified and recommended
                                    companion FXOS version. After you return to the earlier
                                    version of FTD, you may be running a non-recommended version of FXOS
                                    (too
                                    new).
                                 

                                 
                                 Although newer versions of FXOS are backwards compatible with
                                    older FTD versions, we do perform enhanced testing for the
                                    recommended combinations. You cannot manually downgrade
                                    FXOS, so if you find yourself in this situation and you want
                                    to run a recommended combination, you will need a full
                                    reimage.
                                 

                                 
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
               
            

            
         
      

   
      
         
            
            Chapter 6. Bugs
            

            
            
            
               
               
                  
                  
                  This document lists open and resolved bugs for threat defense and management center
                     Version 6.2.3. For bugs in earlier releases, see the release notes for those versions. For cloud-delivered Firewall Management Center bugs, see the Cisco Cloud-Delivered
                           											Firewall Management Center Release Notes.
                  

                  
                  
                     
                        	
                           Important

                        
                        	
                           
                              
                              We do not list open bugs for patches.

                              
                              Bug lists are auto-generated once and may not be subsequently updated. If
                                 updated, the 'table last updated' date does not mean that the list was fully
                                 accurate on that date—only that some change was made. Depending on how and when
                                 a bug was categorized or updated in our system, it may not appear in the release
                                 notes. If you have a support contract, you can obtain up-to-date bug lists with
                                 the Cisco Bug Search Tool.
                              

                              
                           

                        
                     

                  

                  
               
               
               
            

            
            
            
               
                  	Open Bugs

                  	Resolved Bugs

               

            
            
         
      

   
      
         
            
            Open Bugs

            
            
            

            
            
            
               
                  	Open Bugs in Version 6.2.3

               

            
            
         
      

   
      
         
            
            Resolved Bugs

            
            
            

            
            
            
               
                  	Resolved Bugs in New Builds

                  	Resolved Bugs in Version 6.2.3.18

                  	Resolved Bugs in Version 6.2.3.17

                  	Resolved Bugs in Version 6.2.3.16

                  	Resolved Bugs in Version 6.2.3.15

                  	Resolved Bugs in Version 6.2.3.14

                  	Resolved Bugs in Version 6.2.3.13

                  	Resolved Bugs in Version 6.2.3.12

                  	Resolved Bugs in Version 6.2.3.11

                  	Resolved Bugs in Version 6.2.3.10

                  	Resolved Bugs in Version 6.2.3.9

                  	Resolved Bugs in Version 6.2.3.8

                  	Resolved Bugs in Version 6.2.3.7

                  	Resolved Bugs in Version 6.2.3.6

                  	Resolved Bugs in Version 6.2.3.5

                  	Resolved Bugs in Version 6.2.3.4

                  	Resolved Bugs in Version 6.2.3.3

                  	Resolved Bugs in Version 6.2.3.2

                  	Resolved Bugs in Version 6.2.3.1

                  	Resolved Bugs in Version 6.2.3

               

            
            
         
      

   
      
         
            Resolved Bugs in New Builds

            
            
               
               Sometimes
                     we release updated builds. In most cases, only the
                     latest build for each platform is available on the Cisco Support & Download
                        									site. If you downloaded an earlier build, do not use
                     it.

               
               You cannot upgrade from one build to another for the same
                  software version. If you are already running an affected build, determine if an upgrade
                  or hotfix would work instead. If not, contact Cisco TAC. See the Cisco Firepower Hotfix
                        											Release Notes for quicklinks to publicly available hotfixes.
               

               
               
               
               
               
               
               
                  
                  
                     
                     
                        Version 6.2.3 New Builds 
                        
                           
                           
                           
                           
                           
                           
                        
                        
                           
                           
                              
                              	
                                 
                                 Version

                                 
                              
                              
                              	
                                 
                                 New Build

                                 
                              
                              
                              	
                                 
                                 Released

                                 
                              
                              
                              	
                                 
                                 Platforms: Upgrade

                                 
                              
                              
                              	
                                 
                                 Platforms: Reimage

                                 
                              
                              
                              	
                                 
                                 Resolves

                                 
                              
                              
                           

                           
                        
                        
                           
                           
                              
                              	
                                 
                                 6.2.3.15

                                 
                                 
                              
                              
                              	
                                 
                                 39

                                 
                              
                              
                              	
                                 
                                 2020-01-05

                                 
                              
                              
                              	
                                 
                                 FTD/FTDv

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 CSCvs84578:
                                    Upgrading FTD on 4100/9300 Platform to 6.2.3.15 break SSHD,
                                    preventing FTD instance from booting up
                                 

                                 
                                 CSCvs84713: After
                                    upgrading FTD on ASA55XX to 6.2.3.15, cannot SSH to the
                                    device
                                 

                                 
                                 CSCvs95725:
                                    Virtual FTD Running on 6.2.3.15 blocks SSH request and loses
                                    connection with the FMC
                                 

                                 
                                 If you already upgraded your FTD device to Version
                                    6.2.3.15-38, apply Hotfix DW to the device. For more
                                    information, see the Software Advisory for
                                       CSCvs84578 and CSCvs84713.
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 6.2.3.14

                                 
                                 
                              
                              
                              	
                                 
                                 41

                                 
                              
                              
                              	
                                 
                                 2019-07-03

                                 
                              
                              
                              	
                                 
                                 All

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 CSCvq34224: Firepower Primary
                                    Detection Engine process terminated after Manager
                                    upgrade
                                 

                                 
                                 
                                 If you already upgraded to Version 6.2.3.14-36 and have FTD
                                    devices configured for high availability, apply Hotfix CY to
                                    the FMC.
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 6.2.3.11

                                 
                                 
                              
                              
                              	
                                 
                                 55

                                 
                              
                              
                              	
                                 
                                 2019-03-17

                                 
                              
                              
                              	
                                 
                                 All

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 Cisco Firepower System User Agent issues.

                                 
                                 If you already downloaded and installed Version 6.2.3.11-53,
                                    contact Cisco TAC for a hotfix.
                                 

                                 
                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 6.2.3.5

                                 
                                 
                              
                              
                              	
                                 
                                 53

                                 
                              
                              
                              	
                                 
                                 2018-11-06

                                 
                              
                              
                              	
                                 
                                 FTD/FTDv

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 CSCvk67239: ASA Firewalls and
                                    Firepower Threat Defense devices may traceback and reload
                                    when the state of the unit in a Failover pair or multi-unit
                                    cluster changes. This also occurred when upgrading from
                                    Version 6.2.3.5 to Version 6.2.3.6.
                                 

                                 
                                 For more information, see the Software Advisory for
                                       CSCck67239.
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 6.2.3.2

                                 
                                 
                              
                              
                              	
                                 
                                 46

                                 
                              
                              
                              	
                                 
                                 2017-06-27

                                 
                              
                              
                              	
                                 
                                 All

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 CSCvj25386: In some cases, if a
                                    device ever ran Version 6.0, upgrading to any version
                                    earlier than Version 6.2.2.3 failed.
                                 

                                 
                                 CSCvk06176: Even with this new
                                    build, if an FMC ever ran Version 6.2.3-88, the SSE cloud
                                    connection drops and telemetry cannot send data after you
                                    upgrade. If your FMC is affected, apply Hotfix T.
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 6.2.3.1

                                 
                                 
                              
                              
                              	
                                 
                                 47

                                 
                              
                              
                              	
                                 
                                 2017-06-28

                                 
                              
                              
                              	
                                 
                                 All

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 CSCvj25386: In some cases, if a
                                    device ever ran Version 6.0, upgrading to any version
                                    earlier than Version 6.2.2.3 failed.
                                 

                                 
                                 CSCvk06176: Even with this new
                                    build, if an FMC ever ran Version 6.2.3-88, the SSE cloud
                                    connection drops and telemetry cannot send data after you
                                    upgrade. If your FMC is affected, apply Hotfix T.
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 45 and 46

                                 
                              
                              
                              	
                                 
                                 2017-06-21

                                 
                              
                              
                              	
                                 
                                 All

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 Component issues.

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 6.2.3

                                 
                                 
                              
                              
                              	
                                 
                                 113

                                 
                              
                              
                              	
                                 
                                 2020-06-01

                                 
                              
                              
                              	
                                 
                                 FMC/FMCv

                                 
                              
                              
                              	
                                 
                                 FMC/FMCv

                                 
                              
                              
                              	
                                 
                                 CSCvr95287: Cisco
                                    Firepower Management Center LDAP Authentication Bypass
                                    Vulnerability
                                 

                                 
                                 If you are running an earlier build,
                                    apply
                                    Hotfix DO.
                                 

                                 
                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 111

                                 
                              
                              
                              	
                                 
                                 2019-11-25

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 FTDv: AWS, Azure

                                 
                              
                              
                              	
                                 
                                 Contact Cisco TAC.
                                 

                                 
                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 110

                                 
                              
                              
                              	
                                 
                                 2019-06-14

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 —

                                 
                                 
                              
                              
                              	
                                 
                                 CSCvn78174: Cisco ASA and Cisco
                                    FTD Software TCP Timer Handling Denial of Service
                                    Vulnerability
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 99

                                 
                              
                              
                              	
                                 
                                 2018-09-07

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 —

                                 
                                 
                              
                              
                              	
                                 
                                 Contact Cisco TAC.
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 96

                                 
                              
                              
                              	
                                 
                                 2018-07-26

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 —

                                 
                                 
                              
                              
                              	
                                 
                                 Contact Cisco TAC.
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 92

                                 
                              
                              
                              	
                                 
                                 2018-07-05

                                 
                              
                              
                              	
                                 
                                 —

                                 
                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 CSCvk06176: SSEConnector is not
                                    coming up because of Wrong Executable
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 88

                                 
                              
                              
                              	
                                 
                                 2018-06-11

                                 
                              
                              
                              	
                                 
                                 —

                                 
                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 CSCvj13327: Upgrade to 6.2.3
                                    fails at 600_schema/100_update_database.sh - oom killer
                                    invoked
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 85

                                 
                              
                              
                              	
                                 
                                 2018-04-09

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 —

                                 
                                 
                              
                              
                              	
                                 
                                 Contact Cisco TAC.
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 84

                                 
                              
                              
                              	
                                 
                                 2018-04-09

                                 
                              
                              
                              	
                                 
                                 Firepower 7000/8000

                                 
                                 NGIPSv

                                 
                              
                              
                              	
                                 
                                 —

                                 
                              
                              
                              	
                                 
                                 CSCvi74560: 6.2.3 does not
                                    properly deploy variables in variable sets and causes deploy
                                    failure
                                 

                                 
                                 CSCvi74623: 6.2.3 upgrade resets
                                    home_net variable to default "any"
                                 

                                 
                                 CSCvi77527: upgrade to 6.2.3
                                    fails with post install database integrity check error
                                 

                                 
                              
                              
                           

                           
                           
                              
                              	
                                 
                                 83

                                 
                              
                              
                              	
                                 
                                 2018-04-02

                                 
                              
                              
                              	
                                 
                                 FTD/FTDv

                                 
                                 ASA FirePOWER

                                 
                              
                              
                              	
                                 
                                 FTD: Physical platforms 

                                 
                                 FTDv: VMware, KVM

                                 
                                 Firepower 7000/8000

                                 
                                 ASA FirePOWER

                                 
                                 NGIPSv

                                 
                                 
                              
                              
                              	
                                 
                                 Contact Cisco TAC.
                                 

                                 
                              
                              
                           

                           
                        
                     

                     
                  

                  
               
               
            

         
      

   
      
         
            Full Cisco Trademarks with Software License

            
               
                  
                  THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
                     MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
                     RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
                     WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
                     RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
                     
                  

                  
                  THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
                     ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
                     INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
                     LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
                     
                  

                  
                  The Cisco implementation of TCP header compression is an adaptation of
                     a program developed by the University of California, Berkeley (UCB) as part of
                     UCB's public domain version of the UNIX operating system. All rights reserved.
                     Copyright © 1981, Regents of the University of California.
                     
                  

                  
                  NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL
                     FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
                     THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE,
                     OR TRADE PRACTICE.
                  

                  
                  IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
                     SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
                     LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
                     USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
                     POSSIBILITY OF SUCH DAMAGES. 
                     
                  

                  Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
                     numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
                     for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
                     coincidental.
                  

                  
                  All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version
                     for the latest version.
                     
                  

                  
                  Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

                  
               
               
                  
                  
                  
                   Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its
                     affiliates in the U.S. and other countries. To view a list of Cisco
                     trademarks, go to this URL: https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the
                     property of their respective owners. The use of the word partner
                     does not imply a partnership relationship between Cisco and any
                     other company. (1721R)
                  

                  
                  
               
            

         
      

   images/454580.jpg
Cloud Services  Realms

Identity Sources  High Availability

eStreamer

Host Input Client  Smart Software Manager On-Prem

Realms  Realm Sequences  Sync Results
Realms C' Groups  Users Users contained in the selected group
Q_ Search Q_ Search Q_ Search
fore om restGroup EASTFORESTO\EastMar

EngineersWWest

A forest.example.com
E.g., Error message: this realm contains references to user or groups in another
domain that have not been synchronized (downloaded with the system.)

Learn more [4

A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [}

A EASTFORESTO\EastMarketing
Check config for Realm and ensure you can sync user or group
'EASTFORESTO\EastMarketing’ from that Realm.





images/441612.jpg





images/372020.jpg





images/447343.jpg





images/454601.jpg
eastforest.example.com Cancel
Enter description

Groupand User Sync  Directory  Realm Configuration

AD Primary Domain

eastlorest example.com

Eg. domain com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data.

Base DN Group DN

astUsers de=eastforest de= | | ou=EastEngineering,du=eastfore

[o
Eg. ou=group,do=cisco,do=com Eg. ou=group,dc=cisco,de=com

Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [}

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

Q Search | All except excluded None

No groups were found

Include






images/446371.jpg
@ File Acion View Favorites Window Help

o9 2@ ¢ & XE = B[
5 Console Root lsuedTo ~ Issued By
4 5 Certificates (Local Computer) [5AA Certificate Services AAA Certficate Services
4 [ Personal (55 AddTrust External CA Root AddTrust External CA Root
(5] Certificates B [JBaktimore CyberTrust Root ‘Baltimore CyberTrust Root
-+ 9 Tused Root Ceriction Authoris 5] Clas 3 Public Primary Cerifct.. Clas 3 Public Primary Cerifcti.,
|COMODO RSA Certfcation Au... COMODO RSA Certification Auth...
s
b (] Enterprise Trust ElCopysighti ,
) pyright (<) 1957 Microsoft C... Copyright (c) 1997 Microsoft Corp.
- e 3lDigiCert Assured IDRoot CA DigiCert Assured D Root CA

b [ Trusted Publshers
b ] Untrusted Certificates
b (1 Third-Party Root Certifcation Authorites
b [ Trusted People
b [ Client Authentication ssuers
b (1 Remote Desktop
b [ Centificate Enrollment Requests
b (1 Smart Card Trusted Roots
Trusted Devices

b (1 Web Hosting
4 ) Certifcation Authority (Local)

4G domain-DC-CA

Revoked Certifcates

(5] Issued Certificates
Pending Requests
1 Failed Requests
1 Certifcate Templates

C5IDigiCert Global Root CA
5IDigiCert Global Root G2
C3IDigiCert High Assurance EV Ro...

domain-DC-CA
domain-DC-CA
domain-DC-CA
domain-DC-CA
DST Root CAX3
C3lEntrust Root Certfcation Auth... Entrust Root Certfication Authoriy
C3lGiobalSign GlobalSign
C3lGlobalSign GlobalSign
C3lGlobalSign Root CA GlobalSign Root CA
551Go Daddy Class 2 Certfcation .. Go Daddy Class 2 Certification Au...

DigiCert Global Root CA

‘domain-DC-CA

DigiCert High Assurance EV Root ..

Authority

>

Trusted Root Certfication Authorites store contains 39 certficates.






images/434615.jpg





images/372104.jpg





images/448266.jpg





images/440210.jpg
Internet

'

Threat
Defense

10.30.0.0/24

1

—
Virtual Router Virtual Router
Sales Warehouse
Gio/1 Gio/2

2
1 e (10.20.0.0/30 ) 10.40.0.0/30

Sales Warehouse
_Router 1 _Router 2

10.10.0.0/24 10.50.0.0/24 /ﬂ\
[ |

Sales Warehouse





images/448050.jpg





images/442539.jpg
Management

Host: 192.168.0.147

Status: (]





images/429898.jpg





images/371945.jpg
A\





images/447178.jpg





images/372090.jpg





images/448238.jpg





images/410319.jpg





images/446386.jpg
TLS Server Identity Discovery Q

Early application detection and URL categorization
We recommend that you enable early application detection and server identity.
Since TLS 1.3 certificates are encrypted, for traffic encrypted with TLS to match
access rules that use application or URL filtering, the system must decrypt it. The
setting decrypts the certificate only; the connection remains encrypted. Enabling
this option is sufficient to decrypt TLS 1.3 certificates; you do not need to create
a corresponding SSL decryption rule.

Revert to Defaults






images/434632.jpg





images/409815.jpg





images/447585.jpg





images/448102.jpg





images/417028.jpg





images/448294.jpg
Manager Access Interface

This is an advanced setting and need to be configured only if needed.

© See the online help for detailed steps.

Manage device by

Management Interface






images/425489.jpg





images/372119.jpg





images/372057.jpg





images/436586.jpg





images/447700.jpg





images/372055.jpg





images/446385.jpg
Add Realm Sequence o X

Name*

[ Americas and Europe

Description

Realms

+

Drag and drop to order your reaims






images/442544.jpg





images/371942.jpg





images/371944.jpg





images/448385.jpg





images/330472.jpg
Source Destination

—
i Inside Outside
—_— &

=
Real: 10.1.2.2 NAT Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet





images/417025.jpg





images/430127.jpg
Connection Events (switch workfiow)

Connections with A

n Details > Table View of Connection Events

No Search Constraints (Eit Search

Jump to... v

~ First Packet Last Packet Action Reason Initiator 1P

2018-09-17 09:57:45  2018-09-17 09:58:21  Allow

$ [ 2018-09-1709:57:43 2018-09-17 09:57:43 Interactive Block





images/442591.jpg
Add Static Route Configuration

Type: ® P O Pvs

Interface*

Avaifable Network C + Selected Network

[Qsearcn | [TAcd | [warehouse-server ¥
any-ipv4 e

1Pv4-Benchmark-Tests
1Pya-Link-Local
1Pv4-Multicast
1Pv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Ensure that egress virtualrouter has route to that destination

Gateway
Warehouse-Gateway v |+
Metric:

Tunneled: (] (Used only for defaut Route)

Route Tracking:

—

oK






images/372040.jpg





images/447463.jpg





images/410474.jpg





images/372073.jpg





images/446400.jpg
forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

otherforest.example.com

Active Directory server





images/446814.jpg





images/425490.jpg





images/423306.jpg
Add Rule

Name | Captive portal

@ Enables tnsert [nelow rule

Action [ Alow

A5

Zones Networks | VUAN Tags | sers|_Applcations [T Ul scryse Asriues

Inspection _ Logging _Comments.

Available Ports €

%, Search by name or value

# ro
# Btorrent
 ons_over Tcp
 ons_over o
Y

# e
#wres

# vone

# o

# wespce

‘Selected Source Ports (0)

Selected Destination Ports (0)

any any
hadto
Source
hadto
Destination
Protocol | TCP (6) v port|Enter| [_add | Protocol [TcP (6)






images/372083.jpg





images/436602.jpg





images/451292.jpg





images/447855.jpg





images/434635.jpg





images/446566.jpg





images/372079.jpg





images/372064.jpg





images/447720.jpg





images/434631.jpg





images/431272.jpg





images/447707.jpg





images/448267.jpg





images/425493.jpg





images/447769.jpg





images/447701.jpg





images/372031.jpg





images/448051.jpg





images/425809.jpg





images/448104.jpg





images/410318.jpg





images/372050.jpg





images/372097.jpg





images/454592.jpg
Add Rule L3 (-]
Name. Insert
SampleGoodRule | g Enabled into Mandatory -
e Time Range
Block 5 | None Y]+
Zones  Networks  VLANTags A Users  Applications  Ports  URLs  Dynamic Attributes Inspection  Logging  Comments
Available Attributes Selected Source Attributes (4) Selected Destination Attributes (1)
@ Search by name or value Security Group Tags Dynamic Objects
Security Group Tag v Contractors. . __azurel .
Auditors Add to Destination || Guests ¥
BYOD Device types
Developers BlackBerry ¥
Development_Servers
Employees
Guests Add a Location IP Address ][ Add
Network_Services
o Attrbutes of the same type (or example, SGT) match the rule if any afribute is matched.

Attributes of different types match the rule only if all attributes are matched. More info

Add






images/448151.jpg





images/372054.jpg





images/372004.jpg





images/436587.jpg





images/454602.jpg





images/404710.jpg





images/447497.jpg





images/417029.jpg





images/446565.jpg





images/448245.jpg





images/409814.jpg





images/425466.jpg





images/455665.jpg


images/442543.jpg





images/446178.jpg





images/427357.jpg





images/441611.jpg





images/448130.jpg





images/428582.jpg





images/372086.jpg





images/413925.jpg
G





images/420442.jpg





images/430147.jpg
Device 1:10.10.10.1 @_
Register with [
Management Center: blank
NAT ID: griffontaxes1

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Device 3:10.10.10.3
Register with
Management Center: blank
NAT ID: griffontaxes3

Management Center
IP Address: Behind PAT

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes1

Add Device 2:
IP address: 10.10.10.2
NAT ID: griffontaxes2

Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3





images/372135.jpg





images/447145.jpg





images/422718.jpg





images/448236.jpg





images/448265.jpg





images/447373.jpg





images/446465.jpg





images/373471.jpg





images/448105.jpg





images/372009.jpg





images/448268.jpg





images/372058.jpg





images/446175.jpg





images/429861.jpg





images/372078.jpg





images/435585.jpg





images/454623.jpg
Rules  Active Authentication  Identity Source.

Server Certificate * [ CaptivePortalCert .+
Rediectto Host Name @ [ GaptvoPortaNemork v | - & Supported nly i Snort 5.0 and above.

port* [ gss | (885 0r 1025 - 65535)
Maximum login* 3 | (0 or greater. Use 0 to indicate uniimited login attempts)
atempts

Active Authentication Response Page

‘This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication Type.

[Spempoiced ] o

* Required when using Active Authentication





images/372062.jpg





images/417027.jpg





images/452013.jpg





images/448101.jpg





images/447413.jpg





images/447179.jpg





images/372080.jpg





images/447859.jpg





images/442538.jpg
Disable Management

Managing this device will not be
possible f it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

)






images/442546.jpg





images/372071.jpg





images/442289.jpg





images/371994.jpg





images/447372.jpg





images/372024.jpg





images/448221.jpg





images/441620.jpg





images/436588.jpg





images/448237.jpg





images/448310.jpg





images/442540.jpg
Management @

Host: 192.168.0.147

Status: (]





images/446466.jpg





images/372023.jpg





images/372038.jpg





images/448293.jpg
Configuration

Version 710 7.1.0 (Build 1760)
Configuration Cleared No
FMC Access Mode Data Interface (Deploy pending) Management Interface

Connectivity Status Connected Connected





images/448110.jpg





images/447180.jpg





images/372169.jpg





images/448235.jpg





images/372053.jpg





images/447498.jpg





images/410320.jpg





images/454938.jpg





images/447854.jpg





images/448049.jpg





images/434394.jpg





images/446372.jpg
TLS Server Identity Discovery °

[ Early application detection and URL categorization
We recommend that you enable early application detection and server identity.
Since TLS 1.3 certificates are encrypted, for traffic encrypted with TLS to match
access rules that use application or URL fitering, the system must decrypt it. The
setting decrypts the certificate only; the connection remains encrypted. Enabling
this option is sufficient to decrypt TLS 1.3 certificates; you do not need to create
a corresponding SSL decryption rule.

gz o |






images/454598.jpg
Add New Realm o X

Name* Description

cosorest sxampie com i

Type AD Primary Domain
0 | [castorestexampie.com
Diectory Username* Diectory Password

e ————l

Group DN

| [ov-EastEngineatingdezeastioresd

Eg o

oup)

Directory Server Configuration

~ eastforest.example.com:389

HostnameP Address® o
[castorestoxampe.com D
Encrypton o certtate

None Select certificate v

Interface used to connect to Directory server @
Resolve via route lookup

Choose an interface

Default: Management/Diagnostic Interface v

e © Tt comectonsuccosded

Add another directory






images/372061.jpg





images/441532.jpg





images/372041.jpg





images/372035.jpg





images/448219.jpg





images/372018.jpg





images/441531.jpg





images/372105.jpg





images/372060.jpg





images/446368.jpg
Add Rule 7%
Name |Captive portal SsL © Enabled Tnsert | below rule 7] [
Action | (] Decrypt - Resign ~ | with InternalCA v | & 1 Replace Key Only
Zones  Networks  VLAN Tags m Applications  Ports Category Certificate DN CertStatus  Cipher Suite  Version Logging
Available Realms & Available Users & Selected Users (1)
[ Search by name orvaue | [ Searen by name or vaive & Special Identites/Unknown E]

@ Specil 1entes

& domain.example.com

& Failed Autnentiation

8 cuest

& o Authentication Required

|8 unknows | (Addis

Cancel






images/448233.jpg





images/448055.jpg





images/372249.jpg
e

Elvoaxie Woatasete B vatocy @ ot T expor0ats B new window

Connections (5 min)

Traftic Profile: Sample Traffic Profile
Connections over Time

(2011-11-16 11:50:00 - 2011-11-16 12:45:00)
&
+2 sttt deviations
an
\ 1 stortrt ceviaton
i

372249





images/372240.jpg





images/454599.jpg
forest.example.com

Enter description

Group and User Sync  Directory  Realm Configuration

AD Primary Domain

forest.example.com

Eg. domaincom

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN

u-Usersestdotorsstdc-oxa |

ou=EngineeringWest,de=forest,d

Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users
a search | Al except excluded None
CrossForestTest [Tineiuee |
AnotherCrosForestest =3
Groups;and users Engineersiest
are, downloaded ReguiarGroup

CrossForestGroup





images/412646.jpg





images/372134.jpg





images/444542.jpg
Add New Certificate (]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
5516X-4 v

Cert Enroliment*:

Select a certificate entrollment object v | +






images/426808.jpg





images/432141.jpg





images/446812.jpg





images/448126.jpg





images/442590.jpg
Add Static Route Configuration

Type: ® Pvd O PV
Available Network C' & Selected Network
@ Searcn | Vi ST =

any-ipva

1Pv4-Benchmark-Tests
1Pv4-Link-Local
1Pv4-Multicast
1P4-Private-10.0.0.0-8

1Pv4-Private-172.16.0.0-12

Gateway*

Tunneled: [ (Used only for default Route)

Route Tracking;

I —





images/448305.jpg
FMC Access - Configuration Details

FMC Access configuration on device is different from FMC. Review the differences and deploy the changes.

Configuration LI Output (SR I )

ftunnel-status-brief command output from FTD.

> sftunnel-status-brief

PEER:10.89.5.35
Peer channel Channel-A is valid type (CONTROL), using 'tap nlp', connected to '10.89.5.35' via '169.254.1.2"

Peer channel Channel-B is valid type (EVENT), using 'tap nlp', connected to '10.89.5.35' via '169.254.1.2"
Registration: Completed

IPV4 Connection to peer '10.89.5.35' Start Time: Thu Jun 25 17:17:13 2020 UTC

Heartbeat Send Time: Thu Aug 13 16:59:09 2020 UTC

Heartbeat Received Time: Thu Aug 13 17:00:09 2020 UTC

Last disconnect time : Thu Jun 25 17:11:37 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down
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Manager Access Interface

This is an advanced setting and need to be configured only if needed.

© See the online help for detailed steps.
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