Platform Settings for Classic Devices
The following topics explain Firepower platform settings and how to configure them on Classic devices:
• Introduction to Firepower Platform Settings, on page 1
• Configuring Firepower Platform Settings, on page 1
• The Access List, on page 2
• Audit Logs on Classic Devices, on page 4
• External Authentication Settings, on page 5
• Language Selection, on page 7
• Login Banners, on page 8
• Session Timeouts, on page 9
• SNMP Polling, on page 10
• STIG Compliance, on page 12
• Time and Time Synchronization (Classic Devices), on page 13

Introduction to Firepower Platform Settings
Platform settings for Firepower Classic managed devices configure a range of unrelated features whose values
you might want to share among several devices. In this case, 7000 and 8000 Series, ASA FirePOWER modules,
and NGIPSv devices. Even if you want different settings per device, you must create a shared policy and
apply it to the desired device.
Related Topics
Platform Settings Policies for Managed Devices
System Configuration Settings

Configuring Firepower Platform Settings
Smart License

Classic License

Supported Devices Supported Domains Access

Any

Any

Classic

Any

Admin

To configure platform settings, you can edit an existing platform settings policy or create a new policy. If you
edit a platform settings policy that is currently deployed to a device, redeploy the policy after you have saved
your changes.
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Procedure

Step 1

Choose Devices > Platform Settings.
The Platform Settings page appears, including a list of the existing policies.

Step 2

Create a new policy or edit an existing policy.
• To create a new policy, see Creating a Platform Settings Policy.
• To edit an existing policy, click the edit icon (

) next to the policy that you want to edit.

The Edit Policy page appears. You can change the policy name and policy description. For information about
configuring each aspect of the platform settings policy, see one of the following sections:
• Configuring the Access List for Your System
• Configure the Audit Log for External Streaming
• Enabling External Authentication to Classic Devices, on page 6
• Specifying a Different Language
• Adding a Custom Login Banner
• Configuring Session Timeouts
• Configuring SNMP Polling
• Enabling STIG Compliance
• Synchronizing Time on Classic Devices, on page 14
Step 3

(Optional) Click Policy Assignment to choose the Available Devices where you want to deploy the policy.
Click Add to Policy (or drag and drop) to add the selected devices.
You can enter a search string in the Search field to narrow the list of devices.

Step 4

Click Save.

What to do next
• Deploy configuration changes; see Deploy Configuration Changes.

The Access List
On Firepower Management Center and Classic managed devices, you can use access lists to limit access to
the system by IP address and port. By default, the following ports are enabled for any IP address:
• 443 (HTTPS)—Used for web interface access.
• 22 (SSH)—Used for command line access.
You can also add access to poll for SNMP information over port 161.

Caution

By default, access is not restricted. To operate in a more secure environment, consider adding access for
specific IP addresses and then deleting the default any option.
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Configuring the Access List for Your System
Smart License

Classic License

Supported Devices Supported Domains Access

Any

Any

FMC

Any

Admin

Classic
This configuration applies to either a Firepower Management Center or a Classic managed device (7000 and
8000 Series, ASA FirePOWER, and NGIPSv):
• For the Firepower Management Center, this configuration is part of the system configuration.
• For a Classic managed device, you apply this configuration from the Firepower Management Center as
part of a platform settings policy.
In either case, the configuration does not take effect until you save your system configuration changes or
deploy the shared platform settings policy.
Note that this access list does not control external database access.
Procedure

Step 1

Depending on whether you are configuring a Firepower Management Center or a Classic managed device:
• FMC—Choose System > Configuration.
• Managed device—Choose Devices > Platform Settings and create or edit a Firepower policy.

Step 2

Click Access List.

Step 3

Optionally, to delete one of the current settings, click the delete icon (
Caution

).

If you delete access for the IP address that you are currently using to connect to the appliance
interface, and there is no entry for “IP=any port=443”, you will lose access to the system when
you deploy the policy.

Step 4

To add access for one or more IP addresses, click Add Rules.

Step 5

In the IP Address field, enter an IP address or address range, or any.

Step 6

Choose SSH, HTTPS, SNMP, or a combination of these options to specify which ports you want to enable
for these IP addresses.

Step 7

Click Add.

Step 8

Click Save.

What to do next
• Deploy configuration changes; see Deploy Configuration Changes.
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Audit Logs on Classic Devices
Classic devices record the activity of management center users in read-only audit logs.
You can review audit log data in several ways:
• Audit logs are presented in a standard event view in the web interface. From this event view, you can
view, sort, and filter audit log messages based on any item in the audit view. You can easily delete and
report on audit information and you can view detailed reports of the changes that users make. See Auditing
the System.
• You can configure Classic devices to send audit log messages to the syslog.
• You can configure Classic devices to stream audit log messages to an HTTP server.
Streaming audit log data to an external syslog or HTTP server allows you to conserve space on the local
device. See Configuring the Audit Log for External Streaming from Classic Devices, on page 4.

Configuring the Audit Log for External Streaming from Classic Devices
Smart License

Classic License

Supported Devices Supported Domains Access

N/A

Any

Classic

Any

Admin

The following is an example of the output structure:
Date Time Host [Tag] Sender: [User_Name]@[User_IP], [Subsystem], [Action]

where the local date, time, and hostname precede the bracketed optional tag, and the sending device name
precedes the audit log message.
For example:
Mar 01 14:45:24 localhost [TAG] Dev-DC3500: admin@10.1.1.2, Operations > Monitoring, Page
View

Before you begin
• Ensure that the external host is functional and accessible from the system sending the audit log.
Procedure

Step 1

Choose Devices > Platform Settings.

Step 2

Create or edit a Firepower policy.

Step 3

Click Audit Log.

Step 4
Step 5

Choose Enabled from the Send Audit Log to Syslog drop-down menu.
Designate the destination host for the audit information by using the IP address or the fully qualified name
of the host in the Host field. The default port (514) is used.
Caution

If the computer you configure to receive an audit log is not set up to accept remote messages, the
host will not accept the audit log.
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Step 6

Choose a syslog Facility.

Step 7

Choose a Severity.

Step 8

Optionally, insert a reference tag in the Tag (optional) field.

Step 9

To send regular audit log updates to an external HTTP server, choose Enabled from the Send Audit Log to
HTTP Server drop-down list.

Step 10

In the URL to Post Audit field, designate the URL where you want to send audit information. You must
enter an URL that corresponds to a listener program that expects the HTTP POST variables as listed:
• subsystem
• actor
• event_type
• message
• action_source_ip
• action_destination_ip
• result
• time
• tag (if defined, as above)
Caution

Step 11

To allow encrypted posts, you must use an HTTPS URL. Note that sending audit information to an
external URL may affect system performance.

Click Save.

What to do next
• Make sure the policy is assigned to your devices. See Setting Target Devices for a Platform Settings
Policy.
• Deploy configuration changes; see Deploy Configuration Changes.

External Authentication Settings
If you create an authentication object referencing an external authentication server, you can enable external
authentication to let users logging into the managed device authenticate to that server, rather than using the
local database.
When you enable external authentication, the system verifies the user credentials against users on an LDAP
or RADIUS server. In addition, if a user has local, internal authentication enabled and the user credentials are
not found in the internal database, the system then checks the external server for a set of matching credentials.
If a user has the same username on multiple systems, all passwords across all servers work. Note, however,
that if authentication fails on the available external authentication servers, the system does not revert to
checking the local database.
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When you enable external authentication, you can set the default user role for any user whose account is
externally authenticated. You can select multiple roles, as long as those roles can be combined. For example,
if you enable external authentication that retrieves only users in the Network Security group in your company,
you may set the default user role to include the Security Analyst role so users can access collected event data
without any additional user configuration on your part. However, if your external authentication retrieves
records for other personnel in addition to the security group, you would probably want to leave the default
role unselected.
If no access role is selected, users can log in but cannot access any functionality. After a user attempts to log
in, their account is listed on the user management page (System > Users), where you can edit the account
settings to grant additional permissions.

Tip

If you configure the system to use one user role and apply the policy, then later modify the configuration to
use different default user roles, any user accounts created before the modification retain the first user role
until you modify the accounts, or delete and recreate them.
If you want to specify the set of users who can authenticate against the LDAP server for shell access or for
CAC authentication and authorization, you must create separate authentication objects for each and enable
the objects separately.
If a user with internal authentication attempts to log in, the system first checks if that user is in the local user
database. If the user exists, the system then checks the username and password against the local database. If
a match is found, the user logs in successfully. If the login fails, however, and external authentication is
enabled, the system checks the user against each external authentication server in the authentication order
shown in the configuration. If the username and password match results from an external server, the system
changes the user to an external user with the default privileges for that authentication object.
If an external user attempts to log in, the system checks the username and password against the external
authentication server. If a match is found, the user logs in successfully. If the login fails, the user login attempt
is rejected. External users cannot authenticate against the user list in the local database. If the user is a new
external user, an external user account is created in the local database with the default privileges from the
external authentication object.
Related Topics
User Accounts

Enabling External Authentication to Classic Devices
Smart License

Classic License

Supported Devices Supported Domains Access

Any

Any

7000 & 8000

Any

Before you begin
• Configure external authentication objects as described in External Authentication.
Procedure

Step 1

Choose Devices > Platform Settings and create or edit a Firepower policy.

Platform Settings for Classic Devices
6

Admin

Platform Settings for Classic Devices
Language Selection

Step 2

Click External Authentication.

Step 3

From the Status drop-down list, choose Enabled.

Step 4

From the Default User Role drop-down list, choose user roles to define the default permissions you want to
grant to externally authenticated users.

Step 5

If you want to use the external server to authenticate CLI or shell access accounts, choose Enabled from the
Shell Authentication drop-down list.

Step 6

If you want to enable CAC authentication and authorization, choose an available CAC authentication object
from the CAC Authentication drop-down list. For information about configuring CAC authentication and
authorization, see CAC Authentication.

Step 7

Check the check boxes next to the each external authentication object that you want to use. If you enable more
than 1 object, then users are checked against servers in the order specified. See the next step to reorder servers.
If you enable shell authentication, you must enable an external authentication object that includes a Shell
Access Filter. CLI/shell access users can only authenticate against the server whose authentication object is
highest in the list.
If you need both CLI and CAC authentication, you must use separate authentication objects for each purpose.

Step 8

(Optional) Use the up and down arrows to change the order in which authentication servers are accessed when
an authentication request occurs.

Step 9

Click Save.

What to do next
• Deploy configuration changes; see Deploy Configuration Changes.

Language Selection
You can use the Language page to specify a different language for the web interface.

Specifying a Different Language
Smart License

Classic License

Supported Devices Supported Domains Access

Any

Any

FMC

Any

Admin

7000 & 8000 Series
This configuration applies to either a Firepower Management Center or a 7000 and 8000 Series managed
device.
• For the Firepower Management Center, this configuration is part of the system configuration.
• For a 7000 and 8000 Series managed device, you apply this configuration from the Firepower Management
Center as part of a platform settings policy.
In either case, the configuration does not take effect until you save your system configuration changes or
deploy the shared platform settings policy.
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Caution

The language you specify here is used for the web interface for every user who logs into the appliance.
Procedure

Step 1

Depending on whether you are configuring a Firepower Management Center or a Classic managed device:
• FMC—Choose System > Configuration.
• Managed device—Choose Devices > Platform Settings and create or edit a Firepower policy.

Step 2

Click Language.

Step 3

Choose the language you want to use.

Step 4

Click Save.

What to do next
• Deploy configuration changes; see Deploy Configuration Changes.

Login Banners
You can use the Login Banner page to specify session, login, or custom message banners for a security
appliance or shared policy.
You can use spaces but not tabs in banner text. You can specify multiple lines of text for the banner. If your
text includes empty lines, the system displays this as a carriage return (CR) in the banner. You can only use
ASCII characters, including new-line (press the Enter key), which counts as two characters.
When you access the security appliance through Telnet or SSH, the session closes if there is not enough system
memory available to process the banner messages, or if a TCP write error occurs when attempting to display
the banner messages.

Adding a Custom Login Banner
Smart License

Classic License

Supported Devices Supported Domains Access

Any

Any

FMC

Any

Admin

Classic
You can create a custom login banner that appears to users logging in via either SSH or the web interface.
This configuration applies to either a Firepower Management Center or a Classic managed device (7000 and
8000 Series, ASA FirePOWER, and NGIPSv):
• For the Firepower Management Center, this configuration is part of the system configuration.
• For a Classic managed device, you apply this configuration from the Firepower Management Center as
part of a platform settings policy.
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In either case, the configuration does not take effect until you save your system configuration changes or
deploy the shared platform settings policy.
Procedure

Step 1

Depending on whether you are configuring a Firepower Management Center or a Classic managed device:
• FMC—Choose System > Configuration.
• Managed device—Choose Devices > Platform Settings and create or edit a Firepower policy.

Step 2

Choose Login Banner.

Step 3

In the Custom Login Banner field, enter the login banner text you want to use.

Step 4

Click Save.

What to do next
• Deploy configuration changes; see Deploy Configuration Changes.

Session Timeouts
Unattended login sessions of the Firepower System web interface or auxiliary command line interface may
be security risks. You can configure, in minutes, the amount of idle time before a user’s login session times
out due to inactivity. You can also set a similar timeout for shell (command line) sessions.
Your deployment may have users who plan to passively, securely monitor the web interface for long periods
of time. You can exempt users from the web interface session timeout with a user configuration option. Users
with the Administrator role, whose complete access to menu options poses an extra risk if compromised,
cannot be made exempt from session timeouts.

Configuring Session Timeouts
Smart License

Classic License

Supported Devices Supported Domains Access

Any

Any

FMC

Any

Admin

Classic
This configuration applies to either a Firepower Management Center or a Classic managed device (7000 and
8000 Series, ASA FirePOWER, and NGIPSv):
• For the Firepower Management Center, this configuration is part of the system configuration.
• For a Classic managed device, you apply this configuration from the Firepower Management Center as
part of a platform settings policy.
In either case, the configuration does not take effect until you save your system configuration changes or
deploy the shared platform settings policy.
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Procedure

Step 1

Depending on whether you are configuring a Firepower Management Center or a Classic managed device:
• FMC—Choose System > Configuration.
• Managed device—Choose Devices > Platform Settings and create or edit a Firepower policy.

Step 2

Click Shell Timeout.

Step 3

You have the following choices:
• To configure session timeout for the web interface, enter a number (of minutes) in the Browser Session
Timeout (Minutes) field. The default value is 60; the maximum value is 1440 (24 hours). For information
on how to exempt users from this session timeout, see User Account Login Options.
• To configure session timeout for the command line interface, enter a number (of minutes) in the Shell
Timeout (Minutes) field. The default value is 0; the maximum value is 1440 (24 hours).

Step 4

Click Save.

What to do next
• Deploy configuration changes; see Deploy Configuration Changes.

SNMP Polling
You can enable Simple Network Management Protocol (SNMP) polling for Firepower Management Centers
and Classic managed devices. This feature supports use of versions 1, 2, and 3 of the SNMP protocol.
This feature allows access to:
• The standard management information base (MIB), which includes system details such as contact,
administrative, location, service information, IP addressing and routing information, and transmission
protocol usage statistics
• Additional MIBs for 7000 and 8000 Series managed devices that include statistics on traffic passing
through physical interfaces, logical interfaces, virtual interfaces, ARP, NDP, virtual bridges, and virtual
routers

Note

When selecting SNMP versions for the SNMP protocol, note that SNMPv2 only supports read-only communities
and SNMPv3 only supports read-only users. SNMPv3 also supports encryption with AES128.
Note that enabling the SNMP feature does not cause the system to send SNMP traps; it only makes the
information in the MIBs available for polling by your network management system.
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Configuring SNMP Polling
Smart License

Classic License

Supported Devices Supported Domains Access

Any

Any

FMC

Any

Admin

Classic
This configuration applies to either a Firepower Management Center or a Classic managed device (7000 and
8000 Series, ASA FirePOWER, and NGIPSv):
• For the Firepower Management Center, this configuration is part of the system configuration.
• For a Classic managed device, you apply this configuration from the Firepower Management Center as
part of a platform settings policy.
In either case, the configuration does not take effect until you save your system configuration changes or
deploy the shared platform settings policy.

Note

You must add SNMP access for any computer you plan to use to poll the system. Note that the SNMP MIB
contains information that could be used to attack your deployment. Cisco recommends that you restrict your
access list for SNMP access to the specific hosts that will be used to poll for the MIB. Cisco also recommends
you use SNMPv3 and use strong passwords for network management access.
SNMPv3 only supports read-only users and encryption with AES128.
Before you begin
• Add SNMP access for each computer you plan to use to poll the system as described in Configuring the
Access List for Your System.
Procedure

Step 1

Depending on whether you are configuring a Firepower Management Center or a Classic managed device:
• FMC—Choose System > Configuration.
• Managed device—Choose Devices > Platform Settings and create or edit a Firepower policy.

Step 2

Click SNMP.

Step 3
Step 4

From the SNMP Version drop-down list, choose the SNMP version you want to use.
You have the following choices:
• If you chose Version 1 or Version 2, enter the SNMP community name in the Community String field.
Go to step 13.
Note

SNMPv2 only supports read-only communities.

• If you chose Version 3, click Add User to display the user definition page.
Note

SNMPv3 only supports read-only users and encryption with AES128.
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Step 5

Enter a Username.

Step 6

Choose the protocol you want to use for authentication from the Authentication Protocol drop-down list.

Step 7

Enter the password required for authentication with the SNMP server in the Authentication Password field.

Step 8

Re-enter the authentication password in the Verify Password field.

Step 9

Choose the privacy protocol you want to use from the Privacy Protocol list, or choose None to not use a
privacy protocol.

Step 10

Enter the SNMP privacy key required by the SNMP server in the Privacy Password field.

Step 11

Re-enter the privacy password in the Verify Password field.

Step 12

Click Add.

Step 13

Click Save.

What to do next
• Deploy configuration changes; see Deploy Configuration Changes.

STIG Compliance
Organizations within the United States federal government sometimes need to comply with a series of security
checklists set out in Security Technical Implementation Guides (STIGs). The Firepower System supports
compliance with STIG requirements established by the United States Department of Defense.
If you enable STIG compliance on any appliances in your deployment, you must enable it on all appliances.
Non-compliant managed devices cannot be registered to STIG-compliant Firepower Management Centers
and STIG-compliant devices cannot be registered to non-compliant Firepower Management Centers.
Enabling STIG compliance does not guarantee strict compliance to all applicable STIGs. .
When you enable STIG compliance, password complexity and retention rules for local shell access accounts
change. In addition, you cannot use SSH remote storage when in STIG compliance mode.

Caution

You cannot disable this setting without assistance from Support. In addition, this setting may substantially
impact the performance of your system. Cisco does not recommend enabling STIG compliance except to
comply with Department of Defense security requirements.

Enabling STIG Compliance
Smart License

Classic License

Supported Devices Supported Domains Access

Any

Any

FMC

Any

Admin

Classic
This configuration applies to either a Firepower Management Center or a Classic managed device (7000 and
8000 Series, ASA FirePOWER, and NGIPSv):
• For the Firepower Management Center, this configuration is part of the system configuration.
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• For a Classic managed device, you apply this configuration from the Firepower Management Center as
part of a platform settings policy.
In either case, the configuration does not take effect until you save your system configuration changes or
deploy the shared platform settings policy.

Caution

If you enable STIG compliance on any appliances in your deployment, you must enable it on all appliances.
You cannot disable this setting without assistance from Support. In addition, this setting may substantially
impact the performance of your system. Cisco does not recommend enabling STIG compliance except to
comply with Department of Defense security requirements.
Procedure

Step 1

Depending on whether you are configuring a Firepower Management Center or a Classic managed device:
• FMC—Choose System > Configuration.
• Managed device—Choose Devices > Platform Settings and create or edit a Firepower policy.

Step 2

Click STIG Compliance.
Note

Appliances reboot when you enable STIG compliance. The Firepower Management Center reboots
when you save the system configuration; managed devices reboot when you deploy configuration
changes.

Step 3

If you want to permanently enable STIG compliance on the appliance, choose Enable STIG Compliance.

Step 4

Click Save.

What to do next
• Deploy configuration changes; see Deploy Configuration Changes.
• If your appliances were updated from versions earlier than Version 5.2.0, enabling STIG compliance
regenerates appliance certificates. After you enable STIG compliance across your deployment, re-register
managed devices to the Firepower Management Center.

Time and Time Synchronization (Classic Devices)
Synchronizing the system time on your Firepower Management Center and its managed devices is essential
to successful operation of your Firepower System.
Use a Network Time Protocol (NTP) server to synchronize system time on FMC and all devices.

Caution

Unintended consequences may occur when time is not synchronized between the Firepower Management
Center and managed devices.
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Synchronizing Time on Classic Devices
Smart License

Classic License

Supported Devices Supported Domains Access

N/A

Any

7000 & 8000 Series Any

Admin

ASA FirePOWER
NGIPSv
Synchronizing the system time on your Firepower Management Center and its managed devices is essential
to successful operation of your Firepower System.
Before you begin
• If your organization has one or more NTP servers, use the same NTP server or servers for your devices
that you have configured for Time Synchronization on your FMC on the System > Configuration page.
Copy the specified value.
• If your managed devices cannot reach your NTP server or your organization does not have one, you must
configure your Firepower Management Center to serve as an NTP server. See Synchronize Time Without
Access to a Network NTP Server.
Procedure

Step 1

Choose Devices > Platform Settings.

Step 2

Create or edit a Firepower policy.

Step 3

Click Time Synchronization.

Step 4

Specify how time is synchronized on Classic managed devices:
• Choose Via NTP from Management Center if your Firepower Management Center is configured to
serve as an NTP server.
• Choose Via NTP from to receive time from an NTP server on your network. In the text box, enter the
same IP address(es) or hostname(s) that you entered on your FMC on the System > Configuration >
Time Synchronization page.

Step 5

Click Save.

What to do next
• Make sure the policy is assigned to your devices. See Setting Target Devices for a Platform Settings
Policy.
• Deploy configuration changes; see Deploy Configuration Changes.
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Note

It may take a few minutes for managed devices to synchronize with the configured NTP servers. In addition,
if you are synchronizing managed devices to a FMC that is configured as an NTP server, and the FMC itself
is configured to use an NTP server, it may take some time for the time to synchronize. This is because the
FMC must first synchronize with its configured NTP server before it can serve time to the managed device.

View Current System Time, Source, and NTP Server Connection Status for
NGIPS Devices
Smart License

Classic License

Supported Devices Supported Domains Access

N/A

Any

7000 and 8000
Series

Global only

Admin

Use this procedure to verify system time information on 7000 and 8000 Series hardware devices.
Time settings are displayed on most pages in local time using the time zone you set on the Time Zone page
in User Preferences (the default is America/New York), but are stored on the appliance using UTC time.
In addition, the current time appears in UTC at the top of the Time Synchronization page (local time is displayed
in the Manual clock setting option, if enabled).

Restriction

The Time Zone function (in User Preferences) assumes that the default system clock is set to UTC time. DO
NOT ATTEMPT TO CHANGE THE SYSTEM TIME. Be advised that changing the system time from UTC
is NOT supported, and doing so will require you to reimage the device to recover from an unsupported state.
Procedure

Step 1

Log on to the local web interface of your NGIPS hardware device.
For information, see Logging Into the Web Interface of a 7000 or 8000 Series Device.

Step 2

Choose System > Configuration.

Step 3

Click Time.
If your appliance uses an NTP server: For information about the table entries, see NTP Server Status.

NTP Server Status
When the system is synchronizing time from an NTP server, you can view the NTP Status from the Firepower
Management Center's Time page (under the System > Configuration menu) and from the local web interface
of 7000 and 8000 Series devices:
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Table 1: NTP Status

Column

Description

NTP Server

The IP address and name of the configured NTP server.

Status

The status of the NTP server time synchronization:
• Being Used indicates that the appliance is synchronized with the NTP server.
• Available indicates that the NTP server is available for use, but time is not
yet synchronized.
• Not Available indicates that the NTP server is in your configuration, but
the NTP daemon is unable to use it.
• Pending indicates that the NTP server is new or the NTP daemon was
recently restarted. Over time, its value should change to Being Used,
Available, or Not Available.
• Unknown indicates that the status of the NTP server is unknown.

Offset

The number of milliseconds of difference between the time on the appliance and
the configured NTP server. Negative values indicate that the appliance is behind
the NTP server, and positive values indicate that it is ahead.

Last Update

The number of seconds that have elapsed since the time was last synchronized
with the NTP server. The NTP daemon automatically adjusts the synchronization
times based on a number of conditions. For example, if you see larger update
times such as 300 seconds, that indicates that the time is relatively stable and the
NTP daemon has determined that it does not need to use a lower update increment.
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