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Messages

The Messages page shows your messages and search results and allows you to look for possible compromises. You can
display up to 100 messages per page.

Messages Page Icons

The following table shows icons used on the Messages page and their meanings.

Table 1 Messages Page Icons

Icon Name Description

& Links Message contains link(s).

By Attachments Message contains attachment(s).

(1] Manually Remediated or Message was manually remediated
Manually Reclassified or reclassified. The icon shows next
to the Action if the message was
remediated and next to the Verdict
if the message was reclassified.

@ Retrospective Verdict A Retrospective Verdict was
applied. A Retrospective Verdict is
one that was applied after the
message was first scanned by
Secure Email Threat Defense.

Allowed Message was allowed based on the
item indicated: Allow List, MS Allow
List, or Safe Sender.

Verdict Override Verdict was overridden based on a
Verdict Override message rule.

v Bypass Analysis Message was not analyzed
because of a Bypass Analysis
message rule. The type of rule,
either Safe Sender or Phish Test, is
indicated.

] BEC Message has been marked as
Business Email Compromise (BEC),
either manually or through
auto-remediation.

o Scam Message has been marked as
Scam, either manually or through
auto-remediation.

oJ Phishing Message has been marked as
Phishing, either manually or through
auto-remediation.

Cisco Systems, Inc. WWW.Cisco.com
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Search and Filter

Table 1 Messages Page Icons
Icon Name Description

- Malicious Message has been marked as
Malicious, either manually or
through auto-remediation.

0 Spam Message has been marked as
Spam, either manually or through
auto-remediation.

= Graymail Message has been marked as
Graymail. Graymail is mail that has
been determined to be marketing,
social, or junk.

& Neutral Message has been marked as
Neutral.

o Incoming Mail received from outside your
0365 tenant.

Internal Mail sent within your O365 tenant.

e Outgoing Mail sent to recipients outside of
your 0365 tenant

Search and Filter

Use the calendar control to show data for a defined time period (most recent Day, Week, or Month), or a Custom time
frame within the last 90 days.

m i ! J a0 17, 2024 400 PM MET fan 74, 2024 4-00 P MET

Use the search field to search for strings or indicators of interest, such as hashes or URLs.
Messages o souonwe recipicnl, I

Filter Panel

Use the filter panel to refine your search. For example, you may want to see all mail sent from a specific sender, mail with
a specific verdict, mail with attachments or links, mail that has been reclassified, mail that has been moved to Junk, and
SO on.

1. Click the arrow to expand the filter panel.
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Verdicts

2. Make your selections, then click Apply. Note that you must have at least one item selected under Verdict.

B veniict

Use the Reset Filters button to reset the filters to their defaults.

Messages Graph and Quick Filter

The messages graph and quick filter across the top of the Messages page provides a graphical view of your message
traffic. Use this graph to quickly filter your messages. The graph includes:

B A Threat and category breakout to view totals and easily filter for threats
B A Quarantine total you can use to filter for quarantined items

B Message Direction totals you can use to quickly filter by direction

13K

W
BN

salieisagy

I

Verdicts

Secure Email Threat Defense applies the following threat verdicts to messages:

B BEC: Business Email Compromises (BEC) are sophisticated scams that use social engineering and intrusion
techniques to cause financial damage to the organization.

B Scam: Scams are focused on causing financial harm to individuals using techniques such as lottery or extortion
fraud.
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Message Report

B Phishing: These messages have been convicted of fraudulently copying or mimicking legitimate services in an
attempt to acquire sensitive information such as user names, passwords, credit card numbers, and more.

B Malicious: These messages have been convicted of containing, serving, or supporting the delivery or propagation
of malicious software.

Retrospective Verdicts

A retrospective verdict is one that was applied to a message sometime after the message was first scanned by Secure
Email Threat Defense.

A retrospective verdict in Secure Email Threat Defense is slightly different that in other Cisco security products. Although
Secure Email Threat Defense is not an inline mail processor, it does have a fixed time range for completing its initial
analysis of a message. Newer content engines that have longer analysis times, such as Talos’ Deep URL Analysis, are
treated as a retrospective verdict. As the verdict is delayed, so is the remediation. Thus, Secure Email Threat Defense
tags these convictions distinctly.

Retrospective verdicts are indicated on the Messages page next to the Verdict with a blue icon. Hover your cursor over
the icon to see the time the retrospective verdict was applied and the difference between when the message was
received and when the verdict was applied.

L Retrospective verdict
Q Applod at: & 38 am

. lt'T-":- ) B

Message Report

The message report allows you to investigate details about a message. Select the > icon or click anywhere on a message
row to access the report for that message.

& e o L Miaw 12 2024 11 & 0 nsariieg I:]
The message report shows details about a message including:
B Message direction, Microsoft Message ID, and if the message was read at the time of remediation
®  Timeline
B Verdict and Techniques
B Sender Information
B Sender Messages
B Recipient information including Recipients, Envelope Recipients, and Mailboxes
H  Links
H  Attachments

B Email Preview
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Message Report

The message report also gives access to Conversation View and EML Downloads.

Bin b e MRl e

Subject: Holo Timaline! =

(5 incoming Recsivid M 07 2004 0230 PO ST Mssasge il - 5 T Mok R

erdict & Techniguas Tandsr for=ation

B saicious

Sandet Heusages (Last X3 Dari)

Timeline
The Timeline for a message is shown on the messages report.
Timeline
Fap 13 2024 01229°41 PM Fad 13 2024 01:40710 P Fap 13 2024 Q42108 PM
L @
Received Incoming Werdict Phishing Manisal Mamual
Reclassifiad by Remediated by
B et to romeia

The timeline shows:

B Received: when a message was received and details about the message direction

B Rule: information about any message rule that was applied

®  Verdict: information about any verdict that was rendered or applied and who performed the action

B Action: information about any action that was taken on the message and who performed the action. This includes:
— Where and how a message was moved

— Information about any remediation errors on the message and which mailboxes had the errors
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Message Report

Verdict and Techniques

The Verdict and Techniques panel shows a visual representation of the verdict applied to a message and techniques
detected that may have contributed to the verdict. Techniques are color coded to indicate their severity. Malicious file
names/SHA256 and URLs are shown dynamically when available. Static descriptions are shown when dynamic text is
not possible.

You can remediate and/or reclassify a message directly from this panel. Click the Remediate & Reclassify button, then
follow the directions provided in Move and Reclassify Messages, page 29.

verdier & Techniqees

t]  Fhishing

FHLGRRT S0 I U8 MLSWNT

Sender Information

The Sender Information panel shows information known about the sender of the message including name, email address,
return path, reply to, SMTP server and client IPs and X-Originating IP.

Serrler Inleomation

Sender Messages

The Sender Messages graph shows the total messages sent and total threat messages sent by the sender of the

message over the last 30 days. This can help you quickly see if there is any pattern of threat messages from the user.
Sender Messages (Lait 30 Daysz)

BEC: 10 Scam: 12 Phishing: 14 Maliciows: N B Messages(70) [l Threats(47)
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Message Report

Recipient Information

The Recipients and Envelope Recipients panels show information about who the message was sent to.

Reciplents (1) Frvelope Reciplents (1)

Mailbox List

The Mailbox List shows a list of end-user mailboxes that received incoming and internal messages. The list also shows
if the message was read prior to the last remediation action and any remediation errors on the message. Remediation
errors can occur if a user deleted or moved a messages before the system tried to remediate it.

Mallbox List (3)

+ C

MAIIBORKES

Status at tima of remediation Hemmediation Enmors
i { _l:: [+] het Resd Mane
f_:' Unkmiawm Hesowrce is not hound
__-z E Kot Read Mo

Links and Attachments

The Links and Attachment panels show information about links and attachments found in the message.

Links (£} Attachaments (0]
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Message Report

Email Preview

The Email Preview allows super-admin and admin users to request and see a message as it appears to the end-user
without needing to download the EML file. The message is shown as an image. Click the Open Email Preview button to
see the preview.

Dl Presdhew (ovalable)

Ermasd

An audit log record is created when a user previews a message. The audit log is available for download from
Administration > Business > Preferences.

Conversation View

Conversation view provides a holistic view of a conversation. Use the conversation view to track the messages in a
conversation and gain a complete understanding of the mail flow. This can be useful in determining where a threat
originated and how it spread within your organization.

When you are in the message report, click the Conversation View button on the top right of the page to see messages
that are connected to a specific email.

| Conversation View [

Click the + icons to expand nodes of the conversation so you can see messages that came earlier or later in the
conversation. Nodes that are expanded are added to the message grid shown below the nodes. Nodes and messages
are color-coded to indicate direction: Incoming, Outgoing, or Internal.
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Move and Reclassify Messages

The number within the node circle indicates how many addresses the message was sent to. An icon within a node
indicates if a threat was detected or a verdict was applied. When you select a node, the corresponding message in the
grid is highlighted.

7R S G

a1 2004 1 ¢ Corerumee 3 incoming
e 16 204 L5 o B Comarnanoe ) angcirg
it 1 P00 K T Corearisbon B mugeng

XDR Pivot Menu

If your Secure Email Threat Defense business is integrated with Cisco XDR you can access the XDR pivot menu from
within the message report. For information about integrating with XDR, see XDR, page 55.

Move and Reclassify Messages

Use the Messages page to move or reclassify messages if you think they have been incorrectly classified. You can move
or reclassify up to 100 messages at a time by changing the number of messages displayed per page. You can also move
and reclassify a message directly from the Verdict & Techniques panel of the Message Report page.

You can also move and reclassify messages using the Remediation and Reclassification API. See the API guide for details
https://developer.cisco.com/docs/message-search-api/.

Note: Reclassifying only affects the verdict on the selected message(s). It does not indicate any change in action on
future messages from the selected sender or based on the message content. The message will be queued for review by
Cisco Talos. Talos may use the feedback to influence future classifications. For false positive messages, consider adding
Verdict Override Rules, page 51.

About Hybrid Exchange Accounts

Secure Email Threat Defense can act only on mailboxes located in Exchange Online (O365). If you are in the process of
migrating your mailboxes from on-premises Exchange to Exchange Online (O365), remediation (move or deletion) will

only work for mailboxes located in Exchange Online (0365). You will not be notified that the remediation for on-premises
Exchange mailboxes has failed.

Read Remediation Mode
If you are in Read mode, you can reclassify (apply a different verdict to) messages.

1. Select the message(s) you want to reclassify.
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Move and Reclassify Messages

2. Select a verdict from the drop-down menu. You can reclassify the messages as BEC, Scam, Phishing, Malicious,
Spam, Graymail, or Neutral or you can select Keep verdict.

Reclassify: | Select verdict e

I
2 BeC i

- Vi)

| # Scam
5 lﬁd Phishing
B Malcious
» lt.l'.ﬂ Spam
& Graymail
l D& newral

5 ILT r Keep verdict

3. Click Update to apply the new classification.

Read/Write Remediation Mode

If you are in Read/Write remediation mode, you can move suspicious messages out of user Inboxes and into their Junk
or Trash, or to a Quarantine folder they cannot access. Similarly, if you determine a message that was moved to Junk,
Trash, or Quarantine is not suspicious, you can move it back to user Inboxes. You can also Delete messages entirely. This
process also allows you to reclassify (apply a different verdict to) messages.

1. Select the message(s) you want to move or reclassify.

2. Select a verdict from the Reclassify drop-down menu. You can reclassify the messages as BEC, Scam, Phishing,
Malicious, Spam, Graymail, or Neutral, or you can select Keep verdict.

Reclassify; | Select verdict ]E1 Request Action:

W
& pEC ¥
== Wire Ruile Received 5
# Scam
. =3 oJ Phishing Jul 26 2022 05:52 AM MOT
& Malicious
l | @ Spam Jul T8 30232 05952 AN MOT
&= Graymail
Jul 36 20220551 AM MOT
g I D & neutral ' j

| » Keep verdict
Iu- P Jusl 78 7077 05 1 AM MOT

3. Select an action from the Request Action drop-down menu. You can Move to Junk, Move to Trash, Move to Inbox,
Move to Quarantine, Delete, or you can select Do Not Move.

Reclassify: | Phushing «  Request Action: | Sclect action th
) Move to Junk E:
- Vernler Actian Rule 5
Mave to Trash
Yy l & Malickous = Move to Inbox §2 AM MDT N
& Move to Quaranting
ll'T Pliiating T 0 Delee j2 AM MOT W
» Do Not Move
I Wy piaiien —— IR ¥ [ L9

4. Click Update to apply the new classification and take action on the messages.

If a message has been moved, it is indicated in the Last Action column.
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Move and Reclassify Messages

Note: For outgoing and internal message, the Move to Inbox action moves the message to the Sent folder of the initial
sender of the message, instead of to their Inbox.

Delete Messages

Super-admin and admin users can permanently delete messages from mail boxes using the Delete action in the
Reclassify/Remediate workflow. Deleted messages are moved to the recoverableitemspurges folder. This folder is not
accessible to users and Secure Email Threat Defense cannot restore deleted messages to Inboxes.

1. Select the message(s) you want to delete.

2. Select a verdict from the Reclassify drop-down menu. You can reclassify the messages as BEC, Scam, Phishing,
Malicious, Spam, Graymail, or Neutral, or you can select Keep verdict.

Reclassify; | Select verdict 151 Request Action:

& BEC ¥ 4

- e s Rule Received 5
Scam

. -] oJ Phishing Jul 26 2022 05:52 AM MOT
@ Malicious
l | @ Spam Jul T8 30232 05952 AN MOT
&= Graymail
I D & neutral

| » Keep verdict
Iu- P Jusl 78 2027 05 BT AM MOT

Jul 26 2022 05251 AM MOT

3. Select Delete from the Request Action drop-down menu.

Reclassify: | » Keep vedicl - Request Action: | Sclecl action =
i Move 1o Junk

2]

- Verdict hction Fuila :
Mowe fo Trash

= Move o Inbox E2 AM MDT

| @ Maliclous
& Meove to Quaranting

» [k Mat Move 2
Iﬂ'-:.lu-'--'_ q ETIE WEFEYE E1 ARA BACTT

4. Click Update to delete the message(s).

5. A Confirm Deletion dialog indicates that messages cannot be recovered and verifies that you want to continue. Click
Delete to continue.

Delete is indicated in the Last Action column.

Quarantine Messages

Quarantine folders are created automatically for each mailbox and are hidden from Outlook users. The secret folder name
is visible to Super-admin and admin users on the Administration > Business page. In Outlook, messages in the
quarantine folder are automatically purged according to your Deleted ltems purge settings. Secure Email Threat Defense
cannot restore messages back to user Inboxes after they are purged from the quarantine folder.

To manually move messages to quarantine:

1. Select the message(s) you want to move to quarantine.
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Download Search Results

2. Select a verdict from the Reclassify drop-down menu. You can reclassify the messages as BEC, Scam, Phishing,
Malicious, Spam, Graymail, or Neutral, or you can Keep verdict.

Reclassify; Iﬁeler.r verdict 151' Request Action:  Select action Cance

= BEC
= Werg a Rule Received 5
Scam
{J Phishin AT "
_ [ | LR Juil 25 2022 0552 AM MOT
l
| @ Malicious
» l | Spam Jul 78 2022 0552 AM MOT
|
| = Graymail
ky l ﬂ & Neutral Jul 25 20220551 AM MOT
|

» Keep verdict
» Id! .

Jul I8 2027 06 §1 AM MOT

3. Select Move to Quarantine from the Request Action drop-down menu.

Reclassify: | » Keep verdict Request Action: | Select action - | A

2 Move to Junk
- Vardict Action Ruln -]

| 2 Move to Trash

= Ia. halhcinie Traei) = Mowe 10 Inbox 52 AN MOT L
Move fo Quarantme
|!J Philsheng a5t @ Deleta " pLAM M N

Do Mot Move

'l I B bl Toaeit w1 AN MADIT h

4. Click Update to quarantine the message(s).

Move to Quarantine is indicated in the Last Action column.

Download Search Results

You can download a CSV file of the data for messages in your search results. Downloads are limited to 10,000 messages.
Complete the following steps to download your data:

1. Click the Download button and select Create Download (.csv).

Latest results as of, Jul 28 2022 0153 PMMDT | 4
= ]j'fl'

Create Download (.csv)

View Download Histony
2. A banner indicating that your request is in progress appears. Click the text to be taken to the Downloads: Messages
page.

Your request 15 in progress. Chok heo to view the stalus,

3. When your download is ready, download your file by clicking the Download icon under the Actions column.
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Download Search Results

Download History

Your download history is kept for 90 days. Click the Download button and select View Download History to go to the
Downloads: Messages page.

Create Download (.csv)

View Download Histony

This page shows you the date range, who requested the download, the date it was initiated, and the status. Download
your file by selecting the Download icon under the Actions column.
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Download Search Results
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